afran]n
CISCO.

Cisco Spaces: Connector Configuration Guide

First Published: 2019-08-01
Last Modified: 2022-03-16

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2022 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

CONTENTS

PREFACE Preface vii

Audience vii

Conventions  vii

Related Documentation  viii

Communications, Services, and Additional Information  viii
Cisco Bug Search Tool viii

Documentation Feedback ix

PART | Overview 1

CHAPTER 1 Overview 1

Introduction to Cisco Spaces: Connector 2.x 1

PART II Getting Started 3

CHAPTER 2 Prerequisites 5
Prerequisites for Configuring the Cisco Spaces: Connector 5

Prerequisites for the Cisco Spaces: Connector (Wired) 6

CHAPTER 3 Open Ports (Wireless) 7
Information About Open Ports (Wireless) 7

OpenRoaming Firewall Rules 9

CHAPTER 4 Open Ports (Wired) 11

Open Ports for IoT Service (Wired) 11

Cisco Spaces: Connector Configuration Guide [JJj



. Contents

PART 111 Initial Setup 13

CHAPTER 5 Initial Setup 15

Initial Setup of Cisco Spaces: Connector 15

CHAPTER 6 Cisco Spaces: Connector AMI 17

Downloading and Deploying the Cisco Spaces: Connector AMI 17

CHAPTER 7 Cisco Spaces: Connector OVA 25
Downloading and Deploying the Cisco Spaces: Connector OVA (Single Interface) 25
Downloading and Deploying the Cisco Spaces: Connector OVA (Dual Interface) 31
Upgrade the Cisco Spaces: Connector Docker 41
Upgrade Path 43
Upgrading the Connector OVA 44
Using Snapshots for Backup 45

CHAPTER 8 Cisco Spaces: Connector Hyper-V 47
Creating a Virtual Switch 47

Downloading and Deploying Hyper-V 54

CHAPTER 9 Connector on Cisco Spaces 65
Creating a Connector Instance and Retrieving a Token from Cisco Spaces (Wired) 65
Retrieving a Token for a Connector from Cisco Spaces (Wireless) 67

Activating the Cisco Spaces: Connector 70

CHAPTER 10 Connector GUI 73

Connector GUI 73

CHAPTER 11 Configuring Proxy 77
Configuring a Proxy 77

Troubleshooting Proxy Configuration 79

Il Cisco Spaces: Connector Configuration Guide



CHAPTER 12

CHAPTER 13

CHAPTER 14

PART IV

CHAPTER 15

PART V

CHAPTER 16

PART VI

CHAPTER 17

PART VII

CHAPTER 18

Contents .

Connect Connector to Cisco AireOSWireless Controller 81

Configure and Test Connectivity Between a Connector and AireOS Controller 81

Connect Connector to Cisco Catalyst 9800 Series Wireless Controllers 87

Configure and Test the Connection Between Connector and Catalyst 9800 Controller 87

Connecting a Connector to Cisco Catalyst 9300 Series Switchesand Cisco Catalyst 9400 Series Switches
Series 93

Connecting a Connector to Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches
23

Location Hierarchy 95

Location Hierarchy 97

Importing a Cisco AireOS Wireless Controller to the Cisco Spaces Location Hierarchy 97
Privacy Setting 103

Configure Privacy Settings 105
Configuring Privacy Settings: MAC and Username Salt 105

HotSpot (OpenRoaming) 107

Hotspot (OpenRoaming) 109
HotSpot (OpenRoaming) 109
Upgrade the OpenRoaming Docker 109

AAA M

Configure AAA 113
Configure AAA 113
Information About AAA 113
Configure AAA 114

Cisco Spaces: Connector Configuration Guide [JJj



. Contents

PART VIII Connectorsin Active-Active 117

CHAPTER 19 Connectorsin Active-Active 119
Connector Active-Active 119
Restrictions 119
Connector Active-Active vs Cisco CMX High Availability 121
Configuring Connectors in Active-Active 121

Configuring Connectors in Active-Active (Wired) 124

PART IX Communications, Services, and Additional Information 129

CHAPTER 20 Communications, Services, and Additional Information 131
Cisco Bug Search Tool 131

Documentation Feedback 131

Il Cisco Spaces: Connector Configuration Guide



Preface

* Audience, on page vii

+ Conventions, on page vii

* Related Documentation, on page viii

» Communications, Services, and Additional Information, on page viii

Audience

This document is meant for Cisco Spaces network and IT administrators who deploy Cisco Spaces to monitor,
manage, and optimize usage of assets in an organization.

Conventions

This document uses the following conventions:

Table 1: Conventions

Convention

Indication

bold font

Commands and keywords and user-entered text appear in bold font.

italic font

Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[]

Elements in square brackets are optional.

xlylz}

Required alternative keywords are grouped in braces and separated by vertical
bars.

[x|ylz]

Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string

A nonquoted set of characters. Do not use quotation marks around the string.
Otherwise, the string will include the quotation marks.

courier font

Terminal sessions and information the system displays appear in courier font.

<>

Nonprinting characters such as passwords are in angle brackets.

(1

Default responses to system prompts are in square brackets.
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Preface |
. Related Documentation

Convention Indication

L # An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

Related Documentation

Cisco Spaces: Connector3 Configuration Guide

Cisco Spaces: Connector3 Command Reference Guide
Release Notes for Cisco Spaces: Connector

Cisco Spaces: 10T Service Configuration Guide (Wireless)

Cisco Spaces: IoT Service Configuration Guide (Wired)

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.
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http://www.ciscopress.com
http://www.cisco-warrantyfinder.com
https://bst.cloudapps.cisco.com/bugsearch/

| Preface
Documentation Feedback .

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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PART I

Overview

* Overview, on page |
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CHAPTER 1

Overview

\}

Note

Cisco DNA Spacesis now Cisco Spaces. We are in the process of updating our documentation with the new
name. This includes updating GUIs and the corresponding procedures, screenshots, and URLs. For the duration
of this activity, you might see occurrences of both Cisco DNA Spaces and Cisco Spaces. We take this
opportunity to thank you for your continued support.

* Introduction to Cisco Spaces: Connector 2.X, on page 1

Introduction to Cisco Spaces: Connector 2.x

N

Note

Cisco DNA Spacesis now Cisco Spaces. We are in the process of updating our documentation with the new
name. This includes updating GUIs and the corresponding procedures, screenshots, and URLs. For the duration
of this activity, you might see occurrences of both Cisco DNA Spaces and Cisco Spaces. We take this
opportunity to thank you for your continued support.

The Cisco Spaces: Connector enables Cisco Spaces to run different services on the Connector, which in turn,
communicates with different network devices such as controllers and switches.

The various services that run on the Connector gather and aggregate data from controllers, APs, and switches
efficiently, and sends the aggregated data to Cisco Spaces. The Connector architecture allows multiple
controllers, APs, and switches to connect to Cisco Spaces through a single point (the Connector). A single
Connector can connect to a Cisco AireOS Wireless Controller, Cisco Catalyst 9800 Series Wireless Controller
and Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches at the same time.

The Connector sends data to Cisco Spaces over HTTPS; a proxy can also be used to route data.
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Overview |
. Introduction to Cisco Spaces: Connector 2.x

\)

Note The term controller is used in this document to refer to the following. (See Compatibility Matrix for specific
details).

* Cisco AireOS Wireless Controller (indicated on the Cisco Spaces dashboard as WLC AireOS)

* Cisco Catalyst 9800 Series Wireless Controller (indicated on the Cisco Spaces dashboard as Catalyst
WLC)

* Cisco Embedded Wireless Controller on Cisco Catalyst Access Points (Cisco EWC-AP)
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PART I I

Getting Started

* Prerequisites, on page 5
* Open Ports (Wireless), on page 7
* Open Ports (Wired), on page 11
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CHAPTER 2

Prerequisites

* Prerequisites for Configuring the Cisco Spaces: Connector, on page 5
* Prerequisites for the Cisco Spaces: Connector (Wired), on page 6

Prerequisites for Configuring the Cisco Spaces: Connector

* Ensure that the necessary ports are open. See Information About Open Ports (Wireless), on page 7.

* Ensure that you explicitly allow https://www.cisco.com and cisco.com domains so that the Cisco Spaces:
Connector can establish connections with these websites or domains.

* Ensure that you explicitly allow https://cisco.openroaming.org. if you need to deploy OpenRoaming.

* For Simple Network Management Protocol (SNMP) v2C and v3, you require read-write permissions for
registering the Cisco Spaces: Connector certificate with the Cisco AireOS Wireless Controller.

« If the Cisco Spaces: Connector is deployed as an AWS instance using AMI, ensure that controllers are
reachable from the Connector. It is recommended that the controller and the Connector are in the same
virtual private cloud (VPC). Ensure that the controller has a private IP address so that the security group
of the Connector does not block the traffic allowing enabled IOT streams to function.

* Permit all TCP traffic at the VPC level so that the TDL is established without any issues.

» Disable Cisco Spaces connection services on a Cisco AireOS Wireless Controller before enabling the
Cisco Spaces: Connector, using the config cloud-services cmx disable command.

» Disable Cisco Spaces connection services on a Cisco Catalyst 9800 Series Wireless Controller before
enabling the Cisco Spaces: Connector, by running these commands:

* no nmsp cloud-services server url
* no nmsp cloud-services server token

* no nmsp cloud-services enable

* The controller IP you configure in the Cisco Spaces dashboard must be able to reach the Cisco Spaces:
Connector.

* The Cisco Spaces: Connector requires access to a Domain Name System (DNS) server. If you configure
an explicit proxy, the Cisco Spaces: Connector must be able to communicate using the proxy.

* VMware ESXi 6.5 or later.
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Getting Started |
. Prerequisites for the Cisco Spaces: Connector (Wired)

* Virtual machine size: Standard option

* Minimum bandwidth required: 4 Mbps (5000 APs, 60,000 clients).

N

Note If you are using captive portals, we recommend a minimum bandwidth of 30
Mbps along with a buffer. The bandwidth allows for a good enduser experience
while loading captive portals from Cisco Spaces.

Prerequisites for the Cisco Spaces: Connector (Wired)

* Ensure that the necessary ports are open. See Open Ports for IoT Service (Wired), on page 11.

* Ensure that you explicitly allow https://www.cisco.com and cisco.com domains so that the Cisco Spaces:
Connector can establish connections with these websites or domains.

* The Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches IP you configure in
the Cisco Spaces dashboard must be able to reach the Cisco Spaces: Connector.

* Cisco Spaces: Connector requires Domain Name System (DNS) server permitted. If you configure an
explicit proxy, Cisco Spaces: Connector must be able to communicate using a proxy.

* VMware ESXi 6.5 or above.
» Virtual machine size: Standard option

* Minimum bandwidth required: 4 Mbps (5000 APs, 60,000 clients).

\}

Note If you are using captive portals, we recommend a minimum bandwidth of 30
Mbps along with a buffer. The bandwidth allows for a good enduser experience
while loading captive portals from Cisco Spaces.
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CHAPTER

Open Ports (Wireless)

* Information About Open Ports (Wireless), on page 7
* OpenRoaming Firewall Rules, on page 9

Information About Open Ports (Wireless)

This chapter lists the Connector ports that need to be open for the proper functioning of various services or
protocols.

The following ports need to be opened to allow for the basic functionality of Cisco Spaces.

Figure 1: Basic Functionality

UDP/ TCP/UDP
TCP53 UDP 123 TCP22 1812
(DNS)  (NTP) (SSH)  (RADIUS)

¢ Connector Port TCP 8004 (TDL)
AR

4 Cat 9800 controller Port TCP 830 for NETCONF TCP 443 (HTTPS)
L~

& WLC Port TCP 16113(NMSP) IP addresses for US,

S — EU instances and load balancer

Controller UDP 161 (SNMP) Cisco DNA Spaces Cisco DNA Spaces
Connector(s) P:
4 Connector Port UPD 2003 (FastLocate)
i1 US Setup
[ TCP Port 22 (SSH)
SEl e Primary IP 52.20.144.155,
58| |2 Address 34.231.154.95
2| |a
58| |3 Disaster Recovery 54.176.92.81
8~ 54.183.58.225
g
s
(8]
EU Setup
Primary IP 63.33.127.190,
Address 63.33.175.64
Disaster Recovery 3.122.15.26, 2
3.122.15.7 g
Access point .

Table 2: Setups

Primary IP Address Disaster Recovery
US Setup 52.20.144.155 54.176.92.81
34.231.154.95 54.183.58.225
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Getting Started |
. Information About Open Ports (Wireless)

Primary IP Address Disaster Recovery

EU Setup 63.33.127.190 3.122.15.26
63.33.175.64 3.122.15.7

Singapore Setup (SG) 13.228.159.49 13.214.251.223
54.179.105.241 54.255.57.46

In addition to basic functionality, additional ports need to be opened for other additional functionality like
guest onboarding and IoT Services.

Figure 2: Guest Onboarding

UDP /TCP 1812/1813 (RADIUS) Captive Portal

TCP /UDP
2083 ‘OpenRoaming
(RADSEC)
Connector Port TCP 8004 (TDL)
AR D d
kN UDP /TCP 1812/ 1813 (RADIUS) TCP 443 (HTTPS)
" OpenRoaming IP addresses for US,
I— EU instances and load balancer
Controller Cisco DNA Spaces

Connector(s) Cisco DNA Spaces

US Setup

Primary IP 52.20.144.155,

Address 34.231.154.95

Disaster Recovery ~ 54.176.92.81
54.183.58.225

EU Setup

Primary IP 63.33.127.190,

Address 63.33.175.64

Disaster Recovery 31221526,  §
3122157 [

The following ports need to be opened for configuring IoT Services (wireless). To configure [oT Services
(wired), see Open Ports (Wired)

Figure 3: IoT Services

lr Connector Port TCP 8004 (TDL) TCP 443 (HTTPS)
? IP addresses for US,
EU and load balancer
Controller Cisco DNA Spaces Cisco DNA Spaces
Connector(s)

US Setup
Primary IP 52.20.144.155,
Address 34.231.154.95

Disaster Recovery 54.176.92.81
54.183.58.225

AP Port TCP 8443 (I0X AP Install) E S
Connector Port TGP 8000 (gRPC) [Py 11 EER Iz,
Address 63.33.175.64
Connector Port TCP 443 (REST API call)
Disaster Recovery 3.122.15.26,
3122157

Access point
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| Getting Started
OpenRoaming Firewall Rules .

OpenRoaming Firewall Rules

Table 3: OpenRoaming Firewall Rules

Source | Destination | Direction Transport | Source | Destination | Protocol | Further information
IP IP Port Port
Address |Address
Cisco Connector | Unidirectional UDP and | Any 1812, Remote |Communication
AireOS TCP 1813 Authenficaion | between Connector
Wireless Dial-In |and Cisco AireOS
Controller User Wireless Controller
P Service |for OpenRoaming
address (RADIUS) | client’s RADIUS
messages.
Connector | Any Unidirectional TCP Any 2083 RADIUS | Communication

over TLS | between Connector

(RADSEC) | and OpenRoaming
Identity Providers

Connector | Any Unidirectional TCP Any 443 HTTPS for CSR
signing -
OpenRoaming
Membership
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. OpenRoaming Firewall Rules
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Open Ports (Wired)

* Open Ports for [oT Service (Wired), on page 11

Open Ports for loT Service (Wired)

CHAPTER 4

This section lists the Connector ports that need to be open for the proper functioning of each service or protocol.

Open Portsfor 10T Service (Wired) with theloT Gateway

PE]

Wired loT Sensors
10T gateway
running on
Cisco Catalyst 9300
series switch

Smart PDU

B9

Hella Camera

Switch port TCP 830 (NETCONF)
-« PR PR
PoE Powered

Gonnector Port TCP 8003 (gpRC)
«——orecorr P,

Switch Port HTTPS 443 (10X Install)
— " >

Cisco Spaces Gonnector(s)

UDP 123 TcP 22
(NTP) (ssH)

TGP 80(HTTP),
TCP 443 (HTTPS)

IP addresses for US,
EU instances and load balancer

Gisco Spaces

4

: US Setup

] Primary IP 52.20.144.155,

: Address 3423115495

] Disaster Recovery ~ 54.175.92.81

: 54.183.58.225

!

!

! EU Setup
Primary IP 63.33.127.190,
Address 63.33.175.64
Disaster Recovery 31221526, 3

3122157 g
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Getting Started |
. Open Ports for loT Service (Wired)

Open Portsfor 10T Service (Wired) without the loT Gateway

UDP/

TCP 53 UDP 123 TCP 22
(DNS) (NTP) (SSH)
(— ! Switch port TCP 830 (NETCONF)
(- ’ Connector Port TCP 8004 (TDL) TGP 443 (HTTPS)
IP addresses for US,
EUi and load balancer

Cisco Catalyst 9300 or

9400 series switch Cisco Spaces Connector(s)

Cisco Spaces

US Setup
Switchport status Primary IP 52.20.144.155,
Switchport authentication etEs G ES

Disaster Recovery 54.175.92.81,

54.183.58.225
g EU Setup

Primary IP 63.33.127.190,

Address 63.33.175.64

Disaster Recovery 3.122.15.26, 2
3.122.15.7 %

Table 4: Setups
Primary IP Address Disaster Recovery
US Setup 52.20.144.155 54.176.92.81

34.231.154.95 54.183.58.225

EU Setup 63.33.127.190 3.122.15.26
63.33.175.64 3.122.15.7

Singapore Setup (SG) 13.228.159.49 13.214.251.223
54.179.105.241 54.255.57.46
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PART III

Initial Setup

« Initial Setup, on page 15

* Cisco Spaces: Connector AMI , on page 17

* Cisco Spaces: Connector OVA , on page 25

* Cisco Spaces: Connector Hyper-V, on page 47

» Connector on Cisco Spaces , on page 65

« Connector GUI, on page 73

* Configuring Proxy, on page 77

* Connect Connector to Cisco AireOS Wireless Controller, on page 81

* Connect Connector to Cisco Catalyst 9800 Series Wireless Controllers, on page 87

» Connecting a Connector to Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches
Series , on page 93






CHAPTER 5

Initial Setup

» Initial Setup of Cisco Spaces: Connector, on page 15

Initial Setup of Cisco Spaces: Connector

To get the Cisco Spaces: Connector up and running, perform these steps:

1

Install the Cisco Spaces: Connector in your local deployment network. See Downloading and Deploying
the Cisco Spaces: Connector OVA (Single Interface) , on page 25

On the Cisco Spaces dashboard, create a Cisco Spaces: Connector and generate a token for the Connector.
See Retrieving a Token for a Connector from Cisco Spaces (Wireless), on page 67 or Creating a Connector
Instance and Retrieving a Token from Cisco Spaces (Wired), on page 65

Configure this token on the deployed Cisco Spaces: Connector. This establishes a connection between
Cisco Spaces and the deployed Cisco Spaces: Connector. The equivalent Connector (based on the token)
on the Cisco Spaces now turns active. See Activating the Cisco Spaces: Connector , on page 70

Configure a Cisco AireOS Wireless Controller or a Cisco Catalyst 9800 Series Wireless Controller or a
Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches in the Cisco Spaces
dashboard. See #unique 29 or Configure and Test the Connection Between Connector and Catalyst 9800
Controller, on page 87 or Connecting a Connector to Cisco Catalyst 9300 Series Switches and Cisco
Catalyst 9400 Series Switches , on page 93. Test the connectivity between the Connector and the controller
or the switch.
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. Initial Setup of Cisco Spaces: Connector
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CHAPTER 6

Cisco Spaces: Connector AMI

* Downloading and Deploying the Cisco Spaces: Connector AMI , on page 17

Downloading and Deploying the Cisco Spaces: Connector AMI

This chapter provides information about how to download and deploy the Cisco Spaces: Connector and obtain
the URL for the Connector GUI.

\}

Note Cisco Spaces: Connector has the following limitations:

* Dual-interface mode is not supported.
* Proxy configuration is not supported.
* Enabling or disabling the AAA with IPSec feature is not supported.

» Upgrading the Connector from the Web UI is not supported.

Step 1 Log in to your Amazon Web Services account and navigate to the EC2 Dashboard. From the left-navigation pane,
choose Images>AM| Catalog.
Step 2 In the AMIssearch area, click AWS MarketPlace AMIsand enter DNA Spaces Connector. Press Enter.
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Initial Setup |

. Downloading and Deploying the Cisco Spaces: Connector AMI

Step 3
Step 4
Step 5
Step 6

Step 7

WS 3 seves | Q B 4 ©® Ohov ameabrv
© eviczameene . AMI Catalog 8
An AMI is pl server, and i )

EC2 Dashboard required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or

EC2 Global View you can select one of your own AMIs.

Tags AMIs

Limits. I

[ own spaces comeceo %]
Instances Quickstart AMIs (0) My AMis (0) ketplace AMIs (1) Community AMIs (1)

Launch Templates

Spot Requests Refine results DNA Spaces Connector (1 result) showing 1 - 1 1 ®
Savings Plans Sort By: Relevance v
Reserved Instances Categories
——— ol DA Spces onnectr [seee |

il By Cisco [ Ver Cisco DNA Spaces Connector ™~ ~
Capacity Reservations v Publish cisco
AAsiee The Connector d from llers and points and sends
¥ Images Cisco (1) aggregated data to Cisco DNA Spaces. The C \d APs to
connect to Cisco DNA ingle p tor). A single Connector can.
AMIs

¥ Pricing model

prich~Sa
License (1)

v Elastic Block Store

Operating system

Volumes
» All Linwx/Unix

Snapshots

Lifecycle Manager v Architecture

64-bit (x86) (1)
¥ Network & Security
Instance type
» Compute Optimized

Security Groups

Elastic IPs

» Memory Optimized

Click the displayed image and click Select.

In the Cisco DNA Spaces Connector dialog box displayed, click Continue.

Click Launch Instance with AMI

Choose an instance with the corresponding Type as t2.medium, that has VCPU value as 2 and Memory (GB) as 4.

t2.medium corresponds to a standard Cisco Spaces: Connector with 2vCPUs and 4-GB memory and is the recommended
setting, and then click Next: Configure Instance Details.

Services v  Resource Groups

1.6 A 2.Chaose Instance Type 3. Configus

5.AddTags 6. Configum Secu

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit diflerent use cases. Instances are virtual servers that can run applications. They have varying combinations of GPU, memory, storage, and networking
capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn mare about instance types and how they can meet your computing needs.

Filterby:  Allinstance types ~  Cumentgeneration ~ Show/Hide Columns

Currently selected: t2.madium (Variable ECUs, 2 vCPUs, 2.3 GHz, Intel Broadwell E5-2686v4, 4 GIB memary, EBS anly)

£8S-Optimized Available 1Pve
Family Type wcPUs (i Memory (GIB) Instance Storage (G8) (i - - Network Performance (i
i Support (i
General purpose t2.nano 1 05 EBS only . Low to Moderats Yes
General purpose 2.miczo 1 1 EBS only - Low to Moderate Yes
General purpose t2:smal 1 2 EBS only - Low to Modsrate Yes
] General purpose t2.medium 2 4 EBS only - Low to Modarate Yes
General purpose t2large 2 8 EBS only - Low to Moderate Yes
General purpose t2.xarge 4 16 EBS only - Moderate Yes
General purpose t2.2xlarge 8 2 EBS only - Moderate Yes
General purpose t3a.nano 2 05 EBS only Yes Up o 5 Gigabit Yes
General purpose t3amicro 2 1 EBS only Yos Up o 5 Gigabit Yes

Cancel  Previous [LEVEMPURIPMUION | Noxt: Configure Instance Details.

Note You can choose to have a more advanced configuration by choosing an option with higher vCPU and
memory configurations. You can choose an instance type with the following configurations. If an exact
match is unavailable, you can choose a configuration with the next-available vCPU or memory:

* 4 vCPUs and 8-GB memory (referred to in this document as Advanced1)

* 8 vCPUs and 16-GB memory (referred to in this document as Advanced2)

Choose a Network and a Subnet. Click Next: Add Storage.
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Figure 4: Configure Instance Details

1. Choose AMI Chosse Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 5, C Raviow

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management role to the instance, and

more.

Number of instances (j 1 Group (i
Purchasing option | Request Spot instances
Network (] vpc-96041086 (defau) 4| C Create new VPC
Subnet | No preference {default subnet in any Availability Zom ¥ Create naw subnet
Auto-assign Public IP (| Use subnet setting (Enable) 4+

Placement group

Add instance to placement group

Capacity Reservation Open 7/ € Create naw

1AM role (] None 9 C Create new 1AM role

Shutdown behavior

Stop ki

Stop - Hibernate behavior Enable hibernation as an additional stop behavior

Enable termination protection Protect against accidental termination

Monitoring (i Enable CloudWatch detailed monitoring
Additional charges apply.
Tenancy | Shared - Run a shared hardware instance

Additienal charges may apply when launching instances.

[OOSR TP STl Review and Launch

Step 8 Enter the value of Size(GB) as 60. Click Next: Add Tags.
Figure 5: Add Storage

1, Chooss AMI jure Security Group 7. Review

wiance Type 3, ConfigurInstance  4.Add Storage  5.AddTags  6.G

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumas and instance stora volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Lear more about
storage options in Amazon EC2

Delete on
Volume Type (i Device (i Snapshot (i Size (GiB) (i Volume Type (i 10PS (i (T;;:fml‘“ Termination  Encryption (i
i
Root fdev/sdal snap-098aa210d2cb81d2b 60 General Purpose SSD (gp2) v 180 /3000 N/A Not Encrypte w

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS Ganeral Purpase (SSD) or Magnetic storage. Leam more about free usage tier eligibility and
usage restrictions.

Step 9 Click click to add a Name tag. Enter a name, and then lick Next: Configure Security Group.

Cisco Spaces: Connector Configuration Guide
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Figure 6: Add Tags

* L samkhand ~  N.Virginia ~  Suppert v

Services ~  Resource Groups ~

1. Chooss AMI Choose instance Type 3, Configure Instance 4. Add Storage 5.AddTegs 6. Configure Securty Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define & tag with key = Nama and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (128 characters maximum) Value (256 characters maximum) Instances (i Volumes (1
Chaose the Add tag button or
Make sure your 1AM policy includes permi
AddTag | (Up to50 tags ma

Figure 7: Enter a Tag Name

samkhand »  N.Virginia v  Support =

Services v  Resource Groups v %

1 Ghooso lnstanco Type 3. Canfigurs Instance 5AddTags 6 Configu -
Step 5: Add Tags
A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
Acopy of a tag can ba applied to volumes, instances or bath.
Tags will ba applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.
Key (128 characters maximum Value (256 characters maximur Instances (i Volumes (i
Name Connector-AM( [<]

Add anothertag  (Up to 50 tags maximu

Step 10 Configure a security group by following these steps:
a) Create a new security group or modify an existing one by clicking the respective radio button.
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Figure 8: Configure Security Group

. Virginia ~

Services v  Resource Groups ~ Support +

Chooss nitance Ty 5.Configurs Instanca 4. AddStorage  5.AddTags 6. Configure Securty Group Ravie

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to sst up a web server and allow
Internet traffc to reach your instance, add rufes that alkow unrestricted access ta the HTTP and HTTPS ports. You can create a new security group or select from an existing ne below. Learn mare atout Amazon EG2 security

groups.

Assign a security group: O Create a new security group

® Select an existing security group

Security Group ID Name Description Actions

sg-DaedT82a default default VPC security group Copy to new

8 59-0067ebB43aBaBAIA3 launch-wizard-2 launch-wizard-2 created 2020-05-07T08:12:42.770-07:00 Copy 1o new

Configure ports with rules for inbound traffic. You can choose to restrict them for specific IP addresses or keep

them open for all IP addresses.
Configure the specific ports displayed in the image with rules for inbound traffic:

Figure 9: Configure Ports with Rules for Inbound Traffic

Inbound rules (6) Edit inbound rules

Q 1 @
Name v Security group rule... Vv IP version v Type v Protocol v Port range
- sgr-0497e0b5ee57ae7... IPv4 HTTPS TCP 443
- sgr-0b120f3989c477140 IPv4 Custom UDP ubP 2003
- sgr-084f5c1391adb52fa 1Pv4 Custom TCP TCcP 8000
- sgr-02070569e30bbd... IPv4 Custom UDP ubpP 161
- sgr-Obb0c8051cee0daf8 IPv4 SSH TCP 22
- sgr-0c502fa77173670d8 1Pv4 Custom TCP TCcP 8004

Note

Configure ports with rules for outbound traffic.
Configure the outbound rule indicated in the following image:

Figure 10: Configure Ports with Rules for Outbound Traffic

Specify the network subnet ranges within the inbound rule to access this instance using SSH.

Inbound rules Outbound rules Tags

Run Reachability Analyzer X
| Manage tags | ‘ Edit outbound rules l

@ You can now check network connectivity with Reachability Analyzer

Outbound rules (1/1)

Q 1 @
IP version v Type v Protocol v Port range v Destination v Description
IPv4 All traffic Al All 0.0.0.0/0 -
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Note See Information About Open Ports (Wireless), on page 7 for details on ports that you must open for
various services to work.

d) Click Review and Launch.

Step 11 Review the instance and click Launch.

Figure 11: Review Instance and Launch

1.ChaosaAMI  2.Chosse Instance Type 3. Corfigs Instance 4. Add Storage 5. AddTags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch
~ AMI Details Edit AMI
31.37-15 - ami-
c‘ AMI for Connector v2.2.31.37
Pot Device Tpacabe  Vehleston typac

= Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.medium Variable 2 4 £85 anly - Low to Moderate
~ Security Groups Edit security groups
Security Group ID Name Description
50-00676bB43aBa6d343 launch-wizard-2 launch-wizard-2 created 2020-05-07T09:12:42.770-07:00

All selected security groups inbound rules.

Type (i Protocol (1) Port Range (i) Source (i) Description i/
HTTP TcP 80 0.0.0.00

HTTP TcP 80 /0

Gustom TCP Rule TeP 8004 0.0.0.00

Custom TCP Rule TcP BOO4 /0

——

Step 12 In the displayed Select an existing key pair or create a new key pair dialog box, you can do one of the following:

* Choose Createanew key pair from the drop-down list. Provide a Key pair name and click Download Key Pair
to download it. Then click Launch I nstance to launch the instance.

* Choose Choose an existing key pair from the drop-down list. Select the previously downloaded key pair from
the Select a key Pair drop-down list. Then click Launch Instance to launch the instance.

Figure 12: Create a New Key Pair

Select an existing key pair or create a new key pair

A kay pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used ta log inta your instance. For Linux AMI, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the st of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

|Create a new key pair v

Key pair name

eyt |
Download Key Pair

You have to download the private key file [".pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file
again after it's created.
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Figure 13: Choose an Existing Key Pair

Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
‘they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your Instance.

Note: The selacted key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[Choose an pair -
Select a key pair
[ ConnestoramI ~

I acknowleige that | have access to the sekected private key file (ConnectorAMI.perm). and
that without this file, | won't be able to log into my instance.

Step 13 Once you download the key pair (.pem) file to your system, navigate to the file location. Using the chmod command,
configure appropriate permissions for the .pem file.

chmod 400 /path/to/MyAccessKeyl.pem
Step 14 On the EC2 dashboard, wait for the instance to finish launching and the status to change to Running. Alternatively,

you can see the running instances on the Instances page. Click the instance to obtain the IPv4 address that is used to
launch the CLI, where you can complete the setup.

Figure 14: Instances Page and IPv4 Address

@D Mew EC2 Experience — =
Ly Launch Instance Connect  Actions Ao 8@

EC2 Dashboard wew Q Filter by tags and altributes or search by keyword @ K < 1ot > 3l
Events wew
- . @ Name = Instance ID - InstanceType - AvallabilityZone - Instance State » Status Checks -  Alarm Status  F
Tags
@  conami-20May FOf43027a01638482 2 micro. us-east-1e @ running © 22chocks...  None % e
Reports
Limits
 INSTANCES
Instances
Instance Types

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts New

Instance: | i-01943a27ab1b38482 (con-ami-20May) o2 1 [_N-}=]

Scheduled Instances
Capacity Reservations Description  Status Checks  Monitoring  Tags

¥ IMAGES Instance ID  -0f#43a27ab1b38482
AMIs Instance state  running
Bundie Tasks Instance type  t2.micro.

Finding  Opt-in 1o AWS Compute Optimizer for

v ELASTIC BLOCK FRCOMMeNGAtions. Learm mane
STORE Private ONS - EXEEEREENG?2 inlomal Avalabiity zone  us-east-1e
Volumes [ g e— Securty groups  launch-wizard-2, view inbound rules, view
Snapshots. outbound rules
Lifecycle Manager Secondary D"W:::P: o Scheduled ':':"Ili No scheduled sv?ns" o

Step 15 Perform initial setup to configure a hostname, and change passwords for dnasadmin and root users.

a) Log into the Connector using the SSH command, the IPv4 address obtained in Step 12, and the key pair downloaded
in Step 10.

ssh -i /path/to/key/MyAccessKeyl.pem dnasadmin@IPv4 address

Cisco Spaces: Connector Configuration Guide .
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Step 16
Step 17

the login password dnasadmin123!.

You can avoid a BAD PASSWORD prompt by complying to the following password requirements:

* Password length must be more than 14 characters.
* Password must include at least one uppercase letter.
* Password must include at least one lowercase letter.

* Password must include at least one special character.

The following is the sample output of the SSH command:

ssh -i /path/to/key/MyAccessKeyl.pem dnasadmin@l0.1.1.1
Password:

WELCOME to DNA SPACES CONNECTOR SETUP

Please enter hostname: my-connector-ami

Change passwords for root and dnasadmin

Changing password for user root.

New password:

BAD PASSWORD: The password is shorter than 14 characters
Retype new password:

passwd: all authentication tokens updated successfully.
Changing password for user dnasadmin.

New password:

BAD PASSWORD: The password is shorter than 14 characters
Retype new password:

passwd: all authentication tokens updated successfully.
Generating self-signed certificates

Setup is complete

System will reboot in 10 seconds

Connection to 10.1.1.1 closed by remote host.

Connection to 10.1.1.1 closed.

ssh dnasadmin@10.1.1.1

Il Cisco Spaces: Connector Configuration Guide
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b) Change the username and password for root and dnasadmin user. Use the initial login username dnasadmin and

Log in to the Cisco Spaces: Connector GUI using the browser window and the address https://IPv4 Address.

Log in to the Cisco Spaces: Connector CLI using the SSH username dnasadmin and the password configured for this
user in Step 15.



CHAPTER 7

Cisco Spaces: Connector OVA

» Downloading and Deploying the Cisco Spaces: Connector OVA (Single Interface) , on page 25
* Downloading and Deploying the Cisco Spaces: Connector OVA (Dual Interface), on page 31

» Upgrade the Cisco Spaces: Connector Docker, on page 41

» Upgrade Path, on page 43

» Upgrading the Connector OVA , on page 44

+ Using Snapshots for Backup , on page 45

Downloading and Deploying the Cisco Spaces: Connector OVA
(Single Interface)

This chapter provides information about how to download and deploy the Cisco Spaces: Connector and obtain
the URL for the Connector GUI.

Step 1 Download Connector 2.3 from Cisco.com.
Step 2 Create a virtual machine in the ESXi server and deploy the downloaded Cisco Spaces: Connector OVA.
Step 3 In the Select creation type window, choose Deploy a virtual machine from an OVF or OVA file, and click Next.

Cisco Spaces: Connector Configuration Guide [JJj
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ﬁ New virtual machine

R4 1 Select creation type

2 Select OVF and VMDK files
3 Select storage

Select creation type

How would you like to create a Virtual Machine?

7 Ready to complete

4 License [Create a new virtual machine This option guides you through the process of creating a
5 Deployment options Deploy a virtual machine from an OVF or OVA file virtual machine from an OVF and VMDK files.
6 Additional settings Register an existing virtual machine

‘

Step 4 In the Select OVF and VMDK files window, enter a name for the virtual machine. Click the blue area to either select
files from the computer or drag and drop files. Click Next.

731 New virtual machine - connector 2.3.2_dual

v 1 Select creation type
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

Enter a name for the virtual machine.

‘ connector_2.3.2_dual

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

x @ cisco-dna-spaces-connector-2.3.158.146.ova

Back Next Finish

Cancel

Y

Step 5 In the Select storage window, the Standard storage configuration is displayed. Click Next.
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Step 6

Step 7

Downloading and Deploying the Cisco Spaces: Connector OVA (Single Interface) .

71 New virtual machine - 1
¥ 1 Select creation type Select storage
V' 2 Select OVF and VMDK files Select the storage type and datastore

R4 3 Select storage

4 License agreements
5 Deployment options

Persistent Memory

6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

7 Ready to complete

Name v Capacity -~ Free v Type ~  Thinpro...v Access v
datastore1 (14) 454TB 226 TB VMFS5 Supported Single
1items

[ Back Next Finish Cancel |

In the License agreements window, read the license agreement that is displayed and scroll to the end. Click | Agree

and then click Next.

11 New virtual machine
¥ 1 Select creation type License agreements
V' 2 Select OVF and VMDK files Read and accept the license agreements

v 3 Select storage

¢ Liconse soreements e

5 Deployment options
6 Ready to complete

We will reserve part of the resources of CPU and memory based on your OVA selection,

Standard Connector:
2 vCPUs. 2000 Mhz will be
4 GB Memory. 4GB will be
1 NIC will be used.
Advancedl Connector:
4 vCPUs. 4000 Mhz will be
8 GB Memory. 8GB will be
1 NIC will be used.
Advanced2 Connector:
8 vCPUs. 8000 Mhz will be

1 NIC will be used.

2 NICs will be used.

reserved.
reserved.

reserved.
reserved.

reserved.
16 GB Memory. 16GB will be reserved.
Standard (Dual Interface) Connector:
2 vCPUs. 2000 Mhz will be reserved.

4 GB Memory. 4GB will be reserved.

Advancedl (Dual Interface) Connector:

In the Deployment Options window, do the following:

a) In the Network-mapping field, enter the name of the network.
b) From the Deployment type drop-down list, choose one of the following, and click Next:

« Standard
» Advancedl
« Advanced?2

4
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Step 8
Step 9
Step 10

Step 11

Review the configurations and click Finish.
Log in to the terminal and enter the default username root and default password cisco.

Enter the network settings by specifying parameters such as IP address, hostname, and so on, that you want to configure
on the Cisco Spaces: Connector.

B cmx-connector-ntp-test-2

Starting network setup
e enter hostname: connector
enter IP address: | °H
enter netmask: 2 255 .255
enter gateway: 1k

e enter DNS server: ITvi./8. U0 1)
Please enter search domain name:

Conf irm network settings? (yes/no)
Enter Network
Setings

Note Because this configuration screen times out in 60 seconds, ensure that you provide the input on time to
avoid reconfiguration.

You can add multiple DNS server as a comma separated list in this step. Once the task is complete and the Cisco Spaces:
Connector is deployed, you can login to the Connector CLI, and run the connector ctl networ kconfig command to add
more DNS servers or edit the existing list.

Enter the time zone.

Il Cisco Spaces: Connector Configuration Guide
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@ dhanashri-conn-545-11

(blank for default walue (UTC))

Sfault value is 133

Configure Time Zone

(Default value is

@ dhanashri-conn-545-11

Time Zone set
coessfully

FOT

nf igured to read the RTC time in the
mode can not be fully supported. It will create various
time zone changes and dayli i j

time is never updated, it re on external faciliti
ible, use RTC in UTC by ca
"timedatect] set-local-rtc 87

Flease hold on Fetchir litional conf igurations

Step 12 Enter the Network Time Protocol (NTP) server name to synchronize the system time with the NTP server's or leave it
blank if you do not want to configure an NTP server.
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Figure 15: Enter NTP Setting

8 cmx-connector-ntp-test-2
Conf igure NTFP

» enter the NTP server name (hlank for no NTP se

Step 13 Set a new password for the root user.

“hanging password for user root.
EwW password:

Retype new password:

passwd: all authentication tokens updated successfully.

“hanging password for user dnasadmin.

EwW password:
Retype new password:

swd: all authentication tokens update

Step 14 Set a new password for the dnasadmin user, which is user with administrative privileges.

“hanging password for user root.
EwW password:
Retype new password:

passwd: all authentication tokens updated successfully.

“hanging password for user dnasadmin.
Ew password:
Retype new password:

passwd: all authentication tokens update

Reset root

password

Reset dnasadmin

password

successfully.

Reset root

password

Reset dnasadmin

password

successfully.

Initial Setup |

Step 15 Copy and save the URL before the automatic reboot. You can use this URL later to open the Cisco Spaces: Connector

GUL

DNS Spaces Comnector UI:
https://18.22.244.98

Jsername log in: dnasadmin
install is complete, a reboot will

What to do next

The root user is disabled and is used only for advanced troubleshooting by Cisco Support Team.

Il Cisco Spaces: Connector Configuration Guide
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Downloading and Deploying the Cisco Spaces: Connector OVA
(Dual Interface)

Starting with Connector 2.3.2, you can use the dual-interface deployment of the Connector in network
deployments which require the Connector to connect to two separate networks.

One of these networks is usually a private network connecting most of your devices. The other network is
external facing and hence can connect to the cloud-hosted Cisco Spaces.

This deployment is recommended when most of the devices that are managed by the Connector are on private
or internal networks.

\ )

Note We recommend that you connect the controller to a private network because this configuration allows the
Connector to connect to the controller using SSH connections.

Before you begin

Ensure that the Cisco Unified Computing System (Cisco UCS) device where you install the Open Virtualization
Appliance (OVA) is connected to two separate networks. In this network configuration, the Cisco UCS device
is configured with two physical network interface cards (NICs). Each NIC is connected to a switch. In this
way, the Cisco UCS device is connected to two networks.

Figure 16: Two Physical Interfaces

0000/ 00008;0

'vmware' ESXi- AGITLION AT - | e

ec00000

Step 1 Download Connector 2.3 from Cisco.com.
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Step 2 Create a virtual machine in the ESXi server and deploy the downloaded Cisco Spaces: Connector OVA.
Step 3 In the Select creation type window, choose Deploy a virtual machine from an OVF or OVA file, and click Next.
‘ﬁl New virtual machine
(TR Select creation type
2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage
4 License Create a new virtual machine This option guides you through the process of creating a
5 Deployment options virtual machine from an OVF and VMDK files.
6 Additional settings Register an existing virtual machine
7 Ready to complete
Step 4 In the Select OVF and VM DK files window, enter a name for the virtual machine. Click the blue area to either select
files from the computer or drag and drop files. Click Next.
731 New virtual machine - connector 2.3.2_dual
¥ 1 Select creation type Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage
Bl Ceuselageements Enter a name for the virtual machine.
fiBeckovsutiontons ‘ connector_2.3.2_dual
6 Additional settings = - —— -
7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.
X @) cisco-dna-spaces-connector-2.3.158.146.ova
Back Next Finish G |
acl ex inis! ancel y
Step 5 In the Select storage window, the Standard storage configuration is displayed. Click Next.
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Step 6

Step 7

Downloading and Deploying the Cisco Spaces: Connector OVA (Dual Interface) .

11 New virtual machine -

Select storage

Select the storage type and datastore

v 1 Select creation type
v 2 Select OVF and VMDK files

R4 3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

Persistent Memory

7 Ready to complete

Name v  Capacity - Free

datastore1 (14) 4.54TB

226 TB

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

v Type ~  Thinpro...v Access v
VMFS5 Supported Single
1items
‘ Back H Next Finish [ Cancel |

4

In the License agreements window, read the license agreement that is displayed and scroll to the end. Click | Agree

and then click Next.

11 New virtual machine

License agreements

Read and accept the license agreements

v 1 Select creation type
V' 2 Select OVF and VMDK files

v 3 Select storage

R4 4 License agreements

5 Deployment options
6 Ready to complete

Accept Resource R...

We will reserve part of the resources of CPU and memory based on your OVA selection,

Standard Connector:
2 vCPUs. 2000 Mhz will be reserved.
4 GB Memory. 4GB will be reserved.
1 NIC will be used.

Advancedl Connector:
4 vCPUs. 4000 Mhz will be reserved.
8 GB Memory. 8GB will be reserved.
1 NIC will be used.

Advanced2 Connector:
8 vCPUs. 8000 Mhz will be reserved.
16 GB Memory.
1 NIC will be used.

Standard (Dual Interface) Connector:
2 vCPUs. 2000 Mhz will be reserved.
4 GB Memory. 4GB will be reserved.
2 NICs will be used.

Advanced1 (Dual TInterface) Connector:

16GB will be reserved.

In the Deployment options window, do the following:

[ ook J[_nem ]| Foen
)

a) In the Cloudlnterface field, enter the name of the external-facing network.
b) In the Devicel nterface field, enter the name of the private network.
¢) From the Deployment type drop-down list, choose one of the following deployment types, and lick Next.

 Standard (Dual Interface)
» Advancedl (Dual Interface)
 Advanced?2 (Dual Interface)

Cisco Spaces: Connector Configuration Guide .
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Figure 18: Entering the External-Facing and Private Network's Names

51 New virtual machine - connector._2.3.2_dual

¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options

v 3 Select storage

v 4 License agreements

0 5 Dopioymentoptions NS Cloudinterface | VM Network S

6 Ready to complete Devicelnterface  Private Switch v

Deployment type [ Advanced1 (Dual Interface) v
The by this i ion are: 4 vCPUs. 4000 Mhz will be
reserved. 8GB Memory. 8GB will be reserved. 2 NICs will be used.

Disk provisioning © Thin " Thick

Power on automatically

Back H Next Finish Cancel ]‘

Figure 19: Choosing the Deployment Type

31 New virtual machine -
V' 1 Select creation type Deployment options
v 2 Select OVF and VMDK files Select deployment options

v 3 Select storage
+ 4 License agreements

Network mappings e
b4 5 Deployment options eping S

6 Ready to complete Advanced1
Advanced2

BEs nt Standard (Dual Interface)
hcyertvpe v Advanced1 (Dual Interface) r
Advanced? (Dual Interface) will be

reserved. 8GB Memory. 8GB will be reserved. 2 NICs will be used.

Disk provisioning © Thin " Thick
Power on automatically
Next Finish
Step 8 Review the configurations and click Finish.
Step 9 Log in to the terminal and enter the default username root and default password cisco.
Step 10 Configure the network settings for the external-facing network first, by specifying the parameters such as IP address,

hostname, and so on.
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Step 11

Downloading and Deploying the Cisco Spaces: Connector OVA (Dual Interface) .

Figure 20: Enter the Network Settings of External-Facing Network

[B cmx-connector-ntp-test-2
starting network
’ enter ho

enter IP

enter

enter

Enter public=facing
IP address

enter DN rver: 1rk.
enter search domain name
Conf irm network settings? (ye

Enter Network
Settings

Note As this configuration screen times out in 60 seconds, ensure you provide the input in time to avoid
reconfiguring.

Configure the network settings for the private network by specifying the parameters such as IP address, hostname, and
SO on.
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Figure 21: Enter the Network Settings of Private Network

. d a4

Step 12 Configure subnets that the Connector can reach.

Il Cisco Spaces: Connector Configuration Guide

Enter private network
details here.

This is an optional

configuration for

internal DNS servers.
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Configure
reachability to

specific subnets

(R332 % Pt 4

You can observe as the configurations and network reachability are verified.
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Verifying your

configurations

Step 13 Enter the time zone.
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@ dhanashri-conn-545-11

(blank for default walue (UTC))

Sfault value is 133

Configure Time Zone

(Default value is

@ dhanashri-conn-545-11

Time Zone set
coessfully

FOT

nf igured to read the RTC time in the
mode can not be fully supported. It will create various
time zone changes and dayli i j

time is never updated, it re on external faciliti
ible, use RTC in UTC by ca
"timedatect] set-local-rtc 87

Flease hold on Fetchir litional conf igurations

Step 14 Enter the Network Time Protocol (NTP) server name to synchronize the system time with the NTP server's or leave it
blank if you do not want to configure an NTP server.
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Step 15

Step 16

Step 17

Step 18

Figure 22: Enter NTP Setting

8 cmx-connector-ntp-test-2
Conf igure NTFP
» enter the NTP server name (hlank for no NTP se

Set a new password for the root user.

“hanging password for user root.
EwW password:

Retype new password:

passwd: all authentication tokens updated successfully.

Reset root

password

“hanging password for user dnasadmin.
EW }](1§;§;ulr‘d: Reset dnasadmin
Retype new password: passward
swd: all authentication tokens updated successfully.

Set a new password for the dnasadmin user, which is user with administrative privileges.

“hanging password for user root.
EwW password:

Retype new password:

passwd: all authentication tokens updated successfully.
“hanging password for user dnasadmin.

Ew password: Reset dnasadmin

Retype new password: e

passwd: all authentication tokens updated successfully.

Reset root

password

Copy and save the URL before the automatic reboot. You can use this URL later to open the Cisco Spaces: Connector
GUL

DNS Spaces Comnector UI:
https://18.22.244.98

Jsername log in: dnasadmin
install is complete, a reboot will occur in 5 seconds...

Verify the network Settings of external-facing network using the connector ctl networ kconfig cloudstatus command.
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Figure 23: Enter the Network Settings of Private Network

Gateway G rma s b Flag

172.19.38 .1 8.8.8.8 LN ]
#.8.0.8 55.255.254.8 u ]

iresal]l rule

i\l lowed port-sprotocol
13tcp

88 top

384t

WH |

Step 19 Verify the network settings of private network using the connector ctl networ kconfig devicestatus command.

Figure 24: Enter the Network Settings of Private Network

WBNET] 193
dout ing Table
tination Gateway

1.8.8 193.1.8.1
B.8.8.8

, B8Rt

B84 Lcp

ldnasadminBconn -232 -

Upgrade the Cisco Spaces: Connector Docker

You can upgrade the Connector docker to the latest version from the Connector GUI. Note that the upgrade
link appears only if a new upgrade image is available.

)

Note This procedure does not upgrade the Connector OVA.
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Figure 25: Docker Upgrade Link on the Connector

co DNA Spaces Connector

Contrad Chann Data Chisfess

You can also upgrade the Connector docker to the latest version from the Cisco Spaces dashboard. The upgrade
link appears only if a new upgrade image is available.

Figure 26: Docker Upgrade Link Appears Only if New Image is Available

o New Image Available
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Upgrade Path

The following table is best viewed in the HTML format. Here is a description of the contents of the table.

» Release Number : Lists the identifying number of the release.
» Platforms: Lists the platforms (OVA, VHDX, AMI) on which this release can be installed or the
corresponding installation file name.

» Upgradeto This Release: Lists the releases to which you can upgrade the release mentioned in the
Release Number column.

» Upgrade File: Lists the .connector upgrade files you can use to upgrade to the release mentioned in the
Upgradeto This Release column.

Table 5: Upgrade Path for Active Releases

RekeseNinber | Platforms Upgrade |Upgrade File
to This
Release

2.3.4 cisco-dna-spaces-connector-2.3.507.ova | N.A N.A

cisco-dna-spaces-connector-2.3.507.vhdx

233 cisco-dna-spaces-connector-2.3.497.ova | 2.3.4 cisco-dna-spaces-connector-2.3.507.connector

232 cisco-dna-spaces-connector-2.3.495.ova | 2.3.3 cisco-dna-spaces-connector-2.3.497.connector

cisco-dna-spaces-connector-2.3.496.vhdx

2.3.1 cisco-dna-spaces-connector-2.3.478.ova | 2.3.2 cisco-dna-spaces-connector-2.3.495.connector

cisco-dna-spaces-connector-2.3.478.vhdx

23 cisco-dna-spaces-connector-2.3.462.ova | 2.3.1 cisco-dna-spaces-connector-2.3.478.connector

2.2 cisco-dna-spaces-connector-2.2.295.ova | 2.3 cisco-dna-spaces-connector-2.3.462.connector

\)

Note  All release versions prior to 2.2 are deferred. We recommend that you deploy the latest OVA to get all the
latest updates.

Table 6: Upgrade Path for AMI Releases

RelesdNunber | Platforms Upgrade |Upgrade File
to This
Release
234 AMI N.A N.A
233 AMI 234 cisco-dna-spaces-connector-ami-2.3.507.connector
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Upgrading the Connector OVA

The following procedure shows you how to upgrade the Cisco Spaces: Connector OVA.

Step 1 Download Connector 2.3 from Cisco.com.

Step 2 Copy the downloaded file on to the machine hosting the Connector.

Step 3 Log in to the Connector command line.

Step 4 Use the connectorctl upgrade <<upgrade_file_name>> command to start the OVA upgrade process.
(cmxadminPcon-2-3-upg-87 -]1S connectorctl upgrade cisco-dna-spaces-connector-2.3.494.connector
Machine will restart automatically after upgrade. Do you still want to continue? [yes / noj [yes]:
yes

Before upgrade, OVA version:2.2.295

New image exists.

Backing up current version of the image and db

Preparing for upgrade

umount: /mnt/cmx: not mounted

mount: /dev/loop0O is write-protected, mounting read-only

Starting pip repo

Starting upgrade

Warning: RPMDB altered outside of yum.

Error: No matching Packages to list

000000000000000000000000000000 IMPORTANT 000000*000000000000000000000*0000a«000
We are changing username from 'cmxadmin' to 'dnasadmin*

We will be performing following tasks now.

1. Create new user 'dnasadmin'

2. You will need to set up password for 'dnasadmin'

3. We will move over all files/folders from /home/cmxadmin to /ho®e/dnasadmin
4. Delete 'cmxadnin* user.

After the reboot, REMEMBER to login using dnasadmin credentials.
0000000000000000000000000000000000000000000000000000000000000000000000000000800

Please press ENTER to continue...

The dnasadmin user is now created.

Step 5 Set a password for the newly created dnasadmin user when prompted.

Please press ENTER to continue...
New user dnasadmin created.

Set password for user dnasadmin
Changing password for user dnasadmin.
New password:

Retype new password:

passwd: all authentication tokens updated successfully.
Start cleanup

Error response from daemon: No such container:

c9408eelbb68f2acdel436622c4eeddf742dcd53a2619faal30c0laadcld8bd88e

Step 6 Wait a few seconds for the upgrade to complete.
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Error response from daemon:

No such container:

Upgrade successful.

After upgrade,

System will

Step 7

OVA version 2.3.494

reboot in 5 seconds...

Using Snapshots for Backup .

c9408eelb68f2acdeldl36622cd4eeddf742dcd53a2

Once the upgrade is completed, log in to the connector as the dnasadmin user.

* Verify if the Connector is running in the same state as it was running before the upgrade.

» With CSCvr74830, you can ignore the two known errors that are displayed during upgrade.

Using Snapshots for Backup

You can use the snapshot of a deployed Connector OVA for backing up your Connector. Ensure that the
following prerequisites in place:

* Connector is deployed.
« All the services are started.

* Connector is added to Cisco Spaces.

Figure 27: Backing Up Using a Snapshot

\,» Manage snapshots -

Take snapshot i Restore snapshot (g Delete snapshot 3 Delete all | {3 Edit snapshot

4 (P Cnetr- a4

4 (pC = =

Pl ® Connector-vPil-Baseline-latest

@ You are here

Name

Description

Created

C Refresh

Connectomll "I

ElLEEE" W .

Tuesday, January 26, 2021, 17:21:50 -0800

Close

)

Note

Proxies are not carried over during a snapshot restore. You have to reconfigure proxies.
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CHAPTER 8

Cisco Spaces: Connector Hyper-V

* Creating a Virtual Switch, on page 47
» Downloading and Deploying Hyper-V, on page 54

Creating a Virtual Switch

This task shows you how to install a Hyper-V manager. The task also shows you how to use the Hyper-V
manager to installs a virtual switch.

Step 1 Navigate to Windows > Server Manager.

Server Manager * Dashboard

Figure 28:

Step 2 Click Manage > Add Rolesand Features.
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# oo
-1
]

Figure 29:

Step 3 Click on Role-based or feature-based installation.

| . Add Roles and Features Wizard
i

rcdniaboead
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD)

* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | Next > Cancel

Figure 30:

Step 4 Choose Select a server from the server pool.

Il Cisco Spaces: Connector Configuration Guide
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Creating a Virtual Switch .

M Add Roles and Features Wizard

Figure 31:

Select destination server

DESTINATION SERVER
WIN-NS0G6SE4GG3.rednlabcead.com

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
Select a virtual hard disk

Server Pool

Filter: |

Name IP Address

WIN-NSOG6SB4GG3.red...  10.31.103.2,16...

Operating System

Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection is still incomplete are not shown.

Step 5 In the Select server roles window, select Hyper-V. Click Next.

Figure 32:

Fa Add Roles and Features Wizard

DESTINATIO

Select one or more roles to install on the selected server

Roles

Active Directory Certificate Serviceq

[[] Active Directory Domain Services
[[] Active Directory Federation Services
Active Directory Lightweight Direc

[T] Active Directory Rights Management Services

Device Health Attestation
| DHCP Server

DNS Server

Fax Server

Services

Description

Active Directory Certificate Services

AD CS) is used to create

certification authorities and related
role services that allow you to issue

and manage certificates used
variety of applications.

@) File and Storage Services (2 of 12 installed

d ce

VUTOPoINT Services

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

me Activation Services

B] Web Server (IIS) (38 of 43 installed)
Windows Deployment Services

L<Previows | [ WNego |

Cancel

na

Step 6 In the Select features window, check .NET Framework. Click Next.
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Fa Add Roles and Features Wizard

Select one or more features to install on

allation Type Features

sl omera SO MET Framework 1.5 Features (Installed)

Role L m talled

< Previous

the selected ¢

Next >

Description

ng applications
ng user interf:

the ability 1o mod

business processes

Cancel

Figure 33:

In the Hyper-V window, do the following:
a) In the Virtual Switches window, click Next.

Step 7

| R Add Roles and Features Wizard

can add, remove,

Network adapters:
Name

Ethernet

Ethernet 2

Virtual machines require virtual switches to communicat
role, you can create virtual machines and attach them to

wal switch

th other computers. After you install this

One virtual switch will be created for each network adapter you select. We recommend that you create
at least one virtual switch now to prowide wirtual machines with connectivity to a physical network. You
and modify your virtual switches later by using the Virtual Switch Manager

NI PO We recommend that you reserve one network adapter for remote access to this server. To reserve a

]
network adapter, do not select it for use with a virtual switch

< Previous Next > Cancel

Figure 34:

Initial Setup |

b) Inthe Migration window, click Use Credential Security Support Provider (CredSSP). Click Next.
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Creating a Virtual Switch .

R Add Roles and Features Wizard

Figure 35:

Hyper-V can be configured to send and recerve live migrations of virtual machines on this server

Configuring Hyper-V now enables any available network on this server to be used for live migration

you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role
Allow this server to send and recenve live rmgrations of virtual machines

Aythentication protocol

® Use Credential Security Support Provider (CredSSP!
This protocol is less secure than Kerberos, but does not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.
Use Kerberos
This protocol is more secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely

server will be part of a cluster, do not enable migr
f ve migration, ncluding specifying networks,

n now. Instead, you will configure the
when you create the cluster

< Previous Next > Cancel

¢) In Default Stores, select the location to install files or leave the default locations. Click Next.

i Add Roles and Features Wizard

Figure 36:

Hyper-V uses default locations to store virtual hard disk files and virtual machine configuration files
unless you specify different locations when you create the files. You can change these default locations
now, of you can change them later by modifying Hyper-V settings

Default location for virtual hard disk files:

CAUsers\Public\Documents\Hyper-V\Virtual Hard Disks Browse...

Default location for virtual machine configuration files

C:\ProgramData\Microsoft\Windows\Hyper-V Browse.
< Previous Next > Cancel

Step 8 Confirm the installation settings for Hyper-V and click I nstall.
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fiu Add Roles and Features Wizard o O %
JAT
| Rafare Yo a3 To install the following roles, role services, or features on selected server, click a
pe Restart the destination server automatically if required
1 on this page because they have
. ns onal features, click ear
|
Hype Hype:
Remote Server Administration Tools
Role Administration Tools
/ Management Tools
i Default Store Hyper-V Module for Windows PowerShe:
< Previous all Cancel
Figure 37: [
Step 9 Open Hyper-V Manager.
Step 10 In Hyper-V Manager, go to Actions > Virtual Switch Manager.
B3 HyperV Manager - o
Fie Aclien View Help
- B
B Hyper-¥ Minsger
Pl WiN-NSOGASBAGG) Virtual Machines -
Hamne Stae CPUUmge  Asssgned Memary Status
[ Er— Furnng C % ME b
Checkpoints '
-
[r—
Crested: S0 24T PR Custered: o
Confguration Version: 50 Hrartbeat: OF (e Appbeison Data
Po— 1
Notew
Summary Memery Netwoding Fephcatin
Figure 38:

Step 11 In the Virtual Switch Manager to window, click New virtual network switch. In the Createvirtual switch window,
click External and then Create Virtual Switch.
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Creating a Virtual Switch .

Chetlopeesimts,
Poyper-aanal
Sumeary Memory Netwoding  Peplcaton =1 wneel
Figure 39:
Step 12 In the Virtual Switch Properties window, provide a Name for the switch. From the Connection Type area, choose
External Network and choose a network. Click Apply.
- . ru =
= ‘;—‘.:r::;;;&am ‘I""T."“"""' - :’:\_ﬂ,‘mﬁa - -
prepe—t |
:Mwil " Wi swach »
pper aamal
i v -
Sy Memcry Netwokig Flaghcaton C=_1 = soh
Figure 40:
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Downloading and Deploying Hyper-V

This chapter provides information about how to download and deploy the Cisco Spaces: Connector and obtain
the URL for the Connector GUI.

\)

Note

dnasadmin was previously cmxadmin

Before you begin

Create a vSwitch on Hyper-V. Connector connects to this vSwitch. See Creating a Virtual Switch, on page

47
SUMMARY STEPS
1.  Download Connector VHDX image from Cisco.com and store the VHDX in a folder location where
you plan to create the Hyper-V instance.
2.  Right-click the vSwitch created, and select New > Virtual machine.
3.  Click Next to begin Hyper-V deployment.
4. Provide the Name of the Connector and select the location to create the virtual machine.
5. Inthe Sepecify Generation page, choose Generation 1 VM.
6. Inthe Assign Memory page, specify 4096 MB (4GB) of memory for the virtual machine instance.
7.  Inthe Configure Networking page, select the vSwitch that you created as a pre-requisite.
8. Inthe Connect Virtual Hard Disk page, select the Use an existing hard disk option, and select the
folder location where the VHDX file has been stored (Pre-requisite).
9. Inthe Completingthe New M achineWizard page, a final summary is displayed. Review this summary
and click Finish.
10. Select the Hyper-V instance created, and click Start.
11.  Select the Hyper-V instance created, and click Connect to open the Hyper-V console.
12. Login to the terminal and enter the default username root and default password cisco.
13. Enter the network settings by specifying parameters such as IP address, hostname, and so on, that you
want to configure on the Cisco Spaces: Connector.
14. Enter the time zone.
15. Enter the Network Time Protocol (NTP) server name to synchronize the system time with the NTP
server's or leave it blank if you do not want to configure an NTP server.
16. Set a new password for the root user.
17.  Set a new password for the dnasadmin user, which is user with administrative privileges.
18. Copy and save the URL before the automatic reboot. You can use this URL later to open the Cisco
Spaces: Connector GUI.
DETAILED STEPS
Step 1 Download Connector VHDX image from Cisco.com and store the VHDX in a folder location where you plan to create
the Hyper-V instance.
Step 2 Right-click the vSwitch created, and select New > Virtual machine.
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Step 3

Step 4

Figure 41: Start Hyper-V deployment

4 Hyper-v Manager
File Acion View Help
o 2m B

Downloading and Deploying Hyper-V .

B Hyper-v Manager
Bl win-

CMD
Name State CPUUsage  Assigned Memory  Uptime

Hoorocoiiomoon — 00—~~~ |

The selected vitual machine has no checkports.

Connector_kennepha

Created: 5/26/2021 75319 PM
Configuration Version: 90

Generation: 1

Notes: None

Clustered: No

Summary Memory Netwoding Repication

< >

Displays the New Virtual Machine Wizard.

= Import Virtual Mach..

Floppy Disk-

] Hyper-V Settings..
§3 Virtual Switch Mana..
@k Virtual SAN Manage..
& Edit Disk
& Inspect Disk_
®) Stop Service
X Remove Server
O Refresh
View >
H nep
Connector_kennepha -
48 Connect.
B2 settings.
O st
B Checkpoint
B Move.
L eport.
=] Rename.
B Delete.

§8 Enable Replication..
=

Note

Click Next to begin Hyper-V deployment.
Figure 42: Start Hyper-V deployment

Do not use Import Virtual Machine or New > Hard Disk options.

BE Hyper-V Manager
e Adion  View  Help

= x| BHim

EH Hyper.¥ Manager
Bl WIN-ETFRSAFTOMD Virtual Machines

Mama sate CPRU Usage  fesignod fernory

Sannectar_bene BB g virtal Machine Wizard

= Before You Begin

WIN-EFFREAFTCMD —

Uptima = |

Speafy Mame and Locabon

Speafy Generaton

Aasign Mamary

ConSgune Nebrorking

‘Connect Virtual Hard Disk
Installation Dpsians

ATy

Connector_kennd

=

Summary Mwman

Thiz wizsrd hsips you raste 5 vrhsl machine, You can uss rhsl myshnes i place of physicl
eomgpalers for 8 variely of usés, You can use this witsd B configure the wiiudl achiee raw, &
you can dhange rarbion later Lsng Hyper-¥ Manager.

T reate 2 virtus machive, do one of the flowing:

= ek Frish te ceate 2 virtual machine that = configured wih defoult valuss.
w» Clck Het Bo create a virtual machine with a astom configuration.

[ Do et show Sis page again

Provide the Name of the Connector and select the location to create the virtual machine.
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Help
| Fn
oMo Virtusl Machines =
[ - WIN-ETFRSAFTCMD i
Mame hate l‘PLJ'uug-s I.sh]m:d Mm}- Lipti e ——— ]
B connsctor I:al Mew Virtual Maching Wizard x
= Specify Name and Location
Cheose a name and locaten for s viriual machine.
The name is deplayed in W Manisger. We recommend that you use & name that helps you easly
ideniify I‘mer\'ﬁd‘lﬁ mu e name of the guest operaling sysbem or workload.
IPhn:: hypereconneci: I
You can oreate a o UsE an istng 10 store e virbual machne. If you selecta
folder, the virtual machine is stored in the default folder configured for this server.
e d ds Browgs. ..
A :r‘wmw takn chackponts of this virtual machine, select & location that has ercugh free:
space. Chedponts nclude vitual machine data and may requrre a large amount of space.
—— cowmn | (o] [ | [
‘ ) I.:l B “ -
Step 5 In the Sepecify Generation page, choose Generation 1 VM.
e = o -
view Help
m Hm
lanager -
PERSAETOMD Virtual Machines B -
Mama Eate CFU Usaga Assigned Memory L ptenre — |
B connucton k| B9 pgogs wirtus Machiee wirard
= Specify Generation
F Before You Begin Choose the generaton of this wirtual machre.
[ Checdkpaints Epesiy Naps e [acatbn ) Generabon 1
| This vir tual maching Henaraton suDports 32-bit and B4-it gUEst oparating Systems and provide
virkual hardhware wiich has baen available in all previous versions of Hyper-V.
Cenfigure Metwerlang O Generation 2
Thi 2l machine lion prowides support for buslizaton features, has UEF]
Cormect Yirtual Hard Disk NIIBN:LI_." mr&:"a’;ppumdai;ﬁwtop.;ﬁ::m = =
e o A, Onoe avriusl machne has been ested, you cannot change its generation,
Summary
_Cmumjz-n
IMpre: aboyt vrbual machine generation suooort
[E—— <Previom S —
( ) Im i .
Note Generation 2 VM is not supported.
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Step 6 In the Assign Memory page, specify 4096 MB (4GB) of memory for the virtual machine instance.
Note 4096 MB (4GB) of memory is equivalent to the standard configuration of OVA.
W Halp
Hr
o it Ml ::lm,m e
Masru State P Lipsgs Argighad Wity Ul

B cernenc tane I bew Virtual Machine Wizard 1

- Assign Memory

i Bafore Tou Begn Speciy e amourt of memory i alocaie in T wriual machne. You can specfy an amount from 17
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Step 7 In the Configure Networking page, select the vSwitch that you created as a pre-requisite.
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Figure 43: Select vSwitch
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Step 8 In the Connect Virtual Hard Disk page, select the Use an existing hard disk option, and select the folder location

where the VHDX file has been stored (Pre-requisite).
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Figure 44: Folder Location where VHDX file is stored
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Step 9
Finish.

In the Completing the New M achine Wizard page, a final summary is displayed. Review this summary and click
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A Hyper-V instance is created.
Step 10 Select the Hyper-V instance created, and click Start.
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Step 11

Step 12
Step 13

e Manager

Actian

View  Hidp

Downloading and Deploying Hyper-V .
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Select the Hyper-V instance created, and click Connect to open the Hyper-V console.
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The virtual machine console is opened.

Log in to the terminal and enter the default username root and default password cisco.

Enter the network settings by specifying parameters such as IP address, hostname, and so on, that you want to configure

on the Cisco Spaces: Connector.
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B cmx-connector-ntp-test-2

Starting network tup
enter hostname: connector
enter IP addr : WA

.

enter netmask: 255.255 )
enter gateway: 1k .. 4.

enter DNS server: Tvi.¢/H..0LJ 1L
enter search domain name:
Conf irm network settings? (yes/no)

Enter Network
Settings

Note Because this configuration screen times out in 60 seconds, ensure that you provide the input on time to
avoid reconfiguration.

You can add multiple DNS server as a comma separated list in this step. Once the task is complete and the Cisco Spaces:
Connector is deployed, you can login to the Connector CLI, and run the connector ctl networ kconfig command to add
more DNS servers or edit the existing list.

Step 14 Enter the time zone.

@ dhanashri-conn-545-11

one setup
you like to setup timezone? (blank for default wvalue (UTC))

Press 1

m from the list al fault value

Configure Time Zone

» list abowve: (blank for defanlt (Default walue
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@ dhanashri-conn-545-11

1 15
s_fingeles Time Zone set
successfully

] 815
‘ ] B1:86:8
t DET change ¥ (the

i
H3-88 B1 )
B3-88 B3 :88:88 PFDT

hour forward) at

arning: The system is configured to read the RTC time in the local time zone,
mode can not be Ffully supported. It will create vari
[¥] time zone changes and dayli 5
time is never updated, it reli on exte
If at all po ble, use RTC in
"timedatect] set-local-rtc 8.

problens
w time adjustments. The RTC
rnal facilities to maintain it.

Flease hold on Fetching additional conf igurations

Step 15 Enter the Network Time Protocol (NTP) server name to synchronize the system time with the NTP server's or leave it
blank if you do not want to configure an NTP server.
Figure 45: Enter NTP Setting
B cmx-connector-ntp-test-2
figure NTF
> enter the NTF server name (blank for no NTP server)
Step 16 Set a new password for the root user.
“hanging password for user root.
’ ) d: Reset root
Ew password: -
Retype new password:
passwd: all authentication tokens updated successfully.
“hanging password for user dnasadmin.
[ M) 1](1}_;:-_;[,1__}1"{{: Reset dnasadmin
Retype new password: Besee
passwd: all authentication tokens update
Step 17

Set a new password for the dnasadmin user, which is user with administrative privileges.
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“hanging password for user root.

" Reset root
EwW password:
password
Retype new password:
passwd: all authentication tokens updated successfully.
hanging password for user dnasadmin.
EW l]d};f{u]r‘d: Reset dnasadmin
Retype new password: e
passwd: all authentication tokens updated successfully.
Step 18 Copy and save the URL before the automatic reboot. You can use this URL later to open the Cisco Spaces: Connector
GUL

DNS Spaces Comnector UI:
https://18.22.244.98

Jsername log in: dnasadmin
1ie install is complete, a reboot will occur in 5 seconds...
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Connector on Cisco Spaces

* Creating a Connector Instance and Retrieving a Token from Cisco Spaces (Wired), on page 65
* Retrieving a Token for a Connector from Cisco Spaces (Wireless), on page 67
* Activating the Cisco Spaces: Connector , on page 70

Creating a Connector Instance and Retrieving a Token from
Cisco Spaces (Wired)

This procedure shows you how to connect the Connector with your Cisco Spaces account.

In the following procedure, you generate a token for each Connector that you add to your Cisco Spaces account.
Each token is specific to a Connector and hence enables Cisco Spaces to identify and connect to the Connector.

Cisco Spaces supports multiple Connectors, and you can associate each Connector with one or multiple
controllers.

)

Note A Cisco Spaces: Connector instance can communicate with only one Cisco Spaces account at a time.

Before you begin

Download and deploy the Cisco Spaces: Connector OVA.

Step 1 Log in to Cisco Spaces >Setup >Wired Networks.
Note The Cisco Spaces URL is region-dependent.
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Step 2

Step 3

Step 4

Step 5

From the Step 2: Configure Spaces Connector area, click Create a new

1) Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector

2 | Configure Spaces Connector

‘You will need a token to configure Spaces Connector. You need to connect to hitps://<your connector IP>/ frem a browser to configure the token. You can
optionally configure Spaces Connector to connect via HTTPS proxy.

Create a new token
1 ‘I connector(s) active
View Connectors

3 | Add Switch

Associate Switches with Cisco DNA Spaces Connector(s)

Add Switches

iitch
1 Switches added View Switches

a2 ) Import Maps

If you have wired devices and sensors plotted Prime/DNAC you can import them in to the location hierarchy

2 buildings imported Import/Sync Maps
Map Upload History
2 floors imported Manage Maps

token.

In the Create a new token page, enter a name for the Connector. Click Gener ate Token.
A token is generated. Copy this token by using the copy button. Configure this on the Connector UI. Once configured,
anew Connector is added and the Status turns to Active.

= Cisco DNA Spaces
e Spaces Connectors e Create New Connector
n # of Last
Name Switches ol # of APs Status Asadiied Last Heard
s Sep 16,
Version: N/A 0 0 o Inactive 2021, Never
IP Address: N/A 9:11:27 PM
waikiki-en-com1 Sep 10,
Version: N/A 0 0 o Inactive 2021, Never
IP Address: N/A 10:14:36 PM
waikiki-en-conn1 Mar 13,
Version: N/A 0 0 o Inactive 2020, Never
IP Address: N/A 9:44:03 PM
- (1-30f3): 1 pag
E%

From the Spaces Connector page displayed, click the three dots button of the Connector that you just added. Click M anage
loT Services.

In the Manage | 0T Service page, click the three dots button of a switch. Choose Enable Service to enable 10T stream.
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Configure the Wired loT Manage Stream.

Retrieving a Token for a Connector from Cisco Spaces (Wireless)

This procedure shows you how to connect the Connector with your Cisco Spaces account.

In the following procedure, you generate a token for each Connector that you add to your Cisco Spaces account.
Each token is specific to a Connector and hence enables Cisco Spaces to identify and connect to the Connector.

Cisco Spaces supports multiple Connectors, and you can associate each Connector with one or multiple
controllers.

\}

Note A Cisco Spaces: Connector instance can communicate with only one Cisco Spaces account at a time.

Before you begin

Download and deploy the Cisco Spaces: Connector OVA.

Step 1 Log in to Cisco Spaces.
Note The Cisco Spaces URL is region-dependent.
Step 2 From the left navigation pane, choose Setup > Wireless Networks.
Step 3 In the Get your wireless network connected with Cisco DNA Spaces area, click Add New.
Step 4 In the Cisco AireOS/Catalyst area, click Select.
What type of wireless network do you have?

Cisco AireQS/Catalyst Cisco Meraki

Step 5 In the Via Spaces Connector area, click Select.

Cisco Spaces: Connector Configuration Guide [JJj
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How do you want to connect to Cisco DNA Spaces?

fia Spaces Connector Connect WLC directly Via CMX On-Prem

Step 6 In the Prerequisitesfor Spaces Connector dialog box, click Continue Setup.

Great!

Based on your inputs o you connect your v

Prerequisites for Spaces Connector

1 You must have WLC version 8.0 and above

2 You must have access to a virtual machine (Viviware) to install Spaces Connector
3" Spaces Connector needs access 1o your Wireless LAN Controllers and connectivty to the internet (direct connection or via HTTPS proxy]
Step 7 Expand the Connect via Spaces Connector area using the respective drop-down arrow.

= Cisco DNA Spaces Y Seation

Connect your wireless network

Connect via Spaces Connector

v
Connect WLC/Catalyst 9800 Directly .
B ciiec ) s 1 ausy ey 10 Got o wireless natwork CONNaCta ta Gl DNA SPSCES. ND 1 1 UpGracs Wialass LA GONZoNers of TRcosiu your wireess nataoe.
v
x v
Get your wireless network connected with Cisco DNA Need Help?
A Spaces Configuration gusde
'_‘ o based of wirsl -
— sco AOS/Catalyst
sco Merakl

9

Step 8 In the displayed list of steps, from the Configure Spaces Connector area, click Create New Token.
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Spaces Connector ks an sasy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controliern

1 Install Spaces Connector OVA

Downicad and install Spaces Connactor OVA a5 3 virtual maching

K

2 . Configure Spaces Connector

Wi will Pobeied B 10

configure SpRcEd CONMSCION. You meed 1o CONnSCT 10 MRS <your COmnectar P>/ fnom & DIowser 10 configiana the
configure Spaces Connector to connect via HTTPS prosy.

Create a new token
O " d6 connector(s) active

View Connectors

token. You can o

3 Add Controllers

Add and associate controliers o your Cisco DNA Spaces Connector(s]
O -l 4 Add Controllers
controller(s) active "
;" View Controllers

4 Import Controllers into Location Hierarchy

Once the controlens sre Sdded, you Can IMpOr them into your location hisrarchy. You can only impon controllers with At least one Bccess
O fl controfier)s) imparted to Impart Controllers
", location hisranchy View Location Hierarchy
Step 9 In the Create a new token dialog box, enter the name of the Connector.

Create a new token

Please provide a name for the connector

Connector Mams

Step 10 Click Generate Token.
Step 11 In the dialog box that appears, click Copy to copy the token string.
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Activating the Cisco Spaces: Connector

Using the token retrieved for this Connector from Cisco Spaces, this procedure shows you how to activate
the Connector.

Before you begin

Deploy the Cisco Spaces: Connector OVA and configure an IP address. Retrieve the token for the Connector
from Cisco Spaces.

SUMMARY STEPS
1. Launch the Cisco Spaces: Connector GUI and enter the username dnasadmin and the password you
configured earlier for this user.
2. Click the settings (gear icon) on the top-right corner of the window and choose Configure Token and
add the token that is received from Cisco Spaces, and click Save.
3. Observe the health of various connections on the dashboard.
DETAILED STEPS
Step 1 Launch the Cisco Spaces: Connector GUI and enter the username dnasadmin and the password you configured earlier
for this user.
< C @ @ & https); embmP o= ™=

I+ Most Visited @ Getting Started @ Write Club Bangalor... gy, Latest Headlines % Wiki [ ¢

Login

Lagin

Step 2 Click the settings (gear icon) on the top-right corner of the window and choose Configure Token and add the token that
is received from Cisco Spaces, and click Save.
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* Token:

Cancel

Note * After entering the token, you may have to wait a few minutes for the Cisco Spaces: Connector to initialize
and download the latest docker images from Cisco Spaces. The actual duration depends on the speed
of your network connection. The status changes from Configuring Token to Retrieving Connector
Status. The Configure Token notification option disappears from the Cisco Spaces: Connector Web
UL

Step 3 Observe the health of various connections on the dashboard.

What to do next

See Connector GUI, on page 73 for a detailed description of the elements of the dashboard.

)

Note » With CSCvx02620, Cisco Spaces: Connector GUI hangs after entering credentials. The page for entering
credentials is displayed, and then the Connector WebUI hangs without any error. You can still SSH into
the Connector.

The error is caused when you have added the token from Cisco Spaces to the Connector while there was
a problem in the connectivity between the Connector and the Cisco Spaces GUI. If this was the case, the
Connector can stop working during the succeeding login attempt.

To recover access to the Connector GUI, you should remove the token from the database.

Cisco Spaces: Connector Configuration Guide .
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Connector GUI

* Connector GUI, on page 73

Connector GUI

» Status: Status of Cisco Spaces: Connector in the top-right corner.

» Cloud Control Channel: Health of connection of the control channel between Connector and Cisco
Spaces.

* Cloud Data Channel: Health of connection of the data channel between Connector and Cisco Spaces.

» Controller Channel: NMSP connection between Connector and Cisco AireOS Wireless Controller or
the Cisco Catalyst 9800 Series Wireless Controllers.

TDL message rate and message count gives details of telemetry subscriptions. TDL messages populate
when the Connector is used as a collector of model-driven telemetry data over telemetry subscription.

)

Note Telemetry subscriptions can be created only on Cisco Catalyst 9800 Series
Wireless Controllers and Cisco Catalyst 9300 Series Switches and Cisco Catalyst
9400 Series Switches over programmable interfaces such as NETCONF.
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Figure 46: Connector Details

Health of connection between
Controller and DNA Spaces

Server Time:

NTP Status:

Proxy Status:

Wed Jul 29 2020 16:36:07 GMT-0700 (Pacific
Dayight

it/ /proxy.sl.cisco.com:80

Te

AAADisabled

172-20-239-34-cc0-2.2.295

V20481

Gloud Control Channel ®  Cloud Data Channel

Connected At Wed Jul 29 2020 13:50:17 GMT-  Connected At
0700 (Pacifc Daylight Time)
Status: Connected status:

Outgoing message rate:

Wed Jul 29 2020 00:27:55 GMT-
0700 (Pacifc Daylight Time)

Connected

29 events/second

® | | controter channel

TOL Incoming Msg Rate
TOL Incoming Msg Count
1P Address ¢
1722023040

000 events/second
m

Connected At +
Wed, Jul 29, 2020

Msg Rate/Second + Status ¢

2 AcTvE

‘Access Point Channel .
GRPC Incoming Msg Rate: 0 events/second

ingMsgRate: 0 events/second

30335

Figure 47: Local Firehose Channel Status (On Connector )

Local Firehose Channel

Updated At:

Wed Jul 29 2020 16:45:33

GMT-0700 (Pacific Daylight

Time)
Status: RUNNING
Connections: 0

RSSI Outgoing:

RSSI Incoming:

0 events/second

0 events/second

You can also find the local firchose channel status on the Cisco Spaces dashboard.

+ Local Firehose Channel Details: Status of the two-way channel used to exchange the stream of raw
firchose API data between Cisco Spaces and Cisco Spaces-partnered application.
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Figure 48: Local Firehose Channel Status (On Cisco Spaces dashboard)

Connector Details

Connector Name:

Connector Version:

Connector ID:

Number of Associated Controllers:

Control Channel Connection Status:

Control Channel Connection Duration:

Data Channel Connection Status:

Data Channel Connection Duration:

Last Modified:

Last Heard:

MAC Address:

con-88

v2.0.446

56580556190729720000

Active

1 minutes 38 seconds

Active

1 minutes 38 seconds

Aug 18, 2020, 10:27:55 PM

Aug 18, 2020, 10:29:16 PM

00:0c:29:22:99:f6

IP Address: 10.22.244.88

Data Channel NMSP Messages: 167

NMSP Messages Recieved: 177

Firehose Status: RUNNING |

Connector GUI .

» Access Point Channel Details: Status of the gRPC channel between Connector and the access points
with IoT gateway enabled on it. Data from IoT services is an example of this kind of data.

Figure 49: gRPC Details

Acciess Posrd Channel

GRPT Incermieg Mag Rty
gRPC Oulgaing Mag Rate

gRPC Incoming Msg Count
QRPC Duigoineg Msg ot

gRPC Active Conngciaong

0 el g S aac ol
U enis secorg
30335

i

Cisco Spaces: Connector Configuration Guide [JJj



Initial Setup |
. Connector GUI

Il Cisco Spaces: Connector Configuration Guide



CHAPTER 1 1

Configuring Proxy

* Configuring a Proxy , on page 77

Configuring a Proxy

In the Connector GUI, you can also configure the proxy and other privacy settings. You can set up a proxy
to connect the Connector to the Cisco Spaces if the Cisco UCS hosting the Connector is behind a proxy.
Without this proxy configuration, the Connector is unable to communicate with the Cisco Spaces.

SUMMARY STEPS
1. SSH into the Connector CLI interface. Copy the proxy certificate file to a location accessible by dnasadmin
user.
2. (Optional) Run the setproxycert command from the CLI
3. Return to the Connector GUI and click set up HTTP Proxy. Enter your proxy address in the dialog box
displayed.
DETAILED STEPS
Step 1 SSH into the Connector CLI interface. Copy the proxy certificate file to a location accessible by dnasadmin user.
Username:~ username$ scp ~/Downloads/cert.pem dnasadmin@x.x.x.x
Username:~ username$ ssh dnasadmin@x.x.x.x

dnasadmin@x.x.x.x's password:

Last failed login: Mon Oct 22 23:54:08 UTC 2018 from x.x.x.x on ssh:notty
There were 4 failed login attempts since the last successful login.

Last login: Mon Oct 22 22:43:17 2018 from x.x.x.X

Step 2 (Optional) Run the setproxycert command from the CLI

[dnasadmin@connector ~]$ connectorctl setproxycert cert.pem
New cert exists.

Restarting connector container ...

Connector container was restarted.

setProxyCert successful.

Step 3 Return to the Connector GUI and click set up HTTP Proxy. Enter your proxy address in the dialog box displayed.
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Figure 50: Setup Proxy

vt DNA Spaces Connector

Set up HTTP Proxy
If the machine is sitting behind 8 proxy, Connector won't be abile o inersct with cloud without setting up the proxy

Privacy Settings

Setup your MAC sah and Username sait

Figure 51: Setup Proxy

Configure HTTP Proxy X

* HTTP Proxy : | http:/ftrial. proxy.com:pory

You can also configure proxy including basic authentication credentials.

Figure 52: Configuring Proxy With Basic Authentication

Configure HTTP Proxy X

*HTTP Proxy: | http://username:password@myproxyserver.com:80

== -

Figure 53: Proxy Configured With Basic Authentication

Z Restart Connector Running @
Server Time: Version: ova-2.3.492
?I_::DTOO (Pacific Daylight Docker Version: va.(
NTP Status: .
Proxy Status: Proxy is configured
Proxy: http:/fusername:*********@myproxyserver.com:80
Cloud Reachable: True
AAA Status: AAA=Disabled

Connector Name:
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Troubleshooting Proxy Configuration

SUMMARY STEPS
1. SSH into the Connector CLI interface and ping the proxy server IP address.
If you are getting certificate errors such as curl: (60) Peer's certificate issuer has been marked as not
trusted by the user, perform the following steps to add a proxy server certificate to the Connector.
3. If'the previous steps do not resolve the issue, then you must include the dnaspaces.io domain in the
allowed list for your proxy, and exclude it from HTTPS decryption (if enabled on your proxy).
DETAILED STEPS
Step 1 SSH into the Connector CLI interface and ping the proxy server IP address.
Step 2 If you are getting certificate errors such as curl: (60) Peer's certificate issuer has been marked as not trusted by the user,
perform the following steps to add a proxy server certificate to the Connector.
a) Retrieve the certificate used by the proxy, and copy it to the Cisco Spaces: Connector.
b) Run the connectorctl setproxycert command and verify the output.
[spacesadmin@spacessadmin ~]$ connectorctl setproxycert squid.pem
New cert exists.
Starting connector container ...
Current version in database: latest
Container: [<Container: adlbledc71>]
Running connector version: latest
setproxycert successful.
Note The command may fail if you are using a transparent proxy or if you have not configured your proxy
through the GUI. This command can ensure if the certificate is configured correctly.
¢) Reconfigure the token on the Connector.
Step 3 If the previous steps do not resolve the issue, then you must include the dnaspaces.io domain in the allowed list for your

proxy, and exclude it from HTTPS decryption (if enabled on your proxy).

Note Attempting to perform HTTPS decryption on the dnaspaces.io domain can interfere with or prevent the

Websocket connections entirely.
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Connect Connector to Cisco Aire0S Wireless
Controller

* Configure and Test Connectivity Between a Connector and AireOS Controller, on page 81

Configure and Test Connectivity Between a Connector and
Aire0S Controller

Before you begin

* Deploy a Connector OVA and activate it using a token from Cisco Spaces.

* Ensure that the IP address of a Cisco AireOS Wireless Controller is reachable from the Cisco Spaces:
Connector.

|

Restriction * In the context of CSCvk38081, we recommend that you do not add Connector on the same subnet as the
dynamic interface of the AireOS controller. However, if you cannot follow this recommendation, you
can add the AireOS controller to Connector and configure all the SNMP queries to the IP address of the
dynamic interface of the controller.

* We also recommend that you do not add Connector on the same subnet as the service port of the AireOS
controller. However, if you cannot follow this recommendation, you can add the AireOS controller to
Connector and configure all the SNMP queries to the IP address of the service port of the controller.

* This restriction is a result of a limitation in the AireOS controller. While SNMP queries are usually made
to the management IP address, the SNMP response packets are returned with a source IP address field
that is configured with the IP address of the dynamic interface or source port.

Step 1 Log in to Cisco Spaces.

Note The Cisco Spaces URL is region-dependent.

Step 2 In the Cisco Spaces dashboard, choose Setup > Wireless Networks.
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Initial Setup
. Configure and Test Connectivity Between a Connector and Aire0S Controller

Step 3 Expand the Connect via Spaces Connector area using the respective drop-down arrow to display a list of steps.

Step 4 To test the connectivity from the Connector to an existing AireOS controller, click View Controllersin the Step 3
area, and do the following steps:

a) Click the pencil icon to edit an AireOS controller.

b) Choose an active Connector from the Connector drop-down list to enable the Test Connectivity button.
c) Go to Step 8 to test the connectivity to an existing AireOS controller.

Step 5 To add a new AireOS controller, click Add Controllers from the Step 3 area.

Spaces Connecior is an easy way o get your wireless nefwork connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controller:

1 Install Spaces Connector OVA

Dowwnicad and nstall Spaces Connecior ONA as a wrival maching

2 | Configure Spaces Connector

fgure Spaces Connector. You nead 1o connec

token. You can optionally configure Spaces Connector to connect via HTTE

Ve will meed 8 wiken o cor

rips:/fwyour connector P> from a browser 1o configure the

oy

O ,], d6 connecton(s) active ‘I S
View Lonnectors

3 | Add Controllers

Add and associate controllers 1o your Cisco DNA Spaces Connector(s]
Add Controllers
O ] 4 controllans) active X
View Controllers

4 Import Controllers into Location Hierarchy

Omce the controllers ane sdded, you can import them into your location hierarchy. You can only impon controllers with at least one sccess
O "l l‘l controsers) imparted to Impaort Controllers
locaton hierarchy View Location Hierarchy
Step 6 From the Connector drop-down list, choose a Connector.
Step 7 Enter the Controller | P address and Controller Name, and from the Controller Type drop-down list, choose WL C

(AireOS) to connect to an AireOS controller.
Step 8 From the Controller SNMP Version drop-down list, choose the SNMP version of the AireOS controller.

* If you choose the SNMP version as v2C, specify the SNMP read-write community.

* If you choose the SNMP version as v3, specify the SNMP v3 version username, password, and authentication
protocol credentials. Ensure that SNMP v3 has read-write permissions in the AireOS controller.

Note Both SNMP v2c and SNMP v3 must have read-write permission in the AireOS controller to register the
Connector certificate in the AireOS controller. The Connector doesn't support SNMP v1.
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Configure and Test Connectivity Between a Connector and Aire0S Controller .

Add a Cisco AireOS Wireless Controller (AireOS controller)

Add Controller

Controller Type

WLC (Aire0S) ~

Controller SNMP Version

v3 ~

lleamama

Authentication Protocol

HMAC-MDS ~
Password
Ed sHow
Privacy Protocol
CBC-DES ~
Privacy Password
....... 3 sHOW

1. Is SNMP enabled on the controlier?
2. Can the connector reach SNMP port 161 on the controller?
3. Are correct SNMP RW credentials provided?

m Save & Add Next Controller

Step 9 Click Test Connectivity . Connector issues ping and SNMP commands to check the connectivity to Cisco Spaces
using the credentials provided.

Note Test Connectivity is enabled only when an active Connector is chosen.

Table 7: Error Description

Status of PING Status of SNMP Test Displayed Test Connectivity Message

SUCCESSFUL SUCCESSFUL Connectivity test is successful
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Initial Setup |

Status of PING

Status of SNMP Test

Displayed Test Connectivity Message

SUCCESSFUL

FAILED

Ping test is successful, but SNMP test
failed. Check the following:

Ping test to the AireOS controller is
successful, but SNMP test has failed.
Check the following:

* If you are using v2c SNMP,
check if the community strings
are valid.

* If you are using v3 SNMP, check
if the credentials are correct.

e Check if v2¢ or v3 mode is
enabled in the controller.

FAILED

FAILED

Both ping and SSH test to the AireOS
controller have failed. Check the
following:

* Is there IP connectivity between
a Connector and a controller?

« Is SSH enabled on the AireOS
controller?

* Is the SSH port 22 of the AireOS
controller reachable from the
Connector?

* Have you provided accurate SSH
credentials?

» Is AAA enabled with local
authentication?

* Are you using an interface that is
not the wireless management
interface for NMSP and SSH
connectivity?

Step 10 Click Save, and then click Close.

You can see the new Catalyst 9800 controller in the Controller Channel area of the Connector GUI. The

Catalyst 9800 controller that is connected successfully to the Connector appears as Active. It takes approximately five
minutes for the controller to change to the Active state. Refresh your window to view the status change. The added
Catalyst 9800 controller is also listed in the Controller Channel area of the Connector.
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Controller Channel

Configure and Test Connectivity Between a Connector and Aire0S Controller .

TDL Incoming Msg Rate
TDL Incoming Msg Count
IP Address
172.20.239.41

0.00 events/second

281

Connected At
Wed, Jul 29th, 2020

Msg Rate/Second

29

Status
ACTIVE

What to do next

You can import the added Catalyst 9800 controller to the Cisco Spaces location hierarchy.
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Connect Connector to Cisco Catalyst 9800 Series
Wireless Controllers

* Configure and Test the Connection Between Connector and Catalyst 9800 Controller, on page 87

Configure and Test the Connection Between Connector and
Catalyst 9800 Controller

Step 1
Step 2
Step 3
Step 4

Before you begin

1. Deploy a Connector OVA and activate it using a token from Cisco Spaces.
2. Note down the IP address of a Catalyst 9800 controller that is reachable from the Cisco Spaces: Connector.

3. On the Catalyst 9800 controller CLI, enter the config mode and enable AAA with local authentication
using the aaa authorization exec default local and aaa authentication login default local commands.
On the Catalyst 9800 controller CLI, run the following command in the enable mode:
show run | sec aaa
From the output that is displayed, copy the configuration for aaa authorization exec default. In the

configmode, append the configuration for local authentication to the copied configuration and configure
the appended configuration.

For instance, if the output displays aaa authorization exec default group dnac-networ k-tacacs-group,
the appended configuration is aaa authorization exec default group dnac-networ k-tacacs-group local.
This ensures that the existing configuration is not overwritten.

Log in to Cisco Spaces.
In the Cisco Spaces dashboard, choose Setup > Wireless Networks.
Expand the Connect via Spaces Connector area using the respective drop-down arrow to display a list of steps.

To test the connectivity from the Connector to an existing Catalyst 9800 controller, click View Controllersin the Step
3 Area.

a) Click the pencil icon to edit a Catalyst 9800 controller.
b) Choose an active Connector from the Connector drop-down list to enable the Test Connectivity button.

Cisco Spaces: Connector Configuration Guide [JJj



Initial Setup |
. Configure and Test the Connection Between Connector and Catalyst 9800 Controller

¢) Go to Step 8 to test the connectivity to an existing AireOS controller.

Step 5 To add a new Catalyst 9800 controller, click Add Controllers from the Step 3 Area.

Spaces Connector ks an sasy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controliern

1 Install Spaces Connector OVA

Dowrioad and install Spaces Connector OMA a3 3 virtual maching

2 . Configure Spaces Connector

& Spaces Connecton. You need 1o connect 1o RRpS:/|<your connector P>/ from & browser 10 configune the
token. You can optionally configure ‘Spaces Connector to connect via HTTPS proxy.

O/ 40  comeciotscne o T
View Connectors

3 Add Controllers

Add and associate controliers o your Cisco DNA Spaces Connector(s]
Add Controllers
1 4 controller|s) acthve s ¥
View Controllers

a4 Import Controllers into Location Hierarchy

C# The Controlers ne added, you ¢ MpOr thedn into your location hisrarchy. You can only impon controllens with &l least one access
ot

O “I controlierds) imported to
location hierarchy

Step 6 From the Connector drop-down list, choose a Connector.

Step 7 Enter the Controller | P address, Controller Name, and from the Controller Type drop-down list, choose Catalyst
WL C to connect to a Cisco Catalyst 9800 Series Wireless Controllers.

Step 8 Do one of the following:

« Enter Netconf username, Netconf passwor d, and Enable passwor d. This choice allows the Connector to recover
gracefully from NMSP drops and push a fresh configuration to the Catalyst 9800 controller whenever required.
If you have not configured an enable password in Catalyst 9800 controller you can skip configuring the Enable
password in this step.

* Copy the configuration commands in the Catalyst WL C CLI commands section and run them manually on the
Catalyst 9800 controller CLI.

Step 9 (Optional) Run the PING and SSH functionalities to test the reachability to the Catalyst 9800 controller and the credentials
by clicking Test Connectivity. Note that Test Connectivity is available only for an active Connector.
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Figure 54: Adding a Catalyst 9800 Controller

Configure and Test the Connection Between Connector and Catalyst 9800 Controller .

Add Controller

Controller Name

Controller Type

Catalyst WLC { Catatyst 9800 ~

Netconf Username

Metconf Password

k4 SHOW

3 sHow

23a new-mooe

username d

aaa attribute list cmx_dca9048dd2f8

Save & Close Save & Add Next Controller

J4Bad2{B mac aaa attnbute list cmx_dca8048da2f8

18bfdbdSeb882h 50diB4984bcd579ab8b8c

Table 8: Error Description

Status of PING

Status of SSH Credential Test

Meaning of status message
combination and possible checks.

SUCCESSFUL

SUCCESSFUL

Connectivity test is successful.
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Initial Setup |

Status of PING

Status of SSH Credential Test

Meaning of status message
combination and possible checks.

SUCCESSFUL

FAILED

Ping test to the

Catalyst 9800 controller is successful.
But SSH test has failed. Check the
following:

a. Is SSH enabled on the controller?

b. Is the SSH port 22 of the
Catalyst 9800 controller reachable
from the Connector?

c. Have you provided accurate SSH
read-write credentials?

FAILED

SUCCESSFUL

Connectivity test is successful.

FAILED

FAILED

Both Ping and SSH test to the
Catalyst 9800 controller have failed.
Check the following:

a. Is there IP connectivity between
Connector and controller?

b. Is SSH enabled on the
Catalyst 9800 controller?

c. Isthe SSH port 22 of the
Catalyst 9800 controller reachable
from the Connector?

d. Have you provided accurate SSH
credentials?

e. Is AAA enabled with local
authentication?

f. Are you using an interface that is
NOT the wireless management
interface for NMSP and SSH
connectivity?

Step 10 Click Save, and then click Close.

You can see the new Catalyst 9800 controller in the Controller Channel area of the Connector GUI. The

Catalyst 9800 controller that is connected successfully to the Connector appears as Active. It takes approximately five
minutes for the controller to change to the Active state. Refresh your window to view the status change. The added
Catalyst 9800 controller is also listed in the Controller Channel area of the Connector.
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Configure and Test the Connection Between Connector and Catalyst 9800 Controller .

Controller Channel

TDL Incoming Msg Rate 0.00 events/second

TDL Incoming Msg Count 281

IP Address Connected At Msg Rate/Second Status
172.20.239.41 Wed, Jul 29th, 2020 29 ACTIVE

You can multiple Catalyst 9800 controllers to a Connector.

What to do next

You can import the added Catalyst 9800 controller to the Cisco Spaces location hierarchy.
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Connecting a Connector to Cisco Catalyst 9300
Series Switches and Cisco Catalyst 9400 Series
Switches Series

* Connecting a Connector to Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches
, on page 93

Connecting a Connector to Cisco Catalyst 9300 Series Switches
and Cisco Catalyst 9400 Series Switches

Before you begin
* Deploy a Connector OVA and activate it using a token from Cisco Spaces.

* The IP address of a Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series Switches that
is reachable from the Cisco Spaces: Connector.

* Test the Netconf commands on the Cisco Catalyst 9300 Series Switches and Cisco Catalyst 9400 Series
Switches

SUMMARY STEPS

Log in to Cisco Spaces.
In the Cisco Spaces dashboard, choose Setup > Wired Networks.
From the Step 3: Add Switches area, click Add Switch.

From the Add Switches page, select the Connector, enter a name to identify the switch, the switch IP
address. Netconf username, Netconf password, and click the checkbox to acknowledge that you have
tested these commands on the switch.

Click Test to see if the connection to the switch.
6. Do one of the following:

* Click Save & Add Next Switch
* Click Save & Close

b=

a
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DETAILED STEPS

Step 1 Log in to Cisco Spaces.

Step 2 In the Cisco Spaces dashboard, choose Setup > Wired Networks.

Step 3 From the Step 3: Add Switches area, click Add Switch.

1) Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.

Download Spaces Connector (2

2 ) Configure Spaces Connector

You will need a token to configure Spaces Cannector. You need to connect ta https:/{<your connector IP>/ from a browser to cenfigure the token. You can
optionally configure Spaces Connector to connect via HTTPS proxy.

1 / "I connector(s) active

3 ) Add Switch

Associate Switches with Cisco DNA Spaces Connector(s)

1 Switches added

4 ) Import Maps

Create a new token

View Connectors

Add Switches

View Switches

If you have wired devices and sensors plotted Prime/DNAC you can import them in to the location hierarchy

2 buildings imported

2 floors imported

Figure 55:

Import/Sync Maps
Map Upload History
Manage Maps

Initial Setup |

Step 4 From the Add Switches page, select the Connector, enter a name to identify the switch, the switch IP address. Netconf
username, Netconf password, and click the checkbox to acknowledge that you have tested these commands on the

switch.

Step 5 Click Test to see if the connection to the switch.

Step 6 Do one of the following:

* Click Save & Add Next Switch
* Click Save & Close
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Location Hierarchy

* Location Hierarchy, on page 97






CHAPTER 1 5

Location Hierarchy

* Importing a Cisco AireOS Wireless Controller to the Cisco Spaces Location Hierarchy, on page 97

Importing a Cisco Aire0S Wireless Controller to the Cisco
Spaces Location Hierarchy

This task is not applicable if you want to use map services for importing the locations to Cisco Spaces. See
Importing Locations to the Location Hierarchy Using Map Services in the Cisco Spaces 2,0 configuration
guide. For X/Y location calculations, you need to use map services and download maps.

Before you bhegin

* Connect the Cisco AireOS Wireless Controller to the Cisco Spaces: Connector. See #unique 29

* Ensure that at least one access point connects to your Cisco AireOS Wireless Controller.

Step 1 Log in to Cisco Spaces.
Step 2 From the left navigation pane, choose Setup > Wireless Networks.
Step 3 Expand the Connect via Spaces Connector area using the respective drop-down arrow.
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Location Hierarchy |
. Importing a Cisco Aire0S Wireless Controller to the Cisco Spaces Location Hierarchy

= Cisco DNA Spaces R sqormn

Connect your wireless network

Connect via Spaces Connector

Spaces Conmecton |5 5n 0asy way to got your wirelsss notork connacted to Glsco DNA Spaces. No need to upgrade Wirsloss LAd Gontrollors or reconflgurs your wirsiess netwark

Connect WLC/Catalyst 9800 Directly

pLily is an ensy way 1o get your wireless network connecibed 1o Cisco DNA Epaces. No meed to upgrade Wireless LAN Conirollers or reconfigure your wireless network.

ring

& N snnected b Clico DNA Spaces

in

t connect 1o Cisco Mernkl Gloud. import kocations in to Gisco DNA Spaces and activate/sync the Meraki Notworks

Get your wireless network connected with Cisco DNA Need Help?
4 : Spaces Conliguration guide
Q There are muliiple cptions to ged connected based on your wireless netwark
Saploymman,

Cisco Aire0S,

Naw
- Cisco Meraki

Step 4 In the displayed list of steps, click Import Controller listed as the fourth step.
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Importing a Cisco Aire0S Wireless Controller to the Cisco Spaces Location Hierarchy .

Spaces Connector ks an sasy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controliern

1 Install Spaces Connector OVA

Dot and inestall Spaces Comnnactor VA as 3 virtual maching
Dowricond Spaces Connector [

2 . Configure Spaces Connector

i el Mebaed B IOk 10 CONBgURE Soaces ConNnector. You meed 1o connect 10 MpE:| <your Connectarn P>/ from a DIowser 10 configuns the
token. You can optionally configure Spaces Connector 1o connect via HTTPS promy.

O "[ d.6 ) Create a new token
- View Connectors

3 Add Controllers

Add and sssociste controliers i your Ciseo DNA Spaces Connector(s)
Add Controllers
O 1 4 controller(s) active 2
View Controllers

4 Import Controllers into Location Hierarchy

Oace the Controlers s sdded, you Can Mport hem into your Iocation hisrarchy. You can only iIMpon controllens with Sl least one access
Pt

O .aI 4 contiolins) Fponed 1 Import Controliers
location hierarchy View Location Hierarchy

You can see a list of locations and previously added controllers.

Step 5 Choose a location where you want to import the controller to.
Import Controller

Where do you want to import this Controller

Choose a location that you want 0 imgom 1his comroller

Q. Search Locations
CXC

@ Uk :
@us

If the APs of the controllers are grouped as networks based on the naming convention, those network names appear. If
you want to maintain the same grouping, select the networks. If the APs are not grouped, network names are not displayed.
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Import Controller

Locations

Following are auto discovered locations, select the locations which you wish to add

Select All O\
AVAreaAP 2 Aps
WIN 1 Aps
WIN_AP 5 Aps

YYou have currently used 1528 APs of your 2000 APs licenses

e [ @

Step 6 Choose a controller to import.
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Import Controller

Select the Controller(s) that you want to import

NOTE: Controller(s) will be added to " 192.168.60.11" as additional controller(s)

10111211 8 Aps

2 < .
Cancel Prev ‘ ‘

Step 7 Click Next and Finish.
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Privacy Setting

* Configure Privacy Settings, on page 105






CHAPTER

Configure Privacy Settings

* Configuring Privacy Settings: MAC and Username Salt, on page 105

Configuring Privacy Settings: MAC and Username Salt

Cisco Spaces: Connector provides a way to protect the Personal Identity Information (PII) of a user and
maintain privacy. A hashing algorithm takes the user input (referred to as Salt) and masks the PII fields. When
Cisco Spaces receives the data, the MAC addresses, IP addresses, or usernames are masked and the actual
user information is protected. From Cisco Spaces: Connector Release 2.3.2, you can mask IP addresses.

\}

Note This task is optional.

You can configure the MAC Salt and username SALT using the Cisco Spaces: Connector GUI Privacy

settings.
Configure Privacy Settings X
MAC Salt: SampleMacSaltValue )
Username Salt: SampleUsernameSaltValue @

Hide IP Address:

Cisco Spaces: Connector Configuration Guide .
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Hotspot (OpenRoaming)

* HotSpot (OpenRoaming), on page 109

HotSpot (OpenRoaming)

The Cisco Spaces: Connector now supports the OpenRoaming protocol.

OpenRoaming provides mobile users with hassle-free, friction-less, guest WiFi on-boarding experience by
linking together Access Providers (such as: public venues, retailers, airports, and large enterprises) with
Identity Providers (such as: service provider carriers, devices, and cloud providers).

OpenRoaming enables users to get connected online automatically and seamlessly after signing in just once
using a trusted identity provider. The service is completely secure and fast.

Refer to the Open Roaming configuration on Cisco Wireless Controller and Cisco Spaces Setup Guide for
detailed steps on configuring OpenRoaming.

Once OpenRoaming is configured, the Hotspot tab appears on Connector.
Figure 56: Hotspot Tabh

"cl.‘s'élo" Cisco DNA Spaces Connector

Connector

Hotspot

Username: dnasadmin Hostname: DNASPACES
MAC Address 00:0c:29:3¢:83:0¢
1P Address 192.168.40.229 Gateway: 192.168.40.1
Netmask 255.255.255.0 8888

Wed Dec 15 2021 23:26:13 GMT+0530 (India Standard Time)

AAA=Disabled

ORTest Version: ova-2.3.478

w0 :

Upgrade the OpenRoaming Docker

You can upgrade the OpenRoaming docker to the latest version from the Hotspot tab. Note that the upgrade
link appears only if a new upgrade image is available.
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HotSpot (OpenRoaming) |
. Upgrade the OpenRoaming Docker
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CHAPTER 1 8

Configure AAA

* Configure AAA, on page 113

Configure AAA

Information About AAA

You can now forward Cisco Spaces: Connector authentications to a remote Authentication, Authorization,
and Accounting (AAA) server (and bypass local authentication). You can use the command line to configure
AAA. AAA-authenticated users can access the Connector Web UI with the same access rights as the dnasadmin
user. Once you activate AAA on the Connector, you can no longer use the dnasadmin user to log in to the
Connector.

\)

Note  You can use the dnasadmin user to access the Web Ul in the following scenarios:
* If you have configured AAA incorrectly.

* [f you are unable to reach the AAA server.

\)

Note

With CSCvt29826, AAA with IPSec is not compatible with a certificate is generated on a Connector of key

type Elliptic Curve Digital Signature Algorithm (ECDSA) that is generated with the connector ctl gener atecert

command.

The communication between Connector and the AAA server is through Remote Authentication Dial-In User
Service (RADIUS).

You can choose to encrypt the UDP traffic using the IPSec Protocol. The supported IPSec authentication
types are pubkey and PSK.

For the pubkey authentication type, provide a CA certificate file of AAA Server (PEM format).
For the PSK authentication type, choose to autogenerate the PSK or provide PSK configured in AAA server.
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. Configure AAA

Configure AAA

Before you begin

* To enable IP Security using Pubkey authentication type, copy the CA Certificate of the AAA server to
the directory location /home /dnasadmin and rename the certificate as radiusca.pem.

SUMMARY STEPS

1. connectorctl aaa enable
2. connectorctl aaa edit
3. On the Connector Web UlI, check the AAA status in the AAA Status field

DETAILED STEPS

Step 1 connectorctl aaa enable

Example:

[cmxadmin@cmxnew-01 ~]$ connectorctl aaa enable

Do you want to configure AAA Server? [yes/no] [yes]:
Enter AAA Server Host IP : 10.22.244.114

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) I[n]:

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.

[cmxadmin@cmxnew-01 ~1$%
Enable AAA.

Step 2 connectorctl aaa edit
Example:

This example configures AAA with IP Security with Pubkey Authentication type.

Example:

[cmxadmin@cmxnew-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [n]: y

Enter AAA Server's DNS name : aaa-srv-01

Select IPSec Auth Type: (pubkey/psk) [pubkey]:

AAA Server's CA Certificate file : radiusca.pem

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled
IPSec Status:
Security Associations (1 up, O connecting):
aaa[l]: ESTABLISHED 0 seconds ago, 10.22.244.100[cmxnew-01]...10.22.244.114[aaa-srv-01]
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aaa{l}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c6c620cb_i c06dcc78_ o
aaaf{l}: 10.22.244.100/32 === 10.22.244.114/32

Example:

This example configures AAA with IP Security with PSK Authentication type, providing the PSK value from the RADIUS
server.

[cmxadmin@cmxnew-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [y]:

Enter AAA Server's DNS name [aaa-srv-01]:

Select IPSec Auth Type: (pubkey/psk) [pubkey]: psk

Do you want to auto-generate ('a') OR provide ('p') PSK from Radius Server ? [a]: p
Enter PSK from Radius Server : 7dBoZXAkhadFMsyJ8e9HsBxdajnUPcxS

AAA Server configured successfully

Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled

IPSec Status:

Security Associations (1 up, 0 connecting):

aaa[l]: ESTABLISHED 1 second ago, 10.22.244.100[cmxnew-01]...10.22.244.114[aaa-srv-01]
aaa{l}: INSTALLED, TRANSPORT, reqgid 1, ESP SPIs: c59d3960 i cf338432 o

aaa{l}: 10.22.244.100/32 === 10.22.244.114/32

aaa{2}: INSTALLED, TRANSPORT, reqgid 1, ESP SPIs: c75d414b i c7e495e2 o

aaa{2}: 10.22.244.100/32 === 10.22.244.114/32

Example:
This example configures AAA with IP Security with PSK Authentication type and autogenerating a new PSK value.

[cmxadmin@connector-01 ~]$ connectorctl aaa edit
[cmxadmin@connector-01 ~]$ connectorctl aaa edit

Do you want to CHANGE AAA Server settings? [yes/no] [yes]:
Enter AAA Server Host IP [10.22.244.114]:

Enter AAA Server Port [1812]:

Enter AAA Server's shared secret key

Repeat for confirmation:

Do you want to enable IPSec? (y/n) [y]:

Enter AAA Server's DNS name [aaa-srv-01]:
Select IPSec Auth Type: (pubkey/psk) I[psk]:
Do you want to auto-generate ('a') OR provide ('p') PSK from Radius Server ? [a]: a

Generated PSK value = 3AhBgueQQ6YBkKMwqIr6jyxIuG9ekw8g

AAA Server configured successfully
Connection to AAA Server Successful. AAA Settings are correct.
IPSec is Enabled
IPSec Status:
Security Associations (0 up, 0 connecting):
no match

The IP Security status indicates zero security associations indicating that the IP Security tunnel isn't yet established
successfully. You can verify the same a few seconds later using the connector ctl aaa show command and comparing
the PSK values.

[cmxadmin@connector-01 ~]$ connectorctl aaa show
AAA Server is Enabled

AAA Server IP: 10.22.244.114

AAA Server Port: 1812

Shared Secret: **<<masked>>**
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IPSec is Enabled
AAA Server DNS: aaa-srv-01
IPSec Auth type: psk
IPSec PSK: 3AhBgueQQ6YBKKMwqgIr6jyxIuG9ekw8g
IPSec Status:
Security Associations (1 up, 0 connecting):
aaal[3]: ESTABLISHED 20 seconds ago, 10.22.244.100[connector-01]...10.22.244.114[aaa-srv-01]

aaa{3}: INSTALLED, TRANSPORT, regid 1, ESP SPIs: ca4688dl i c24be7d9 o
aaa{3}: 10.22.244.100/32 === 10.22.244.114/32
Connection to AAA Server Successful. AAA Settings are correct.

Edit an existing AAA configuration.

Step 3 On the Connector Web UI, check the AAA status in the AAA Status field
Figure 57: AAA Enabled with IP Security and PubKey

Connector & Token not configured @

Username cleuser0 manik-0 ~

o ion:

MAC Address;
Server Time: Proxy is not configured

True

NTP Status

10.22.248.1

bled (AuthType=pubkey) v

Figure 58: AAA Enabled without IP Security

Connector & Token not configured @

cleuser0l Hostname

IP Address:

MAC A

Server Time: Mon Feb 10 2020 20:48:08 GMT+0530 (India
Standard Time)

Praxy is not configured

NTP Status
Netmask 255.255.255.0

D

ain cisco.com

AAA is enabled.

What to do next

You can disable AAA using the connector ctl aaa disable command. If you have IPSec enabled , you can
choose to restart the IPSec tunnel using the connectorctl aaa restart command, if necessary

Il Cisco Spaces: Connector Configuration Guide



]
'
-]
=
z
=
=
.
(-
[+
(+
=
it
]

eant VI

Connectors in Active-Active

» Connectors in Active-Active, on page 119






CHAPTER 1 9

Connectors in Active-Active

* Connector Active-Active, on page 119

* Restrictions, on page 119

* Connector Active-Active vs Cisco CMX High Availability, on page 121
* Configuring Connectors in Active-Active, on page 121

* Configuring Connectors in Active-Active (Wired), on page 124

Connector Active-Active

You can pair two Cisco Spaces: Connectors in an active-active mode to enable the uninterrupted flow of data
to Cisco Spaces.

1

a s~ w DN

Restrictions

You retrieve a token from Cisco Spaces and configure the token on two different Connectors. Each
Connector must have a unique IP address.

Both Connectors receive configurations from Cisco Spaces.
The Connectors can then connect to devices and send data back to Cisco Spaces.
Cisco Spaces then manages the redundant data.

If one Connector is down, the other Connector continues to send data.

* On the Cisco Spaces dashboard, there is no configuration required for two Connectors to be an active-active
pair.

* Both Connectors connect to all Controllers and send traffic to Cisco Spaces. The traffic from Controllers
to Cisco Spaces hence increases.

* To be an active-active Connector pair, two Connectors must run OVA version 2.3 or higher.

* There is no failover support for Hyperlocation, and IoT Service. Reprovision these services after a
failover.
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Note FastLocate is re-established after failover with a delay of three to four minutes.

» With CSCvv38762, there is no failover support for [oT Service. Reprovision these services after a failover.

* There is no support for monitoring the Connector active-active feature.

» With CSCvv34216, a Connector active-active pair has only one Connector managing the Controller
Channel and the other Connector managing the AP Channel.

Figure 59: Connector managing Controller Channel only. AP Channel statistics is zero.

"tlsds’ Cisco DNA Spaces Connector

Connector & [

a

faicon.

naz

00:0c:29c:ba:85

Cloud Control Channel

Connected At

Status:

Access Point Chamnel

GRPC Incoming Msg Rate: 0 events/second

GRPC Outgoing Msg Rate: 0 events/second
MsgCount: 0

tgoing Msg Count

Figure 60: Connector managing AP Channel only. Controller Channel statistics is zero.

thieh’ Cisco DNA Spaces Connector

Comnector & e
Usemame: dnasadmin
Hostname felcon-hat
Tenant ID: N2

MAC Address: 00:0c:29:7:36:61
1P Address: 722023076
Gateway: 72202391
Netmaskc

DN Server:

Cloud Control Channel

Connected At Wed Aug 19 2020 19:40:33
GMT-0700 (Pacific Daylight
Time)

Status: Connected

Access Point Channel

GRPC Incoming Msg Rate: 95.81 events/second

GRPC Outgoing Msg Count: 0

GRPC Active Connections: 9

Cloud Data Channel

Connected At

Cloud Data Channel

Connected At

Server Time Wed Aug 19 2020 19:55

Server Time: Wed Aug 19 2020 1:50:24 GMT-0700 (Pacific

AAAsDisabled

172-20-239-76-HAT

49 GMT-0700 (Pacifc

Version:

Docker Version

ova-2.3.460

v20.446

falcon-ha2 ~

Running

Controller Channel

1P Address *
172.20239.66

0.00 events/second
s

Comnected At ¢
Wed, Aug 19th, 2020

Msg Rate/Second *

58

Status *
AcTIVE

Dayight Time)

NTP Status:

\ce=Mon 2020-08-17 18:41:51 UTC

Proxy Status: Procyis configured

Proxy: itp:/Jproxy.es cisco.com:80
Cloud Reachable: True

AA Stats: AAA-Disabled

Connector Name: 172-20-239-76-HAT

Wed Aug 19 2020 19:40:35
GMT-0700 (Pacific Daylight

Time)
Status: Connected
Outgoing message rate: 257 events/second
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Version:

Docker Version

ova-2:3.460

V20486

falcon-hal ~

Controller Channel
TOL Incoming Msg Rate
TOL Incoming Msg Count

1P Address
172.20.239.66

0.00 events/second

Connected At ¢
Wed, Aug 19th, 2020

Msg Rate/Second
61

Status ¢
ACTIVE
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Connector Active-Active vs Cisco CMX High Availability

The Connector active-active feature is similar to traditional high availability. But, high availability concepts
such as virtual IP address, primary, and secondary are not implemented in this feature. The following is a
comparison of the Connector active-active feature with the high availability feature of Cisco CMX.

Table 9: Connector Active-Active (High Availability) model

Connector Active-Active Cisco CMX Layer 2 VIP High

loT Services App, Detect and Availability

Locate App
IP addressing Both Connectors are configured | Two Cisco CMX devices are

with a unique IP address. configured with a single IP address.
Operational state Both Connectors are configured in | One Cisco CMX is the hot primary

the active state. while the other is in cold standby.
Data before failover Both Connectors have the same | Both the hot primary and the cold

data set and it is the responsibility | standby have the same data set.
of Cisco Spaces to manage the data
redundancy.

Failover support In the event of a failure, If the hot primary fails, the cold
FastLocate, Hyperlocation, and IoT | standby takes over seamlessly.
Services need to be reprovisioned.

Version restriction The same OVA version of 2.3 or | Same version of Cisco CMX is
higher is mandatory for a recommended for high availability.
Connector active-active pair.

Configuring Connectors in Active-Active

This task shows you how to configures two Connectors as active-active.

Before you begin

Install two different Cisco Spaces: Connectors of OVA version 2.3 or higher. Configure each Connector with
a unique IP address.

SUMMARY STEPS

1. Login to Cisco Spaces>Setup>Wireless Networ ks and in the Configure Spaces Connector area, click
Create a new token.

2. Enter a name for the Connector and click Gener ate Token. Copy the token displayed and save it for
future reference.

3. Log in to the first Connector and configure the saved token there.

»

Log in to the second Connector and configure the saved token there.
5. On each Connector, observe that the value of the tenant ID is the same.
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6. On the Cisco Spaces dashboard, observe both the Connector IP addresses.

7. On each Connector, observe that all controllers added are present.
8. On the Controller CLI, observe that all Connectors are in the NMSP state.

DETAILED STEPS
Step 1 Login to Cisco Spaces>Setup>Wireless Networ ks and in the Configure Spaces Connector area, click Create a new
token.

Figure 61: Create a New Token

Connect your wireless network

Connect via Spaces Connector

Install Spaces Connector OVA

2 Configure Spaces Connector

)i JR—

R —

3 Add Controllers

[ R~

\ 34 0f 100

Step 2 Enter a name for the Connector and click Generate Token. Copy the token displayed and save it for future reference.

Figure 62: Connector Name

Create a new token

Enter the connector name

Please provide a name for the connector

Connector Name

The token will automatically configure your connector and allow it to connect to Cisco DNA Spaces
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Step 3 Log in to the first Connector and configure the saved token there.

Figure 63: Connector Name

ity Cisco DNA Spaces Connector

Gonfgure Token
Wihout e fokan, comecior wi o be able (0 be siaried

Configure Token x

-

) Privacy Sottings
atup your MAC st ard Usesniaere 584

e (G20

Step 4 Log in to the second Connector and configure the saved token there.

Figure 64: Connector Name

‘it Cisco DNA Spaces Connector

Gonfgure Token
Wihout e fokan, comecior wi o be able (0 be siaried

Configure Token x

-

) Privacy Sottings
atup your MAC st ard Usesniaere 584

e (2D

Step 5 On each Connector, observe that the value of the tenant ID is the same.

s
I, Copy Koy ¥ Rurning ®
Usermame: drasacmn Sorver Tim: Wod Jul 28 2020 16:36:07 GMT-0700 (Pacih Versior: 23,459
Hostname: coo-2-2-29% Dtz Thed Dacker Version: v2.0.441
[rrpp—
Tenant 0: nan
Tenant ID is the same: satuseactive (uering)
MAC Addross 000:20:71:84 : oy
for bath the sincesied 2020-07-29 D1S212 UTC
P Ackirnns: 1722023034 Pronyis contownd
Gotoemy s R ey o8 Cinco.com: B0
Novmash 255.255.295.0 3 Raachabie: Troa
DNS Server 01688 A B o
Domain: ccacam
Comnactor Name: 172-20-239-14-cc0-2.2.295
Clowd Cortrol Chanve! ®  Clous Osta Criannel ®  Convrates Crannal

Step 6

Figure 66: Cisco Spaces dashboard

On the Cisco Spaces dashboard, observe both the Connector IP addresses.

Connector Details

Connector Name:

Control Channel Connection Duration:
Data Channel Connection Status:
Data Channel Connection Duration:

Last Modified:

connector-instance

Comnector Verson: V20446
Connector0: 92895684877970370000
Number of Associated Controllers: s

Control Channel Comnecton Status: Actie

3 days 18 hours 31 minutes 22 seconds.

Active

3 days 23 hours 8 minutes 15 seconds.

Aug 18, 2020, 3:49:45 AM

Last Heard: Aug 18,2020, 9:45:14 AM
MAC Address: 00:0c:291c:57:d6

1P Address: 1022204222

Data Channel NMSP Messages: 61516

NMSP Messages Recioved: we1516

HA Active: 1022212220, 10.22 244222
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Step 7

Step 8

On each Connector, observe that all controllers added are present.

Figure 67: Connector: Controller Channel Area

Controller Channel

TDL Incoming Msg Rate 0.00 events/second
TDL Incoming Msg Count 281
IP Address

172.20.239.41

Connected At Msg Rate/Second Status

Wed, Jul 29th, 2020 29 ACTIVE

On the Controller CLI, observe that all Connectors are in the NMSP state.

Figure 68: Controller command output
show nmsp status

NMSP Status

Connectors in Active-Active |

DNA Spaces/CMX IP Address Active Tx Echo Resp Rx Echo Reqg Tx Data
Rx Data Transport

10.x.212.xxx Inactive 13 13 161 6
TLS

10.x.212.xxx Inactive 0 0 17 6
TLS

10.x.212.xxx Active 45070 45070 1378446 574
TLS

10.x.244 .xx Inactive 7 7 79 6
TLS

10.x.244.xx Active 56111 56111 1714241 286
TLS

10.x.244 .xx Inactive 7 7 104 6
TLS

10.x.244.xxx Active 23056 23056 683908 298
TLS

Configuring Connectors in Active-Active (Wired)

This task shows you how to configures two Connectors as active-active.

Before you begin

Install two different Cisco Spaces: Connectors of OVA version 2.3 or higher. Configure each Connector with

a unique IP address.

SUMMARY STEPS

1. Login to Cisco Spaces>Setup>Wired Networ ks and in the Configure Spaces Connector area, click

Create a new token.
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N

Enter a name for the Connector and click Generate Token. Copy the token displayed and save it for
future reference.

Log in to the first Connector and configure the saved token there.

Log in to the second Connector and configure the saved token there.

On each Connector, observe that the value of the tenant ID is the same.

On the Cisco Spaces dashboard, observe both the Connector IP addresses.

NO O AW

On each Connector, observe that all Connectors added are present.

DETAILED STEPS

Step 1 Login to Cisco Spaces>Setup>Wired Networ ks and in the Configure Spaces Connector area, click Create a new
token.

Figure 69: Create a New Token

1) Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector '

2 ) Configure Spaces Connector

‘You will need a token to configure Spaces Connector. You need to connect to hitps://<your connecter IP>/ from a browser to configure the token. You can
optionally configure Spaces Connector to connect via HTTPS proxy.

Create a new token
1 ’I connector(s) active
View Connectors

3 ) Add Switch

Associate Switches with Cisco DNA Spaces Connector(s)

Add Switches

iteh
1 Switches added View Switches

a4 ) Import Maps

If you have wired devices and sensors plotted Prime/DNAC you can import them in to the location hierarchy

2 buildings imported Import/Sync Maps
Map Upload History
2 floors imported Manage Maps
Step 2 Enter a name for the Connector and click Gener ate Token. Copy the token displayed and save it for future reference.
Step 3 Log in to the first Connector and configure the saved token there.

Figure 70: Connector Name

dits’ Cisco DNA Spaces Connector dnasdSEMCI0 =

Configure Token: x

Gonfgure Token
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Step 4 Log in to the second Connector and configure the saved token there.

Click t configure the saved token on i
this Connactor

soup

Configure Token x

-

Figure 71: Connector Name

ity Cisco DNA Spaces Connector
Confgure Token
[T ——

) Privacy Sottings
atup your MAC st ard Usesniaere 584

e (G20

Step 5 On each Connector, observe that the value of the tenant ID is the same.

Figure 72: Connector

s
Comnecior & Dowriond Loga I Copy Key Hash & Rsiart C Fuving @
Usermame: drasacmn Sorver Tim: Wod Jul 28 2020 16:36:07 GMT-0700 (Pacih Versior: 23,459

Hostrama: een-2.2-265 Dnigtn Thund Docter Version 20441

Tenant O

Tenant ID is the same

[T p—
satiseactive (ening)

r— weze7100 9 —=rrowy
R P
1 adrss Tz
Gateway 172.20.239.1 e Pt ento

- R ey o8 Cinco.com: B0
Natmask 255.355.2550 0 Reachabie: Troe
onS Sare [P v -
p— vy

PR— 173-20-238- o322

Closd Control Chanel

@ Cloud Data Crannel

®  Contrater Crannel

Step 6 On the Cisco Spaces dashboard, observe both the Connector IP addresses.

Figure 73: Cisco Spaces dashboard

Connector Details

Connector Name: connector-instance

Connector Verson: V20445
Comnector ID: 92895684877970370000
Number of Associated Controlers: 5

Control Channel Comnecton Status: Active

Control Channel Connection Duration: 3 days 18 hours 31 minutes 22 seconds.
Data Channel Connection Status: Active

Data Channel Connection Duration 3 days 23 hours 8 minutes 15 seconds
Last Modified: Aug 18, 2020, 3:49:45 AM

Last Hoard: Aug 18, 2020, 9:45:14 AM

MAG Address: 00:0c:291c:57:d6
1P Address: 1022204222
Data Channel NMSP Messages: 61516

NMSP Messages Recioved: 61516

Step 7 On each Connector, observe that all Connectors added are present.
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Figure 74: Connector: Controller Channel Area

Controller Channel

Configuring Connectors in Active-Active (Wired) .

TDL Incoming Msg Rate
TDL Incoming Msg Count
IP Address
172.20.239.41

0.00 events/second

281

Connected At

Wed, Jul 29th, 2020

Msg Rate/Second

29

Status
ACTIVE
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» Communications, Services, and Additional Information, on page 131






CHAPTER 20

Communications, Services, and Additional
Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

* Cisco Bug Search Tool, on page 131
* Documentation Feedback, on page 131

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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