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Preface

The preface provides an overview of the Cisco Prime Network Control System Configuration Guide,
Release 1.1, references related publications, and explains how to obtain other documentation and
technical assistance, if necessary. This chapter contains the following sections:

e Audience, page lv

e Purpose, page lv

e Conventions, page lv

e Related Publications, page lvi

¢ Obtaining Documentation and Submitting a Service Request, page Ivi

Audience

This guide describes the Cisco Prime Network Control System (NCS). It is meant for networking
professionals, who use the NCS to manage a Cisco Unified Network Solution. To use this guide, you
should be familiar with the concepts and terminology associated with wired and wireless LANSs.

Purpose

This guide provides the information you need to manage a Cisco Unified Network Solution using the
NCS.

S

Note  This guide pertains specifically to NCS Release 1.1. Earlier versions of NCS or WCS software might
look and operate somewhat differently.

Conventions

This publication uses the following conventions to convey instructions and information:
¢ Commands and keywords are in boldface text.
® Variables are in italicized text.

e Examples depict screen displays and the commandline in screen font.

Cisco Prime Network Control System Configuration Guide
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e Information you need to enter in examples is shown in boldface screen font.

~

Note = Means reader take note. Notes contain helpful suggestions or references to material not contained in the
manual.

A

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Publications

For more information about the NCS and related products, see the following URL.:

http://www.cisco.com/cisco/web/psa/default.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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CHAPTER 1

Cisco NCS Overview

This chapter describes the Cisco Unified Network Solution and the Cisco Prime Network Control
System (NCS). It contains the following sections:

e The Cisco Unified Network Solution, page 1-1

e About the NCS, page 1-2

e NCS Licenses, page 1-3

¢ Cisco Unified Network Components, page 1-6

e Access Point Communication Protocols, page 1-8

e NCS Services, page 1-11

The Cisco Unified Network Solution

The Cisco Unified Network Solution provides both wired and 802.11 wireless networking solutions for
enterprises and service providers. It simplifies the deployment and management of large-scale wired and
wireless LANs and enables you to create a unique best-in-class security infrastructure. The operating
system manages all client data, communications, and system administration functions, performs Radio
Resource Management (RRM) functions, manages system-wide mobility policies using the operating
system security solution, and coordinates all security functions using the operating system security
framework.

The Cisco Unified Network Solution consists of Cisco Managed Switches, Cisco Unified Wireless
Network Controllers (hereafter called controllers), and their associated lightweight access points
controlled by the operating system, all concurrently managed by any or all of the following operating
system user interfaces:

e An HTTPS full-featured web user interface hosted by Cisco controllers can be used to configure and
monitor individual controllers.

¢ A full-featured command-line interface (CLI) can be used to configure and monitor individual
controllers.

e NCS can be used to configure and monitor one or more controllers and associated access points.
NCS has tools to facilitate large-system monitoring and control. It runs on predefined physical
appliances and on specific virtual deployments.

e An industry-standard SNMP V1, V2c, and V3 interface can be used with any SNMP-compliant
third-party network management system.

[ oL-25451-02
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Il About the NCS

Note

The Cisco Unified Network Solution supports client data services, client monitoring and control, and all
rogue access point detection, monitoring, and containment functions. It uses lightweight access points,
controllers, and the optional NCS to provide wireless services to enterprises and service providers.

Unless specified otherwise, information pertaining to controllers applies to all Cisco Unified Wireless
Network Controllers, including but not limited to Cisco 2000 and 2100 Series Unified Wireless Network
Controllers, Cisco 4100 Series Unified Wireless Network Controllers, Cisco 4400 Series Unified
Wireless Network Controllers, Cisco 5500 Series Wireless LAN Controllers, and controllers within the
Cisco Wireless Services Module (WiSM) and Cisco 26/28/37/38xx Series Integrated Services routers.

Figure 1-1 shows the Cisco Unified Network Solution components, which can be simultaneously
deployed across multiple floors and buildings.

Figure 1-1 Cisco Unified Network Solution
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About the NCS

The NCS is a Cisco LAN Solution network management tool that adds to the capabilities of the web user
interface and the command-line interface (CLI). NCS enables you to manage a network of controllers.

NCS enables you to configure and monitor one or more controllers, switches and associated access
points. NCS includes the same configuration, performance monitoring, security, fault management, and
accounting options used at the controller level and adds a graphical view of multiple controllers and
managed access points.

On Linux, NCS runs as a service, which runs continuously and resumes running after a reboot.

Cisco Prime Network Control System Configuration Guide
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Note

Note

NCS Licenses

The NCS user interface requires Mozilla Firefox 3.6 or later or Internet Explorer 8 with the Chrome
plugin releases or Google Chrome 12.0.742.x. The administrator defines permissions from the
Administration menu, which also enables the administrator to manage user accounts and schedule
periodic maintenance tasks.

We strongly recommend that you do not enable third-party browser extensions. In Internet Explorer, you
can disable third-party browser extensions by choosing Tools > Internet Options and unselecting the
Enable third-party browser extensions check box on the Advanced tab.

NCS simplifies controller configuration and monitoring and reduces data entry errors. NCS uses the
industry-standard SNMP protocol to communicate with the controllers.

NCS also includes the Floor Plan editor, which allows you to do the following:
e Access vectorized bitmap campus, floor plan, and outdoor area maps.
¢ Add and change wall types.

e Import the vector wall format maps into the database.

The vector files allow the Cisco NCS RF Prediction Tool to make better RF predictions based on more
accurate wall and window RF attenuation values.

NCS Licenses

NCS is deployed through physical or virtual appliances; you use the standard License Center Graphical
User Interface to add new licenses, which is locked by the standard Cisco Unique Device Identifier
(UDI). When NCS is deployed on a virtual appliance, the licensing is similar to a physical appliance,
except instead of using a UDI, you use a Virtual Unique Device Identifier (VUDI).

N

Note If you want to move licenses from one physical appliance to another, you need to call the Cisco
TAC and rehost the licenses to a new UDI.

The NCS license is recognized by the SKU, which is usually attached to every purchase order to clearly
identify which software or package is purchased by a customer. The different NCS license options are
described in this section. This section contains the following topics:

e NCS Evaluation License, page 1-3

e NCS Device Count License, page 1-4
e NCS Upgrade License, page 1-4

e NCS Migration License, page 1-4

NCS Evaluation License

NCS can be used in a lab or in an evaluation with the following license: NCS-DEMO-10. This license
provides an evaluation license for 10 devices, and for a duration of 30 days. If you need a custom device
count or duration, please contact your Cisco representative.
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NCS Licenses

NCS Device Count License

NCS uses a single-tier licensing structure that includes all features and functionality in a single tier. Part
numbers are purchased based on number of devices to be managed. Part numbers are available to support
50, 100, 500, 1000, 2500, 5000 or 10000 devices; where both an AP and a Switch are considered a single,
managed device.

The NCS Device Count license allows you to either choose a physical appliance or virtual appliance for
the NCS setup. If you choose the option of ordering the physical appliances, the PRIME-NCS-APL-K9
is shipped to you along with a PAK for the license quantity you ordered. That is, if you are ordering
L-NCS-1.1-1K with PRIME-NCS-APL-K9 SKU, you get a physical NCS appliance, plus a PAK for
managing 1000 devices.

If you choose the virtual appliance option, you download the virtual NCS image and the L-NCS-1.1-X
PAK is mailed to you once it has been ordered.

If you want to add more devices to your network, you can get the L-NCS-1.1-X-ADD SKU for X
devices. The L-NCS-1.1-X-ADD are identical licenses supplied. The only difference is that these SKUs
are for additional licenses and they do not come with physical or virtual activation.

The larger license quantities, specifically 1K, 2.5K, 5K, and 10K are shipped in smaller increments to
allow the licenses to be split across different NCS instances.

NCS Upgrade License

The L-NCS-2.0-UPGRADE-X-ADD SKU is used to upgrade NCS 1.X to NCS 2.X. Upgrades come in
the following counts: 50, 100, and 500, 1K, 2.5K, 5K and 10K devices.

Once the lower-license level count is equaled or exceeded, the system considers the license for the next
level. At this point new, lower-level licenses are not allowed, but additional higher-level licenses are
allowed.

Note that a higher-level system allows lower-level licenses as long as there is no higher-level license or
upgrade license present. This allows you to migrate licenses; take care to migrate the licenses in order
from the lowest version to the highest version.

Consider a case where you are running NCS 3.0 and you have NCS 1.0, NCS 2.0, and NCS 3.0 licenses.
You need to replace the current appliance with a new one and want to move the licenses, but not as part
of a backup/restore process. You must first load all NCS 1.0 licenses, an NCS 2.0 Upgrade, the NCS 2.0
licenses, an NCS 3.0 Upgrade, and then all the NCS 3.0 licenses for the licenses to be applied correctly.

NCS Migration License

The NCS uses a single-tier license model. When Cisco WCS BASE or WCS PLUS licenses are being
migrated, licenses mapped to the new Cisco Prime NCS single-tier model. This is a two-stage process.

This section contains the following topics:
e Obtaining the XML File from the Existing WCS Deployment, page 1-5
e Uploading the XML File to the Cisco Migration Portal, page 1-5
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WCS Base License
(Examples: WCS-APBASE-X or
WCS-WLSE-APB-X)

Prime NCS License

(Example: L-NCS-1.0-X)

WCS Plus License
(Examples: WCS-PLUS-X or
WCS-WLSE-PLUS-X)

The migration licenses that are generated from the Cisco migration portal basically have two levels of
plus or base license with a count, additionally there can be a spectrum expert license. These licenses are
mapped to NCS 1.1 licenses of equivalent counts. For example, a WCS 7.0 Base 500 with Spectrum
Expert licenses can be converted to an NCS 1.1 500 device license.

Obtaining the XML File from the Existing WCS Deployment

Step 1
Step 2
Step 3

~

Note  Before adding the licenses that are migrated from your WCS installation, apply the
L-WCS-NCS1-M-KO license. The licenses migrated from WCS are generated as “ADD”
licenses, and you cannot apply them unless you apply the L-WCS-NCS1-M-K?9 license.

To Obtain the XML file from the existing WCS deployment, follow these steps:

Log in to the WCS server (Version 7.0.164.0 or later) and choose Administration > License Center.
From the left sidebar menu, choose File > WCS File.

Select the WCS license you want to export, and click the Export button and save the XML file generated
to your local machine.

Uploading the XML File to the Cisco Migration Portal

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

To upload the generated XML file to the Cisco Migration Portal, follow these steps:

Go to: http://www.cisco.com/go/license

Scroll down to the Migration section and click the Register for Upgrade/Migrate License link.
Choose NCS 1.0 from the drop-down list, and click Go to Upgrade/Migration License Portal.
Enter your Product ID and Serial Number.

Open the generated XML file in a text editor and copy the contents of the file to the License text box.
Accept the end-user license agreement (EULA), verify your contact information, and click Continue.

The Cisco Migration Portal generates and e-mails the new license file to you.
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~

Note To apply the license to NCS, you must have the Network Control System license key file to
install your license. The key file is distributed to you in an e-mail message from Cisco Systems.
Do not edit the contents of the.lic file in any way or you might corrupt the file.

Cisco Unified Network Components

Cisco Unified Network Solutions ensures that your business achieves the highest level of network
security and versatility. Cisco Unified Network Solutions empowers your network with the ability to
offer secure wireless networking, either within your office for increased mobility or bridging between
your office buildings. This section describes the different network components in the Cisco Unified
Network Solutions and contains the following topics:

e Cisco Prime NCS, page 1-6
e WLAN Controllers, page 1-6

e Access Points, page 1-7

Cisco Prime NCS

With NCS, network administrators have a single solution for RF prediction, policy provisioning,
network optimization, troubleshooting, user tracking, security monitoring, and wired and wireless LAN
systems management. Robust graphical interfaces make wired and wireless LAN deployment and
operations simple and cost-effective. Detailed trending and analysis reports make NCS vital to ongoing
network operations.

WLAN Controllers

The WLAN controllers are highly scalable and flexible platforms that enables system wide services for
mission-critical wireless in medium to large-sized enterprises and campus environments. Designed for
802.11n performance and maximum scalability, the WLAN controllers offer enhanced uptime with the
ability to simultaneously manage from 5000 access points to 250 access points; superior performance
for reliable streaming video and toll quality voice; and improved fault recovery for a consistent mobility
experience in the most demanding environments.

NCS supports the Cisco wireless controllers that help reduce the overall operational expense of Cisco
Unified Networks by simplifying network deployment, operations, and management. The following
WLAN controllers are supported in NCS:

e Cisco 2700 Series Location Appliance

e Cisco 2000 Series Wireless LAN Controllers

e (Cisco 2100 Series Wireless LAN Controllers

e Cisco 2500 Series Wireless Controllers

e (Cisco 4400 Series Wireless LAN Controllers

e Cisco 5500 Series Wireless Controllers

e (Catalyst 3750G Wireless LAN Controller Switches

e Cisco Wireless Services Modules (WiSMs) for Cisco Catalyst 6500 Series Switches
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e Cisco Wireless Services Module 2 (WiSM2) for Cisco Catalyst 6500 Series Switches
e (Cisco Wireless Controller on SRE for ISR G2 Routers
e Cisco Flex 7500 Series Wireless Controllers

e Cisco WLAN Controller Network Modules for Cisco Integrated Services Routers

Access Points

NCS supports the industry-leading performance access points for highly secure and reliable wireless
connections for both indoor and outdoor environments. NCS supports a broad portfolio of access points
targeted to the specific needs of all industries, business types, and topologies.

The following access points are supported in NCS:

e Cisco Aironet 801, 802, 1000, 1040, 1100, 1130, 1140, 1200, 1230, 1240, 1250, 1260, 1310, 1500,
1524, 1552, 35001, 3500e, 3500p, 3600i, and 3600e Series Lightweight Access Points.

e (Cisco Aironet 1040, 1100, 1130, 1141, 1142, 1200, 1240, 1250, and 1260 Autonomous Access
Points.

e Cisco 600 Series OfficeExtend Access Points.

¢ Cisco Aironet Access Points running Lightweight Access Point Protocol (LWAPP) or Control and
Provisioning of Wireless Access Points (CAPWAP) protocol.

Embedded Access Points

NCS supports the AP801, which is the integrated access point on the Cisco 800 Series Integrated
Services Routers (ISRs). This access point uses a Cisco IOS software image that is separate from the
router Cisco IOS software image. It can operate as an autonomous access point that is configured and
managed locally, or it can operate as a centrally managed access point using CAPWAP or LWAPP
protocol. The AP801 is preloaded with both an autonomous Cisco IOS software release and a recovery
image for the unified mode.

When you want to use the AP801 with a controller, you must enable the recovery image for the unified
mode on the access point by entering the service-module wlan-ap 0 bootimage unified command on
the router in privileged EXEC mode.

~

Note  If the service-module wlan-ap 0 bootimage unified command does not work, make sure that
the software license is current.

After enabling the recovery image, enter the service-module wlan-ap 0 reload command on the router
to shut down and reboot the access point. After the access point reboots, it discovers the controller,
downloads the full CAPWAP or LWAPP software release from the controller, and acts as a lightweight
access point.

N

Note  To use the CLI commands mentioned previously, the router must be running Cisco IOS Release
12.4(20)T or later. If you experience any problems, see the “Troubleshooting an Upgrade or
Reverting the AP to Autonomous Mode” section in the Integrated Services Router configuration
guide at the following URL:
http://www.cisco.com/en/US/docs/routers/access/800/860-880-890/software/configuration/gui
de/admin_ap.html
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To support CAPWAP or LWAPP, the router must be activated with at least the Cisco Advanced IP
Services IOS license-grade image. A license is required to upgrade to this Cisco IOS image on the router.
See the following URL for licensing information:

http://www.cisco.com/en/US/docs/routers/access/sw_activation/SA_on_ISR.html

After the AP801 boots up with the recovery image for the unified mode, it requires an IP address to
communicate with the controller and to download its unified image and configuration from the
controller. The router can provide DHCP server functionality, the DHCP pool to reach the controller,
and setup option 43 for the controller IP address in the DHCP pool configuration. Use the following
configuration to perform this task.

ip dhcp pool pool_name
network ip_address subnet_mask
dns-server ip_address
default-router ip_address
option 43 hex controller_ ip_address_in_hex
Example:
ip dhcp pool embedded-ap-pool
network 209.165.200.224 255.255.255.224
dns-server 209.165.200.225
default-router 209.165.200.226
option 43 hex f104.0ala.0a0f /* single WLC IP address (209.165.201.0) in hex format */

The AP801 802.11n radio supports power levels lower than the 802.11n radio in the Cisco Aironet 1250
series access points. The AP801 stores the radio power levels and passes them to the controller when the
access point joins the controller. The controller uses the supplied values to limit the user configuration.

The AP801 can be used in FlexConnect mode. See the “Configuring FlexConnect” section on page 12-1
for more information on FlexConnect.

~

Note  For more information about AP801, see the documentation for the Cisco 800 Series ISRs at the
following URL:
http://www.cisco.com/en/US/products/hw/routers/ps380/tsd_products_support_series_home.ht
ml.

Access Point Communication Protocols

In controller software Release 5.2 or later, Cisco lightweight access points use the IETF standard Control
and Provisioning of Wireless Access Points (CAPWAP) protocol to communicate between the controller
and other lightweight access points on the network. Controller software releases prior to 5.2 use the
Lightweight Access Point Protocol (LWAPP) for these communications.

CAPWAP, which is based on LWAPP, is a standard, interoperable protocol that enables a controller to
manage a collection of wireless access points. CAPWAP is being implemented in controller software
Release 5.2 for the following reasons:

e To provide an upgrade path from Cisco products that use LWAPP to next-generation Cisco products
that use CAPWAP

¢ To manage RFID readers and similar devices

¢ To enable controllers to interoperate with third-party access points in the future

Cisco Prime Network Control System Configuration Guide
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LWAPP-enabled access points are compatible with CAPWAP, and conversion to a CAPWAP controller
is seamless. For example, the controller discovery process and the firmware downloading process when
using CAPWAP are the same as when using LWAPP. The one exception is for Layer 2 deployments,
which are not supported by CAPWAP.

Deployments can combine CAPWAP and LWAPP software on the controllers. The CAPWAP-enabled
software allows access points to join either a controller running CAPWAP or LWAPP. The only
exception is the Cisco Aironet 1140 Series Access Point, which supports only CAPWAP and therefore
joins only controllers running CAPWAP.

The Cisco Aironet 1140 series and 3500 series access points associate only with CAPWAP controllers
that run WLC versions 7.0 or later.

This section contains the following topics:
¢ Guidelines and Restrictions for Using CAPWAP, page 1-9
e Cisco Wireless LAN Controller Autodiscovery, page 1-9

e The Controller Discovery Process, page 1-10

Guidelines and Restrictions for Using CAPWAP

e CAPWAP and LWAPP controllers cannot be used in the same mobility group. Therefore, client
mobility between CAPWAP and LWAPP controllers is not supported.

e If your firewall is currently configured to allow traffic only from access points using LWAPP, you
must change the rules of the firewall to allow traffic from access points using CAPWAP.

e Make sure that the CAPWAP ports are enabled and are not blocked by an intermediate device that
could prevent an access point from joining the controller.

¢ Any access control lists (ACLs) in your network might need to be modified if CAPWAP uses
different ports than LWAPP.

Cisco Wireless LAN Controller Autodiscovery

In a Cisco Unified Network architecture, access points (APs) are lightweight. This means they cannot
act independently of a wireless LAN controller (WLC). The access points have to first discover the
WLCs and register with them before the AP services the wireless clients.

After the AP has registered to the controller, CAPWAP messages are exchanged and the AP initiates a
firmware download from the controller (if there is a version mismatch between the AP and controller).
If the onboard firmware of the AP is not the same as the controller, the AP downloads the latest firmware
to stay in sync with the controller. The firmware download mechanism utilizes CAPWAP. Then, the
controller provisions the AP with the configurations that are specific to the WLANS so that the AP can
accept client associations.

Controller Autodiscovery is limited to the Cisco WLAN Solution mobility group subnets defined by the
operator.

The Cisco Wireless LAN Controller Autodiscovery:
e Allows operators to search for a single controller by IP address.

¢ Finds the controller on the network within the specified IP address range.
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e Automatically enters the controller information into the Cisco NCS database.

~
Note  Controller Autodiscovery can take a long time in a Class C address range. Because of the large number

of addresses in a Class B or Class A range, we recommend that you do not attempt Autodiscovery across
Class B or Class A ranges.

As access points associate with a controller, the controller immediately transmits the access point
information to Cisco NCS, which automatically adds the access point to the database.

Once the access point information is added to the Cisco NCS database, operators can add the access point
to the appropriate spot on a Cisco NCS user interface map.

The Controller Discovery Process

In a CAPWAP environment, a lightweight access point discovers a controller by using CAPWAP
discovery mechanisms and then sends it a CAPWAP join request. The controller sends the access point
a CAPWAP join response allowing the access point to join the controller. When the access point joins
the controller, the controller manages its configuration, firmware, control transactions, and data
transactions.

Lightweight access points must be discovered by a controller before they can become an active part of
the network. The lightweight access points support the following controller discovery processes:

e Layer 3 CAPWAP or LWAPP discovery—Can occur on different subnets from the access point and
uses IP addresses and UDP packets rather than the MAC addresses used by Layer 2 discovery.

¢ Opver-the-air provisioning (OTAP)—This feature is supported by Cisco 4400 series controllers. If
this feature is enabled on the controller (in the controller General page), all associated access points
transmit wireless CAPWAP or LWAPP neighbor messages, and new access points receive the
controller IP address from these messages. This feature is disabled by default and should remain
disabled when all access points are installed.

e Locally stored controller IP address discovery—If the access point was previously associated to a
controller, the IP addresses of the primary, secondary, and tertiary controllers are stored in the
non-volatile memory of an access point. This process of storing controller IP addresses on access
points for later deployment is called priming the access point.

e DHCEP server discovery—This feature uses DHCP option 43 to provide controller IP addresses to
the access points. Cisco switches support a DHCP server option that is typically used for this
capability.

e DNS discovery—The access point can discover controllers through your domain name server
(DNS). For the access point to do so, you must configure your DNS to return controller IP addresses
in response to CISCO-CAPWAP-CONTROLLER.localdomain or
CISCO-LWAPP-CONTROLLER ./ocaldomain, where localdomain is the access point domain
name. When an access point receives an IP address and DNS information from a DHCP server, it
contacts the DNS to resolve CISCO-CAPWAP-CONTROLLER.localdomain or
CISCO-LWAPP-CONTROLLER.localdomain. When the DNS sends a list of controller IP
addresses, the access point sends discovery requests to the controllers.
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NCS Services

The IT departments within organizations are tasked with meeting increased bandwidth and performance
demands, managing a proliferation of new mobile devices, while guaranteeing network access,
availability, and regulatory compliance.

Cisco and its partners can work with IT staff to assist with migration to the Cisco Unified Network,
making it easier to manage a secure, high-performance, and integrated wired and wireless network that
incorporates rich media and diverse mobile devices, including Wi-Fi-enabled phones and tablets.

This section describes the services provided by NCS and contains the following topics:
e Cisco Context Aware Service Solution, page 1-11
e Cisco Identity Service Engine Solution, page 1-11

e Cisco Adaptive Wireless Intrusion Prevention Service, page 1-12

Cisco Context Aware Service Solution

Context Aware Service (CAS) provides the capability for a Wi-Fi 802.11a/b/g/n network to determine
the location of a person or object with an active Wi-Fi device, such as a wireless client or active RFID
tag and/or associated data that can be passed by the end point through the wireless infrastructure to an
upstream client.

Context Aware Service (CAS) allows a mobility services engine (MSE) to simultaneously track
thousands of mobile assets and clients by retrieving contextual information such as location and
availability from Cisco access points.

The collected contextual information can be viewed in GUI format in the NCS User Interface, the
centralized WLAN management platform. NCS is the management system that interfaces with the MSE
and serves the user interface (UI) for the services that the MSE provides.

After the MSE installation and initial configurations are complete, the MSE can communicate with
multiple Cisco wireless LAN controllers to collect operator-defined contextual information. You can
then use the associated NCS to communicate with each MSE to transfer and display selected data.

You can configure the MSE to collect data for clients, switches, rogue access points, rogue clients,
mobile stations, and active RFID asset tags.

With Context-Aware Location Services, administrators can determine the location of any 802.11-based
device, as well as the specific type or status of each device. Clients (associated, probing, and so on.),
rogue access points, rogue clients, and active tags can all be identified and located by the system. See
the Context Aware Mobility Solution Deployment Guide for more information.

S
Note  One MSE can be managed by only one NCS, that is, a single MSE cannot be managed by more

than one NCS, but a single NCS can manage multiple MSEs. When the number of devices to be
managed exceeds the capacity of a single MSE, you need to deploy multiple, independent MSEs.

Cisco Identity Service Engine Solution

The Cisco Identity Services Engine (ISE) is a next-generation identity and policy-based network access
platform that enables enterprises to enforce compliance, enhance infrastructure security, and streamline
their service operations.

Cisco Prime Network Control System Configuration Guide
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The Cisco ISE provides a single console where authentication, authorization, posture, guest, and
profiling policies can be created and managed. In addition, policy elements can now be reused across all
services, reducing the number of tasks and overhead and bringing consistency to the enterprise.

The Cisco ISE gathers information from devices, the infrastructure, and services to enable organizations
to build richer contextual policies that can be enforced centrally across the network. The ISE tracks all
clients and devices connected to the network, acting as a single source of information for connected user
and device identity and location, as well as the health of the endpoint.

The ability to discover, identify, and monitor all IP-enabled endpoint devices gives IT teams complete
visibility of both users and “headless” devices on the corporate network.

The Cisco ISE combines AAA, posture, profiling, and guest management capabilities in a single
appliance to enforce dynamic access control. The Identity Services Engine can be deployed across the
enterprise infrastructure, supporting 802.1x wired, wireless, and VPN networks.

NCS manages the wired and the wireless clients in the network. When Cisco ISE is used as a RADIUS
server to authenticate clients, NCS collects additional information about these clients from Cisco ISE
and provides all client relevant information to NCS to be visible in a single console.

When posture profiling is enforced in the network, NCS talks to Cisco ISE to get the posture data for the
clients and displays it along with other client attributes. When Cisco ISE is used to profile the clients or
an endpoint in the network, NCS collects the profiled data to determine what type of client it is, whether
it is an iPhone, iPad, an Android device, or any other device.

Cisco ISE is assisting NCS to monitor and troubleshoot client information, and displays all the relevant
information for a client in a single console.

Cisco Adaptive Wireless Intrusion Prevention Service

Maintain a constant awareness of your RF environment to minimize legal liability, protect your brand
reputation, and assure regulatory compliance.

Cisco Adaptive Wireless Intrusion Prevention System (IPS) offers advanced network security for
dedicated monitoring and detection of wireless network anomalies, unauthorized access, and RF attacks.
Fully integrated with the Cisco Unified Network, this solution delivers integrated visibility and control
across the network, without the need for an overlay solution.

Cisco Adaptive Wireless Intrusion Prevention Service (wIPS) performs rogue access point, rogue client,
and ad-hoc connection detection and mitigation, over-the-air wireless hacking and threat detection,
security vulnerability monitoring, performance monitoring and self-optimization, network hardening for
proactive prevention of threats and complete wireless security management and reporting.

Cisco wIPS is made up of the following components that work together to provide a unified security
monitoring solution:

e Mobility services engine (MSE) running wIPS software—Serves as the central point of alarm
aggregation for all controllers and their respective wIPS monitor mode access points. Alarm
information and forensic files are stored on the mobility services engine for archival purposes.

e A wIPS monitor mode access point—Provides constant channel scanning with attack detection and
forensics (packet capture) capabilities.

e Local mode access point—Provides wireless service to clients in addition to time-sliced rogue
scanning.

e Wireless LAN Controller—Forwards attack information received from wIPS monitor mode access
points to the mobility services engine and distributes configuration parameters to access points.
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e Network Control System—Provides a centralized management platform for the administrator to
configure the wIPS Service on the mobility services engine, push wIPS configurations to the
controller, and configure access points in wIPS monitor mode. NCS is also used to view wIPS
alarms, forensics, reporting, and to access the attack encyclopedia.

Cisco Prime Network Control System Configuration Guide
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Getting Started

This chapter describes information on system requirements, setting up and starting the Cisco NCS. The
NCS is an application used to configure, manage, and monitor the wired and wireless networks. This
chapter contains the following sections:

NCS Delivery Modes, page 2-1

Reinstalling the NCS on a Physical Appliance, page 2-5
Deploying the NCS Virtual Appliance, page 2-6

Setting Up the NCS, page 2-9

Starting the NCS Server, page 2-10

Logging into the NCS User Interface, page 2-11
Applying the NCS Software License, page 2-12
Understanding the NCS Home Page, page 2-13

Using the Search Feature, page 2-33

NCS Delivery Modes

The NCS comes preinstalled on a physical appliance with various performance characteristics. The NCS
software runs on either a dedicated NCS appliance or on a VMware server. The NCS software image
does not support the installation of any other packages or applications on this dedicated platform. The
inherent scalability of the NCS allows you to add appliances to a deployment and increase performance
and resiliency.

The NCS is delivered in two modes, the physical appliance and the virtual appliance. This section
contains the following topics:

Physical Appliance, page 2-2

Virtual Appliance, page 2-2

Operating Systems Requirements, page 2-3
Client Requirements, page 2-4

Prerequisites, page 2-4
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Physical Appliance

The physical appliance is a dual Intel 2.40 GHz Xeon E5620 quad core processor, with 16 GB RAM,
and four hard drives running in a RAID level 5 configuration. The physical appliance runs the latest
64-bit Red Hat Linux Operating System.

The physical appliance supports up to 15000 Cisco Aironet lightweight access points, 5000 standalone
access points, 5000 switches and 1200 Cisco wireless LAN controllers.

~
Note  To receive the expected results with the NCS, you need a high performance physical appliance
with built-in redundancy for hard disks, power supplies and internal cooling fans.

For more information on the physical appliance, see the Cisco Prime Network Control System Getting
Started Guide, Release 1.0.

Virtual Appliance

The NCS is also offered as a virtual appliance to help support lower level deployments. The NCS can be
run on a workstation or a server and access points can be distributed unevenly across controllers.

The NCS virtual appliance software is distributed as an Open Virtualization Archive (OVA) file. There
are three recommended levels of the NCS distribution with different resources and numbers of devices

supported.
This section contains the following topics:
e Virtual Appliance for Large Deployment, page 2-2
e Virtual Appliance for Medium Deployment, page 2-3
e Virtual Appliance for Small Deployment, page 2-3
N

Note  You can deploy the OVA file directly from the vSphere Client; you do not need to extract the
archive before performing the deployment.

You can install the NCS virtual appliance using any of the methods for deploying an OVF supported by
the VMware environment. Before starting, make sure that the NCS virtual appliance distribution archive
is in a location that is accessible to the computer on which you are running the vSphere Client.

)
Note  For more information about setting up your VMware environment, see the VMware vSphere 4.0
documentation.

Virtual Appliance for Large Deployment

e Supports up to 15000 Cisco Aironet lightweight access points, 5000 standalone access points, 5000
switches, and 1200 Cisco wireless LAN controllers.

e 8 Processors at 2.93 GHz or better.

¢ 16-GB RAM.

¢ 400 GB minimum free disk space is required on your hard drive.
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Note  The free disk space listed is a minimum requirement but might be different for your system
depending on the number of backups performed.

Virtual Appliance for Medium Deployment

¢ Supports up to 7500 Cisco Aironet lightweight access points, 2500 standalone access points, 2500
switches, and 600 Cisco wireless LAN controllers.

e 4 Processors at 2.93 GHz or better.
e 12-GB RAM.

e 300 GB minimum free disk space is required on your hard drive.

Virtual Appliance for Small Deployment

e Supports up to 3000 Cisco Aironet lightweight access points, 1000 standalone access points, 1000
switches, and 240 Cisco wireless LAN controllers.

e 2 Processors at 2.93 GHz or better.

e 8-GB RAM.
e 200 GB minimum free disk space is required on your hard drive.

For all server levels, AMD processors equivalent to the listed Intel processors are also supported.

The free disk space listed is a minimum requirement, but several variables (such as backups)

impact the disk space.

If you want to use a Cisco UCS Server to deploy a virtual appliance for the NCS, you can use
the UCS C-Series or B-Series. Make sure the server you pick matches to the Processor, RAM,
and Hard Disk requirements specified in the “Virtual Appliance” section on page 2-2

deployment.

Operating Systems Requirements

The following operating systems are supported:
e Red Hat Linux Enterprise server 5.4 64-bit operating system installations are supported.

~

Note

You cannot install the NCS on a standalone operating system like Red Hat Linux, as the NCS
is shipped as a physical or virtual appliance that comes preinstalled with a secure and

hardened operating system.

¢ Red Hat Linux version support on VMware ESX version 3.0.1 and later with either local storage or

SAN over fiber channel.

Cisco Prime Network Control System Configuration Guide
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Note

The recommended deployments for a virtual appliance are UCS and ESX/ESXi.

Individual operating systems running the NCS in VMware must follow the specifications for the
size of the NCS that you intend to use.

Client Requirements

The NCS user interface requires Mozilla Firefox 3.6 or later or Internet Explorer 8 with the Chrome
plugin releases or Google Chrome 12.0.742.x.

~

Note

We strongly advise that you do not enable third-party browser extensions. In Internet Explorer,
you can disable third-party browser extensions by choosing Tools > Internet Options and
unselecting the Enable third-party browser extensions check box on the Advanced tab.

The client running the browser must have a minimum of 1 GB of RAM and a 2-GHz processor. The client
device should not be running any CPU or memory-intensive applications.

~

Note

Prerequisites

We recommend a minimum screen resolution of 1024 x 768 pixels.

Before installing the NCS, ensure that you have completed the following:

Meet the necessary hardware and software requirements for the NCS.
Check the compatibility matrix for the supported controller, Cisco IOS software releases.
Update your system with the necessary critical updates and service packs.

A

Note  See the latest release notes for information on the service packs and patches required for
correct operation of the NCS.

To receive the expected results, you should run no more than 3 concurrent NCS setups for standard
server use (4 GB memory and 3 GHz CPU speed) and no more than 5 concurrent NCS setups for
high-end server use (8 GB memory and 3 GHz CPU speed).

Verify that the following ports are open during installation and startup:

— HTTP: configurable during install (80 by default)

— HTTPS: configurable during install (443 by default)

- 1315

- 1299

- 6789

- 8009

- 8456
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Note

Reinstalling the NCS on a Physical Appliance W

- 8005
- 69

- 21

- 162
- 8457

Make sure your firewall rules are not restrictive. You can check the current rules on Linux with the
built-in iptables -L. command.

Reinstalling the NCS on a Physical Appliance

Step 1

Step 2

Step 3

You must have root privileges to install the NCS on a physical appliance.

To reinstall the NCS on a physical appliance, follow these steps:

Insert the provided NCS software Image DVD. The system boots up and the following console appears:
ISOLINUX 3.11 2005-09-02 Copyright (C) 1994-2005 H. Peter Anvin
Welcome to Cisco Prime Network Control System

To boot from hard disk, press <Enter>.
Available boot options:

[1] Network Control System Installation (Keyboard/Monitor)

[2] Network Control System Installation (Serial Console)

[3] Recover administrator password. (Keyboard/Monitor)

[4] Recover administrator password. (Serial Console)

<Enter> Boot existing OS from Hard Disk.

Enter boot option and press <return>.

boot:
Select option 1 to reinstall the NCS software image. The system reboots and the configure appliance
screen appears.

Enter the initial setup parameters and the system reboots again. Remove the DVD and follow the steps
to start the NCS server.

Deploying the NCS Virtual Appliance

This section describes how to deploy the NCS virtual appliance from the vSphere Client using the
Deploy OVF Wizard or from the command line. (VMware vSphere Client is a Windows application for
managing and configuring the vCenter Server.) This section contains the following topics:

e Deploying the NCS Virtual Appliance from the VMware vSphere Client, page 2-6
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e Deploying the NCS Virtual Appliance using the Command Line Client, page 2-9

Deploying the NCS Virtual Appliance from the VMware vSphere Client

Step 1

Step 2
Step 3

Step 4

NCS Virtual Image is packaged as an OVF file. An OVF is a collection of items in a single archive. In
the vSphere Client, you can use the Deploy OVF Wizard to create a virtual machine, running the NCS
virtual appliance application, as described in this section.

~
Note = While the following procedure provides a general guideline for how to deploy the NCS virtual

appliance, the exact steps that you need to perform might vary depending on the characteristics
of your VMware environment and setup.

To deploy the NCS virtual appliance, follow these steps:

From the VMware vSphere Client main menu, choose File > Deploy OVF Template. The Deploy OVF
Template Source window appears (see Figure 2-1).

Figure 2-1 Deploy OVF Template Window

= Deploy O¥F Template

Source
Select the source location.

Source

. = Deploy fram file:

|C:'ttemp'tovF'tanm-va-4. 1.0va ﬂ Browse. .. |

Choose this option if the source OYF template (*.0vF) is on the local file system.
For example, your Ci drive, a nebwork share, or a COJDYD drive,

" Deploy From URL:

=l

hoose this option to download the OWF template from the Internet and enter a
URL such as htkp: fiwwne, excample, comftemplate, owvf

Help | = Back | Mext = I Cancel |

A
Choose Deploy from file and choose the OVA file that contains the NCS virtual appliance distribution.
Click Next. The OVF Template Details window appears. VMware ESX/ESXi reads the OVA attributes.

The details include the product you are installing, the size of the OVA file (download size), and the
amount of disk space that needs to be available for the virtual machine (size on disk).

291058

Verify the OVF Template details and click Next. The Name and Location window appears (see
Figure 2-2).
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Figure 2-2 Name and Location Window

(= Deploy OVF Template

Name and Location
Specify a nare and location For the deploved template

Source Mame:
OWF Template Details
Name and Location

anm-va-4, 1

The name can contain up ko 80 characters and it must be unique within the inventory Folder,

Inventory Location:

- [ | AMAZON

Tew Folder
WSIZ

Help | % Back | W Cancel | §
AR
Step5  Either keep the default name for the VM to be deployed in the Name text box or provide a new one and

click Next. This name value is used to identify the new virtual machine in the VMware infrastructure;
you should use any name that distinguishes this particular VM in your environment. The Host / Cluster
window appears (see Figure 2-3).
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Step 6

Step 7

Step 8

Step 9

Step 10

Figure 2-3 Host/Cluster Window

= Deploy O¥F Template

Host / Cluster
On which host or clusker do wou want to run the deploved template?

Source = lil WS

OVF Template Details i —
Mame and Locakion [‘Q

= HI:,FT [@ xe-e5x38.cisco.com
os| uster

Compatibility :
‘alidation not applicable this time.

281060

Help | = Back | Mext = I Cancel g

Choose the destination host or HA cluster on which you want to deploy the NCS VM, and click Next.
The Resource Pool window appears.

If you have more than one resource pool in your target host environment, choose the resource pool to
use for the deployment, and click Next. The Ready to Complete window appears.

Review the settings shown for your deployment and, if needed, click Back to modify any of the settings
shown.

Click Finish to complete the deployment. A message notifies you when the installation completes and
you can see the NCS virtual appliance in your inventory.

Click Close to dismiss the Deployment Completed Successfully dialog box.

Configuring the Basic Settings for the NCS Virtual Appliance

Step 1

You have completed deploying (installing) the NCS virtual appliance on a new virtual machine. A node
for the virtual machine now appears in the resource tree in the VMware vSphere Client window.
Deploying the OVF template creates a new virtual machine in vCenter with the NCS virtual appliance
application and related resources already installed on it. After deployment, you need to configure basic
settings for the NCS virtual appliance. To start the NCS setup, follow these steps:

In the vSphere Client, click the NCS virtual appliance node in the resource tree. The virtual machine
node should appear in the Hosts and Clusters tree below the host, cluster, or resource pool to which you
deployed the NCS virtual appliance.
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Step 2

Step 3

Setting Upthe NCS I

On the Getting Started tab, click the Power on the virtual machine link under Basic Tasks. The Recent
Tasks pane at the bottom of the vSphere Client pane indicates the status of the task associated with
powering on the virtual machine. After the virtual machine successfully starts, the status column for the
task displays Completed.

Click the Console tab, within the console pane to make the console prompt active for keyboard input.

Now you need to set up the virtual appliance, as described in the “Setting Up the NCS” section on
page 2-9.

Deploying the NCS Virtual Appliance using the Command Line Client

This section describes how to deploy the NCS virtual appliance from the command line. As an alternative
to using the vSphere Client to deploy the NCS OVA distribution, you can use the VMware OVF Tool,
which is a command-line client.

To deploy an OVA with the VMware OVF Tool, use the ovftool command, which takes the name of the
OVA file to be deployed and the target location as arguments, as in the following example:

ovftool NCS-VA-X.X.X-large.ova vi://my.vmware-host.example.com/
In this case, the OVA file to be deployed is NCS-VA-X.X.X-large.ova and the target ESX host is

my.vmware-host.example.com. For complete documentation on the VMware OVF Tool, see the VMware
vSphere 4.0 documentation.

Setting Up the NCS

Step 1

Step 2

This section describes how to configure the initial settings of the NCS virtual appliance.

N

Note These steps need to be performed only once, upon first installation of the NCS virtual appliance.

To configure the basic network and login settings for the NCS virtual appliance system, follow these
steps. When the steps are completed, the NCS virtual appliance is accessible over the network.

~

Note  Once you put the NCS Image DVD in the physical appliance for reinstallation, you get the same
console prompt. Use the following steps to reinstall the NCS for the physical appliance.

At the login prompt, enter the setup command.

localhost.localdomain login: setup

The NCS configuration script starts. The script takes you through the initial configuration steps for the
NCS virtual appliance. In the first sequence of steps, you configure network settings.

When prompted, enter the following settings:

a. The hostname for the virtual appliance.

b. The IP address for the virtual appliance.

c. The IP default subnet mask for the IP address entered.

[ oL-25451-02
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Starting the NCS Server

Step 3

Step 4

Step 5
Step 6

d. The IP address of the default gateway for the network environment in which you are creating the
virtual machine.

e. The default DNS domain for the target environment.
f. The IP address or hostname of the primary IP nameserver in the network.

g. Atthe Add/Edit another nameserver prompt, you can enter y (yes) to add additional nameservers, if
desired. Otherwise, press Enter to continue.

h. The NTP server location (or accept the default by pressing Enter). At the Add/Edit secondary NTP
server prompt, you can enter y (yes) to add another NTP server. Otherwise, enter n (no) to continue.

Enter the username for the user account used to access the NCS system running on the virtual machine.
The default username is admin, but you can change this to another username by typing it here.

Enter the password for the NCS. The password must be at least eight characters and must include both
lowercase and uppercase letters and at least one number. It cannot include the username or default Cisco
passwords. After you enter the password, the script verifies the network settings you configured. For
example, it attempts to reach the default gateway that you have configured.

After verifying the network settings, the script starts the NCS installation processes. This process can
take several minutes, during which there is no screen feedback. When finished, the following banner
appears on the screen:

=== Initial Setup for Application: NCS ===

After this banner appears, the configuration starts with database scripts and reboots the server as shown
in the console:

Running database cloning script...

logger: invalid option -- 1

usage: logger [-is] [-f filel [-p pri]l [-t tag]l [-u socket] [ message ... ]
Running database creation script...

logger: invalid option -- 1

usage: logger [-is] [-f file] [-p pri] [-t tag] [-u socket] [ message ... ]

Setting Timezone, temporary workaround for DB...
Generating configuration...
Rebooting. ..

~

Note If you are installaing a physical appliance, remove the ISO DVD from the DVD tray.

Log in as admin and enter the admin password.

Exit the console using the exit command.

Starting the NCS Server

~

Note

This section provides instructions for starting the NCS on either a physical or virtual appliance.

You can check the status of the NCS at any time. To do so, follow the instructions in the “Verifying the
Status of the NCS” section on page 3-6.

To start the NCS when it is installed on a physical or virtual appliance, follow these steps:
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Log into the system as administrator.

Using the command-line interface, enter the following command:

ncs start

Logging into the NCS User Interface

Step 1

Step 2

Step 3
Step 4

Step 5

To log into the NCS user interface through a web browser, follow these steps:

Launch Internet Explorer 7.0 or later or Mozilla Firefox 3.6 or later on a different computer than the one
on which you installed and started the NCS.

a~

Note  When you use Firefox 3.x to log in and access the NCS for the first time, the Firefox web browser
displays a warning stating that the site is untrustable. When Firefox displays this warning, follow
the prompts to add a security exception and download the self-signed certificate from the NCS
server. After you complete this procedure, Firefox accepts the NCS server as a trusted site both
now and during all future login attempts.

In the address line of browser, enter https://ncs-ip-address, where ncs-ip-address is the IP address of the
server on which you installed and started the NCS. The NCS user interface displays the Login page.

Enter your username. The default username is root.
Enter the root password you created during setup.

N

Note If any licensing problems occur, a message appears in an alert box. If you have an evaluation
license, the number of days until the license expires is shown. You are also alerted to any expired
licenses. You have the option to go directly to the licensing page to address these problems.

Click Login to log into the NCS. The NCS user interface is now active and available for use. The NCS
home page appears. The NCS home page enables you to choose the information that you want to see.
You can organize the information in user-defined tabs called dashboards. The default view comes with
default dashboards and preselected dashlets for each, and you can arrange them as you like. You can
predefine what appears on the home page by choosing the monitoring dashlets that are critical for your
network. For example, you might want different monitoring dashlets for a mesh network so that you can
create a customized mesh dashboard.

~

Note  If the database or Apache web server does not start, check the launchout.txt file in Linux. You
see a generic “failed to start database” or “failed to start the Apache web server” message.

~

Note  When an upgrade occurs, the user-defined tabs arranged by the previous user in the previous
version are maintained. Therefore, the latest dashlets might not show. Look at the Edit dashboard
link to find what new dashlets are added.
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I Applying the NCS Software License

The home page provides a summary of the Cisco Unified Network Solution, including coverage areas,
the most recently detected rogue access points, access point operational data, reported coverage holes,
and client distribution over time. Figure 2-4 shows a typical NCS home page.

By default, you should see six dashboards in the NCS home page: the General, Client, Security, Mesh,
CleanAir, and ContextAware dashboards.

N

Note  When you use the NCS for the first time, the network summary pages show that the Controllers,
Coverage Areas, Most Recent Rogue APs, Top 5 APs, and Most Recent Coverage Holes
databases are empty. It also shows that no client devices are connected to the system. After you
configure the NCS database with one or more controllers, the NCS home page provides updated
information.

Figure 2-4 The NCS Home Page
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To exit the NCS user interface, close the browser page or click Log Out in the upper-right corner of the
page. Exiting an NCS user interface session does not shut down the NCS on the server.

When a system administrator stops the NCS server during your NCS session, your session ends, and the
web browser displays the message: “The page cannot be displayed.” Your session does not reassociate
to the NCS when the server restarts. You must restart the NCS session.

Applying the NCS Software License

This section describes how to apply a license to NCS. Before starting, make sure that you have already
acquired the license from the Cisco License Center and put it in a location that is accessible by the
network from NCS. To add a new NCS license file, follow these steps:

Step1  In the Administrator menu, choose License Center > Files > NCS Files page, and click Add.

Cisco Prime Network Control System Configuration Guide
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Step 3

Understanding the NCS Home Page Il

In the Add a License File dialog box, enter or browse to the applicable license file.

Once displayed in the License File text box, click Upload.

To add a new license, see “Managing Licenses” section on page 15-131.

Understanding the NCS Home Page

The NCS home page:

Dashboards

Enables the administrator to create and configure Cisco Unified Network Solution coverage area
layouts, configure system operating parameters, monitor real-time Cisco Unified Network Solution
operations, and perform troubleshooting tasks using an HTTPS web browser page.

Enables the administrator to create, modify, and delete user accounts; change passwords; assign
permissions; and schedule periodic maintenance tasks. The administrator creates new usernames
and passwords and assigns them to predefined permissions groups.

Allows the administrator to perform all necessary network administration tasks from one page. The
NCS home page, is the landing page, displaying real-time monitoring and troubleshooting data. The
navigation tabs and menus at the top of the page provide point-and-click access to all other
administration features.

The NCS user interface provides an integrated network administration console from which you can
manage various devices and services. These include wired and wireless devices and clients. The services
might include authentication, authorization, profiler, location and mobility services as well as
monitoring, troubleshooting, and reporting. All of these devices and services can be managed from a
single console called the NCS home page.

This section describes the NCS user interface page and contains the following topics:

Dashboards, page 2-13
Icons, page 2-22

Menu Bar, page 2-23
Global Toolbar, page 2-26
Alarm Summary, page 2-27
Main Data Page, page 2-28

Administrative Elements, page 2-28

The NCS dashboards consist of dashlets and graphs that provide a visual overview of network health and
security. The dashboard elements visually convey complex information in a simplified format. This
display allows you to quickly analyze the data and drill down for in-depth information if needed.
Dashlets utilize a variety of elements to display data, including pie-charts, sparklines, stack bars, and
metric meters.

[ oL-25451-02
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The fundamental purpose of a dashboard is to provide an at-a-glance view of the most important parts
of NCS. A quick scan of the dashboard should let you know if anything needs attention. The dashboard
generally provides the status and alerts, monitoring and reporting information. Dashboards contain
several dashlets, which are Ul containers that display a variety of widgets, such as text, form elements,
tables, charts, tabs, and nested content modules.

The dashboard displays the current status which reflects the status and usage of the network, like client
distribution. The dashboard also displays the trend which reflects the usage and status over time which
is from data collected over time, like client count (see Figure 2-5).

Figure 2-5 Dashboards
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Note  You must have Adobe Flash Player installed to view the dashlets on the NCS dashboard.

The six NCS dashboards are described in this section. This section contains the following topics:
¢ General Dashboard, page 2-15
¢ Client Dashboard, page 2-16
e Security Dashboard, page 2-18
e Mesh Dashboard, page 2-19
e CleanAir Dashboard, page 2-19
e Context Aware Dashboard, page 2-21

You can customize the predefined set of dashlets depending on your network management needs. You
can organize the information in user-defined dashboards. The default view comes with default
dashboards and pre-selected dashlets for each.
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Note e The label “Edited” next to the dashlet heading indicates that the dashlet has been customized. If you
reset to the default settings, the Edited label is cleared. Hover your mouse cursor over the label see

the edited information.

e  When an upgrade occurs, the arrangement of dashlets in a previous version is maintained. Because
of this, dashlets or features added in a new release are not displayed. Click the Manage Dashboards

link to discover new dashlets.

e The horizontal and vertical scrollbars are visible if you zoom the dashlets. Reset the zoom level back
to zero, or no zoom for viewing the dashlets without the scrollbars.

General Dashboard

Table 2-1 lists the factory default dashlets for the General dashboard.

Table 2-1 General Dashboard

Dashlet

Description

Inventory Detail Status

Displays the following:

e Controllers—Lists the number of controllers
that are managed in NCS. Graphically depicts
reachable and unreachable controllers.

e Switches—Lists the number of switches
managed in NCS. Graphically depicts
reachable and unreachable switches.

e Radios—Lists the number of radios managed
in NCS. Graphically depicts the number of
radios in out-of-service (critical), minor, and
ok conditions. This dashlet reflects ONLY the
greatest radio alarm status, that is, if the radio
has a minor alarm, and a critical alarm, then
the radio status shows as critical.

e Autonomous APs—Lists the number of
Autonomous APs managed in NCS.
Graphically depicts reachable and
unreachable Autonomous APs.

e MSEs—Lists the number of MSEs that are
managed in NCS. Graphically depicts
reachable and unreachable servers. Look at
the installation log to verify that nothing went
wrong while manually adding the servers to
NCS. (The trace for MSEs must be turned
on.)

Note  Clicking the corresponding sections of the
chart takes you to the item list view of the
inventory.

Device Uptime

Displays the devices based on the device up time.

Coverage Area

Displays access points, radios, and client details
for each coverage area.
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Cisco Prime Network Control System Configuration Guide



Chapter2  Getting Started |

[ | Understanding the NCS Home Page

Table 2-1 General Dashboard (continued)

Dashlet Description

Client Count by Association/Authentication Displays the total number of clients by
Association and authentication in NCS over the
selected period of time.

e Associated client—All clients are connected
regardless of whether it is authenticated or
not.

e Authenticated client—All clients are
connected through an RADIUS or TACACS
Server.

Note  Client count includes autonomous clients.

Client Count by Wireless/Wired Displays the total number of clients by Wired and
Wireless in NCS over the selected period of time.
Note Client count includes autonomous clients.

Top 5 Devices by Memory Utilization Displays the Top 5 devices based on memory
utilization.

Recent Coverage Holes Displays the five most recent coverage alarms.

Client Dashboard

Table 2-2 lists the factory default dashlets for the Client dashboard.

Table 2-2 Client Dashboard

Dashlet Description

Client Troubleshooting Allows you to troubleshoot a client by entering a
client MAC address, then clicking Troubleshoot.

Client Distribution Displays the distribution of clients by protocol,
EAP type, and authentication and the total current
client count.

e 802.3 represents wired clients

e 802.11 represents wireless clients

Note  Clicking the corresponding sections of the
chart takes you the item list view of the
clients and users.

Client Alarms and Events Summary Displays a summary of client alarms and events.
Client Traffic Displays the trend of both upstream and
downstream client traffic in a given time period.

Cisco Prime Network Control System Configuration Guide
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Dashlet

Description

Client Traffic by IP Address Type

Displays the client traffic for the following types
of IP addresses:

e [Pv4 Upstream

e [Pv4 Downstream

e [Pv6 Upstream

e [Pv6 Downstream

e Dual Stack (IPv4/IPv6) Upstream

e Dual Stack (IPv4/IPv6) Downstream

Wired Client Speed Distribution

Displays the wired client speeds and the client
count for each speed.

Top 5 SSIDs by Client Count

Displays the top 5 SSID client counts.

Top 5 Switches by Client Count

Displays the 5 switches that have the most clients,
as well as the number of clients associated to the
switch.

Client Posture Status

Displays the client posture status and the number
of clients in each of the following status
categories:

e Compliant

e Non-compliant
e Unknown

e Pending

e Not Applicable

e Error

IP Address Type Distribution

Displays the count of clients for the following
types of IP addresses:

e [Pv4 Upstream

e [Pv4 Downstream

e [Pv6 Upstream

e [Pv6 Downstream

e Dual Stack (IPv4/IPv6) Upstream

e Dual Stack (IPv4/IPv6) Downstream
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Security Dashboard
Table 2-3 lists the factory default dashlets for the Security dashboard.
Table 2-3 Security Dashboard
Dashlet Description

Security Index

Indicates the security of the NCS managed
network. The security index is calculated by
assigning priority to the various security
configurations and displaying them in visual
form.

Malicious Rogue APs

Displays malicious rogue access points for the
past hour, past 24 hours, and total active.

Unclassified Rogue APs

Displays unclassified rogue access points for the
past hour, past 24 hours, and total active.

Friendly Rogue APs

Displays friendly rogue access points for the past
hour, past 24 hours, and total active.

Adhoc Rogues

Displays ad hoc rogues for the past hour, past 24
hours, and total active.

CleanAir Security

Displays Cleanair security events for past hour, 24
hours, and total active.

Attacks Detected

Displays wIPS and signature attacks for the past
hour, past 24 hours, and total active.

Cisco Wired IPS Events

Displays Wired IPS events for the past hour, past
24 hours, and total active.

AP Threats/Attacks

Displays threats or attacks to access points for the
past hour, past 24 hours, and total active.

MFP Attacks

Displays MFP attacks for the past hour, past 24
hours, and total active.

Client Security Events

Displays the client security events for the past
hour, past 24 hours and total active.

~

Note  The Rogue alarm, which is set as informational, cannot be seen in the Security dashboard.

Jl_ Cisco Prime Network Control System Configuration Guide

0L-25451-02 |



| Chapter2 Getting Started

Understanding the NCS Home Page

Mesh Dashboard
Table 2-4 lists the factory default dashlets for the Mesh dashboard.
Table 2-4 Mesh Dashboard
Dashlet Description

Most Recent Mesh Alarms

Displays the five most recent mesh alarms. Click
the number in parentheses to access the Alarms

page.

Mesh Worst SNR Links

Displays the worst signal-to-noise ratio (SNR)
links. Data includes the Parent AP Name, the
Child AP Name, and the Link SNR.

Mesh Worst Node Hop Count

Displays the worst node hop counts. Data includes
the AP Name, the Hop Count, and the Parent AP
Name.

Mesh Worst Packet Error Rate

Displays the worst packet error rates. Data
includes the Parent AP Name, the Child AP
Name, and the Packet Error Rate.

CleanAir Dashboard
Table 2-5 lists the factory default dashlets for the Mesh dashboard.
Table 2-5 CleanAir Dashboard
Dashlet Description

802.11a/n Avg Air Quality

Provides a line chart representing the average air
quality for the entire network over a set period of
time. Displays the average air quality on the
802.11 a/n band. Data includes time and the
average air quality.

802.11b/g/n Avg Air Quality

Provides a line chart representing the average air
quality for the entire network over a set period of
time. Displays the average air quality on the
802.11 b/g/n band. Data includes time and the
average air quality.

802.11a/n Min Air Quality

Provides a line chart representing the minimum
air quality for the entire network over a set period
of time. Displays the minimum air quality on the
802.11 a/n band. Data includes time and the
minimum air quality.

802.11b/g/n Min Air Quality

Provides a line chart representing the minimum
air quality for the entire network over a set period
of time. Displays the minimum air quality on the
802.11 b/g/n band. Data includes time and
minimum air quality.
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Table 2-5 CleanAir Dashboard (continued)

Dashlet Description

Worst 802.11a/n Interferers Provides a list of active interferers with the worst
severity level for the 802.11 a/n band. The graph
displays the top ten worst interferers that are
currently active. Data includes InterfererID, Type,
Status, Severity, Affected Channels, Duty
Cycle(%), Discovered, Last Updated, and Floor.

Worst 802.11b/g/n Interferers Provides a list of active interferers with the worst
severity level for 802.11 b/g/n band. The graph
displays the top ten worst interferers that are
currently active. Data includes InterfererID, Type,
Status, Severity, Affected Channels, Duty
Cycle(%), Discovered, Last Updated, and Floor.

802.11a/n Interferer Count Provides a line chart representing the total number
of interferers on all channels over the selected
period of time. Displays the number of devices
interfering in the 802.11 a/n band. Data includes
time and interferer count.

Note The air quality is calculated for all
controllers in your network that have
CleanAir-enabled access points. The
report includes aggregated air quality data
across your network.

802.11b/g/n Interferer Count Provides a line chart representing the total number
of interferers on all channels over the selected
period of time. Displays the number of devices
interfering in the 802.11 b/g/n band. Data
includes time and interferer count.

Note  The information in the worst interferer
and interferer count charts is collected
from the mobility services engines
(MSE). If MSEs are not available, this
chart does not show any results.

Recent-Security risk Interferers Provides a list of active interferers with the worst
severity level for each band. Displays the recent
security risk interferers on your wireless network.
Data includes Type, Severity, Affected Channels,
Last Detected, Detected AP.

Note  This chart includes information for the
interferers for which security alarms are
enabled.

You can also view the data presented on this
dashlet in different formats.
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Context Aware Dashboard

Table 2-6 lists the factory default dashlets for the Context Aware dashboard.
Table 2-6 Context Aware Dashboard

Dashboard Description

MSE Historical Element Count Displays the historical trend of tags, clients, rogue
APs, rogue clients, interferers, wired clients, and
guest client counts in a given period of time.

Note The MSE Historical Count information is
presented in a time-based graph. For
graphs that are time-based, there is a link
bar at the top of the graph page that
displays 6h, 1d, 1w, 2w, 4w, 3m, 6m, ly,
and Custom. When selected, the data for
that time frame is retrieved and the
corresponding graph is displayed. See the
“Time-Based Graphs” section on page
6-71 for more information.

Rogue Elements detected by CAS Displays the indices of the Rogue APs and Rogue
Clients in percentage. It also provides a count of
the number of Rogue APs and Rogue Clients
detected by each MSE within an hour, 24 hours as
well as more than 24 hours.

Rogue AP Index is defined as the percentage of
total active tracked elements that are detected as
Rogue APs across all the MSEs on NCS.

Rogue Client Index is defined as the percentage of
total active tracked elements that are detected as
Rogue Clients across all the MSEs on NCS.

Location Assisted Client Troubleshooting You can troubleshoot clients using this option
with location assistance. You can provide either a
MAC Address, Username, or IP Address as the
criteria for troubleshooting.

Note  Username, IP address, and partial MAC
address-based troubleshooting is
supported only on MSEs with Version
7.0.200.0 and later.

For more information about Location Assisted
Client Troubleshooting, see the “Context Aware
Dashboard” section on page 2-21.
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Table 2-6 Context Aware Dashboard (continued)

Dashboard

Description

MSE Tracking Counts

Represents the tracked and not-tracked count of
each of the element types. The element type
includes tags, rogue APs, rogue clients,
interferers, wired clients, wireless clients, and
guest clients.

Top 5 MSEs

Lists the top five MSEs based on the percentage of
license utilization. It also provides count for each
element type for each MSE.

Note If you have installed NCS license but you
have not added any MSE to NCS then the
Context-Aware dashboard is empty.
However a message is displayed with a
link to add an MSE.

In the dashlet, click the count link to get a detailed
report.

Use the icons in a dashlet to switch between chart
and grid view.

Use the Enlarge Chart icon to view the grid or
chart in full screen.

Icons

The icons on the dashlets and within the General, Client, Security, Mesh, CleanAir, and Context Aware
dashboards have the following functions listed in Table 2-7.

Table 2-7 Icon Representation

Icon Description

The Dashlet Options icon enables you to customize and filter the data by using
variables and search options. For example, you can search the client count trends for
SSIDs, floor areas, controllers, specific autonomous APs, and so on.

The Refresh Dashlet icon enables you to automatically refresh the dashboard so that
it reflects the current network status.

The Detach Dashlet icon enables you to detach the dashlet.

in full view.

The Maximize Dashlet icon enables you to maximize the dashlet so that it is visible

not visible.

The collapse Dashlet icon enables you to minimize the dashlet so that the dashlet is
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Table 2-7 Icon Representation

Icon Description

The View in Chart icon enables you to view the dashlet in chart rather than table
form.

Ny

The View in Grid icon enables you to view the dashlet in a table rather than chart
form.

The primary form of navigation used in NCS is the menu located at the top of the NCS page.
Administrators can monitor and perform various tasks from this menu. This menu is an easy-access,
pop-up menu that provides quick access to the submenus that are associated with the primary menu.
Hover your mouse cursor over any menu title to access the associated menu. Clicking the menu title takes
you directly to the feature page. The following illustration is an example of the primary NCS menu (see
Figure 2-6).

Figure 2-6 NCS Primary Global Menu
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This section describes the menus and contains the following topics:
e Monitor Menu, page 2-23
e Configure Menu, page 2-24
e Services Menu, page 2-25
e Reports Menu, page 2-25
¢ Administration Menu, page 2-25

When you hover your mouse cursor over any of the five menu titles, a drop-down menu appears.

The Monitor menu provides you with a top-level description of your network devices. You can monitor
your network, maps, Google Earth maps, network devices (controllers, switches, access points, clients,
tags, chokepoints, Wi-Fi TDOA receivers), RRM, alarms, and events.

The following submenu options are available from the Monitor menu:
e Monitoring Devices

— Monitoring Controllers

Monitoring Switches

Monitoring Access Points

Monitoring RFID Tags
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Cisco Prime Network Control System Configuration Guide



Chapter 2

Getting Started |

[ | Understanding the NCS Home Page

— Monitoring Chokepoints

— Monitoring Interferers

— Monitoring WiFi TDOA Receivers
¢ Monitoring Radio Resource Management (RRM)
e Monitoring Clients and Users
e Monitoring Alarms and Events

— Monitoring Alarms

— Monitoring Events
e Monitoring Maps

— Monitoring Maps

— Monitoring Google Earth Maps

Configure Menu

The Configure menu enables you to configure templates, controllers, access points, switches,
chokepoints, Wi-Fi TDOA receivers, config groups, auto provisioning, scheduled configuration tasks,

profiles, ACS view servers, and TFTP servers on your network.
The following submenu options are available from the Configure drop-down menu:
¢ Configuring Devices
— Configuring Controllers
— Configuring Switches
— Configuring Unknown Devices
— Configuring Access Points
— Configuring Chokepoints
— Configuring Spectrum Experts
— Configuring Wi-Fi TDOA Receivers
e Configuring Scheduled Configuration Tasks
e Establishing Logging Options
e Configuring wIPS Profiles
e Configuring Templates
— Accessing the Controller Template Launch Pad
— Configuring Lightweight Access Point Templates
— Configuring Autonomous Access Point Templates
— Configuring Switch Location Configuration Templates
— Configuring Autonomous AP Migration Templates
e Configuring Controller Config Groups
e Configuring Servers
— Configuring ACS View Servers
— Configuring TFTP or FTP Servers
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The Services menu enables you to manage mobility services including mobility services engines and
Identity Service Engines.

The following submenu options are available from the Services drop-down menu:

e Mobility Services

Viewing Current Mobility Services

Synchronizing Services

Viewing Synchronization History

Viewing the Notifications Summary for Mobility Services

e Identity Services

The Reports menu provides the following submenu options:
e Report Launch Pad
e Managing Scheduled Run Results
e Managing Saved Report Templates

Administration Menu

The Administration menu enables you to schedule tasks like making a backup, checking a device status,
auditing your network, synchronizing the MSE, and so on. It also contains Logging to enable various
logging modules and specify restart requirements. For user administration such as changing passwords,
establishing groups, setting application security settings, and so on, choose AAA. From the
Administration Menu, you can also access the licensing information, set user preferences, and establish
high availability (a secondary backup device running NCS).

The following submenu options are available from the Administration drop-down menu:
e Performing Background Tasks
¢ Configuring a Virtual Domain
e Configuring Administrative Settings
e Managing Licenses
e Viewing Appliance Details
e Configuring AAA
e Establishing Logging Options
e Configuring High Availability

e Managing Licenses

[ oL-25451-02
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Global Toolbar

Tools

Help

The Global toolbar is always available at the bottom of the NCS page, providing instantaneous access to
the tools, NCS online Help system, and a summary of alarm notifications. Hover your mouse cursor over
the Help icon to access the available online Help (see Figure 2-7).

Hover your mouse cursor over the Alarms Browser to display the summarized Alarms page, with a list
of recent system alarms and the ability to filter for alarms of a specific nature. You can also drill down
for detailed information on individual alarms. For more information on Alarms, see the “Alarm
Summary” section on page 2-27.

Figure 2-7 Global Toolbar
Taos | € kel Al Browser | Alarm Summary @4 70 4 431
This section contains the following topics:
e Tools, page 2-26
e Help, page 2-26

The Tools menu provides access to the Voice Audit, Configuration Audit, and Migration Analysis
features of NCS.

The following submenu options are available from the Tools drop-down menu:
e Voice Audit
e Location Accuracy Tools
e Config Audit
e Migration Analysis
e TAC Case Attachment

The Help menu allows you to access online help, learning modules, submit feedback, and to verify the
current version of NCS. The Help icon is located in the bottom left corner of the Global Toolbar in the
NCS page. The Help provides quick access to the comprehensive online Help for NCS.

The following submenu options are available from the Help drop-down menu:

¢ Online Help—Enables you to view online Help. The online Help is context sensitive and opens
documentation for the NCS window that you currently have open.

e Learning Modules—Allows you to access short video clips of certain NCS features. To learn more
about Cisco NCS features and functionality, go to Cisco.com to watch multimedia presentations
about NCS configuration workflow, monitoring, troubleshooting, and more. Over future releases,
more overview and technical presentations will be added to enhance your learning.

e MSE Installation Guide—Provides links to the MSE installation section.

¢ Submit Feedback—Allows you to access a page where you can enter feedback about the NCS.

Cisco Prime Network Control System Configuration Guide
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e Help Us Improve Cisco Products—Allows you to enable and provide permission to automatic
collect data about how you and your organization use your Cisco wireless products, this data is
useful to improve product performance and usability. The data is automatically collected and sent
to Cisco in encrypted form. The data might contain information about your organization and it is not
be shared or used outside of Cisco.

~

Note To get the automated feedback enabled, you must configure your Mail Server Configuration by
choosing Administration > Settings > Mail Server Configuration.

e About Cisco NCS—Allows you to verify the version of NCS that you are running. It provides the
version, hostname, feature, AP limit, and type.

To verify the version of NCS, choose About Cisco NCS. The following information is displayed:
¢ Product Name
e Version Number
e Host Name
e Feature
e AP Limit
e License Type
e Copyright statement

Alarm Summary

Note

N

Note

When NCS receives an alarm message from a controller, it displays an alarm indicator at the bottom of
the NCS page (see Figure 2-8). Alarms indicate the current fault or state of an element that needs
attention, and they are usually generated by one or more events. The alarm can be cleared but the event
remains. The Critical (red), Major (orange) and Minor (yellow) alarms appear in the alarm dashboard,
left to right.

The Administration > Settings > Alarms page has a Hide Acknowledged Alarms check box that you must
unselect it if you want acknowledged alarms to appear in the NCS and alarms lists page. By default,
acknowledged alarms are not shown.

Figure 2-8 NCS Alarm Summary

& Took | € Hep Harmn Browser | Alarm Summary @ 73 7 1 0 699

Alarm counts are refreshed every 15 seconds.

Command Buttons

The NCS user interface uses a number of command buttons throughout its pages. The most common
command buttons are as follows:

e Apply—Applies the selected information
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¢ Delete—Deletes the selected information

e (Cancel—Cancels new information entered on the current page and returns to the previous page
e Save—Saves the current settings

e Audit—Discovers the present status of this access point

e Place AP—Audits the configuration of the selected entity by flagging the differences between NCS
database device configurations

Main Data Page

The main data page is determined by the required parameter information. Active areas on the data pages
include the following:

e Text boxes into which data might be entered

e Drop-down lists from which one of several options might be chosen

¢ Check boxes allow you to choose one or more items from the displayed list
¢ Radio buttons allow you to turn a parameter on or off

e Hyperlinks take you to other pages in the NCS user interface

Input text boxes are black text on a white background. When data is entered or selected, it is not sent to
the controller, but it is saved in the text box until you click Go.

Administrative Elements

The following provides information regarding the current NCS user:

e User—Indicates the username for the current NCS user. Click the User link to change the user
password. See the “Changing Password” section on page 15-87 for more information.

e Virtual Domain—Indicates the current virtual domain for this NCS user. See the “Configuring a
Virtual Domain” section on page 15-41 for more information.

A

Note To switch domain names, click the blue inverted triangle icon located at the right of the
virtual domain name to open the switch to another Virtual Domain page. Select the new
virtual domain radio button, and click Save. Your privileges are changed accordingly.

Icon  |Description

Click to access the NCS online help.

3 |Note The online Help provides information applicable to your current NCS version.

Click to update the data in the current NCS version.

Cisco Prime Network Control System Configuration Guide
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Icon Description

Click to access a print-friendly version of the current NCS.

= Note Click Print to print the current NCS version or Exit Print View to return to the
previous page.

Click to edit the dashboard or to add a new dashboard in NCS.

Customizing the NCS Home Page

NCS home page dashlets contain a default, predefined list of dashlets that you can customize. The
following customizations are possible in the NCS home page:

e Drag-and-drop dashlets

e Add or delete dashboards

e Reordering dashboards

¢ Renaming dashlets and dashboards

e Customize layout

~

Note  You can add or delete dashlets by selecting from the predefined list.

You can customize the home page with time-based or non-time-based interactive graphs which you can
display in grid or chart format (by clicking the appropriate icon). These graphs refresh automatically

within a predetermined time based on the default polling cycles of dependent tasks, or you can click the
Refresh dashlet icon to get the most current status. You can click the Enlarge Chart icon to enlarge the

graph in a separate page.

This section contains the following topics:
e Editing the NCS Home Page, page 2-29
¢ Adding Dashlets, page 2-30
¢ Adding a New Dashboard, page 2-32

Editing the NCS Home Page

To customize the NCS home page dashlets, follow these steps:

Step1  In the NCS home page, click & ~. The drop-down menu appears.
Click Add Dashlet to view a list of the available dashlets. Add the desired dashlet by clicking Add in

Step 2
the right column. The dashlet is added to the appropriate dashboard.

Step3  Click Apply.

Cisco Prime Network Control System Configuration Guide
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Adding Dashlets

Table 2-8 lists the default dashlet options you can add in your NCS home page.

Table 2-8 Default Dashlets

Dashlet

Description

AP Join Taken Time

Displays the access point name and the amount of
time (in days, minutes, and seconds) that it took
for the access point to join.

AP Threats/Attacks

Displays various types of access point threats and
attacks and indicates how many of each type have
occurred.

AP Uptime

Displays each access point name and amount of
time it has been associated.

Ad hoc Rogues

Displays ad hoc rogues for the previous hour,
previous 24 hours, and total active.

Cisco Wired IPS Events

Displays wired IPS events for the previous hour,
previous 24 hours, and total active.

Client

Displays the five most recent client alarms with
client association failures, client authentication
failures, client WEP key decryption errors, client
WPA MIC errors, and client exclusions.

Client Authentication Type

Displays the number of clients for each
authentication type.

Client Count

Displays the trend of associated and authenticated
client counts in a given period of time.

Client Distribution

Displays how clients are distributed by protocol,
EAP type, and authentication type.

Client EAP Type Distribution

Displays the count based on the EAP type.

Client Protocol Distribution

Displays the current client count distribution by
protocols.

Client Security Events

Displays client security events within the previous
24 hours including excluded client events, WEP
decrypt errors, WPA MIC errors, shunned clients,
and IPsec failures.

Client Traffic

Displays the trend of client traffic in a given time
period.

Client Troubleshooting

Allows you to enter a MAC address of a client and
retrieve information for diagnosing the client in
the network.

Clients Detected by Context Aware Service

Displays the client count detected by the context
aware service within the previous 15 minutes.

Controller CPU Utilization (%)

Displays the average, maximum, and minimum
CPU usage.

Controller Memory Utilization

Displays the average, maximum, and minimum
memory usage as a percentage for the controllers.
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Dashlet

Description

Coverage Areas

Displays the list coverage areas and details about
each coverage area.

Friendly Rogue APs

Displays friendly rogue access points for the
previous hour, previous 24 hours, and total active.

Guest Users Count

Displays Guest client count over a specified time.

Inventory Detail Status

Displays the Chart summarizing the status for the
following device types.

- Controllers

- Switches

- Autonomous APs
- Radios

- MSEs

Inventory Status

Displays the total number of client controllers and
the number of unreachable controllers.

LWAPP Uptime

Displays the access point name and the amount of
its uptime in days, minutes, and seconds.

Latest 5 Logged in Guest Users

Displays the most recent guest users to log in.

Mesh AP by Hop Count

Displays the APs based on hop count.

Mesh AP Queue Based on QoS

Displays the APs based on QoS.

Mesh Parent Changing AP

Displays the worst Mesh APs based on changing
parents.

Mesh Top Over Subscribed AP

Displays the considered over subscribed APs.

Mesh Worst Node Hop Count2-28

Displays the Worst AP node hop counts from the
root AP.

Mesh Worst Packet Error Rate

Displays the worst Mesh AP links based on the
packet error rates of the links.

Mesh Worst SNR Link

Displays the worst Mesh AP links based on the
SNR values of the links.

Most Recent AP Alarms

Displays the five most recent access point alarms.
Click the number in parentheses to open the
Alarms page which shows all alarms.

Most Recent Client Alarms

Displays the most recent client alarms.

Most Recent Mesh Alarms

Displays the most recent mesh alarms

Most Recent Security Alarms

Displays the five most recent security alarms.
Click the number in parentheses to open the
Alarms page.

Recent 5 Guest User Accounts

Displays the most recent guest user accounts
created or modified.
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Table 2-8 Default Dashlets (continued)

Dashlet

Description

Recent Alarms

Displays the five most recent alarms by default.
Click the number in parentheses to open the
Alarms page.

Recent Coverage Holes

Displays the recent coverage hole alarms listed by
access point.

Recent Malicious Rogue AP Alarms

Displays the recent malicious rogue AP alarms.

Recent Rogue Alarms

Displays the five most recent rogue alarms. Click
the number in parentheses to open the Alarms
page which shows the alarms.

Security Index

Displays the security index score for the wireless
network. The security index is calculated as part
of the 'Configuration Sync' background task.

Top APs by Client Count

Displays the Top APs by client count.

Unclassified Rogue APs

Displays unclassified rogue access points for the
previous hour, previous 24 hours, and total active.

Adding a New Dashboard

Step 1

To create a new dashboard, follow these steps:

Click ¥ + in NCS home page. The drop-down menu appears (see Figure 2-9).

Figure 2-9 Edit Dashboard
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Step2  Enter the name of the new dashboard you are creating, and click Add. The dashboard name you just
added appears in the Display Order list.

~

Note  Add is the only function that does not require a Save operation after its operation. If you click
X, Move Up, or Move Down, you must click Apply for the changes to be applied.

Step3  You can add dashlets to the new dashboard. For more information see the “Adding Dashlets” section on
page 2-30.

~

Note  If you want to return to the restored factory defaults as shown in Figure 2-8, click Reset to reset
to factory defaults.

Using the Search Feature

The enhanced NCS Search feature (see Figure 2-10) provides easy access to advanced search options
and saved searches. You can access the search options from any page within NCS making it easy to
search for a device or SSID (Service Set IDentifier).

Figure 2-10 NCS Search Feature
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The following searches are possible using NCS:
® Quick Search, page 2-33
e Advanced Search, page 2-34
e Saved Searches, page 2-46

Quick Search

For a quick search, you can enter a partial or complete IP address, MAC address, name, or SSID for
clients, alarms, access points, controllers, maps, tags, or rogue clients (see Figure 2-10).

~

Note  You can also enter a username if you are searching for a client.

To quickly search for a device, follow these steps:

Step 1 Enter the complete or partial IP address, device name, SSID, or MAC address of the device in the Search
text box (see Figure 2-11).

Cisco Prime Network Control System Configuration Guide
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Figure 2-11 Quick Search with Partial IP Address
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Step2  Click Search to display all devices that match the Quick Search parameter.

The search results display the matching item type, the number of items that match your search parameter,
and links to the list of matching results (see Figure 2-12). Click View List to view the matching devices
in the Monitor or Configuration pages.

Figure 2-12 Quick Search Results Advanced Search

~
Search Results x

Your search '9.1" matched following item(s), Please click on the “iew List' to access the matched items list under
either Monitor or Configuration

Itern Type Itemn Count Maritar Caonfiguration
Client 2 Wi List

AP 37 Wiew List Wiewy List
Controller 17 Wi List Wienw List
Alarm 64 Wign List

Footnotes

1. The search was performed ko match the entered text partially or Fully with either IP Address or MAC Address or Mame or 5510 as
applicable for different item types such as Clients, Alarms, Access Points, Controllers, Maps, Tags & Rogue Clients.
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Advanced Search

To perform a more specific search for a device in NCS, follow these steps:

Step1  Click Advanced Search located in the top right corner of NCS (see Figure 2-10).

Step2  In the New Search dialog, choose a category from the Search Category drop-down list (see Figure 2-13).
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Figure 2-13 Search Category Drop-Down List
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Click each of the following categories for more information.

Search categories include the following:

Sele

N

Note

Alarms

Access Points
Controller Licenses
Controllers
Switches

Clients
Chokepoints
Events

Interferers

Wi-Fi TDOA Receivers
Maps

Rogue Client
Shunned Client
Tags

ct all applicable filters or parameters for your search (see Figure 2-14).

Search parameters change depending on the selected category. The following pre-defined search
filters have been added in Release 6.0: Associated Clients, Authenticated Clients, Excluded
Clients, Probing Clients, All Clients, New Clients detected in last 24 hours, unauthenticated
clients, 2.4 GHz clients, and 5 GHz clients.
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Figure 2-14 New Search Fields
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Step4  Choose the number of items to display on the results page.
Step5  To save this search, select the Save Search check box and enter a name for the search in the text box.

Step6  When all filters and parameters are set, click Go.

Searching Alarms
You can configure the following parameters when performing an advanced search for alarms (see
Table 2-9).
Table 2-9 Search Alarms Fields
Field Options
Severity Choose All Severities, Critical, Major, Minor,

Warning, or Clear.

Alarm Category Choose All Types, Access Points, Controller,

Switches, Coverage Hole, Config Audit,

Mobility Service, Context Aware Notifications,

Interference, Mesh Links, Rogue AP, Adhoc

Rogue, Security, NCS, or Performance.

Condition Use the drop-down list to choose a condition.

Also, you can enter a condition by typing it in this

drop-down list.

Note If you have selected an alarm category,
this drop-down list would contain the
conditions available in that category.

Time Period Choose a time increment from Any Time to Last

7 days. The default is Any Time.
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Table 2-9 Search Alarms Fields (continued)
Field Options
Acknowledged State Select this check box to search for alarms with an

Acknowledged or Unacknowledged state. If this
check box is not selected, the acknowledged state
is not taken into search criteria consideration.

Assigned State Select this check box to search for alarms with an
Assigned or Unassigned state or by Owner Name.
If this check box is not selected, the assigned state
is not part of the search criteria.

Note If you choose Assigned State > Owner
Name, type the owner name in the
available text box.

N

Note  You can decide what information appears on the alarm search results page. See the “Configuring the
Search Results Display (Edit View)” section on page 2-46 for more information.

Searching Access Points

You can configure the following parameters when performing an advanced search for access points (see
Table 2-10).

Table 2-10 Search Access Points Fields

Field Options

Search By Choose All APs, Base Radio MAC, Ethernet
MAC, AP Name, IP Address, Controller Name,
Controller IP, All Unassociated APs, Floor
Area, Outdoor Area, Unassigned APs, or
Alarms.

Note  Search parameters might change
depending on the selected category. When
applicable, enter the additional parameter
or filter information to help identify the
Search By category. For example, when
you select Floor Area, you also must
identify its campus and building. Or, if
you select Alarms, you can search for
access points based on the severity of the
alarm.

AP Type Choose All Types, LWAPP, or Autonomous.

AP Mode Choose All Modes, Local, Monitor,
FlexConnect, Rogue Detector, Sniffer, Bridge,
or SE-Connect.

Cisco Prime Network Control System Configuration Guide
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Table 2-10 Search Access Points Fields (continued)

Field

Options

Radio Type

Choose All Radios, 802.11a, or 802.11b/g.

802.11n Support

Select this check box to search for access points
with 802.11n support.

OfficeExtend AP Enabled

Select this check box to search for OfficeExtend
access points.

CleanAir Support Select this check box to search for access points
which support CleanAir.
CleanAir Enabled Select this check box to search for access points

which support CleanAir and which are enabled.

Items per page

Configure the number of records to be displayed
in the search results page.

Note  You can decide what information appears on the access points search results page. See the “Configuring
the Search Results Display (Edit View)” section on page 2-46 for more information.

Searching Controller Licenses

You can configure the following parameters when performing an advanced search for controller licenses

(see Table 2-11).

Table 2-11 Search Controller Licenses Fields

Field

Options

Controller Name

Type the controller name associated with the
license search.

Feature Name

Choose All, Plus, or Base depending on the
license tier.

Type

Choose All, Demo, Extension, Grace Period, or
Permanent.

% Used or Greater

Choose the percentage of the license use from this
drop-down list. The percentages range from O to
100.

Items per page

Configure the number of records to be displayed
in the search results page.

See the “Managing Licenses” section on page 15-131 for more information on licenses and the License

Center.
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You can configure the following parameters when performing an advanced search for controllers (see

Table 2-12).

Table 2-12 Search Controllers Fields

Field

Options

Search for controller by

Choose All Controllers, IP Address, or
Controller Name.

Note  Search parameters might change
depending on the selected category. When
applicable, enter the additional parameter
or filter information to help identify the
Search By category.

Enter Controller IP Address

This text box appears only if you choose IP
Address from the Search for controller by
drop-down list.

Enter Controller Name

This text box appears only if you choose
Controller Name from the Search for controller by
drop-down list.

Audit Status

Choose one of the following from the drop-down
list:

o All Status

¢ Mismatch—Config differences were found
between the NCS and controller during the
last audit.

¢ Identical—No config differences were found
during the last audit.

¢ Not Available—Audit status is unavailable.

Items per page

Configure the number of records to be displayed
in the search results page.

)

Note  You can decide what information appears on the controllers search results page. See the “Configuring
the Search Results Display (Edit View)” section on page 2-46 for more information.

Searching Switches

You can configure the following parameters when performing an advanced search for switches (see

Table 2-13).

[ oL-25451-02
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Table 2-13 Search Switches Fields

Field Options

Search for Switches by |Choose All Switches, IP Address, or Switch Name. You can use wildcards

(*). For example, if you select IP Address and enter 172%, NCS returns all
switches that begin with IP address 172.

Items per page Configure the number of records to be displayed in the search results page.

You can decide what information displays on the client search results page. See the “Configuring the
Search Results Display (Edit View)” section on page 2-46 for more information.

Searching Clients

You can configure the following parameters when performing an advanced search for clients (see

Table 2-14).

Table 2-14 Search Clients Fields

Field Options

Media Type Choose All, Wireless Clients, or Wired Clients.

Wireless Type

Choose All, Lightweight or Autonomous
Clients if you chose Wireless Clients from the
Media Type list.

Search By

Choose All Clients, All Excluded Clients, All
Wired Clients, All Logged in Guests, IP
Address, User Name, MAC Address, Asset
Name, Asset Category, Asset Group, AP Name,
Controller Name, Controller IP, MSE IP, Floor
Area, Outdoor Area, Switch Name, or Switch

Type.

Note  Search parameters might change
depending on the selected category. When
applicable, enter the additional parameter
or filter information to help identify the
Search By category. For example, when
you select IP address, you must enter the
specific IP address for this search.

Clients Detected By

Choose NCS or MSEs.

Clients detected by the NCS—Clients stored in
NCS databases.

Clients detected by MSE—Clients located by
Context Aware service in the MSE directly
communicating with the controllers.

Client States

Choose All States, Idle, Authenticated,
Associated, Probing, or Excluded.

Posture Status

Choose All, Unknown, Passed, Failed if you
want to know if the devices are clean or not.
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Table 2-14 Search Clients Fields (continued)
Field Options
Restrict By Radio Band Select the check box to indicate a specific radio

band. Choose 5 GHz or 2.4 GHz from the
drop-down list.

Restrict By Protocol Select the check box to indicate a specific
protocol. Choose 802.11a, 802.11b, 802.11g,
802.11n, or Mobile from the drop-down list.

SSID Select the check box and choose the applicable
SSID from the drop-down list.

Profile Select the check box to list all of the clients
associated to the selected profile.

Note  Once the check box is selected, choose the
applicable profile from the drop-down
list.

CCX Compatible Select the check box to search for clients that are
compatible with Cisco Client Extensions.

Note  Once the check box is selected, choose the
applicable version, All Versions, or Not
Supported from the drop-down list.

E2E Compatible Select the check box to search for clients that are
end-to—end compatible.

Note  Once the check box is selected, choose the
applicable version, All Versions, or Not
Supported from the drop-down list.

NAC State Select the check box to search for clients
identified by a certain Network Admission
Control (NAC) state.

Note  Once the check box is selected, choose the
applicable state from the drop-down list:
Quarantine, Access, Invalid, and Not
Applicable.

Include Disassociated Select this check box to include clients that are no
longer on the network but for which the NCS has
historical records.

Items per page Configure the number of records to be displayed
in the search results page.

Note  You can decide what information appears on the client search results page. See the “Configuring the
Search Results Display (Edit View)” section on page 2-46 for more information.
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Searching Chokepoints

You can configure the following parameters when performing an advanced search for chokepoints (see

Table 2-15).
Table 2-15 Search Chokepoint Fields
Field Options
Search By Choose MAC Address or Chokepoint Name.

Note  Search parameters might change
depending on the selected category. When
applicable, enter the additional parameter
or filter information to help identify the
Search By category. For example, when
you select MAC address, you must enter
the specific MAC address for this search.

Searching Events

You can configure the following parameters when performing an advanced search for events (see
Table 2-16).

Table 2-16 Search Events Fields

Field Options

Severity Choose All Severities, Critical, Major, Minor,
Warning, Clear, or Info. Color coded.

Event Category Choose All Types, Access Points, Controller,
Security, Coverage Hole, Rogue AP, Adhoc
Rogue, Interference, Mesh Links, Client,
Mobility Service, Location Notifications, Pre
Coverage Hole, or NCS.

Condition Use the drop-down list to choose a condition.
Also, you can enter a condition by typing it in this
drop-down list.

Note If you selected an event category, this
drop-down list contains the conditions
available in that category.

Search All Events Configure the number of records to be displayed
in the search results page.

See the “Monitoring Rogue Alarm Events” section on page 5-113 for more information on events.

Searching Interferers

You can configure the following parameters when performing an advanced search for interferers detected
by access points (see Table 2-17).
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Table 2-17 Search SE-Detected Interferers Fields

Field

Options

Search By

Choose All Interferers, Interferer ID, Interferer Category,
Interferer Type, Affected Channel, Affected AP, Severity,
Power, or Duty Cycle.

Note  Search parameters might change depending on the
selected category. When applicable, enter the
additional parameter or filter information to help
identify the Search By category.

Detected By

Choose All Spectrum Experts or a specific spectrum expert
from the drop-down list.

Detected within the last

Choose the time range for the interferer detections. The times
range from 5 minutes to 24 hours to All History.

Interferer Status

From this drop-down list, choose All, Active, or Inactive.

Restrict by Radio Bands/Channels

Configure the search by radio bands or channels.

Items per page

Configure the number of records to be displayed in the search
results page.

You can decide what information appears on the SE-detected interferers search results page. See the
“Configuring the Search Results Display (Edit View)” section on page 2-46 for more information.

Searching AP-Detected Interferers

Note

You can configure the following parameters when performing an advanced search for interferers detected

by access points (see Table 2-18).

Table 2-18 Search AP-Detected Interferers Fields

Field Options

Search By Choose All Interferers, Interferer ID, Interferer Type, Affected

Channel, Severity, Duty Cycle, or Location.

Note  Search parameters might change depending on the selected
category. When applicable, enter the additional parameter or
filter information to help identify the Search By category.

Detected within the last Choose the time range for the interferer detections. The times range

from 5 minutes to 24 hours to All History.

Active Interferers Only Select the check box to only include active interferers in your search.

You can decide what information appears on the AP-detected interferers search results page. See the
“Configuring the Search Results Display (Edit View)” section on page 2-46 for more information.
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Searching Wi-Fi TDOA Receivers

You can configure the following parameters when performing an advanced search for Wi-Fi TDOA
receivers (see Table 2-19).

Table 2-19 Search Wi-Fi TDOA Receivers Fields

Field Options
Search By Choose MAC Address or Wi-Fi TDOA Receivers Name.

Note  Search parameters might change depending on the selected
category. When applicable, enter the additional parameter or filter
information to help identify the Search By category.

Searching Maps

You can configure the following parameters when performing an advanced search for maps (see
Table 2-20).

Table 2-20 Search Map Fields

Field Options

Search for Choose All Maps, Campuses, Buildings, Floor Areas, or
Outdoor Areas.

Map Name Search by Map Name. Enter map name in the text box.

Items per page Configure the number of records to be displayed in the search

results page.

~

Note  You can decide what information appears on the maps search results page. See the “Configuring the
Search Results Display (Edit View)” section on page 2-46 for more information.

See the “Information About Maps” section on page 4-2 for more information on maps.

Searching Rogue Clients

You can configure the following parameters when performing an advanced search for rogue clients (see

Table 2-21).

Table 2-21 Search Rogue Client Fields

Field Options

Search for clients by Choose All Rogue Clients, MAC Address, Controller, MSE,
Floor Area, or Outdoor Area.

Cisco Prime Network Control System Configuration Guide
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Table 2-21 Search Rogue Client Fields (continued)

Field Options

Search In Choose MSEs or NCS Controllers.

Status Select the check box and choose Alert, Contained, or Threat from
the drop-down list to include status in the search criteria.

See the “Rogue Access Points, Ad hoc Events, and Clients” section on page 3-9 for more information
on rogue clients.

Searching Shunned Clients

N

Note  When a Cisco IPS sensor on the wired network detects a suspicious or threatening client, it alerts the
controller to shun this client.

You can configure the following parameters when performing an advanced search for shunned clients
(see Table 2-22).

Table 2-22 Search Shunned Client Fields

Field Options
Search By Choose All Shunned Clients, Controller, or IP Address.

Note  Search parameters might change depending on the
selected category. When applicable, enter the
additional parameter or filter information to help
identify the Search By category.

Searching Tags

You can configure the following parameters when performing an advanced search for tags (see
Table 2-23).

Table 2-23 Search Tags Fields

Field Options

Search for tags by Choose All Tags, Asset Name, Asset Category,
Asset Group, MAC Address, Controller, MSE,
Floor Area, or Outdoor Area.

Note  Search parameters might change
depending on the selected category. When
applicable, enter the additional parameter
or filter information to help identify the
Search By category.

Search In Choose MSEs or NCS Controllers.

Cisco Prime Network Control System Configuration Guide
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Table 2-23 Search Tags Fields (continued)

Field

Options

Last detected within

Choose a time increment from 5 minutes to 24
hours. The default is 15 minutes.

Tag Vendor

Select the check box and choose Aeroscout, G2,
PanGo, or WhereNet.

Telemetry Tags only

Select the Telemetry Tags only check box to
search tags accordingly.

Items per page

Configure the number of records to be displayed
in the search results page.

Saved Searches

N

Note

Step 1
Step 2
Step 3
Step 4
Step 5

The Saved Search feature enables you to access and run any previously saved search (see Figure 2-15).

When saving a search, you must assign a unique name to the search. Saved searches apply only to the

current partition.

Figure 2-15 Saved Search Page
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=
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To access and run a saved search, follow these steps:

Click Saved Search.

Choose a category from the Search Category drop-down list.

Choose a saved search from the Saved Search List drop-down list.

If necessary, change the current parameters for the saved search.

Click Go.

Configuring the Search Results Display (Edit View)

The Edit View page (see Figure 2-16) enables you to choose which columns appear on the Search Results

page.
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Figure 2-16 Edit View Page
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Column names appear in one of the following lists:
e Hide Information—Lists columns that do not appear in the table. The Hide button points to this list.
e View Information—Lists columns that do appear in the table. The Show button points to this list.

To display a column in a table, click it in the Hide Information list, then click Show. To remove a column
from a table, click it in the View Information list, then click Hide. You can select more than one column
by holding down the shift or control key.

To change the position of a column in the View Information list, click it, then click Up or Down. The
higher a column is in the list, the farther left it appears in the table.

The following command buttons appear in the Edit View page:
e Reset—Sets the table to the default display.
¢ Show—Moves the highlighted columns from the Hide Information list to the View Information list.
e Hide—Moves the highlighted columns from the View Information list to the Hide Information list.
e Up—Moves the highlighted columns upward in the list (further to the left in the table).
e Down—Moves the highlighted columns downward in the list (further to the right in the table).
e Submit—Saves the changes to the table columns and returns to the previous page.

e (Cancel—Undoes the changes to the table columns and returns to the previous page.
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CHAPTER

Configuring Security Solutions

This chapter describes the security solutions for wireless LANs. It contains the following sections:
e Cisco Unified Wireless Network Solution Security, page 3-1
e Interpreting the Security Dashboard, page 3-4
e Rogue Access Points, Ad hoc Events, and Clients, page 3-9
e Rogue Access Point Location, Tagging, and Containment, page 3-13
e Security Overview, page 3-20
e Switch Port Tracing, page 3-28

e Using the NCS to Convert a Cisco Unified Wireless Network Solution from Layer 3 to Layer 2
Mode, page 3-29

e Configuring a Firewall for the NCS, page 3-30

e Access Point Authorization, page 3-30

e Management Frame Protection (MFP), page 3-31

e Configuring Intrusion Detection Systems (IDS), page 3-33
e Configuring IDS Signatures, page 3-33

e Enabling Web Login, page 3-41

e Certificate Signing Request (CSR) Generation, page 3-44

Cisco Unified Wireless Network Solution Security

The Cisco Unified Wireless Network Solution bundles potentially complicated Layer 1, Layer 2, and
Layer 3 802.11 access point security components into a simple policy manager that customizes
system-wide security policies on a per wireless LAN basis. It provides simple, unified, and systematic
security management tools.

One of the challenges to wireless LAN deployment in the enterprise is Wired Equivalent Privacy (WEP)
encryption, which is a weak standalone encryption method. A more recent problem is the availability of
low-cost access points that can be connected to the enterprise network and used to mount
man-in-the-middle and denial of service attacks. Also, the complexity of add-on security solutions has
prevented many IT managers from embracing the benefits of the latest advances in wireless LAN
security.

This section contains the following topics:
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e Layer 1 Solutions
e Layer 2 Solutions
e Layer 3 Solutions
¢ Single Point of Configuration Policy Manager Solutions

¢ Rogue Access Point Solutions

Layer 1 Solutions

The Cisco Unified Wireless Network Solution operating system security solution ensures that all clients
gain access within an operator-set number of attempts. Should a client fail to gain access within that
limit, it is automatically excluded (blocked from access) until the operator-set timer expires. The
operating system can also disable SSID broadcasts on a per wireless LAN basis.

Layer 2 Solutions

If a higher level of security and encryption is required, the network administrator can also implement
industry-standard security solutions such as 802.1X dynamic keys with Extensible Authentication
Protocol (EAP) or Wi-Fi Protected Access (WPA) dynamic keys. The Cisco Unified Wireless Network
Solution WPA implementation includes Advanced Encryption Standard (AES), Temporal Key Integrity
Protocol + message integrity code checksum (TKIP + Michael MIC) dynamic keys, or static WEP keys.
Disabling is also used to automatically block Layer 2 access after an operator-set number of failed
authentication attempts.

Regardless of the wireless security solution selected, all Layer 2 wired communications between
controllers and access points are secured by passing data through Lightweight Access Point Protocol
(LWAPP) tunnels.

Layer 3 Solutions

The WEP problem can be further solved using industry-standard Layer 3 security solutions such as
Virtual Private Networks (VPNs).

The Cisco Unified Wireless Network Solution supports local and RADIUS Media Access Control
(MAC) filtering. This filtering is best suited to smaller client groups with a known list of 802.11 access
card MAC addresses. The Cisco Unified Wireless Network Solution also supports local and RADIUS
user/password authentication. This authentication is best suited to small to medium client groups.

Single Point of Configuration Policy Manager Solutions

When the Cisco Unified Wireless Network Solution is equipped with Cisco NCS, you can configure
system-wide security policies on a per wireless LAN basis. Small office, home office (SOHO) access
points force you to individually configure security policies on each access point or use a third-party
appliance to configure security policies across multiple access points. Because the Cisco Unified
Wireless Network Solution security policies can be applied across the whole system from the NCS,
errors can be eliminated, and the overall effort is greatly reduced.
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Rogue Access Point Solutions

This section describes security solutions for rogue access points and contains the following topics:
e Rogue Access Point Challenges, page 3-3
e Tagging and Containing Rogue Access Points, page 3-3

e Securing Your Network Against Rogue Access Points, page 3-3

Rogue Access Point Challenges

Rogue access points can disrupt wireless LAN operations by hijacking legitimate clients and using plain
text, other denial of service, or man-in-the-middle attacks. That is, a hacker can use a rogue access point
to capture sensitive information, such as passwords and usernames. The hacker can then transmit a series
of clear-to-send (CTS) frames, which mimics an access point informing a particular wireless LAN client
adapter to transmit and instructing all others to wait. This scenario results in legitimate clients being
unable to access the wireless LAN resources. Thus, wireless LAN service providers have a strong
interest in banning rogue access points from the air space.

The operating system security solution uses the Radio Resource Management (RRM) function to
continuously monitor all nearby access points, automatically discover rogue access points, and locate
them as described in the “Tagging and Containing Rogue Access Points” section on page 3-3.

Tagging and Containing Rogue Access Points

When the Cisco Unified Wireless Network Solution is monitored using the NCS, the NCS generates the
flags as rogue access point traps and displays the known rogue access points by MAC address. The
operator can then display a map showing the location of the access points closest to each rogue access
point. The next step is to mark them as Known or Acknowledged rogue access points (no further action),
Alert rogue access points (watch for and notify when active), or Contained rogue access points (have
between one and four access points discourage rogue access point clients by sending the clients
deauthenticate and disassociate messages whenever they associate with the rogue access point).

Securing Your Network Against Rogue Access Points

You can secure your network against any rogue access points and disallow access point attacks for those
access points not defined in the MAC filter list.

To set up MAC filtering, follow these steps:

Step 1 Choose Configure > Controllers.
Step2  Click the IP address for which you want to enter MAC filters.
Step3  Choose Security > AAA > MAC Filtering from the left sidebar menu. The MAC Filtering page appears
(see Figure 3-1).
Cisco Prime Network Control System Configuration Guide
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Step 4

Step 5

Figure 3-1 MAC Filtering Page
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The RADIUS compatibility mode, MAC delimiter, MAC address, profile name, interface, and
description appears.

If you want to set the same configuration across multiple devices, you can choose Add MAC Filter from
the Select a command drop-down list, and click Go. If a template exists, you can apply it. If you need to
create a template, you can click the URL to get redirected to the template creation page.

~

Note  The ability to join a controller without specification within a MAC filter list is only supported
on mesh access points.

To make changes to the profile name, interface, or description, click a specific MAC address in the MAC
Address column.

Interpreting the Security Dashboard

Because unauthorized rogue access points are inexpensive and readily available, employees sometimes
plug them into existing LANs and build ad hoc wireless networks without IT department knowledge or
consent. These rogue access points can be a serious breach of network security because they can be
plugged into a network port behind the corporate firewall. Because employees generally do not enable
any security settings on the rogue access point, it is easy for unauthorized users to use the access point
to intercept network traffic and hijack client sessions. Even more alarming, wireless users frequently
publish insecure access point locations, increasing the odds of having the enterprise security breached.

Rather than having a person with a scanner manually detect rogue access points, the Cisco Unified
Wireless Network Solution automatically collects information on rogue access points detected by its
managed access points (by MAC and IP address) and allows the system operator to locate, tag, and
contain them. It can also be used to discourage rogue access point clients by sending them deauthenticate
and disassociate messages from one to four access points.

For a summary of existing events and the security state of the network, click the Security dashboard
from the NCS home page. Figure 3-2 shows the security dashboard and different dashlets.
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Figure 3-2 Security Dashboard
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This section describes the Security dashboard, dashlets and contains the following topics:
e Security Index, page 3-5

e Malicious Rogue Access Points, page 3-6

¢ Adhoc Rogues, page 3-6

e CleanAir Security, page 3-7

¢ Unclassified Rogue Access Points, page 3-7

e Friendly Rogue Access Points, page 3-8

e Access Point Threats or Attacks, page 3-8

e MFP Attacks, page 3-9

e Attacks Detected, page 3-9

You can customize the order of information you want the Security dashboard to display. You can move
the dashlets to change the order. Use the Edit Dashlet icon to customize the information displayed in the
dashlet. You can change the dashlet title, enable refresh, and set the refresh time interval using the Edit
Dashlet icons.

Security Index

The Security Index dashlet indicates the security of the NCS managed network, and it is calculated as
part of daily background tasks. It is calculated by assigning weight to the various security configurations
and displaying it in visual form. The combined weighting can vary from O to 100 where O signifies the
least secured and 100 is the maximum secured. The weighting comes from the lowest scoring controller
and the lowest scoring Location Server/Mobility Service Engine related security configurations that are
maintained within the NCS itself. The Security Index of the NCS managed network is equal to the lowest
scoring controller plus the lowest scoring Location Service/Mobility Service Engine.

The security thermometer color range is represented as follows:
e Above or equal to 80 - Green
e Below 80 but greater than or equal to 60 - Yellow
e Below 60 - Red

Cisco Prime Network Control System Configuration Guide
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S
Note  Guest WLANS are excluded from the WLANs. A WLAN that has web authentication or web
passthrough enabled is identified as a guest WLAN.

The security index of the latest release is the benchmark for the required security configurations. For
example, if AES encryption was not present in an earlier version of code, the index is reduced by the
number associated with the AES encryption security configuration. Likewise, if new security
configurations are introduced, the weighting would be altered.

~

Note  The configurations stored in the NCS might not be the latest with the ones in the controllers
unless the Refresh from Controller command is run from the NCS. You can run Security Index
calculations from the Configuration Sync task to get the latest configuration data from all the
controllers. See the “Performing a Configuration Sync” section on page 15-10 for steps on
enabling the security index.

Malicious Rogue Access Points

Note

Adhoc Rogues

This dashlet provides information on rogue access points that are classified as Malicious. Table 3-1
describes the various parameters. For each of these parameters, a value is provided for last hour, last 24
hours, and total active. If you click an underlined number in any of the time period categories, a page
with further information appears.

Malicious access points are detected as untrusted or unknown access points with a malicious intent
within the system. They also refer to access points that fit the user-defined malicious rules or have been
manually moved from the friendly access point classification.

Table 3-1 Malicious Rogue AP Details
Field Description
Alert Indicates the number of rogues in an alert state.

Note  An access pointis moved to Alert if it is not on the neighbor
list or part of the user-configured Friendly AP list.

Contained Indicates the number of contained rogues.
Threat Indicates the number of threat rogues.
Contained Pending Indicates the number of contained rogues pending.

Note Contained Pending indicates that the containment action is
delayed due to unavailable resources.

The Adhoc Rogues dashlet displays the rogues that have occurred in the last hour, last 24 hours, and the
total active. Table 3-2 describes the various parameters. If you click the number in any of these columns,
a page with further information appears.
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Note  The Adhoc Rogue state is displayed as Alert when first scanned by the controller or as Pending
when operating system identification is underway.

Table 3-2 Ad hoc Rogues
Field Description
Alert Indicates the number of ad hoc rogues in an alert state.
Note  An access point is moved to Alert if it is not on the neighbor
list or part of the user-configured Friendly AP list.
Contained Indicates the number of contained rogues.
Threat Indicates the number of threat rogues.
Contained Pending Indicates the number of contained rogues pending.
Note  Contained pending indicates that the containment action is
delayed due to unavailable resources.
CleanAir Security

This dashlet provides information on CleanAir security and provides information about the security-risk
devices active during the last hour, 24 hours, and Total Active security-risk devices on the wireless
network.

The following information is displayed:
e Severity
e Failure Source
e Owner
e Date/Time
e Message
e Acknowledged

To learn more about the security-risk interferers, see the “Monitoring CleanAir Security Alarms” section
on page 5-144.

Unclassified Rogue Access Points

Table 3-3 describes the unclassified rogue access point parameters. For each of these parameters, a value
is provided for last hour, last 24 hours, and total active. If you click an underlined number in any of the
time period categories, a page with further information appears.

~
Note  An unclassified rogue access point refers to a rogue access point that is not classified as either

malicious or friendly. These access points can be contained and can be moved manually to the
friendly rogue access point list.
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Table 3-3 Unclassified Rogue Access Points
Field Description
Alert Number of unclassified rogues in alert state. Rogue access point

radios appear as Alert when first scanned by the controller or as
Pending when operating system identification is underway.

Contained

Number of contained unclassified rogues.

Contained Pending

Number of contained unclassified rogues pending.

Friendly Rogue Access Points

Note

This dashlet provides information on rogue access points that are classified as friendly. Table 3-4
describes the various parameters. For each of these parameters, a value is provided for last hour, last 24
hours, and total active. If you click an underlined number in any of the time period categories, a page

with further information appears.

Friendly rogue access points are known, acknowledged, or trusted access points. They also refer to
access points that fit the user-defined friendly rogue access point rules. Friendly rogue access points

cannot be contained.

Table 3-4 Friendly Rogue AP Details
Field Description
Alert Indicates the number of rogues in an alert state.

Note  An access point is moved to Alert if it is not on the neighbor
list or part of the user-configured Friendly AP list.

Internal Indicates the number of internal access points.
Note Internal indicates that the detected access point is inside the
network and has been manually configured as Friendly -
Internal.
External Indicates the number of external access points.

Note  External indicates that the detected access point is outside
of the network and has been manually configured as
Friendly - External.

Access Point Threats or Attacks

Table 3-5 describes the AP Threats or Attacks parameters. For each of these parameters, a value is
provided for last hour, last 24 hours, and total active. If you click an underlined number in any of the

time period categories, a page with further information appears.
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Table 3-5 AP Threats/Attacks

Field Description

Fake Attacks Number of fake attacks.

AP Missing Number of missing access points.

AP Impersonation Number of access point impersonations.

AP Invalid SSID Number of invalid access point SSIDs.

AP Invalid Preamble Number of invalid access point preambles.

AP Invalid Encryption Number of invalid access point encryption.

AP Invalid Radio Policy Number of invalid access point radio policies.
Denial of Service (NAV related) |Number of Denial of Service (NAV related) request.
AP Detected Duplicate IP Number of detected duplicate access point IPs.

MFP Attacks

A value is provided for Infrastructure and client MFP attacks in the last hour, last 24 hours, and total
active. If you click an underlined number in any of the time period categories, a page with further
information appears.

Attacks Detected

A value is provided for wIPS Denial of Service and wIPS Security Penetration attacks and custom
signature attacks for the past hour, past 24 hours, and total active. If you click an underline number in
any of the time period categories, a page with further information appears.

Recent Rogue AP Alarms

A value is provided for the five most recent rogue alarms. Click the number in parentheses to access the
Alarms page. Then click an item under MAC address to view alarm details.

Recent Adhoc Rogue Alarm

Displays the five most recent ad hoc rogue alarms. Click the number in parentheses to access the Alarms
page. Click an item under MAC address to view ad hoc details.

Most Recent Security Alarms

Displays the five most recent security alarms. Click the number in parentheses to access the Alarms
page.

Rogue Access Points, Ad hoc Events, and Clients

This section describes security solutions for rogue devices. A rogue device is an unknown access point
or client that is detected by managed access points in your network.

Cisco Prime Network Control System Configuration Guide
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Note

Controllers continuously monitor all nearby access points and automatically discover and collect
information on rogue access points and clients. When a controller discovers a rogue access point, it uses
the Rogue Location Discovery Protocol (RLDP) to determine if the rogue is attached to your network.

The NCS consolidates all of the rogue access point data of the controller.

You can configure controllers to use RLDP on all access points or only on access points configured for
monitor (listen-only) mode. The latter option facilitates automated rogue access point detection in a
crowded RF space, allowing monitoring without creating unnecessary interference and without affecting
regular data access point functionality. If you configure a controller to use RLDP on all access points,
the controller always chooses the monitor access point for RLDP operation if a monitor access point and
a local (data) access point are both nearby. If RLDP determines that the rogue is on your network, you
can choose to either manually or automatically contain the detected rogue.

This section contains the following topics:
¢ C(lassifying Rogue Access Points, page 3-10
¢ Rogue Access Point Classification Types, page 3-11
¢ Adhoc Rogue, page 3-13

Classifying Rogue Access Points

Note

Classification and reporting of rogue access points occurs through the use of rogue states and
user-defined classification rules that enable rogues to automatically move between states. You can create
rules that enable the controller to organize and display rogue access points as Friendly, Malicious, or
Unclassified.

The NCS consolidates all of the rogue access point data of the controller.

By default, none of the classification rules are enabled. Therefore, all unknown access points are
categorized as Unclassified. When you create a rule, configure conditions for it, and enable the rule, the
unclassified access points are reclassified. Whenever you change a rule, it is applied to all access points
(friendly, malicious, and unclassified) in the Alert state only.

Rule-based rogue classification does not apply to ad hoc rogues and rogue clients.

The 5500 series controllers support up to 2000 rogues (including acknowledged rogues); the 4400 series
controllers, Cisco WiSM, and Catalyst 3750G Integrated Wireless LAN Controller Switch support up to
625 rogues; and the 2100 series controllers and Controller Network Module for Integrated Services
Routers support up to 125 rogues. Each controller limits the number of rogue containments to three per
radio (or six per radio for access points in monitor mode).

When the controller receives a rogue report from one of its managed access points, it responds as
follows:

1. The controller verifies that the unknown access point is in the friendly MAC address list. If it is, the
controller classifies the access point as Friendly.
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If the unknown access point is not in the friendly MAC address list, the controller starts applying
rogue classification rules.

If the rogue is already classified as Malicious, Alert or Friendly, Internal or External, the controller
does not reclassify it automatically. If the rogue is classified differently, the controller reclassifies it
automatically only if the rogue is in the Alert state.

The controller applies the first rule based on priority. If the rogue access point matches the criteria
specified by the rule, the controller classifies the rogue according to the classification type
configured for the rule.

If the rogue access point does not match any of the configured rules, the controller classifies the
rogue as Unclassified.

The controller repeats the previous steps for all rogue access points.

If RLDP determines that the rogue access point is on the network, the controller marks the rogue
state as Threat and classifies it as Malicious automatically, even if no rules are configured. You can
then manually contain the rogue (unless you have configured RLDP to automatically contain the
rogue), which would change the rogue state to Contained. If the rogue access point is not on the
network, the controller marks the rogue state as Alert, and you can manually contain the rogue.

If desired, you can manually move the access point to a different classification type and rogue state.

As mentioned previously, the controller can automatically change the classification type and rogue state
of an unknown access point based on user-defined rules, or you can manually move the unknown access
point to a different classification type and rogue state. Table 3-6 shows the allowable classification types
and rogue states from and to which an unknown access point can be configured.

Table 3-6 Allowable Classification Type and Rogue State Transitions
From To
Friendly (Internal, External, Alert) Malicious (Alert)
Friendly (Internal, External, Alert) Unclassified (Alert)
Friendly (Alert) Friendly (Internal, External)
Malicious (Alert, Threat) Friendly (Internal, External)
Malicious (Contained, Contained Pending) Malicious (Alert)
Unclassified (Alert, Threat) Friendly (Internal, External)
Unclassified (Contained, Contained Pending) Unclassified (Alert)
Unclassified (Alert) Malicious (Alert)

If the rogue state is Contained, you have to uncontain the rogue access point before you can change the
classification type. If you want to move a rogue access point from Malicious to Unclassified, you must
delete the access point and allow the controller to reclassify it.

Rogue Access Point Classification Types

Rogue access points classification types include the following:

Malicious—Detected but untrusted or unknown access points with a malicious intent within the
system. They also refer to access points that fit the user-defined malicious rules or have been
manually moved from the friendly access point classification. See the “Malicious Rogue Access
Points” section on page 3-6 for more information.
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e Friendly—Known, acknowledged, or trusted access points. They also refer to access points that fit
the user-defined friendly rogue access point rules. Friendly rogue access points cannot be contained.
See the “Friendly Rogue APs” section on page 3-12 for more information. For more information on
configuring friendly access point rules, see the “Configuring a Friendly Access Point Template™
section on page 10-87.

e Unclassified—Rogue access point that are not classified as either malicious or friendly. These
access points can be contained and can be moved manually to the friendly rogue access point list.
See the “Unclassified Rogue APs” section on page 3-13 for more information.

Malicious Rogue APs

Malicious rogue access points are detected but untrusted or unknown access points with a malicious
intent within the system. They also refer to access points that fit the user-defined malicious rules or have
been manually moved from the friendly access point classification.

The Security dashboard of the NCS home page displays the number of malicious rogue access points for
each applicable state for the past hour, the past 24 hours, and the total number of active malicious rogue
access points.

Malicious rogue access point states include the following:

e Alert—Indicates that the access point is not on the neighbor list or part of the user-configured
Friendly AP list.

¢ Contained—The unknown access point is contained.

e Threat—The unknown access point is found to be on the network and poses a threat to WLAN
security.

¢ Contained Pending—Indicates that the containment action is delayed due to unavailable resources.
e Removed—This unknown access point was seen earlier but is not seen now.

Click an underlined number in any of the time period categories for detailed information regarding the
malicious rogue access points. See the “Monitoring Rogue Access Points” section on page 5-91 for more
information.

Friendly Rogue APs

Friendly rogue access points are known, acknowledged or trusted access points. They also refer to access
points that fit the user-defined friendly rogue access point rules. Friendly rogue access points cannot be
contained.

The Security dashboard of the NCS home page displays the number of friendly rogue access points for
each applicable state for the past hour, the past 24 hours, and the total number of active friendly rogue
access points.

Friendly rogue access point states include the following:

e Internal—If the unknown access point is inside the network and poses no threat to WLAN security, you
would manually configure it as Friendly, Internal. For example, the access points in your lab network.

e External—If the unknown access point is outside the network and poses no threat to WLAN security,
you would manually configure it as Friendly, External. For example, the access points belonging to a
neighboring coffee shop.

e Alert—The unknown access point is not on the neighbor list or part of the user-configured Friendly
AP list.
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Click an underlined number in any of the time period categories for detailed information regarding the
friendly rogue access points. See the “Monitoring Rogue Access Points” section on page 5-91 for more
information.

Unclassified Rogue APs

Adhoc Rogue

An unclassified rogue access point refers to a rogue access point that is not classified as either malicious
or friendly. These access points can be contained and can be moved manually to the friendly rogue access
point list.

The Security dashboard of the NCS home page displays the number of unclassified rogue access points
for each applicable state for the past hour, the past 24 hours, and the total number of active unclassified
rogue access points.

Unclassified rogue access point states include the following:

¢ Pending—On first detection, the unknown access point is put in the Pending state for 3 minutes. During
this time, the managed access points determine if the unknown access point is a neighbor access point.

e Alert—The unknown access point is not on the neighbor list or part of the user-configured Friendly
AP list.

¢ Contained—The unknown access point is contained.

¢ Contained Pending—The unknown access point is marked Contained, but the action is delayed due to
unavailable resources.

Click an underlined number in any of the time period categories for further information. See the
“Monitoring Rogue Access Points” section on page 5-91.

If the MAC address of a mobile client operating in a ad hoc network is not in the authorized MAC address
list, then it is identified as an ad hoc rogue.

Rogue Access Point Location, Tagging, and Containment

When the Cisco Unified Wireless Network Solution is monitored using the NCS, the NCS generates the
flags as rogue access point traps and displays the known rogue access points by MAC address. The
operator can then display a map showing the location of the access points closest to each rogue access
point. The next step is to mark them as Known or Acknowledged rogue access points (no further action),
Alert rogue access points (watch for and notify when active), or Contained rogue access points (have
between one and four access points discourage rogue access point clients by sending the clients
deauthenticate and disassociate messages whenever they associate with the rogue access point).

This built-in detection, tagging, monitoring, and containment capability enables system administrators
to take the appropriate action:

¢ Locate rogue access points.
e Receive new rogue access point notifications, eliminating hallway scans.
e Monitor unknown rogue access points until they are eliminated or acknowledged.

e Determine the closest authorized access point, making directed scans faster and more effective.
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Contain rogue access points by sending their clients deauthenticate and disassociate messages from
one to four access points. This containment can be done for individual rogue access points by MAC
address or can be mandated for all rogue access points connected to the enterprise subnet.

Tag rogue access points:

— Acknowledge rogue access points when they are outside of the LAN and do not compromise the
LAN or wireless LAN security.

— Accept rogue access points when they do not compromise the LAN or wireless LAN security.
— Tag rogue access points as unknown until they are eliminated or acknowledged.

— Tag rogue access points as contained and discourage clients from associating with the rogue
access points by having between one and four access points transmit deauthenticate and
disassociate messages to all rogue access point clients. This function applies to all active
channels on the same rogue access point.

This section contains the following topics:

Detecting Access Points on a Network, page 3-14

Viewing Rogue Access Points by Controller, page 3-15

Detecting Access Points on a Network

Step 1

Step 2

Step 3
Step 4

Use the Detecting Access Points feature to view information about the Cisco lightweight access points
that are detecting a rogue access point.

To access the Rogue AP Alarms details page, follow these steps:

To display the Rogue AP Alarms page, do one of the following:

Perform a search for rogue APs. See the “Using the Search Feature” section on page 2-33 for more
information about the search feature.

In the NCS home page, click the Security dashboard. This page displays all the rogue access points
detected in the past hour and the past 24 hours. Click the rogue access point number to view the
rogue access point alarms.

Click the Malicious AP number link in the dashlet.

In the Rogue AP Alarms page, click the Rogue MAC Address for the applicable rogue access point. The
Rogue AP Alarms details page displays.

From the Select a command drop-down list, choose View Detecting AP on Network.
Click Go.
Click a list item to display data about that item:

AP Name
Radio
Detecting AP Location

SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

Channel Number—The channel on which the rogue access point is broadcasting.
WEP—Enabled or disabled.
WPA—Enabled or disabled.
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Pre-Amble—Long or short.

RSSI—Received signal strength indicator in dBm.
SNR—Signal-to-noise ratio.

Containment Type—Type of containment applied from this access point.

Containment Channels—Channels that this access point is currently containing.

Viewing Rogue Access Points by Controller

Step 1

Step 2

Step 3
Step 4

Use the Detecting Access Points feature to view information about the rogue access points by controller.

To access the Rogue AP Alarms details page, follow these steps:

To display the Rogue AP Alarms page, do one of the following:

Perform a search for rogue APs. See the “Using the Search Feature” section on page 2-33 for more
information about the search feature.

In the NCS home page, click the Security dashboard. This page displays all the rogue access points
detected in the past hour and the past 24 hours. Click the rogue access point number to view the
rogue access point alarms.

Click the Malicious AP number link in the dashlet.

In the Rogue AP Alarms page, click the Rogue MAC Address for the applicable rogue access point. The
Rogue AP Alarms details page displays.

From the Select a command drop-down list, choose View AP Details by Controller.
Click Go.
Click a list item to display data about that item:

Controller IP Address
Detecting AP Name
Radio

Detecting AP Location

SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

Channel Number—The channel on which the rogue access point is broadcasting.
RSSI—Received Signal Strength Indicator in dBm.
Classification—Indicates if the rogue AP classification.

State—Indicates the state of the alarm. Possible states vary depending on the classification type of
rogue access point. See the “Rogue Access Point Classification Types” section on page 3-11 for
additional information.

On Network—Whether it belongs to this network “Yes” or “No”.

Containment Level—Indicates the containment level of the rogue access point or Unassigned (not
contained).
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e Last Updated Time

Working with Alarms

You can view, assign, and clear alarms and events on access points and mobility services engine using
the NCS.

Details on how to have e-mail notifications of alarms sent to you is also described. This section contains
the following topics:

e Assigning and Unassigning Alarms, page 3-16
e Deleting and Clearing Alarms, page 3-16
e Acknowledging Alarms, page 3-17

Assigning and Unassigning Alarms

Step 1

Step 2

Step 3

To assign and unassign an alarm to yourself, follow these steps:

Perform an advanced search for access point alarms. See the “Using the Search Feature” section on
page 2-33 for more information.

Select the alarms that you want to assign to yourself by selecting their corresponding check boxes.

N

Note  To unassign an alarm assigned to you, unselect the box next to the appropriate alarm. You cannot
unassign alarms assigned to others.

From the Select a command drop-down list, choose Assign to Me (or Unassign), and click Go.

If you choose Assign to Me, your username appears in the Owner column. If you choose Unassign, the
username column becomes empty.

Deleting and Clearing Alarms

Step 1

Step 2

To delete or clear an alarm from a mobility services engine, follow these steps:

In the Monitor > Alarms page, select the alarms that you want to delete or clear by selecting their
corresponding check boxes.

~
Note If you delete an alarm, the NCS removes it from its database. If you clear an alarm, it remains

in the NCS database, but in the Clear state. You clear an alarm when the condition that caused it
no longer exists.

From the Select a command drop-down list, choose Delete or Clear, and click Go.
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To set up cleanup of old alarms and cleared alarms, choose Administration > Settings > Alarms.

Acknowledging Alarms

Note

You might want certain alarms to be removed from the Alarms List. For example, if you are continuously
receiving an interference alarm from a certain access point on the 802.11g interface, you might want to
stop that access point from being counted as an active alarm on the page or any alarms list. In this
scenario, you can find the alarm for the 802.11g interface in the Alarms list, select the check box, and
choose Acknowledge from the Select a command drop-down list.

Now if the access point generates a new violation on the same interface, the NCS does not create a new
alarm, and the page shows no new alarms. However, if the interference violation is created on another
interface, such as 802.11a, a new alarm is created.

Any alarms, once acknowledged, do not show up on either the page or any alarm list page. Also, no
e-mails are generated for these alarms after you have marked them as acknowledged. By default,
acknowledged alarms are not included for any search criteria. To change this default, choose
Administration > Settings > Alarms page and disable the Hide Acknowledged Alarms preference.

When you acknowledge an alarm, a warning displays as a reminder that a recurrence of the problem does
not generate another alarm unless this functionality is disabled. Use the Administration > User
Preferences page to disable this warning message.

You can also search for all previously acknowledged alarms to reveal the alarms that were acknowledged
during the last seven days. The NCS automatically deletes cleared alerts that are more than seven days
old so your results can only show activity for the last seven days. Until an existing alarm is deleted, a
new alarm cannot be generated for any managed entity for which the NCS has already generated an
alarm.

Monitoring Rogue Alarm Events

Step 1

Step 2

The Events page enables you to review information about rogue alarm events. The NCS generates an
event when a rogue access point is detected or if you make manual changes to a rogue access point (such
as changing its state). The Rogue AP Events list page displays all rogue access point events.

To access the Rogue AP Events list page, follow these steps:

Do one of the following:

e Perform a search for rogue access point events using the Advanced Search feature of the NCS. See
the “Using the Search Feature” section on page 2-33 for more information.

e Inthe Rogue AP Alarms details page, choose Event History from the Select a command drop-down
list.

The Rogue AP Events list page displays the following event information.
e Severity—Indicates the severity of the alarm.

¢ Rogue MAC Address—Click the rogue MAC address to view the Rogue AP Event Details page. See
the “Viewing Rogue AP Event Details” section on page 3-18 for more information.
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Vendor—Rogue access point vendor name or Unknown.

Classification Type—Malicious, Friendly, or Unclassified. See the “Rogue Access Point
Classification Types” section on page 3-11 for more information.

On Network—Indicates how the rogue detection occurred.
— Controller—The controller detected the rogue (Yes or No).

— Switch Port Trace—The rogue was detected by a switch port trace. Indicated by one of the
following: Traced but not found, Traced and found, Not traced.

Radio Type—Lists all radio types applicable to this rogue access point.
Date/Time—The date and time that the event was generated.

State—Indicates the state of the alarm. Possible states vary depending on the classification type of
rogue access point. See the “Rogue Access Point Classification Types” section on page 3-11 for
additional information.

SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

Viewing Rogue AP Event Details

To view rogue access point event details, follow these steps:

Step1  In the Rogue AP Events list page, click the Rogue MAC Address link.

Step2 The Rogue AP Events Details page displays the following information:

Rogue MAC Address
Vendor—Rogue access point vendor name or Unknown.
On Network—Indicates how the rogue detection occurred.
— Controller—The controller detected the rogue (Yes or No).

— Switch Port Trace—The rogue was detected by a switch port trace. Indicated by one of the
following: Traced but not found, Traced and found, Not traced.

Classification Type—Malicious, Friendly, or Unclassified. See the “Rogue Access Point
Classification Types” section on page 3-11 for more information.

State—Indicates the state of the alarm. Possible states vary depending on the classification type of
rogue access point. See the “Rogue Access Point Classification Types” section on page 3-11 for
additional information.

SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

Channel Number—The channel on which the rogue access point is broadcasting.
Containment Level—Indicates the containment level of the rogue access point or Unassigned.
Radio Type—Lists all radio types applicable to this rogue access point.

Created—The date and time that the event was generated.

Generated By—The method by which the event was generated (such as Controller).

Device IP Address
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Severity—Indicates the severity of the alarm.

Message—Provides details of the current event.

Monitoring Adhoc Rogue Events

The Events page enables you to review information about ad hoc rogue events. The NCS generates an
event when an ad hoc rogue is detected or if you make manual changes to an ad hoc rogue (such as
changing its state). The Adhoc Rogue Events list page displays all ad hoc rogue events.

To access the Rogue AP Events list page, follow these steps:

Step 1 Do one of the following:

Perform a search for ad hoc rogues events using the Advanced Search feature of the NCS. See the
“Using the Search Feature” section on page 2-33 for more information.

In the Adhoc Rogue Alarms details page, choose Event History from the Select a command
drop-down list.

Step2  The Rogue AP Events list page displays the following event information:

Severity—Indicates the severity of the alarm.

Rogue MAC Address—Click the rogue MAC address to view the Rogue AP Event Details page. See
the “Viewing Adhoc Rogue Event Details” section on page 3-19 for more information.

Vendor—Rogue access point vendor name or Unknown.
On Network—Indicates how the rogue detection occurred.
— Controller—The controller detected the rogue (Yes or No).

— Switch Port Trace—The rogue was detected by a switch port trace. Indicated by one of the
following: Traced but not found, Traced and found, Not traced.

Radio Type—TLists all radio types applicable to this rogue access point.
Date/Time—The date and time that the event was generated.

State—Indicates the state of the alarm. Possible states for ad hoc rogues include Threat, Alert,
Internal, External, Contained, Contained Pending, and Removed.

SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

Viewing Adhoc Rogue Event Details

To view rogue access point event details, follow these steps:

Step1  In the Rogue AP Events list page, click the Rogue MAC Address link.

Step2 The Rogue AP Events Details page displays the following information:

Rogue MAC Address

Vendor—Rogue access point vendor name or Unknown.
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On Network—Indicates how the rogue detection occurred.
— Controller—The controller detected the rogue (Yes or No).

- Switch Port Trace—The rogue was detected by a switch port trace. Indicated by one of the
following: Traced but not found, Traced and found, Not traced.

State—Indicates the state of the alarm. Possible states for ad hoc rogues include Threat, Alert,
Internal, External, Contained, Contained Pending, and Removed.

SSID—Service Set Identifier being broadcast by the rogue access point radio. (Blank if SSID is not
broadcast.)

Channel Number—The channel on which the rogue access point is broadcasting.
Containment Level—Indicates the containment level of the rogue access point or Unassigned.
Radio Type—TLists all radio types applicable to this rogue access point.

Created—The date and time that the event was generated.

Generated By—The method by which the event was generated (such as Controller).

Device IP Address

Severity—Indicates the severity of the alarm.

Message—Provides details of the current event.

Security Overview

The NCS provides a foundation that allows IT managers to design, control, secure, and monitor
enterprise wireless networks from a centralized location.

The NCS provides the following tools for managing and enforcing wireless security configurations and
policies within the Cisco wireless network infrastructure:

Network security policy creation and enforcement, such as user authentication, encryption, and
access control.

Wireless infrastructure security configuration.
Rogue detection, location, and containment.
wireless Intrusion Prevention System (wIPS).
Wireless IPS signature tuning and management.
Management Frame Protection (MFP).

Collaboration with Cisco wired Network IPS for monitoring and mitigating unauthorized or
malicious wireless user activity.

Comprehensive security event management and reporting.

Security Vulnerability Assessment

In Cisco Unified Wireless Network Version 5.1, an automated security vulnerability assessment is
available to facilitate analysis for the overall wireless security posture of an enterprise, as well as to
provide WLAN operators with real-time benchmarking of their security services configurations against
industry best practices. The automated security vulnerability assessment provides the following:
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e Proactive vulnerability monitoring of the entire wireless network.

e Comprehensive information on security vulnerabilities that could lead to loss of data, network
intrusion, or malicious attack.

e Reduction in the time and expertise required to analyze and remedy weaknesses in wireless security
posture.

The automated wireless vulnerability assessment audits the security posture of the entire wireless
network for vulnerabilities. These vulnerabilities can result in:

¢ Unauthorized management access or using management protocols to compromise or adversely
impact the network.

¢ Unauthorized network access, data leakage, man-in-the-middle, or replay attacks.

¢ Compromised or adverse impacts to the network through manipulation of network protocols and
services, for example through denial of service (DoS) attacks.

The NCS automatically scans the entire network and compares settings against Cisco recommended and
industry best practices for wireless security configurations. The automated wireless security assessment
functions within the NCS scan wireless LAN controllers, access points, and network management
interfaces for vulnerabilities in configuration settings, encryption, user authentication, infrastructure
authentication network management, and access control.

Status of the wireless network security is graphically displayed to provide wireless network
administrators with an easy-to-read dashboard of security events. The NCS displays the vulnerability
assessment results through a Security Index on the NCS security dashboard. The Security Index
summarizes the network security posture with a composite security score and prioritized summary of
vulnerabilities. See the “Security Index” section on page 3-21” for more information.

Administrators can drill down to the Security Index Detailed Report if an event in the Security Summary
warrants further investigation. The Security Index Detailed Report provides in-depth analysis of the
vulnerabilities across the network. It also identifies optimal security settings and recommends changes
that remedy the vulnerabilities. Any changes the administrator makes are reflected in an updated
Security Index score. See the “Security Index Detailed Report” section on page 3-22” for more
information.

Security Index

Note

The Security Index gives an indication of the security of the NCS managed network. The security index is
calculated by assigning weight to the various security configurations and displaying it in visual form.
The combined weightages can vary from 0 to 100, where O signifies least secured and 100 maximum secured.

The weighting comes from the lowest scoring controller and the lowest scoring Location
Server/Mobility Service Engine related security configurations that are maintained within the NCS
itself. For example, the security index of the NCS managed network is equal to the lowest scoring
controller plus the lowest scoring Location Server/Mobility Service Engine.

The following color scheme applies for the security index:
e Above or equal to 80—Green
¢ Below 80 but above or equal to 60— Yellow
¢ Below 60—Red

Guest WLANSs are excluded from the WLANs. A WLAN which has web authentication or web
passthrough enabled is identified as a guest WLAN.
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The security index of the latest release is the benchmark for the required security configurations. For
example, if AES encryption was not present in an earlier version of code, the index is reduced by the
number associated with the AES encryption security configuration. Likewise, if new security
configurations are introduced, the weighting would be altered.

The configurations stored in the NCS might not be up-to-date with the ones in the controllers unless the
Refresh from Controller command is run from the NCS. You can run Security Index calculations from
the Configuration Sync task to get the latest config data from all the controllers.

Top Security Issues

The Top Security Issues section displays the five top security issues. The View All and Devices links sort
relevant columns and show a report of security issues occurring across all controllers. Click View All to
open the Security Index Detailed Report. Click Devices to view the Security Index Controller Report.

e Security Index Detailed Report, page 3-22
e Security Index Controller Report, page 3-22

e Potential Security Issues, page 3-23

Security Index Detailed Report

The Security Index Detailed Report displays all security issues found across all controllers, location
servers, and mobility service engines. It details problems found in a particular security configuration
retrieved from the device. If a particular issue has been acknowledged (just like alarms), it is ignored
when the next Configuration Sync task runs (if Security Index Calculation is enabled).

In some cases when an issue is acknowledged and it is ignored the next time the Configuration Sync task
runs, the final security index score does not change. Some possible reasons for this might include the
following:

e The acknowledged issue is on a controller which is not directly affecting the security index score
(for instance, it is not the controller with the lowest score).

e The acknowledged issue is on a WLAN that is not directly affecting the security index score. Only
the lowest scoring WLAN of the lowest scoring controller affects the security index score.

When SSH and Telnet are enabled on a controller and are both flagged as issues, the Telnet issue has a
higher precedence than SSH. Even if SSH is acknowledged on the controller with the lowest score, no
change would occur for the security index.

From the Select a command drop-down list, choose Show All to view all security issues (both
acknowledged and unacknowledged). Choose Show Unacknowledged to only view unacknowledged
security issues. This is the default view when View All is selected from the Security Summary page.
Choose Show Acknowledged to only view acknowledged security issues.

~

Note  For auser to acknowledge or unacknowledge security issues, the user must have “Ack and Unack
Security Index Issues permission enabled".

Security Index Controller Report

This page shows the security violation report as a summary for each controller. By row, each controller
shows the number of security issues that occurred on that controller and provides a link to all security
issues.
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If you click the number in the Security Issues Count column, the Security Index Detailed Report appears.

Potential Security Issues

Table 3-7 and Table 3-8 describe the potential security issues.

Table 3-7

Potential Security Issues

Controller Security Issue

Why is this an Issue?

What is the Solution?

WLAN SSID on the controller
has a weak authentication
method.

Weak authentication method for
a WLAN which can be broken by
using tools available online if
WLAN packets are sniffed.

Use the most secured
authentication method and one
that is WPA+WPA2.

WLAN SSID on the controller
has a weak authentication
method (CKIP) configured.

Weak authentication method for
a WLAN.

Use the most secured
authentication method and one
that is WPA+WPA2.

WLAN SSID on the controller
has no user authentication
configured.

No authentication method is a
clear security risk for a WLAN.

Configure strong authentication
methods such as WPA+WPA2.

WLAN SSID on the controller
has a weak encryption method

(CKIP WEP 40 bits) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA?2 with AES.

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 40 bits with Key
Permutation) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 40 bits with MMH)
configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 40 bits with MMH
and Key Permutation)
configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA?2 with AES.

WLAN SSID on the controller
has a weak encryption method
(WEP 104 bits) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA?2 with AES.

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 104 bits)
configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 104 bits with
MMH) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.
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Table 3-7

Potential Security Issues (continued)

Controller Security Issue

Why is this an Issue?

What is the Solution?

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 104 bits with Key
Permutation) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA?2 with AES.

WLAN SSID on the controller
has a weak encryption method
(CKIP WEP 104 bits with MMH
and Key Permutation)
configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has a weak encryption method
(WEP 40 bits) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has a weak encryption method
(WEP 128 bits) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA?2 with AES.

WLAN SSID on the controller
has a weak encryption method
(TKIP) configured.

Weak encryption method for a
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA?2 with AES.

WLAN SSID on the controller
has no encryption configured.

No encryption method is a clear
security risk for a WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has a weak encryption method
(WEP 104 bits) configured.

Weak encryption method for
WLAN.

Configure strong authentication
and encryption methods such as
WPA+WPA2 with AES.

WLAN SSID on the controller
has no key management methods
configured (applicable only for
WPA+WPA2).

A key management method
enhances the security of keys;
without one, WLAN is less
secure.

Configure at least one key
management methods such as
CCKM.

WLAN SSID on the controller
has MFP Client Protection set to
“Optional”.

With MFP Client Protection set
to optional for a WLAN,
authenticated clients might not
be shielded from spoofed
frames.

Set MFP Client Protection to
“Required” to protect against
clients connecting to a rogue
access point.

WLAN SSID on the controller
has MFP Client Protection set to
“Disabled”.

With MFP Client Protection set
to disabled for a WLAN,
authenticated clients might not
be shielded from spoofed
frames.

Set MFP Client Protection to
“Required” to protect against
clients connecting to a rogue
access point.

WLAN SSID interface is set to

“management” on the controller.

As recommended from SAFE,
user traffic should be separated
from management traffic.

WLAN interface should not be
set to “management” on the
controller.

Interface set to one which is
VLAN for a WLAN.

As recommended from SAFE,
user traffic should be separated
from VLAN traffic.

WLAN needs its interface to be
set to one which is neither

management nor one which has a
VLAN.
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Table 3-7

Potential Security Issues (continued)

Security Overview

Controller Security Issue

Why is this an Issue?

What is the Solution?

WLAN SSID on the controller

has “Client Exclusion” disabled.

With Client Exclusion policies
disabled, an attacker is able to
continuously try to access the

WLAN network.

Enable “Client Exclusion” to
secure against malicious WLAN
client behavior.

WLAN SSID on the controller
has “Broadcast SSID” enabled.

Disable “Broadcast SSID” to
secure your wireless network.

WLAN SSID on the controller
has “MAC Filtering” disabled.

Enable “MAC Filtering” to
secure your wireless network.

Protection Type is set to “AP
Authentication” on the
controller.

When AP Authentication is set,
an access point checks
beacon/probe response frames in
neighboring access points to see
if they contain an authenticated
information element (IE) that
matches that of the RF group.
This provides some security but
does not cover all management
frames and is open to alteration
by rogue access points.

Set Protection Type to
“Management Frame Protection
(MFP)” on the controller.

Protection Type is set to “None”
of the controller.

No security for 802.11
management messages passed
between access points and
clients.

Set Protection Type to
“Management Frame Protection
(MFP)” on the controller.

Radio type is configured to
detect rogues only on DCA
channels.

Rogue detection, if done only on
a subset of country/all channels,
is less secure than one that is
done on country/all channels.

Configure radio types 802.11a/n
and 802.11b/g/n to detect rogues
on country channels or all
channels.

Radio type is configured to
detect rogues on neither country
channels nor DCA channels.

Rogue detection, if not
configured on country nor DCA
channels, is less secure than
when done on country/all
channels.

Configure radio types 802.11a/n
and 802.11b/g/n to detect rogues
on country channels or all
channels.

The rogue policy to detect and
report ad hoc networks is
disabled on the controller.

With detection and reporting of
ad hoc networks turned off, ad
hoc rogues go undetected.

Enable the rogue policy to detect
and report ad hoc networks.

“Check for all Standard and
Custom Signatures” is disabled
on the controller.

If check for all Standard and
Custom Signatures is disabled,
various types of attacks in
incoming 802.11 packets would
go undetected. various types of
attacks in incoming 802.11
packets would go undetected.

Check for all Standard and
Custom Signatures needs to be
turned on to identify various
types of attacks in incoming
802.11 packets.

Some of the Standard Signatures
are disabled on the controller.

If only some of the Standard
Signatures are disabled,

Enable all Standard Signatures
on the controller.
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Table 3-7

Potential Security Issues (continued)

Controller Security Issue

Why is this an Issue?

What is the Solution?

The “Excessive 802.11
Association Failures” Client
Exclusion Policy is disabled on
the controller.

Excessive failed association
attempts can consume system
resources and launch potential a
denial of service attack to the
infrastructure.

Enable the “Excessive 802.11
Association Failures” Client
Exclusion Policy on the
controller.

The “Excessive 802.11
Authentication Failures” Client
Exclusion Policy is disabled on
the controller.

Excessive failed authentication
attempts can consume system
resources and launch potential
Denial of Service attack to the
infrastructure.

Enable the “Excessive 802.11
Authentication Failures” Client
Exclusion Policy on the
controller.

The “Excessive 802.1X
Authentication Failures” Client
Exclusion Policy is disabled on
the controller.

Excessive 802.1X failed
authentication attempts can
consume system resources and
launch potential denial of service
attack to the infrastructure.

Excessive 802.1X
Authentication Failures Client
Exclusion Policy must be
enabled to prevent denial of
service attack to the
infrastructure.

The “Excessive 802.11 Web
Authentication Failures” Client
Exclusion Policy is disabled on
the controller.

If Excessive 802.11 Web failed
web authentication attempts can
consume system resources and
launch potential denial of service
attack to the infrastructure.

Enable the “Excessive 802.11
Web Authentication Failures™
Client Exclusion Policy on the
controller.

The “IP Theft or IP Reuse”
Client Exclusion Policy is
disabled on the controller.

If IP Theft or Reuse Client
Exclusion Policy is disabled,
then an attacker masquerading as
another client would not be
disallowed.

Enable the “IP Theft or IP
Reuse” Client Exclusion Policy
on the controller.

No CIDS Sensor configured on
the controller.

If no enabled IDS Sensor is
configured, then IP-level attacks
would not be detected.

Configure at least one CIDS
Sensor on the controller.

Controller is configured with
default community strings for
SNMP v1/v2.

If SNMP V1 or V2 with default
Community is configured then it
is open to easy attacks because
default communities are well
known.

Use SNMPv3 with Auth and
Privacy Types.

Controller is configured with
non-default community strings
for SNMP v1/v2.

SNMP V1 or V2 with
non-default Community is
slightly more secure than default

Community but still less secure
than SNMP V3.

Use SNMPv3 with Auth and
Privacy types.

SNMPv3 is configured with a
default user on the controller.

Using a default user makes
SNMP V3 connections less
secure.

Use a non-default username for
SNMPv3 with Auth and Privacy
Types.

SNMPv3 is configured with
either no Auth or Privacy Type
on the controller.

SNMP V3 with either Auth or
Privacy Type set to none reduces
the security of SNMP V3
connection.

Use SNMPv3 with Auth and
Privacy Types to secure your
wireless network.
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Table 3-7

Potential Security Issues (continued)

Security Overview

Controller Security Issue

Why is this an Issue?

What is the Solution?

HTTP (Web Mode enabled but
Secure Web Mode disabled) is
enabled on the controller.

HTTP is less secure than
HTTPS.

Enable HTTPS (both Web Mode
and Secure Web Mode) on the
controller.

Telnet is enabled on the
controller.

If telnet is enabled, then the
controller is at risk of being
hacked into.

Disable telnet on the controller.

SSH is disabled and timeout
value is set to zero on the
controller.

If SSH is enabled and timeout is
zero then the controller has risk
of being hacked into.

Enable SSH with non-zero
timeout value on the controller.

Telnet is enabled on the AP.

If telnet is enabled, then the
access point is at risk of being
hacked into.

Disable Telnet on all access
points.

SSH is enabled on the AP.

Disable SSH on all the access
points.

At least one of the APs is
configured with default
username or password.

If default password is
configured, then access points
are more susceptible to
connections from outside the
network.

Configure a non-default
username and strong password
for all access points associated to
the controller.

Table 3-8

Potential Security Issues

Location Server/ Mobility Server
Engine Security Issue

Why is this an Issue?

What is the Solution?

HTTP is enabled on the location
server.

HTTP is less secure than
HTTPS.

Enable HTTPS on the location
server.

A location server user has a
default password configured.

If default password is
configured, then Location
Server/ Mobility Server Engine
is more susceptible to
connections from outside the
network.

Configure a strong password for
the location server users.

HTTP is enabled on the mobility
services engine.

HTTP is less secure than
HTTPS.

Enable HTTPS on the mobility
services engine.

A mobility services engine user
has default password configured.

If default password is
configured, then Location
Server/ Mobility Server Engine
is more susceptible to
connections from outside the
network.

Configure a strong password for
the users on the mobility services
engine.

wIPS Service is not enabled on
the mobility services engine.

Your network is vulnerable to
advanced security threats.

Deploy wIPS Service to protect
your network from advanced
security threats.
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I Switch Port Tracing

Switch Port Tracing

Currently, the NCS provides rogue access point detection by retrieving information from the controller.
The rogue access point table is populated with any detected BSSID addresses from any frames that are
not present in the neighbor list. At the end of a specified interval, the contents of the rogue table are sent
to the controller in a CAPWAP Rogue AP Report message. With this method, the NCS would simply
gather the information received from the controllers; but with software Release 5.1, you can incorporate
switch port tracing of Wired Rogue Access Point Switch Ports. This enhancement allows you to react to
found wired rogue access points and prevent future attacks. The trace information is available only in
the NCS log and only for rogue access points, not rogue clients.

Rogue Client connected to the Rogue Access point information is used to track the switch port to which
the Rogue Access point is connected in the network.

If you try to set tracing for a friendly or deleted rogue, a warning message appears.

For Switch Port Tracing to successfully trace the switch ports using SNMP v3, all of the OIDs should
be included in the SNMP v3 view and VLAN content should be created for each VLAN in the SNMP v3

group.

Establishing Switch Port Tracing

Step 1
Step 2

Step 3

Step 4

To establish switch port tracing, follow these steps:

In the NCS home page, click the Security dashboard.

In the Rogue APs and Adhoc Rogues group box, click the number URL which specifies the number of
rogues in the last hour, last 24 hours, or total active.

Choose for which rogue you are setting switch port tracking by clicking the URL in the MAC Address
column. The Alarms > Rogue AP details page opens.

From the Select a command drop-down list, choose Trace Switch Port. The Trace Switch Port page
opens, and the NCS runs a switch port trace.

When one or more searchable MAC addresses are available, the NCS uses CDP to discover any switches
connected up to two hops away from the detecting access point. The MIBs of each CDP discovered
switch is examined to see if it contains any of the target MAC addresses. If any of the MAC addresses
are found, the corresponding port number is returned and reported as the switch port of a rogue.

Integrated Security Solutions

The Cisco Unified Wireless Network Solution also provides these integrated security solutions:
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Using the NCS to Convert a Cisco Unified Wireless Network Solution from Layer 3 to Layer 2 Mode W

e Cisco Unified Wireless Network Solution operating system security is built around a robust 802.1X
authorization, authentication, and accounting (AAA) engine, which enables operators to rapidly
configure and enforce a variety of security policies across the Cisco Unified Wireless Network
Solution.

e The controllers and access points are equipped with system-wide authentication and authorization
protocols across all ports and interfaces, maximizing system security.

e Operating system security policies are assigned to individual wireless LANSs, and access points
simultaneously broadcast all (up to 16) configured wireless LANs. These policies can eliminate the
need for additional access points, which can increase interference and degrade system throughput.

e Operating system security uses the RRM function to continually monitor the air space for
interference and security breaches and notify the operator when they are detected.

e Operating system security works with industry-standard AAA servers, making system integration
simple and easy.

e The Cisco Intrusion Detection System/Intrusion Protection System (IDS/IPS) instructs controllers
to block certain clients from accessing the wireless network when attacks involving these clients are
detected.

¢ The operating system security solution offers comprehensive Layer 2 and Layer 3 encryption
algorithms, which typically require a large amount of processing power. Rather than assigning the
encryption tasks to yet another server, the controller can be equipped with a VPN/enhanced security
module that provides extra hardware required for the most demanding security configurations.

Using the NCS to Convert a Cisco Unified Wireless Network
Solution from Layer 3 to Layer 2 Mode

Step 1

Step 2

To convert a Cisco Unified Wireless Network Solution from Layer 3 to Layer 2 LWAPP transport mode
using the NCS user interface, follow these steps:

Cisco-based lightweight access points do not support Layer 2 LWAPP mode. These access points can
only be run with Layer 3.

This procedure causes your access points to go offline until the controller reboots and the associated
access points reassociate to the controller.

Make sure that all controllers and access points are on the same subnet.

~

Note  You must configure the controllers and associated access points to operate in Layer 2 mode
before completing the conversion.

Log into the NCS user interface. Then follow these steps to change the LWAPP transport mode from
Layer 3 to Layer 2:

a. Choose Configure > Controllers to navigate to the All Controllers page.

b. Click the desired IP address of a controller to display the /P Address > Controller Properties page.
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W Configuring a Firewall for the NCS

From the left sidebar menu, click System > General to display the /P Address > General page.
Change LWAPP transport mode to Layer2, and click Save.
If the NCS displays the following message, click OK:

Please reboot the system for the LWAPP Mode change to take effect.

Step3  To restart your Cisco Unified Wireless Network Solution, follow these steps:

e.

f.

Return to the IP Address > Controller Properties page.
Click System > Commands to display the IP Address > Controller Commands page.

Under Administrative Commands, choose Save Config To Flash, and click Go to save the changed
configuration to the controller.

Click OK to continue.
Under Administrative Commands, choose Reboot, and click Go to reboot the controller.

Click OK to confirm the save and reboot.

Step4d  After the controller reboots, follow these steps to verify that the LWAPP transport mode is now Layer 2:

a.
b.

C.

Click Monitor > Controllers to navigate to the Controllers > Search Results page.
Click the desired IP address of a controller to display the Controllers > IP Address > Summary page.
Under General, verify that the current LWAPP transport mode is Layer2.

You have completed the LWAPP transport mode conversion from Layer 3 to Layer 2. The operating
system software now controls all communications between controllers and access points on the same
subnet.

Configuring a Firewall for the NCS

When an NCS server and an NCS user interface are on different sides of a firewall, they cannot
communicate unless the following ports on the firewall are open to two-way traffic:

80 (for initial http)
69 (tftp)

162 (trap port)
443 (https)

Open these ports to configure your firewall to allow communications between an NCS server and an NCS
user interface.

Access Point Authorization

To view a list of authorized access points along with the type of certificate that an access point uses for
authorization, follow these steps:

Step 1 Choose Configure > Controllers.
Step2  Click one of the URLs in the IP address column.
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Step 3
Step 4

Step 5

Step 6

Management Frame Protection (MFP) | |

From the left sidebar menu, choose Security > AP/MSE Authorization.

The AP Policies portion of the page indicates whether the authorization of access points is enabled or
disabled. It also indicates whether the acceptance of self-signed certificates (SSC APs) is enabled or
disabled. Normally, access points can be authorized either by AAA or certificates. (SSC is only available
for 4400 and 200 controllers.)

To change these values, choose Edit AP Policies from the Select a command drop-down list, and click
Go.

The AP Authorization List portion shows the radio MAC address of the access point, certificate type,
and key hash. To add a different authorization entry, choose Add AP/MSE Auth Entry from the Select
a command drop-down list, and click Go.

From the drop-down list, choose a template to apply to this controller, and click Apply. To create a new
template for access point authorization, click the click here link to get redirected to the template creation
page. See the “Configuring an Access Point or MSE Authorization Template” section on page 10-63 for
steps on creating a new template.

Management Frame Protection (MFP)

Management Frame Protection (MFP) provides security for the otherwise unprotected and unencrypted
802.11 management messages passed between access points and clients. MFP provides both
infrastructure and client support.

e Infrastructure MFP—Protects management frames by detecting adversaries who are invoking denial
of service attacks, flooding the network with associations and probes, interjecting as rogue access
points, and affecting network performance by attacking the QoS and radio measurement frames. It
also provides a quick and effective means to detect and report phishing incidents.

Specifically, infrastructure MFP protects 802.11 session management functions by adding message
integrity check information elements (MIC IEs) to the management frame emitted by access points
(and not those emitted by clients), which are then validated by other access points in the network.
Infrastructure MFP is passive. It can detect and report intrusions but has no means to stop them.

e Client MFP—Shields authenticated clients from spoofed frames, preventing many of the common
attacks against wireless LANs from becoming effective. Most attacks, such as deauthentication
attacks, revert to simply degrading performance by contending with valid clients.

Specifically, client MFP encrypts management frames sent between access points and Cisco
Compatible Extension clients so that both access points and clients can take preventive action by
dropping spoofed class 3 management frames (that is, management frames passed between an access
point and a client that is authenticated and associated). Client MFP leverages the security
mechanisms defined by IEEE 802.11i to protect the following types of class 3 unicast management
frames: disassociation, deauthentication, and QoS (WMM) action. Client MFP is active. It can
protect a client-access point session from the most common type of denial of service attack. It
protects class 3 management frames by using the same encryption method used for the data frames
of the session. If a frame received by the access point or client fails decryption, it is dropped, and
the event is reported to the controller.

To use client MFP, clients must support Cisco Compatible Extensions (Version 5) MFP and must
negotiate WPA2 using either TKIP or AES-CCMP. EAP or PSK might be used to obtain the PMK.
CCKM and controller mobility management are used to distribute session keys between access
points or Layer 2 and Layer 3 fast roaming.
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[ | Management Frame Protection (MFP)

To prevent attacks against broadcast frames, access points supporting Cisco Compatible Extensions
(version 5) do not emit any broadcast class 3 management frames (such as disassociation,
deauthentication, or action). Compatible extensions clients (Version 5) and access points must
discard broadcast class 3 management frames.

Client MFP supplements infrastructure MFP rather than replacing it because infrastructure MFP
continues to detect and report invalid unicast frames sent to clients that are not client-MFP capable,
as well as invalid class 1 and 2 management frames. Infrastructure MFP is applied only to
management frames that are not protected by client MFP.

Infrastructure MFP consists of three main components:

Management frame protection—The access point protects the management frames it transmits by
adding a MIC IE to each frame. Any attempt to copy, alter, or replay the frame invalidates the MIC,
causing any receiving access point configured to detect MFP frames to report the discrepancy.

Management frame validation—In infrastructure MFP, the access point validates every management
frame it receives from other access points in the network. It ensures that the MC IE is present (when
the originator is configured to transmit MFP frames) and matches the content of the management
frame. If it receives any frame that does not contain a valid MIC IE from a BSSID belonging to an
access point that is configured to transmit MFP frames, it reports the discrepancy to the network
management system. For the timestamps to operate properly, all controllers must be Network
Transfer Protocol (NTP) synchronized.

Event reporting—The access point notifies the controller when it detects an anomaly, and the
controller aggregates the received anomaly events and reports the results through SNMP traps to the
network management system.

Note  Client MFP uses the same event reporting mechanisms as infrastructure MFP.

Infrastructure MFP is enabled by default and can be disabled globally. When you upgrade from a
previous software release, infrastructure MFP is disabled globally if access point authentication is
enabled because the two features are mutually exclusive. After infrastructure MFP is enabled globally,
signature generation (adding MICs to outbound frames) can be disabled for selected WLANS, and
validation can be disabled for selected access points.

You set MFP in the WLAN template. See the “Configuring WLAN Templates™ section on page 10-22.

Guidelines for Using MFP

Follow these guidelines for using MFP:

MFP is supported for use with Cisco Aironet lightweight access points, except for the 1500 series
mesh access points.

Lightweight access points support infrastructure MFP in local and monitor modes and in REAP and
FlexConnect modes when the access point is connected to a controller. They support client MFP in
local, FlexConnect, and bridge modes.

Client MFP is supported for use only with Cisco Compatible Extensions (Version 5) clients using
WPA2 with TKIP or AES-CCMP.

Non-Cisco Compatible Extensions (Version 5) clients might associate to a WLAN if client MFP is
disabled or optional.
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Configuring Intrusion Detection Systems (IDS) W

Configuring Intrusion Detection Systems (IDS)

The Cisco Intrusion Detection System/Intrusion Prevention System (IDS/IPS) instructs controllers to
block certain clients from accessing the wireless network when attacks involving these clients are
detected. This system offers significant network protection by helping to detect, classify, and stop threats
including worms, spyware/adware, network viruses, and application abuse. Two methods are available
to detect IDS attacks:

e IDS sensors (for Layer 3)
e IDS signatures (for Layer 2)

Viewing IDS Sensors

Step 1
Step 2
Step 3

When the sensors identify an attack, they alert the controller to shun the offending client. When you add
a new IDS sensor, you register the controller with that IDS sensor so that the sensor can send shunned
client reports to the controller. The controller also polls the sensor periodically.

To view IDS sensors, follow these steps:

Choose Configure > Controllers.
Choose a controller by clicking an IP address.

From the left sidebar menu, choose Security > IDS Sensor Lists. The IDS Sensor page appears. This
page lists all of the IDS sensors that have been configured for this controller.

Configuring IDS Signatures

You can configure IDS signatures, or bit-pattern matching rules used to identify various types of attacks
in incoming 802.11 packets, on the controller. When the signatures are enabled, the access points joined
to the controller perform signature analysis on the received 802.11 data or management frames and
report any discrepancies to the controller. If an attack is detected, an appropriate mitigation action is
initiated.

Cisco supports 17 standard signatures on the controller as shown on the Standard Signatures and Custom
Signatures page (see Figure 3-3). To open this page, choose Configure > Controllers, select a controller
IP address, and then choose Security > Wireless Protection Policies > Standard Signatures from the
left sidebar menu.
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Figure 3-3
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These signatures are divided into six main groups. The first four groups contain management signatures,
and the last two groups contain data signatures:

Broadcast deauthentication frame signatures—During a broadcast deauthentication frame attack, a
hacker sends an 802.11 deauthentication frame to the broadcast MAC destination address of another
client. This attack causes the destination client to disassociate from the access point and lose its
connection. If this action is repeated, the client experiences a denial of service. When the broadcast
deauthentication frame signature (precedence 1) is used to detect such an attack, the access point
listens for clients transmitting broadcast deauthentication frames that match the characteristics of
the signature. If the access point detects such an attack, it alerts the controller. Depending on how
your system is configured, the offending device is contained so that its signals no longer interfere
with authorized clients, or the controller forwards an immediate alert to the system administrator for
further action, or both.

NULL probe response signatures—During a NULL probe response attack, a hacker sends a NULL
probe response to a wireless client adapter. As a result, the client adapter locks up. When a NULL
probe response signature is used to detect such an attack, the access point identifies the wireless
client and alerts the controller. The NULL probe response signatures include the following:

- NULL probe resp 1 (precedence 2)
— NULL probe resp 2 (precedence 3)

Management frame flood signatures—During a management frame flood attack, a hacker floods an
access point with 802.11 management frames. The result is a denial of service to all clients
associated or attempting to associate to the access point. This attack can be implemented with
different types of management frames: association requests, authentication requests, reassociation
requests, probe requests, disassociation requests, deauthentication requests, and reserved
management subtypes.
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When a management frame flood signature is used to detect such an attack, the access point
identifies management frames matching the entire characteristics of the signature. If the frequency
of these frames is greater than the value of the frequency set in the signature, an access point that
hears these frames triggers an alarm. The controller generates a trap and forwards it to the NCS.

The management frame flood signatures include the following:
— Assoc flood (precedence 4)
— Auth flood (precedence 5)
— Reassoc flood (precedence 6)
— Broadcast probe flood (precedence 7)
— Disassoc flood (precedence 8)
— Deauth flood (precedence 9)
- Reserved mgmt 7 (precedence 10)
— Reserved mgmt F (precedence 11)
The reserved management frame signatures 7 and F are reserved for future use.

EAPOL flood signature—During an EAPOL flood attack, a hacker floods the air with EAPOL
frames containing 802.1X authentication requests. As a result, the 802.1X authentication server
cannot respond to all of the requests and fails to send successful authentication responses to valid
clients. The result is a denial of service to all affected clients. When the EAPOL flood signature
(precedence 12) is used to detect such an attack, the access point waits until the maximum number
of allowed EAPOL packets is exceeded. It then alerts the controller and proceeds with the
appropriate mitigation.

NetStumbler signatures—NetStumbler is a wireless LAN scanning utility that reports access point
broadcast information (such as operating channel, RSSI information, adapter manufacturer name,

SSID, WEP status, and the latitude and longitude of the device running NetStumbler when a GPS is
attached). If NetStumbler succeeds in authenticating and associating to an access point, it sends a

data frame with the following strings, depending on the NetStumbler version listed in Table 3-9.

Table 3-9 NetStumbler Versions

Version String

3.2.0 “Flurble gronk bloopit, bnip Frundletrune”
323 “All your 802.11b are belong to us”

3.3.0 Sends white spaces

When a NetStumbler signature is used to detect such an attack, the access point identifies the
offending device and alerts the controller. The NetStumbler signatures include the following:

NetStumbler 3.2.0 (precedence 13)
NetStumbler 3.2.3 (precedence 14)
NetStumbler 3.3.0 (precedence 15)

NetStumbler generic (precedence 16)

Wellenreiter signature—Wellenreiter is a wireless LAN scanning and discovery utility that can
reveal access point and client information. When the Wellenreiter signature (precedence 17) is used
to detect such an attack, the access point identifies the offending device and alerts the controller.

[ oL-25451-02
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This section provides the instructions to configure signatures and contains the following topics:
e Uploading IDS Signatures, page 3-36
e Downloading IDS Signatures, page 3-37
e Enabling or Disabling IDS Signatures, page 3-38

Uploading IDS Signatures

To upload IDS signatures from the controller, follow these steps:

Step 1 Obtain a signature file from Cisco (hereafter called a standard signature file). You can also create your
own signature file (hereafter called a custom signature file) by following the “Downloading IDS
Signatures” section on page 3-37.

Step2  Youcanconfigure a TFTP server for the signature download. Keep these guidelines in mind when setting
up a TFTP server:

e If you are downloading through the service port, the TFTP server must be on the same subnet as the
service port because the service port is not routable. However, if you want to put the TFTP server
on a different network while the management port is down, add a static route if the subnet where the
service port resides has a gateway (config route add IP address of TFTP server).

e If you are downloading through the distribution system network port, the TFTP server can be on the
same or a different subnet because the distribution system port is routable.

e A third-party TFTP server cannot run on the same computer as the NCS because built-in TFTP
server of the NCS and third-party TFTP server use the same communication port.

Step3  Choose Configure > Controllers.
Step4  Choose a controller by clicking an IP address.

Step5  From the left sidebar menu, choose Security and then choose Standard Signatures or Custom
Signatures.

Step6  From the Select a command drop-down list, choose Upload Signature Files from Controller.
Figure 3-4 shows the page that appears.
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Figure 3-4 Uploading Signature File
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Specify the TFTP server name being used for the transfer.
If the TFTP server is new, enter the TFTP IP address at the Server IP Address field.
Choose Signature Files from the File Type drop-down list.

The signature files are uploaded to the root directory which was configured for use by the TFTP server.
You can change to a different directory at the Upload to File field (this field only shows if the Server
Name is the default server). The controller uses this local file name as a base name and then adds _std.sig
as a suffix for standard signature files and _custom.sig as a suffix for custom signature files.

Click OK.

Downloading IDS Signatures

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

If the standard signature file is already on the controller but you want to download customized signatures
to it, follow these steps:

Choose Configure > Controllers.
Choose a controller by clicking an IP address.
Choose System > Commands.

From the Upload/Download Commands drop-down list, choose Download IDS Signatures, and click
Go.

Copy the signature file (*.sig) to the default directory on your TFTP server.

Choose local machine from the File is Located On field. If you know the filename and path relative to
the root directory of the server, you can also choose TFTP server.

Enter the maximum number of times the controller should attempt to download the signature file in the
Maximum Retries field.
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Step 8

Step 9

Step 10

Step 11

Enter the maximum amount of time, in seconds, before the controller times out while attempting to
download the signature file in the Timeout field.

The signature files are uploaded to the c:\tftp directory. Specify the local file name in that directory or
use the Browse button to navigate to it. A “revision” line in the signature file specifies whether the file
is a Cisco-provided standard signature file or a site-tailored custom signature file (custom signature files
must always have revision=custom).

If the transfer times out for some reason, you can simply choose the TFTP server option in the File Is
Located On field, and the Server File Name is populated for you and retried. The local machine option
initiates a two-step operation. First, the local file is copied from the workstation of the administrator to
the built-in TFTP server of the NCS. Then the controller retrieves that file. For later operations, the file
is already in the TFTP directory of the NCS server, and the download web page now automatically
populates the filename.

Click OK.

Enabling or Disabling IDS Signatures

Step 1
Step 2
Step 3

To enable or disable IDS signature, follow these steps:

Choose Configure > Controllers.
Choose a controller by clicking an IP address.

From the left sidebar menu, choose Security and then choose Standard Signatures or Custom
Signatures. Figure 3-5 shows a sample of the page that appears.
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Figure 3-5 Checking for Standard Signatures
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To enable or disable an individual signature, click in the Name column for the type of attack you want
to enable or disable. Figure 3-6 shows a sample of a detailed signature screen.

The Standard Signature Parameters page shows the list of Cisco-supplied signatures that are currently
on the controller. The Custom Signatures page shows the list of customer-supplied signatures that are
currently on the controller. The following information is displayed either in the signature page or the

detailed signature page:

Precedence—The order, or precedence, in which the controller performs the signature checks.
Name—The type of attack the signature is trying to detect.
Description—A more detailed description of the type of attack that the signature is trying to detect.

Frame Type—Management or data frame type on which the signature is looking for a security
attack.

Action—What the controller is directed to do when the signature detects an attack. One possibility
is None, where no action is taken, and another is Report, to report the detection.

Frequency—The signature frequency, or the number of matching packets per interval that must be
identified at the detecting access point level before an attack is detected. The range is 1 to 32,000
packets per interval, and the default value is 50 packets per interval.

Quiet Time—The length of time (in seconds) after which no attacks have been detected at the
individual access point level, and the alarm can stop. This time appears only if the MAC information
is all or both. The range is 60 to 32,000 seconds, and the default value is 300 seconds.

MAC Information—Whether the signature is to be tracked per network or per MAC address or both
at the detecting access point level.

MAC Frequency—The signature MAC frequency, or the number of matching packets per interval
that must be identified at the controller level before an attack is detected. The range is 1 to 32,000
packets per interval, and the default value is 30 packets per interval.
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e Interval—Enter the number of seconds that must elapse before the signature frequency threshold is
reached within the configured interval. The range is 1 to 3600 seconds, and the default value is 1

second.

e Enable—Select this to enable this signature to detect security attacks or unselect it to disable this

signature.

e Signature Patterns—The pattern that is being used to detect a security attack.

Standard Signature

Figure 3-6
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From the Enabled yes or no drop-down list, choose yes. Because you are downloading a customized

signature, you should enable the files named with the _custom.sgi and disable the standard signature
with the same name but differing suffix. (For example, if you are customizing broadcast probe flood, you
want to disable broadcast probe flood in the standard signatures but enable it in custom signatures.)

Step 6

To enable all standard and custom signatures currently on the controller, choose Edit Signature

Parameters (from the screen in Figure 3-5) from the Select a command drop-down list, and choose Go.

The Edit Signature Parameters page appears (see Figure 3-7).
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Figure 3-7 Global Setting for Standard and Custom Signature
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Select the Check for All Standard and Custom Signatures field, Enable check box. This enables all
signatures that were individually selected as enabled in Step 5. If this check box remains unselected, all
files are disabled, even those that were previously enabled in Step 5. When the signatures are enabled,
the access points joined to the controller perform signature analysis on the received 802.11 data or
management frames and report any discrepancies to the controller.

Click Save.

Enabling Web Login

With web authentication, guests are automatically redirected to web authentication pages when they
launch their browsers. Guests gain access to the WLAN through this web portal. Wireless LAN
administrators using this authentication mechanism should have the option of providing unencrypted or
encrypted guest access. Guest users can then log into the wireless network using a valid username and
password, which is encrypted with SSL. Web authentication accounts might be created locally or
managed by a RADIUS server. The Cisco Wireless LAN controllers can be configured to support a web
authentication client. See the “Configuring a Web Authentication Template” section on page 10-68 to
create a template that replaces the Web authentication page provided on the controller.

Step 1 Choose Configure > Controllers.

Step2  Choose the controller on which to enable web authentication by clicking an IP address URL in the IP
Address column.

Step3  From the left sidebar menu, choose Security > AAA > Web Auth Configuration.

Step4  Choose the appropriate web authentication type from the drop-down list. The choices are default
internal, customized web authentication, or external.

Cisco Prime Network Control System Configuration Guide
[ oL-25451-02 .m



Chapter3  Configuring Security Solutions |

I Enabling Web Login

Step 5
Step 6
Step 7
Step 8

Step 9

e If you choose default internal, you can still alter the page title, message, and redirect URL, as well
as choose whether the logo appears. Continue to Step 5.

e If you choose customized web authentication, skip to the “Downloading Customized Web
Authentication” section on page 3-42.

e If you choose external, you need to enter the URL you want to redirect to after a successful
authentication. For example, if the value entered for this text box is http://www.example.com, the
user is directed to the company home page.

Select the Logo Display check box if you want your company logo to display.
Enter the title you want displayed on the Web authentication page.
Enter the message you want displayed on the Web authentication page.

In the Customer Redirect URL field, provide the URL where the user is redirected after a successful
authentication. For example, if the value entered for this text box is http://www.example.com, the user
is directed to the company home page.

Click Save.

Downloading Customized Web Authentication

Step 1

You can download a customized Web authentication page to the controller. A customized web page is
created to establish a username and password for user web access.

When downloading customized web authentication, these strict guidelines must be followed:
e A username must be provided.
¢ A password must be provided.
e A redirect URL must be retained as a hidden input item after extracting from the original URL.
e The action URL must be extracted and set from the original URL.
e Scripts to decode the return status code must be included.
e All paths used in the main page should be of relative type.

Before downloading, if you chose the customized web authentication option in Step 4 of the previous
section, follow these steps:

Click the preview image to download the sample login.html bundle file from the server. See Figure 3-8
for an example of the login.html file. The downloaded bundle is a .TAR file.
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Figure 3-8 Login.html
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Open and edit the login.html file and save it as a .tar or .zip file.

N

Note  You can edit the text of the Submit button with any text or HTML editor to read “Accept terms
and conditions and Submit.”

Make sure you have a Trivial File Transfer Protocol (TFTP) server available for the download. Keep
these guidelines in mind when setting up a TFTP server:

e If you are downloading through the service port, the TFTP server must be on the same subnet as the
service port because the service port is not routable.

e If you are downloading through the distribution system network port, the TFTP server can be on the
same or a different subnet because the distribution system port is routable.

e A third-party TFTP server cannot run on the same computer as the NCS because the built-in TFTP
server of the NCS and third-party TFTP server use the same communication port.

Click here in the “After editing the HTML you might click here to redirect to the Download Web Auth
Page” link to download the .tar or .zip file to the controller(s). The Download Customized Web Auth
Bundle to Controller page appears.

N

Note  The IP address of the controller to receive the bundle and the current status are displayed.

Choose local machine from the File is Located On field. If you know the filename and path relative to
the root directory of the server, you can also choose TFTP server.

~
Note  For a local machine download, either .zip or .tar file options exists, but the NCS does the

conversion of .zip to .tar automatically. If you chose a TFTP server download, only .tar files are
specified.

Enter the maximum amount of time in seconds before the controller times out while attempting to
download the file in the Timeout field.

The NCS Server Files In field specifies where the NCS server files are located. Specify the local file
name in that directory or use the Browse button to navigate to it. A “revision” line in the signature file
specifies whether the file is a Cisco-provided standard signature file or a site-tailored custom signature
file (custom signature files must always have revision=custom).
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Step 8

Step 9

Step 10

If the transfer times out for some reason, you can simply choose the TFTP server option in the File Is
Located On field, and the Server File Name is populated. The local machine option initiates a two-step
operation. First, the local file is copied from the workstation of the administrator to the built-in TFTP
server of the NCS. Then the controller retrieves that file. For later operations, the file is already in the
TFTP directory of the NCS server, and the download web page now automatically populates the
filename.

Click OK.

If the transfer times out for some reason, you can simply choose the TFTP server option in the File Is
Located On field, and the Server File Name is populated for you.

After completing the download, you are directed to the new page and able to authenticate.

Connecting to the Guest WLAN

Step 1

Step 2

Certificate

To connect to the guest central WLAN to complete the web authentication process, follow these steps:
See the “Creating Guest User Accounts” section on page 6-10 for more explanation of a guest user
account.

When you are set for open authentication and are connected, browse to the virtual interface IP address
(such as /209.165.200.225/1ogin.html).

When the NCS user interface displays the Login page, enter your username and password.

N

Note All entries are case sensitive.

The lobby ambassador has access to the templates only to add guest users.

Signing Request (CSR) Generation

To generate a Certificate Signing Request (CSR) for a third-party certificate using the NCS, see the
Appendix D, “Certificate Signing Request (CSR) Generation for a Third-Party Certificate on a Cisco
Prime Network Control System (NCS).”
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Performing Maintenance Operations

You can perform the actions at the system level, such as updating system softwares or downloading
certificates that can be used with many items.

This chapter describes the system level tasks to perform with Cisco NCS. It contains the following
sections:

e Information About Maintenance Operations, page 3-1
e Performing System Tasks, page 3-1
e Performing the NCS Operations, page 3-6

Information About Maintenance Operations

A system-level task is a collection of tasks that relate to operations that apply to the NCS database as a
whole. System tasks also include restoring the NCS database. For more information, see the “Restoring
the NCS Database” section on page 3-8.

Performing System Tasks

This sections describes how to use the NCS to perform system-level tasks. This section contains the
following topics:

¢ Adding a Controller to the NCS Database, page 3-1

e Using the NCS to Update System Software, page 3-2

¢ Downloading Vendor Device Certificates, page 3-3

¢ Downloading Vendor CA Certificates, page 3-4

e Using the NCS to Enable Long Preambles for SpectralLink NetLink Phones, page 3-5
¢ Creating an RF Calibration Model, page 3-5

Adding a Controller to the NCS Database

To add a controller to the NCS database, follow these steps:

Cisco Prime Network Control System Configuration Guide
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)

Note

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

We recommend that you manage controllers through the controller dedicated service port for improved
security. However, when you manage controllers that do not have a service port (such as 2000 series
controllers) or for which the service port is disabled, you must manage those controllers through the
controller management interface.

Log into the NCS user interface.

Choose Configure > Controllers to display the All Controllers page.

From the Select a command drop-down list, choose Add Controller, and click Go.

In the Add Controller page, enter the controller IP address, network mask, and required SNMP settings.

Click OK. The NCS displays a Please Wait dialog box while it contacts the controller and adds the
current controller configuration to the NCS database. It then returns you to the Add Controller page.

If the NCS does not find a controller at the IP address that you entered for the controller, the Discovery
Status dialog displays this message:

No response from device, check SNMP.

Check these settings to correct the problem:

¢ The controller service port IP address might be set incorrectly. Check the service port setting on the
controller.

e The NCS might not have been able to contact the controller. Make sure that you can ping the
controller from the NCS server.

e The SNMP settings on the controller might not match the SNMP settings that you entered in the
NCS. Make sure that the SNMP settings configured on the controller match the settings that you
entered in the NCS.

Add additional controllers if desired.

Using the NCS to Update System Software

Step 1

Step 2
Step 3

To update controller (and access point) software using the NCS, follow these steps:

Enter the ping ip-address command to be sure that the NCS server can contact the controller. If you use
an external TFTP server, enter the ping ip-address command to be sure that the NCS server can contact
the TFTP server.

N

Note  When you are downloading through a controller distribution system (DS) network port, the
TFTP server can be on the same or a different subnet because the DS port is routable.

Choose Configure > Controllers to navigate to the All Controllers page.

Select the check box of the desired controller, choose Download Software (TFTP or FTP) from the
Select a command drop-down list, and click Go. The NCS displays the Download Software to Controller

page.
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Step 4

Step 5

Step 6

Performing System Tasks 1l

If you use the built-in NCS TFTP server, choose Default Server from the Server Name drop-down list
box. If you use an external TFTP server, choose New from the Server Name drop-down list box and add
the external TFTP server IP address.

Enter the file path and server file name in their respective text boxes (for example, AS_2000_release.aes
for 2000 series controllers). The files are uploaded to the root directory which was configured for use by
the TFTP server. You can change to a different directory.

~

Note  Be sure that you have the correct software file for your controller.

Click Download. The NCS downloads the software to the controller, and the controller writes the code
to flash RAM. As the NCS performs this function, it displays its progress in the Status field.

Downloading Vendor Device Certificates

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Each wireless device (controller, access point, and client) has its own device certificates. For example,
the controller is shipped with a Cisco-installed device certificate. This certificate is used by EAP-TLS
and EAP-FAST (when not using PACs) to authenticate wireless clients during local EAP authentication.
However, if you want to use your own vendor-specific device certificate, it must be downloaded to the
controller.

To download a vendor-specific device certificate to the controller, follow these steps:

Choose Configure > Controllers.
You can download the certificates in one of two ways:
a. Select the check box of the controller you choose.

b. Choose Download Vendor Device Certificate from the Select a command drop-down list, and click
Go.

or
a. Click the URL of the desired controller in the IP Address column.
b. Choose System > Commands from the left sidebar menu.

¢. Choose TFTP or FTP in the Upload/Download Command section.

d. Choose Download Vendor Device Certificate from the Upload/Download Commands drop-down
list, and click Go.

In the Certificate Password text box, enter the password which was used to protect the certificate.

Specify if the certificate to download is on the TFTP server or on the local machine. If it is on the TFTP
server, the name must be supplied in the Server File Name field. If the certificate is on the local machine,
you must specify the file path in the Local File Name field using the Choose File button.

Enter the TFTP server name in the Server Name field. The default is for the NCS server to act as the
TFTP server.

Enter the server IP address.

In the Maximum Retries text box, enter the maximum number of times that the TFTP server attempts to
download the certificate.
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Step 8

Step 9
Step 10

Performing System Tasks

In the Timeout text box, enter the amount of time (in seconds) that the TFTP server attempts to download
the certificate.

In the Local File Name text box, enter the directory path of the certificate.

Click OK.

Downloading Vendor CA Certificates

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8
Step 9

Controllers and access points have a certificate authority (CA) certificate that is used to sign and validate
device certificates. The controller is shipped with a Cisco-installed CA certificate. This certificate might
be used by EAP-TLS and EAP-FAST (when not using PACs) to authenticate wireless clients during local
EAP authentication. However, if you want to use your own vendor-specific CA certificate, it must be
downloaded to the controller. To download vendor CA certificate to the controller, follow the
instructions:

Choose Configure > Controllers.
You can download the certificates in one of two ways:
a. Select the check box of the controller you choose.

b. Choose Download Vendor CA Certificate from the Select a command drop-down list, and click
Go.

or
a. Click the URL of the desired controller in the IP Address column.
b. Choose System > Commands from the left sidebar menu.

¢. Choose Download Vendor CA Certificate from the Upload/Download Commands drop-down list,
and click Go.

Specify if the certificate to download is on the TFTP server or on the local machine. If it is on the TFTP
server, the name must be supplied in the Server File Name field in Step 9. If the certificate is on the local
machine, you must specify the file path in the Local File Name field in Step 8 using the Browse button.

Enter the TFTP server name in the Server Name field. The default is for the NCS server to act as the
TFTP server.

Enter the server IP address.

In the Maximum Retries text box, enter the maximum number of times that the TFTP server attempts to
download the certificate.

In the Timeout text box, enter the amount of time (in seconds) that the TFTP server attempts to download
the certificate.

In the Local File Name text box, enter the directory path of the certificate.

Click OK.
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Using the NCS to Enable Long Preambles for Spectralink NetLink Phones

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7
Step 8

Step 9

Step 10

A radio preamble (sometimes called a header) is a section of data at the head of a packet. It contains
information that wireless devices need when sending and receiving packets. Short preambles improve
throughput performance, so they are enabled by default. However, some wireless devices, such as
SpectraLink NetLink phones, require long preambles.

To optimize the operation of SpectraLink NetLink phones on your wireless LAN, to use the NCS to
enable long preambles, follow these steps:

Log into the NCS user interface.

Choose Configure > Controllers to navigate to the All Controllers page.
Click the IP address of the desired controller.

From the left sidebar menu, choose 802.11b/g/n > Parameters.

If the IP Address > 802.11b/g/n Parameters page shows that short preambles are enabled, continue to the
next step. However, if short preambles are disabled, which means that long preambles are enabled, the
controller is already optimized for SpectraLink NetLink phones, and you do not need to continue this
procedure.

Enable long preambles by unselecting the Short Preamble check box.
Click Save to update the controller configuration.

To save the controller configuration, choose System > Commands from the left sidebar menu, choose
Save Config To Flash from the Administrative Commands drop-down list, and click Go.

To reboot the controller, choose Reboot from the Administrative Commands drop-down list and click
Go.

Click OK when the following message appears.
Please save configuration by clicking “Save Config to flash”. Do you want to continue

rebooting anyways?

The controller reboots. This process might take some time, during which the NCS loses its connection
to the controller.

~

Note  You can view the controller reboot process with a command-line interface session.

Creating an RF Calibration Model

If you would like to further refine the NCS Location tracking of client and rogue access points across
one or more floors of a building, you have the option of creating an RF calibration model that uses
physically collected RF measurements to fine-tune the location algorithm. When you have multiple
floors in a building with the same physical layout as the calibrated floor, you can save time calibrating
the remaining floors by using the same RF calibration model for the remaining floors.

[ oL-25451-02

Cisco Prime Network Control System Configuration Guide



Chapter3  Performing Maintenance Operations |

M Performing the NCS Operations

The calibration models are used as RF overlays with measured RF signal characteristics that can be
applied to different floor areas. This allows the Cisco Unified Wireless Network Solution installation
team to lay out one floor in a multi-floor area, use the RF calibration tool to measure and save the RF
characteristics of that floor as a new calibration model, and apply that calibration model to all the other
floors with the same physical layout.

Performing the NCS Operations

This section contains the following topics:
e Verifying the Status of the NCS, page 3-6
e Stopping the NCS, page 3-6
e Backing Up the NCS Database, page 3-7
e Restoring the NCS Database, page 3-8
e Uninstalling NCS, page 3-10
e Upgrading WCS to NCS, page 3-10
e Upgrading the Network, page 3-12
e Reinitializing the Database, page 3-12
e Recovering the NCS Password, page 3-12

Verifying the Status of the NCS

This section provides instructions for checking the status of the NCS. To check the status of the NCS.
You can check the status at any time, follow these steps:

Step1  Log into the system as admin.
Step 2 Using the CARS command-line interface, enter the NCS status command.

The command-line interface displays messages indicating the status of the NCS.

Stopping the NCS

This section provides instructions for stopping the NCS. You can stop the NCS at any time. To stop the
NCS, follow these steps:

N

Note  If any users are logged in when you stop the NCS, their NCS sessions stop functioning.

Step 1 Log into the system as admin.

N

Note  To see which version of NCS you currently have installed, enter show application version NCS.
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Using the CARS command-line interface, enter the NCS stop command.

The command-line interface displays messages indicating that NCS is stopping.

Backing Up the NCS Database

This section provides instructions for backing up the NCS database. You can schedule regular backups
through the NCS user interface or manually initiate a backup.

N

Note = Machine specific settings (such as FTP enable and disable, FTP port, FTP root directory, TFTP
enable and disable, TFTP port, TFTP root directory, HTTP forward enable and disable, HTTP
port, HTTPS port, report repository directory, and all high availability settings) are not included
in the backup and restore function if the backup is restored to a different device.

This section contains the following topics:
e Scheduling Automatic Backups, page 3-7
e Performing a Manual Backup, page 3-8

Scheduling Automatic Backups

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

To schedule automatic backups of the NCS database, follow these steps:

Log into the NCS user interface.

Choose Administration > Background Tasks to display the Scheduled Tasks page.
Click the NCS Server Backup task to display the NCS Server Backup page.

Select the Enabled check box.

At the Backup Repository field, Choose an existing backup repository, or click Create to create a new
repository.

If you are backing up in remote location, select the FTP Repository check box. You need to enter the
FTP location, username, and password of the remote machine.

In the Interval (Days) text box, enter a number representing the number of days between each backup.
For example, 1 = a daily backup, 2 = a backup every other day, 7 = a weekly backup, and so on.

Range: 1 to 360
Default: 7

In the Time of Day text box, enter the time when you want the backup to start. It must be in this format:
hh:mm AM/PM (for example: 03:00 AM).

~

Note  Backing up a large database affects the performance of the NCS server. Therefore, we
recommend that you schedule backups to run when the NCS server is idle (for example, in the
middle of the night).
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Step 9

Click Submit to save your settings. The backup file is saved as a .zip file in the
ftp-install-dir/ftp-server/admin/NCSBackup directory using this format: dd-mmm-yy_ hh-mm-ss.zip
(for example, 11-Nov-05_10-30-00.zip).

Performing a Manual Backup

Step 1
Step 2

Step 3
Step 4

To back up the NCS database, follow these steps:

~

Note  You do not need to shut down Oracle or the platform to perform a backup.

Log into the system as admin.

Create a local or remote backup directory for the NCS database with no spaces in the name (for example,
mkdir NCS1.0.X.X_Backup).

N

Note  Make sure that the directory name does not contain spaces. Spaces can generate errors.

~
Note  If it is a remote backup location, you MUST specify the correct FTP location (For example,
ftp://hostname/location) and user credentials.

You can perform a backup using the command-line interface.
Run either of these commands to perform a manual backup:

e Back up the appliance and application to the repository (local or remote) by entering the following
command:

backup testbackup repository backup repo
e Back up the application only to the repository (local or remote) by entering the following command:
backup testbackup repository backup_ repo application NCS

The command-line interface displays messages indicating the status of the backup.

Restoring the NCS Database

This section provides instructions for restoring the NCS database. This section contains the following
topics:

e Restoring the NCS Database, page 3-9

e Restoring the NCS Database in a High Availability Environment, page 3-9
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Restoring the NCS Database

Step 1

Step 2
Step 3

Step 4

If you are restoring the NCS database in a high availability environment, see the “Restoring the NCS
Database in a High Availability Environment” section on page 3-9. To restore the NCS database from a
backup file. follow these steps:

To view all local repository backups, enter the following command:

show repository backup_repo

N

Note If possible, stop all the NCS user interfaces to stabilize the database.

Manually shut down the platform.
Using the command-line interface, perform one of the following:
e Restore the appliance and application backup by entering the following command:
restore testbackup-yymmdd-xxxx.tar.gpg repository backup repo
e Restore only the application backup by entering the following command:
restore testbackup-yymmdd-xxxx.tar.gpg repository backup repo application NCS

Click Yes if a message appears indicating that the NCS is running and needs to be shut down.

~

Note  If the restore process shuts down the NCS, a restart is attempted after a successful restore. The
appliance then restarts and you have to again login and restart the dbserver and the platform
manually as admin (make sure you do not start with dbclean, else you lose your recently restored
data).

The command-line interface displays messages indicating that the NCS database is being restored.

Restoring the NCS Database in a High Availability Environment

During installation, you were prompted to determine if a secondary NCS server would be used for high
availability support to the primary NCS server. If you opted for this high availability environment and
enabled it in the Administration > High Availability page, the status appears as HA enabled. Before
restoring a database, you must convert the status to HA not configured.

~

Note If you attempt to restore the database while the status is set to HA enabled, unexpected results
might occur.

To change the status from HA enabled to HA not configured, follow one of these procedures:
¢ Click the Remove button in the HA Configuration page (Administration > High Availability).

e Restart the primary server. Go to the secondary HealthMonitor graphical user interface
(https://<SecondaryNCS>:8082), and click Failback.

— Use this method when one of the following instances has occurred:
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The primary server is down and failover has not been executed, so then the secondary server is
in SecondaryLostPrimary state.

or

The primary server is down and failover has already executed, so then the secondary server is
in the SecondaryActive state.

The primary server is now in HA Not Configured mode, and you can safely restore the database.

Uninstalling NCS

Step 1
Step 2
Step 3
Step 4

This section provides instructions for uninstalling the NCS. You can uninstall the NCS at any time, even
while the NCS is running.

To uninstall the NCS, follow these steps:

Stop the NCS.
Log into the system as admin.
Using the CARS command-line interface, enter the application remove NCS command.

Click Yes to continue the uninstall process.

Upgrading WCS to NCS

Step 1
Step 2

Step 3

This section provides instructions for upgrading to the NCS. If you are upgrading to the NCS in a high
availability environment, see the “Upgrading the NCS in a High Availability Environment” section on
page 3-11.

S,
Note  The NCS supports data migration in the WCS Releases 7.0.164.3, 7.0.172.0, and 7.0.220.0. If

you do not have either release of the WCS, you must upgrade to either the WCS 7.0.164.3 or
7.0.172.0 or 7.0.220.0 first and then follow the migration steps.

To Upgrade from the WCS to the NCS, perform the following:

Stop the WCS server.

Enter the export command to export all the WCS data in to a export file. For Linux, enter the export.sh
all command and for windows enter the export.bat all command.

~

Note  While upgrading from the WCS to the NCS, on running the export command, you might
encounter a “could not reserve enough space” error. If you encounter this error then access either
the export.bat (for Windows OS) or export.sh (for Linux OS) file and replace the instance of
-Xmx1024m with -Xmx512m.

Copy the export .zip file (for example, wcs.zip) in to a local repository folder.
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Step 5

Step 6

Step 7
Step 8
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Log in to the NCS as admin and stop the NCS server using the NCS stop command.
Configure the repository in the NCS appliance using the repository command:

ncs-appliance/admin# configure

ncs-appliance/admin (config) # repository wcs-ftp-repo

ncs-appliance/admin (config-Repository)# url ftp://209.165.200.227//
ncs-appliance/admin (config-Repository)# user ftp-user password plain ftp-user

A
Note = Make sure wcs.zip is listed for the show repository repositoryname command. For tftp, if

directory listing is not enabled, then restore fails. This is an expected behavior and the show
repository command produces an error message.

ncs-appliance/admin# show repository wcs-ftp-repo
wcs.zip

ncs-appliance/admin# show repository wcs-tftp-repo
% Protocol does not support listing directories

Enter the NCS migrate command to restore the WCS database.

ncs-appliance/admin# NCS migrate wcs-data wcs.zip repository wcs-ftp-repo

Using the noclientstats option, no client count and client statistics data are migrated to the NCS. By
default no WCS events are migrated.

Run the NCS start command to start the NCS server after the upgrade is completed.

Login to the NCS User Interface using the admin and the admin password.

~

Note  The client count, client summary, client throughput, client traffic, rogue AP, adhoc rogues, new
adhoc rogues, PCI details, PCI summary and security summary reports, dashboard
customizations, client station information and its statistics, all WCS events, RADIUS/TACACS
server IP and credentials, and the admin password are not migrated from the WCS to the NCS.
Make sure you enable the RADIUS/TACACS server as AAA mode in Administration > AAA
> AAA Mode Settings page and click Save.

Upgrading the NCS in a High Availability Environment

Step 1

If you have a primary and secondary NCS, follow these steps for a successful upgrade:

You must first remove the HA configuration with the following steps:
a. Log in to the primary NCS server.

b. Choose Administration > High Availability, and choose HA Configuration from the left sidebar
menu.

c. Click Remove to remove the HA configuration.

N

Note It might take a few minutes for the remove to complete.
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Step2  You must first upgrade the secondary NCS with the following steps:

a. Shut down the secondary NCS. See the “Stopping the NCS” section on page 3-6 for more
information.

A

Note  You can use NCS stop for a graceful shut down. A graceful shut down does not trigger the
automatic failover.

b. Perform an upgrade on the secondary NCS.

c. Start the secondary NCS.

~

Note It attempts to reconnect to the primary NCS, but a version mismatch error is returned.

Step3  Upgrade the primary NCS.
a. Shut down the primary NCS. See the “Stopping the NCS” section on page 3-6 for more information.
b. Perform an upgrade on the primary NCS.
c. Start the primary NCS.
Step4  Enable HA again on the primary NCS.
a. Login to the primary NCS server.
b. Choose Administration > High Availability and select HA Configuration from the left sidebar menu.

c. Enter the HA configuration settings and click Save to enable high availability.

Upgrading the Network

Network upgrades must follow a recommended procedure so that databases can remain synchronized
with each other. For example, You cannot upgrade the controller portion of the network to a newer
release but maintain the current NCS version and not upgrade it. The supported order of upgrade is NCS
first, followed by the controller, and then any additional devices.

Reinitializing the Database

If you need to reset the database because of a synchronization problem or a corruption of some type,
enter NCS db reinitdb to reinitialize the database.

Recovering the NCS Password

You can change the NCS application root user or FTP user password. To recover the passwords and
regain access to the NCS, follow these steps:

~

Note  If you are a Linux user, you must be the admin user to run the command.
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Step1  Login to the NCS command-line interface as an admin user.
Step2  Enter the following command:
NCS password root password password
Where password is the root user login password. You can enter a password not exceeding 80 characters.
Example of the command usage:
NCS-appliance/admin# NCS password root password ?

<WORD> Type in root user login password (Max Size - 80)

You should now be able to login to the NCS web interface with the new root password.

Cisco Prime Network Control System Configuration Guide
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CHAPTER 5

Monitoring Devices

Information About Monitoring

This chapter describes how to use the Cisco NCS to monitor Cisco WLAN Solution device
configurations. This chapter contains the following sections:

e Monitoring Controllers, page 5-1

e Monitoring Switches, page 5-33

e Monitoring Access Points, page 5-43

e Monitoring RFID Tags, page 5-118

* Monitoring Chokepoints, page 5-120

e Monitoring Interferers, page 5-121

¢ Monitoring Spectrum Experts, page 5-125

e Monitoring WiFi TDOA Receivers, page 5-127
e Monitoring Media Streams, page 5-127

¢ Monitoring Radio Resource Management (RRM), page 5-128
e Monitoring Clients and Users, page 5-131

¢ Monitoring Alarms, page 5-131

e Monitoring Events, page 5-149

e Monitoring Site Maps, page 5-159

e Monitoring Google Earth Maps, page 5-160

Monitoring Controllers

Choose Monitor > Controllers to access the controller list page. Click a controller IP address to view
its details.

This section contains the following topics:
e Searching Controllers, page 5-2
e Viewing a List of Controllers, page 5-2
e Monitoring System Parameters, page 5-3

e Monitoring Ports, page 5-9
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* Monitoring Controller Security, page 5-15

e Monitoring Controllers Mobility, page 5-23

® Monitoring Controller 802.11a/n, page 5-25

¢ Monitoring Controllers 802.11b/g/n, page 5-29
¢ Monitoring Controllers IPv6, page 5-32

Searching Controllers

Use the NCS Search feature to find specific controllers or to create and save custom searches.

For a controller search, you can search using the following fields:

Table 5-1 Search Controllers

Fields Description

Search for controller by Choose All Controllers, IP Address, Controller Name, or
Network.

Note  Search fields might change depending on the selected
category. When applicable, enter the additional field or filter
information to help identify the Search By category.

Enter Controller IP Address This field only appears if you select IP Address from the Search for
controller by field.

Enter Controller Name This field only appears if you select Controller Name from the
Search for controller by field.
Audit Status Choose one of the following from the drop-down list:
- All Status

— Mismatch—Configuration differences were found between
NCS and controller during the last audit.

— Identical—No configuration differences were found during
the last audit.

— Not Available—Audit status is unavailable.

See the following topics for additional information:
e Using the Search Feature, page 2-33
¢ Quick Search, page 2-33
e Advanced Search, page 2-34
e Saved Searches, page 2-46

Viewing a List of Controllers

Choose Monitor > Controllers or perform a controller search to access the controller list page.
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See the “Advanced Search” section on page 2-34 for more information on performing an advanced
search.

The data area of this page contains a table with the following columns.

Table 5-2 Controller List Details

Fields Description

IP Address Local network IP address of the controller management interface. Click
an IP address in the list to display the controller details.

Controller Name Name of the controller.

Location The geographical location (such as a campus or building).

Mobility Group Name Name of the controller mobility or WPS group.

Reachability Status Reachable or Unreachable. Click the title to toggle from ascending to
descending order.

Click the title to toggle from ascending to descending order. To add, remove, or reorder columns in the
table, click the Edit View link to go to the Edit View page.

Configuring the Controller List Display

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

The Edit View page allows you to add, remove, or reorder columns in the Controllers table.

To edit the available columns in the Controllers table, follow these steps:

Choose Monitor > Controllers.
Click the Edit View link.

To add an additional column to the controllers table, click to highlight the column heading in the left list.
Click Show to move the heading to the right list. All items in the right list are displayed in the Controllers
table.

To remove a column from the Controllers table, click to highlight the list heading in the right list. Click
Hide to move the heading to the left list. All items in the left list are not displayed in the Controllers
table.

Use the buttons to specify the order in which the information appears in the table. Highlight the desired
list heading and click Up or Down to move it higher or lower in the current list.

Click Reset to restore the default view.

Click Submit to confirm the changes.

Monitoring System Parameters

This section provides the detailed information regarding monitoring controller system parameters and
contains the following topics:

e Monitoring System Summary, page 5-4
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e Monitoring Spanning Tree Protocol, page 5-6
e Monitoring CLI Sessions, page 5-7

* Monitoring DHCP Statistics, page 5-8

¢ Monitoring WLANSs, page 5-9

Monitoring System Summary

This page displays a summary of the controller parameters with a graphic displaying the status of the
controller. The graphic of the front of the controller shows front-panel ports (click a port to go to Monitor
Controllers > IPaddr > Ports > General for information about that port). You can find the links to alarms,
events and access points details related to the controller.

You can access this page in the following ways:
¢ Choose Monitor > Controllers and click the applicable IP address.

e Choose Monitor > Access Points, click a list item under AP Name, then click Registered
Controller.

¢ Choose Configure > Access Points, choose a list item under AP Name, then click Registered
Controller.

Click Controllers in the page title to view a list of all the controllers. See the “Viewing a List of
Controllers” section on page 5-2.

Table 5-3 lists the Monitoring System Summary page fields.

Table 5-3 Monitoring System Summary Page Fields

Field Description

General

IP Address Local network IP address of the controller management interface.
Name User-defined name of the controller.

Device Type Type of controller.

UP Time Time in days, hours and minutes since the last reboot.
System Time Time used by the controller.

Internal The temperature of the controller.

Temperature

Location User-defined physical location of the controller.
Contact Contact person or the owner of the controller.

Total Client Count |Total number of clients currently associated with the controller.

Current CAPWAP |Control and Provisioning of Wireless Access Points (CAPWAP) protocol
Transport Mode transport mode. Communications between controllers and access points. Choose
Layer 2 or Layer 3.

Power Supply One |If the power supply is available and operation. This is only for 4400 series
controller.

Power Supply Two |If the power supply is available and operation. This is only for 4400 series
controller.

Inventory
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Table 5-3

Monitoring Controllers

Monitoring System Summary Page Fields (continued)

Field

Description

Software Version

The operating system release.version.dot.maintenance number of the code
currently running on the controller.

Emergency Image
Version

An image version of the controller.

Description Description of the inventory item.
Model No Specifies the machine model as defined by the Vital Product Data.
Serial No Unique serial number for this controller.

Burned-in MAC
Address

The burned-in MAC address for this controller.

Number of APs

The maximum number of access points supported by the controller.

Supported
GigEthernet/Fiber Displays the presence or absence of the optional 1000BASE-T/1000BASE-SX
Card GigE card.
Crypto Card One |Displays the presence or absence of an enhanced security module which enables
IPsec security and provides enhanced processing power.
Note By default, the enhanced security module is not installed on a controller.
Maximum number of crypto cards that can be installed on a Cisco Wireless LAN
controller:
— Cisco 2000 Series—None
— Cisco 4100 Series—One
— Cisco 4400 Series—Two
Crypto Card Two |Displays the presence or absence of a second enhanced security module.
GIGE Port(s) Up or Down. Click to review the status of the port.
Status

Unique Device Identifi

er (UDI)

Name Product type. Chassis for controller and Cisco AP for access points.
Description Description of controller and might include number of access points.
Product ID Orderable product identifier.

Version ID Version of product identifier.

Serial No Unique product serial number.

Utilization

CPU Utilization

Displays a graph of the maximum, average, and minimum CPU utilization over
the specified amount of time.

Memory
Utilization

Displays a graph of the maximum, average, and minimum memory utilization

over the specified amount of time.

[ oL-25451-02

Cisco Prime Network Control System Configuration Guide



Chapter5  Monitoring Devices |

Il Monitoring Controllers

Monitoring Spanning Tree Protocol

The Spanning Tree Protocol (STP) is a link management protocol. Cisco WLAN Solution implements
the IEEE 802.1D standard for media access control bridges.

Spanning tree algorithm provides redundancy while preventing undesirable loops in a network that are
created by multiple active paths between stations. STP allows only one active path at a time between any
two network devices (this prevents the loops) but establishes the redundant links as a backup if the initial
link should fail.

You can access this page in the following ways:

¢ Choose Monitor > Controllers, select an IP address, and choose System > Spanning Tree
Protocol from the left sidebar menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose System > Spanning Tree Protocol from the left sidebar menu.

~

Note  The controllers that do not support Spanning Tree Protocol are WISM, 2500, 5500, 7500 and
SMWLC.

Table 5-4 lists the Spanning Tree Protocol page fields.

Table 5-4 Spanning Tree Protocol Fields Page Fields
Field Description
General

Spanning Tree Specification  |An indication of what version of the Spanning Tree Protocol is
being run. IEEE 802.1D implementations return 'IEEE 802.1D'. If
future versions of the IEEE Spanning Tree Protocol are released
that are incompatible with the current version, a new value is
defined.

Spanning Tree Algorithm Specifies if this controller participates in the Spanning Tree
Protocol. Might be enabled or disabled by choosing the
corresponding line in the drop-down list. The factory default is
disabled.

Priority The value of the writable portion of the Bridge ID, that is, the first
two octets of the (8 octet long) Bridge ID. The other (last) 6 octets
of the Bridge ID are given by the value of Bridge MAC Address.
The value might be specified as a number between 0 and 65535. The
factory default is 32768.

STP Statistics

Topology Change Count The total number of topology changes detected by this bridge since
the management entity was last reset or initialized.

Time Since Topology Changed |Time (in days, hours, minutes, and seconds) since a topology
change was detected by the bridge.

Designated Root The bridge identifier of the root of the spanning tree as determined
by the Spanning Tree Protocol as executed by this node. This value
is used as the Root Identifier parameter in all Configuration Bridge
PDUs originated by this node.

Root Cost The cost of the path to the root as seen from this bridge.
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Table 5-4 Spanning Tree Protocol Fields Page Fields (continued)
Field Description
Root Port The port number of the port which offers the lowest cost path from

this bridge to the root bridge.

Maximum Age (seconds)

The value that all bridges use for MaxAge when this bridge is acting
as the root.

Note The 802.1D-1990 specifies that the range for this parameter
is related to the value of Stp Bridge Hello Time. The
granularity of this timer is specified by 802.1D-1990 to be
1 second. Valid values are 6 through 40 seconds. The
factory default is 20.

Hello Time (seconds)

The value that all bridges use for HelloTime when this bridge is
acting as the root. The granularity of this timer is specified by
802.1D-1990 to be 1 second. Valid values are 1 through 10 seconds.
The factory default is 2.

Forward Delay (seconds)

The value that all bridges use for ForwardDelay when this bridge is
acting as the root. Note that 802.1D-1990 specifies that the range
for this parameter is related to the value of Stp Bridge Maximum
Age. The granularity of this timer is specified by 802.1D-1990 to
be 1 second. An agent might return a badValue error if a set is
attempted to a value which is not a whole number of seconds. Valid
values are 4 through 30 seconds. The factory default is 15.

Hold Time (seconds)

The minimum time period to elapse between the transmission of
Configuration BPDUs through a given LAN Port: at most one
Configuration BPDU shall be transmitted in any Hold Time period.

Monitoring CLI Sessions

The CLI Sessions page for a controller can be accessed in the following ways:

¢ Choose Monitor > Controllers, click the applicable IP address, then choose System > CLI
Sessions from the left sidebar menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose System > CLI Sessions from the left sidebar menu.

Table 5-5 lists CLI Sessions page fields.
Table 5-5 CLI Sessions Page Fields

Field

Description

Session Index

Session identification.

Username

Login username.

Connection Type

Telnet or serial session.

Connection From

IP address of the client computer system.

Session Time

Elapsed active session time.

Idle Time

Elapsed inactive session time.
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Monitoring DHCP Statistics

The NCS provides DHCP server statistics for Version 5.0.6.0 controllers or later. These statistics include
information on the packets sent and received, DHCP server response information, and the last request

time stamp.

To access this page, choose Monitor > Controllers, click the applicable IP address, then choose System

> DHCP Statistics from the left sidebar menu.
Table 5-6 lists the The DHCP Statistics page fields.

Table 5-6 DHCP Statistics Page Fields

Field Description

Server IP Identifies the IP address of the server.

Is Proxy Identifies whether or not this server is proxy.

Discover Packets Sent

Identifies the total number of packets sent
intended to locate available servers.

Request Packets Sent

Identifies the total number of packets sent from
the client requesting parameters from the server or
confirming the correctness of an address.

Decline Packets

Identifies the number of packets indicating that
the network address is already in use.

Inform Packets

Identifies the number of client requests to the
DHCEP server for local configuration parameters
because the client already has an externally
configured network address.

Release Packets

Identifies the number of packets that release the
network address and cancel the remaining lease.

Reply Packets

Identifies the number of reply packets.

Offer Packets Identifies the number of packets that respond to
the discover packets with an offer of configuration
parameters.

Ack Packets Identifies the number of packets that acknowledge

successful transmission.

Nak Packets

Identifies the number of packets that indicate that
the transmission occurred with errors.

Tx Failures

Identifies the number of transfer failures that
occurred.

Last Response Received

Provides a timestamp of the last response
received.

Last Request Sent

Provides a timestamp of the last request sent.
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Monitoring WLANSs

Monitoring Controllers

Choose Monitor > Controllers click a controller IP address, and choose WLANS from the left sidebar

menu. This page enables you to view a summary of the wireless local access networks (WLANS) that

you have configured on this controller.

Table 5-7 lists the WLAN Details page fields.

Table 5-7 WLAN Page Fields
Field Description
WLAN ID Identification number of the WLAN.

Profile Name

User-defined profile name specified when
initially creating the WLAN. Profile Name is the
WLAN name.

SSID

User-defined SSID name.

Security Policies

Security policies enabled on the WLAN.

No of Mobility Anchors

Mobility anchors are a subset of a mobility group
specified as the anchor controllers for a WLAN.

Admin Status

Status of the WLAN is either enabled or disabled.

No. of Clients

Current number of clients currently associated
with this WLAN.

Monitoring Ports

This section provides the detailed information regarding monitoring controller port parameters and

contains the following topics:

e Monitoring General Ports, page 5-9

¢ Monitoring CDP Interface Neighbors, page 5-14

Monitoring General Ports

The Ports > General page provides information regarding physical ports on the selected controller. Click
a port number to view details for that port. See the “Port Details” section on page 5-10 for more

information.
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Table 5-8 lists the General page fields.

Table 5-8 General Page Fields
Field Description
Port Click the port number to view port details. See the “Port Details” section on

page 5-10 for more information.

Physical Mode Displays the physical mode of all ports. The choices include the following:
— 100 Mbps Full Duplex

— 100 Mbps Half Duplex

— 10 Mbps Full Duplex

— 10 Mbps Half Duplex

Admin Status Displays the port state as either Enable or Disable.
STP State Displays the STP state of the port as either Forwarding or Disabled.
Physical Status Displays the actual port physical interface:

- Auto Negotiate

— Half Duplex 10 Mbps

— Full Duplex 10 Mbps

— Half Duplex 100 Mbps

— Full Duplex 100 Mbps

— Full Duplex 1 Gbps

Link Status Red (down/failure), Yellow (alarm), Green (up/normal).

To access the Monitor > Ports > General page, do one of the following:

¢ Choose Configure > Controllers, click the applicable IP address. From the left sidebar menu,
choose General under Ports.

¢ Choose Monitor > Controllers, click the applicable, and click a port to access this page.

e Choose Monitor > Access Points and click a list item under AP Name, click Registered
Controller, then click a port to access this page.

¢ Choose Monitor > Clients and click a list item under AP Name, then click Registered Controller,
then click a port to access this page.

Port Details

~

Note  Click Alarms to open the Monitor Alarms page. See the “Monitoring Alarms” section on page 5-131 for
more information.
Click Events to open the Monitor Events page. See the “Monitoring Events” section on page 5-149 for
more information.
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Table 5-9 lists the Port Detail page fields.

Table 5-9 Port Details Page Fields

Monitoring Controllers

Field

Description

Interface

Operational Status

Displays the operational status of the controller:
The options are UP or DOWN.

Unknown Protocol Packets

The number of packets of unknown type which
were received from this server on this port.

Traffic (Received and Transmitted)

Total Bytes

The total number of packets received.

Packets

The total number of packets (including bad
packets) received that were within the indicated
octet range in length (excluding framing bits but
including FCS octets).

Ranges include the following:
- 64 Octets
= 65-127 Octets
- 128-255 Octets
- 256-511 Octets
- 512-1023 Octets
- 1024-1518 Octets

Packets (Received and Transmitted)

Total

Total number of packets received/transmitted.

Unicast Packets

The number of subnetwork-unicast packets
delivered/sent to a higher-layer protocol.

Broadcast Packets

The total number of packets received/sent that
were directed to the broadcast address.

Packets Discarded

Packets Discarded (Received/Transmitted): The
number of inbound/outbound packets which were
chosen to be discarded even though no errors had
been detected to prevent their being deliverable to
a higher-layer protocol. A possible reason for
discarding a packet could be to free up buffer
space.

Errors in Packets

The total number of packets received with errors.

Received packets with MAC errors
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Table 5-9 Port Details Page Fields (continued)
Field Description
Jabbers The total number of packets received that were

longer than 1518 octets (excluding framing bits,
but including FCS octets), and had either a bad
Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

Note  This definition of jabber is different than
the definition in IEEE-802.3 section
8.2.1.5 (10Base-5) and section 10.3.1.4
(10Base-2). These documents define
jabber as the condition where any packet
exceeds 20 ms. The allowed range to
detect jabber is between 20 and 150 ms.

Fragments/Undersize The total number of packets received that were
less than 64 octets in length (excluding framing
bits but including FCS octets).

Alignment Errors The total number of packets received that had a
length (excluding framing bits, but including FCS
octets) of between 64 and 1518 octets, inclusive,
but had a bad Frame Check Sequence (FCS) with
a non-integral number of octets.

FCS Errors The total number of packets received that had a
length (excluding framing bits, but including FCS
octets) of between 64 and 1518 octets, inclusive,
but had a bad Frame Check Sequence (FCS) with
an integral number of octets.

Transmit discards

Single Collision Frames A count of the number of successfully transmitted
frames on a particular interface for which
transmission is inhibited by exactly one collision.

Multiple Collision Frames A count of the number of successfully transmitted
frames on a particular interface for which
transmission is inhibited by more than one

collision.

Deferred Transmissions A count of frames for which transmission on a
particular interface fails due to deferred
transmissions.

Late Collisions A count of frames for which transmission on a

particular interface fails due to late collisions.

Excessive Collisions A count of frames for which transmission on a
particular interface fails due to excessive
collisions.

Ether Stats
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Table 5-9 Port Details Page Fields (continued)
Field Description
CRC Align Errors The number of incoming packets with the

Checksum (FCS) alignment error. This represents
a count of frames received on a particular
interface that are not an integral number of octets
in length and do not pass the FCS check. Received
frames for which multiple error conditions obtain
are, according to the conventions of IEEE 802.3
Layer Management, counted exclusively
according to the error status presented to the LLC.

Undersize Packets The total number of packets received that were
less than 64 octets in length (excluding framing
bits but including FCS octets).

Oversize Packets The total number of frames that exceeded the
maximum permitted frame size. This counter has
a maximum increment rate of 8§15 counts per
second at 10 Mbps.

Ether Stats Collisions The number of packets with collision errors.

SQE Test Errors Signal Quality Error Test errors (that is,
Heartbeat) during transmission. This tests the
important collision detection electronics of the
transceiver, and lets the Ethernet interface in the
computer know that the collision detection
circuits and signal paths are working correctly.
The errors indicate a count of times that the SQE
TEST ERROR message is generated by the PLS
sublayer for a particular interface. The SQE TEST
ERROR message is defined in section 7.2.2.2.4 of
ANSI/IEEE 802.3-1985 and its generation is
described in section 7.2.4.6 of the same
document.

Internal MAC Receive Errors A count of frames for which reception on a
particular interface fails due to an internal MAC
sublayer receive error. A frame is only counted by
an instance of this object if it is not counted by the
corresponding instance of either the
FrameTooLong property, the AlignmentErrors
property, or the FCSErrors property. The precise
meaning of the count represented by an instance
of this object is implementation-specific. In
particular, an instance of this object might
represent a count of receive errors on a particular
interface that are not otherwise counted.

Cisco Prime Network Control System Configuration Guide
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Table 5-9 Port Details Page Fields (continued)
Field Description
Internal MAC Transmit Errors A count of frames for which transmission on a

particular interface fails due to an internal MAC
sublayer transmit error. A frame is only counted
by an instance of this object if it is not counted by
the corresponding instance of either the
LateCollisions property, the ExcessiveCollisions
property, or the CarrierSenseErrors property. The
precise meaning of the count represented by an
instance of this object is implementation-specific.
In particular, an instance of this object might
represent a count of transmission errors on a
particular interface that are not otherwise
counted.

Carrier Sense Errors The Carrier Sense detects the presence of a
carrier. The number of times that the carrier sense
condition was lost or never asserted when
attempting to transmit a frame on a particular
interface.

Too Long Frames A count of frames received on a particular
interface that exceed the maximum permitted
frame size. The count represented by an instance
of this object is incremented when the
FrameTooLong status is returned by the MAC
layer to the LLC (or other MAC user). Received
frames for which multiple error conditions obtain
are, according to the conventions of IEEE 802.3
Layer Management, counted exclusively
according to the error status presented to the LLC.

Monitoring CDP Interface Neighbors
To access the Monitor CDP Interface Neighbors page, follow these steps:
Step 1 Choose Monitor > Controllers.

Step2  Click the IP address of the applicable controller.
Step3  From the left sidebar menu, choose CDP Interface Neighbors (under the Port heading).
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Table 5-10 lists the CDP Interface Neighbors page fields.

Table 5-10 CDP Interface Neighbors Page Fields

Field Description

Local Interface Local Port information.

Neighbor Name The name of each CDP neighbor.

Neighbor Address The IP address of each CDP neighbor.

Neighbor Port The port used by each CDP neighbor for
transmitting CDP packets.

Capability The functional capability of each CDP neighbor.

Platform The hardware platform of each CDP neighbor
device.

Duplex Indicates Full Duplex or Half Duplex.

Software Version The software running on the CDP neighbor.

Monitoring Controller Security

This section provides the detailed information regarding monitoring controller security and contains the
following topics:

Monitoring RADIUS Authentication, page 5-15
Monitoring RADIUS Accounting, page 5-17
Monitoring Management Frame Protection, page 5-19
Monitoring Rogue AP Rules, page 5-20

Monitoring Guest Users, page 5-22

Monitoring RADIUS Authentication

The RADIUS Authentication page displays RADIUS authentication server information and enables you
to add or delete a RADIUS authentication server.

To access this page, do one of the following:

Choose Monitor > Controllers, click the applicable IP address, then choose Security > Radius
Authentication from the left sidebar menu.

Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose Security > Radius Authentication from the left sidebar menu.

Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose Security > Radius Authentication from the left sidebar menu.
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Table 5-11 lists the RADIUS Authentication page fields.
Table 5-11 RADIUS Authentictaion Page Fields

Field

Description

RADIUS Authentication Servers

Server Index

Access priority number for RADIUS servers. Up
to four servers can be configured, and controller
polling of the servers starts with Index 1, Index 2
second, and so forth. The index number is based
on when the RADIUS server is added to the
controller.

IP Address The IP address of the RADIUS server.

Ping Click the icon to ping the RADIUS server from
the controller to verify the link.

Port Controller port number for the interface

protocols.

Admin Status

Indicates whether the server is enabled or
disabled.

Authentication Server Statistics

Msg Round Trip Time

The time interval (in milliseconds) between the
most recent Access-Reply/Access-Challenge and
the Access-Request that matched it from this
RADIUS authentication server.

First Requests

The number of RADIUS Access-Request packets
sent to this server. This does not include
retransmissions.

Retry Requests

The number of RADIUS Authentication-Request
packets retransmitted to this RADIUS
authentication server.

Accept Responses

The number of RADIUS Access-Accept packets
(valid or invalid) received from this server.

Reject Responses

The number of RADIUS Access-Reject packets
(valid or invalid) received from this server.

Challenge Responses

The number of RADIUS Access-Challenge
packets (valid or invalid) received from this
server.

Malformed Msgs

The number of malformed RADIUS
Access-Response packets received from this
server. Malformed packets include packets with
an invalid length. Bad authenticators or Signature
attributes or unknown types are not included as
malformed access responses.
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Table 5-11 RADIUS Authentictaion Page Fields (continued)

Field

Description

Pending Requests

The number of RADIUS Access-Request packets
destined for this server that have not yet timed out
or received a response. This variable is
incremented when an Access-Request is sent and
decremented due to receipt of an Access-Accept,
Access-Reject or Access-Challenge, a timeout, or
retransmission.

Bad Authentication Msgs

The number of RADIUS Access-Response
packets containing invalid authenticators or
Signature attributes received from this server.

Timeouts Requests

The number of authentication timeouts to this
server. After a timeout the client might retry to the
same server, send to a different server, or give up.
A retry to the same server is counted as a
retransmit as well as a timeout. A send to a
different server is counted as a Request as well as
a timeout.

Unknown Type Msgs

The number of RADIUS packets of unknown type
which were received from this server on the
authentication port.

Other Drops

The number of RADIUS packets received from
this server on the authentication port and dropped
for some other reason.

Monitoring RADIUS Accounting

You can access this page by any of the following ways:

¢ Choose Monitor > Controllers and click the applicable IP address, then choose Security > Radius

Accounting from the left sidebar menu.

e Choose Monitor > Clients and click a list item under AP Name, click Registered Controller, then
choose Security > Radius Accounting from the left sidebar menu.

¢ Choose Monitor > Maps, click an item in the Name column, click an access point icon, click
Controller, then choose Security > Radius Accounting from the left sidebar menu.

e Choose Configure > Access Points and select a list item under AP Name, click Registered
Controller, then choose Security > Radius Accounting from the left sidebar menu.
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Table 5-12 lists the RADIUS Accounting page fields.

Table 5-12 RADIUS Accoungting Page Fields

Field

Description

RADIUS Accounting Server

Server Index

Access priority number for RADIUS servers. Up
to four servers can be configured, and controller
polling of the servers starts with Index 1, Index 2
second, and so forth. Index number is based on
when the RADIUS server is added to the
controller.

IP Address The IP address of the RADIUS server.

Ping Click the icon to ping the RADIUS Server from
the controller to verify the link.

Port The port of the RADIUS server.

Admin Status

Indicates whether the server is enabled or
disabled.

Accounting Statistics

Msg Round Trip Time

The time interval (in milliseconds) between the
most recent Accounting-Response and the
Accounting-Request that matched it from this
RADIUS accounting server.

First Requests

The number of RADIUS Accounting-Request
packets sent. This does not include
retransmissions.

Retry Requests

The number of RADIUS Accounting-Request
packets retransmitted to this RADIUS accounting
server. Retransmissions include retries where the
Identifier and Acct-Delay have been updated, as
well as those in which they remain the same.

Accounting Responses

The number of RADIUS packets received on the
accounting port from this server.

Malformed Msgs

The number of malformed RADIUS
Accounting-Response packets received from this
server. Malformed packets include packets with
an invalid length. Bad authenticators and
unknown types are not included as malformed
accounting responses.

Bad Authentication Msgs

The number of RADIUS Accounting-Response
packets which contained invalid authenticators
received from this server.
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Table 5-12 RADIUS Accoungting Page Fields (continued)

Field

Description

Pending Requests

The number of RADIUS Accounting-Request
packets sent to this server that have not yet timed
out or received a response. This variable is
incremented when an Accounting-Request is sent
and decremented due to receipt of an
Accounting-Response, a timeout or a
retransmission.

Timeouts Requests

The number of accounting timeouts to this server.
After a timeout the client might retry to the same
server, send to a different server, or give up. A
retry to the same server is counted as a retransmit
as well as a timeout. A send to a different server
is counted as an Accounting-Request as well as a
timeout.

Unknown Type Msgs

The number of RADIUS packets of unknown type
which were received from this server on the
accounting port.

Other Drops

The number of RADIUS packets which were
received from this server on the accounting port
and dropped for some other reason.

This page displays the Management Frame Protection (MFP) summary information. MFP provides the
authentication of 802.11 management frames. Management frames can be protected to detect adversaries
who are invoking denial of service attacks, flooding the network with probes, interjecting as rogue access
points, and affecting the network performance by attacking the QoS and radio measurement frames.

If one or more of the WLANS for the controller has MFP enabled, the controller sends each registered
access point a unique key for each BSSID the access point uses for those WLANs. Management frames
sent by the access point over the MFP enabled WLANS is signed with a Frame Protection Information
Element (IE). Any attempt to alter the frame invalidates the message causing the receiving access point
configured to detect MFP frames to report the discrepancy to the WLAN controller.

Access this page in one of the following ways:

¢ Choose Monitor > Controllers. From the Controllers > Search Results page, click the applicable
IP address, then choose Security > Management Frame Protection from the left sidebar menu.

e Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose Security > Management Frame Protection from the left sidebar menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose Security > Management Frame Protection from the left sidebar menu.
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Table 5-13 lists the MFP page fields.
Table 5-13 MFP Page Fields

Field Description

General

Management Frame Protection Indicates if the infrastructure MFP is enabled
globally for the controller.

Controller Time Source Valid The Controller Time Source Valid field indicates
whether the controller time is set locally (by
manually entering the time) or through an external
source (such as NTP server). If the time is set by
an external source, the value of this field is
“True.” If the time is set locally, the value is
“False.” The time source is used for validating the
timestamp on management frames between access
points of different controllers within a mobility
group.

WLAN Details

WLAN ID The WLAN ID, 1 through 17.

WLAN Name User-defined profile name when initially creating
the WLAN. Both the SSID name and profile name
are user-defined. The WLAN name is same as the
profile name.

MFP Protection Management Frame Protection is either enabled
or disabled.

Status Status of the WLAN is either enabled or disabled.

AP Details

AP Name Operator-defined name of access point.

MFP Validation Management Frame Protection is enabled or
disabled.

Radio 802.11a or 802.11b/g.

Operation Status Displays the operational status: either UP or
DOWN.

Protection Full (All Frames).

Validation Full (All Frames).

Monitoring Rogue AP Rules

Rogue AP rules automatically classify rogue access points based on criteria such as authentication type,
matching configured SSIDs, client count, and RSSI values. The NCS applies the rogue access point
classification rules to the controllers and respective access points.

These rules can limit a rogue appearance on maps based on RSSI level (weaker rogue access points are
ignored) and time limit (a rogue access point is not flagged unless it is seen for the indicated period of
time).

Rogue AP Rules also help reduce false alarms.
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Rogue AP Rules
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Rogue classes include the following types:

Malicious Rogue—A detected access point that matches the user-defined malicious rules or has been
manually moved from the Friendly AP category.

Friendly Rogue—Known, acknowledged, or trusted access point or a detected access point that matches
user-defined friendly rules.

Unclassified Rogue—A detected access point that does not match the malicious or friendly rules.

Choose Monitor > Controllers. From the Controllers > Search Results page, click the applicable IP
address, then choose Security > Rogue AP Rules from the left sidebar menu.

The Rogue AP Rules page provides a list of all rogue access point rules currently applied to this
controller.

The following information is displayed for rogue access point rules:
¢ Rogue AP Rule name—Click the link to view Rogue AP Rule details.
¢ Rule Type—Malicious or Friendly.

— Malicious Rogue—A detected access point that matches the user-defined Malicious rules or has
been manually moved from the Friendly AP category.

— Friendly Rogue—Known, acknowledged, or trusted access point or a detected access point that
matches user-defined Friendly rules.

e Priority—Indicates the priority level for this rogue AP rule.

See the “Configuring a Rogue AP Rules Template” section on page 10-83 for more information on
Rogue AP Rules.

Table 5-14 lists the Rogue AP Rules page fields.
Table 5-14 Rogue AP Rule Page Fields

Field Description
Rule Name Name of the rule.
Rule Type Malicious or Friendly

— Malicious Rogue—A detected access
point that matches the user-defined
Malicious rules or has been manually
moved from the Friendly AP category.

— Friendly Rogue—Known,
acknowledged, or trusted access point or
a detected access point that matches
user-defined Friendly rules.
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Table 5-14 Rogue AP Rule Page Fields (continued)

Field

Description

Match Type

Match any or match all conditions.

Enabled Rule Conditions

Indicates all enabled rule conditions including:
— Open Authentication
- Match Managed AP SSID
- Match User Configured SSID
— Minimum RSSI

— Time Duration

— Minimum Number Rogue Clients

~

Note  See the “Configuring a Rogue AP Rules Template” section on page 10-83 for more information on

Rogue AP Rules.

Monitoring Guest Users

Choose Monitor > Controllers. From the Controllers > Search Results page, click the applicable IP
Address, then choose Security > Guest Users from the left sidebar menu.

The NCS allows you to monitor guest users from the Guest Users page as well as from the NCS home

page.

The Guest Users page provides a summary of the guest access deployment and network use.

The following information is displayed for guest users currently associates on the network. Table 5-15

lists the Guest Users page fields.

Table 5-15 Guest Users Page Fields

Field Description

Guest User Name Indicates the guest user login name.

Profile Indicates the profile to which the guest user is
connected.

Lifetime Indicates the length of time that the guest user
account is active. Length of time appears in days,
hours, and minutes or as Never Expires.

Start Time Indicates when the guest user account was

activated.

Remaining Lifetime

Indicates the remaining time for the guest user
account.

Role

Indicates the designated user role.

First Logged in at

Indicates the date and time of the user first login.
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Table 5-15 Guest Users Page Fields (continued)

Field

Description

Number of logins

Indicates the total number of logins for this guest
user.

Description

User-defined description of the guest user account
for identification purposes.

Monitoring Controllers Mobility

Monitoring Mobility Stats

The Mobility Stats page displays the statistics for mobility group events.

Access this page in one of the following ways:

¢ Choose Monitor > Controllers and click the applicable IP address, then choose Mobility >

Mobility Stats from the left sidebar menu.

¢ Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose Mobility > Mobility Stats from the left sidebar menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose Mobility > Mobility Stats from the left sidebar menu.

Table 5-16 lists the Mobility Stats page fields.
Table 5-16 Mobility Stats Page Fields

Field

Description

Global Mobility Statistics

Rx Errors Generic protocol packet receive errors, such as
packet too short or format incorrect.
Tx Errors Generic protocol packet transmit errors, such as

packet transmission fail.

Responses Retransmitted

The Mobility protocol uses UDP and it resends
requests several times if it does not receive a
response. Because of network or processing
delays, the responder might receive one or more
retry requests after it initially responds to a
request. This is a count of the response resends.

Handoff Requests Received

Total number of handoff requests received,
ignored or responded to.

Handoff End Requests

Total number of handoff end requests received.
These are sent by the Anchor or the Foreign to
notify the other about the close of a client session.

State Transitions Disallowed

PEM (policy enforcement module) has denied a
client state transition, usually resulting in the
handoff being aborted.
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Table 5-16 Mobility Stats Page Fields (continued)

Field Description

Resource Unavailable A necessary resource, such as a buffer, was
unavailable, resulting in the handoff being
aborted.

Mobility Responder Statistics

Handoff Requests Ignored Number of handoff requests/client announces that
were ignored. The controller simply had no
knowledge of that client.

Ping Pong Handoff Requests Dropped Number of handoff requests that were denied
because the handoff period was too short (3 sec).

Handoff Requests Dropped Number of handoff requests that were dropped
due to a either an incomplete knowledge of the
client or a problem with the packet.

Handoff Requests Denied Number of handoff requests that were actively
denied.

Client Handoff as Local Number of handoffs responses sent while in the
local role.

Client Handoff as Foreign Number of handoffs responses sent while in the
foreign role.

Anchor Requests Received Number of anchor requests received.

Anchor Requests Denied Number of anchor requests denied.

Anchor Requests Granted Number of anchor requests granted.

Anchor Transferred Number of anchors transferred because the client

has moved from a foreign controller to controller
on the same subnet as the current anchor.

Mobility Initiator Statistics

Handoff Requests Sent Number of clients that have associated with
controller and have been announced to the
mobility group.

Handoff Replies Received Number of handoff replies that have been received
in response to the requests sent.

Handoff as Local Received Number of handoffs in which the entire client
session has been transferred.

Handoff as Foreign Received Number of handoffs in which the client session
was anchored elsewhere.

Handoff Denies Received Number of handoffs that were denied.

Anchor Request Sent Number of anchor requests that were sent for a

three party (foreign to foreign) handoff. Handoff
was received from another foreign and the new
controller is requesting the anchor to move the
client.

Anchor Deny Received Number of anchor requests that were denied by
the current anchor.
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Table 5-16 Mobility Stats Page Fields (continued)

Field Description

Anchor Grant Received Number of anchor requests that were approved by
the current anchor.

Anchor Transfer Received Number of anchor transfers that were received by
the current anchor.

Monitoring Controller 802.11a/n

This section provides detailed information regarding monitoring 802.11a/n parameters and contains the
following topics:

e Monitoring 802.11a/n Parameters, page 5-25
e Monitoring 802.11a/n RRM Groups, page 5-27

Monitoring 802.11a/n Parameters

Access the 802.11a/n Parameters page in one of the following ways:

¢ Choose Monitor > Controllers and click the applicable IP address, then choose Parameters from
the 802.11a/n section of the left sidebar menu.

e Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose Parameters from the 802.11a/n section of the left sidebar menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose Parameters from the 802.11a/n section of the left sidebar menu.

Table 5-17 lists the 802.11a/n Parameters page fields.
Table 5-17 802.11 a/n Parameters Page Fields

Field Description

MAC Operation Parameters

RTS Threshold Indicates the number of octets in an MPDU,
below which an RTS/CTS handshake is not
performed.

Note An RTS/CTS handshake is performed at
the beginning of any frame exchange
sequence where the MPDU is a data or
management type, the MPDU has an
individual address in the Address1 field,
and the length of the MPDU is greater
than this threshold. Setting this attribute
higher than the maximum MSDU size
turns off the RTS/CTS handshake for data
or management type frames transmitted
by this STA. Setting this attribute to zero
turns on the RTS/CTS handshake for all
transmitted data or management type
frames.
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Table 5-17 802.11 a/n Parameters Page Fields (continued)

Field Description

Short Retry Limit The maximum number of transmission attempts
of a frame (less than or equal to

dot1 1RTSThreshold) made before a failure
condition is indicated. The default value is 7.

Long Retry Limit The maximum number of transmission attempts
of a frame (greater than dotl IRTSThreshold)
made before a failure condition is indicated. The
default value is 4.

Max Tx MSDU Lifetime The elapsed time in TU, after the initial
transmission of an MSDU, after which further
attempts to transmit the MSDU are terminated.
The default value is 512.

Max Rx Lifetime The elapsed time in TU, after the initial reception
of a fragmented MMPDU or MSDU, after which
further attempts to reassemble the MMPDU or
MSDU are terminated. The default value is 512.

Physical Channel Fields

TI Threshold The threshold being used to detect a busy medium
(frequency). CCA shall report a busy medium
upon detecting the RSSI above this threshold.

Channel Agility Enabled Physical channel agility functionality is or is not
implemented.

Station Configuration Fields

Medium Occupancy Limit Indicates the maximum amount of time, in TU,
that a point coordinator might control the usage of
the wireless medium without relinquishing
control for long enough to allow at least one
instance of DCF access to the medium. The
default value is 100, and the maximum value is

1000.

CFP Period The number of DTIM intervals between the start
of CFPs. It is modified by MLME-START.request
primitive.

CFP Max Duration The maximum duration of the CFP in TU that

might be generated by the PCF. It is modified by
MLME-START.request primitive.

CF Pollable When this attribute is implemented, it indicates

that the client is able to respond to a CF-Poll with
a data frame within a SIFS time. This attribute is
not implemented if the STA is not able to respond
to a CF-Poll with a data frame within a SIFS time.
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Table 5-17 802.11 a/n Parameters Page Fields (continued)

Field Description
CF Poll Request Specifies whether CFP is requested by the client.
DTIM Period

The number of beacon intervals that elapse
between transmission of Beacon frames
containing a TIM element whose DTIM Count
field is 0. This value is transmitted in the DTIM
Period field of Beacon frames.

Monitoring 802.11a/n RRM Groups

Access the RRM Grouping page in one of the following ways:

¢ Choose Monitor > Controllers and click the applicable IP address, then choose Grouping or WPS
Grouping from the 802.11a/n section of the left sidebar menu.

e Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose RRM Grouping or WPS Grouping from the 802.11a/n section of the left sidebar

menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then

choose RRM Grouping or WPS Grouping from the 802.11a/n section of the left sidebar menu.

Table 5-18 lists the 802.11a/n RRM Grouping page fields.
Table 5-18 802.11 a/n RRM Grouping Page Fields

Field

Description

802.11a Grouping Control

Grouping Mode

Dynamic grouping has two modes: on and off.
When the grouping is off, no dynamic grouping
occurs. Each controller optimizes only its own
parameters of the access point. When grouping is
on, the controller forms groups and elects leaders
to perform better dynamic parameter

optimization.
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Table 5-18 802.11 a/n RRM Grouping Page Fields (continued)

Field Description

Grouping Role There are five grouping roles:

— None—This grouping role appears when
the RF Group Mode is configured as Off.

— Auto-Leader—This grouping role
appears when the RF Group Mode is
configured as Automatic and the
controller is elected as a leader by the
automatic grouping algorithm.

— Auto-Member—This grouping role
appears when the RF Group Mode is
configured as Automatic and the
controller is selected as a member by the
automatic grouping algorithm.

— Static-Leader—This grouping role
appears when the RF Group Mode is
configured as Leader.

— Static-member—This grouping role
appears when the RF Group Mode is
configured as automatic and the
controller joins the leader as a result of
the join request from the leader.

Group Leader IP Address This is the IP address of the group leader.

Group Leader MAC Address This is the MAC address of the group leader for
the group containing this controller.

Is 802.11a Group Leader Yes, if this controller is the group leader or No if
the controller is not the group leader.

Last Update Time (secs) The elapsed time since the last group update in
seconds. This is only valid if this controller is a
group leader.

Group Update Interval (secs) When grouping is on, this interval (in seconds)
represents the period with which the grouping
algorithm is run by the Group Leader. Grouping
algorithm also runs when the group contents
changes and the automatic grouping is enabled. A
dynamic grouping can be started upon request
from the system administrator. Default value is
3600 seconds.

Group Members

Group Member Name Name of group member(s).
Group Member IP Address IP address of group member(s).
Member Join Reason Current state of the member(s).
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Monitoring Controllers 802.11b/g/n

This section provides the detailed information regarding monitoring 802.11b/g/n parameters and
contains the following topics:

e Monitoring 802.11b/g/n Parameters, page 5-29
e Monitoring 802.11b/g/n RRM Groups, page 5-30

Monitoring 802.11b/g/n Parameters

Access the 802.11b/g/n Parameters page in one of the following ways:

¢ Choose Monitor > Controllers and click the applicable IP Address, then choose Parameters from
the 802.11b/g/n section of the left sidebar menu.

e Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose Parameters from the 802.11b/g/n section of the left sidebar menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose Parameters from the 802.11b/g/n section of the left sidebar menu.

Table 5-19 lists the 802.11b/g Parameters page fields.

Table 5-19 802.11 b/g/n Parameters Page Fields

Field Description

MAC Operation Parameters

RTS Threshold Indicates the number of octets in an MPDU,
below which an RTS/CTS handshake is not
performed.

Note  An RTS/CTS handshake is performed at
the beginning of any frame exchange
sequence where the MPDU is a data or
management type, the MPDU has an
individual address in the Address1 field,
and the length of the MPDU is greater
than this threshold. Setting this attribute
higher than the maximum MSDU size
turns off the RTS/CTS handshake for data
or management type frames transmitted
by this STA. Setting this attribute to zero
turns on the RTS/CTS handshake for all
transmitted data or management type
frames.

Short Retry Limit The maximum number of transmission attempts
of a frame (less than or equal to
dot11RTSThreshold) made before a failure
condition is indicated. The default value is 7.

Long Retry Limit The maximum number of transmission attempts
of a frame (greater than dot1 IRTSThreshold)
made before a failure condition is indicated. The
default value is 4.
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Table 5-19 802.11 b/g/n Parameters Page Fields (continued)
Field Description
Max Tx MSDU Lifetime The elapsed time in TU, after the initial

transmission of an MSDU, after which further
attempts to transmit the MSDU are terminated.
The default value is 512.

Max Rx Lifetime The elapsed time in TU, after the initial reception
of a fragmented MMPDU or MSDU, after which
further attempts to reassemble the MMPDU or
MSDU are terminated. The default value is 512.

Physical Channel Fields

TI Threshold The threshold being used to detect a busy medium
(frequency). CCA shall report a busy medium
upon detecting the RSSI above this threshold.

Channel Agility Enabled Physical channel agility functionality is or is not
implemented.

Station Configuration Fields

Medium Occupancy Limit Indicates the maximum amount of time, in TU,
that a point coordinator might control the usage of
the wireless medium without relinquishing
control for long enough to allow at least one
instance of DCF access to the medium. The
default value is 100, and the maximum value is

1000.

CFP Period The number of DTIM intervals between the start
of CFPs. It is modified by MLME-START.request
primitive.

CFP Max Duration The maximum duration of the CFP in TU that

might be generated by the PCF. It is modified by
MLME-START.request primitive.

CF Pollable When this attribute is implemented, it indicates

that the client is able to respond to a CF-Poll with
a data frame within a SIFS time. This attribute is
not implemented if the STA is not able to respond
to a CF-Poll with a data frame within a SIFS time.

CF Poll Request Specifies whether CFP is requested by the client.

DTIM Period The number of beacon intervals that elapse
between transmission of Beacon frames
containing a TIM element whose DTIM Count
field is 0. This value is transmitted in the DTIM
Period field of Beacon frames.

Monitoring 802.11b/g/n RRM Groups

Access the 802.11b/g/n RRM Grouping page in one of the following ways:

¢ Choose Monitor > Controllers and click the applicable IP address, then choose RRM Grouping
or WPS Grouping from the 802.11b/g/n section of the left sidebar menu.
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¢ Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,

then choose RRM Grouping or WPS Grouping from the 802.11b/g/n section of the left sidebar

menu.

e Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose RRM Grouping or WPS Grouping from the 802.11b/g/n section of the left sidebar menu.

Table 5-20 lists the 802.11b/g/n RRM grouping page fields.

Table 5-20

802.11 b/g/n RRM Grouping Page Fields

Field

Description

802.11 b/g/n Grouping Control

Grouping Mode

Dynamic grouping has two modes: on and off.
When the grouping is off, no dynamic grouping
occurs. Each controller optimizes only its own
parameters of the access point. When grouping is
on, the controller forms groups and elects leaders
to perform better dynamic parameter
optimization.

Grouping Role

There are five grouping roles:

— None—This grouping role appears when

— Auto-Leader—This grouping role
appears when the RF Group Mode is
configured as Automatic and the
controller is elected as a leader by the
automatic grouping algorithm.

— Auto-Member—This grouping role
appears when the RF Group Mode is
configured as Automatic and the
controller is selected as a member by the
automatic grouping algorithm.

— Static-Leader—This grouping role
appears when the RF Group Mode is
configured as Leader.

- Static-member—This grouping role
appears when the RF Group Mode is
configured as automatic and the
controller joins the leader as a result of
the join request from the leader.

the RF Group Mode is configured as Off.

Group Leader IP Address

This is the IP address of the group leader.

Group Leader MAC Address

This is the MAC address of the group leader for
the group containing this controller.

Is 802.11a Group Leader

Yes, if this controller is the group leader or No if
the controller is not the group leader.

Last Update Time (secs)

The elapsed time since the last group update in
seconds. This is only valid if this controller is a
group leader.
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Table 5-20 802.11 b/g/n RRM Grouping Page Fields (continued)

Field

Description

Group Update Interval (secs)

When grouping is on, this interval (in seconds)
represents the period with which the grouping
algorithm is run by the Group Leader. Grouping
algorithm also runs when the group contents
changes and the automatic grouping is enabled. A
dynamic grouping can be started upon request
from the system administrator. Default value is
3600 seconds.

Group Members

Group Member Name

Name of group member(s).

Group Member IP Address

IP address of group member(s).

Member Join Reason

Current state of the member(s).

Monitoring Controllers IPv6

Monitoring Neighbor Bind Counter Statistics

Access the Neighbor Bind Counter Statistics page in one of the following ways:

e Choose Monitor > Controllers, select an IP Address, and choose IPv6 > Neighbor Bind Counters

from the left sidebar menu.

e Choose Monitor > Access Points, click a list item under AP Name, click Registered Controller,
then choose IPv6 > Neighbor Bind Counters from the left sidebar menu.

¢ Choose Monitor > Clients, click a list item under AP Name, click Registered Controller, then
choose IPv6 > Neighbor Bind Counters from the left sidebar menu.

Table 5-21 lists the Neighbor Bind Counter Stats page fields.

Table 5-21 Neighbor Bind Counter Stats Page Fields
Field Description
Neighbor Bind Counters Provides the statistics of the number of messages

exchanged between the host or client and the
router to generate and acquire IPv6 addresses,
link, MTU, and so on.

Received Messages

The number of Advertisement, Solicitation and
other messages received for NDP and DHCPv6.

Bridged Messages

The number of Advertisement, Solicitation and
other messages bridged for NDP and DHCPv6.

Total Snooping Dropped Messages

The number of Advertisement, Solicitation and
other messages bridged for NDP and DHCPv6
along with the reason for the drop.
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Table 5-21 Neighbor Bind Counter Stats Page Fields (continued)

Field Description

Neighbor Discovery Suppress Drop Counter The total number of neighbor discovery messages
dropped.

Total Suppress Dropped Messages The reason for the neighbor discovery messages
drop.

~

Note  Hover your mouse cursor over the values in the Total Snooping/Suppress Drop Messages column
to see the reasons due to which the corresponding messages were dropped.

Monitoring Switches

Choose Monitor > Switches to view the detailed information about the switches. This section provides
more detailed information regarding monitoring switches and includes the following topics:

e Searching Switches, page 5-33

e Viewing the Switches, page 5-34

e Monitoring Switch System Parameters, page 5-34
e Monitoring Switch Interfaces, page 5-40

e Monitoring Switch Clients, page 5-42

Searching Switches

Use the NCS search feature to find specific switches or to create and save custom searches.

You can configure the following fields when performing an advanced search for switches (see
Table 5-22).

Table 5-22 Search Switches Fields

Field Options

Search for Switches by |Choose All Switches, IP Address, or Switch Name. You can use wildcards
(*). For example, if you select IP Address and enter 172%, the NCS returns
all switches that begin with IP address 172.

Items per page Select the number of switches to return per page.

See one of the following topics for additional information:
e Using the Search Feature, page 2-33
® Quick Search, page 2-33
e Advanced Search, page 2-34
e Saved Searches, page 2-46
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Viewing the Switches

Choose Monitor > Switches to view a list of the switches. From this page you can view a summary of
the switches including the default information shown in Table 5-23.

Table 5-23 Viewing the Switches

Field Description

IP Address The IP address assigned to the switch. Click a list item to view access point
details.

Device Name Name of the switch.

Device Type Type of switch.

Reachability Status  |Indicates OK if the switch is reachable or Unreachable if the switch is not
reachable.

Endpoint Count Number of endpoints on the switch.

Configuring the Switch List Page

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

The Edit View page allows you to add, remove, or reorder columns in the Switches table.

To edit the available columns in the table, follow these steps:

Choose Monitor > Switches.
Click the Edit View link.

To add an additional column to the table, click to highlight the column heading in the left column. Click
Show to move the heading to the right column. All items in the right column are displayed in the table.

To remove a column from the table, click to highlight the column heading in the right column. Click
Hide to move the heading to the left column. All items in the left column are not displayed in the table.

Use the Up/Down buttons to specify the order in which the information appears in the table. Highlight
the desired column heading and click Up or Down to move it higher or lower in the current list.

Click Reset to restore the default view.

Click Submit to confirm the changes.

Monitoring Switch System Parameters

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about
the switch. This section provides the detailed information regarding each switch details page and
contains the following topics:

e Viewing Switch Summary Information, page 5-35

e Viewing Switch Memory Information, page 5-36

e Viewing Switch Environment Information, page 5-36
e Viewing Switch Module Information, page 5-37

e Viewing Switch VLAN Information, page 5-37
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e Viewing Switch VTP Information, page 5-37

e Viewing Switch Physical Ports Information, page 5-38

e Viewing Switch Sensor Information, page 5-38

e Viewing Switch Spanning Tree Information, page 5-39

e Viewing Switch Stacks Information, page 5-40

e Viewing Switch NMSP and Location Information, page 5-40

Viewing Switch Summary Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about
the switch. Table 5-24 describes the summary information that is displayed.

Table 5-24 Viewing Switches Summary Information
General

IP Address IP address of the switch.
Device Name Name of the switch.

Device Type Switch type.

Up Time Time since last reboot.
System Time Time on the switch.
Reachability Status which can be the following:

e Reachable

¢ Unreachable

Location Location of the switch.

Contact Contact name for the switch.

Cisco Identity Capable Specifies if the switch is identity-capable.

Location Capable Specifies if the switch is capable of storing the location information.

CPU Utilization Displays a graph of the maximum, average, and minimum CPU utilization
over the specified amount of time.

Unique Device Identifier (UDI)

Name Product type.

Description Description of UDI.

Product ID Orderable product identifier.

Version ID Version of product identifier.

Serial Number Unique product serial number.

Inventory

Software Version Version of software currently running on the switch.
Model No. Model number of the switch.

Port Summary

Number of Ports Up Number of ports up on the switch.
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Table 5-24 Viewing Switches Summary Information (continued)

Number of Ports Down Number of ports down on the switch.

Displays a graph of the maximum, average, and minimum memory
Memory Utilization utilization over the specified amount of time.

Related Topic
e Monitoring Switch Interfaces, page 5-40

Viewing Switch Memory Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about

the switch. From the System menu, choose Memory. Table 5-25 describes the memory information that
is displayed.

Table 5-25 Viewing Switches Memory Information

Memory Pool

Type Type of memory.

Name Name assigned to the memory pool.
Used (MB) Amount of memory (in MB) used.
Free (MB) Amount of memory (in MB) available.

Viewing Switch Environment Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about

the switch. From the System menu, choose Environment. Table 5-26 describes the environment
information that is displayed.

Table 5-26 Viewing Switches Environment Information
Power Supply

Model Name Model name of the power supply.
Description Description of the power supply.
Operational Status Status of the associated power supply:

e Green—Power supply is operational.

e Red—Power supply is inoperable.

Manufacturer Name Name of the power supply manufacturer.

Free Free power supply slots.

Vendor Equipment Type Description of vendor equipment type.

Fans
Name Name of fan.
Description Description of fan.
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Table 5-26 Viewing Switches Environment Information (continued)

Operational Status Status of the fan:
e Green—Fan is operational.

e Red—Fan is inoperable.

Vendor Equipment Type Description of vendor equipment type.

Serial Number Serial number of the fan.

Viewing Switch Module Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about

the switch. From the System menu, choose Modules. Table 5-27 describes the module information that
is displayed.

Table 5-27 Viewing Switches Modules Information

Modules

Product Name Name of the module.

Physical Location Location where the module is contained.

Number of Ports Number of ports supported by the module.

Operational State Operational status of the module.

Equipment Type Type of equipment.

Inline Power Capable Specifies whether the module has inline power capability.

Viewing Switch VLAN Information

Choose Monitor > Switches, then click an IP address under the IP Address column to view details about
the switch. From the System menu, choose VLANSs. Table 5-28 describes the VLAN information that is

displayed.

Table 5-28 Viewing Switches VLANs Information
VLANs

VLAN ID ID of the VLAN.

VLAN Name Name of the VLAN.
VLAN Type Type of VLAN.

Viewing Switch VTP Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about

the switch. From the System menu, choose VTP. Table 5-29 describes the VTP information that is
displayed.
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Table 5-29 Viewing Switches VTP Information
VTP
VTP Domain Name Name of the VTP domain.
VTP Version Version of VTP in use.
VTP Mode The VTP mode:

e C(Client

e Server

e Transparent—Does not generate or listen to VTP
messages, but forwards messages.

e Off—Does not generate, listen to, or forward any VTP
messages.

Pruning Enabled Specifies whether VTP pruning is enabled.

Viewing Switch Physical Ports Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about

the switch. From the System menu, choose Physical Ports. Table 5-30 describes the physical ports
information that is displayed.

Table 5-30 Viewing Switches Physical Ports Information

Physical Ports

Port Name Name of the physical port.

Port Description Description of the physical port.

Residing Module Module on which the physical port resides.
Vendor Equipment Type |Description of vendor equipment type.

Viewing Switch Sensor Information

Choose Monitor > Switches, then click an IP address under the IP Address column to view details about
the switch. From the System menu, choose Sensors. Table 5-31 describes the sensor information that is

displayed.

Table 5-31 Viewing Switches Sensors Information
Sensors

Sensor Name Name of the sensor.

Sensor Description Description of the sensor.

Type Type of sensor.

Vendor Sensor Type Description of vendor sensor type.
Equipment Name Name of equipment.

Cisco Prime Network Control System Configuration Guide
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Table 5-31 Viewing Switches Sensors Information (continued)

Precision

When in the range 1 to 9, precision is the number of decimal places in the
fractional part of a Sensor Value fixed-point number. When in the range -8
to -1, Sensor Precision is the number of accurate digits in a SensorValue
fixed-point number.

Status

Operational status of the sensor.

Viewing Switch Spanning Tree Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about

the switch. From the System menu, choose Spanning Tree. Table 5-32 describes the spanning tree
information that is displayed.

Table 5-32 Viewing Switches Spanning Tree Information

Spanning Tree

STP Instance ID

ID of the STP. Click an STP Instance ID to see the spanning tree details as
described in the “Viewing Spanning Tree Details” section on page 5-39.

VLAN ID

ID of the VLAN.

Root Path Cost

Root cost of the path.

Designated Root

Forwarding port.

Bridge Priority

Priority of the bridge.

Root Bridge Priority

Priority number of the root bridge.

Max Age (sec)

STP timer value for maximum age (in seconds).

Hello Interval (sec)

STP timer value (in seconds).

Viewing Spanning Tree Details

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about
the switch. From the System menu, choose Spanning Tree, then click an STP instance ID to see the
spanning tree details as described in Table 5-33.

Table 5-33 Viewing Spanning Tree Details

Spanning Tree

STP Port

Name of the STP port.

Port Role

Role of the port.

Port Priority

Priority number of the port.

Path Cost Cost of the path.
Port State State of the port.
Port Type Type of port.
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Viewing Switch Stacks Information

Choose Monitor > Switches, then click an IP address in the IP Address column to view details about
the switch. From the System menu, choose Stacks. Table 5-34 describes the spanning tree information
that is displayed.

Table 5-34 Viewing Switches Stacks Information
Stacks

MAC Address MAC address of the stack.
Role Role of the stack:

e Master—Stack master
¢ Member—Active member of the stack

e Not Member—Non-active stack member

Switch Priority Priority number of the switch.
State Current state of the stack.
Software Version Software image running on the switch.

Viewing Switch NMSP and Location Information

You can view the NMSP and Location information for a switch using the System left sidebar menu.

To view the NMSP and Location information for a switch, choose Monitor > Switches, then click an IP
address in the IP Address column. Choose System > NMSP and Location.

The NMSP and Location page appears.

You can view the NMSP Status in the NMSP Status group box and Location information in the Location
group box.

For more information on NMSP and Location, see the Configuring Switch NMSP and Location.

Monitoring Switch Interfaces

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,
choose Interfaces, then select one of the following interfaces described in this section. This section
contains the following topics:

e Monitoring Switch Ethernet Interfaces, page 5-40

® Monitoring Switch IP Interfaces, page 5-41

e Monitoring Switch VLAN Interfaces, page 5-42

e Monitoring Switch EtherChannel Interfaces, page 5-42

Monitoring Switch Ethernet Interfaces

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,
choose Interfaces > Ethernet Interfaces. Table 5-35 describes the Ethernet interface information that
is displayed.
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Viewing Switch Ethernet Interfaces

Name Name of the Ethernet interface. Click an Ethernet interface name to see

details as described in “Monitoring Switch Ethernet Interface Details”
section on page 5-41.

MAC Address

MAC address of the Ethernet interface.

Speed (Mbps)

Estimate of the current bandwidth of the Ethernet interface in bits per
second.

Operational Status

Current operational state of the Ethernet interface.

MTU Size of the largest packet that can be sent/received on the interface.

Desired VLAN Mode

VLAN mode.

Access VLAN

VLAN on which the port is configured.

Monitoring Switch Ethernet Interface Details

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,
choose Interfaces > Ethernet Interfaces, then click an Ethernet interface name in the Name column.
Table 5-36 describes the Ethernet interface detail information that is displayed.

Table 5-36

Viewing Switch Ethernet Interface Details

Ethernet Interfaces

Name

Name of the Ethernet interface.

Admin Status

Administration status of the interface.

Duplex Mode

Duplex mode configured on the interface.

VLAN Switch Port

Operational VLAN Mode

Specifies the operational mode of the VLAN switch port, which can
be either an access port or a trunk port.

Desired VLAN Mode

VLAN mode, which can be truck, access, dynamic, or desirable.

Access VLAN

VLAN on which the port is configured.

Operational Truck Encapsulation

Trunk encapsulation, which can be 802.1Q or none.

VLAN Trunk

Native VLAN

Untagged VLAN on the trunk switch port.

Prune Eligible

Specifies whether VLANS on the trunk port can be pruned.

Allows VLANSs

List of allowed VLANS on the trunk port.

Desired Trunking Encapsulation

Trunk encapsulation.

Trunking Encapsulation
Negotiation

Specifies that the interface negotiate with the neighboring interface
to become an ISL (preferred) or 802.1Q trunk, depending on the
configuration and capabilities of the neighboring interface.

Monitoring Switch IP Interfaces

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,
choose Interfaces > IP Interfaces. Table 5-37 describes the IP interface information that is displayed.
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Table 5-37 Viewing Switch IP Interfaces

Interface Name of the interface.

IP Address IP address of the interface.
Address Type Type of address (IPv4 or IPv6).

Monitoring Switch VLAN Interfaces

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,
choose Interfaces > VLAN Interfaces. Table 5-38 describes the VLAN interface information that is

displayed.

Table 5-38 Viewing Switch VLAN Interfaces

Port Name Name of the VLAN port.

VLAN ID ID of the VLAN port.

Operational Status Current operational state of the VLAN interface.

Admin Status Current administrative state of the VLAN interface.

Port Type Type of VLAN port.

Maximum Speed (Mbps) |Maximum supported speed for the VLAN interface.

MTU Size of the largest packet that can be sent/received on the VLAN interface.

Monitoring Switch EtherChannel Interfaces

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,

choose Interfaces > EtherChannel Interfaces. Table 5-39 describes the EtherChannel interface
information that is displayed.

Table 5-39 Viewing Switch EtherChannel Interfaces

Name Name of the EtherChannel interface.

Channel Group ID Numeric identifier for the EtherChannel.

Control Method Protocol for managing the EtherChannel either LACP or TAgP.
Actor Admin Key Channel Identifier.

Number of (LAG) Members |Number of ports configured.

Monitoring Switch Clients

Choose Monitor > Switches, then click an IP address in the IP Address column. From the System menu,
choose Clients. Table 5-39 describes the EtherChannel interface information that is displayed.

Table 5-40 Viewing Current Associated Client
IP Address IP address of the client.
MAC Address MAC address of the client.

Cisco Prime Network Control System Configuration Guide
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Table 5-40 Viewing Current Associated Client

User Name Username of the client.

Vendor Name Vendor Name of the client.

Map Location Location of the client.

VLAN VLAN on which the client is configured.
Interface Interface on which the client is configured.
Association Time Timestamp of the client association.
Authorization Profile Name |Authorization Profile Name stored.

Monitoring Access Points

This section describes access to the controller access points summary details. Use the main date area to
access the respective access point details.

Choose Monitor > Access Points to access this page. This section provides more detailed information
regarding monitoring access points and contains the following topics:

e Searching Access Points, page 5-43

e Viewing a List of Access Points, page 5-44

e Generating a Report for Access Points, page 5-47

e Monitoring Access Points Details, page 5-57

e Monitoring Access Point Radio Details, page 5-71

e Monitoring Mesh Access Points, page 5-81

e Retrieving the Unique Device Identifier on Controllers and Access Points, page 5-87
e Monitoring Coverage Holes, page 5-88

¢ Monitoring Rogue Access Points, page 5-91

e Monitoring Ad hoc Rogues, page 5-105

e Searching Rogue Clients Using Advanced Search, page 5-110

e Monitoring Rogue Access Point Location, Tagging, and Containment, page 5-112

Searching Access Points

Use the NCS Search feature to find specific access points or to create and save custom searches. See one
of the following topics for additional information:

e Using the Search Feature, page 2-33
¢ Quick Search, page 2-33

e Advanced Search, page 2-34

e Saved Searches, page 2-46

Cisco Prime Network Control System Configuration Guide
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Viewing a List of Access Points

Choose Monitor > Access Points or perform an access point search to access this page.

This page enables you to view a summary of access points including the default information listed in
Table 5-41.

Table 5-41 Access Point Search Results

Field Description

AP Name Ethernet MAC The name assigned to the access point. Click a list
item to view access point details. See the
“Monitoring Access Points Details” section on
page 5-57 for more information.

IP Address Local IP address of the access point.

Radio Protocol of the rogue access point is 802.11a,
802.11b or 802.11g. Click a list item to view
access point radio details. See the “Monitoring
Access Point Radio Details” section on page 5-71
for more information.

Map Location Click a list item to go to the location indicated on
the list.

Controller Click a list item to display a graphic and
information about the controller. See the
“Monitoring System Summary” section on
page 5-4 for more information.

Client Count Displays the total number of clients currently
associated with the controller.

Admin Status Displays the administration state of the access
point as either enabled or disabled.

AP Mode Displays the operational mode of the access point.

Oper Status Displays the operational status of the Cisco
WLAN Solution device, either Up or Down. If the
admin status is disabled, the operation status is
labeled as down and there are no alarms.

Alarm Status Alarms are color coded as follows:
— Clear—No Alarm

- Red—~Critical Alarm

— Orange—Major Alarm

- Yellow—Minor Alarm

Note  This status is radio alarm status ONLY
and does not includes the admin status in
the operation status.

Cisco Prime Network Control System Configuration Guide
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Configuring the Access Point List Display

Monitoring Access Points

To add, remove, or reorder columns in the table, click the Edit View link to go to the Edit View page.
Table 5-42 lists the optional access point parameters available for the search results.

Table 5-42 Edit View Search Results

Field

Description

AP Type

Indicates the type of access point (unified or
autonomous).

Antenna Azim. Angle

Indicates the horizontal angle of the antenna.

Antenna Diversity

Indicates if antenna diversity is enabled or
disabled. Antenna diversity refers to the access
point sampling the radio signal from two
integrated antenna ports to choose the preferred
antenna.

Antenna Elev. Angle

Indicates the elevation angle of the antenna.

Antenna Gain

The peak gain of the dBi of the antenna for
directional antennas and the average gain in dBi
for omni-directional antennas connected to the
wireless network adapter. The gain is in multiples
of 0.5 dBm. An integer value 4 means 4 x 0.5 =2
dBm of gain.

Antenna Mode

Indicates the antenna mode such as omni,
directional, or non-applicable.

Antenna Name

Indicates the antenna name or type.

Audit Status

Indicates one of the following audit statuses:

— Mismatch—Configuration differences
were found between the NCS and
controller during the last audit.

— Identical—No configuration differences
were found during the last audit.

— Not Available—Audit status is
unavailable.

Base Radio MAC

Indicates the MAC address of the base radio.

Bridge Group Name

Indicates the name of the bridge group used to
group the access points, if applicable.

CDP Neighbors

Indicates all directly connected Cisco devices.

Channel Control

Indicates whether the channel control is automatic
or custom.

Channel Number

Indicates the channel on which the Cisco Radio is
broadcasting.

Controller Port

Indicates the number of controller ports.

Google Earth Location

Indicates whether or not a Google Earth location
is assigned and indicates the location.

Location

Indicates the physical location of the access point.
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Table 5-42 Edit View Search Results (continued)

Field Description

Node Hops Indicates the number of hops between access
points.

OfficeExtend AP Specifies whether or not OfficeExtend access is
enabled. If it is disabled, the access point is
remotely deployed which increases the security
risk.

PoE Status Indicates the power over Ethernet status of the

access point. The possible values include the
following:

— Low—The access point draws low power
from the Ethernet.

- Lower than 15.4 volts—The access point
draws lower than 15.4 volts from the
Ethernet.

- Lower than 16.8 volts—The access point
draws lower than 16.8 volts from the
Ethernet.

— Normal—The power is high enough for
the operation of the access point.

— Not Applicable—The power source is
not from the Ethernet.

Primary Controller

Indicates the name of the primary controller for
this access point.

Radio MAC

Indicates the radio MAC address.

Reg. Domain Supported

Indicates whether or not the regulatory domain is
supported.

Serial Number

Indicates the access point serial number.

Slot

Indicates the slot number.

Tx Power Control

Indicates whether the transmission power control
is automatic or custom.

Tx Power Level

Indicates the transmission power level.

Up Time

Indicates how long the access point has been up in
days, hours, minutes and seconds.

WLAN Override Names

Indicates the WLAN override profile names.

WLAN Opverride

Indicates whether WLAN Override is enabled or
disabled.

Configuring the List of Access Points Display

The Edit View page allows you to add, remove, or reorder columns in the Access Points table.

To edit the available columns in the alarms table, follow these steps:
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Step 1
Step 2
Step 3

Step 4

Step 5

Step 6
Step 7

Note

Choose Monitor > Access Points.

Click the Edit View link.

Monitoring Access Points

To add an additional column to the access points table, click to highlight the column heading in the left
column. Click Show to move the heading to the right column. All items in the right column are displayed

in the table.

To remove a column from the access points table, click to highlight the column heading in the right
column. Click Hide to move the heading to the left column. All items in the left column are not displayed

in the table.

Use the Up/Down buttons to specify the order in which the information appears in the table. Highlight
the desired column heading and click Up or Down to move it higher or lower in the current list.

Click Reset to restore the default view.

Click Submit to confirm the changes.

See the “Viewing a List of Access Points” section on page 5-44 for additional access point fields than

can be added through Edit View.

Generating a Report for Access Points

~

Note

Step 1
Step 2
Step 3
Step 4

You cannot customize any report that you create in the Access Points list (Monitor > Access Points).

To generate a report for access points, follow these steps:

Choose Monitor > Access Points.

Click to select the access point(s) for which you want to run a report.

Choose the applicable report from the Select a report drop-down list.

Click Go.

Table 5-43 lists the available reports.
Table 5-43 Access Point Reports

Report Description Reference
Load Generates a report with load See the “Monitoring Traffic Load” section
information. on page 5-49 for more information.

Dynamic Power |Generates a report with Dynamic

See the “Monitoring Dynamic Power

Control Power Control information. Control” section on page 5-50 for more
information.
Noise Generates a report with Noise See the “Monitoring Access Points Noise”
information. section on page 5-51 for more information.
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Table 5-43 Access Point Reports (continued)
Report Description Reference
Interference Generates a report with Interference |See the “Monitoring Access Points
information. Interference” section on page 5-51 for
more information.
Coverage (RSSI) |Generates a report with Coverage See the “Monitoring Access Points

(RSSI) information.

Coverage (RSSI)” section on page 5-52 for
more information.

Coverage (SNR)

Generates a report with Coverage
(SNR) information.

See the “Monitoring Access Points
Coverage (SNR)” section on page 5-52 for
more information.

Up/Down
Statistics

Time in days, hours and minutes
since the last reboot. Generates a
report with Up Time information.

See the “Monitoring Access Points
Up/Down Statistics” section on page 5-52
for more information.

Voice Statistics

Generates areport for selected access
points showing radio utilization by
voice traffic.

See the “Monitoring the Access Points
Voice Statistics” section on page 5-53 for
more information.

Voice TSM Generates a report for selected access |See the “Monitoring the Access Points
Table points and radio, organized by client |Voice TSM Table” section on page 5-53 for
device showing QoS status, PLR, and |more information.
latency of its voice traffic stream.
Voice TSM Graphical representation of the TSM |See the “Monitoring the Access Points
Reports table except that metrics from the Voice TSM Reports” section on page 5-55

clients are averaged together on the
graphs.

for more information.

802.11 Counters

Displays counters for access points at
the MAC layer. Statistics such as
error frames, fragment counts,
RTS/CTS frame count, and retried
frames are generated based on the
filtering criteria and can help
interpret performance (and problems,
if any) at the MAC layer.

See the “Monitoring Access Points 802.11
Counters” section on page 5-55 for more
information.

AP Profile
Status

Displays access point load, noise,
interference, and coverage profile
status.

See the “Monitoring Access Points AP
Profile Status” section on page 5-56 for
more information.

Air Quality vs.
Time

Displays the air quality index of the
wireless network during the
configured time duration.

See the “Monitoring Air Quality” section
on page 5-57 for more information.

Traffic Stream
Metrics

Useful in determining the current and
historical quality of service (QoS) for
given clients at the radio level. It also
displays uplink and downlink
statistics such as packet loss rate,
average queuing delay, distribution
of delayed packets, and roaming
delays.

See the “Monitoring Access Points Traffic
Stream Metrics” section on page 5-56 for
more information.
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Table 5-43

Access Point Reports (continued)

Monitoring Access Points

Report

Description

Reference

Tx Power and

Displays the channel plan assignment

See the “Monitoring Access Points Tx

Channel and transmit power level trends of Power and Channel” section on page 5-56
devices based on the filtering criteria |for more information.
used when the report was generated.
It could help identify unexpected
behavior or issues with network
performance.
VoIP Calls Helps analyze wireless network See the “Monitoring VoIP Calls” section on
Graph usage from a voice perspective by page 5-57 for more information.

providing details such as the number
and duration of VoIP calls (per radio)
on the network over time. To be able
to gather useful data from this report,
VoIP snooping must be enabled on
the WLAN. This report displays
information in a graph.

VoIP Calls Table

Provides the same information as the
VoIP Calls Graph report but in table
form.

See the “Monitoring VoIP Calls” section on
page 5-57 for more information.

Voice Statistics

Helps analyze wireless network
usage from a voice perspective by
providing details such as percentage
of bandwidth used by voice clients,
voice calls, roaming calls, and
rejected calls (per radio) on the
network. To be able to gather useful
data from this report, make sure call
admission control (CAC) is
supported on voice clients.

See the “Monitoring Voice Statistics”

section on page 5-57 for more information.

Worst Air
Quality APs

Provides a high-level, easy-to-
understand metric to facilitate an "at
a glance" understanding of where
interference problems are impacting
the network. Air Quality (AQ) is
reported at a channel, floor, and
system level and it supports AQ
alerts, so that you can be
automatically notified when AQ falls
below a desired threshold.

See the “Monitoring Air Quality” section
on page 5-57 for more information.

Monitoring Traffic Load

Step 1

Traffic Load is the total amount of bandwidth used for transmitting and receiving traffic. This enables
WLAN managers to track network growth and plan network growth ahead of client demand.

To access the access point load report, follow these steps:

Choose Monitor > Access Points.
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Step 2 Select the check box(es) of the applicable access point(s).
Step3  From the Generate a report for selected APs drop-down list, choose Load.
Step4  Click Go. The Load report displays for the selected access points.

Table 5-44 lists the fields displayed on this page.

Table 5-44 Traffic Load

Field Description

AP Name Click the access point name to view access point details. See the
“Monitoring Access Points Details” section on page 5-57 for more
information.

Radio Protocol of the rogue access point is either 802.11a, 802.11b or
802.11g. Click the radio to view On-Demand Statistics for this access
point. See the “Monitoring Access Point Radio Details” section on
page 5-71 for more information.

Attached Client Count Number of clients attached (Actual and Threshold.)

Channel Utilization 802.11a RF utilization threshold between 0 and 100 percent (Actual and
Threshold).

Receive Utilization 802.11a or 802.11b/g RF receive utilization threshold between 0 and
100 percent.

Transmit Utilization 802.11a or 802.11b/g RF transmit utilization threshold between 0 and
100 percent.

Status Status of the client connection.

Monitoring Dynamic Power Control

To access the access point Load report, follow these steps:

Step1  Choose Monitor > Access Points.

Step 2 Select the check box(es) of the applicable access point(s).

Step3  From the Generate a report for selected APs drop-down list, choose Dynamic Power Control.
Step4  Click Go. The Dynamic Power Control report displays the selected access points.

Table 5-45 lists the dynamic control fields for access points displayed on this page.

Table 5-45 Dynamic Power Control Page Fields
Field Description
AP Name This is the name assigned to the access point. Click an access point name

in the list to access its fields. See the “Monitoring Access Points
Details” section on page 5-57 for more information.

Radio Protocol of the rogue access point is either 802.11a, or 802.11b/g. Click
a Cisco Radio in the list to access its fields. See the “Monitoring Access
Point Radio Details” section on page 5-71 for more information.
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Table 5-45 Dynamic Power Control Page Fields (continued)
Field Description
Current Power Level Displays the operating transmit power level from the transmit power

table. Access point transmit power level: 1 = Maximum power allowed
per Country Code setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to
12.5% power, and 5 = 0.195 to 6.25% power.

Note The power levels and available channels are defined by the
Country Code Setting, and are regulated on a country by country
basis.

Power Assignment Mode Dynamic transmit power assignment has three modes:

— Automatic—The transmit power is periodically updated for all
Cisco 1000 Series lightweight access points that permit this
operation.

— On Demand—Transmit power is updated when the Assign Now
button is selected.

- Fixed—No dynamic transmit power assignments occur and
value are set to their global default. The default is Automatic.

— Recommended Power Level.

Monitoring Access Points Noise

To access the access point Noise report, follow these steps:

Step 1 Choose Monitor > Access Points.

Step2  Select the check box(es) of the applicable access point(s).

~

Note  If multiple access points are selected, they must have the same radio type.

Step3  From the Generate a report selected APs drop-down list, choose Noise.
Step4  Click Go. The Noise report displays the selected access points.
This page displays a bar graph of noise (RSSI in dBm) for each channel.

Monitoring Access Points Interference

To access the access point Interference report, follow these steps:

Step1  Choose Monitor > Access Points.

Step 2 Select the check box(es) of the applicable access point(s).

Cisco Prime Network Control System Configuration Guide
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~

Note  If multiple access points are selected, they must have the same radio type.

Step3  From the Generate a report for selected APs drop-down list, choose Interference.
Step4  Click Go. The Interference report displays the selected access points.
This page displays a bar graph of interference (RSSI in dBm) for each channel:
¢ High interference -40 to 0 dBm.
e Marginal interference -100 to -40 dBm.
¢ Low interference -110 to -100 dBm.

Monitoring Access Points Coverage (RSSI)

To access the access point Coverage (RSSI) report, follow these steps:

Step 1 Choose Monitor > Access Points.

Step2  Select the check box(es) of the applicable access point(s).

Step3  From the Generate a report for selected APs drop-down list, choose Coverage (RSSI).
Step4  Click Go. The Coverage (RSSI) report displays the selected access points.

This page displays a bar graph of client distribution by received signal strength showing the number of
clients versus RSSI in dBm.

Monitoring Access Points Coverage (SNR)

To access the access point Coverage (SNR) report, follow these steps:

Step 1 Choose Monitor > Access Points.

Step2  Select the check box(es) of the applicable access point(s).

Step3  From the Generate a report for selected APs drop-down list, choose Coverage (SNR).
Step4  Click Go. The Coverage (SNR) report displays the selected access points.

This page displays a bar graph of client distribution by signal-to-noise ratio showing the number of
clients versus SNR.

Monitoring Access Points Up/Down Statistics

To access the access point Up/Down Statistics report, follow these steps:

Step1  Choose Monitor > Access Points.

Step2  Select the check box of the applicable access point.

Cisco Prime Network Control System Configuration Guide
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From the Generate a report for selected APs drop-down list, choose Up/Down Statistics.
Click Go. The Up/Down Statistics report displays the selected access points.

N

Note  Up Time is time in days, hours, and minutes since the last reboot.

This page displays a line graph of access point up time graphed against time.
If you select more than one access point, the following message appears:

Please select only one AP for the Up Time Report.

Monitoring the Access Points Voice Statistics

~

Note

Step 1
Step 2
Step 3

This generates a report for selected access points showing radio utilization by voice traffic. The report
includes the number of current calls.

Voice Statistics reports are only applicable for CAC/WMM clients.

To access the access point Voice Statistics report, follow these steps:

Choose Monitor > Access Points.

Select the check box(es) of the applicable access point(s).

From the Generate a report for selected APs drop-down list, choose Voice Statistics.
Click Go. The Voice Statistics report displays for the selected access points.

The page displays the following access point voice statistics:

e AP Name—Select an item under AP Name. For more information, see the “Monitoring Access
Points Details” section on page 5-57.

e Radio—Select an item under Radio. For more information, see the “Monitoring Access Point Radio
Details” section on page 5-71.

e (Calls in Progress—Number of calls in progress.
¢ Roaming Calls in Progress—Number of roaming calls in progress.

e Bandwidth in Use—Percentage of bandwidth in use.

Monitoring the Access Points Voice TSM Table

Step 1
Step 2

This generates a report for selected access points and radio, organized by client device showing QoS
status, PLR, and latency of its voice traffic stream.

To access the access point Voice TSM Table report, follow these steps:

Choose Monitor > Access Points.

Select the check box of the applicable access point.
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Step 3
Step 4

From the Generate a report for selected APs drop-down list, choose Voice TSM Table.

Click Go. The Voice Traffic Stream Metrics Table report displays the selected access point.

Table 5-46 lists the Voice Traffic Stream Metrics Table page fields.

Table 5-46 Voice Traffic Stream Metrics Table Page Fields

Field Description

Time Time that the statistics were gathered from the access
point(s).

Client MAC MAC address of the client. This shows a list of the clients
evaluated during the most recent 90 second interval. The
client could be a VoIP phone, laptop, PDA and refers to any
client attached to the access point collecting measurements.

QoS QoS values (packet latency, packet jitter, packet loss, roaming

time) which can affect the WLAN are monitored. Access
points and clients measure the metrics, access points collect
the measurements and send them to the controller. The access
points update the controller with traffic stream metric
information every 90 seconds and 10 minutes of data is stored
at one time.

% PLR (Downlink)

Percentage of packets lost on the downlink (access point to
client) during the 90 second interval.

% PLR (Uplink)

Percentage of packets lost on the uplink (client to access
point) during the 90 second interval.

Avg Queuing Delay (ms) (Downlink)

Average queuing delay in milliseconds for the downlink.
Average packet queuing delay is the average delay of voice
packets traversing the voice queue. Packet queue delay is
measured beginning when a packet is queued for transmission
and ending when the packet is successfully transmitted. It
includes time for re-tries, if needed.

Avg Queuing Delay (ms) (Uplink)

Average queuing delay in milliseconds for the uplink.
Average packet queuing delay is the average delay of voice
packets traversing the voice queue. Packet queue delay is
measured beginning when a packet is queued for transmission
and ending when the packet is successfully transmitted. It
includes time for re-tries, if needed.

% Packets > 40 ms Queuing Delay

Percentage of queuing delay packets greater than 40 ms.

% Packets > 20 ms Queuing Delay

Percentage of queuing delay packets greater than 20 ms.

Roaming Delay

Roaming delay in milliseconds. Roaming delay, which is
measured by clients, is measured beginning when the last
packet is received from the old access point and ending when
the first packet is received from the new access point after a
successful roam.
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Monitoring the Access Points Voice TSM Reports
This report provides a graphical representation of the Voice Traffic Stream Metrics Table except that
metrics from the clients are averaged together on the graphs.

To access the access point Voice Traffic Stream Metrics Table report, follow these steps:

Step1  Choose Monitor > Access Points.

Step2  Select the check box of the applicable access point.

Step3  From the Generate a report for selected APs drop-down list, choose Voice TSM Reports.
Click Go. The Voice Traffic Stream Metrics Table report displays for the selected access point.

This page displays line graphs of the following downlink and uplink metric information, including times
and dates (see Table 5-47).

Table 5-47 Voice Traffic Stream Metrics Table Reports Page Fields
Field Description
Average Queuing Delay (ms) Average queuing delay in milliseconds. Average packet

queuing delay is the average delay of voice packets
traversing the voice queue. Packet queue delay is
measured beginning when a packet is queued for
transmission and ending when the packet is successfully
transmitted. It includes time for re-tries, if needed.

% Packet with less than 10 ms delay Percentage of packets with less than 10 milliseconds
delay.

% Packet with more than 10 < 20 ms delay |Percentage of packets with more than 10 milliseconds
delay but less than 20 milliseconds delay.

% Packet with more than 20 < 40 ms delay |Percentage of packets with more than 20 milliseconds
delay but less than 40 milliseconds delay.

% Packet with more than 40 ms delay Percentage of packets with more than 40 milliseconds
delay.

Packet Loss Ratio Ratio of lost packets.

Total Packet Count Number of total packets.

Roaming Count Number of packets exchanged for roaming negotiations

in this 90 seconds metrics page.

Roaming Delay Roaming delay in milliseconds.

Monitoring Access Points 802.11 Counters

Displays counters for access points at the MAC layer. Statistics such as error frames, fragment counts,
RTS/CTS frame count, and retried frames are generated based on the filtering criteria and can help
interpret performance (and problems, if any) at the MAC layer.

See the “802.11 Counters” section on page 14-150 for more information on 802.11 Counters reports.

Cisco Prime Network Control System Configuration Guide
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Monitoring Access Points AP Profile Status

Displays access point load, noise, interference, and coverage profile status.

See the “AP Profile Status” section on page 14-92 for more information on AP Profile Status reports.

Monitoring Access Points Radio Utilization

See the “Network Utilization” section on page 14-155 for more information on Radio Utilization reports.

Monitoring Access Points Traffic Stream Metrics

Useful in determining the current and historical quality of service (QoS) for given clients at the radio
level. It also displays uplink and downlink statistics such as packet loss rate, average queuing delay,
distribution of delayed packets, and roaming delays.

See the “Traffic Stream Metrics” section on page 14-157 for more information on Traffic Stream Metrics
reports.

Monitoring Access Points Tx Power and Channel

Note

~

Note

Command Buttons

See the “Tx Power and Channel” section on page 14-160 for more information on Tx Power and Channel
reports.

The Current Tx Power Level setting controls the maximum conducted transmit power. The maximum
available transmit power varies according to the configured channel, individual country regulation, and
access point capability. See the Product Guide or data sheet at www.cisco.com for each specific model
to determine the access point capability.

The Current Tx Power Level setting of 1 represents the maximum conducted power setting for the access
point. Each subsequent power level (for example. 2, 3, 4, and so on.) represents approximately a 50%
(or 3dBm) reduction in transmit power from the previous power level.

The actual power reduction might vary slightly for different models of access points.

Based on the configured antenna gain, the configured channel, and the configured power level, the actual
transmit power at the access point can be reduced so that the specific country regulations are not
exceeded.

Irrespective of whether you choose Global or Custom assignment method, the actual conducted transmit
power at the access point is verified such that country specific regulations are not exceeded.

e Save—Save the current settings.

e Audit—Discover the present status of this access point.

Cisco Prime Network Control System Configuration Guide
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Monitoring VolP Calls

VoIP calls reports helps analyze wireless network usage from a voice perspective by providing details
such as the number and duration of VoIP calls (per radio) on the network over time. To be able to gather
useful data from this report, VoIP snooping must be enabled on the WLAN. This report displays
information in a graph.

Click VoIP Calls Graph from the Report Launch Pad to open the VoIP Calls Graph Reports page. From
this page, you can enable, disable, delete, or run currently saved report templates. See the “VoIP Calls
Graph” section on page 14-162 for more information.

Monitoring Voice Statistics

Voice Statistics report helps analyze wireless network usage from a voice perspective by providing
details such as percentage of bandwidth used by voice clients, voice calls, roaming calls, and rejected
calls (per radio) on the network. To be able to gather useful data from this report, make sure Call
Admission Control (CAC) is supported on voice clients. See the “Voice Statistics” section on

page 14-165 for more information.

Monitoring Air Quality

To facilitate an "at a glance" understanding of where interference problems are impacting the network,
the NCS rolls up the detailed information into a high-level, easy-to- understand metric referred to as Air
Quality (AQ). AQ is reported at a channel, floor, and system level and it supports AQ alerts, so that you
can be automatically notified when AQ falls below a desired threshold. See the “Monitoring CleanAir
Air Quality Events” section on page 5-155 for more information.

Monitoring Access Points Details

General Tab

~

Note

The Access Points Details page enables you to view access point information for a single AP.

Choose Monitor > Access Points and click an item in the AP Name column to access this page.
Depending on the type of access point, the following tabs might be displayed. This section provides the
detailed information regarding each Access Points Details page tab and contains the following topics:

e General Tab, page 5-57

e Interfaces Tab, page 5-67

e Mesh Statistics Tab, page 5-82

e Mesh Links Tab, page 5-86

e CDP Neighbors Tab, page 5-69

e Current Associated Clients Tab, page 5-69
e SSID Tab, page 5-70

¢ Clients Over Time Tab, page 5-71

The General tab fields differ between lightweight and autonomous access points.
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This section contains the following topics:
e General—Lightweight Access Points, page 5-58
e General—Autonomous, page 5-65

General—Lightweight Access Points

Table 5-48 lists the General (for Lightweight Access Points) Tab fields.

Table 5-48 General (for Lightweight Access Points) Tab Fields
Field Description

General

AP Name Operator defined name of access point.

AP IP address, Ethernet IP address, Ethernet MAC address and Radio MAC address.
MAC address, and Base
Radio MAC address

Country Code The codes of the supported countries. Up to 20 countries can be
supported per controller.

Note  Access points might not operate properly if they are not designed
for use in your country of operation. For a complete list of
country codes supported per product, see the following URL.:
http://www.cisco.com/en/US/docs/wireless/wcs/4.0/configurati
on/guide/wcscod.html.

Link Latency Settings You can configure link latency on the controller to measure the link
between an access point and the controller. See the “Configuring Link
Latency Settings for Access Points” section on page 8-213 for more
information.

— Current Link Latency (in msec)—The current round-trip time
(in milliseconds) of heartbeat packets from the access point to
the controller and back.

— Minimum Link Latency (in msec)—Because link latency has
been enabled or reset, the minimum round-trip time (in
milliseconds) of heartbeat packets from the access point to the
controller and back.

— Maximum Link Latency (in msec)—Because link latency has
been enabled or reset, the maximum round-trip time (in
milliseconds) of heartbeat packets from the access point to the
controller and back.

LWAPP/CAPWAP Uptime |Displays how long the LWAPP/CAPWAP connection has been active.

LWAPP?CAPWAP Join Displays how long the LWAPP/CAPWAP connection has been joined.
Taken Time

Admin Status The administration state of the access point as either enabled or disabled.
AP Mode

Cisco Prime Network Control System Configuration Guide
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Table 5-48
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General (for Lightweight Access Points) Tab Fields (continued)

Field

Description

Local

Default mode. Data clients are serviced while configured channels are

scanned for noise and rogues. The access point goes off-channel for 50
ms and listens for rogues. It cycles through each channel for the period
specified under the Auto RF configuration.

Note  To configure Local or FlexConnect access points for the Cisco
Adaptive wIPS feature, choose Local or FlexConnect and select
the Enhanced wIPS Engine Enabled check box.

Monitor

Radio receive only mode. The access point scans all configured channels
every 12 seconds. Only deauthenticated packets are sent in the air with
an access point configured this way. A monitor mode access point can
connect as a client to a rogue acceess point.

Note  To configure access points for Cisco Adaptive wiIPS feature,
select Monitor. Select the Enhanced wIPS Engine Enabled
check box and choose wIPS from the Monitor Mode
Optimization drop-down list.

Before you can enable an access point to be in wIPS mode, you
must disable the access point radios. If you do not disable the
access point radio, an error message appears.

Note  Once you have enabled the access point for wIPS, reenable the
radios.

Rogue Detector

The access point radio is turned off and the access point listens to wired
traffic only. The controllers that operate in this mode monitor the rogue
access points. The controller sends all the rogue access point and client
MAC address lists to the rogue detector, and the rogue detector forwards
this information to the WLC. The MAC address list is compared to what
the WLC access points heard over the network. If the MAC addresses
match, you can determine which rogue access points are connected on
the wired network.

Sniffer

The access point captures and forwards all the packets on a particular
channel to a remote machine that runs AiroPeek. These packets contain
information such as timestamp, signal strength, packet size, and so on.
This feature can only be enabled if you run AiroPeek, which is a
third-party network analyzer software that supports the decoding of data
packets.

FlexConnect

Enables FlexConnect for up to six access points. The FlexConnect access
points can switch client data traffic locally and perform client
authentication locally when their connection to the controller is lost.

Note FlexConnect must be selected to configure an OfficeExtend
access point. When the AP mode is FlexConnect, FlexConnect
configuration options display including the option to enable
OfficeExtend AP and to enable Least Latency Controller Join.

Bridge

This is a special mode where an autonomous access point functions as a
wireless client and connects to a lightweight access point. The bridge and
its wired clients are listed as client in the NCS if the AP mode is set to
Bridge, and the access point is bridge capable.
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Table 5-48 General (for Lightweight Access Points) Tab Fields (continued)
Field Description
Spectrum Expert This mode allows a CleanAir-enabled access point to be used extensively

for interference detection on all monitored channels. All other functions
such as IDS scanning and Wi-Fi are suspended.

Enhanced wIPs Engine Enabled or Disabled, to enable the monitoring of the security attacks
using Cisco Adaptive wiPS feature.

Operational Status Registered or Not Registered, as determined by the controller.

Registered Controller The controller to which the access point is registered. Click to display the

registered controller details. See the “Monitoring System Summary”
section on page 5-4 for more information.

Primary Controller The name of the primary controller for this access point.

Port Number The SNMP name of the access point primary controller. The access point
attempts to associate with this controller first for all network operations
and in the event of a hardware reset.

AP Uptime Displays how long the access point has been active to receive and
transmit.
Map Location Customer-definable location name for the access point. Click to look at

the actual location on a map. Choose Monitor > Access Points > name
> Map Location for more information.

Google Earth Location Indicates whether a Google Earth location is assigned.
Location The physical location where the access point is placed (or Unassigned).
Statistics Timer This counter sets the time in seconds that the access point sends its

DOT11 statistics to the controller.

PoE Status The power over ethernet status of the access point. The possible values
include the following:

— Low—The access point draws low power from the Ethernet.

— Lower than 15.4 volts—The access point draws lower than 15.4
volts from the Ethernet.

— Lower than 16.8 volts—The access point draws lower than 16.8
volts from the Ethernet.

— Normal—The power is high enough for the operation of the
access point.

— Not Applicable—The power source is not from the Ethernet.

Rogue Detection Indicates whether or not Rogue Detection is enabled.

Note Rogue detection is disabled automatically for OfficeExtend
access points because these access points, which are deployed in
a home environment, are likely to detect a large number of rogue
devices. For more information regarding OfficeExtend access
points, see the Cisco Wireless LAN Controller Configuration
Guide.

OfficeExtend AP Indicates whether or not the access point is enabled as an OfficeExtend
access point. The default is Enabled.
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Table 5-48 General (for Lightweight Access Points) Tab Fields (continued)
Field Description
Encryption Indicates whether or not encryption is enabled.

Note  Enabling or disabling encryption functionality causes the access
point to reboot which then causes a loss of connectivity for
clients.

Note DTLS data encryption is enabled automatically for OfficeExtend
access points to maintain security. Encryption is only available if
the access point is connected to a 5500 series controller with a
Plus license.

Least Latency Join The access point switches from a priority order search (primary,
secondary, and then tertiary controller) to a search for the controller with
the best latency measurement (least latency). The controller with the
least latency provides the best performance.

Telnet Access Indicates whether or not Telnet Access is enabled.

SSH Access Indicates whether or not SSH is enabled.

Note  An OfficeExtend access point might be connected directly to the
WAN which could allow external access if the default password
is used by the access point. Because of this, Telnet and SSH
access are disabled automatically for OfficeExtend access points.

Versions

Software Version The operating system release.version.dot.maintenance number of the
code currently running on the controller.

Boot Version The operating system bootloader version number.

Inventory Information

AP Type Type of Access Point

AP Model Access point model number.

Cisco IOS Version The Cisco IOS Release details.

AP Certificate Type Either Self Signed or Manufacture Installed.
FlexConnect Mode Indicates if FlexConnect mode is supported or not.
Supported

wlIPS Profile (when applicable)

Profile Name Click the user-assigned profile name to view wIPS profile details.

Profile Version

Unique Device Identifier (UDI)

Name Name of the Cisco AP for access points.

Description Description of the access point.

Product ID Orderable product identifier.

Version ID Version of product identifier.

Serial Number Unique product serial number.

Run Ping Test Link Click to ping the access point. The results are displayed in a pop-up
dialog box.

Cisco Prime Network Control System Configuration Guide
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Table 5-48 General (for Lightweight Access Points) Tab Fields (continued)

Field Description

Alarms Link Click to display alarms associated with this access point.
Events Link Click to display events associated with this access point.

General—Autonomous

N

Note  For autonomous clients, the NCS only collects client counts. The client counts in the Monitor page and
reports have autonomous clients included. Client search, client traffic graphs, or other client reports
(such as Unique Clients, Busiest Clients, Client Association) do not include clients from autonomous

access points.

Table 5-49 lists the General (for Autonomous Access Points) tab fields.

Table 5-49 General (for Autonomous Access Points) Tab Fields
Field Description
AP Name Operator defined name of access point.

AP IP address and Ethernet MAC address

IP address, Ethernet MAC address of the access
point.

AP UpTime

Indicates how long the access point has been up in
number of days, hours, minutes, and seconds.

Map Location

Customer-definable location name for the access
point. Click to look at the actual location on a
map. See the “Monitoring Maps” section on
page 4-8 for more information.

WGB Mode Indicates whether or not the access point is in
work group bridge mode.

SNMP Info

SysObjectld System Object ID.

SysDescription The system device type and current version of
firmware.

SysLocation The physical location of the device, such as a
building name or room in which it is installed.

SysContact The name of the system administrator responsible
for the device.

Versions

Software Version

The operating system
release.version.dot.maintenance number of the
code currently running on the controller.

CPU Utilization

Displays the maximum, average, and minimum
CPU utilization over the specified amount of time.

Memory Utilization

Displays the maximum, average, and minimum
memory utilization over the specified amount of
time.
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Table 5-49 General (for Autonomous Access Points) Tab Fields (continued)
Field Description

Inventory Information

AP Type Autonomous or lightweight.

AP Model

The Access Point model number.

AP Serial Number

Unique serial number for this access point.

FlexConnect Mode Supported

If FlexConnect mode is supported or not.

Unique Device Identifier (UDI)

Name Name of Cisco AP for access points.
Description Description of access point.

Product ID Orderable product identifier.
Version ID Version of product identifier.

Serial Number

Unique product serial number.

Memory and CPU utilization charts are displayed.

Click Alarms to display the alarms associated with the access point.
Click Events to display events associated with the access point.

Table 5-50 lists the Interfaces tab fields.
Table 5-50 Interfaces Tab Fields

Field

Description

Interface

Admin Status

Indicates whether the Ethernet interface is enabled.

Operational Status

Indicates whether the Ethernet interface is operational.

Rx Unicast Packets

Indicates the number of unicast packets received.

Tx Unicast Packets

Indicates the number of unicast packets sent.

Rx Non-Unicast Packets

Indicates the number of non-unicast packets received.

Tx Non-Unicast Packets

Indicates the number of non-unicast packets sent.

Radio Interface

Protocol

802.11a/n or 802.11b/g/n.

Admin Status

Indicates whether the access point is enabled or disabled.

CleanAir Capable

Indicates whether the access point is able to use CleanAir.

CleanAir Status

Indicates the status of CleanAir.

Channel Number

Indicates the channel on which the Cisco Radio is broadcasting.
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Table 5-50

Interfaces Tab Fields (continued)

Field

Description

Extension Channel

Indicates the secondary channel on which Cisco radio is broadcasting.

Power Level

Access Point transmit power level: 1 = Maximum power allowed per
Country Code setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to
12.5% power, and 5 = 0.195 to 6.25% power.

Channel Width

Indicates the channel bandwidth for this radio interface. See the
“Configuring 802.11a/n RRM Dynamic Channel Allocation” section
on page 8-127 for more information on configuring channel
bandwidth.

Minimum (default) setting is 20 MHz. Maximum setting is the
maximum channel width supported by this radio.

Antenna Name

Identifies the type of antenna.

Click an interface name to view its properties (see Table 5-51).

Table 5-51 Interface Properties

Field Description

AP Name Name of the Access Point.

Link speed Indicates the speed of the interface in Mbps.

RX Bytes Indicates the total number of bytes in the error-free packets received on

the interface.

RX Unicast Packets

Indicates the total number of unicast packets received on the interface.

RX Non-Unicast Packets

Indicates the total number of non-unicast or mulitcast packets received
on the interface.

Input CRC

Indicates the total number of CRC error in packets received on the
interface.

Input Errors

Indicates the sum of all errors in the packets while receiving on the
interface.

Input Overrun

Indicates the number of times the receiver hardware was incapable of
handing received data to a hardware buffer because the input rate
exceeded the receiver capability to handle the data.

Input Resource

Indicates the total number of resource errors in packets received on the
interface.

Runts Indicates the number of packets that are discarded because they are
smaller than the medium minimum packet size.
Throttle Indicates the total number of times the interface advised a sending NIC

that it was overwhelmed by packets being sent and to slow the pace of
delivery.

Output Collision

Indicates the total number of packet retransmitted due to an Ethernet
collision.

Output Resource

Indicates the total number of resource errors in packets transmitted on
the interface.
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Interface Properties (continued)

Field

Description

Output Errors

Indicates the sum of all errors that prevented the final transmission of
packets out of the interface.

Operational Status Indicates the operational state of the physical Ethernet interface on the
AP.

Duplex Indicates the duplex mode of an interface.

TX Bytes Indicates the total number of bytes in the error-free packets transmitted
on the interface.

TX Unicast Packets Indicates the total number of unicast packets transmitted on the
interface.

TX Non-Unicast Packets Indicates the total number of non-unicast or mulitcast packets

transmitted on the interface.

Input Aborts

Indicates the total number of packet aborted while receiving on the
interface.

Input Frames

Indicates the total number of packet received incorrectly having a CRC
error and a non-integer number of octets on the interface.

Input Drops Indicates the total number of packets dropped while receiving on the
interface because the queue was full.

Unknown Protocol Indicates the total number of packet discarded on the interface due to
an unknown protocol.

Giants Indicates the number of packets that are discarded because they exceed

the maximum packet size of the medium.

Interface Resets

Indicates the number of times that an interface has been completely
reset.

Output No Buffer Indicates the total number of packets discarded because there was no

buffer space.

Output Underru

n Indicates the number of times the transmitter has been running faster
than the router can handle.

Output Total Dr

ops Indicates the total number of packets dropped while transmitting from
the interface because the queue was full.

CDP Neighbors Tab

Table 5-52 lists the CDP Neighbors tab fields.

N

Note  This tab

is visible only when the CDP is enabled.

Table 5-52 CDP Neighbors Tab Fields

Field Description

AP Name The name assigned to the access point.
AP IP Address IP address of the access point.
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Table 5-52 CDP Neighbors Tab Fields (continued)

Field Description

Port No Port number connected or assigned to the access point.
Local Interface Identifies the local interface.

Neighbor Name Name of the neighboring Cisco device.

Neighbor Address Network address of the neighboring Cisco device.
Neighbor Port Port of the neighboring Cisco device.

Duplex Indicates Full Duplex or Half Duplex.

Interface Speed Speed at which the interface operates.

Current Associated Clients Tab

Table 5-53 lists the Current Associated Clients tab fields.

N

Note  This tab is visible only when there are clients associated to the AP (CAPWAP or Autonomous

AP).

Table 5-53 Current Associated Clients Tab Fields

Field Description

Username Click the username to view the Monitor Client
Details page for this client. See the “Monitoring
Clients and Users” section on page 9-10 for more
information.

IP Address IP address of the associated client.

Client MAC Address Click the client MAC address to view the Monitor
Client Details page for this client. See the
“Monitoring Clients and Users” section on
page 9-10 for more information.

Association Time Date and time of the association.

UpTime Time duration of the association.

SSID User-defined SSID name.

SNR (dB) Signal to Noise Ratio in dB of the associated
client.

RSSI Received Signal Strength Indicator in dBm.

Bytes Tx This indicates the total amount of data that has
passed through the Ethernet interface either way.

Bytes Rx This indicate the total amount of data that has
been received through the Ethernet interface
either way

When the access point is not associated with the controller, then the database is used to retrieve the
data (rather than the controller itself). If the access point is not associated, the following fields appear.

User Name Username of the client.
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Table 5-53 Current Associated Clients Tab Fields (continued)

Field Description

IP Address Local IP Address

Client MAC Address Client MAC Address

Association Time Timestamp of the client association.
Session Length Time length of the session

SSID User-defined SSID name.

Protocol

Avg. Session Throughput

Traffic (MB) as before

Click the Edit View link to add, remove or reorder columns in the Current Associated Clients table. See
the “Configuring the List of Access Points Display” section on page 5-46 for adding a new field using
the Edit View.

Table 5-54 lists the SSID tab fields.

N

Note  This tab is visible only when the access point is Autonomous AP and there are SSIDs configured
on the AP.

Table 5-54 SSID Tab

Field Description

SSID Service Set Identifier being broadcast by the
access point radio.

SSID Vlan SSID on an access point is configured to
recognize a specific VLAN ID or name.

SSID Vlan Name SSID on an access point is configured to
recognize a specific VLAN ID or name.

MB SSID Broadcast SSID broadcast disabled essentially makes your

Access Point invisible unless a wireless client
already knows the SSID, or is using tools that
monitor or 'sniff' traffic from an AP's associated
clients.

MB SSID Time Period Within this specified time period, internal
communication within the SSID continues to
work.

Clients Over Time Tab

This tab displays the following charts:
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e Client Count on AP—Displays the total number of clients currently associated with an access point
over time.

e Client Traffic on AP—Displays the traffic generated by the client connected in the AP distribution
over time.

Note  The information that appears in the above charts is presented in a time-based graph. For graphs
that are time-based, there is a link bar at the top of the graph page that displays 6h, 1d, 1w, 2w,
4w, 3m, 6m, ly, and Custom. When selected, the data for that time frame is retrieved and the
corresponding graph is displayed. See the “Time-Based Graphs” section on page 6-71 for more
information.

Monitoring Access Point Radio Details

Choose Monitor > Access Points and click an item in the Radio column to access this page.

Choose Monitor > Maps and click an item in the Name column, then click an access point icon to access
this page.

Choose Monitor > Access Points and click an item in the AP Name column, click 802.11a or 8§02.11b
on the AP Interfaces tab to access this page. This page enables you to view access point information for
a single 802.11a or 802.11b/g Cisco Radio.

The default is to show On Demand Statistics. Use the View drop-down list to choose a different view:

¢ Choose On Demand Statistics, and click Go to display On Demand Statistics. See the “Monitoring
On Demand Statistics” section on page 5-72 for more information.

e Choose Operational Parameters, and click Go to display Operational Parameters. See the
“Monitoring Operational Parameters” section on page 5-76 for more information.

e Choose 802.11 MAC Counters, and click Go to display 802.11 MAC Counters. See the “Monitoring
802.11 MAC Counters” section on page 5-79 for more information.

e Choose View Alarms and, click Go to display View Alarms. See the “Monitoring View Alarms”
section on page 5-80 for more information.

e Choose View Events and, click Go to display View Events. See the “Monitor View Events” section
on page 5-81 for more information.

Monitoring On Demand Statistics

Note

To view On Demand Statistics for an access point, click the Radio of the applicable access point in the
Monitor > Access Points page. The Radio Details page defaults to On Demand Statistics. See the
“Monitoring Access Point Radio Details” section on page 5-71 for more information on radio details.

You can also select On Demand Statistics from the View drop-down list located on the Radio Details
page.

This page enables you to view the following access point 802.11a or 802.11b Cisco Radio statistics for
a single access point.

Cisco Prime Network Control System Configuration Guide
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General

Monitoring Access Points

AP Name—Click to view the access point details. See the “Monitoring Access Points Details”
section on page 5-57 for more information.

AP MAC Address
Radio
CleanAir Capable—Indicates if the access point is CleanAir Capable.

AP in SE-Connect Mode—Yes or No. Indicates if the access point is connected in SE-Connect
mode.

CleanAir Enabled—Indicates if CleanAir is enabled on this access point.

CleanAir Sensor Status—Indicates the operational status of the CleanAir censor (Up or Down).
Admin Status—Enabled or disabled.

Operational Status—Displays the operational status of the Cisco Radios (Up or Down).

Controller—Click to display controller system details. See the “Monitoring System Summary”
section on page 5-4 for more information.

Channel—The channel upon which the Cisco Radio is broadcasting.
Extension Channel—Indicates the secondary channel on which Cisco radio is broadcasting.

Channel Width—Indicates the channel bandwidth for this radio interface. See the “Configuring
802.11a/n RRM Dynamic Channel Allocation” section on page 8-127 for more information on
configuring channel bandwidth.

Power Level—Access Point transmit power level: 1 = Maximum power allowed per Country Code
setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to 12.5% power, and 5 = 0.195 to 6.25% power.

The power levels and available channels are defined by the Country Code setting, and are regulated

on a country by country basis.
Port—(1 to 24) Port to which the access point is connected.

Map Location—Click to display the floor map showing the access point location.

Management Frame Protection

Profile Information

Note

Protection Capability—All Frames
Validation Capability—All Frames

MFP Version Supported—Management Frame Protection version supported and configured.

Noise Profile—Notification sent when Noise Profile state changes between Success and Failure.

Interference Profile—Notification sent when Interference Profile state changes between Success
and Failure.

Load Profile—Notification sent when Load Profile state changes between Success and Failure.

Coverage Profile—Notification sent when Coverage Profile state changes between Success and
Failure.

Click Success or Failure to view associated alarms.
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Noise by Channel (dBm)

Graph showing channel and noise.

Interference by Channel (dBm%)

Graph showing the percentage of interference per channel.

Note Channel Utilization is a combination of Receive Power (RX) + Transmit Power (TX) + Interference.
Interference—Access points report on the percentage of the medium taken up by interfering 802.11
transmissions (this can be from overlapping signals from foreign APs, as well as non-neighbors).

Note  The channel list (as configured from the RRM page) is scanned completely using the “channel scan
duration” field under monitor intervals. For example, if scanning all 11 channels in 2.4 GHz, and using
the default duration (180 seconds), you get: 180/11 = 16.36 seconds approximately between each
channel that is being scanned.

Load Statistics
e RX Utilization—802.11a or 802.11b/g RF receive utilization threshold between 0 and 100 percent.
e TX Utilization—802.11a or 802.11b/g RF transmit utilization threshold between 0 and 100 percent.
e Channel Utilization—802.11a RF utilization threshold between 0 and 100 percent (Subcolumns for
Actual and Threshold).
e Attached Client Count—The number of clients attached.
General Tab

This section describes the information that appears on the General tab and contains the following topics:
e “9% Client Count by RSSI” section on page 5-74
e “9% Client Count by SNR” section on page 5-74
e “Channel Utilization (% Busy)” section on page 5-74
e “Noise by Channel(dBm)” section on page 5-74
e “Rx Neighbors” section on page 5-74

e “Channel Utilization Statistics” section on page 5-74

% Client Count by RSSI

Graph with % and Received Signal Strength Indicator.

% Client Count by SNR

Graph with % and Signal-to-Noise Ratio.

Channel Utilization (% Busy)

Graph displaying the channel number on the x-axis and channel utilization on the y-axis.

Cisco Prime Network Control System Configuration Guide
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Noise by Channel(dBm)

Graph displaying the channel on the x-axis and power in dBm on the y-axis.

Rx Neighbors

e Radio MAC Address

¢ AP Name—Click to view access point details.
e Map—<Click to view the map.

e Mobility Group-Leader IP Address

e Neighbor Channel

e Channel Bandwidth

e RSSI (dBm)

Channel Utilization Statistics

e Time
e Picc—Percentage of time consumed by received frames from co-channel APs and clients.

e Pib—Percentage of time consumed by interference on the channel which cannot be correctly
demodulated.

A

Note Picc and Pib values should give a good indication of the percentage of time the access point
is busy because of co channel interference.

Client Count Over last 24 Hrs

This graph shows the client count specific to the AP radios (in the last 24 hours).

CleanAir Tab
This section describes the information that appears on the CleanAir tab and contains the following
topics:
e “Air Quality” section on page 5-75
e “Interference Power” section on page 5-75
e “Non-WiFi Channel Utilization” section on page 5-75
e “Active Interferers” section on page 5-75
e “View Drop-Down List” section on page 5-75
Air Quality

This graph displays the air quality index of the wireless network. A value of 100 indicates the air quality
is best and a value of 1 indicates maximum interference.

Interference Power

This graph displays the interference power of the interfering devices on the channel number.

Cisco Prime Network Control System Configuration Guide
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Non-WiFi Channel Utilization

This graph displays the non-WiFi channel utilization of the wireless network.

Active Interferers

This section displays the details of the active interferers on the wireless network. The following details
are available:

¢ Interferer Name—The name of the interfering device.

e Affected Channels—The channel the interfering device is affecting.

e Detected Time—The time at which the interference was detected.

e Severity—The severity index of the interfering device.

¢ Duty Cycle(%)—The duty cycle (in percentage) of the interfering device.

e RSSI(dBm)—The Received Signal Strength Indicator of the interfering device.

View Drop-Down List
¢ Choose On Demand Statistics, and click Go to display On Demand Statistics for this access point
radio. See the “Monitoring On Demand Statistics” section on page 5-72 for more information.

¢ Choose Operational Parameters, and click Go to display Operational parameters for this access
point radio. See the “Monitoring Operational Parameters” section on page 5-76 for more
information.

¢ Choose 802.11 MAC Counters, and click Go to display 802.11 MAC Counters for this access point
radio. See the “Monitoring 802.11 MAC Counters” section on page 5-79 for more information.

e Choose View Alarms, and click Go to display alarms for this access point radio. See the
“Monitoring View Alarms” section on page 5-80 for more information.

¢ Choose View Events, and click Go to display events for this access point radio. See the “Monitor
View Events” section on page 5-81 for more information.
Monitoring Operational Parameters

To view Operational Parameters for an access point radio, follow these steps:

Step1  Choose Monitor > Access Points, click the radio for the applicable access point.
Step2  From the View drop-down list, choose Operational Parameters.

Step3  Click Go.

This page enables you to view configuration information for a single 802.11a or 802.11b Cisco radio.

General
e AP Name—Click to view the access point details. See the “Monitoring Access Points Details”
section on page 5-57 for more information.
e AP MAC Address
e Radio

Cisco Prime Network Control System Configuration Guide
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Admin Status—Enabled or disabled.
Operational Status—Displays the operational status of the Cisco Radios (Up or Down).

Controller—Click to display controller system details. See the “Monitoring System Summary”
section on page 5-4 for more information.

Channel—The channel upon which the Cisco Radio is broadcasting.
Extension Channel—Indicates the secondary channel on which Cisco radio is broadcasting.

Channel Width—Indicates the channel bandwidth for this radio interface. See the “Configuring
802.11a/n RRM Dynamic Channel Allocation” section on page 8-127 for more information on
configuring channel bandwidth.

Power Level—Access Point transmit power level: 1 = Maximum power allowed per Country Code
setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to 12.5% power, and 5 = 0.195 to 6.25% power.

The power levels and available channels are defined by the Country Code setting, and are regulated
on a country by country basis.

Port—(1 to 24) Port to which the access point is connected.

Map Location—Click to display the floor map showing the access point location.

Station Configuration Parameters

Configuration Type—Automatic or Custom.
Number of WLANs—1 (one) is the default.

Medium Occupancy Limit—Indicates the maximum amount of time, in TU, that a point coordinator
might control the usage of the wireless medium without relinquishing control for long enough to
allow at least one instance of DCF access to the medium. The default value is 100, and the maximum
value is 1000.

CFP Period—The number of DTIM intervals between the start of CFPs.
CFP Max. Duration—The maximum duration of the CFP in TU that might be generated by the PCF.
BSSID—MAC address of the access point.

Beacon Period—The rate at which the SSID is broadcast by the access point, from 100 to 600
milliseconds.

DTIM Period—The number of beacon intervals that shall elapse between transmission of Beacon
frames containing a TIM element whose DTIM Count field is 0. This value is transmitted in the
DTIM Period field of Beacon frames.

Country String—Identifies the country in which the station is operating. The first two octets of this
string are the two character country code.

Physical Channel Parameters

Current Channel—Current operating frequency channel.
Configuration—Locally customized or globally controlled.
Current CCA Mode—CCA method in operation. Valid values:
— Energy detect only (edonly) = 01.
— Carrier sense only (csonly) = 02.

— Carrier sense and energy detect (edandcs)= 04.
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— Carrier sense with timer (cswithtimer)= 08.
— High rate carrier sense and energy detect (hrcsanded)=16.

e ED/TI Threshold—The Energy Detect and Threshold being used to detect a busy medium
(frequency). CCA reports a busy medium upon detecting the RSSI above this threshold.

Physical Antenna Parameters

e Antenna Type—Internal or External.

e Diversity—Enabled via the internal antennas or via either Connector A or Connector B. (Enabled or
Disabled).

RF Recommendation Parameters

e Channel—802.11a Low Band, Medium Band, and High Band; 802.11b/g.

e Tx Power Level—Zero (0) if Radio Resource Management (RRM) disabled, 1 - 5 if Radio Resource
Management (RRM) is enabled.

e RTS/CTS Threshold—Zero (0) if Radio Resource Management (RRM) disabled, 1 - 5 if Radio
Resource Management (RRM) is enabled.

e Fragmentation Threshold—Zero (0) if Radio Resource Management (RRM) is disabled.

MAC Operation Parameters

e Configuration Type—Automatic or Custom.

e RTS Threshold—This attribute indicates the number of octets in an MPDU, below which an
RTS/CTS handshake is not performed.

An RTS/CTS handshake is performed at the beginning of any frame exchange sequence where the
MPDU is a Data or Management type, the MPDU has an individual address in the Address] field,
and the length of the MPDU is greater than this threshold. Setting this attribute to be larger than the
maximum MSDU size turns off the RTS/CTS handshake for Data or Management type frames
transmitted by this STA. Setting this attribute to zero turns on the RTS/CTS handshake for all frames
of Data or Management type transmitted by this STA. The default value of this attribute shall be
2347.

e Short Retry Limit—The maximum number of transmission attempts of a frame, the length of which
is less than or equal to dotl 1IRTSThreshold, that shall be made before a failure condition is
indicated. The default value of this attribute is 7.

¢ Long Retry Limit—The maximum number of transmission attempts of a frame, the length of which
is greater than dot1 IRTSThreshold, that shall be made before a failure condition is indicated. The
default value of this attribute shall be 4.

e Fragmentation Threshold—The current maximum size, in octets, of the MPDU that might be
delivered to the PHY. An MSDU shall be broken into fragments if its size exceeds the value of this
attribute after adding MAC headers and trailers. An MSDU or MMPDU shall be fragmented when
the resulting frame has an individual address in the Addressl field, and the length of the frame is
larger than this threshold. The default value for this attribute shall be the lesser of 2346 or the
aMPDUMaxLength of the attached PHY and shall never exceed the lesser of 2346 or the
aMPDUMaxLength of the attached PHY. The value of this attribute shall never be less than 256.

e Max Tx MSDU Lifetime—The elapsed time in TU, after the initial transmission of an MSDU, after
which further attempts to transmit the MSDU shall be terminated. The default value of this attribute
is 512.

Cisco Prime Network Control System Configuration Guide
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e Max Rx Lifetime—The MaxReceiveLifetime shall be the elapsed time in TU, after the initial
reception of a fragmented MMPDU or MSDU, after which further attempts to reassemble the
MMPDU or MSDU shall be terminated. The default value is 512.

e # Supported Power Levels—Five or fewer power levels, depending on operator preference.

e Tx Power Level x—Access point transmit power level: 1 = Maximum power allowed per Country
Code setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to 12.5% power, and 5 = 0.195 to 6.25%
power.

S

Note The power levels and available channels are defined by the Country Code setting, and are
regulated on a country by country basis.

¢ Tx Power Configuration—Globally controlled or customized for this access point (Custom or
Global).

e Current Tx Power Level—Displays the operating transmit power level from the transmit power
table.

Monitoring 802.11 MAC Counters

Step 1
Step 2
Step 3

To view Operational Parameters for an access point radio, follow these steps:

Choose Monitor > Access Points, click the radio for the applicable access point.
From the View drop-down list, choose 802.11 MAC Counters.
Click Go.

This page enables you to view 802.11 MAC Counter information for a single 802.11a or 802.11b Cisco
Radio.

l

General
¢ AP Name—Click to view the access point details. See the “Monitoring Access Points Details”
section on page 5-57 for more information.
e AP MAC Address
e Radio
¢ Admin Status—Enabled or disabled.
¢ Operational Status—Displays the operational status of the Cisco Radios (Up or Down).
¢ Controller—Click to display controller system details. See the “Monitoring System Summary’
section on page 5-4 for more information.
e Channel—The channel upon which the Cisco Radio is broadcasting.
e Extension Channel—Indicates the secondary channel on which Cisco radio is broadcasting.
Cisco Prime Network Control System Configuration Guide
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RF Counters

Channel Width—Indicates the channel bandwidth for this radio interface. See the “Configuring
802.11a/n RRM Dynamic Channel Allocation” section on page 8-127 for more information on
configuring channel bandwidth.

A

Note  Minimum (default) setting is 20 MHz. Maximum setting is the maximum channel width
supported by this radio.

Power Level—Access Point transmit power level: 1 = Maximum power allowed per Country Code
setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to 12.5% power, and 5 = 0.195 to 6.25% power.

The power levels and available channels are defined by the Country Code setting, and are regulated
on a country by country basis.

Port—(1 to 24) Port to which the access point is connected.

Map Location—Click to display the floor map showing the access point location.

Tx Fragment Count—This counter is incremented for each successfully received MPDU Data or
Management type.

Multicast Tx Frame Count—This counter increments only when the multicast bit is set in the
destination MAC address of a successfully transmitted MSDU. When operating as a STA in an ESS,
where these frames are directed to the access point, this implies having received an acknowledgment
to all associated MPDUs.

Tx Failed Count—This counter increments when an MSDU is successfully transmitted after one or
more retransmissions.

Retry Count—This counter increments when an MSDU is successfully transmitted after one or more
retransmissions.

Multiple Retry Count—This counter increments when an MSDU is successfully transmitted after
more than one retransmission.

Frame Duplicate Count—This counter increments when a frame is received that the Sequence
Control field indicates is a duplicate.

RTS Success Count—This counter increments when a CTS is received in response to an RTS.
RTS Failure Count—This counter increments when a CTS is not received in response to an RTS.
ACK Failure Count—This counter increments when an ACK is not received when expected.

Rx Fragment Count—The total number of packets received that were less than 64 octets in length
(excluding framing bits but including FCS octets).

Multicast Rx Framed Count—This counter increments when a MSDU is received with the multicast
bit set in the destination MAC address.

FCS Error Count—This counter increments when an FCS error is detected in a received MPDU.
Tx Frame Count—This counter increments for each successfully transmitted MSDU.

WEP Undecryptable Count—This counter increments when a frame is received with the WEP
subfield of the Frame Control field set to one and the WEP On value for the key mapped to the AT
MAC address indicates that the frame should not have been encrypted or that frame is discarded due
to the receiving STA not implementing the privacy option.
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Monitoring View Alarms

Step 1
Step 2
Step 3
Step 4

To access the View Alarms page from the Monitor Access Points page, follow these steps:

~
Note  When the AP is disassociated, in the Monitor > Access Points page, the radio status has a critical

status. There is only one alarm, AP disassociated. This is because radio alarms are correlated to
AP disassociated alarm.

~
Note  When the controller goes down, the controller inventory dashlet shows the controller status as

critical. But the radio inventory dashlet retains the last known status. In the Monitor > Access
Point page, the AP alarm status is shown as "Unknown".

Choose Monitor > Access Points.

Select the Radio Type in the Radio Type column of the applicable access point.
From the View drop-down list, choose View Alarms.

Click Go.

For more information on Viewing Alarms, see the “Monitoring Alarms” section on page 5-131.

Monitor View Events

Step 1
Step 2
Step 3
Step 4

To access the View Events page from the Monitor Access Points page, follow these steps:

Choose Monitor > Access Points.

Select the Radio Type in the Radio Type column of the applicable access point.
From the View drop-down list, select View Events.

Click Go.

For more information on viewing events, see the “Monitoring Events” section on page 5-149.

Monitoring Mesh Access Points

Mesh Health monitors the overall health of Cisco Aironet 1500 and 1520 series outdoor access points as
well as Cisco Aironet 1130 and 1240 series indoor access points when configured as mesh access points,
except as noted. Tracking this environmental information is particularly critical for access points that are
deployed outdoors. The following factors are monitored:

e Temperature: Displays the internal temperature of the access point in Fahrenheit and Celsius (Cisco
Aironet 1510 and 1520 outdoor access points only).

e Heater status: Displays the heater as on or off (Cisco Aironet 1510 and 1520 outdoor access points
only)

e AP Up time: Displays how long the access point has been active to receive and transmit.

[ oL-25451-02
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e LWAPP Join Taken Time: Displays how long it took to establish the LWAPP connection (excluding
Cisco Aironet 1505 access points).

e LWAPP Up Time: Displays how long the LWAPP connection has been active (excluding Cisco
Aironet 1505 access points).

Mesh Health information is displayed in the General Properties page for mesh access points.

Note  The wIPS mode is not supported in the Cisco Aironet 1500 series mesh access points.
To view the mesh health details for a specific mesh access point, follow these steps:
Step1  Choose Monitor > Access Points. A listing of radios belonging to access points appears.

~

Note  The radio status (not an access point status) is displayed when you choose Monitor > Access
Points. The given status is updated frequently from traps and wireless status polling and takes
several minutes to reflect actual radio status. The overall status of an access point can be found
by viewing the access point on a map.

~

Note  You can also use the New Search button to display the mesh access point summary. With the New
Search option, you can further define the criteria of the access points that appear. Search criteria
include AP Type, AP Mode, Radio Type, and 802.11n Support.

Step2  Click the AP Name link to display details for that mesh access point. The General tab for that mesh

access point appears.

~

Note  You can also access the General tab for a mesh access point from an NCS map page. To display
the page, double-click the mesh access point label. A tabbed page appears and displays the
General tab for the selected access point.

To add, remove, or reorder columns in the table, click the Edit View link in the Monitor > Access Points

page.

Mesh Statistics Tab

Mesh Statistics are reported when a child mesh access point authenticates or associates with a parent
mesh access point.

Security entries are removed and no longer displayed when the child mesh access point disassociates
from the controller.

The following mesh security statistics are displayed for mesh access points:

e Bridging
e Queue
e Security

To view the mesh statistics for a specific mesh access point, follow these steps:

Cisco Prime Network Control System Configuration Guide
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Choose Monitor > Access Points. A listing of radios belonging to access points appears.

~

Note

Note

The radio status (not an access point status) is displayed when you choose Monitor > Access
Points. The given status is updated frequently from traps and wireless status polling and takes
several minutes to reflect actual radio status. The overall status of an access point can be found
by viewing the access point on a map.

You can also use the New Search button to display the access point summary. With the New
Search option, you can further define the criteria of the access points that display. Search criteria
includes AP Name, IP address, MAC address, Controller IP or Name, Radio type, and Outdoor
area.

Click the AP Name link of the target mesh access point.

A tabbed page appears and displays the General Properties page for the selected access point.

Click the Mesh Statistics tab (see Figure 5-1). A three-tabbed Mesh Statistics page appears.

~

Note

~

Note

The Mesh Statistics tab and its subordinate tabs (Bridging, Queue and Security) only appear for
mesh access points. The Mesh Link Alarms and Mesh Link Events links are accessible from each
of the three tabbed panels. You can click these links to view the relevant alarms and events.

You can also access the Mesh Securities page for a mesh access point from an NCS map. To
display the page, double-click the mesh access point label.

Figure 5-1 Monitor > Access Points > AP Name > Mesh Statistics

Access Point Details
Monitor = Access Paints = MAP_L

General

Bridging

Role

Interfaces Mesh Links

QUeLEe Serwrity

MAP (MeshaP)

Eridge Group Name wes-mesh

Backhaul Interface 802.11a

Routing State Sync
Malformed Meighbor Packets 0
Poor Keighbor SNR 65536

Excluded Packets
Insufficient Memary

Rex Neighbar Requests
Rux Neighbar Respanses

Tx Meighbor Requests

o 2 o o o

Tx Meighbor Responses 65536

Parent Changes 1]

Meighbor Timeouts 1]
Mode Hops

WMesh Lirk Alarms - Mesh Link Events

291051

Summaries of the Bridging, Queue and Security Statistics and their definitions are provided in
Table 5-55, Table 5-56 and Table 5-57 respectively.
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Table 5-55 Bridging Mesh Statistics
Field Description
Role The role of the mesh access point. Options are mesh

access point (MAP) and root access point (RAP).

Bridge Group Name

The name of the bridge group to which the MAP or RAP
is a member. We recommend assigning membership in a
bridge group name. If one is not assigned, a MAP is by
default assigned to a default bridge group name.

Backhaul Interface

The radio backhaul for the mesh access point.

Routing State

The state of parent selection. Values that display are seek,
scan and maint. Maint appears when parent selection is
complete.

Malformed Neighbor Packets

The number of malformed packets received from the
neighbor. Examples of malformed packets include
malicious floods of traffic such as malformed or short
DNS packets and malformed DNS replies.

Poor Neighbor SNR

The number of times the signal-to-noise ratio falls below
12 dB on the backhaul link.

Excluded Packets

The number of packets received from excluded neighbor
mesh access points.

Insufficient Memory

The number of insufficient memory conditions.

RX Neighbor Requests The number of broadcast and unicast requests received
from the neighbor mesh access points.
RX Neighbor Responses The number of responses received from the neighbor

mesh access points.

TX Neighbor Requests

The number of unicast and broadcast requests sent to the
neighbor mesh access points.

TX Neighbor Responses

The number of responses sent to the neighbor mesh

access points.

Parent Changes

The number of times a mesh access point (child) moves
to another parent.

Neighbor Timeouts

The number of neighbor timeouts.

Node Hops

The number of hops between the MAP and the RAP.
Click the value link to display a dialog box which enables
you to configure details of what is reported, how often the
node hop value is updated, and view a graphical
representation of the report.

Jl_ Cisco Prime Network Control System Configuration Guide
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Field

Description

Silver Queue

The average and peak number of packets waiting in the
silver (best effort) queue during the defined statistics
time interval. Packets dropped and queue size is also
summarized.

Gold Queue

The average and peak number of packets waiting in the
gold (video) queue during the defined statistics time
interval. Packets dropped and queue size is also
summarized.

Platinum Queue

The average and peak number of packets waiting in the
platinum (voice) queue during the defined statistics
time interval. Packets dropped and queue size is also
summarized.

Bronze Queue

The average and peak number of packets waiting in the
bronze (background) queue during the defined statistics
time interval. Packets dropped and queue size is also
summarized.

Management Queue

The average and peak number of packets waiting in the
management queue during the defined statistics time
interval. Packets dropped and queue size is also
summarized.

Table 5-57

Security Mesh Statistics

Field

Description

Packets Transmitted

Summarizes the total number of packets
transmitted during security negotiations by the
selected mesh access point.

Packets Received

Summarizes the total number of packets received
during security negotiations by the selected mesh
access point.

Association Request Failures

Summarizes the total number of association
request failures that occur between the selected
mesh access point and its parent.

Association Request Timeouts

Summarizes the total number of association
request time outs that occur between the selected
mesh access point and its parent.

Association Request Success

Summaries the total number of successful
association requests that occur between the
selected mesh access point and its parent.

Authentication Request Failures

Summarizes the total number of failed
authentication requests that occur between the
selected mesh access point and its parent.
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Table 5-57 Security Mesh Statistics (continued)

Field

Description

Authentication Request Timeouts

Summarizes the total number of authentication
request timeouts that occur between the selected
mesh access point and its parent.

Authentication Request Success

Summarizes the total number of successful
authentication requests between the selected mesh
access point and its parent mesh node.

Reassociation Request Failures

Summarizes the total number of failed
reassociation requests between the selected mesh
access point and its parent.

Reassociation Request Timeouts

Summarizes the total number of reassociation
request timeouts between the selected mesh
access point and its parent.

Reassociation Request Success

Summarizes the total number of successful
reassociation requests between the selected mesh
access point and its parent.

Reauthentication Request Failures

Summarizes the total number of failed
reauthentication requests between the selected
mesh access point and its parent.

Reauthentication Request Timeouts

Summarizes the total number of reauthentication
request timeouts that occurred between the
selected mesh access point and its parent.

Reauthentication Request Success

Summarizes the total number of successful
reauthentication requests that occurred between
the selected mesh access point and its parent.

Invalid Association Request

Summarizes the total number of invalid
association requests received by the parent mesh
access point from the selected child mesh access
point. This state might occur when the selected
child is a valid neighbor but is not in a state that
allows association.

Unknown Association Requests

Summarizes the total number of unknown
association requests received by the parent mesh
access point from its child. The unknown
association requests often occur when a child is an
unknown neighbor mesh access point.

Invalid Reassociation Request

Summarizes the total number of invalid
reassociation requests received by the parent
mesh access point from a child. This might
happen when a child is a valid neighbor but is not
in a proper state for reassociation.
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Table 5-57 Security Mesh Statistics (continued)
Field Description
Unknown Reassociation Request Summarizes the total number of unknown

reassociation requests received by the parent
mesh access point from a child. This might
happen when a child mesh access point is an
unknown neighbor.

Invalid Reauthentication Request Summarizes the total number of invalid
reauthentication requests that occurred between
the selected mesh access point and its parent.This
state might occur when the selected mesh access
point is a valid neighbor but is not in a state that
allows reauthentication.

Mesh Links Tab

Table 5-58 lists the Mesh Links tab fields.

~

Note  This tab is visible only for mesh access points. You can click the Mesh Link Alarms and Mesh
Link Events links to view the relevant alarms and events.

Table 5-58 Mesh Links Tab Fields

Field Description

Type The type of the access point.

AP Name The name assigned to the access point.

AP MAC Address The MAC address of the access point.

PER The Packet Error Rate measured from the total

packets that are transmitted in the link test.

Link Detail Click to view the details of the mesh link alarms,
mesh link events, and link metrics.

Link Test The test used to measure the air link quality
between the AP and the neighbor AP.

Channel The channel number of the mesh access point.

Link SNR (dB) The air link SNR measured between the AP and
the neighbor AP.

SNR Down The Signal Noise Ratio measured on the air link

from the AP to the neighbor AP.

SNR Up The Signal Noise Ratio measured on the air link
from the neighbor AP to the AP.

Note Click the Edit View link to add, remove or reorder columns in the Mesh Links table. See the
“Configuring the List of Access Points Display” section on page 5-46 for adding a new field using the
Edit View.
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Retrieving the Unique Device Identifier on Controllers and Access Points

The unique device identifier (UDI) standard uniquely identifies products across all Cisco hardware

product families, enabling customers to identify and track Cisco products throughout their business and
network operations and to automate their asset management systems. The standard is consistent across
all electronic, physical, and standard business communications. The UDI consists of five data elements:

e The orderable product identifier (PID)

e The version of the product identifier (VID)
e The serial number (SN)

¢ The entity name

e The product description

The UDI is burned into the EEPROM of controllers and lightweight access points at the factory and can
be retrieved through the GUL

To retrieve the UDI on controllers and access points, perform the following steps:

Step1  Choose Monitor > Controllers/Access Points. The Controllers/Access Points page appears (see

Figure 5-2).

Figure 5-2 Monitor > Controllers Page
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Step2  Click the IP address of the controller/access point (see in Figure 5-2) whose UDI information you want
to retrieve. Data elements of the controller/access point UDI display. These elements are described in

Table 5-59..

Table 5-59 Maximum Number of Crypto Cards That can be Installed on a Cisco Wireless LAN
Controller

Type of Controller Maximum Number of Crypto Cards

Cisco 2000 Series

None
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Table 5-59 Maximum Number of Crypto Cards That can be Installed on a Cisco Wireless LAN

Controller
Type of Controller Maximum Number of Crypto Cards
Cisco 4100 Series One
Cisco 4400 Series Two

Monitoring Coverage Holes

Coverage holes are areas where clients cannot receive a signal from the wireless network. The Cisco
Unified Network Solution, radio resource management (RRM) identifies these coverage hole areas and
reports them to the NCS, enabling the IT manager to fill holes based on user demand.

The NCS is informed about the reliability-detected coverage holes by the controllers. The NCS alerts the
user about these coverage holes. For more information on finding coverage holes, refer to Cisco
Context-Aware Services documentation at this location:

http://www.cisco.com/en/US/docs/wireless/mse/3350/5.2/CAS/configuration/guide/msecg_ch7_CAS.h
tml

~

Note  Coverage holes are displayed as alarms. Pre-coverage holes are displayed as events.

Monitoring Pre-Coverage Holes

Step 1
Step 2
Step 3
Step 4

To view pre-coverage hole events, perform these steps:

Choose Monitor > Events to display all current events.

To view pre-coverage hole events only, click the Advanced Search link.

In the New Search page, change the Search Category drop-down to Events.

From the Event Category drop-down list, choose Pre Coverage Hole, and click Go.

The Pre-Coverage Hole Events page provides the information described in Table 5-60.

Table 5-60 Pre-Coverage Hole Fields

Field Description

Severity Pre-coverage hole events are always considered informational
(Info).

Client MAC Address MAC address of the client affected by the pre-coverage hole.

AP MAC Address MAC address of the applicable access point.

AP Name The name of the applicable access point.

Radio Type The radio type (802.11b/g or 802.11a) of the applicable access
point.

Power Level Access point transmit power level: 1 = Maximum power allowed per
country code setting, 2 = 50% power, 3 = 25% power, 4 = 6.25 to
12.5% power, and 5 = 0.195 to 6.25% power.

[ oL-25451-02

Cisco Prime Network Control System Configuration Guide


http://www.cisco.com/