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Application Visibility and Control Release Update

Application Visibility and Control Release Update

Phase 1—AVC 7.4 B Application classification and control of 1039 applications with NBAR2 engine.
B Support of 16 AV C profileswith 32 rules per profile.

B OneAVC profile support per WLAN; the same profile can be supported on multiple
WLANS.

B AVC profile mapped to WLAN hasarule for MARK or DROP action.
B Graphical presentation on the controller for al classified applications
B One NetFlow exporter and monitor can be configured on the WLC.

AV C NetF ow monitoring on Pl with PAM license.
Phase 2—AVC 7.5 B Protocol Pack 4.1 support in AVC Phase 2.

B Additional application support—Total of 1056 applications

Support for loading protocol pack dynamically to update applications.
Phase 3—AVC 8.0 B Protocol Pack 9.0

B NBAREnNgine Release 3.1

B AAA AVC Profile override for clients.

B Application rate limiting per-user on WLAN.

B Integration of AV C profilesto the Local Policy classification per user and per device.
B AVC Directional QoS DSCP Marking for Upstream and Downstream traffic.

Support for 1105 applications
Phase-4 AVC 8.2 B Protocol Pack 14.0

® NBARENgine23

B Support for 1273 Applications

B Support for 39 party Netflow Collector
H  Support for two Flow Collectors

B Support for 17 Data Flow Recordsin Flow Collector

Application Visibility and Control—Phase 1

Network Based Application Recognition (NBAR) provides application-aware control on awireless network and enhances manageability
and productivity. It also extends Cisco's Application Visibility and Control (AVC) as an end-to-end solution, which gives a complete
visibility of applicationsin the network and allows the administrator to take some action on the same.

NBAR is a deep-packet inspection technology available on Cisco 10S based platforms, which supports stateful L4 - L7 classification.
NBAR2 ishased on NBAR and has extrarequirements such as having aCommon Flow Tablefor all |OSfeatureswhichuse NBAR. NBAR2
recognizes application and passes on thisinformation to other features like QoS, NetFlow and Firewall, which can take action based on this
classification.
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Application Visibility and Control-Phase 2

Thekey use casesfor NBAR are capacity planning, network usage base lining and better understanding of what applications are consuming
bandwidth. Trending of application usage helps network admin to plan for network infrastructure upgrade, improve quality of experience
by protecting key applications from bandwidth-hungry applications when there is congestion on the network, capability to prioritize or
de-prioritize, and drop certain application traffic.

NBAR is supported on 2500, 5500, 7500, 8500 and WiSM2 controllers on Local, Mesh, and Flex Mode APs (for WLANSs configured for
central switching only).

NBAR Supported Feature
NBAR as afeature can perform the following tasks:
1. Classification- dentification of Application/Protocol.
2. AVC—Provides visihility of classified traffic and also gives an option to control the same using Drop or Mark (DSCP) action.

3. NetFlow-Updating NBAR stats to NetFlow collector like Cisco Prime Assurance Manager (PAM).

Application Visibility and Control—Phase 2

In phase two of the AV C support for Protocol Packs has been added. Protocol packs are software packages that allow update of signature
support without replacing the image on the Controller. You have an option to load protocol packs dynamically when new protocol support
is being added. There are two kinds of Protocol Packs—Major and Minor:

B Major protocol packsinclude support for new protocols, updates, and bug fixes.
B Minor protocol packs typically do not include support for new protocols.

B Protocol packs are targeted to specific platform types, software versions and releases separately. Protocol Packs can be downloaded
from CCO using the software type “NBAR2 Protocol Pack”.

Protocol packs are released with specific NBAR engine versions. For example, WLC 7.5 hasNBAR engine 13, so protocol packsfor it are
written for engine 13 (pp-unified-wng-152-4.5-13-4.1.1.pack). Loading a protocol pack can be doneif the engine version on the platform
issame or higher than the version required by the protocol pack (13 in the example above). Therefore for example — PP4.1 for 3.7 (version
13) can beloaded on top of 3.7 (version 13) and 3.8, but PP4.1 for 3.8 cannot beloaded on top of 3.7. It is strongly recommended to usethe
protocol pack that isthe exact match for the engine.

For AV C phase 2, protocol packs can be downloaded directly from CCO—Protocol Pack 4.1.1 for engine XE 3.7. The protocol pack file
“pp-AlIR-7.5-13-4.1.1.pack” (Format: pp-AlR-{release} -{ engine version}-M.m.r.pack) will be located in the same |ocation with the
controller code version 7.5. Thisis the only tested and supported protocol pack released with controller software version 7.5.

Note: If you download the protocol pack from the below link where protocol packs for other Cisco devicesis posted for download, the
protocol packs might work but will not be supported. See

http://software.cisco.com/downl oad/rel ease.html ?mdfid=282993672& fl owid=20841& softwarel d=284509011& rel ease=4.0.0& relind=AV
AILABLE& ellifecycle=&reltype=latest


http://software.cisco.com/download/release.html?mdfid=282993672&flowid=20841&softwareid=284509011&release=4.0.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://software.cisco.com/download/release.html?mdfid=282993672&flowid=20841&softwareid=284509011&release=4.0.0&relind=AVAILABLE&rellifecycle=&reltype=latest
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Application Visibility and Control-Phase 2

Download Software 79 Dowslrad Gt (b b

Cisco 5508 Wireless Controller

» NBARZ Protocol Packs-4.1.1

%/ Release 4.1.1

Fi information Relesse Date = Size

NBAR? Advanced Protocol Pack 4.1 for Aire05 T.5: NBARZ Engine 13 [ 3-JUL-2013 022 M8 Download
p-AR-7 5-13-4 1.1 pack

A0 te carl

Complete list of the protocols supported in the release posted at the link below

http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/
nbar-prot-pack-library.html

Note: For AVC Phase 2 the downloadable NBAR Protocol Packs are supported on 5500, 7500, 8500 and WiSM2 controllers on Local,
Mesh, and Flex Mode APs (for WLANSs configured for central switching only). The 2500 series controllers do not support Protocol Packs.

NBAR/AVC Facts

B NBAR/AVC phase 2 on WLC can classify and take action on 1054 different applications.

B Two actions, either DROP or MARK is possible on any classified application.

B Maximum 16 AVC profiles can be created on aWLC.

B Each AVC profile can be configured with a maximum 32 rules.

B Same AVC profile can be mapped to multiple WLANSs. But one WLAN can have only one AV C profile.

B Only 1 NetFlow exporter and monitor can be configured on WLC.

B NBARJ/AVC stats are displayed only for top 10 applications on GUI. CLI can be used to see all applications.

B NBARJ/AVC issupported on WLANS configured for central switching only.

m If AVC profile mapped to WLAN has arule for MARK action, that application will get precedence as per QOS profile configured in
AVC rule overriding the QOS profile configured on WLAN.

B Any application, which is not supported/recognized by NBAR engine on WLC, is captured under the bucket of UNCLASSIFIED
traffic.

B |Pv6 traffic cannot be classified.

B AAA override of AVC profilesis not supported.

B AVC profile can be configured per WLAN and cannot be applied per user basis.

B Beginwithrelease 8.1.102.0 AVC is supported on the VWL Cs with FC APsin alocally switched mode.

AV C and QoS Interaction on the WLAN

The AVC/NBAR2 engine on the controller interoperates with the QoS settings on the specific WLAN. The NBAR2 functionality is based
on the DSCP setting. The following occurs to the packets in Upstream and Downstream directionsif AV C and QoS are configured on the
same WLAN:


http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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Loading AV C Protocol Pack—Phase 2

Upstream
1. Packet comes with or without inner DSCP from wireless side (wireless client).

2. AP will add DSCP in the CAPWAP header that is configured on WLAN (QoS based configuration).
3. WLC will remove CAPWAP header.

4. AVC module on the controller will overwrite the DSCP to the configured marked valuein the AVC profile and send it out.

Downstream
1. Packet comes from switch with or without inner DSCP wired side value.

2. AVC module will overwrite the inner DSCP value.

3. Controller will compare WLAN QoS configuration (as per 802.1p value that is actually 802.11€) with inner DSCP value that NBAR
had overwritten. WL C will choose the lesser value and put it into CAPWARP header for DSCP.

4. WLC will send out the packet to AP with QoS WLAN setting on the outer CAPWAP and AV C inner DSCP setting.

5. AP stripsthe CAPWAP header and sends the packet on air with AV C DSCP setting; if AV C was not applied to an application then that
application will adopt the QoS setting of the WLAN.

AV C Operation with Anchor/Foreign Controller’s Setup

In the case of Anchor and Foreign controller’s configuration, the AV C has to be configured where the application control essentially is
required. In most casesin Anchor/Foreign setupsthe AV C should be enabled on the Anchor controller. AV C profile enforcement will happen
on the WLAN on the Anchor controller. If Anchor controller isrelease 7.4 or higher the above mentioned setup will work.

Loading AV C Protocol Pack—Phase 2

Loading of Protocol Packsis supported only viathe command lineinterface. The command to load a protocol pack isshown in the example
below:

(Cisco Controller) >transfer download datatype avc-protocol -pack

(Cisco Controller) >transfer download start

Mode......cccovrirrrreene FTP

Data Type....cccovveverivrienns AV C Protocol Pack

FTP Server IP.......ccceeuenee A.B.CD

FTP Server Port................... 21

FTP Path........cccoovevvenne /

FTPFilename..................... pp-unified-wng-152-4.S-13-4.1.1.pack
FTP Username...........ccceueuene cisco

FTP Password...........cccouevee. FHA Ak K

Starting transfer of AV C Protocol Pack
This may take some time.

Are you sure you want to start? (y/N)
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Loading AV C Protocol Pack—Phase 2

Y

(5508-60-Active) >transfer download datatype avc-protocol-pack *"—_——

[5508=-60=-Active)] >transfer download start

[5508=60=Active) >transfer download filename pp-adv-asrlk-152-4.8-13=-4.1.1.pack ‘_———.

L~ I L L e T TFTP

Data TyDE. . cueceaananssssssssassnssnssnasnnnnsnns AWC Protocol Pack

TETP Server IP..icicciivninssvvssussusnansansansnt 10.70.0.59

TFTP Facket Timeout........ocveeenesnnanaanannnnns 1]

TFTP Max Retrilem. . e iueisensassnsansansansansans 10

TFTP PACH. . ... nnnannnnnnsnassmssnsnnsnnnnnsnns

TFTP Fillenmame. .....o.cceecneerassnasnannannnnnsnns pp-adv-asrlk-152-4.5-13=4.1.1.
pack

Starting tranfer of AVC Protocol Pack

Thi=z may take =ome time.
Are you Sure you wamnt to start? (y/N) I

The download process might take some time.

|

TFTF AVC Protocol Pack transfer starting.
TFTF receive complete,.. Loading Protocol Pack.
INFO, deactivation XDR was bypassed as batch config was idencified

% INFO NEAR : engine deactiwvation
AVC Protocol Pack installed.

Use the show command to view the currently loaded protocol pack
(Cisco Controller) >show avc protocol-pack version

AV C Protocol Pack Name: Advanced Protocol Pack

AV C Protocol Pack Version: 1.0

Use the show command to view the current Nbar2 Engine Version
(Cisco Controller) >show avc engine version

AVC Engine Version: 13

Before installing the Protocol Pack the default pack will show as follow:

(5508-60-Active) >shov ave engine version
AVC Engine Version: 13 (—.
{5508-60-Active) >show ave protocol-pack version

AVC Protocol Fack Hame: Advanced Frotocol Pack
AVC Protocol Fack Version: 1.0

(5508=60=hctive) >

After installing the Protocol Pack the AV C pack will show as version 4.10001:

281511

R4 A0

3E1510
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Configure Application Visibility

(5508=60-Active) >show avc engine wersion
AVC Engine Version: 13 -*—-
(5508=60-Active) >show ave protocol-pack version

AVC Protocol Pack Nemwe: Advanced Protocol Pack
WVC Protocol Pack Version: !.IEIEII:II-.‘_

(5508-60-Letive) >

251512

Debug Commands
(Cisco Controller) >debug avc events enable

(Cisco Controller) >debug avc error enable

Configure Application Visibility
Complete these steps:
1. Open aweb browser on the Wired Laptop. Enter your WLC |P Address.

2. Create an OPEN WLAN with naming convention as for example: “POD1-Client” and enable Application Visibility on that WLAN
under QOS TAB. Map this WLAN to management interface.

To enable Application visibility, click WLAN I D and then click the QOS tab and check the enable option for Application Visibility

and click Apply.
alaln
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECU MANAGEMENT
WLANS WLANS > New
* WLANS TET—
WLANS Tyee . WLAN |
b Advanced Profile Name fODl-CIinn’t
ssiD PODL-Client o
. w
(x} 1w o

Saye Configuration Ping Logout  Refresh

dfaln
CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
"~
WLANS WLANs > Edit 'POD1-Client’ < Back | apply |
et | General | Security | QoS | Policy-Mapping | Advanced |
LANS 2
Avonced Quality of Service (Q0S) | Silver (best effort) 1+
Application Visibility Enabled *—_——_
AVC Profile | none | Iy
Netflow Monitar none - E
uwr
- M
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Configure Application Visibility

3. Once Application Visibility is enabled on the specific WLAN, from the associated wireless client start different types of traffic using
the applications (already installed) like Cisco Jabber/WebEx Connect, Skype, Yahoo Messenger, HTTP, HTTPS/SSL, Microsoft
Messenger, YouTube, Ping, Traceroute, etc. Oncetrafficisinitiated from wireless client, visibility of different traffic can be observed
globally for all WLANS, Per Client Basis and Per WLAN Basis which provides a good overview to the administrator of the network
bandwidth utilization and type of traffic in the network per client, per WLAN, and globally.

As mentioned above Visihility of traffic can be monitored:
B Globaly for al WLANs
B |ndividua WLAN
B Individual Client

4. To check the visibility globally for all WLANs on WLC, click and scroll down.

Saye Configuration
MONITOR WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

ABAA Authentication Failure for UserName:cB4c?57945d User Type: Wi
Access Polnt Summary Vigw Al
Tatal Up Down Top Applications f"‘f
::ﬂ;}a:ﬂm 1 @1 ®0 Betall 5 polication Name Packet Count Byte Count
faetivin. 4 81 ® o0 Dol hitp ) 1216 o
all APs 1 ®: ® o Detail (o 2210 3164720
youtube [{*}} B4& 21806
Client Summary [{)] 1455 1919261
sl (u) 186 19344
Current Clients 4 Detail ] 24 154042
Exeluded Clients o Detall  Skype [C)] 525 11189
Disabled Clients 0 Detall [ sst BRELE
ms-live-accounts ({0} EE 3364
[{+3]) 28 13588
ping {uy S0 5760
()] 1] 5760
dns {u) 7 305
[{)] ? 2590
yahoo-voip-over-sip [{¥}] 1 as
[{=)} 1 ]
webex-meating (1%} 3 a
(™ 3 a7
paca [{5)] 3 40
(o) 2 ] i
w
This page refreshes every 30 seconds. ﬁ

Note: The monitor screen list the applications classified by NBAR engine running on WLC for al the WLANS. Thetop ten applicationsin
the last 90 seconds in both Upstream (U) and Downstream (D) directions will be listed on this page.

5. To have more granular visibility per WLAN, navigate to Monitor > Applications. This page will list al the WLANs on which AVC
visibility is enabled.
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Configure Application Visibility

Monitor WLANS
Summary WLAN I Type Profile Kame WLAMN 5510 Admin Status  Avc Profile]
¥ Acoess Points i WLAN PODL-Chant POD-Clian Enabled More

¥ Cisco CleanAir

F Statistics

¥ COP

¥ Rogues
Clients

Hulﬂra%’/
Applicatifing

AE1E1E

Now click the individual WLAN ID and the below screen will be visible which will list aggregate data for the top ten applications
running on that particular WLAN.

WLANs > Application Statistics < Ma]
Aggregate | Upstream | Downstroam
Application Last 90 Socs Siaty  d— applicstian Cumulstive ﬁut!"'—._.—-'
Pasket Dyte Average Usane
Aoy Mams Hini Coisni Packek Size (%) App Hame Facket Count Byte Count sage()
sl -chat 5 4010 160 2088 bt i S, Ly
vahoo-massanger " 3471 anz 204z hiz ] il b
webex-masting 7 3232 422 2326 gely-rhat 2 s 710
Hitn 1w M 143 1948 wabaz-merting ;] AsHLE &.206
ERGITENL B 04 £ 1.47 vahoo-mssenger a1 14484 1.88
i . o : o3 bitherrant = o1 611
Application Last 90 Sees Usage(®s) Application Cumilstive Usages)

B oo chant znam | EEGE- S

B oo messensen 242 | ECRTEs
E webez-masting] 23280 § u gralk-chatl 7.20% )
l Betpl 19.68% ) I mabax:mestingl 6.26% )
l betforrent] 147% ) I yahoo-messenger] 1.25% )

lmctu.:lnl lh-tuu-r-muuu:-

351617

Note: This page will provide more granular visibility per WLAN and will list the top ten applicationsin last the 90 seconds, as well as
cumulative stats for the top ten applications. The above screen lists the aggregate traffic on a particular WLAN, which includes upstream
aswell as downstream data. You can view UPSTREAM and DOWNSTREAM stats individually per WLAN from same page by clicking
the Upstream and Downstream tab.

6. To have further granular visibility of the top ten applications per client on a particular WLAN on which AV C visibility is enabled,
navigate to Monitor > Clientsand click any individual client MAC entry listed on that page.
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=afion | Ping' | Logeut | Redr

WLANE CONTROLLER WIRELESS SECURITY MANAGEMENT

Monitor Clients Entries 1 - | af |

Summary Current Filter Hoop [ I !

b Access Poinis

¥ Cisco Cleanir
Client MAD Add AP Mame WILAN Profile WLAN S5ID Status Auth Port

Faiies LAl FEhHah]  PODI-AP FOCE-Client PODL-Chent Associated  Tes 1
b CDP

¥ Rogues ‘-_'__'__,..--F

351514

After clicking on an individual client MAC entry listed on the above page, the client details page will open which will have two tabs;
one for general information and another tab with the name AV C Satistics. Click the AVC Satisticstab to seethe NBAR statistics for
the top ten applications for that particular client.

MONITOR WLAMs COMTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

P )

Clients > Detail

General AVC Statistics

Aggregate | Upstream | Downstream |

Last 00 Secs Stats d———— Cumulative Stats "
AvErage Packet Packet

Application Name Packet Size Count Byte Count Application Name Count Byte Count

gtalk-chat 174 25 4010 whne 555 520060

yahoo-messenger 611 i0 36T1 hittp 154 136257

webex-megbng 11 7 23z ghalk-chat 2a7 58458

hittp 245 21 2942 webex-meeting 100 52157

bittorrent 1] ] 204 yahoo-messenger 51 18355 E

wne ] 9 43 ssl 27 BOEE =
o]

Note: This pagewill provide further granular stats per client associated on WLAN on which Application Visibility is enabled and will list
the top ten applicationsin last 90 seconds as well as cumulative stats for top ten applications. The above screen lists the aggregate traffic

per client, which includes upstream as well as downstream stats. You can view UPSTREAM and DOWNSTREAM stats individually per
client from same page by clicking the Upstream and Downstream tab.

Configure AVC Profile

Complete these steps:

1. The NBAR feature on aWLC not only gives avisibility of applications running in the network, but also gives the administrator an
option to control the applications running in the network by creating an AV C profile. AV C profiles can be configured to take the
following actions on the recognized applications:

a. Action DROP (Traffic for that application will be dropped)

b. Action MARK (Particular applications can be marked with different QOS profiles available on WLC, or the administrator can
custom define the DSCP value for that application)

2. To seeall the applications supported by NBAR engine for stats, visibility and control action (DROP/MARK), navigate to Wireless >
Application Visibility And Control > AVC Applications. This page will list down all the applicationsin sorted order with the
application group they belong.

10
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Configure AV C Profile

figuration | Bing  Logout  Eafres

HELR  FEEI
Wireless AVC Applications Entries i - 50 of 5i
L 1 i L)
* Access Points Current Filter Hane [Change Fiter] fClngr Filtar]
AN APs
-
#0211 8 n'ac
g Application Engine Selector
ai IE:TI D.:T .?.l:: :\ Application Name Application Growp I n m
3 th 538 3 [¥a]
b Advanced Ll
obsalete ar? 3 104
Mesh
layard-over-ip Tah 1 34
RF Profiles
net-adaman 1108 3 11
FlexConnect Groups
FexConnect ACLs fAEt-adiman AT 3 L1
F B02.11afnfac et doman 5&2 3 674
b B0Z.11bfo/n ather Ll 3 62
» Media Stream other Gz 2 L
¥ A th &O7 3 L1
- Application Visibility i’
And Control ‘..f scp othar £13 3 259
AVC Apphicstions - ;
AV Profilss acr-nefma sndustrial-protocals 97s 3 108
trve-direchary ay
Country actve-directors ather 11% 13 3
Tiniers actvaiyng Buisness-and-productivity -tocls 1419 13 450
S 44
* Netflow i il other 1441 13 505
od-513 obsolete 963 3 149
k QoS
afngyverticn business-and-productivity -tools 1337 3 £48 =)
=)
agcotx net-admin 609 3 TOE L
b
[ro—— aloss net-admin an 3 483 o

Note: While creating the drop/mark action for any application under AV C profile, application group need to be selected first. Thispagelist
down all the applications with application group they belong and with simple lookup for application using browser “FIND” option, an
administrator can find applications and its group and use thisgroup in AV C prafileto configure drop/mark action which is discussed further
in this guide. NBAR on WL C supports visibility of 1054 different applications.

3. To configure any action (drop/mark), the AV C profile should be created first. To configure the AV C profile, navigate to Wireless >
Application Visibility And Control > AVC Profiles and then click New to create the AV C profile.

afiali. Leiout | R#

ireless AVC Profile Name

s Points

AV Profile Mame

Adwanced

Maosh

RF Prafiles
FlexCannect
FlexConnect ACLs
BO2.11a/n
a02.11bfg/n

-

Modia Stream

Application
* Wisibility And .""—.—F-F
Caontrol

AV ons
AT Profile; s

351521

4. Enter AVC profile name and click Apply.

11
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Logout  Refres)

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  EEEDBACK

AVC Profile > New Apply

— =

AVC Profile Namea .Iqqullc__‘.r_q,:p.u_be

3518522

5. After Apply isclicked, the AV C profilewill be created and you can see the above-created profile, which can be clicked further to create
rules to take drop/mark action. Maximum of 16 AV C profiles can be created on aWLC.

alaln
CISCO MONITOR WLANe CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless AVC Profile Name
* Access Points
All aps ANC Profile Hame
= Radios
802 11a/n Block Youtube [ ~]
g0Z.11b/aln

Ciual-Band Badias
Global Configuration

251523

6. After creating the AV C profiles, you can click on any profile name and create rules for individual profiles. Maximum of 32 rules can
be configured in each profile. Rules can be configured to take any of the two actionsi.e. DROP or MARK. If no ruleis configured for
any application the default action will be“Allow” with QOS policy configured on aWLAN. To create rules under profile, navigate to
Wireless > Application Visibility And Control > AVC Prafiles and then click any of the above created profile.

Ping  Logout  Refresy

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP |
AVC Profile > Edit 'Block_Youtube' Add Mew Rule
Application  Application

Name Group Name Action DSCP

251524

7. Now click Add New Rule and the below page (2nd screen shot) is displayed where the administrator can select the application group
from the first drop-down which filters the applications that belong to that group only. Then, from the second drop-down application
can be selected. Once the application is selected from second drop down, the administrator can select what action should be taken on
that application from third the drop-down. Once the action is selected click Apply.

Bing ' Logout Refresk

=

MOMITOR  WiANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS  HELP

AVC Profile > Edit 'Block_Youtube® Add New Rule

-

Application  Application
MHame Group Mame Action DSCP

351525

12
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Logout 'Refres

MOMITOR WLANs CONTROLLER WIRELESS S ATY B ! COMMANDS — HELP

AVC Profile > Rule > '‘Block_Youtube' / Apply
Application Graup | voice-and-video v| *

Application Name | youtube ¥ fp—

Action Drop v ‘._____

351526

Note: In 7.5 release, WLC is capable of classifying 1054 applications and provide an option to take any action. To take an action on any
application, the administrator has to select application group first to which that application belongs which will filter the list of applications
for that application group only. The reason for thisimplementation is all 1054 applications cannot be displayed in asingle drop-down. Also
inrelease 7.5, the Application Names are now sel ectable and by hovering over and clicking the application namein thelist the above profile
rule can be created.

Save Confguration  Pwg  Logout Refres
0l l il h '

WiaANS CONTROLLER

layerd-over-ip
Wireless i e
i
= Access Points zns-ch business-and-productivity -teals 934
&l APs 1% COU PR ernml 1010
= Radios .
802.11a/n/ac Angeigo layer3-over-ip 776
B0Z.11bsgin — R a37
Dual-Band Radwis
Global Sonfgurabon KR ]ial 4 it adrnin 932
b Advanced L] layer3-gver-ip 750
Mesh Lvtin othisr 422
RF Profiles anindgws netradmin 45
FlexCannect e mi sther o)
Groups w0 g mal emiail 1462 13 826
FlaxConmact ACLE . .
tahoo-messengsr instant-messaging L) 13 "
F BOD2.11a/nfac
FAbE G- v RIR-MAEEE ST woice-and-video LEC] 13 4:22
» B02.11b/0/n rabog-voip-pyer-5ip woice=and-vedeo 1195 13 302
b Media Stream woice-and-video 82 13 B2
Application 235 e business-snd
_ 35.En - -productivity-tools 1108 3 0
= Visibility And T
Control anpet file-shanng 1157 3 n7 b
AVC Applications R e i ol
ETeolies Taktas woice-gnd-viden 115 13 428 ,lE
: TERCY other TEY ] ME 0
Country w i

8. After Apply isclicked, theaction rule will be created and displayed as captured in the bel ow screen. You can add more rules under the
AV C profile on the same page. Maximum of 32 rules can be configured in asingle AV C profile.

Logout Refresh

MONITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

ANC Profile > Edit "Block_Youtube' Add Now Rula
Application Name Application Group Mame  Action DSCP
youtube woite-and-videa drap e B

2351528

9. Another rule can be configured under the same AV C profileto MARK traffic with a different QOS profile or custom DSCP value. In
this example, another AV C profilewas created following step 3, 4 and 5 with the name“ Mark_Http_Webex”. In thisexamplethisAVC
profile is used to create arule to mark “Http” with low priority and give “Webex” more precedence.
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MONITOR,  WLANS CONTROLLER WIRELESS SECURITY if: SEMEMNT L AMDS HELP EEEDBALCK

AVC Profile Name

AYC Profile Name

Block voutube (-}
Mark Http Webex [~} *'_——-__—-

Asdiscussed in previous steps 6, 7 and 8, click the AV C profile name to create rules for the profile. Click Add New Rule.

Fing  Logout Refres

MONITOR WLAMs CONTROLLER WIRELESS SECURITY Mana

AVC Profile » Edit "Mark_Http_Webex' ’/* Add New Rule

Application  Application
Mame Group Name Action DSCP

351530

Select Application group from the first drop-down and Application name as Webex from second drop-down. Then, configure Action
asMARK and select QOS profile as Platinum and the click Apply.

Logout | Befre

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

AVC Profile > Rule > "Mark_Http_Webex' ’-._‘_' Apply
Application Group E\rmcu-and-wdeu b 4

Application Name ;wubux-muhnu ¥ | f— =
Action | Mark (w| = o
Discp (0 to &3) E'Plahnurn{vome} L ﬁ

After Apply isclicked, the action rule will be created and displayed as captured in below screen. Click Add New Rule on same page
to create another ruleto MARK another application “ Http”.

ping  Logout Refre

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
AVC Profile > Edit 'Mark_Http_Webex' — Add New Rule [
Application Application
Hame Group Name Action DSCP -
webex-mesting woice-and-video mark 46 (=] %
I'o}
ol

Create another rule in the same profile by just clicking Add New Rule on the same page. Select Application group from the first
drop-down and A pplication name as http from second drop-down. Then, configure Action asM ark with QOS profile as Bronze. Then
click Apply.
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Logout | Refre

MONITOR.  WiLANS

CONTROLLER  WIRELESS SECURITY

MANAGEMENT COMMANDS  HELP

AVC Profile > Rule > ‘Mark_Http_Webex' S Apply
Application Group browsing Ay
Application Name hitp | —

N | 74
Action Mark » o
Dscp (0 to 63) Bronze(background) » &

After Apply is clicked, the action rule will be created and displayed as captured in below screen.

COMMAMDS HELP FEEDBACK

MOMITOR  WLANs CONTROLLER

WIRELESS

SECURITY  MANAGEMENT

AVC Profile > Edit "Mark_Http_Webex'

Application Application

Name Group Mame Action DSCP

webax-meesting voice-and-video mark 46 -] ‘ oy

http browsing mark 10 [~ -— E
)

Note: For the same AV C profile two rules are created. The Administrator can configure up to 32 rulesin the same AV C profile. Individual
rules can be configured for action MARK or DROP in the same profile. A single rule can only be configured with asingle action i.e. either
MARK or DROP.

The administrator is also flexible while configuring Action as MARK to choose the Differentiated Services Code Point (DSCP) value
as Custom instead of selecting “Platinum/Gold/Silver/Bronze”. Once Custom is selected as DSCP value, atext filed will be visible
where admin can enter a custom DSCP vaue in range of 0 - 63.

AVE Profile > Rule > "Mark_Http_Webex'

Application Group browsin g V:
Application Name flash-video v

Action Mark v /
Dsep (0 to 63) Custom vio |

251525

10. The Next step will be to apply these AV C profiles on the WLAN. Only one AV C prafile can be mapped to asingle WLAN. A single
AV C profile can be mapped to multiple WLANSs. Once an AVC profileis mapped to aWLAN and if it hasarule for MARK action,
that application will get precedence as per QoS profile configured in AV C rule interacting with the QOS profile configured on the
WLAN. All the AV C profiles created will bevisible under AV C Profile drop-downin WLAN under QOS TAB. To seethe AVC profile
in the drop-down on WLAN, navigateto WL ANs>WLAN I D and then click QOS tab. All the AV C profiles created are visible under
the AV C Profile drop-down. The administrator can select the AV C profile on the WLAN as per network requirement.

15
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ge Configuration  Pwg  Logout Refresh

alven]ie
CISco MONITOR WLANs CONTROLLER WIRELESS SECURITY M & 5 HELP LA
WLANS WLANs > Edit 'POD1-Client' < Back | apply |
X M‘r_f""'-"""“ | General | Security | QoS | Policy-Mapping | Advanced |
LANE -~ |
o AECANESE Guality of Servics {QaS) Siyer (best efort) v
Appheaton Vesdblity = Enabled
AVC Profile
Netflow Monitor ~

rmiadler
Black_vaitube

Guarride Por-User Bandwiclark HTTE Webex

)

DownStream  UpStream

2E1E3E

Average Data Rate [i] (]

11. For example, select the AVC profile Block_Youtube from the drop-down and click Apply.

|l|l+l|l| /& Carfiqurstan S g VEehaeh
CISCO MONITOR W

HELP  FEEDRALCK

WLANS WLANs > Edit 'POD1-Client’ < u’.y Apply |

- WLANS 3
WLANS | General | Security | QoS | Policy-Mapping | Advanced | o
’ Midw i Cad Guality of Service (QoS) Sitver (best effort) %
Applcation Yisibility Enabled
ANG Profile Block_Toutube »* H
Hetflow Monitor o] W

251537

Override Par-User Bandwidth Contracts (kbps) £

Note: If Application visibility is not enabled on the WLAN, and users selects an AV C profile and Apply is clicked, this automatically
enables Application visibility. But to disable Application visibility from WLAN, AVC profile, which is mapped to WLAN, should be

removed first by selecting None from drop-down.

12. Once AVC profiles are applied on WLAN it is aso visible under Monitor > Applications. All the WLANs which has Application
Visibility enabled will be displayed

]
CIsCO WiANs CONTROLLER  WIRELESS
Maonitor WLANS .\‘
Summary WLAN ID Type Profile Name WLAN 551D Admin Status  Ave Profile
¥ Access Points 1 WLAH PODL-Client PODL-Client Enabled Block _foutube

i

F Citco Cleanfir

F Statictice

b CDp

F Rogues
Clients

Multicast "’,..f'

Applications

351538

13. Now try to open www.youtube.com from wireless clients. Make sure that the client cannot play any videos on YouTube. Also try to
open your Facebook account (in case you have one) and try to open any YouTube video from your Facebook account. You will observe

YouTube videos cannot be played.

Because YouTubeisblocked in the AV C profileand AV C profileis been mapped to WLAN, clientswill not be able to access YouTube
videos via browser or even via YouTube application or from any other website.

Note: If your browser was already open and running Youtube.com, refresh the browser for the AV C profile to take effect.
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14. Now changethe AV C profileonthe WLAN totest the MARK operation of the NBAR feature. Select AVC profileMark_Http_Webex
from the drop-down under QOS tab on the WLAN and click Apply.

Laye Configuration  Pin Logout  Befresh
afa]n il Bng [ hogot 1B

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'POD1-Client r.n-:l:/'_p_u_l | g tpp!
v WLANS

- General | Security | QoS | Policy-Mapping | Advenced |

WLANS

' Mdwaiicel Qualty of Service (Q0S) | Silver (best effort)

Application Visibility Enabled /
ANC Profile Mark_HTTP_Webex v~

Netflow Monitor nane v

351539

15. Oncethe AVC profiles are applied on the WLAN, it is also visible under Monitor > Applications. All the WLANs which has
Application Visibility enabled will be displayed.

|I|I|I|Io

cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELD  FEEDBACH
Meonitar WLANSs
Summory WLAN ID Type Profile Name WLAK 5510 Admin Status  Avc Profile
F Acoess Paoints ] WLAN POD-Chent PODL-Client Enabled Mark_bitp_Webex

b Cisco Cleandir

b Statistics

k CDP

¥ Rogues
Clients
Multicast

Applicationt

251540

16. Oncethe AVC profile Mark_Http_Webex is applied on the WLAN, initiate or login to your individual WebEx account (if you have
one) and also initiate some HT TP connections and observe the marking for these two applications under client details. Oncethe AVC
profileis mapped to aWLAN and if it has arule for the MARK action, that application will get precedence as per QoS profile
configured in AV C rule overriding the QoS profile configured on the WLAN.

Although the WLAN in this exampleis mapped to the default QOS profile SILVER, the AV C profile has been created and mapped to
thisWLAN to MARK application WebEx and HTTP with adifferent QOS profile. Traffic for application WebEx will be marked with
PLATINUM profile and traffic for all HTTP application will be marked with BRONZE profile. Rest of the applications that do not
match any rulesin the AV C profile; will be marked with QOS profile configured on WLAN i.e. SILVER in this example.

17. To seethe markings statsfor client traffic, navigate to M onitor > Clientsand then click any individual client MAC entry listed on that

page.
II'I ‘ll “afion Fing Logert | Redr
¥ shjls
CISCO MOMITOR  WiAN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Maonitor Clients Entries 1 - § ol 1
Summary Current Filter Hone [ I 1

b Access Points

¥ Civeo Cleanfir

Clignt MAC Add AP Hame WLAN Profile WLAN 551D Status Auth Port
¥
Statistics D0:40:56: b5 2h:E0  PODA-AP PODE-Chant FOD1-Chent Assocated Tas 1
b CDP ;
¥ Rogues E
w
Clients o
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After clicking on theindividual client MAC entry listed on the above page, the client details page will open which will have two tabs;
onefor general information and another tab with name AV C Satistics. Click the AVC Statisticstab and further click the UPSTREAM
tab to notice the MARKING operation of the AV C profile.

Clients > Detall  s—
General | AVC Statistics

.WJUFIM bﬂlﬂ-n_:

Last 90 secs Stats Cumulative Stats

Average Packet Dscp Packet
Application Name Packet Size  Count Byte Count  InfOut Application Nams Count Byte Count
ghalk-chat 162 25 4083 oo e 495 ATIATA
FRNED- MEREenger 7 ¥ 671 oo r” http 124 128090
webes-meeting 538 6 3232 0/as withex -meating 72 40758
hatp 245 iz 042 O/10 =  gtalk-chat 51 126946 g
batesrent L] 3 204 /10 yahoo-messenger 19 nma il
e 8 7 43 oo Bittorrent 12 812 2

Notice the above output and make sure the WebEx application is getting OUT DSCP value as 46 because the WebEx application is

been configured with Platinum QOS profile and HTTP application is getting OUT DSCP value as 10 because the HTTP applicationis
been configured with Bronze profile.

Configure NBAR NetFlow Monitor

A NetFlow monitor can also be configured onthe WL C to collect all the stats generated on aWL C and these can be exported to the NetFlow
collector. In the following example, Cisco Performance Application Manager (PAM) is shown as being used as a NetFlow collector. PAM
isalicensed application running on Cisco Prime Infrastructure.

1. Add NetFlow Exporter first on WLC by configuring Exporter (NetFlow collector). Inthisexample Cisco PAM isan exporter. It collects

al the NetFlow stats generated by the WL C. To add an exporter in the WLC, navigate to Wireless > NetFlow > Exporter, then click
New.

|I'l||'h Logout  Befre

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

-_'_’_,,-Fl'* Now..

Wireless Exporter List

* Access Points

Euporter Mame Esporter Ip Port Momber

Atdvanced

Mesh

RF Profiles
FlexConnock
Groups
FlaxCannact ACLS

BOZ.1 14 m
FoBo2.a1bfefn
Media Stream
Application

* Wisibility And
Contral

Couniry
Thmers

= Netflow
Il

ARy *___——

351543

2. Enter the details of PAM, Exporter IP, as an example below 10.10.105.3 and Port Number as 9991 which will collect all the NetFlow
stats generated by the WL C and then click Apply.
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l!llllllt Logout - Eefre
CISCO MONITOR i CONTROLLER WIRELESS
Wireless Exporter Create “"_‘_. Apply
' *.Elt::: points Exporter Hame Cisco PAM *._...-'
w Radios Expaorter Ip 10.10,105.3 p—
B0z /i

B2 n Port Bumber 9591 —

Diggl-Band Badips

351544

Exporter List New... |

Exporter MName Exporter Ip Port Number

Cizco PAM 10.10.105.3 9991 a *--.--.

351545

Note: Only one exporter can be added in the WLC.

3. After adding Exporter detailson the WLC i.e. PAM server, amonitor needsto be created which will store the NetFlow stats and export
the same to the PAM server. To create a Monitor, navigate to Wireless > NetFlow > Monitor, then click New.

Wireless Monitor List page Hew...

* hccess Points
All APs
= Radios
802118
B2 11bS
Dual-Band Radies

Monitor Name Record Name Exporter Same Exporterlp Port

Global Configuration

Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlegxCannect ACLS

-

a02.11afn
802.11b/q/n
Media Stream

Application
Visibility And
Cantrol

Country
Timers

- Nrﬂlnw/
Monitor

Exporter

351546

4. Enter any name to create the Monitor entry on WLC and click Apply.

Logout = Refra

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Netflow Monitor > New —  Apply
&
Monitor Name NetFlow Monitor] | p— E
(]

5. Once applied, the Monitor entry will be created which will need to be further mapped to the Exporter created in step 2.
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Meonitor List page Hew...
=1

Monitor Hame ‘..._-...r!' Record Hame Exporter Name Exporterip Port E

NeiFlow Monitor mone Hone 0.0.0.0 LT - | b

L]

Note: Only one Monitor entry can be added in the WLC.

6. Click the Monitor entry and map it to the Exporter entry, which is Cisco PAM. The exporter name drop-down list the “ Exporter” entry
that is created above. Record name “ipv4_client_app_flow_record” is auto generated by WL C, which records all the NBAR statistics
and exports to the Cisco PAM. Select thisrecord entry in the record name drop-down and click Apply.

Logout Refre

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Netflow Monitor > Edit 'NetFlow Monitor' o Apply |
Exporter nanme _-CISI:D Pn.H b ‘_’-’-’- 2]
— ]
Record Hame ipwd_client_app_flow_record v o
o]

| Logoit Be
MONITOR  WiLANs CONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Monitor List page / New...
Monitor Name Record Mame Exporter Mame Exporterlp Part

ipwd_client_app_flow_record Cisco PAM 10.10.105.3 a1 @

251550

7. OncetheMonitor entry iscreated and the Exporter entry is mapped to the same, it should be mapped to the WLAN. To map the exporter
entry to WLAN, click WL ANs and then click the specific WLAN I D. Click the QOS tab and choose the Monitor entry created above

from the NetFlow Monitor drop-down and then click Apply on the WLAN Edit page.

CISCO MOMITOR.  WiAN:  CONTROLLER

WLANSs WLANs > Edit "POD1-Client'

xd M_U""""‘-"“ | General | Security | QoS Ilpmm | Advanced |
N =
" Advanced Quality of Service (QoS) Silver (best effort)
Applicaten Visibilty Enabled
AVE Profe Block Youtubs -

| Metflow Monitor .Nudhow_Hon.ll;or -

ovarride Par-User Bandwidth Contracts (kbps) &
DownStream  UpStream

351551

8. Now open anew tab on the browser and login to the Cisco Prime Infrastructure Server to add individual WLCsto PAM.
Username; XXXXXX

Password: XXXXXXX
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% Cisco Prime
@ Infrastructure

e Version: 1.4
r
Password | |
"

B 1013 Csmo Symems Ing. Choo. Cisoo Systems and Cisco Symems are regimered rademans of Cn wlaaali
mrmumanu.s-ﬁmmm“ 'tll;cla‘

3E1EEZ

A

9. Add the WLC in Cisco PAM. To add WLC into Cisco PAM, login to Cisco PAM and navigate to Oper ate > Device Work Center,
then click Add Devicein the Lifecycle Theme.

Bu [ Yo e GrmbSts v & M [Bkint %

10. Enter the details of individual WLC i.e. WLC Management IP Address (Example WL C-POD4 = 10.10.40.2) and Community Sring
as public and then click Add.
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Add Device

« General Parameters

* [P Address | xoxx

- SHMP Parameters
Wersion | wic
* Ratries | 2
* Timeout [10
* Community [sesesed

= Telnet/S5H Parameters
Pratool
Timeout | 60
' |
Password |
Confirm Password |
Enable Password |
Confirm Enable Password |

= Hitp Parameters

351554

11. Oncethe WLC is added, start some traffic from wireless clients. You can view the number of clients per WLAN and usage per client.
To see the usage by clients, navigate to Home > Detail Dashboar ds > Application. Now filter the Application Box as All, Site as
Unassigned, and Network Aware as Wireless > PODX-Client and then click Go.

v boden  Peomane [T
San Devce Tratae e End Lo Expreracs f/
Filters Ty "Aobcaton o MR LTI | = D & Mewod lew P00 0 o &
Top N Chents (in ond Ot} g, 3y %3 (0 B2 Aoplcation Configuration . % {5
Apghcaon. Protocod Rt B
- e
e C uu
e s
reseste 118
gratoss l - i
YRS T i
i LM &
ta}
i 012 bt 08, 1726016 5T D
2 ['a}
ful

Note: You can see the number of clientson WLAN “POD1-Client” which isfiltered under Network Aware. Also, in same screen, you can
see the applications used by both the clients.

12. To seethe application usage by aparticular client, navigate to Home > Detail Dashboards> End User Experience > Under Filter
and then select the client IP.
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Sitg Device Intertace Appiication (DTS End User Experience | «
Filters [ “Olent [ 10101056 Unassigned - | () *Time Frame Hours < | ¥ Application |
—_— ]
Top N Applications & B D =

voutube

hetp

sl

[ara ]

dnd

g walvind- Mg |
- e Bt P B -]
Frn-mesmnger |
widao-ower-hifip -]

|
FahOO-OID - - |

‘3E1EET

ko o

13. To seeapplication usage per WLAN, navigate to Home > Detail Dashboar ds> End User Experience> Under Filter and then select
the Network Aware asWLAN i.e. POD1-Client in this example. Click GO.

oween oo resewrcr (IR
S Dexe b dpkmon v [T
Filtees [ *Ohent [ Lasaigred. o] @ Temetfare [Pasifhows o | T dephemon G & e e FOOI Lt @ (G

Top NAgokations g o [

. ]
—
=
S ===
e
Fakde I
1 =1 |
i BT | Souen Ridrem T | Oetnstien kg T Gowes e Dex

3

o §
-

o

351558

Pp— Winrel N Chants by Transaition Tme

AV C—Phase 3in CUWN Release 8.0

Inthisrelease, alot of enhancement has been made on the AV C feature set that includes the following:

B AAA AVC Profile override for clients.
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B Application rate limiting per-user on WLAN.
B Integration of AVC profilesto the Local Policy classification per user and per device.
B AVC Directional QoS DSCP Marking for Upstream and Downstream traffic.

B Support for 1105 applications with Protocol Pack 9.0 and NBAR Engine release 3.1.

AAA AVC Profile Override for Clients

Asmentioned aboveinreleases 7.4, 7.5, and 7.6, the AV C Profileis configured on aWLAN and all clients connected to that WLAN inherit
thesame AV C profile. Thevalue proposition to allow for the AAA AV C profile overrideisto enable different clients (logging in as different
users) to obtain different AV C profiles even though they are connected to the same WLAN.

The AAA attribute for aclient or user profile can be configured on AAA servers, for example, Cisco ACSor ISE. The AAA attributeis
defined as ageneric Cisco AV Pair and can be defined as a string and value pair in AAA. This attribute is processed during L2/L3
Authentication by the WLC and the same is overridden by what is configured on the WLAN.

Steps to Configure Application Visibility Per User Role
Complete these steps:

1. Create/Configure a WLAN with L2 Security set for WPA2/802.1x authentication. Assuming that the user/administrator has already
configured the AAA server for dot1x authentication, choose the AAA server from the Authentication Servers drop-down list and
click Apply.

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x’ <Back | Apply |

General | Security | QoS | Policy-Mapping | Advanced |

Layer2 | Layer3 | AAASen.rers/ A

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface || Enabled

Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable ] =
@
Server 1 \IP:10.10.105.90, Port:1812 v |IP110.10.105.90, Port:1813 v i

Click the Advanced tab and enable “ AAA Override’ as shown below.

24



Application Visibility and Control Feature Deployment Guide rel 7.4-8.2

AVC—Phase 3in CUWN Release 8.0

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x’ < Back | Apply

General I Security | QoS l Policy-Mapping I Advanced |

~
Allow AAA Override @ﬁd DHCP

Coverage Hole Detection Enabled DHCP Server 1 override
Enable Session i 1800 E
Timeout Session Timeout (secs) DHCP Addr. Assignment [ Required 2

2. To enable Application Visibility, click the WLAN 1D and in the QoS tab, check the Enabled check box for Application Visibility.
Click Apply.

MONITOR WIANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x'

/ < Back | Apply |

General | Security | QoS | Policy-Mapping | Advanced |
Quality of Service (QoS) \ Silver (best effort) v| al
Application Visibility Enabled
AVC Profile
Netflow Monitor §
]

AAA Configuration for AVC Profile

The AAA AVC Profileis defined asa Cisco AV Pair. The string is defined as ave-profile-name and this has to be configured for any AVC
profile existing on the WLC.

Complete these steps:

1. To demonstrate the AV C profile being applied per user through AAA server, create AV C profiles by navigating to Wireless >
Application Visibility And Control > AVC Profilesand click New. In this setup/example, we created a teacher-AV C and
student-AV C. We will mark specific traffic (YouTube and so on) for user/role teacher and block/drop the specific application/traffic
(YouTube, Facebook and so on) for user/role student. You can create your own AV C profiles according to your network requirements.
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nIIInIIIn Logout Re

CISCO MONITOR WLANS CONTROLLER  WIRELES MANAGEMENT COMMANDS HELP  FEED

Wireless AVC Profile Name

¥ Access Points

il APs AYC Profile Name
» Radios

g0z.11a/n

802.11b/g/n

Dual-Band Radios
Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

b 802.11a/n
b 802.11b/g/n

b Media Stream

Application "/

¥ Visibility And
Control
AVC Applications
AVC Profiles

352879

2. Enter the AV C profile name and click Apply. Similarly, create another profile.

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > New <Back | Apply

AVC Profile Name [teacher-AvC |

352880

3. The AVC profileis created and you can view the above created profile, which can be clicked to create rules to take drop/mark/Rate
Limit action from the GUI. A maximum of 16 AV C profiles can be created on the WLC.
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"l|l||h Save Configuration = Ping Logout Refresh
CIsco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless ~ AVC Profile Name New...
¥ Access Points
All APs AVC Profile Name
= Radios
802.11a/n/ac teacher-AVC

802.11b/g/n nt-AVH \
Dual-Band Radios \

Global Configuration

-

Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

-

802.11a/n/ac
802.11b/g/n

v -

Media Stream

Application
* Visibility And
Control
AVC Applications
AVC Profiles M

352881

4. After creating the AV C profiles, you can click any profile name and create rules for individual profiles. A maximum of 32 rules can
be configured in each profile. Rules can be configured to take any of the 3 actions, that is, DROP, MARK, and RATE LIMIT. If norule
isconfigured for any application, the default action will be“Allow” with the QOS policy configured onthe WLAN. To create rulesfor
aprofile, goto Wireless > Application Visibility And Control > AVC Profiles, and then click any Profile.

MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit 'teacher-AVC' <Back |  Add New Rule
/ g
Application Group @
Application Name Name Action DSCP 8

MONITOR WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

k
AVC Profile > Rule Edit > 'teacher-AVC' < Back ] Apply |

Application Name youtube

Application Group Name  voice-and-video

Action Mark
Dscp (0 to 63) Platinum{voice)
Direction Bidirectional *

352883

Note: WLC iscapable of classifying 1105 applications with Protocol Pack 11.0 and gives an option to take action. To take an action on any
application, the administrator has to select the application group first to which that application belongs, which will filter the list of
applications for that application group only. The reason for thisimplementation is all 1105 applications cannot be displayed in asingle

27



Application Visibility and Control Feature Deployment Guide rel 7.4-8.2

AV C—Phase 3in CUWN Release 8.0

drop-down. The administrator isalso flexible while configuring Action as MARK to choose the Differentiated Services Code Point (DCSP)
value as Custom instead of selecting “ Platinum/Gol d/Silver/Bronze”. Once Custom is selected asthe DSCP value, atext field will bevisible
where the admin can enter the custom DSCP value in the range of 0 - 63.

Prior to Release 8.0, the DSCP Marking is only applied bi-directionally for traffic. But in Release 8.0, an extra configuration parameter of
“Direction” is available where marking can be specified with respect to direction, that is, Upstream or Downstream as shown below.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Rule Edit > 'teacher-AVC' < Back | Apply |

Application Name
Application Group Name

Action

youtube
volce-and-video

Mark

Dscp (0 to 63) Platinumivoice) 3
Diréction ¥ Bidirectional ‘/
Downstream
Upstream

352884

5. Oncethe appropriate Marking is selected, click Apply. The action rulewill be created and is displayed as captured in the below screen.
You can add more rules under the same AV C profile on the same page. A maximum of 32 rules can be configured in asingle AVC
profile.

Another rule can be configured under the same AV C profile to MARK traffic with adifferent QoS profile or custom DSCP value with a
specific direction.

Here, we configured Netflix and YouTube to be marked for the AV C profile “teacher-AVC” with DSCP 34 (Gold) with the direction set to
Bidirectional and Upstream, respectively.

AVC Profile > Edit

Application Name
netflix

youtube

‘teacher-AVC’

Application Group Name Action
voice-and-video mark

voice-and-video mark

<Back | Add New Rule |
/ Rate Limit (avg/burst
DSCP Direction rate)Kbps
34 Bidirectional NA [~ ]
34 Upstream NA [~ ]

352885

6. Similarly, the following example displays another AV C profile (student-AV C) for a different role type, which is student in our setup

and is configured to drop Facebook, YouTube, and BitTorrent traffic.

AVC Profile > Edit

Application Name
youtube
facebook

bittorrent

ftp

'student-AVC'

Application Group

Name Action

none drop

none drop
none drop

nene drop

< Back

Add New Rule

DSCP
NA
NA
NA

NA
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7. Now, assume that the user/administrator has already configured the AAA server (ISE/ACS/Open Radius) with users (teacher and
student), devices (WL C), and Authorization Profiles. To configure the AAA Server to match the profile for the AVC set on the WLC,
from ISE main menu bar, go to Palicy > Policy Elements > Results > Authorization > Authorization Profiles. Here, you see the
configured profiles (Student and Teacher) displayed in the example screenshot below.

1 -
/) Home Operations| v [I Administration | ¥
[2) Authentication  |s) Authorization  [4) Profing | Posture |5 Client Provisioning [ Security Group Access | o Policy Elements
Dictionaries  Conditions
Results
Standard Authorization Profiles
l )
@i e JEdt obadd  [fyDuplicate | Y Delete
b Attt [ Name Description
v || Authorzation
— - B_ — / [ Blackhole_Wireless_Access Default profie used to blacklist wireless devices. Ensure that vo
13 Authorization Pro
Y gn Ioadable ACL [ cisco_IP_Phones Default profile used for Cisco Phones.
oWnioadanle 5
» [ Inine Posture Node Profies [0 DenyAccess Default: Profile with access type as Access-Reject
v B Ao [ Non_Cisco_IP_Phones Default Profile used for Non Cisco Phones,
v £ Posture [0 PermitAccess Default Profile with access type as Access-Accept
v [ Glent Provisioning [ Student '\
v [ Security Group Access [] Teacher &
~
V\ g
8

8. Click the authorization profile which you created for the role Teacher, and under Advanced Attributes Settings, configure AVC
Profile Name by adding cisco-av-pair =avc-profile-name=The AVC profile name created on the WL C, as shown below.

Dictionaries
A P
: i 7)) Home Operations| v e B
|4 PolicySets |4, Profiling | Posture |, Client Provisioning [, Securt w Afrespace g 7
Dictionaries  Conditions ~ Results »
Voice Domain Permissio bl ’
n n
- ©  Cisco-VPN3000 H
o)
| | Web Redirection (CWA, DRW, M © Mot )
ev|E" . u Radius ’
' ﬁmm Aivibn Conart Dndt
v [ Authorization
» [ Authorization Profiles
» [ Downloadable ACLs
» L] Inline Posture Node Profiles ¥ Advanced Attributes Settings
> (& Profiing i
- |Cisco: |
» B Postre :  |Cisco:cisco-av-pair ] '
» [ Clent Provisioning  |Select an item [ = o] &
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Cisco
[ A
@ ot E t v
|4 PolicySets |4 Profiing | Posture |, Client Provisioning |, Securf w cisco-abort-cause--[21]
Dictionaries  Conditions ~ Results U cisco-account-info--{250)
cisco-assign-ip-pool-[218
Results _ Voice Domain Permission = ]
)
I - | | Web Redirection (CWA, DRw, = scocafter-{243]
G e Q. u dsco-call-id-{141]
» [ Authentication Nt Comark st © disco-calk-type-[19)
* [ Authorization @ cisco-command-code--[252]
» [ Authorization Profiles u cisco-control-info--[253]
» [ Downloadable ACLs preTmron u dsco-data-filter—[242]
-
» (3 Inline Posture Node Profiles . van ttributes Settings o (197]
» [ Profiling | ® disco-disconnect-cause—{195) ]‘==
v [ Posture : 3 . - T = g
» [ Client Provisioning ' |select an item Q= Q= &
w Advanced Attributes Settings
| Cisco:cisco-av-pair g_] = [role=teacher Q|=
| Cisco:cisco-av-pair E avc-profile-name=teacher-AvC & | |
* Attributes Details

If you are using the Cisco ACS, go to Policy Elements > Authorization and Per missions > Network Access > Authorization Profiles.
Add cisco-av-pair to match the string value avc-profile-name=The AVC profile name created on the WLC.
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0 CO Secure A

» ¢4 My Workspace Polcy Elements > Authorization and Permissions > Network Access > Authorization Profies > Edit: "AT
» 1) Network Resources
» &8 Users and identity Stores

|| Common Tasks || RADIUS Attributes |

Common Tasks Attributes
C E o mants -~
| Attribute Type Value
~ Session Conditions
Date and Time

~ Device Administration Manually Entered

Shell Profiles [ Altribute _Type Value _
String ave-profile-name=teacher-AVC

» [, Monitoring and Reports.
» & System Administration

352891

Similarly, configurethe Authorization profilefor student aswell. Once configuration is done, you can connect awireless client to the 802.1x
WLAN with teacher credentials. You will be able to access Netflix and YouTube.

When the wireless client (with role student) connects to the same 802.1x WLAN, the client cannot play any videos on YouTube. Also, if
the client tries to access a Facebook page and tries to open any YouTube video from the Facebook account, the YouTube video will not be
played.

Because both YouTube and Facebook are blocked in the AV C profile for Student-AV C, therefore clients with student role will not be able
to access YouTube videos via a browser or even viaa YouTube application or from any other website nor they can access Facebook.

On the other hand, when the client logs in with Teacher credentials, the traffic is just marked and no application is dropped.
To verify if the policy is applied, from the WLC CLI prompt, run the following command:

show client detail mac address, then scroll down to see the applied profile.
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(POD2-ULCY >»show client detail 18:28:32:bd:52:bh7

Client MAC Address
Client Username
AP MAC Address

Wirelezs LAN I4d
Hotspot <882 _11
SEID

IP Address
Gateway Address

Status
Client CCH version
Re—Authentication Timeout.

—More— or <{gluit

Avg data Rate

Burzt data Hate

Avg Real time data Rate...
Burst Heal Time data Rate.
#8082 1P Priority Tag

ICTS Security Group Tag. ...
KTE CAC Capabhility

APSD ACs
Fouwer

Security Policy Completed.
Policy Manager State

Policy Manager» Rule Created
Q) 3 = 2 e [)

AAA Ru}e Type

18:2A0:32:hd:52:-h7
teacherl
3cice:z?3:38:24:70
EOD2—9P3EBB

Azsociated
Access

Mot Supported
3cice:V3z3IB24:7F
8288 zecs

64

18.19A.21.288
18.18.21.1
255 _255.255.8
1

Open System

1

a

Ho CCH support
6

68
Silver

dizabled
Mot Applicable

Ho
Enabled
uo

F12.8,.18.8,.24.8,.36.8,
-8

BAABBEBA67?52af a3c3

teacher
e

Unavailable
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Application Rate Limiting Through AVC

Inthisrelease, we can configure only 3 applicationsfor rate limiting which can be donefrom the WL C CL1 through the following command:

(WLC) >config avc profile <prof-name> {add|remove} rule application <app-name> {drop|mark <dscp-value>|ratelimit
<avg_rate> <burst_rate>}

Note: The minimum ratelimit value can be set from minimum 0 Kbps to maximum 2147483647 Kbps.
The configuration example below is performed on the profile “ student-AVC” when using the BitTorrent application:
(WLC) >config avc profile student-AVC rule add application bittorrent ratelimit 150 500

Similarly, from the WL C GUI, the Rate Limiting can be configured by selecting the application on which the user wantsto apply Rate Limit
and from the Action drop-down list, choose Rate-L imit.
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' I. 1 | ' Save Configuration Ping Logout Refresh
L] " L]
CISCO MONITOR WILANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
802.11b/g/n & —— .
Dual-Band Radios AVC Application > Edit _<Back | | Apply |
Global Configuration
» Advanced Application Name bittorrent
Mesh Application Group Name  file-sharing
RF Profiles AVC Name none -
FlexConnect Action Drop - ’
Groups

FlexConnect ACLs
OEAP ACLs
Network Lists
¢ 802.11a/njac
» 802.11b/g/n
» Media Stream =
Application
+ Visibility And
Control
AVC Applications

AVC Profiles

352893

This brings up an option for the user to configure the average and burst rates for the desired application that the user needsto rate limit. The
user can assign any value in Kbps from 0 to 2147483647. Once the Rate-Limit is set, the user can choose the “AVC Name” on which he
wants to apply the Rate Limit and click Apply.

In this example, we are rate limiting the BitTorrent application with the average rate set to 150 Kbps and burst rate set to 500 Kbps and
applying thisto the AV C profile “ student-AVC”.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Application > Edit < Back |/pr |
Application Name bittorrent
Application Group Name file-sharing
AVC Name student-AVC /
Action Rate-Limit
Rate Limit(avg/burst rate) 150 Kbps S00 Kbps %
The BitTorrent application displays ratelimit in the Action column with Rate Limit average and burst rate values.
AVC Profile > Edit 'student-AVC' <Back |  Add NewRule |
Rate Limit (avg/burst
Application Name Application Group Name Action DSCP Direction rate)Kbps
youtube voice-and-video drop NA NA NA ]
facebook browsing drop NA NA NA 8
ftp file-sharing drop NA  NA NA 8 @
[==]
Jb\ttcrrent file-sharing ratelimit NA  NA 150/ 500 8 E
NBAR Facts (AVC Phase 3)

B NBAR Engine 13 and PP 11.0 can support 1105 different applications.

B Three actions DROP, MARK and RATE LIMIT is possible on any classified application.
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B A maximum of 16 AV C profiles can be created on the WLC.

B Each AVC profile can be configured with a maximum of 32 rules.

B Thesame AV C profile can be mapped to multiple WLANSs. But one WLAN can have only one AV C profile.

B Only one NetFlow exporter and monitor can be configured on the WLC.

B NBAR statistics are displayed only for the top 30 applications on the GUI. The CLI can be used to see all applications.
B NBARissupported on WLANS configured for central switching only.

m If the AVC profile mapped to the WLAN has arule for MARK action, that application will get precedence as per QOS profile
configured in the AV C rule overriding the QOS profile configured on the WLAN.

B Directional Marking can only be applied either Bidirectional, Upstream or Downstream on a particular application.

B Currently, Rate Limit can only be applied to three applications.

B Any application that is not supported/recognized by the NBAR engine on the WL C is captured under bucket of UNCLASSFIED traffic.
B |Pv6 traffic cannot be classified.

B AAA override of AVC profilesis supported in 8.0 release.

B TheAVC profile can be configured per WLAN and applied per user basis.

B NBARisnot supported in vWLC and SRE WLC.

AV C Profiles Attached to Local Policies

In Release 8.0, an AV C profile can be mapped to alocal policy for a client with a particular device type. Ensure that each local policy can
be configured with adifferent AV C/mDNS profile name based on the AAA overrideto restrict the policy from being ableto use the services
not allowed by the profile on the same WLAN.

Introduction to Profiling and Policy Engine on the WLC

Cisco currently offers arich set of features which provide device identification, onboarding, posture, and policy, through ISE. This new
feature on the WL C does the profiling of devices based on protocols such as HTTP, DHCP, and so on to identify the end devices on the
network. The user can configure the device-based policies and enforce per user or per device policy on the network. The WLC will also
display statistics based on per user or per device end points and policies applicable per device.

With BY OD (Bring your own device), this feature has an impact on understanding the different devices on the network. With this, BY OD
can be implemented on asmall scale within the WLC itself.

Scope and Objectives
In this section, the user will be configuring and implementing Profiling and Policy on a Cisco WLC running AireOS 8.0 code.

The profiling and policy enforcement will be configured as two separate components. The configuration on the WLC is based on defined
parameters specific to clients joining the network. The policy attributes which are of interest are:

a. Role—Role definesthe user type or the user group the user belongs to.

For example: Student or Employee

b. Device—Device defines the type of device.

For example: Windows machine, Smart phone, Apple device such as iPad, iPhone and so on.

c. Time of day—Allows configuration to be defined at what time of the day end-points are allowed on the network.
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d. EAP Type—Checkswhat EAP method the client is getting connected to.

The above parameters are configurable as policy match attributes. Once the WL C has a match corresponding to the above parameters per
end-point, the policy enforcement comesinto picture. Policy enforcement will be based on session attributes such as:

B VLAN

B ACL

B Session Timeout

B QoS

B Sleeping Client

B Fexconnect ACL

B AVC profile (added in 8.0 release)

B mDNS profile (added in 8.0 release)

The user can configure these policies and enforce end-points with specified policies. Thewirelessclientswill be profiled based onthe MAC

OUI, DHCP, and HTTP user agent (valid Internet required for successful HTTP profiling). The WL C uses these attributes and predefined
classification profiles to identify the device.

Profiling and Policy Configuration
Complete these steps:

1. Toconfiguredevice profiling onaWLAN, go to the specific WLAN on which you want to implement Native profiling and policy and
click the Advanced tab. Disable Allow AAA Overrideif itisenabled. Inthe DHCP area, check the Required check box for DHCP
Addr. Assignment.

WLANSs > Edit 'POD1-dotix' [ <Back | | Apply |

[ General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override Enabled DHCP
Coverage Hole Detection @ Enabled DHCP Server Override
Enable Session Timeout 1800
Session Timeout (secs) DHCP V6 Server Qvenride
Alronet 1E MEnabled
Diagnestic Cnannel |Enzbied DHCP Addr. Assignment 4 Required <
Override Interface AL IPv4 [ None : 1Pv6 [ None = OEAP
Layer2 Ad None. Split Tuane! Enzbied
P2P Blocking Action Disabled
Cllent Exclusion £ QEnebied 60 iji‘l?emenl Frame Protection (ME_

Timeout Value (secs)
Maximum Aliowed Clients MFP Client Protection 4 | Optional ¢

L]
g

352896

DTIM Period (in beacon intervals)

2. After enabling the DHCP required option, scroll down and in the Local Client Profiling area, enable DHCP Profiling and HTTP
Profiling if they are not enabled and click Apply.
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WLANSs > Edit 'POD1-dot1x’ _ <Back | | Apply |

General | Security IW\{ Policy-Mapping | Advanced

Mgmt Via Wireless [JEnabled Passive Client O
Off Channel Scanning Defer Voice
Scan Defer Priority 01234567 Media Session Snooping 0 Enabled
coooeeeo Re-anchor Roamed Voice Clients (] Enabled
Scan Defer Time(msecs) um | KTS based CAC Policy (] Enabled
FlexConnect Radius Client Profiling
FlexConnect Local DHCP Profifing (8]
) Enabled
Switching 2 Ohsk HTTP Profiling 8
FlexConnect Local Auth 12 Enabled Local Client Profiling
Learn Client [P Address £ v Enabled DHCP Profiling &
Vian based Central i HTTP Profiling A —
nal
Switching £2 puze
Central DHCP Processing Enabled PMLP Mobllity Type ] g
{:s]
Override DNS Enabled ——
: e PP NAL Type (Hexageomal <) o
NAT-PAT Enabled kel

Creating Policies on the WLAN from the WLC GUI

3. Once Profiling is configured, we can move on to create Local policies and apply them on the WLAN. On the WL C menu bar, go to
Security > Local Policies, which will take you to the Policy List.

SECURITY

Security General

¥ AAA
General
» RADIUS Mumber of entries, already used 3
Authentication
Accounting
Fallback
DS
FTACATSH
LDAP
Local Met Users
MA Filtering
Disabled Clients
Uszer Login Policies
AP Policies
Paszward Policies

» Local EAP
b Priority Order

Masimum Local Database entries (on nest reboot), 2048 (Current Masimum is 2048)

¥ Caertificate

» Access Control
Lists

» Wireless
Protection Policies

» Web Auth
TrustSac SXP
Local Policies

¥ Advanced

352898

4. Whenin the Local Policy List, click New to create a Policy Name. In this example, teacher-L P isused as a policy name, but you can
use any name to define your own palicy.
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Policy > New < Back Apply

Policy Name  teacher-LP p——

ISz Ba9

Once policy name is configured, you can create policies to match a Role, EAP Type, and Device Type. Also, you can define the required
actions related to the Match criteria.

Here, in our setup we use User Role and Device Type to Match Criteria, but you can use any other type if required.
Note: Make sure Match Role string is the same as AAA defined role name. In this example, it is configured as teacher.
5. Enter User Role and click Apply. Here the role name “teacher” is used as an example.

6. To apply the policy based on a user device, in the Device List area, from the Device Type drop-down list, choose the device type on
which you want to enforce the policy and then click Add.

Here, weused Apple-iPad asadevicetypefor Match Criteria. You can add Apple-iPhone and other Appledevicesaswell from the Device
Type drop-down list.

Note: If you do not want to match any device type then do not configure the Device Type option.

7. To apply the appropriate action, choose from the parameters under the Action area to enforce the policy. Select the AV C profile that
should be defined in the last section.
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Policy Name teacher-LP

Policy 1d 7

Match Criteria

Match Role String teacher e ——

Match EAP Type | none >

Device List

Device Type | Android vm)
Add

Apple-iPad B —
Action

1Pv4 ACL [none &

VLAN ID Q

Qos Policy | none =

Session Timeout {seconds) 1800

Sleeping Client Timeout {(min} 720

Flexconnect ACL | none = |

AVC Profile | teacher-AVC 3 | o

mDNS Profile | none =)

Active Hours

Day | _Mon )|
1 ——
Start Time Hours Mins
I 1 I 1
End Time Hours Mins
o
=
_Add_| g
&
=

8. User can create more than one Local policy and apply it for student as “ student-LP”.
Note: Ensure that the Match Role Sring is the same as the defined role name on the AAA/Radius Server.

To apply the policy based on a user device, in the Device List area, from the Device Type drop-down list, choose the device type
(Apple-iPad) on which you want to enforce the policy and then click Add.

To apply the appropriate action, choose from the parameters under the Action areato enforce the Policy. Select the AV C profile
(student-AV C) that should be defined in the last section.
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Policy > Edit

Policy Name student-LP
Policy 1d 6

Match Criteria

Match Role String 'student e ——
Match EAP Type | none =
Device List
Device Type | Android =]
Add |
Apple-iPad B
Action
1Pv4 ACL none .
VLAN ID 0 '
Qos Policy (none :
Session Timeout {seconds) 1800 '
Sleeping Client Timeout (min) -?20
Flexconnect ACL none - |
AVC Profile | student-AVC  { | oo
mDNS Profile |_none )

Active Hours

Day Mon %]
Start Time Hours | Mins
End Time Hours | Mins

|E
-8
352901

9. Create adefault local policy for any other device.

If no other ACL isapplied in the Local policy, then any other device, other than Apple-iPad, will be able to access the applications
because the final filter function of all policiesis Allow all.

In order to block all applications on all devices except Apple-iPad, create adeny all ACL and apply it on the Local Policy and then
apply that policy on the WLAN as the |ast resort. See the configuration examples in the screenshots below.

Create an ACL to deny all |Pv4 flow.
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MONITOR  WILANS

CONTROLLER

WIRELESS

SECURITY  MANAGEMENT

Save Configuration Bing Logout ' Refresh

COMMANDS HELP  FEEDBACK

Security Access Control Lists > Edit <Back | Add New Rule
* AAA
General General
= RADIUS
Authentication Access List Name deny-all
Accounting
Fallback Deny Counters o
DNS
Downloaded AVP Source Destination
» TACACS+ Seq Action IP/Mask 1P/Mask Protocol Source Port Dest Port DSCP  Direction Number of Hits &
s 0.0.0.0 0.0.0.0 2
Local Net Users 1 Deny ! any Any Any Any  Any ] a ol
MAC Filtering 0.0.0.0 0.0.0.0 {5}
Disabled Clients o0

Create aLocal Policy Block-all and apply the deny all ACL toit, do not choose any devices roles or profiles.

Saye Configuration Ping  Logout Refresh
MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Securi - > <Back |
£ Policy > Edit |
* AAA
General
» RADIUS Pelicy Name block-all
Authentication .
Accounting Palicy 1d 3
Fallback
DNS
Downloaded AVP Match Criteria
FACAL ST Match Role String
LDAP
Local Net Users Match EAP Type none v
MAC Filtering
Disabled Clients
User Login Policies Device List
AP Policies i =
Password Policies Device Type Android v Add |
» Local EAP |
Advanced EAP
. Action
¥ Priority Order - —
- Pud & all v
b Certificate lata
z VLAN ID o
+ Access Control Lists
Access Control Lists Qos Policy none v
CPU Access Control Lists S
FlexConnect ACLs Session Timeout (seconds) 1800
Layer2 ACLs Sleeping Client Timeout (min) 720
Wireless Protection
Polides Flexconnect ACL none ¥ -
» Web Auth AVC Profile none b/ 8
P 4
TrustSec SXP mDNS Profile none v o
]

Mapping Policy on WLAN

1. Goto WLANSsfromthe WLC menu bar and click the WLAN 1D on which you want the policy to be implemented. From the WLAN
edit menu, click the Policy-M apping tab.

Set the Priority index to any value from 1-16. From the L ocal Policy drop-down list, choose the policy which you have aready created. To
apply the policy onthe WLAN, click Add. The policy will be mapped to the WLAN and can be seen under Policy Name.
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WLANS > Edit 'POD1-dot1x’ < Back | Apply |

 General 1 Security T QoS ] Policy-Mapping [m

Priority Index (1-16) 1 -
Local Policy | teacher-LP 3| —

Add | e —

Priority Index Local Policy Name
2. Add the appropriate policies to Policy-Mapping under WLAN.
l'lll | l I Saye Configuration Ping  Logout Refresh
CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'pod3-dotix’' <Back | Apply |
i | General | Securty | QoS | Policy-Mapping | Advanced =
b
Advanced priority Index (1-16)
Local Policy teacher-LP ¥
Add |
Priority Index Local Policy Name
1 teacher-LP [+ ]
2 student-LP B
3 block-all +]

352905

3. Inthe Advanced tab, disable Allow AAA Overrideif it isenabled.

WLANSs > Edit 'POD1-dotix’ _<sack | | apoy |

General | Security | QoS | Policy-Mapping | Advanced |

Allow AAA Override 0 Enabled 4" DHCP
Coverage Hole Detection ¥ Enabled DHCP Server O override
Enable Session Timeout 1800 -
Session Timeout (secs) DHCP V6 Server EROwTe
Alronet E @Enabled
Disg hannel [JEnabled DHCP Addr, Assignment [ Required
Override Interfoce ACL  1Pvd [ None 3| 1Pv6 [Mone 3 | OEk
Layer2 Acl [(None : Split Tunne! (] Enabled
F2P Blocking Action [ Disabled 2|
0| P
Cllont Bxcluon rery 50 Management Frame Protection (MFP)
Timeout Value (secs) — a
Maximum Allowed Clents [ | MFP Client Protection 2 | Optional _ : | S
o
X DTIM Peried (in beacon Intervals) (5]
Static IP Tunneling £ [ Enabled 5]

a1

352904
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4. Check if the AAA roleis configured properly, that is, role name on the AAA server should match the role string defined in the local
policy. The example below is from the Cisco | SE server and Cisco ACS.

ISE:

— —
=) ation D] |} Profiling @ Posture |5 Client Provisioning |= Security Group Access & Policy Elements
Dictionaries ~ Conditions  Results

¥ LOMMON 1asKs

Results
[ o] (") DACL Name
- = 5%
Q- B Qi ) VLAN
» [ Authentication
~ [ Autharization (] Voice Domain Permission

» [ Authorization Profiles

i bl (] Web Redirection (CWA, DRW, MDM, NSP, CPP)
» [ Downloadable ACLs

» ] Inline Posture Node Profiles ) Auto Smart Port
= i

E = 71 Filter-ID

[ Posture

[ Client Provisioning
[ Secunity Group Access

v v v ¥

¥ Advanced Attributes Settings

i [Ciscorci pai © | = [role=teacher o]

* Antributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = role=teacher o

352907

N ( Reset |

ACS:

Nmm
Cisco

Cisco Secure AC

Policy Elements > Authorization and Permissions > Network Access > Authorization Profil > Edt: "AF
[ General || Common Tasks | RADIUS Attributes |

Common Tasks Attributes

Altribute Type Value

Manually Entered

Attribute Type Value

cisco-av-pair String \ave-profile-name=teacher-AVC

cisco-av-pair String role=teacher
@
(=1
@
o
w
(2]

Oncetheclient associatesto SSID with teacher credential sthrough AppleiPad, it should be ableto access Internet and different applications
per its AV C profile configuration. If the user tries to connect from any device other than AppleiPad, then it will not be able to access the
Internet.

To verify if the policy is applied from the WLC GUI, go to Monitor > Clients, and then click the Client MAC address.
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Clients > Detail

Max Number of Records | 10 : |

General [ AVC Statistics ]

Encryption Cipher CCMP (AES)
EAP Type PEAP

SNMP NAC State Access
Radius NAC State RUN

CTS Security Group Tag

Not Applicable

AAA Override ACL Name  none

AAA Override ACL .
Applied Status Unavailable
AAA Override Flex ACL none

AAA Override Flex ACL U ilabl
Applied Status el
Redirect URL none

IPv4 ACL Name none
FlexConnect ACL Applied .
Status Unavailable
IPv4 ACL Applied Status  Unavailable
IPve ACL Name none

IPvE ACL Applied Status  Unavailable
Layer2 ACL Name none
Layer2 ACL Applled Unavailable

Status
mMDNS Profile Name
mDNS Service

default-mdns-profile

Advertisement Count 0
AAA Role Type teacher P —
Local Policy Applied teacher-LP —

To verify if the policy isapplied from WLC CLI prompt, run the following command:

show client detail mac_address and then scroll down to the end to see the applied profile.
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AAA ROLE TYPEiussnsnsnssnsnssnsnnsssnssarasnasass téacher 4+———
Local Policy Applied...ivevuvannnsnnasansnnnnnnns teacher-LP ¢——
IPv4 ACL Name.:vsvssssssnssansansssnsannssnnssnsss NONE

FlexConnect ACL Applied StatuS....:vssssssss:.... Unavailable

IPv4 ACL Applied StatuS..ivuvissssssssnsssasssesss Unavailable

IPvE ACL Name.vvsvssvassnssnnssnassnsannssnnsansss NONE

IPv6 ACL Applied StatuS..evevessnsnsasesnnnsannns Unavailable

Layer2 ACL Name..:uovuessssssnssanssnsssnssannssass NONE

Layer2 ACL Applied StatuS...svesecssvassssassasass Unavailable

Client Typeivsvasssssssnssasssnsssssnnsssassassss SimpleIP

MDNS StatusS.ivsesssnssnnssnnssnsnnsssnnsnssnnasans Enabled

mMDNS Profile Name....eessusnsssnssssnnsnssnssnass default-mdns-profile

No.

of mDNS Services Advertised.....cvvvvunnnnnns 0

Policy TYp@uivsvassnsasnnsnsssnnsnssnnnsnsnnsssses WPAZ
Authentication Key Management.....eveevuesnsasas. 802.1x

Encryption Cipher.iieeiieanasonsnsnsasosnnnsnnnns CCMP (AES)
Protected Management Frame ....ivvevasnsranssssas NO
Management Frame Protection.....veevecenesnnnnnns No

EAP TYPEusussesesrsssnsnsssassssnsssnssnsnssssass PEAP
Interfacel.l.llll.ltlI.l.llll.l.llll.l.’llllltlll managementl

352910

To verify if the AVC policy is applied from the WL C:

AVC Profile Name: ......cceeveeeveeceeecee e teacher-AVC

Try t
Appl

0 connect SSID with student credential's, you should see another policy applied (student-AVC) and if the client deviceis not an
e-iPad, the user will not be able to access the network.

Native Profiling Limitations

B Wired clients behind the WGB will not be profiled and policy action will not be done.

B Only 16 policies per WLAN can be configured, and globally 64 policies will be allowed.

B Policy action will be done after L2 authentication is complete or after L3 authentication or when the device sends http traffic and gets

the device profiled. Due to which certain scenarios profiling and policy actions will happen more than once per client.

B Thisrelease will support only IPv4 clients to be profiled.

B No support for WGB wired clients for profiling because http profiling is not supported on WGB wired clients.
Summary

B By default, profiling is disabled on all WLANSs

B Each WLAN can have mapped profiling policies configured.

B Each Policy can have matching Role Type, Device Type, EAP type configured and an associated policy index mapped.

B Thepolicy index signifies which policy needs to be matched first.

B The corresponding policy name will be deduced from the policy Index.

B The policy matching will exit at the first policy match and the corresponding policy action attributes will be set per client.

B Theorder of applying the policies per client will be based on the security type.
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AV C in FlexConnect Mode

For more information, see
http://www.cisco.com/c/en/us/td/docs/wirel ess/controller/technotes/8- 1/Fl ex-7500/Flex_7500_DGhtml#pgfld-131717.

AVC—Phase4in CUWN Release 8.2

Protocol Pack and NBAR Engine Update

Uptorelease 8.2, NBAR Engine (16) isintegrated in WL C for centralized AV C support, which supports Protocol Pack (PP) up to
version-12. Inrelease 8.2, the new and improved NBAR Engine 23 and Protocol Pack 14 areintroduced. The new versionsallow customers
to classify 1273 application like Netflix, Jabber, Bittorrent and YouTube and other alot more reliably with higher precision and lessimpact
on the controller performance. It is also important to note that Protocol Pack 14 requires NBAR engine 23 and will not work with the
previousNBAR released version in the prior WL C releases. When PP version 15 isreleased and posted on CCO, it will operate with NBAR
engine 23.

o I 1 I " < Configuration  Ping Logout Refresh
CISCO MOMITOR  WLAMs CONTROLLER  WIRELESS SECURITY  MAMAGEMEMT COMMAMDS HELP FEEDBACK M Home
Wireless AVC Applications Entries 1 - 50 of 1273
] 12345m,M
¥ Access Points Current Filter: Mane [Chanae Filter] [Clear Filter]
all aPs
= Radios
Protocol
802.11a/n/ac Pack Advanced Protocol Pack
a02.11b/gin ame:
Dual-Band Radios Protocol .
. . Engine
Global Configuration ’_:ack_ 14.0 Yersion: °°
Yersion:
¥ Advanced
Mesh Application Engine Selector
Application Name Application Group D 1

Netflow Supprt in release 8.2

AnIPtraffic flow isasequence of packets passing through a network device with common attributes like source and destination | P address
& transport ports, direction, etc. Additional common attributesfor wirelessflow are SSID, APMAC. These packetswith common attributes
are aggregated into flows and exported to the Netflow Collectors. Prior to relase 8.2, controller exported Netflow data was analyzed only
by PI (Prime Infrastructure) and wasn't compatible with any third party Netflow collectors.

In release 8.2 nenhanced Netflow records exporter isintroduced. New Netflow v9 is sending 17 different data records ( as defined in RFC
3954) to the External 3rd Party Netflow collector such as Lancope and others. Support for the Enhanced Flow Record Data Export was
added on the WLC 5520, 8510 and 8540.

Prior to release 8.2 Netflow feature available on the controller sends only the | P address of the client, SSID and Application statistics. While
this helps for compatible Netflow collectors like Cisco Prime to show the application statistics, it does not provide the full 5 tuple flow
information and is also not compatible with many 3rd party Netflow collectors who expect 5 tuples.

The current netflow record prior to release 8.2 that WL C exports support only the following fields
B gpplicationTag

B ipDiffServCodePoint

B octetDeltaCount

B packetDeltaCount
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postl pDiff ServCodePoint
stal Pv4Address
staMacAddress

wtpMacAddress

The newly introduced flow record exporter in the rel ease 8.2 supports the following flow data records

Application Tag
Client Mac Address
AP Mac address
WlanlD

Source IP

Dest IP

Source Port

Dest Port

Protocol

Flow Start Time
Flow End Time
Direction

Packet count

Byte count

VLAN Id—Mgmt/Dyn
TOS - DSCP Value

Dot1x username

Netflow Deployment Considerations

WLC supports only one monitor and exporter.

WLC will support only one type of Netflow record globally per controller.

Flow records are exported directly and will not be shown on the controller.

Application visibility statistics present today will continue on the controller.

Change to monitor parameters will required the WLAN to be disabled and enabled.

The new record will be supported on 8510, 5520 and 8540 controllers only.

2500, 5508, 7500 and WiSM 2 controllers will not be supported.

Netflow statistics are sent at an interval of 30 seconds (Not user configurable. Current value is 90 seconds).

Netflow record will be sent even for the unclassified applications with new flow record.
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B Netflow will be sent on enabling AVC on that WLAN.
B |Pv6 traffic is not supported in Netflow in release 8.2.
B Netflow sending initial template will be sent from Control plane.

B Netflow export on service port is not supported.

Obtaining Lancope Software for Evaluation Purposes (Reference)

The software is available for web download on the URL as indicated below:
https://www.lancope.com/steal thwatch-eval uation-application

1. Sign up for Stealth Watch Evaluation and download the software

VISION TO SECURE, INTELLIGENCE TO PROTECT BLOG SUPPORT CONTACT

L a n C 0 p e SOLUTIONS PRODUCTS & SERVICES RESOURCES PARTNERS COMPANY RESEAR

Download and License Center

Product Home

Product Search Product Home

Downloads

~o Trial Customers Click here ol | I | I
to download StealthWatch VE trial and related documentation c I S c 0

My Appliances

Register Appliances

[ —
Order Higtory fﬂ'\ . /}
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2. Then download the latest "FlowCollector for Netflow Virtual Edition install OVF Filesv 6.6"

Product Information

StealthWatch

Select a version. To access older versions, click on the "Archive Versions" tab

J Current Versions | Archive Versions Click to

Version =

6.6 -

6.6 =

6.6 -

6.6 —

Description download Available

FlowCollector for Metflow Virtual Edition install OVF Files v6.6 Dec 26, 2014
StealthWatch FlowCollector for NetFlow Virtual Edition OVF

FlowCollector for sFlow Virtual Edition install OVF Files v6.6 Dec 26, 2014
StealthWatch FlowCollector for sFlow Virtual Edition OVF

FlowReplicator Virtual Edition install OVF Files vB.6 Dec 26, 2014
StealthWatch FlowReplicator Virtual Edition OVF

FlowSensor Virtual Edition install OVF Files v8.6 Dec 26, 2014
StealthWatch FlowSensor Virtual Edition OVF

StealthWatch Management Console {SMC) Virtual Edition install OVF Files v6.6 Dec 26, 2014

3. Use Lancope Installation Guide posted for further configuration information.

Netflow Configuration on the WLC

Prior to release 8.2 Netflow configuration on WL C was done by associating the fixed record ipv4_client_app_flow_record to the Netflow
monitor. Now along with this we will support a new fixed record called ipv4_client_src_dst_flow_record the same will be alowed in cli

and GUI at the places shown below.

Note: Since only one netflow exporter is present per controller, it has to be between the old and new record formats.

Configuration from CLI

Configuration Change

(Cisco Contraller) > config flow add monitor <My_Netflow_Monitor record>

Configuration steps from CLI

config flow create monitor <My_Netflow_Monitor>

config flow create exporter My_Netflow_Exporter A.B.C.D port 2055

config flow add monitor My_Netflow_Monitor exporter My_Netflow_Exporter

config flow add monitor My_Netflow_Monitor record ipv4_client_src_dst_flow_record

config wlan flow 1 monitor My_Netflow_Monitor enable

Debug commands

debug fastpath cfgtool --flowdb.dump

debug fastpath dump wlandb

debug flow info enable
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Configuration using WebUI

Screen shots below illustrate examples of the Lancope Netflow Collector VM on the USC box with IP Address 10.10.105.22 and it is
listening on UDP port 2055.

1. From WL C main menu configure a Netflow Exporter by going to Wireless> Netflow> Exporter. Click New

Save Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

pRB02:21b/g/y Monitor List page New...

b Media Stream
Application

» Visibility And
Control

Monitor Name Record Name Exporter Name ExporterIp Port

Lync Server
Country
Timers
Monitor

Ex poﬂerh

2. Configure an Exporter Name, Exporter P and Port Number, then click Apply.

Exporter Create < Back | Apply |

Exporter Name Netflow Collector
Exporter Ip 10.10.105.22
Port Number 2055

Exporter List

Exporter Name Exporter Ip Port Number
MNetflow Collector 10.10.105.22 2055 [~ |

3. Now, we will create a Flow monitor for the Netflow Exporter which we created above. Under Netflow, go to Monitor click New.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home

» 802.11b/g/n Monitor List page New...
» Media Stream

Application
» Visibility And
Control

Monitor Name Record Name Exporter Name ExporterIp Port

Lync Server

Country

49



Application Visibility and Control Feature Deployment Guide rel 7.4-8.2

AV C in FlexConnect Mode

4. Create amonitor with the name "Lancope" and click Apply as shown below:

Netflow Monitor > New < Back | Apply |
Monitor Name -Ian:ape
5. Click on the created Monitor name.
Monitor List page
Monitor Name Record Name Exporter Name ExporterIp
None 0.0.0.0

lancope none

“\

6. Select 'Netflow Collector' from the Exporter Name drop down menu and choose'ipv4_client_src_dst_flow_record' from the Record
Namelist. Click Apply.

Netflow Monitor > Edit ‘lancope’ < Back | Apply |
Exporter name Netflow Collector {
Record Name ipva_client_src_dst_flow_record
User should see the following under Wir eless> Netflow> M onitor
Monitor List page New...
Monitor Name Record Name Exporter Name ExporterIp Port
I lancope ipw4_client_src_dst_flow_record Netflow Collector 10.10.105.22 2055 I [~ |

7. Browse to the WLAN on which we need to enable AV C and Netflow Monitor. From the WLAN edit parameters, go to QoS tab and
check Application Visibility box. Then select the Netflow Monitor and click Apply.

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

MONITOR WLANs CONTROLLER WIRELESS

<Back | Apply |

WLANSs > Edit "POD1-dot1x’
| General | Security | Qos hw[m|

Quality of Service (QoS) Silver (best effort) B
Application Visibility * v Enabled

AVC Profile ﬁ pod1-avc

Flex AVC Profile none

Netflow Monitor sl lancope )
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Netflow Reporting

Lancope Netflow reporting setup comprises of aflow collector and a central management console.

Lancope FlowCallector collects datafrom various sources (in this case Wireless Lan Controller), analyzesthem, createsaprofile for normal
activity and generates an alarm (to the SMC) for any activity that falls outside of the normal profile.

SMC manages, coordinates, and configures different components of the system through aweb browser. It offers centralized management
and reporting for up to 25 flow collectors with graphical chartsfor visualizing traffic.

Examples below illustrate FlowCollector residing at 10.10.105.22 (configured on the WL C above) and SMC at 10.10.105.21.

1. Loginto SMC with username and password.

- & € [Bb#ps/10.10105.21fIc-landing-page/ X o =
ITEALTH
(WATEH
Signin
Vision to secure, UserName
Intelligence to protect ™
Passward

2. Click on"Launch SMC" from the dashboard. It will prompt you to download the Application "launch_512". Save it locally and
Launchiit.
€ @ hips/101010521

STEALTH | o
LWA CH -

@ cisco.com | Security Insight Dashboard
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R & & 090909000
SteaithWatch Management Co... \_"’

& & nipe 101010501 p T8 9

@ cisco.com | Securitv.Insight Dashboard -

Opening lsunch_512jrip —

STEALTH
WATCH

Concem Index Tﬁ You have chosen to open Explodtation DDoS Sous

0 -!l(! W !! ! !! !! L_‘ 0 |
frome hitps//1010105.21

What should Firefox do with this file?

DDoS Target D{ @ Qpenwith | Java(TM) Web Start Launcher (default) - Anomaly

Save File

0 0

Do thes gutomatically for files ke ths from now on

Alarms by Type Al Top Applicatiol

3. Follow the steps as shown below when pop up window appears.

€& a8~ 10.10.105.21

@ cisco.com | Securitv Insiaht Dashboard

lava Update Needed
Concem Index |/ ‘Yfour Java version is out of date
.
0 % Update (recommended)
Get the latest secunty update from java.com,
% Block
D0oS Target i
8 Block leva content from running in this browser session
0 = Later
Continue and you will be rerminded to update agan later

ml De not ask agam until the next update is svaslable I
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4. Continue Loading the Stealth Watch Monitor.

e ﬂ W VT e
StealthWatch Management Co... = T4

& & hrpe 101010520

=
STEALTH

LT »
,LW-I':‘I'C H

Concemn Index

o Launch SMC ~ =

@ cisco.com | Security Insight Dashboard

7
Security Warning

Do you want to Continue?
The connection to this website is untrusted.

! ! Website: hiips:[10. 10. 105.71:443

Mote: The certrficate is not vald and cannot be used to venify the identity of fhis website.
More Information

5. Finaly Login to Lancope Collector Monitor with credential's as per your setup.

N\
STEALTH

WATCH"
SMC

Username: | admin Password: |» Ian41100pe

= |

ﬁ

» Connacted to SMC *10.10.105.21%
> Version 6.7.0

= Chenit Memory Allocation 455 MB

> Press [E5C] to exit

6. From the dashboard, right click Exporters-> <Controller | P> -> Flows-> Flow Table to view client flows.
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[ ] ® Stealthwatch Management Console (admin - 10.10.105.21)

Search:

1 Enterprise [) DDoS Traffic Dashboard X | 4] DDoS Alarm Dashboard X Wy}iGybenThreats- 36|

e p
v G SMC ¥ Fiter @& Domain : cisco.com

(L StealthWatch Labs Intelligence Center
v % cisco.com Reconnaissance | uf Data Loss | o Malware | uff Botnet

» (& Network Devices

<] VM Servers 2| o 7 Alens 2|l HostGr... #|  Host % TI% Alerts
» 3 Maps
v 3 FlowCollectors

v % Flow Collector,

v &
& ¢ Status »
EF oy ; | Flow Tabl
9 : onfiguration »
65 Identity 5§ g i Peer Vs. Peer
@Extenal D oo Al e o Peer Vs. Port
Collapse All +38C ol Time Vs, Peer
Refresh Tree @ Time Vs. Port
Country 2 | Host 2| % | Alens % Touched ...+ |Touched ... # | High CI Co... % | High CI Hos
. " . ‘
® Starting application... Do you want to run this application?
. - . . 5
« Publisher: Lancope
Verifying application. ii J 3,
. Location:  https:/f10.10. 105,21

This application will run with unrestricted access which may put your computer and
personal information at risk. Run this applcation only if you trust the location and

| Do not show this again for apps from the publisher and location sbove

Cancel | NEW woeiermaten Can ]

Location: https://10.10.105.21

7. You will see multiple client flows here. You can filter the flows on various attributes by right clicking against a column name and
selecting parameter/s as shown below. In the exampleillustrated below , WL C with IP address 10.10.10.2 is sel ected with Application

(NBAR) ttribute.

Note: In order to see the flows please make sure the clients are connected to the AV C and Netflow enabled SSID.
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L | StealthWatch Management Console (admin - 10.10.105.21) o o=
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help
Search: -
4 Enterprise [#) DDoS Traffic Dashboard X | ] DDoS Alarm Dashboard % | [4] Cyber Threats x | ] Flow Table x 4 v B
sHC
(=Y SN!C ¥ Filter ain Time : Last 5 minutes
- ( Stealthwatch Labs Inteligence Center
- ¥y dsco.com
B IR Host Groups 7 Table | ShortList
- g Network Devices
] VM Servers Flow Table - 15 records 5 %h
Maps - a =
B Flowal . Client User Name 3 Client Host Export All to CSV ¥ Server Host - Serve
.10, 10, 64.102.255.40 g~
- @ Flow Collector 10-10.2.31, t
=
= Exporters
‘f’.t 10.10.10.81 Hide Column: Client Host 64.102.255.40 L
‘5—3 FlowSensors Autoe Size Columns
i i 10.10.10.91 173.35.128.233 L
63 dentity Services Manage Columns...
L L} External Devices
10.10.10.91 173.36.128.233 L
Active Duration
10.10.10.91 e 173.36.128.233 L
Appliance
10.10.10.91 Application 173.36.128.228 s
Application (FlowSensor)
10.00.1091  Application (NBAR) 173,36.128.228 L
10,10, 10.91 ’Appllcatlun (PacketShaper) 173.96. 128. 298 n
Application (Palo Alto Networks)
10.10.10.89 Client Application Details 23.210.240.45 L
Client ASN
10.10.10.91 . dns-sj.dsco.com L
Client ASN Assignment (171.70.168.183)
10.10.10.89 Client Bytes pfn-f108. 1 100.net L
Client Country (173.154.202.108)
10.10.10.89 : dns-sj.dsco.com L
Client FIN Packets (171.70.168.183)

If user is connected with dot1x credentials, they will also be visible on the Lancope flow table dashboard.

!! Enterprise @ DDoS Traffic Dashboard X ‘ @ DDoS Alarm Dashboard X @ Cyber Threats | | Flo I
P
v S sMC ¥ fier & Domain cisco.co Time : Last 5 minutes
U stealthWatch Labs Intelligence Cens & FlowCollector for NetFlow ector (10.10.105.22)
v e cisco.com

» 0 Host Groups WiThmable] (7 short List|

> @ Network Devices Flow Table - 24 records
] VM Servers Client Use...*!| Client Host # |Application (NBAR) # | Server Host % |ServerHo..*| Duration 3|  Application % |Servi... * | Total Tr... # | Total Bytes **|Total
> P Maps 10.10.10.92 | video-over-http 208.111.148.7 United States 1 hour 58s HTTP (unclassified) http 164k 3.24M
v FlowCollectors (13:432) (80/tcp)
¥ % Flow Collector 10.10.10.92 | google-services  [216.58.217.206 United States 6 minutes 265 HTTPS (unclassified)  hitps 8.19k 164.61k
A1 xporters| {13:520) (443 /tcp)
@10.10.10.2 10.10.10.101 ssl (13:453) 173.37.102.6  United States 1 hour 21 HTTPS (unclassified)  hutps 3.9k 62.69k
l;a FlowSensors minutes 185 (443 /tep)
(3 Identity Services 10.10.10.101 google-services 216.58.217.206 United States <1s HTTPS (unclassified) https 191.74k 23.41k
(. External Devices (13:520) (443 ftep)
10.10.10.101 ss1(13:453) 66.163.36.181 United States 55 minutes 65 HTTPS (unclassified)  hutps 1.08k 17.43k
(443 /tep)

VOD Reference

Cisco AV C - Per User Application Control: http://www.youtube.com/watch?v=ESg5303uf DQ& feature=youtu.be

Web Links and Terminology
Cisco WLAN Controller Information:
http://www.cisco.com/en/U S/products/hw/wirel ess/products.html
http://www.cisco.com/cisco/web/support/index.html
Cisco Prime Management Software Information:

http://www.cisco.com/en/US/products/ps11686/index.html
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Cisco MSE Information:
http://www.cisco.com/en/US/products/ps9742/index.html
Cisco LAP Documentation:

http://www.cisco.com/en/US/products/ps10981/index.html
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