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CHAPTER 1

Chromecast Deployment Guide, Release 7.6

First Published: March, 2014

| ntroduction

This document provides information on the theory of operation and configuration for the Cisco Unified
Wireless LAN solution as it pertains to supporting Multicast applications for devices such as Google
Chromecast.

Prerequigte

Components Used

The below implementation was tested using AireOS code version 7.6.100.0 with a 5508 Wireless LAN
Controller and 3702 Aironet AP.

This document is not restricted to specific software and hardware versions.

The information in this document is created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

What i1s Chromecast?

Chromecast is a digital media player developed by Google. The device, a HDMI dongle, plays
audio/video content on a high-definition screen by directly streaming it via Wi-Fi from the Internet or a
local network. Users select the media to play by using Chromecast enabled mobile/Web applications, or
through a feature called “tab casting” that can mirror most Google Chrome browser content running on
the device (MAC OSX and Windows).
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Chromecast uses a simple multicast protocol for Discovery And Launch that enables users to mirror their
devices on a second screen.

The Chromecast devices operate on DIAL protocol. The DIAL Service Discovery enables a client to
discover DIAL Server (Chromecast) on its local network, and obtain access to those services. This is
achieved by using a new search target within the SSDP defined by uPNP.

1. (Service Discovery Request)

—————{ 239.255.255.250 | ——>
4—{ Unicast Response }7

1. (Response with IP address of service)
The clients that wishes to discover Chromecast servers send a request over UDP to IP address

239.255.255.250 and UDP port number 1900. See Chromecast Packet Level Details for more
information.

352546

Problem Statement

The multicast address used by the Chromecast discovery packets has a TTL (Time To Live) set to 1.
Routers cannot use multicast routing to redirect traffic across L2 subnets because this results in only link
local discovery of Chromecast, which might not be ideal for larger networks.

Chromecast Multicast
discovery can’t be Routed

—{ 239.255.255.250 |—>

&
CAPWAP Tunnel . U

352547

This document provides information on deploying Chromecast over large networks with single, as well
as multiple VLANS.

Wi-Fi Consderations

Chromecast devices have a single radio and work on the 2.4 GHz band. So, you need to make sure the
SSID that the Chromecast devices is connected to is broadcasted on the 11b radio.
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From a security standpoint, Chromecast devices do not support 802.1x, so Cisco recommends you to
create a separate SSID for Chromecast that supports WPA2 PSK (Pre-Shared Key).

WLANs > Edit 'CCast _Devices’

General | Security | QoS [ Policy-Mapping | Advanced

Profile Name CCast_Devices
Type WLAMN
SsID CCast_Devices
Status  Enabled
I Security Paolicies [WPAZ][Auth{P5K)] I
I cations done under security tab will appear after applying the changes.)
Radio Palicy 802.11b/g only
Interface/Interface Group{G) | chromecast device
Multicast Vlan Feature Enabled
Broadcast SSID # Enabled
NAS-1D Cisco_5508

TEFEAR

Firewall Considerations

Chromecast discovery packets rely on the DIAL protocol operating at UDP port 1900 and send the
requests to the address 239.255.255.250. Ensure that no firewall blocks connectivity between the
Chromecast device and wireless client.

Deployment Considerations

The following sections describe the steps for configuring the wireless LAN controller to enable
Chromecast support on a Cisco Wireless network.

Deploying Chromecast usng MDNS Bonjour Services

The use and administration of Chromecast devices on the networks has been simplified by the support
of Bonjour services. By using the service string "_googlecast._tcp.local.", Chromecast devices can act
as any other Bonjour service provider. This service is used exclusively for casting the screen of a
supported device to the screen where Chromecast is connected.

Book Title
[ OL-xxxxx-xx .m



Chapter 1 Chromecast Deployment Guide, Release 7.6 |

Deployment Consider ations

REVIEW DRAFT—CISCO CONFIDENTIAL

This section explains the configurations performed for the following scenarios:
1. Chromecast and wireless clients on the same WLAN and same VLAN
2. Chromecast on WLAN A and wireless clients on WLAN B, different VLANSs
3. Chromecast on anchor WLC and wireless clients on foreign WLC

4

Chromecast and wireless clients on different VLANSs (same SSID)

Initial Configuration

CLI

GUI

For any of the previous scenarios except scenario 4 (Chromecast and wireless clients on different
VLANS (same SSID)), you must add the service string used by Chromecast when casting a screen. This
allows the WLC to recognize the Chromecast device.

>config mdns service create chromecast _googlecast._tcp.local. origin wireless Iss disable query
enable

>show mdns service summary

Number of Services
Mobility learning status
Service-Name LSS Origin

chromecast

_googlecast._tcp.local.

MONITOR  WLANS CONTROLLER  WIRELESS SECURITY M EMENT COMMANDS HELP FEEDBACK
Controller mDNS
General
Inwentory Glabal Canfiguration
Interfaces

Interface Groups mDKS Global Snocging =]
Multicast MONS Palicy 4 I3
b Internsl DHCP Servar  v®"Y Inferval {10-120) 15 {mns)
b Mobility 3
praster Services Database
Ports
Select Farven |I:(r|el ﬂ

NTP

Service Hame |u|rnm-t|:n:|

Service Saring
Query Status
-

WIRELESS ¥
Add

|_gnn-u|:ca:t._tcp lacal.

LSS Satus

Ongin
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Controller

v v ¥

Ganeral

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Redundancy

Internal DHCP Server

Mobility Management

MONITOR

WLANS

mDNS

Global Configuration

mDNS Glebal Sneapsng
mONS Policy 4
Guery Interval {10-120)

Master Services Database
Select Service

Query Status [0

I

15 {rmins)

|Nur-c

HELP

FEED

Pone LSS Status [T
NTP
Origin BLL -

CoP

PMIPYG L

1PvE Query LSS

MDNS Service String Status Status Origin

Ganeral _ipp._tep.lezal. = O [ac @

Profiles _raop._tep.local, = O ALL bl - |

Comain Names
_airplay._tcp.local. =] | | ALL =8
_universal._sub._ipp. tcp kcal, = O [aLL -le
_cups._sub._ipp._tcp.local, = O ALL ~| @
prinker. _tcp.Jocal. = 5| I.ALL "I
_pooglecast._ten.loeal, =3 O ALL -]

Now, you can add this service to the mDNS profile that is used on the WLAN. In this case, the default

profile is used:
CLI

>config mdns profile service add default-mdns-profile chromecast

>show mdns profile detailed default-mdns-profile

Profile Name. . ..ottt ettt e e e e e e e e e e e
Profile Td. ... ...ttt e e

No of Services

Fo T v I Y =

GUI

AirPrint

AirTunes

AppleTV

HP_Photosmart_ Printer 1
HP_ Photosmart Printer 2
Printer

chromecast

default-mdns-profile

[ OL-xxxxx-xx
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MONITOR WLANG CONTROLLER  W[RELESS RITY MANAGEMENT COMMANDS HELP FEEDBACK
——
Controller mDNS Profile > Edit
Genarp) | #refis wame default-mdns-profis ||
Inventory Profile 1d n
Interfaces Sarvion Count g

Intarface Groups Ma. of Irterfaces Aitached 1

Multicast trickartrest
* Internal DHCP Sorver Intarfaces
+ Mobllity Managemant Mo, of Inberface Groups Attached [
Parts
b NTP Intarface Groups
sl Ha. of Wians Attached 2
b IPwh 52
s
Mo, of Gued Lare Attachad L]
e
MG Browse Guest Lan [ds
T e
b Advancad Ma. of Local Palicies Attachad [
Local Policy [ds

Services List

IS—erle Nama |d*mr||e:u:t _ﬂ I

Ensure that the following settings are enabled globally on WLC:

*  Multicast

* IGMP snooping

*  mDNS snooping
CLI

To check the status of Multicast, IGMP snooping, and mDNS snooping on the CLI, run the following
command:

>show network summary

Ethernet Multicast Forwarding............... Enable
IGMP SNOOPING . ¢ vt vttt i e et e e e e e e e e Enabled
MDNS SNOOPING . « v v vttt ettt e et et e et e e e et Enabled

To enable the settings on the CLI, run the following commands:
>config network multicast global enable

>config network multicast igmp snooping enable

>config mdns snooping enable

GUI

To enable the settings on the GUI, refer to the following screenshots.

Book Title
m. OL-xxxxx-xx |



| Chapter 1 Chromecast Deployment Guide, Release 7.6

Deployment Considerations W

REVIEW DRAFT—CISCO CONFIDENTIAL

CISCO MONITOR WLANs CONTROLLER WIRELESS
Controller Multicast
General
Tventory Enable Global Multicast Mode I
Interfaces Enable IGMP Snooping I
Interface Groups IGMP Timecut (30-7200 seconds) 50
IGMP Query Interval (15-2400 seconds) [20
b Internal DHCP Server Enable MLD Snooping =
¥ Mobility Management MLD Timesut (30-7200 seconds) 60
Ports MLD Query Interval (15-2400 seconds) |20

e

cisCco MO .  WLANs CONTROLLER WIRELESS SECURITY

Controller mDNS

General

Inventory Global Configuration

Interfaces

Interface Groups I mODNS Global Snooping [ I

Multicast i Pis oy & rl—
b Internal DHCP Server Query: Interval (103201 =

¥ Mobility Management _
Master Services Database

Ports
Salect Service None _:_l
F NTP
Query Status [T
r CDP
LSS Status [T
b IPVG i
Origin ALl 'I
Add
Profiles

Scenario 1: Chromecast and Wirdess Clients on the Same WLAN and SameVLAN

Network Diagram

551D = blue
vian 10

P

" e
H =
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Configurations

1. Create subinterface vlan 10 (This interface has a DHCP server located on the same VLAN)
CLI
>config interface create vlan10 10

>config interface address dynamic-interface vlan10 192.168.10.15 255.255.255.0
192.168.10.254

>config interface port vlan10 1
>config interface mdns-profile vlan10 default-mdns-profile
>config interface dhcp dynamic-interface vlan10 proxy-mode disable

GUI

Save Configurabion  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER W]RELESS A Home
Controller Interfaces Entrics 1 -5 of 5 "—I
General
Inventory Interface Name VLAN Identifier
o) =
Interfaces > New < tack | Apply

Interface Name [vlnnm

WLAN Id |10
Controller Interfaces
General
Inventory Interface Name
Interfaces management

]

Lol

Interface Groups

-

Multicast i
virtual

F Internal DHCP Server
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= ey

Interfaces > Edit

General Information

Interface Name vlan1o

MAC Address Brt - AT

Configuration

Guest Lan [

Quarantine |

—

NAS-ID jwLc-A.

Quarantine Vlan Id

Physical Information

Port Mumber |1

Backup Port a

Active Port 1

Enable Dynamic AP O
Management

Interface Address

WLAN Identifier 10

IP Address |192.158.10.15

Metrask |255.255.255.0

Gateway |192.158.10.254

DHCP Information

Primary DHCP Server I

Secondary DHCP Server I

IGIubaI 'I

Enable DHCP Option 82 |

DHCP Proxy Mode

Access Control List

I none vI

mDNS I

ACL Name

mDNS Profile

I default-mdnzs-profile jl
|

2. Create the WLAN.
e Security WPA2-PSK (password = cisco-chrome)
« Radio policy only 802.11g
* By default mDNS snooping is enabled with default-profile
e Map it to vlan 10
CLI

[ OL-xxxxx-xx
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>config wlan create 1 blue

>config wlan security wpa akm 802.1x disable 1

>config wlan security wpa akm psk enable 1

>config wlan security wpa akm psk set-key ascii cisco-chrome 1
>config wlan interface 1 vlan10

>config wlan radio 1 802.11g-only

>config wlan ccx aironetleSupport disable 1

>config wlan enable 1

GUI

cISCO MONITOR WLANS CONTROLLER WIRELESS FEEDBACK

WLANs WLANSs

WLANS Current Eiter;  Mona [Chango Fiter € [crante New | v

WLANS

WLANSs > Edit "blue’

Genernl|5emltv|QoS|le-ﬂmph.|M|

Profile Name Iblu:

Type WLAN

ssID [blue

Status ¥ Enabled

Security Policies [WPAZ2][Auth{P5SK)]

{Modifications done under security tab will appear after applying the changas.)

Radio Policy IED2.llg only "’i

;"::"Lat‘gi L [ viansoo =]
Multicast Vian Feature [ Enabled

Broadeast SSID W enabled

NAS-ID |wism2_siot3_pod1
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WLANSs > Edit

PMF

WPA Policy

WPA2 Policy-

'blue’

Layer 2 | Layer 3 lnMSnnmfs |

|'_'r;e.m|'_'| Security | QoS | Policy-Mapping | Advanced |

Layer 2 Security & | WPA+WPAZ

MAC Filtering® ™

Fast Transition

Fast Transition [
Protected Management Frame

IOusabIed 'i

WPA+WPA2 Parameters

r
AES Il

Authentication Key Management

802.1X
CCKM
PSK

FT 802.1X%
FT PSK
PSK Format

State 14

[«

T Enable
I Enable
M Enable

™ Enable
™ Enable

I ASCII "I

|

WPA gtk-randomize I_j
Disable ™

Deployment Considerations W
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WLANSs > Edit 'blue’

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override ™ Enabled DHCP
Coverage Hole Detection ¥ Enabled CHCP Sarver ™ override

Enable Session Timeout [

HEP Addr, A O i
Immal = [ Enablad I DHCP Addr, Assignment Required
Diagnostic Channel 48 Enabled L
Override Interface ACL  IPvd | None = IPv6 | Nona ¥ Split Tunnal ™ Enabled

Layer2 Acl None '1
PP Blocking Action ,m Management Frame Protection (MFP)

I 60
Client Exclusion 2 ¥ Enabied I MEP Cliant Protection 4 Optional vi
Timeout Value (secs)

Maximum Allowed ’O— DTIM Period (in beacon intervals)
Clients &

Static IP Tunneling 41 I Enabled 802.11a/n (1 - 255) Il
Ay . 802.11b/g/n (1 - 255) |1
Wi-Fi Direct Clients ,m wn {

Policy NAC
Maximum Allowed I"ﬁ
Cliants Per AP Radio 200 MAC State | None hd

Central Assoc ™ Enabl |’——
Epscind PMIP Realm

Universal AP Admin Support

Universal AP Adman 1
mbDNS
MONS Snooping W Enabled

mONS Prafile |ﬂefault-mans-orof||e vl

WLANSs > Edit 'blue’ < Back || Apply [I

| General | Security | QoS | Policy-Mapping | Advanced
FlexConnect B

FlexConnect Local
o ™ Enabled

3. Connect the Chromecast and wireless client to the WLAN.

Chromecastkeg
N

=
Signal Strength: Excellent
Security Type: WPAZ-PSK 98%
EFM Test Radio Type: 802.11n

551D: blue « Iy

Auto3 pod2

The wireless client locates the Chromecast device and cast screen.
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Network Diagram

Configurations

Deployment Considerations W
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Cast this tab to...

I L@l Chromecastkeg

ssid = blue ssid =red
vlan 10 vlan =20

_ F——
—_

Add WLAN B for VLAN 20 (See step 1 and 2 from scenario 1 for more reference)
>config interface create vlan20 20

>config interface address dynamic-interface vlan10 192.168.20.15 255.255.255.0
192.168.20.254

>config interface port vlan20 1
>config interface mdns-profile vlan20 default-mdns-profile

>config interface dhcp dynamic-interface vlan20 proxy-mode disable

>config wlan create 2 red

>config wlan security wpa akm 802.1x disable 2

>config wlan security wpa akm psk enable 2

>config wlan security wpa akm psk set-key ascii cisco-chrome 2
>config wlan interface 2 vlan20

>config wlan radio 2 802.11g-only

>config wlan ccx aironetleSupport disable 2

>config wlan enable 2

Connect Chromecast to SSID blue.

[ OL-xxxxx-xx
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Chromecastkeg

3. Connect the wireless client to SSID red.

2]
blue Mame: red
Sianal Strength: Excellent e il

The wireless client should be able to cast screen to the Chromecast device.

Cast this tab to...

I [@l Chromecastkeg

2

Note  The smartphones would not be able to find Chromecast for management for this scenario. This scenario
is tested only for screen mirroring.

Note This scenario will only work when having APs in local mode. For APs in FlexConnect — local switching,
mirror will only work if devices are using the same VLAN (both Chromecast and laptop).
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Scenario 3: Chromecast on Anchor WL C and Wireless Clientson Foreign WLC

Network Diagram

Configurations

. Anchor WLC
Foreign WLC

—_ R
m[] Mobility tunnel ,|{—_)‘

!

o

N

#mnn  s5id =blue

st 1

A= ssid = blue

Gl

1. Create WLANSs on both WLCs with exact same settings (see Step 2 in Scenario 1).

2. Create mobility domain between both WLCs.
CLI:
(WLC-Anchor) >show mobility summary

Mobility Protocol Port...........ceuiniuinennenn. 16666
Default Mobility DOMaIN. .. ....vtitenenenenennen.. mb-anchor
Multicast Mode .........iiiiiiiiiin it iinnen.. Disabled
Mobility Domain ID for 802.11r................... 0x5313
Mobility Keepalive Interval...................... 10
Mobility Keepalive Count...........covuieuienenon.. 3
Mobility Group Members Configured................ 1
Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Multicast IP
bc:16:65:c2:aa:c0 10.88.244.87 mb-anchor 0.0.0.0
(WLC-Foreign) >show mobility summary

Mobility Protocol Port............c..iiuiinennon.. 16666
Default Mobility Domain.................c...o.n. mb-foreign
Multicast Mode ........ ... inininnenen.. Disabled
Mobility Domain ID for 802.11r.............c...... 0x25f5
Mobility Keepalive Interval...................... 10
Mobility Keepalive Count.........c.ouiiueninennen.. 3

Mobility Group Members Configured................ 1

Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group
MAC Address IP Address Group Name
6Cc:20:56:b8:ba:40 10.10.30.10 mb-foreign

Multicast IP
0.0.0.0

Status
Up

Status
Up

[ OL-xxxxx-xx

Book Title ]



Chapter 1 Chromecast Deployment Guide, Release 7.6 |

M Deployment Considerations

REVIEW DRAFT—CISCO CONFIDENTIAL

(WLC-Anchor) >config mobility group member add 6¢:20:56:b8:ba:40 10.10.30.10 mb-foreign
(WLC-Foreign) >config mobility group member add bc:16:65:c2:aa:c0 10.88.244.87 mb-anchor

(WLC-Anchor) >show mobility summary

Mobility Protocol POrt.........euiiuinmenenenennn.. 16666
Default Mobility Domain...........uueiuennennenn. mb-anchor
Multicast Mode .......... ... iiiiiniiiiiinnnnn.. Disabled
Mobility Domain ID for 802.11r................... 0x5313
Mobility Keepalive Interval...................... 10
Mobility Keepalive Count............cuueuuenunen.. 3
Mobility Group Members Configured................ 2
Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Multicast IP
6c:20:56:0b8:ba:40 10.10.30.10 mb-foreign 0.0.0.0
bc:16:65:c2:aa:c0 10.88.244.87 mb-anchor 0.0.0.0

(WLC-Foreign) >show mobility summary

Mobility Protocol Port...........ciuiiuinennenn. 16666
Default Mobility Domain.................c...oo.on. mb-foreign
Multicast Mode .........iiiiiiiiiininininnenen.. Disabled
Mobility Domain ID for 802.11r................... 0x25f5
Mobility Keepalive Interval...................... 10
Mobility Keepalive Count...........coiuieuienenon.. 3

Mobility Group Members Configured................ 2

Mobility Control Message DSCP Value.............. 0

Controllers configured in the Mobility Group

MAC Address IP Address Group Name Multicast IP
6Cc:20:56:b8:ba:40 10.10.30.10 mb-foreign 0.0.0.0
bc:16:65:c2:aa:c0 10.88.244.87 mb-anchor 0.0.0.0

3. Configure WLAN to be anchored to anchor WLC:
(WLC-Anchor) >config wlan disable 1

(WLC-Anchor) >config wlan mobility anchor add 1 10.88.244.87
(WLC-Anchor) >config wlan enable 1

(WLC-Foreign) >config wlan disable 1

(WLC-Foreign) >config wlan mobility anchor add 1 10.88.244.87
(WLC-Foreign) >config wlan enable 1

GUI:

Refer to

Status
Up
Up

Status
Up
Up

http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_cha

pter_010001101.html#ID270
4. Connect Chromecast to SSID blue on anchor WLC.

Chromecastkcg
N
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5. Connect the laptop to SSID blue on foreign WLC.

hilue ..'"k
d I th I ot |
Auto3_pod2 Signal Strength: Excellent
Security Type: WPAZ-PSK
EFM Test Radio Type: 802.11n -
= 551D biue «

The laptop locates the Chromecast device for cast screen.

Cast this tab to...

I L&l Chromecasthkeg

Scenario 4: Chromecast and wireless clientson different VL ANSs (same SSID)

If there is a need to manage Chromecast devices from smarphones on a different VLANS, refer to the
following link:

http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-6/chromecastDG76/Chromecast
DG76.html#pgfld-46574

Deploying Chromecast Devicesand Userson a Single VLAN

When deploying Chromecast over network, it is important that both the client and Chromecast device
offering the service are on the same VLAN. For the wireless network, this means ensuring each client
user is on the same back-end interface in the controller.

For a large-scale deployment, using a single VLAN may be impossible. For information about how to
have clients on one VLAN while the Chromecast devices are on another, see Chromecast using VLAN
Select and AAA Override section.

Enabling Multicast Support

From the Controller tab, choose the Multicast link on the left-hand menu. Enable Global Multicast
Mode and IGMP Snooping. Multicast and snooping mechanisms are outside the scope of this
document. For more background information on these topics, see IP Multicast Technology Overview.
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Configuring the Multicast Distribution M ode to Access Points

The Cisco Unified Wireless Network (CUWN) supports two methods of multicast distribution to access
points (APs) associated with the controller. In both the modes, the original multicast packet from the
wired network is encapsulated inside a Layer 3 CAPWAP packet sent via either CAPWAP Unicast or
Multicast to the AP. Since the traffic is CAPWAP encapsulated, APs do not have to be on the same
VLAN as the client Chromecast traffic.

The two methods of Multicast distribution are compared here:

“Multicast-Unicast” Mode “Multicast-Multicast” Mode

239.X.X.X | CAPWAP [ 239.255.255.250

=

(
cozod carwar A4
Multicast Tunnel

«

VA
0000l CAPWAP Tunnel

000000

| CAPWAP|239.255.255.250 |

_\

)

| CAPWAP [ 239.255.255.250 |

Multicast-M ulticast Distribution Mode

Multicast-multicast mode is the recommended option for scalability and wired bandwidth efficiency
reasons.

~

Note  Multicast-multicast mode is required for the 2500-Series Wireless LAN Controller.

Go to the Controller tab on the General page and ensure that the AP Multicast Mode is configured to
use Multicast mode and that a valid group address is configured. The group address is an IPv4 multicast
group and is recommended to be in the 239.x.x.x-239.255.255.255 range which is scoped for private
multicast applications. Do not use the 224.x.x.x, 239.0.0.x, or the 239.128.0.x address ranges for the
multicast group address. Addresses in these ranges overlap with the link local MAC addresses and flood
all switch ports, even with IGMP snooping enabled.
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Controller General
Name Cisco_5508
Inventory
802.3x Flow Control Mode Disabled
Interfaces i
LAG Mode on next reboot Enabled = (LAG Mode is
Interface Groups
Multicast Broadcast Forwarding Disabled
i 1 i . L1.2, i
Nebwork Routes AP Multicast Mode Multicast 239.1.2.3 Multicast Group Address
b Redundsncy AP Fallback Enabled
b Internal DHCP Server Fast S5ID change Disabled
Default Mobility Domain Name default &
» Mobility Management i - o
BRE Granin Mamea Aafaulk ©

Multicast-Unicast Distribution M ode

If the wired network is not properly configured to deliver the CAPWAP multicast between the controller
and AP or FlexConnect mode, and APs is used for centrally switched WLANSs supporting multicast, then
unicast-multicast mode is required.

Go to the Controller tab on the General page and ensure that the AP Multicast Mode is configured to
use Unicast mode.
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aean
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Controller General
General
Name Cisco_5508
Inventory
802.3x Flow Control Mode | Disabled =
Interfaces S
LAG Mode on next reboot | Enabled * |
Interface Groups -
Broadcast Forwarding Disabled = |
Multicast ' .
i 2 [ Unicast ]
Network Routes AP Multicast Mode Unicast
» Redundancy AP Fallback '_Er_lab]ed- 50
» Internal DHCP Server Fast SSID change Disabled * | )
" Default Mobility Domain Name default i
» Mobility Management 4

Verifying whether Chromecast is Snooped

In order to verify that Chromecast is being forwarded correctly, browse to the Monitor tab and click the
Multicast left-hand menu. The address of 239.255.255.250 should be visible from the list. Click the
MGID number in order to view the clients which have joined the multicast group.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Monitor Multicast Groups

Summary
» Access Points Layer3 MGID(Multicast Group ID) Mapping
» Cisco CleanAir Group address Vian MGID IGMP/MLD
) Statistics 239.255.255.250 10 12423 IGMP
b CDP . :

Layer2 MGID(Multicast Group ID) Mapping

Py Rogues InterfaceName  vlanId MGID
} Redundancy management 10 0

Clients vlan30 30 13

Sleeping Clients vlan_chromecast 20 12

Multicast

Applications

Local Profiling

SEEE0Z

Known Caveat

Description
Google Chromecast can use a supplemental feature called screencast. This feature allows the client to
cast its screen to the HDMI output display/TV.

Here is Google screencast guide from Google:
https://support.google.com/chromecast/answer/6059461 ?hl=en

This screencast requires mdns to be configured on the WLC because it uses the following mdns query:

224.0.0.251 MDNS PTR _googlecast._tcp.local.

Symptom

Chromecast/Screencast feature depends on mDNS query of 224.0.0.251 MDNS PTR
_googlecast._tcp.local.

Needs to be documented in the WLC Chromecst guide.

Conditions

WLC or NGWC implementing Chromecast and its Screencast function.
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Workaround

Configure mDNS filter.

Tune Multicast Data Rates

Chromecast Multicast Messages
are sent at Mandatory 802.11
Rates to All Users

| 2.4GHz - 11Mbps \

4{ 239.255.255.250 |—> /ﬂ/\_\

},’ . 00000 - ~

1

352553

Multicast applications, such as Chromecast, require special consideration when being deployed over a
wireless network because a multicast in 802.11 is sent out as a broadcast so that all clients can hear it.
The actual data rate used by the AP in order to transmit the Chromecast frames is the highest mandatory
rate configured within that band. For 2.4 GHz, the default rate is 11 Mbps.

In order to optimize the delivery of these frames, it is important to tune the 802.11 data rates within the
controller to allow multicast to be delivered at the highest rate that the coverage model of the network
can support. For networks with a low density of APs, it may be necessary to keep the data rates at the

default. For a network that does not have any requirement to support 802.11b clients, tuning the data rate
to 12 Mbps mandatory and lower rates disabled will help to reduce multicast airtime utilization. This is
configured under the Wireless tab and the 802.11b/g/n > Network menu.
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CISCO MONITOR WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP
Wireless 802.11blg Global Parameters
* Access Points
All APs General Data Rates**
« Radios
B02.11a/nfac o
= Enabled 5 =
802.11b/g/n B802.11b/g Network Status E nable 1 Mbp: Disabled
Dual-Band Radios 802.11g Support MEnabled 2 Mbps Disabled =
Global Configuration _— :
Beacon Period (millisecs) 100 5.5 Mbps Disabled =
b Advanced
Short Preambie # Enabled 6 Mbps Disabled 3
Mesh ;
F;a?cmenmmn Threshold 2346 4 Mbps Disabled &
RF Profiles (ytes)
DTPC Support, ™ Enabled 11 Mbps Disabled 3
FlexConnect Groups )
FlexConnect ACLs Maximum Allowed Clients 200 12 Mbps Mandatory *
+ B02.11a/n/fac RSSI Low Check Enabled 18 Mbps Supported =
F RSSI Threshold (-60 to -90 e .
-« ECT dBm) 80 24 Mbps Supported  *
RF Grouping 36 Mbps Supported % |
TRC CCX Location Measurement .
DCA 48 Mbps Supported =
Coverage Mode Enabled = =
General 54 Mbps Supported * %

Ensuring Peer-to-Peer Blocking is Disabled

Peer-to-peer blocking is configured on a per-WLAN basis and prevents clients on the wireless network
from communicating with one another. By default, peer-to-peer blocking is disabled for new WLANS.
But, if enabled, can cause issues for services such as Chromecast on the wireless network. Any
Chromecast service that relies on communication between wireless clients can be broken by peer-to-peer
blocking.

Under the WLANS tab > Advanced section of the WLAN configuration, make sure P2P Blocking
Action is set to Disabled.
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+ WLANs
WLANS

b Advanced

REVIEW DRAFT—CISCO CONFIDENTIAL

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs > Edit 'CCast_Devices'

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override |_! Enabled DHCP
Caverage Hole Detection o Enabled ~ DHCP Strver 1 Override
Enable Session Timeout 1800
Sezsion Timeout (Se¢s) DHCP Addr. Assignment Required
Al tIE Enabled
T ¥ OEAP
Diagnostic Channel Enabled
Override Interface ACL Pv4 | None :| I1pv6 [None :|  SPEtTunncl (Printers) LI Enabled
Layard Acl None & Management Frame Protection (MFP)
IPZP Blacking Actian Disabled [ l
MFP Client Protection 4 honal = |
Client Exclusion 2 enobioa |50 releetion £ Optlni
Timeout Value (socs) DTIM Pariod (in boacon intervals)
Maximum Allowed Clients & 1]
Static 1P Tunneling 11 (_Enabled 802.11a/n (1 - 255) |1 ]
Ly
Wi-Fi Direct Clients Policy Disabled % 802.11bfgfn (1 - 255) |1 o
- i &

Blocking Chromecast

In some cases, it is desirable to filter out Chromecast in order to prevent discovery between two nodes
while still enabling other multicast applications.

Complete these steps:

Sepl  Create ACLs on the wireless LAN controller in order to filter out Chromecast discovery traffic.

General
Access List Name Block_CheameCast

Deny Counters o

Seq Action Sourca IPfMask Destination IP/Mask Pratocal Sourca Part Dast Port DECP Direction MNumbaer of Hits

1 Deny 0.0.0.0 / 0.0.0.0 239.255.255.250 | 295.255.255.255  Any Any Any Any  Any o [~] E
2 Permit  0.0.0.0 / 0.0.0.8 2.0.0.0 / 0.0.0.0 Any Any Any Any  Any ] g

"

For AireOsWLC Version 7.2 or Lower

Choose Controller tab > Interfaces on the left-hand menu in order to apply the ACL. The ACL Name
should be changed to the ACL created in Step 1.
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller

General
Inventory

Interfaces > Edit

General Information

BEZEET

Interface Groups Interface Name management
Multicast MAC Address 30:(7:0d:31:76:af
Network Routes
Configuration
¢ Redundancy
b Internal DHCP Server Rtre i
Quarantine Vian Id ]
F Mobility Management
Ports MNAT Address
EiNTE: Enable NAT Address
» CDP
» PMIPVE Interface Address
» IPVE VLAN Identifier [10
» MDNS 1P Address [10.10.10.3
e Netmask |255.255.255.0
Gateway 10.10.10.1
Physical Information
The interface is attached to a LAG.
Enable Dynamic AP Management @
DHCP Information
Primary DHCP Server 10.20.1.1
Secandary DHCP Server [o.0.0.0
DHCP Proxy Mode | Clebal =+
Enable DHCP Option 82
Access Control List
ACL Name | Block_ChromeCast
For AireOsWLC Version 7.2 or higher
Apply the IPv4 and IPv6 ACL in order to filter out Chromecast traffic before it can be forwarded to other
clients.
[ OL-xxxxx-xx
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CIsCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Users'
~ WLANs :
WLANS | General | Security | QoS | Policy-Mapping | Advanced
b Advanced
Allow AAA Override |_| Enabled DHCP
Coverage Hole Detection M Enabled DHCP Server | Override
Enable Session Timeout g'xauu
Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet 1€ #Enabled P
Diagnostic Channel |_Enabled
Override Interface ACL 1Pvé | Block_ChromeCast n |IPv6 Split Tunnel (Printers) L) Enabled
Layer2 Acl | None % | M t Frame Protection (MFP)
P2P Blacking Action | Disabled
MFP Client P $
Cliern Bxciusion 3 enabled %0 Client Protection 4 | Optional
Timeout Value (secs) DTIM Period (in beacon intervals)
Maximum Allowed Clients 8 0 i oo
Static IP Tunneling 11 (_|Enabled 802.11a/n (1 - 255) 1 I
o
Wi-Fi Direct Clients Policy | Disabled : | 802.11bfg/n (1 - 255) |1 =

Chromecast Application

Clients with Chromecast extension installed on their Chrome browser can display the entire browser and
screen by using a Chromecast device. Once the client discovers the Chromecast device using SSDP, the
subsequent connections between the wireless client and Chromecast device to mirror the display use
TCP based unicast messages.

Complete the following steps to install Chromecast extension:

Sep 1l  Visit the store for chrome extension at:
https://chrome.google.com/webstore/search-extensions/googlecast

Sep2 Install the GoogleCast Extension:

For more information on installing chrome extension visit:
https://support.google.com/chrome/answer/167997 ?hl=en

g~ chrome web store anishdjb@gmailcom ~ | £

|| googlecast | | Results for "googlecast” in: Al Apps Extensions Themes

Apps
Google Cast ﬂ
from cast.google.com Fun
R\ j

Themes Send content to your Chromecast and other devices that support Google Cast dededed o (1664)

SEZEEQ

Sep 3 Notice the Googlecast tab at the top right corner of the chrome browser on installing the extension:
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Sep4  Make sure that the Computer is connected to the client wireless network. Click the browser to find the
Chromecast device in your network and mirror your browser.

352560

Qv @ &

ol

Cast this tab to...

ChromecastDisplay

Options
Send feedback...

Help

FEEEE]
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Chromecast using VLAN Select and AAA Override

The limitation of using Chromecast on a single VLAN is difficulty to scale for large campus networks
such as a university or an enterprise. If a large subnet is created for all wireless clients, the multicast
messages quickly consume up valuable airtime across the network. You can use the VLAN Select feature
to assign clients to an array of VLANSs on the back-end, essentially breaking up the multicast domain.
An option of the VLAN Select feature is the Multicast VLAN, which allows you to select a specific
interface for downstream multicast traffic.

For more information on VLAN Select, see the VLAN Select and Multicast Optimization Features
Deployment Guide.

Using VLAN Select with the multicast VLAN feature allows a separate subnet to be used for Chromecast
devices, while still enabling Chromecast for use by a specific set of clients on a different VLAN. The
specific set of clients can be assigned to a VLAN using AAA override.

For example, consider a University campus with Chromecast devices installed in each classroom. The
administrator wants to design a policy to provide Chromecast access to only the teachers, and avoid the
students from getting access to the Chromecast devices.

Regular Client YLAN 40
Chromecast user VLAN 30 Chromecast Aocess
| Regular Client VLAN 40 | (X)

|Chromecast user VLAN 30 | ()

VLAN 40
VLAN 30
VLAN 20

ol e
COCDo0

CAPWAP Tunnel

Y Muticast Discovery request from
|" I VLAN 30 is sent to the Chromecast

Chromecast WLAMN '
VLAN 20

Chromecast ‘

352582

| Multicast VLAN 30 |

Complete the steps:
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Sepl  Go to the Controller tab > Interfaces on the left-hand menu. Create the necessary interfaces for the
client VLANSs (student and teacher in this example) and also an interface for the Chromecast subnet
(chromecast_device in this example).

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces
General
Inventory Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management
Interfaces hromecast_devi 20 | 10.20.1.3 Dynamic Disabled [~]
Interface Groups management 10 10.10.10.3 Static Enabled
Multicast redundancy-managemen 10 10.10.10.5 Static Not Supported
Network Routes redundancy- untagged 169.254.10.5 Static Mot Supported
» Redundancy LYige- NfA 172.20.228.70 Static Disabled
Lstugent 40 | 10.40.1.5 Dynamic Disabled [~ ]
b Internal DHCP Server. I, cher 30| 10.30.1.3 Dynamic Disabled -]
b Mobility Management  yirya| NfA 1.1.1.1 Static Not Supported =
Ports &
b NTP =)

Step 2 (Optional: This can be achieved using a single interface as well). Go to the Controller tab > Interface
Groups on the left-hand menu. Create a new interface group, and add the previously created client
interfaces (teacher and student, in this example).

alaln

CISCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Controller Interface Groups > Edit

General

Invento

2 Interface Group Name clientdevice

Interfaces

[ Interface Groups ] Description VLAN for Clients

Multicast

Network Routes Property MNon-Quarantine
b Redundancy mDNS Profile default-mdns-profile *
b Internal DHCP Server
» Mobility M t

oAy Kanagemon Interface Name chromecast_device *
Ports
Add Interface
b NTP
» CDP VLAN Id Interface Name
b PMIPVS 30 teacher B %
40 student 2 P

b IPVE =

Sep 3 (Optional: This can be achieved using a single interface as well, e.g. student). Go to the WLAN:S tab,
and create the client SSID. Select the interface group created in Step 2.
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at]oen]na

CIsCo MONITOR WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs > Edit 'Users'
~ WLANs P — . e
WLANS General | Security | QoS | Policy-Mapping | Advanced

¢ Advanced
Profile Name Users
Type WLAN
SsID Users
Status o Enabled
Security Policies [WPA2][Auth(BD2.1X)]

(Modifications done under security tab will appear after applying the changes.)

Policy All =]
Interface/Interface Group(G) | clientdevice (G) = |

Multicast Vian Feature _| Enabled
Broadcast SSID o Enabled
NAS-ID Cisco_5508

[Tr]
i
[T¥]
L)
[Ty]
o

Sep4  Enable AAA Override for the Client SSID, to ensure that the client who need Chromecast access is
assigned to the Teacher VLAN.

],
CIScCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
WLANs WLANSs > Edit 'Users’
+ WLANs p g &2 :
General | Security T QoS | Policy-Mapping | Advanced
WLANS = :

» Advanced
Allow AAA Override # Enabled
Coverage Hole Detection Enabled
Enable Session Timeout 1800

Session Timeout (secs)
Aironet IE @Enahled
Diagnostic Channel [_IEnabled
Override Interface ACL IPv4 | None :| IPve |_'!?ﬂ“-_:__-!
Layer2 Acl | None = |
P2P Blocking Action | Disabled =
Client Exclusion 2 E’Enahled 60
Timeout Value (secs)
Maximum Allowed Clients 8 0 @
[}

Static IP Tunneling 11 [ |Enabled o
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Sep5  On the back-end radius server, assign the correct VLAN by user role. Following is an example of
configuring the Cisco ISE (Identity Services Engine) to assign VLAN 40 to a teacher. Follow the same
procedure to assign a separate VLAN to the student by accessing a back-end user database (e.g. Active
Directory)

atfuarlns
CISCO Identity Services Engine

£y Home Operations ¥ Policy ¥ Administration v

|4} Authentication |®, Authorization |5, Client Provisioning & Policy Elements

Dictionaries Conditions Results

Results
* Name | Teacher
[ 24
¢-=E s e
* [ Authentication * Access Type | ACCESS_ACCEPT ¥
v | Authorization
» [ Authorization Profiles v Common Tasks
* | Downloadable ACLs
» [ Inline Posture Node Profiles N
v [ Client Provisioning
* [ Security Group Access I ¥ VLAN TegID 1 Edit Tag |ID/Name 40 I
Voice Domain Permission
Web Authentication

EERER)

farba Smart Dot
* Advanced Attributes Settings

:Ai:espace:ﬁrespaae-qos-m-el 8 =  Platinum &

¥ Attributes Details
Access Type = ACCESS ACCEPT
|  Tunnel-Private-Group-ID = 1:40 |
Tunner-Type=1.13
Tunnel-Medium-Type=1.6
Airespace-Q05-Level = 3
Sep 6  Create a new SSID for the Chromecast devices. The security policy should be WPA2-PSK, and the
interface should be the chromecast_device VLAN created in Step 1. It is also advisable to configure the
WLAN radio policy to 802.11b/g only. Enable the Multicast VLAN feature and select Teacher as the

multicast interface created in Step 1.

ZEZEET
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
WLANs WLANs > Edit 'CCast_Devices'
WLANS | General | Security | QoS | Policy-Mapping | Advanced ] )
b Advanced
Profile Name CCast_Devices
Type WLAN
SSID CCast_Devices
Status o~ Enabled
I Security Policies [WPA2][Auth(PSK)] |

{(Medifications done under security tab will appear after applying the changes.)

I Radio Policy 802.11b/g only = |
Interface/Interface Group(G) | chromecast_device =
Multicast Vian Feature o Enabled
Multicast Interface teacher -
Broadcast SSID o Enabled
NAS-ID Cisco_5508
[
&
[n]]
&
Verifying VLAN Select and AAA Override with Chromecast
Complete the steps:
Sep 1l  Visit the store for chrome extension at:
https://chrome.google.com/webstore/search-extensions/googlecast.
Sep2 Install the GoogleCast Extension:
For more information on installing chrome extension visit:
https://support.google.com/chrome/answer/167997 ?hl=en
g~ chrome web store susstug@gmailcom ~ | %
|I googlecast | Results for "googlecast” in: Al Apps Extensions Themes
Apps
Google Cast EXZEO
st
Themes a Send contitnit 1o your Chromecast and other devices that support Google Cast dedded (1664 %
=

Sep 3  Notice the Googlecast tab at the top right corner of the chrome browser on installing the extension:
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Sep 4 Make sure that the Computer is connected to the client wireless network and gets an IP address from the
Teacher VLAN. Click the googlecast tab on the teacher user computer, and you should be able to
discover the Chromecast device.

252570

O,
4,
&S
(]
o

Cast this tab to...

% ChromecastDisplay

Options
Send feedback...

Help

352571

Sep5  Make sure that the Computer is connected to the client wireless network and gets an IP address from the
Student VLAN. Click the Googlecast tab on the student user computer, and the Chromecast device
should not be discovered.
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10,
X
€
o
l

No Cast devices found.
(Device missing?)

Options
Send feedback...

Help

JE2ETR

Chromecast Packet L evd Detalls

The Chromecast devices operate on DIAL protocol. The DIAL service discovery enables a client to
discover the DIAL Server (Chromecast) on its local network, and obtain access to DIAL services. This
is achieved by using a new search target within the SSDP defined by uPNP.

1. (Service Discovery Request)

- ————— 239.255.255.250 |——>
™ 4—{ Unicast Response }7

1. (Response with IP address of service)
1. Service Discovery Request:

352546
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The clients that wish to discover Chromecast servers send a request over UDP to the IP address
239.255.255.250 and UDP port number 1900. Included in the multicast packet is the Search Target
predefined by the DIAL specification:

urn:dial-multiscreen-org:service:dial: 1.

The TTL on the multicast packet set to 1 ensures that the packet is not routed across subnets.

Packet | Source Destination Flags Size Relative Time = Protocol
6 WWirelessClient i 239.255.255.250 208 1.744958 SSDP
7 W ChromeCast @ WirelessClient 558 1.745486 S5DP
8 WWirelessClient ®) ChromeCast 357 1.74711e TCP
9| ¥ ChromeCast @ WirelessClient 188 1.774685 TCP
186 WWirelessClient B ChromeCast 7@ 1.774828 TCP
11 ¥ WirelessClient ¥ ChromeCast 393 1.776251 TCP
12 ¥ ChromeCast B WirelessClient 5497 1.778867 TCP
13 W WirelessClient ¥ ChromeCast 7e 1.779888 TCP
@ status: exeeeesose
@ Packet Length: 288
® Timestamp: 15:17:27.528488808 @3/85/20814
® “-]" Ethernet 2: D=Mcast IP IANABB2:7F:FF:FA S=WirelessClient
2 Y Ie Version 4 Header - Internet Protocol Datagram
@ Version: 4 [14 Mask oxF@]
@ Header Length: S (20 bytes) [14 Mask 8x@F)
@ Y Diff. Services=%00000000
@ Total Length: 190 [16-17
@ Identifier: 208370 [18-19]
@ Y Fragmentation Flags=%@ee
@ Fragment Offset: ® (@ bytes) [20-21 Mask @x1FFF]
@ Time To Live: 1([22] |
Protocol: 17 UDP [23]
@ Header Checksum: @xB4F8 [24-25]
ﬂ Source IP Address: 18.18.18.169 WirelessCLient [26-29]
'd Dest. IP Address: 239.255.255.258 239.3255.255.25@ [38-33]
= "-]"‘ UDP - User Datagram Protocol
@ Source Port: 58756 [34 E:éi]
@ Destination Port: 1968 ssafP[36-37]
@ Length: 179 [38-39]
@ UDP Checksum: BxCF6B [42-41]
= Y SSDP - Simple Service Discovery Protocol
@ Method: M-SEARCH [42-49]
@ Uniform Resource Id: =* [51]
@® version: HTTP/1.1 [53-6@]
@ Host: 239.255.255.250@: 1988 [n: -88]
Ig Mandatory Extension: "ssdp:discover” [96-118 |
Maximum Wait: 1T 1117]

Search Target: urn:dial-multiscreen-org:service:dial:1 [124-162]
® Unique Service Name: /f33.8 . Mac O5 X UUID advertisement [177-199]
2. Service Discovery Response:

ZERETE

A Chromecast device receiving the request with the Search Target responds by sending a unicast UDP
packet to the client. The UDP packet contains the LOCATION header, which has an absolute http URL
for the uPNP description of the Chromecast device. The UDP packet also contains the Search Target sent
in the request packet.
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¥ AT TR RTIMIRH TR

VERFIUWY

S BPABEEeANT2OEEISHRIOD)

| Capture WiredChromeCastpkt 3 | Capture WiredChiameCastpkt - Packet 86 Capture WiredChuomeCastpkd - Packet 7

@rssion hers fuse F1for heip)

= o> | E 8 7 B S N

Padet | Source

] WawirelessClient
| TP ChromeCast
8 WHirelessClient
9 W ChromeCast

18 WWirelessClient
11 W HirelessClient
12 W ChroseCast

13 WyWirelessClient

Destination Flags.
239.255.255.258@

W ChromeCast
W HirelessClient
W Chromelast
B ChroseCast
WiWirelassClient
B ChromeCast

2 Y 1P Version 4 Header - Internet Protocol Datagram

& Version:
& Header Length:

4 [14 Hask OxF@]
5 (20 byres) [14 Mask @ueF)

T Diff. Services-%00000800

@ Total Length:
@ Identifier:

540 [16-17)]
@ [18-18]

@ Y Fragsentation Flogse%00@

@ Frageent OFfset:
@ Tise To Live:

@ Protocol:
B _blead, Cherksim:

@ (@ bytes) [28-21 Mask @xiFFF)
255 [22]

17 UDP [23)

SuRAnA Fas. 95

W Source IP Address:
W Dest. IP Address:
Hafzs

10.20.0.162 Chroselost [26-29]

10.10.19.169 WirelessClient [38-33]

1.747110
1.774685
1.774828
1.776251
1.778867
1.7790888

TP

| Src= 1908
SrceS5E788,0st= £BOB, .A
Src= BOBE,Dst=5E788; . A

,DEta5A7 56

Src=SO780,Dst= EBOE,

Srce58760,Dst= BROE, A

Src= BORE,Dst=-58780,

Src=58780,D5t= BROB, .A....

163

..., 582726,
ey Sm3267 .0
.,5u3728...
.oy 5®2T2B...
s 5m3267. ..

,Sm2728. ..

= [P _-_TF: iafaeras Frotoco
o Destination Fort: OIS [36-37]
@ Length: 528 [38-39)
& UDP Checksum: Gudodd Cnechsve involic. Snould be:  BuSFEF [40-41]
“h -
@ HITP/1.1 200 OK. [42-57]
@ ACHE-CONTROL: max-ages1808 [60-85)
& DATE: Hed, @5 Mar 2014 23:14:08 GMT [88-122]
@ ExT: [125-128)
[: Location: http://1€.28.0,102: 53088/ ssdp/device-desc . xnl |L'-'?r. for UPnP [141-184)
Opt: TREEp://SChemaL . UpAp . OFEfUpRRS 1SR/ nEeRL [1092-233]
@ 01-NLS: d2658900-1dd1-11b2-b6F7 -83eBd9eTadlc [236-279)
@ Server: Linux/3.8.13, UPnPf1.8, Portable SDK for UPnP devices/1.6.18 [298-349)
X-User-Agent: redsanic [352-3731
@ Search Target: urn:disl-multiscreen-org:service:aial:l
@ Unique Service Kase: uvid:elbc2d34-4dfa-dc56-8F31-759d2587a777  ;urn:dial-multiscreen-org:service:dial:1 UUID odvertisement [425-587] o
@ BOOTID.UPNP.ORG: 1 [518-527] L
@ COMFIGID.UPNP.ORG: 1 [530-542] "
3. The subsequent connections are TCP based unicast packets, which are explained in detail at:
http://www.dial-multiscreen.org/dial-protocol-specification
gression here (use F1for help)
el A Y- B8 2k
Packet | Source | Destination Fags | Sae | Summary ,
6 WgwWirelessClient 239.255.255.258 208 Srcw5A756,Dst= 1908 ,L= 162
7 ChroseCast | 5» WirelessClient S8 1.745486 | S50
8 WgwWirelessClient W ChromeCast 357 1.747110 TCP Sre=58788,0st= 8008, .AP...,5=2728...
9 W Chromelast WirelessClient iss 1.774885 TCP Sre= BOQB,Dst=58780,.AP...,5=3267...
18 @WirelessClient W ChromeCast 78 1.774820 TCP Src=58786¢,0st= 8008,.A....,5=2728...
11 WgwirelessClient W ChromeCast 393 1.776251 TCP Src=58788,Dst= B2QE,.AP...,5=2728... un
12 @ ChromeCast By wirelessClient 597 1.778867 TCP Srcs BOGE,DstaSB780, .AP...,5=3267... b
13 WgWirelessClient W ChromeCast 7a 1.779@88 TCP Sre=58788,0st= 8008,.A....,5=2723... g
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