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Preface

This preface describes the conventions of this document and information on how to obtain other documentation.
It also provides information on what's new in Cisco product documentation.

* Document Conventions , on page xcvii
* Related Documentation, on page xcix
» Communications, Services, and Additional Information, on page xcix

Document Conventions

This document uses the following conventions:

Convention Description

~ or Ctrl Both the ” symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctrl-D means that you hold down the Control
key while you press the D key. (Keys are indicated in capital letters but are not
case sensitive.)

bold font Commands and keywords and user-entered text appear in bold font.

Italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

Courier font Terminal sessions and information the system displays appear in courier font.
Bold Courier font Bold Courier font indicates text that the user must enter.
[x] Elements in square brackets are optional.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

| A vertical line, called a pipe, indicates a choice within a set of keywords or
arguments.

[x]y] Optional alternative keywords are grouped in brackets and separated by vertical
bars.
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Preface |

Convention

Description

X1y}

Required alternative keywords are grouped in braces and separated by vertical
bars.

[x {ylz}]

Nested set of square brackets or braces indicate optional or required choices within
optional or required elements. Braces and a vertical bar within square brackets
indicate a required choice within an optional element.

string

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Nonprinting characters such as passwords are in angle brackets.

Default responses to system prompts are in square brackets.

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Reader Alert Conventions

This document may use the following conventions for reader alerts:

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Timesaver Means the described action saves time. You can save time by performing the action described in the paragraph.

A

Warning IMPORTANT SAFETY INSTRUCTIONS

Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Read the installation instructions before using, installing, or
connecting the system to the power source. Use the statement number provided at the end of each warning

statement to locate its translation in the translated safety warnings for this device. Statement 1071

SAVE THESE INSTRUCTIONS
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Related Documentation
A

Note Before installing or upgrading the device, refer to the release notes at https://www.cisco.com/c/en/us/support/
wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html.

* Cisco Catalyst 9800-40 Wireless Controller documentation, located at:

http://www.cisco.com/go/c9800

* Cisco Catalyst 9800-80 Wireless Controller documentation, located at:

http://www.cisco.com/go/c9800

* Cisco Catalyst 9800-L Wireless Controller documentation, located at:

http://www.cisco.com/go/c9800

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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CHAPTER 1

Overview of the Controller

* Overview of Cisco 9800 Series Wireless Controllers , on page 1
* Elements of the New Configuration Model, on page 1

* Configuration Workflow, on page 2

* Initial Setup, on page 3

* Interactive Help, on page 4

Overview of Cisco 9800 Series Wireless Controllers

Cisco Catalyst 9800 Series Wireless Controllers are the next generation of wireless controllers built for the
Intent-based networking. The Cisco Catalyst 9800 Series Controllers are IOS XE based and integrates the RF
Excellence from Aironet with Intent-based Networking capabilities of IOS XE to create the best-in-class
wireless experience for your evolving and growing organization.

The controllers are deployable in physical and virtual (private and public cloud) form factors and can be
managed using Cisco Catalyst Center, Netconf/YANG, Cisco Prime Infrastructure, web-based GUI, or CLI.

The Cisco Catalyst 9800 Series Wireless Controllers are available in multiple form factors to cater to your
deployment options:

* Cisco Catalyst 9800 Series Wireless Controller Appliance
* Cisco Catalyst 9800 Series Wireless Controller for Cloud
* Cisco Catalyst 9800 Embedded Wireless for Switch

The configuration data model is based on design principles of reusability, simplified provisioning, enhanced
flexibility and modularization to help manage networks as they scale up and simplify the management of
dynamically changing business and IT requirements.

Elements of the New Configuration Model

The following diagram depicts the elements of the new configuration model.
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Tags

The property of a tag is defined by the property of the policies associated to it, which in turn is inherited by
an associated client or an AP. There are various type of tags, each of which is associated to different profiles.
Every tag has a default that is created when the system boots up.

Profiles

Profiles represent a set of attributes that are applied to the clients associated to the APs or the APs themselves.
Profiles are reusable entities that can be used across tags.

Configuration Workflow

The following set of steps defines the logical order of configuration. Apart from the WLAN profile, all the
profiles and tags have a default object associated with it.

1. Create the following profiles:
* WLAN

* Policy
* AP Join
* Flex
*RF

2. Create the following tags:
* Policy

« Site
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* RF

3. Associate tags to an AP.

Figure 1: Configuration Workflow
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Initial Setup .

The initial configuration wizard in Cisco Catalyst 9800 Series Wireless Controller is a simplified, out-of-the-box
installation and configuration interface for controller. This section provides instructions to set up a controller
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to operate in a small, medium, or large network wireless environment, where access points can join and
together as a simple solution provide various services, such as corporate employee or guest wireless access
on the network.

Setting Up the Controller Using GUI

To set up the controller using GUI, see the Configuring Wireless Controller section in Cisco Catalyst 9800
Wireless Controller Series Web UI Deployment Guide.

)

Note * [f you make configuration changes in the Command Line Interface (CLI) and in the GUI simultaneously,
you must click the Refresh button in the GUI to synch both the changes. You should always click the
Refresh button in the GUI, to update the changes done through CLI.

* The banner text is fetched from the controller when you land on the login page. You will be able to see
this request on the RADIUS server.

* When you log in to the Cisco Catalyst 9800-L Wireless Controller GUI, you will receive a large number
CPU alerts due to CPU utilization spike during log in.

Setting Up the Controller Using CLI

To set up the controller using CLI, see the Performing the Initial Configuration on the Controller section of
your respective controller installation guides.

* Cisco Catalyst 9800-80 Wireless Controller Hardware Installation Guide

* Cisco Catalyst 9800-40 Wireless Controller Hardware Installation Guide

* Cisco Catalyst 9800-L Wireless Controller Hardware Installation Guide

* Cisco Catalyst 9800-CL Cloud Wireless Controller Installation Guide

* Cisco Catalyst CW9800M Wireless Controller Hardware Installation Guide

* Cisco Catalyst CW9800H1 and CW9800H2 Wireless Controllers Hardware Installation Guide

Interactive Help

The Cisco Catalyst 9800 Series Wireless Controller GUI features an interactive help that walks you through
the GUI and guides you through complex configurations.

You can start the interactive help in the following ways:

* By hovering your cursor over the blue flap at the right-hand corner of a window in the GUI and clicking
Interactive Help.

* By clicking Walk-me Thru in the left pane of a window in the GUI.

* By clicking Show me How displayed in the GUI. Clicking Show me How triggers a specific interactive
help that is relevant to the context you are in.
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For instance, Show me How in Configure > AAA walks you through the various steps for configuring
a RADIUS server. Choose Configuration> Wireless Setup > Advanced and click Show me How to
trigger the interactive help that walks you through the steps relating to various kinds of authentication.

The following features have an associated interactive help:
* Configuring AAA
* Configuring FlexConnect Authentication
* Configuring 802.1x Authentication
* Configuring Local Web Authentication
* Configuring OpenRoaming
* Configuring Mesh APs

)

Note If the WalkMe launcher is unavailable on Safari, modify the settings as follows:

1. Choose Preferences > Privacy.
2. Inthe Website tracking section, uncheck the Prevent cross-site tracking check box to disable this action.

3. Inthe Cookies and website data section, uncheck the Block all cookies check box to disable this action.
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System Configuration

* New Configuration Model, on page 9

» Wireless Management Interface, on page 47
*» BIOS Protection, on page 57

* Smart Licensing Using Policy, on page 59

* Management over Wireless, on page 181

* Boot Integrity Visibility, on page 183

» SUDI99 Certificate Support, on page 187
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CHAPTER 2

New Configuration Model

* Information About New Configuration Model, on page 9

* Configuring a Wireless Profile Policy (GUI), on page 12

* Configuring a Wireless Profile Policy (CLI), on page 12

* Configuring a Flex Profile (GUI), on page 14

* Configuring a Flex Profile, on page 14

* Configuring an AP Profile (GUI), on page 15

* Configuring an AP Profile (CLI), on page 20

* Configuring User for AP Management (CLI), on page 21

* Setting a Private Configuration Key for Password Encryption, on page 21
* Configuring an RF Profile (GUI), on page 22

* Configuring an RF Profile (CLI), on page 22

* Configuring a Site Tag (GUI), on page 24

* Configuring a Site Tag (CLI), on page 24

* Enhanced Site Tag-Based Load Balancing, on page 25

* Configuring Policy Tag (GUI), on page 28

* Configuring a Policy Tag (CLI), on page 28

* Configuring Wireless RF Tag (GUI), on page 29

* Configuring Wireless RF Tag (CLI), on page 30

* Attaching a Policy Tag and Site Tag to an AP (GUI), on page 31
» Attaching Policy Tag and Site Tag to an AP (CLI), on page 31

* Configuring a Radio Profile, on page 32

* AP Filter, on page 36

* Configuring Access Point for Location Configuration, on page 41

Information About New Configuration Model

The configuration of Cisco Catalyst 9800 Series Wireless Controllers is simplified using different tags, namely
rf-tag, policy-tag, and site-tag. The access points would derive their configuration from the profiles that are
contained within the tags.

Profiles are a collection of feature-specific attributes and parameters applied to tags. The rf-tag contains the
radio profiles, the site-tag contains flex-profile and ap-join-profile, and the policy-tag contains the WLAN
profile and policy profile.
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The FlexConnect configuration helps the central controller to manage sites that are geo-distributed, for example,
retail, campus, and so on.

Policy Tag

The policy tag constitutes mapping of the WLAN profile to the policy profile. The WLAN profile defines the
wireless characteristics of the WLAN. The policy profile defines the network policies and the switching
policies for the client (Quality of Service [QoS] is an exception which constitutes AP policies as well).

The policy tag contains the map of WLAN policy profile. There are 16 such entries per policy tag. Changes
to the map entries are effected based on the status of the WLAN profile and policy profile. For example, if a
map (WLANT and Policyl) is added to the policy tag, and both the WLAN profile and the policy profile are
enabled, the definitions are pushed to the APs using the policy tag. However, if one of them is in disabled
state, the definition is not pushed to the AP. Similarly, if a WLAN profile is already being broadcast by an
AP, it can be deleted using the no form of the command in the policy tag.

Site Tag

The site tag defines the properties of a site and contains the flex profile and the AP join profile. The attributes
that are specific to the corresponding flex or remote site are part of the flex profile. Apart from the flex profile,
the site tag also comprises attributes that are specific to the physical site (and hence cannot be a part of the
profile that is a reusable entity). For example, the list of primary APs for efficient upgrade is a part of a site
tag rather than that of a flex profile.

If a flex profile name or an AP profile name is changed in the site tag, the AP is forced to rejoin the controller
by disconnecting the Datagram Transport Layer Security (DTLS) session. When a site tag is created, the AP
and flex profiles are set to default values (default-ap-profile and default-flex-profile).

RF Tag

The RF tag contains the 2.4 GHz, 5 GHz, and 6 GHz RF profiles. The default RF tag contains the global
configuration for 2.4 and 5 GHz bands and default RF profile for 6 GHz band. All these profiles contain the
same default values for global or RF profile parameters for the respective radios.

Profiles

Profiles are a collection of feature-specific attributes and parameters applied to tags. Profiles are reusable
entities that can be used across tags. Profiles (used by tags) define the properties of the APs or its associated
clients.

WLAN Profile

WLAN profiles are configured with same or different service set identifiers (SSIDs). An SSID identifies the
specific wireless network for the controller to access. Creating WLANSs with the same SSID allows to assign
different Layer 2 security policies within the same wireless LAN.

To distinguish WLANSs having the same SSID, create a unique profile name for each WLAN. WLANs with
the same SSID must have unique Layer 2 security policies so that clients can select a WLAN based on the
information advertised in the beacon and probe responses. The switching and network policies are not part
of the WLAN definition.
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Policy Profile

Policy profile broadly consists of network and switching policies. Policy profile is a reusable entity across
tags. Anything that is a policy for a client that is applied on an AP or controller is moved to the policy profile,
for example, VLAN, ACL, QoS, session timeout, idle timeout, AVC profile, bonjour profile, local profiling,
device classification, BSSID QoS, and so on. However, all the wireless-related security attributes and features
on the WLAN are grouped under the WLAN profile.

Flex Profile

Flex profile contains policy attributes and remote site-specific parameters. For example, the EAP profiles that
can be used when the AP acts as an authentication server for local RADIUS server information, VLAN-ACL
mapping, VLAN name-to-ID mapping, and so on.

AP Join Profile

The default AP join profile values will have the global AP parameters and the AP group parameters. The AP
join profile contains attributes that are specific to AP, such as CAPWAP, IPv4 and IPv6, UDP Lite, High
Availability, Retransmit config parameters, Global AP failover, Hyperlocation config parameters, Telnet and
SSH, 11u parameters, and so on.

\)

Note Telnet is not supported for the following Cisco AP models: 1542D, 15421, 1562D, 1562E, 15621, 1562PS,

18008, 1800T, 1810T, 1810W,1815M, 1815STAR, 1815TSN, 1815T, 1815W, 18321, 18401, 1852E, 18521,
2802E, 28021, 2802H, 3700C, 3800, 3802E, 38021, 3802P, 4800, IW6300, ESW6300, 9105AXI, 9105AXW,
9115AXI, 9115AXE, 91171, APVIRTUAL, 9120AXT, 9120AXE, 9124AXI, 9124AXD, 9130AXI, 9130AXE,

9136AXI, 91621, 91641, and 91661.

RF Profile

RF profile contains the common radio configuration for the APs. RF profiles are applied to all the APs that
belong to an AP group, where all the APs in that group have the same profile settings.

Some of the 6-GHz band specific 802.11ax features like Unsolicited Broadcast Probe Response, FILS
Discovery, Multi-BSSID reduce the overhead of management traffic in 6-GHz band channels. Preferred
Scanning Channels is another feature in 6-GHz band which helps RRM to choose PSC channels to 6-GHz
radios.

Association of APs

APs can be associated using different ways. The default option is by using Ethernet MAC address, where the
MAC is associated with policy-tag, site tag, and RF tag.

In filter-based association, APs are mapped using regular expressions. A regular expression (regex) is a pattern
to match against an input string. Any number of APs matching that regex will have policy-tag, site tag, and
RF tag mapped to them, which is created as part of the AP filter.

In AP-based association, tag names are configured at the PnP server and the AP stores them and sends the
tag name as part of discovery process.

In location-based association, tags are mapped as per location and are pushed to any AP Ethernet MAC address
mapped to that location.
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Modifying AP Tags

Modifying an AP tag results in DTLS connection reset, forcing the AP to rejoin the controller. If only one
tag is specified in the configuration, default tags are used for other types, for example, if only policy tag is
specified, the default-site-tag and default-rf-tag will be used for site tag and RF tag.

Configuring a Wireless Profile Policy (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7
Step 8

Step 9

Procedure

Choose Configuration > Tags & Profiles > Policy.
On the Policy Profile page, click Add.

In the Add Policy Profile window, in General tab, enter a name and description for the policy profile. The
name can be ASCII characters from 32 to 126, without leading and trailing spaces. Do not use spaces as it
causes system instability.

To enable the policy profile, set Status as Enabled.
Use the slider to enable or disable Passive Client and Encrypted Traffic Analytics.
In the CTS Policy section, choose the appropriate status for the following:

* Inline Tagging—a transport mechanism using which a controller or access point understands the source
SGT.

* SGACL Enforcement

Specify a default SGT. The valid range is from 2 to 65519.
In the WLAN Switching Policy section, choose the following, as required:

* Central Switching: Tunnels both the wireless user traffic and all control traffic via CAPWARP to the
centralized controller where the user traffic is mapped to a dynamic interface/VLAN on the controller.
This is the normal CAPWAP mode of operation.

* Central Authentication: Tunnels client data to the controller, as the controller handles client authentication.

* Central DHCP: The DHCP packets received from AP are centrally switched to the controller and then
forwarded to the corresponding VLAN based on the AP and the SSID.

* Central Association Enable: When central association is enabled, all switching is done on the controller.

* Flex NAT/PAT: Enables Network Address Translation(NAT) and Port Address Translation (PAT) mode.

Click Save & Apply to Device.

Configuring a Wireless Profile Policy (CLI)

Follow the procedure given below to configure a wireless profile policy:
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\)

Note When a client moves from an old controller to a new controller (managed by Cisco Prime Infrastructure), the
old IP address of the client is retained, if the IP address is learned by ARP or data gleaning. To avoid this
scenario, ensure that you enable ipv4 dhcp required command in the policy profile. Otherwise, the IP address
gets refreshed only after a period of 24 hours.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 wireless profile policy profile-policy Configures WLAN policy profile and enters
wireless policy configuration mode.
Example: policy &
Device (config)# wireless profile policy
rr-xyz-policy-1
Step 3 idle-timeout timeout (Optional) Configures the duration of idle
timeout, in seconds.
Example:
Device (config-wireless-policy) #
idle-timeout 1000
Step 4 vlan vlan-id Configures VLAN name or VLAN ID.
Example:
Device (config-wireless-policy)# vlan 24
Step 5 accounting-list list-name Sets the accounting list for IEEE 802.1x.
Example:
Device (config-wireless-policy) #
accounting-list userl-list
Step 6 no shutdown Saves the configuration and exits configuration
mode and returns to privileged EXEC mode.
Example:
Device (config-wireless-policy) # no
shutdown
Step 7 show wireless profile policy summary Displays the configured policy profiles.
Example: Note (Optional) To view detailed
Device# show wireless profile policy HﬁbnnaﬁonaboytaPOHCprOﬁk¥
summary use the show wireless profile
policy detailed
policy-profile-name command.
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Configuring a Flex Profile (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5

Procedure

Choose Configuration > Tags & Profiles > Flex.

Click Add.

System Configuration |

Enter the Name of the Flex Profile. The name can be ASCII characters from 32 to 126, without leading and
trailing spaces.

In the Description field, enter a description for the Flex Profile.
Click Apply to Device.

Configuring a Flex Profile

Follow the procedure given below to set a flex profile:

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 wireless profile flex flex-profile Configures a Flex profile and enters Flex profile
configuration mode.
Example:
Device (config) # wireless profile flex
rr-xyz-flex-profile
Step 3 description (Optional) Enables default parameters for the
flex profile.
Example: P
Device (config-wireless-flex-profile)#
description xyz-default-flex-profile
Step 4 arp-caching (Optional) Enables ARP caching.
Example:
Device (config-wireless-flex-profile) #
arp-caching
Step 5 end Saves the configuration and exits configuration
mode and returns to privileged EXEC mode.
Example:

Device (config-wireless-flex-profile)#
end
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Command or Action Purpose
Step 6 show wireless profile flex summary (Optional) Displays the flex-profile parameters.
Example: Note To view detailed parameters about
Device# show wireless profile flex the flex proﬁle, use the show
summary wireless profile flex detailed
flex-profile-name command.

Configuring an AP Profile (GUI)

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Step 7

Before you begin

The default AP join profile values will have the global AP parameters and the AP group parameters. The AP
join profile contains attributes that are specific to AP, such as CAPWAP, IPv4/IPv6, UDP Lite, High
Auvailability, retransmit configuration parameters, global AP failover, Hyperlocation configuration parameters,
Telnet/SSH, 11u parameters, and so on.

Procedure

Choose Configuration > Tags & Profiles > AP Join.
On the AP Join Profile page, click Add.

The Add AP Join Profile page is displayed.

Note DHCEP fallback is enabled by default. So, if an AP is assigned a static IP address and unable to
reach the controller, the AP falls back to the DHCP. To stop an AP from moving the static IP to
DHCP, you must disable the DHCP fallback configuration in an AP join profile.

In the General tab, enter a name and description for the AP join profile. The name can be ASCII characters
from 32 to 126, without leading and trailing spaces.

Check the LED State check box to set the LED state of all APs connected to the device to blink so that the
APs are easily located. The LED state is enabled by default.

In the Client tab and Statistics Timer section, enter the time in seconds that the AP sends its 802.11 statistics
to the controller.

In the TCP MSS Configuration section, check the Adjust MSS Enable check box to enter value for Adjust
MSS. You can enter or update the maximum segment size (MSS) for transient packets that traverse a router.

TCP MSS adjustment enables the configuration of the maximum segment size (MSS) for transient packets
that traverse a router, specifically TCP segments with the SYN bit set.

In a CAPWAP environment, a lightweight access point discovers a device by using CAPWAP discovery
mechanisms, and then sends a CAPWAP join request to the device. The device sends a CAPWAP join response
to the access point that allows the access point to join the device.

When the access point joins the device, the device manages its configuration, firmware, control transactions,
and data transactions.

In the CAPWAP tab, you can configure the following:
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a)

2

h)
)
)
k)

a)
b)

* High Availability

You can configure primary and secondary backup controllers for all access points (which are used if
primary, secondary, or tertiary controllers are not responsive) in this order: primary, secondary, tertiary,
primary backup, and secondary backup. In addition, you can configure various timers, including heartbeat
timers and discovery request timers. To reduce the controller failure detection time, you can configure
the fast heartbeat interval (between the controller and the access point) with a smaller timeout value.
When the fast heartbeat timer expires (at every heartbeat interval), the access point determines if any
data packets have been received from the controller within the last interval. If no packets have been
received, the access point sends a fast echo request to the controller.

In the High Availability tab, enter the time (in seconds) in the Fast Heartbeat Timeout field to configure
the heartbeat timer for all access points. Specifying a small heartbeat interval reduces the amount of time
it takes to detect device failure.

Note Configure Fast Heartbeat Timeout to assist AP in sending primary discovery request
periodically to the configured backup controllers along with the primary, secondary, and
tertiary-base controllers.

In the Heartbeat Timeout field, enter the time (in seconds) to configure the heartbeat timer for all access
points. Specifying a small heartbeat interval reduces the amount of time it takes to detect device failure.
In the Discovery Timeout field, enter a value between 1 and 10 seconds (inclusive) to configure the AP
discovery request timer.

In the Primary Discovery Timeout field, enter a value between 30 and 3000 seconds (inclusive) to
configure the access point primary discovery request timer.

In the Primed Join Timeout field, enter a value between 120 and 43200 seconds (inclusive) to configure
the access point primed join timeout.

In the Retransmit Timers Count field, enter the number of times that you want the AP to retransmit the
request to the device and vice-versa. Valid range is between 3 and 8.

In the Retransmit Timers Interval field, enter the time duration between retransmission of requests.
Valid range is between 2 and 5.

Check the Enable Fallback check box to enable fallback.

Enter the Primary Controller name and IP address.

Enter the Secondary Controller name and IP address.

Click Save & Apply to Device.

Note The primary and secondary settings in the AP join profile are not used for AP fallback. This
means that the AP will not actively probe for those controllers (which are a part of the AP
join profile), when it has joined one of them.

This setting is used only when the AP loses its connection with the controller, and then
prioritizes which other controller it should join. These controllers have a priority of 4 and 5,
following APs in the High Availability tab of the AP page.

The APs that are added as the primary, secondary, and tertiary APs in the High Availability
tab of the AP configuration page, are actively probed and are used for the AP fallback option.

» Advanced

In the Advanced tab, check the Enable VLAN Tagging check box to enable VLAN tagging.

Check the Enable Data Encryption check box to enable Datagram Transport Layer Security (DTLS)
data encryption.
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Step 8

c)

d)

e)
f)

Configuring an AP Profile (GUI) .

Check the Enable Jumbo MTU to enable big maximum transmission unit (MTU). MTU is the largest
physical packet size, measured in bytes, that a network can transmit. Any messages larger than the MTU
are divided into smaller packets before transmission. Jumbo frames are frames that are bigger than the
standard Ethernet frame size, which is 1518 bytes (including Layer 2 (L2) header and FCS). The definition
of frame size is vendor-dependent, as these are not part of the IEEE standard.

Use the Link Latency drop-down list to select the link latency. Link latency monitors the round-trip time
of the CAPWAP heartbeat packets (echo request and response) from the AP to the controller and back.
From the Preferred Mode drop-down list, choose the mode.

Click Save & Apply to Device.

In the AP tab, you can configure the following:

a)
b)

¢)

d)

e)

2

h)

* General

In the General tab, check the Switch Flag check box to enable switches.

Check the Power Injector State check box if power injector is being used. Power Injector increases
wireless LAN deployment flexibility of APs by providing an alternative powering option to local power,
inline power-capable multiport switches, and multiport power patch panels.

Power Injector Selection parameter enables you to protect your switch port from an accidental overload
if the power injector is inadvertently bypassed.

From the Power Injector Type drop-down list, choose power injector type from the following options:

* Installed—This option examines and remembers the MAC address of the currently connected switch
port and assumes that a power injector is connected. Choose this option if your network contains
older Cisco 6-Watt switches and you want to avoid possible overloads by forcing a double-check of
any relocated access points.

If you want to configure the switch MAC address, enter the MAC address in the Injector Switch
MAC Address text box. If you want the access point to find the switch MAC address, leave the
Injector Switch MAC Address text box blank.

Note Each time an access point is relocated, the MAC address of the new switch port fails to
match the remembered MAC address, and the access point remains in low-power mode.
You must then physically verify the existence of a power injector and reselect this option
to cause the new MAC address to be remembered.

Override—This option allows the access point to operate in high-power mode without first verifying
a matching MAC address. You can use this option if your network does not contain any older Cisco
6-W switches that could be overloaded if connected directly to a 12-W access point. The advantage
of this option is that if you relocate the access point, it continues to operate in high-power mode
without any further configuration. The disadvantage of this option is that if the access point is
connected directly to a 6-W switch, an overload occurs.

In the Injector Switch MAC field, enter the MAC address of the switch either in xX:XX:XX:XX:XX:XX,
XX-XX-XX-XX-XX-XX, OF XXXX.XXXX.XXxX format.

From the EAP Type drop-down list, choose the EAP type as EAP-FAST, EAP-TLS, or EAP-PEAP.

From the AP Authorization Type drop-down list, choose the type as either CAPWAP DTLS + or CAPWAP
DTLS.

In the Client Statistics Reporting Interval section, enter the interval for 5 GHz and 2.4 GHz radios in
seconds.

Check the Enable check box to enable extended module.
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