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Preface

This preface describes the audience, organization, and conventions of the Cisco Wireless LAN Controller
Command Reference Guide. It also provides information on how to obtain other documentation.

This preface includes the following sections:

+ Audience, on page liii

* Document Conventions, on page liii

* Related Documentation, on page lvi

» Communications, Services, and Additional Information, on page Ivi

Audience

This publication is for experienced network administrators who configure and maintain Cisco wireless
controllers (Cisco WLCs) and Cisco lightweight access points (Cisco APs).

\)

Note Usage of test commands may cause system disruption such as unexpected reboot of the Cisco WLC. Therefore,
we recommend that you use the test commands on Cisco WLCs for debugging purposes with the help of
Cisco Technical Assistance Center (TAC) personnel.

Document Conventions

This document uses the following conventions:

Convention Indication
bold font Commands and keywords and user-entered text appear in bold font.
italic font Document titles, new or emphasized terms, and arguments for which you supply

values are in italic font.

[ Elements in square brackets are optional.
{x|ylz} Required alternative keywords are grouped in braces and separated by vertical
bars.
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Convention Indication

[x|ylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.
< Nonprinting characters such as passwords are in angle brackets.

[ Default responses to system prompts are in square brackets.

L# An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might perform an action that could result in equipment damage
or loss of data.

A

Warning  This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. (To see translations of the warnings that appear in this publication, refer
to the appendix "Translated Safety Warnings.")

Warning Title Description

Waarschuwing Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die
lichamelijk letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken,
dient u zich bewust te zijn van de bij elektrische schakelingen betrokken risico's
en dient u op de hoogte te zijn van standaard maatregelen om ongelukken te
voorkomen. (Voor vertalingen van de waarschuwingen die in deze publicatie
verschijnen, kunt u het aanhangsel "Translated Safety Warnings" (Vertalingen
van veiligheidsvoorschriften) raadplegen.)

Varoitus Tédma varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa
ruumiinvammaan. Ennen kuin tyskentelet minkdén laitteiston parissa, ota selvad
sahkokytkentdihin liittyvistd vaaroista ja tavanomaisista onnettomuuksien
ehkdisykeinoista. (Téssé julkaisussa esiintyvien varoitusten kdanndkset 16ydét
liitteestd "Translated Safety Warnings" (kddnnetyt turvallisuutta koskevat
varoitukset).)
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Warning Title

Description

Attention

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une
situation pouvant entrainer des blessures. Avant d'accéder a cet équipement, soyez
conscient des dangers posés par les circuits électriques et familiarisez-vous avec
les procédures courantes de prévention des accidents. Pour obtenir les traductions
des mises en garde figurant dans cette publication, veuillez consulter I'annexe
intitulée « Translated Safety Warnings » (Traduction des avis de sécurité).

Warnung

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu
einer Korperverletzung fithren konnte. Bevor Sie mit der Arbeit an irgendeinem
Gerit beginnen, seien Sie sich der mit elektrischen Stromkreisen verbundenen
Gefahren und der Standardpraktiken zur Vermeidung von Unfillen bewult.
(Ubersetzungen der in dieser Verdffentlichung enthaltenen Warnhinweise finden
Sie im Anhang mit dem Titel "Translated Safety Warnings" (Ubersetzung der
Warnhinweise).)

Avvertenza

Questo simbolo di avvertenza indica un pericolo. Si ¢ in una situazione che puo
causare infortuni. Prima di lavorare su qualsiasi apparecchiatura, occorre conoscere
i pericoli relativi ai circuiti elettrici ed essere al corrente delle pratiche standard
per la prevenzione di incidenti. La traduzione delle avvertenze riportate in questa
pubblicazione si trova nell'appendice, "Translated Safety Warnings" (Traduzione
delle avvertenze di sicurezza).

Advarsel

Dette varselsymbolet betyr fare. Du befinner deg i en situasjon som kan fore til
personskade. For du utferer arbeid pé utstyr, ma du vaere oppmerksom pa de
faremomentene som elektriske kretser innebzrer, samt gjore deg kjent med vanlig
praksis nar det gjelder & unngé ulykker. (Hvis du vil se oversettelser av de
advarslene som finnes i denne publikasjonen, kan du se 1 vedlegget "Translated
Safety Warnings" [Oversatte sikkerhetsadvarsler].)

Aviso

Este simbolo de aviso indica perigo. Encontra-se numa situagdo que lhe podera
causar danos fisicos. Antes de comecar a trabalhar com qualquer equipamento,
familiarize-se com os perigos relacionados com circuitos eléctricos, e com
quaisquer praticas comuns que possam prevenir possiveis acidentes. (Para ver as
tradugdes dos avisos que constam desta publicag@o, consulte o apéndice
"Translated Safety Warnings" - "Tradug¢des dos Avisos de Seguranga").

jAdvertencia!

Este simbolo de aviso significa peligro. Existe riesgo para su integridad fisica.
Antes de manipular cualquier equipo, considerar los riesgos que entrafia la
corriente eléctrica y familiarizarse con los procedimientos estandar de prevencion
de accidentes. (Para ver traducciones de las advertencias que aparecen en esta
publicacion, consultar el apéndice titulado "Translated Safety Warnings.")

Varning

Denna varningssymbol signalerar fara. Du befinner dig i en situation som kan
leda till personskada. Innan du utfor arbete pa ndgon utrustning méste du vara
medveten om farorna med elkretsar och kénna till vanligt forfarande for att
forebygga skador. (Se forklaringar av de varningar som férekommer i denna
publikation i appendix "Translated Safety Warnings" [Oversatta
sdkerhetsvarningar].)
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. Related Documentation

Related Documentation

These documents provide complete information about the Cisco Unified Wireless Network solution:

« Cisco Wireless LAN Controller Configuration Guide
» Cisco Wireless LAN Controller System Message Guide

* Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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PART I

Using the Command-Line Interface

* Using the Command-Line Interface, on page 1






Using the Command-Line Interface

This chapter contains the following topics:

* CLI Command Keyboard Shortcuts, on page 2
* Using the Interactive Help Feature, on page 4
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CLI Command Keyboard Shortcuts

The table below lists the CLI keyboard shortcuts to help you enter and edit command lines on the controller.

Table 1: CLI Command Keyboard Shortcuts

Using the Command-Line Interface |

display more than one screen, enter a number before
pressing the Spacebar key.

Action Description Keyboard Shortcut
Change The word at the cursor to lowercase. Escl
The word at the cursor to uppercase. Escu
Delete A character to the left of the cursor. Ctrl-h, Delete, or Backspace
All characters from the cursor to the beginning of the | Ctrl-u
line.
All characters from the cursor to the end of the line. | Ctrl-k
All characters from the cursor to the end of the word. | Esc d
The word to the left of the cursor. Ctrl-w or Esc Backspace
Display MORE | Exit from MORE output. g, Q, or Ctrl-C
output
Next additional screen. The default is one screen. To | Spacebar

Next line. The default is one line. To display more than
one line, enter the number before pressing the Enter
key.

Enter

Enter or Return key character.

Ctrl-m

Expand the command or abbreviation.

Ctrl-t or Tab

Move the cursor

One character to the left (back).

Ctrl-b or Left Arrow

One character to the right (forward).

Ctrl-f or Right Arrow

One word to the left (back), to the beginning of the |Escb
current or previous word.

One word to the right (forward), to the end of the Esc f
current or next word.

To the beginning of the line. Ctrl-a
To the end of the line. Ctrl-e

Redraw the screen at the prompt.

Ctrl-1 or Ctrl-r
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Action Description Keyboard Shortcut
Return to the EXEC mode from any configuration mode Ctrl-z

Return to the previous mode or exit from the CLI from Exec mode. exit command
Transpose a character at the cursor with a character to the left of the cursor. | Ctrl-t
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Using the Interactive Help Feature

The question mark (?) character allows you to get the following type of help about the command at the
command line. The table below lists the interactive help feature list.

Table 2: Interactive Help Feature List

Command Description

help Provides a brief description of the Help feature in any command mode.
? at the command Lists all commands available for a particular command mode.

prompt

partial command? Provides a list of commands that begin with the character string.
partial Completes a partial command name.

command<Tab>

command ? Lists the keywords, arguments, or both associated with a command.
command keyword ? |Lists the arguments that are associated with the keyword.

Using the help Command

Before you begin

To look up keyboard commands, use the help command at the root level.

help

Help may be requested at any point in a command by entering a question mark ‘?’. If nothing matches, the
help list will be empty and you must back up until entering a ‘?” shows the available options. Two types of
help are available:

1. Full help is available when you are ready to enter a command argument (for example show ?) and describes
each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know what arguments
match the input (for example show pr?).

Example:

> help

HELP:

Special keys:
DEL, BS... delete previous character
Ctrl-A .... go to beginning of line
Ctrl-E .... go to end of line
Ctrl-F .... go forward one character
Ctrl-B .... go backward one character
Ctrl-D .... delete current character
Ctrl-U, X. delete to beginning of line
Ctrl-K .... delete to end of line
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Using the ? command .

Ctrl-W .... delete previous word

Ctrl-T .... transpose previous character

Ctrl-P .... go to previous line in history buffer
Ctrl-N .... go to next line in history buffer
Ctrl-Z .... return to root command prompt

Tab, <SPACE> command-line completion

Exit .... go to next lower command prompt

? .... list choices

Using the ? command

Before you begin

To display all of the commands in your current level of the command tree, or to display more information
about a particular command, use the ? command.

command name ?

When you enter a command information request, put a space between the command name and ?.

Examples

This command shows you all the commands and levels available from the root level.

> 2

clear Clear selected configuration elements.

config Configure switch options and settings.

debug Manages system debug options.

help Help

linktest Perform a link test to a specified MAC address.
logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
reset Reset options.

save Save switch configurations.

show Display switch options and settings.

transfer Transfer a file to or from the switch.

Using the partial? command

Before you begin

To provide a list of commands that begin with the character string, use the partial command ?.

partial command?

There should be no space between the command and the question mark.

This example shows how to provide a command that begin with the character string “ad”:

> controller> config>ad?

The command that matches with the string “ad” is as follows:

advanced
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Using the partial command<tab>

Before you begin

To completes a partial command name, use the partial command<tab> command.
partial command<tab>
There should be no space between the command and <tab>.

This example shows how to complete a partial command name that begin with the character string “cert”:

Controller >config>cert<tab> certificate

Using the command ?

Examples

To list the keywords, arguments, or both associated with the command, use the command ?.

command-name ?

There should be a space between the command and the question mark.

This example shows how to list the arguments and keyword for the command acl:

Controller >config acl ?

Information similar to the following appears:

apply Applies the ACL to the data path.
counter Start/Stop the ACL Counters.
create Create a new ACL.

delete Delete an ACL.

rule Configure rules in the ACL.

cpu Configure the CPU ACL Information

command keyword ?

To list the arguments that are associated with the keyword, use the command keyword ?:

command keyword ?
There should be space between the keyword and the question mark.

This example shows how to display the arguments associated with the keyword cpu:

Controller >config acl cpu ?

Information similar to the following appears:

none None - Disable the CPU ACL
<name> <name> - Name of the CPU ACL
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Clear Commands

¢ Clear Commands: a to 1, on page 9
* Clear Commands: m to z, on page 29
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Clear Commands: ato |

* clear advanced, on page 10

* clear acl counters, on page 11

* clear ap config, on page 12

* clear ap eventlog, on page 13

* clear ap join stats, on page 14

* clear arp, on page 15

* clear ap tsm, on page 16

* clear atf, on page 17

* clear avc statistics, on page 18

* clear client tsm, on page 20

» clear config, on page 21

* clear ext-webauth-url, on page 22

* clear location rfid, on page 23

» clear location statistics rfid, on page 24
» clear locp statistics, on page 25

* clear login-banner, on page 26

* clear lwapp private-config, on page 27
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clear advanced

To reset EDCA parameters, packet parameters, or optimized roaming statistics to their deault values, use clear
advanced command.

clear advanced {802.11a | 802.11b} {optimized-roaming stats|packet | edca-parameter }

Syntax Description

Command Default

802.11a Specifies the 802.11a network.

802.11b Specifies the 802.11b network.

optimized-roaming Clear the 802.11a optimized roaming statistics.

stats

packet Clear the 802.11a packet parameters configuration.

edca-parameter Clear the 802.11a edca-parameter configuration.
None

The following example shows how to reset edca-parameter values to default:
(Cisco Controller) >clear advanced 802.1la optimized-roaming stats
(Cisco Controlle