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CHAPTER 1

Cisco Mobility Express Overview

With more devices attaching to the network and more bandwidth-intensive applications in use, mobile usage
continues to rise. How do small and medium-sized businesses with little or no IT staff keep pace with
unexpected growth?

The Cisco Mobility Express Solution is specifically designed to help small and medium-sized businesses
easily and cost-effectively deliver enterprise-class wireless access to both employees and customers. It is a
virtual Wireless LAN controller function embedded on Cisco Aironet® 1560, 1815W, 18151,1830, 1850,
2800 and 3800 series 802.11ac Wave 2 Access Points. With the Cisco Mobility Express Solution, small and
mid-sized networks can now enjoy the same quality user experiences as large enterprises.

Cisco Mobility Express Solution is an on-premise, managed Wi-Fi solution that:
* s ideal for small and medium-sized deployments of up to 100 access points.

* Provides an easy, over-the-air deployment in under 10 minutes. In addition, one can use Network Plug
and Play to bring up a new site.

» Removes the need for a physical controller while supporting Cisco's advanced features.

+ Is supported on Cisco Aironet® 1560, 1815W, 18151, 1815M, 1830, 1850, 2800 and 3800 Series 802.11ac
Wave 2 Access Points.

+ Can control other Aironet® access points, such as the 1700, 2700, and 3700 Series.
* Can be used to perform Site Survey.

* Is the Next Generation Autonomous. 802.11ac Wave 2 Access Point do not support the legacy autonomous
mode.

* Industry-leading Cisco technology allows small and medium-sized networks to reduce the number of
devices needed to enjoy enterprise-grade Wi-Fi. Advanced features such as Guest, BYOD and Cisco
High Density Experience (HDX) are activated by default for compatible access points, making the
deployment process even easier. CMX can be added to gain presence-based services and deep analytics.

+ Supported Cisco Aironet® Access Points, on page 1

Supported Cisco Aironet® Access Points

Cisco Mobility Express solution consists of the following components:
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» Master Access Point - Cisco Aironet® 1560, 1815W, 18151, 1815M,1830, 1850, 2800 and 3800 Series
802.11ac Wave 2 Access Points running the virtual Wireless LAN Controller function.

+ Subordinate Access Points - Cisco Aironet® Access Points which are managed by Master Access Point
similar to how a Wireless LAN Controller manages Access Points.

Note

Master Access Point functions as Wireless LAN Controller, manages Subordinate Access Points and also

serves clients at the same time.

Master Access Points

Cisco Aironet® Access Points which support the Wireless LAN Controller function and operate as Master

\}

Access points are listed in the table below:

Table 1: Cisco Aironet® Access Points capable of operating as Master Access Points

Master Access Points

Supported Model Numbers

Cisco Aironet® 1540 Series

AIR-AP1540I-x-K9
AIR-AP1540D-x-K9

Cisco Aironet® 1560 Series

AIR-AP15621-x-K9
AIR-AP1562E-x-K9
AIR-AP1562D-x-K9

Cisco Aironet® 18151 Series

AIR-AP1815I-x-K9C

Cisco Aironet® 1815M Series

AIR-AP1815M-x-K9C

Cisco Aironet® 1815W Series

AIR-AP1815W-x-K9C

Cisco Aironet® 1830 Series

AIR-AP1832I-x-K9C

Cisco Aironet® 1850 Series

AIR-AP18521-x-K9C
AIR-AP1852E-x-K9C

Cisco Aironet® 2800 Series

AIR-AP2802I-x-K9C
AIR-AP2802E-x-K9C

Cisco Aironet® 3800Series

AIR-AP3802I-x-K9C
AIR-AP3802E-x-K9C

Note
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Subordinate Access Points

Subordinate Access Points .

Cisco Aironet® Access Points which operate as Subordinate Access Points and serve clients are listed in the

table below:

Table 2: Cisco Aironet® Access Points capable of operating as Subordinate Access Points

Master Access Points

Supported Model Numbers

Cisco Aironet® 700i Series

AIR-CAP702I-x-K9

Cisco Aironet® 700w Series

AIR-CAP702W-x-K9

Cisco Aironet® 1540 Series

AIR-AP1540I-x-K9
AIR-AP1540D-x-K9

Cisco Aironet® 1560Series

AIR-AP15621-x-K9
AIR-AP1562E-x-K9
AIR-AP1562D-x-K9

Cisco Aironet® 1600 Series

AIR-CAP1602I-x-K9
AIR-CAP1602E-x-K9

Cisco Aironet® 1700 Series

AIR-CAP17021-x-K9

Cisco Aironet® 1810 Series

AIR-AP1810W-x-K9

Cisco Aironet® 18151 Series

AIR-AP1815I-x-K9C

Cisco Aironet® 1815M Series

AIR-AP1815M-x-K9C

Cisco Aironet® 1815W Series

AIR-AP1815W-x-K9C

Cisco Aironet® 1830 Series

AIR-AP1832I-x-K9C

Cisco Aironet® 1850 Series

AIR-AP18521-x-K9C
AIR-AP1852E-x-K9C

Cisco Aironet® 2600 Series

AIR-CAP26021-x-K9
AIR-CAP2602E-x-K9

Cisco Aironet® 2700 Series

AIR-CAP27021-x-K9
AIR-CAP2702E-x-K9

Cisco Aironet® 2800 Series

AIR-AP28021-x-K9C
AIR-AP2802E-x-K9C

Cisco Aironet® 3600 Series

AIR-CAP3602I-x-K9
AIR-CAP3602E-x-K9

Cisco Aironet® 3700 Series

AIR-CAP37021-x-K9
AIR-CAP3702E-x-K9
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Master Access Points Supported Model Numbers

Cisco Aironet® 3800 Series AIR-AP3802I-x-K9C
AIR-AP3802E-x-K9C

\}

Note The -x- in the other model numbers is a placeholder for the actual letter indicating the model's regulatory
domain. For information on regulatory domains, see http://www.cisco.com/c/dam/assets/prod/wireless/
wireless-compliance-tool/index.html

Cisco Mobility Express Scale Limits

Cisco Mobility Express supports up to 100 Access Points and 2000 Clients in a single deployment. Given
below are the scale limits per Master Access Point.

Table 3: Cisco Mobility Express Scale Limits

Master Access Points # of Access Points Supported # of Clients Supported
Cisco Aironet® 1540 Series 50 1000
Cisco Aironet® 1560 Series 100 2000
Cisco Aironet® 18151 Series 50 1000
Cisco Aironet® 1815M Series 50 1000
Cisco Aironet® 1815W Series 50 1000
Cisco Aironet® 1830 Series 50 1000
Cisco Aironet® 1850 Series 50 1000
Cisco Aironet® 2800 Series 100 2000
Cisco Aironet® 3800 Series 100 2000

\}

Note If there are more than 50 Access Points in a Mobility Express network, the Master AP(running the Wireless
LAN controller function) can service a maximum of 20 clients. This limit only applies to Master AP and not
any other Access Point in the Mobility Express network.

Cisco Mobility Express Supported Features

See Supported features section in Release notes

Supported Software Release and Interoperability

AireOS® Release
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Supported Software Release and Interoperability .

» Cisco Mobility Express solution is supported from AireOS® Release 8.1.121.0 and later.

Cisco Prime Infrastructure
* PI Release 3.0.1 and later.

Connected Mobility Experiences (CMX)

+ CMX Connect is supported starting AireOS® Release 8.3.100.0 for both On-Prem and CMX cloud
deployments.

+ CMX Presence Analytics is supported starting AireOS® Release 8.1.121.0 for On-Prem and CMX Release
10.2 and later. CMX Presence analytics in the cloud is supported starting AireOS® Release 8.3.102.0.

Cisco ldentity Services Engine (ISE)

* ISE Release 1.4 and later. 802.1x authentication is supported.
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CHAPTER 2

Deploying Cisco Mobility Express

* Pre-requisites for Deploying Mobility Express Solution, on page 7

+ Connecting Mobility Express capable Access Point to the network, on page 7
* Determining image on the Access Point, on page 9

* Conversion, on page 10

Pre-requisites for Deploying Mobility Express Solution

1. You must not have other Cisco Wireless LAN Controllers; neither appliance nor virtual in the same
network during set up or during daily operation of a Cisco Mobility Express network. The Mobility Express
controller cannot interoperate or co-exist with other Wireless LAN Controllers in the same network.

2. Decide on the first Access Point to be configured as a Master Access Point. This Access Point should be
capable of supporting the Wireless LAN Controller function.

3. A DHCP server must be available on the network so that Access Points and clients can obtain an IP
Address. Starting AireOS® Release 8.3.102.0 or later, one can configure a DHCP server on the Master
Access Point as well but this is typically used for Site Survey.

Connecting Mobility Express capable Access Point to the

network

Depending on the deployment, Mobility Express capable Access Points can be connected to an access port
or a trunk port on the switch.

If Access Points and WLANS are all on the same network, Mobility Express capable Access Points can connect
to an access port on the switch as shown below.
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. Connecting Mobility Express capable Access Point to the network

VLAN 10

Contractor & Guest
Employee

On Mobility Express, management traffic is untagged. If Access Points and WLANS are all on different
VLANS, Mobility Express capable Access Points will connect to a trunk port on the switch and traffic for
individual WLANSs will be switched locally on individual VLANs. Shown below is a deployment with Access

Points and WLANSs on different VLANS.
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Determining image on the Access Point .

VLAN 10

VLAN 20
VLAN 20

VLAN 20

&
;a ° A
Contractor . Guest

Employee

interface GigabitEthernetl/0/37
description » Connected to Master AP «
switchport trunk native vlan 40
switchport trunk allowed vlan 10,20,30,40
switchport mode trunk

Determining image on the Access Point

The Cisco Aironet® 1560, 1815, 1830, 1850, 2800 and 3800 series access points can either have CAPWAP
image or the Cisco Mobility Express image which is capable of running the virtual Wireless LAN controller
function on the Access Point.

To determine the image and capability of an Access Point, follow the procedure below:

Procedure

Step 1 Login to the Access Point CLI using a console and type AP#show version and check the full output of show
version. The default login credentials are Username:cisco and Password:cisco.

Step 2 If show version output does not display AP Image Type and AP Configuration parameters as highlighted
below, it means that AP is running the CAPWAP image and a conversion to Cisco Mobility Express is required
if you want to run the controller function on the Access Point. To convert from a CAPWAP Access Point to
Mobility Express, go to Conversion section.
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cisco AIR-AP1852E-UXK9 ARMv7 Processor rev 0 (v71) with 997184/525160K bytes of memory.
Processor board ID REFDP2BCR0O21

AP Running Image : 8.2.100.0

Primary Boot Image : 8.2.100.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE

0 Gigabit Ethernet interfaces

0 802.11 Radios

Radio FW version . 1401b63d12113073a3C08aa67£0c039c0
NSS FW version : NSS.AK.1.0.c4-0Z026-E cust C-1.24160

Ifthe show version displays AP Image Type: MOBILITY EXPRESS IMAGE and AP Configuration:
NOT MOBILITY EXPRESS CAPABLE, it means that even though the Access Point has the Cisco Mobility
Express image, it is configured to run as a CAPWAP Access Point. In this case Access Point will not run the
controller function and will not participate in the Master Election process upon failure of the active Master
AP.

cisco AI R-AP1852E-UXK9 ARMv7 Processor rev 0 (v7I) with 997184/726252K bytes of memory.
Processor board ID RFDP2BCRO021

AP Running Image : 8.2.101.0

Primary Boot Image : 8.2.100.0

Backup Boot Image : 8.1.106.33

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : NOT MOBILITY EXPRESS CAPABLE

For this AP to run the controller function, AP Configuration has to be changed to MOBILITY EXPRESS
CAPABLE . To change the AP Configuration, execute the following command from the AP CLI. AP#ap-type
mobility-express tftp://

Access Point will reboot and after it comes up, it will be capable of running the controller function. You can
check the output of show version again to confirm that AP Configuration has changed to MOBILITY
EXPRESS CAPABLE .

If the show version displays AP Image Type: MOBILITY EXPRESS IMAGE and AP Configuration:
MOBILITY EXPRESS CAPABLE , it means that the Access Point has the Mobility Express image and is
capable of running the controller function. For this scenario, the output of the show version is shown below:

cisco AIR-AP3802I-B-K9 ARMv7 Processor rev 1 (v71) with 1028384/255032K bytes of memory.
Processor board ID FCW2034NXAV

AP Running Image : 8.4.2.66
Primary Boot Image : 8.4.2.66
Backup Boot Image : 8.4.2.34

AP Image type : MOBILITY EXPRESS IMAGE

AP Configuration : MOBILITY EXPRESS CAPABLE
1 Multigigabit Ethernet interfaces

1 Gigabit Ethernet interfaces

2 802.11 Radios

Radio Driver version : 9.0.5.5-W8964

Radio FW version : 9.1.8.1

NSS FW version : 2.4.18

Conversion

One can convert an Access Point running CAPWARP to Cisco Mobility Express and vice versa.
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Converting Access Point from CAPWAP to Cisco Mobility Express .

Converting Access Point from CAPWAP to Cisco Mobility Express

N

Cisco Mobility Express support on 11ac Wave 2 Access Points is introduced in different AireOS releases and
it is important to note that before an Access Point can be converted to Mobility Express, it must have the
minimum AireOS CAPWAP image which supported Cisco Mobility Express capability for that Access Point.
Given below is the minimum AireOS release for an Access Point which will support conversion from CAPWAP
to Cisco Mobility Express.

Table 4: Minimum Aire0S release supporting Cisco Mobility Express

Access Point Minimum Aire0S Release with CAPWAP image
Cisco Aironet® 1540Series Release 8.5 or later

Cisco Aironet® 1560 Series Release 8.4 or later

Cisco Aironet® 18151 Series Release 8.4 or later

Cisco Aironet® 1815M Series Release 8.5 or later

Cisco Aironet® 1815W Series Release 8.4 or later

Cisco Aironet® 1830 Series Release 8.1 MR2 or later

Cisco Aironet® 1850 Series Release 8.1 MR2 or later

Cisco Aironet® 2800 Series Release 8.3 or later

Cisco Aironet® 3800 Series Release 8.3 or later

Note

Step 1

If the CAPWAP image on the Access Point is older than the minimum AireOS release capable of supporting
Cisco Mobility Express, Access Point MUST first join a WLC running the minimum AireOS release or higher
to upgrade its CAPWAP image. After the CAPWAP image of the AP has been upgraded, conversion of AP
from CAPWARP to Mobility Express can be performed.

To perform a conversion on an Access Point running CAPWAP to Mobility Express, follow the procedure
below:

Procedure

Download the conversion image for the Access Point from cisco.com to the TFTP server. It is a tar file. Do

not untar the file. The following table lists the Cisco Mobility Express software for Cisco Wireless Release
8.5.100.0.

Table 5: Conversion tar file for Access Points

Access Points supported as Master AP Software to be used only for Conversion from Unified
Wireless Network Lightweight AP Software to Cisco
Mobility Express

Cisco Aironet® 1540 Series AIR-AP1540-K9-8-6-101-0.tar

Cisco Aironet® 1560 Series AIR-AP1560-K9-8-6-101-0.tar
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. Converting Access Point from CAPWAP to Cisco Mobility Express

Step 2
Step 3

Access Points supported as Master AP Software to be used only for Conversion from Unified
Wireless Network Lightweight AP Software to Cisco
Mobility Express

Cisco Aironet® 18151 Series AIR-AP1815-K9-8-6-101-0.tar

Cisco Aironet® 1815M Series AIR-AP1815-K9-8-6-101-0.tar

Cisco Aironet® 1815W Series AIR-AP1815-K9-8-6-101-0.tar

Cisco Aironet® 1830 Series AIR-AP1830-K9-8-6-101-0.tar

Cisco Aironet® 1850 Series AIR-AP1850-K9-8-6-101-0.tar

Cisco Aironet® 2800 Series AIR-AP2800-K9-8-6-101-0.tar

Cisco Aironet® 3800 Series AIR-AP3800-K9-8-6-101-0.tar

Login to the Access Point.

Execute AP#show version on the Access Point CLI. From the show version output, you can determine the
AP Image type and AP Configuration and can then proceed with the conversion

Case 1: If the AP Image type is MOBILITY EXPRESS IMAGE and AP configuration is NOT
MOBILITY EXPRESS CAPABLE, enter the command below to change the AP Configuration to
MOBILITY EXPRESS CAPABLE .

AP#ap-type mobility-express

Note Since the Access Point has AP Image type: MOBILITY EXPRESS IMAGE, a new image will
not be downloaded. After the command is executed, the Access Point will reboot and after it comes
up, the AP Configuration will be changed to MOBILITY EXPRESS CAPABLE.

Case 2 : If the AP Image type and AP Configuration are not available, it means that the AP is running
CAPWAP image. To do the conversion, execute the command below:

AP#ap-type mobility-express tftp://<TFTP Server [P>/<path to tar file>

Example:

AP#ap-type mobility-express tftp://10.18.22.34/AIR-AP1850-K9-8.1.120.0.tar

Starting the ME image download...
It may take few minutes to finish the download.

Image downloaded, writing to flash...

do PREDOWNLOAD, partl is active part

sh: CHECK ME: unknown operand

Image start 0x40355008 size Ox0ldaed4la file size Ox0ldae7ca
Key start 0x42103422 size 0x00000230
Sinature start 0x42103652 size 0x00000180
Verify returns 0

btldr rel is 16 vs 16, does not need update
part to upgrade is part?2

activate part2, set BOOT to part2

AP primary version: 8.1.105.37

Archive done.

Oe as AP needs to boot up with ME image

The system is going down Now!
sent SIGTERM to all processes
sent SIGKILL to all processes
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Step 4

Converting Access Point from Cisco Mobility Express to CAPWAP .

Requesting system reboot79]
[07/24/2015 18:19:43.0887] Restarting system.
[07/24/2015 18:19:43.1257] Going down for restart now

Note After the image download is complete, it will be written to the flash followed by a reboot. After the
AP comes up, AP Image type will be MOBILITY EXPRESS IMAGE and AP Configuration
will MOBILITY EXPRESS CAPABLE .

If this is the first Access Point in the network, it will start the controller function and will broadcast the
CiscoAirProvison SSID.

Converting Access Point from Cisco Mobility Express to CAPWAP

There are typically two reasons why one would want to convert an Access Point running Mobility Express
image to CAPWAP. There are as follows:

1. You want to keep the Access Point in a Mobility Express deployment but do not want the Access point
to participate in the Master election process upon a failover of the Master AP.

2. You want to migrate one or more Access Points with Mobility Express to an appliance or vWLC based
deployment.

1. Ifyour reason to convert to CAPWAP is 1 above, follow the procedure below:

a. Login to the Access Point CLI either through console or ssh and go to exec mode. If you are trying
to convert the Master AP to CAPWAP, connecting a console will lead you to the controller CLI. To
get to the AP CLI, type apciscochell at the controller prompt and login to the Access Point shell.

b. Execute ap#ap-type capwap CLI. This will change the AP Configuration to NOT MOBILITY
EXPRESS and the Access Point will no longer participate in the Master election process.
2. Ifyour reason to convert to CAPWARP is 2 above, follow the procedure below:
a. Login to the Access Point CLI either via console or ssh and go to exec mode.

b. Execute the following CLI.

(Cisco Controller) >config ap unifiedmode <switch name> <switch ip address>

<switch name> and <switch ip address> is the name and IP address respectively of the WLC
to which the APs need to be migrate.

Note

The above command converts all connected Access Points with AP Configuration: MOBILITY EXPRESS
CAPABLE to AP Configuration: NOT MOBILITY EXPRESS CAPABLE . When this command is
issued, the APs are reloaded, and they come back up and look for the controller (switch_ip address) to join.
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CHAPTER 3

Configuring Cisco Mobility Express controller

There are multiple ways one can configure a Cisco Mobility Express controller. They are as follows:

1. CLI Setup Wizard
2. Over—the—Air Setup Wizard
3. Network Plug and Play

* CLI Setup Wizard, on page 15

* Over-the-Air Setup Wizard, on page 16

* Network Plug and Play, on page 18

» APIC-EM Network Plug and Play Deployment Options with Cisco Mobility Express, on page 21
* Connecting Cisco Mobility Access Points, on page 30

CLI Setup Wizard

To use the Setup Wizard from CLI, you must connect to the console port of the Access Point. The default
parameters for the console ports are 9600 baud, eight data bits, one stop bit, and no parity. The console ports
do not support hardware flow control.

After connecting to the console port on the Access Point, power up the Access Point. After a few minutes,
Access Point will start the Controller.

To configure the Mobility Express controller, follow the steps as shown in the example below:

System Name [Cisco_2c:3a:40] (31 characters max): me-wlc
Enter Country Code list (enter 'help' for a list of countries) [US]:

Configure a NTP server now? [YES][no]: no
Configure the system time now? [YES][no]: no

Note! Default NTP servers will be used

Management Interface IP Address: 40.40.40.10
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 40.40.40.1
Cleaning up Provisioning SSID

Create Management DHCP Scope? [yes][NO]: yes
DHCP Network : 40.40.40.0

DHCP Netmask : 255.255.255.0

Router IP: 40.40.40.1

Start DHCP IP address: 40.40.40.11

Stop DHCP IP address: 40.40.40.254
DomainName :
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. Over-the-Air Setup Wizard

\}

DNS Server : [OPENDNS] [user DNS]

Create Employee Network? [YES][no]: YES

Employee Network Name (SSID)?: WestAutoBody-Employee
Employee VLAN Identifier? [MGMT][1-4095]: MGMT
Employee Network Security? [PSK][enterprise]: PSK
Employee PSK Passphrase (8-38 characters)?: Ciscol23
Re-enter Employee PSK Passphrase: Ciscol23

Create Guest Network? [yes][NO]: YES

Guest Network Name (SSID)?: WestAutoBody-Guest

Guest VLAN Identifier? [EMPLOYEE][1-4095]: EMPLOYEE
Guest Network Security? [WEB-CONSENT] [psk]: WEB-CONSENT
Create Guest DHCP Scope? [yes][NO]: NO

Enable RF Parameter Optimization? [YES][no]: YES
Client Density [TYPICAL] [Low] [High]: TYPICAL

Traffic with Voice [NO] [Yes]: Yes

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
Cleaning up Provisioning SSID

Note

The Access Point will reboot and after it comes back up, login to the Mobility Express controller WebUI from
the browser using https://<mangement_ip_address> Cisco Mobility Express controller uses a self-signed
certificate for HTTPS. Therefore, all browsers display a warning message and asks whether you wish to
proceed with an exception or not when the certificate is presented to the browser. Accept the risk and proceed
to access the Mobility Express Wireless LAN Controller login page.

Over-the-Air Setup Wizard

Step 1

Step 2

Step 3

Over-the-air is a simple and easy way to configure Mobility Express out of the box. Over-the-Air provisioning
can be done using a WiFi enabled device or the Cisco Wireless app which can be downloaded from App
Store for iOS devices and Play Store for Android Devices. The Cisco Wireless app provides a minimum set
of configurable options to deploy Mobility Express in just a few minutes.

Procedure

When the LED on the Access Point chirps green, connect a WiFi enabled laptop to the CiscoAirProvision
SSID. The default password is password. The laptop will get an IP address from subnet 192.168.1.0/24.

Note CiscoAirProvision SSID is broadcast at 2.4GHz.

Open a web browser and browse to http://mobilityexpress.cisco. This will redirect to configuration wizard
and the admin account page will appear.

Create an admin account on the controller by specifying the following parameters and then click on the Start
button.

* Enter the admin username. Maximum up to 24 ASCII characters.
* Enter the password. Maximum up to 24 ASCII characters. When specifying a password, ensure that:

* The password must contain characters from at least three of the following classes — lowercase letters,
uppercase letters, digits, special characters.
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Step 4

Step 5

Step 6
Step 7

Step 8

Step 9
Step 10

Over-the-Air Setup Wizard .

* No character in the password can be repeated more than three times consecutively.
* The new password must not be the same as the associated username and the username reversed.

* The password must not be cisco, ocsic, or any variants obtained by changing the capitalization of
letters of the word Cisco. In addition, you cannot substitute 1, I, or ! for i, 0 for o, or $ for s.

In the Set up Your Controller section, configure the following:
* Enter the System Name
* Select the Country from the drop-down list
* Date and Time should be auto-filled but one can manually configure it as well
* Select the Timezone from the drop-down list

* Enter the IP address of NTP Server if there is one available. If left blank, NTP Pools will be automatically
configured

* Enter the Management [P Address of the controller
* Enter the Subnet Mask

* Enter the Default Gateway

Disable Enable DHCP Server(Management Network) if an external DHCP server is being used. If internal
DHCP server on the Mobility Express controller has to be used, specify the DHCP server related information.

Click Next.
In the Create Your Wireless Network, under Employee Network, configure the following:

* Enter the Network Name
* Select Security as WPA2 Personal or WPA2 Enterprise from the drop-down list

* [f WPA2 Personal is selected, enter the Passphrase

One can also enable RF Parameter Optimization and configure the following:
* Move the Client Density slider as needed

* From the Traffic Type, select Data or Data and Voice

Click Next.

Confirm the settings on the page and click on the Apply button. The Access Point will reboot and after it
comes up, it will run the controller.

Note The Access Point will reboot and after it comes back up, login to the Mobility Express controller
WebUI from the browser using https:<management_ip_address>. Cisco Mobility Express controller
uses a self-signed certificate for HTTPS. Therefore, all browsers display a warning message and
asks whether you wish to proceed with an exception or not when the certificate is presented to the
browser. Accept the risk and proceed to access the Mobility Express Wireless LAN Controller login

page.
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Network Plug and Play

Introduction

The Cisco Network Plug and Play solution provides a simple, secure, unified, and integrated offering for
enterprise network customers to ease new site rollouts for provisioning Cisco Mobility Express. The solution
allows use of Cloud Redirection service, on-prem, or combination which provide a unified approach to
provision enterprise networks comprised of Cisco Mobility Express, Cisco routers, switches, with a near zero
touch deployment experience.

You can use the Cisco Network Plug and Play application to pre-provision the site and add Cisco Mobility
Express capable access points to the site. This includes entering access point information and uploading a
controller configuration file for virtual controller which will run on Mobility Express capable access points.

When an installer installs and powers up the Cisco Mobility Express capable access points, it auto-discovers
the Cisco APIC-EM controller by using the DHCP, DNS or cloud redirection service. After the auto-discovery
process is complete, the AP downloads the controller configuration file from local PnP server, or communicates
with the cloud redirection service for direction to target PnP server.

Pre-requisites

1. APIC-EM Release 1.4 or later with Cisco Network Plug and Play, virtually hosted in a Cisco UCS or
equivalent server.
2. Access Points—Cisco 802.11ac Wave 2 access points running Cisco Mobility Express software.

3. Controller Configuration—Cisco Mobility Express controller configuration file to be uploaded on Network
PnP.

APIC-EM discovery options

N

1. DHCEP server configured with option 43 to allow Cisco Mobility Express capable access points to
auto-discover the APIC-EM controller (option 43 is not required if only testing cloud redirection). DHCP
option 43 consists of a string value that is a configured DHCP server: option 43 ascii
"SAIN;B2;K4;1192.168.1.123;J80"

Note

192.168.1.123 is the IP address of the APCI-EM Server

2. On—prem PnP server can be added to DNS using ‘pnpserver.yourlocal.domain’ If DHCP discovery fails
to get the IP address of the APIC-EM controller, for example, because option 43 is not configured, the
Cisco Plug and Play Agent falls back on a DNS lookup method. Based on the network domain name
returned by the DHCP server, it constructs a fully qualified domain name (FQDN) for the APIC-EM
controller, using the preset hostname pnpserver. For example, if the DHCP server returns the domain
name " customer.com ", the Cisco Plug and Play IOS Agent constructs the FQDN "pnpserver.customer.com
", It then uses the local name server to resolve the IP address for this FQDN
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Configuring APIC-EM / Network PnP server .

3. Cloud redirection service requires a connection to the internet, and valid DNS server that can resolve
‘devicehelper.cisco.com’. The cloud redirection service redirect Cisco Mobility Express Access Point to
APIC-EM.

Configuring APIC-EM / Network PnP server

Site Pre-Provisioning Workflow

Cisco Network Plug and Play allows you to pre-provision and plan for new sites. When you create a new site,
Cisco Network Plug and Play enables you to pre-provision Cisco Mobility Express access point(s) controller,
configuration file, product ID, and product serial # for selected Access Points. This simplifies and accelerates
the time that it takes to get a site fully functional.

For detailed info pm PnP Config about other functionality, see http://www.cisco.com/c/en/us/support/
cloud-systems-management/one-enterprise-network-controller/
products-installation-and-configuration-guides-list.html

To pre-provision a site on your network, perform these steps:

1. Importing Cisco Mobility Express controller configuration file to Network PnP
2. Creating a Project
3. Adding Cisco Mobility Express capable Access Point to the Project and associating the controller config.

Importing Cisco Mobility Express configuration file to Network PnP

Step 1
Step 2
Step 3

Procedure

Login to APIC-EM controller and navigate to Network Plug and Play > Configurations
Click on Upload to upload the controller configuration
Select a controller configuration file from your local machine

i+ APIC-Enterprise Module / Network Plugand Play

al
cisc

0 Dashboard Projects Unplanned Devices Images ~ Configurations Bulk Import Settings

=

Q@ TYriters

# [ user-uploaded v Config Name Size (Bytes)

aF
>

aws_me_config.txt 25971

CL-Berlin-Flex-PnP-v1.json 948

config.txt 20714

99

n © Clear Qsearch
#
@

10 v 3 Config(s) 1
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. Creating a Project

Creating a Project

Procedure

Step 1 Navigate to Network Plug and Play > Projects.

Step 2 Enter the name for the Project and click on the Add button.
@ 'é'.';'é'o" APIC - Enterprise Module /  Network Plug and Play
0N Dashboard P TSl Unplanned Devices Images Configurations Bulk Import Settings
<
s Project “ Edit Clone Delete
5 Showing0of4 X
%
i X
vv
#
[
Step 3

Click on the Create button to create the Project.

alualn
cisco

APIC - Enterprise Module /  Network Plug and Play

Dashboard

Unplanned Devices Images Configurations BulkImport Settings

Add Project

Project Configurations
Project Name * SITEA

TFTP Server

TFTP Path

R « BEEA R

©lnstaller Notes

et

Adding Cisco Mobility Express capable Access Point to the Project and associating the controller
config

Procedure

Step 1 Navigate to Network Plug and Play > Projects.
Step 2 Click on Add button under Project Devices.
Step 3 In the Add Device window, enter the following:

* Device Name—Enter the device name; unique for each site

* Product ID—Select the Access Point device ID from the drop-down list
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* Serial Number—Enter the Serial Number of the Mobility Express Access Point

» Config—You can either upload a new configuration or select the configuration file which was added
earlier

Step 4 Click on the Add button.

@ il APIC- Enterprise Module  /  Network Plug and Play APl a1 | e

o Dashboard Unplanned Devices Images Configurations Bulk Import Settings

= Add Device x

= L | E

% Device Configurations

¥ add || Edit || Reset CRefresh |

dh— | Device Name * AP1852 :
o | Yrilters
ﬂ Product ID * AIR-AP18521-B-K9
age Last Contact Status
" N Serial Number KWC202201IN |
#
© Credentials Configurations
D
et
[ ocer |[ asercn |

® APIC-Enterprise Module /  NetworkPlugand Play EE admin &
[} Dashboard Unplanned Devices Images Configurations Bulk Import Settings

~

{3

s Project  SITEA “ Edit Clone Delete

=

A SITEA Devices

I:i Add Edit Reset. Delete & Refresh
o¥ | Trilters
a Name Device Certificate Serial / MAC Product ID Config Bootstrap Image Last Contact Status
# AP1852 KWC202201IN AIR-AP18521-B-K9 config.txt Pendin

10 v 1 Device(s) 1
O Clear Qsearch

APIC-EM Network Plug and Play Deployment Options with
Cisco Mobility Express

There are two deployment options supported for deploying Cisco Mobility Express with Network Plug and
Play.

APIC-EM controller in Private Cloud
Cloud Plug and Play Connect redirect to APIC-EM controller
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. APIC-EM controller in Private Cloud

APIC-EM controller in Private Cloud

In this deployment option, there will be an On-Prem APIC-EM controller which can be discovered by Cisco
Mobility Express Access Points using option 43 or DNS discovery.

Figure 1: APIC-EM controller in Private Cloud flow

Master AP
running PnP
Agent -— -
! 1
DHCP
server

LAN/Internet i !
DHCP response with o

certificate 1

DHCPRequest Y e e e o = 4

PnP Server uses |

self signed SSL |
APIC-EM IP address
in DHCP option 43

PnP Agent initiates HTTP communication
with the server and sends the device UDI

o HTTP PnP work request with device serial number (UDI)

PnP Agent installs local trustpoint. ° PnP Server receives UDI

and sends server SSL
for the server SSL certificate certificate over HTTP

HTTPS PnP work request with device serial number (UDI)

PnP Agent initiates HTTPS communication
with the server and sends the device UDI

PnP Server receives UDI
e and sends ME controller
configuration over HTTPS

Option 43 points to APIC-EM controller IP address. To configure DHCP scope with Option 43, it is important
follow the format as shown below. In the example below, 192.168.1.123 is the IP address of APIC-EM
controller

ip dhcp pool pnp device pool

network 192.168.1.0 255.255.255.0

default-router 192.168.1.1
option 43 ascii "5AIN;B2;K4;I1192.168.1.123;J80"

To discover APIC-EM controller using the DNS discovery options, configure the DNS server and domain
name on the DHCP scope.

ip dhcp pool pnp device pool

network 192.168.1.0 255.255.255.0

default-router 192.168.1.1

domain-name cisco.com
dns-server 172.20.229.8

Cloud Plug and Play Connect redirect to APIC-EM controller

Cloud re-direction service uses Cisco public hosted cloud to re-direct Cisco Mobility Express capable access
points to APIC-EM controller. The minimal requirement is that the Mobility Express Access Points network
have DHCP and DNS, and connectivity reachable to Cisco public cloud. There is no need to configure Option
43 on DHCP scope with this deployment option. A simple test would be to obtain DHCP address and ping
'devicehelper.cisco.com' from where the Mobility Express AP will be deployed.
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Figure 2: Cloud Plug and Play Device Redirect to APIC-EM controller flow

Cisco Cloud
Redirect Server ;
|
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N PnP Server
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FHEEH

DHCP server i Device creates pre-defined cloud redirect server
responds with device H name (devicehelper.cisco.com) and resolves for IP
IP, domain name and | . . address H
DNS server H Device establishes _eHTTP request with device serial number (UDI)__}
i communication with !
Cloud Redirect Server

i Cloud redirect server
0—1 receives UDI and sends
! APIC-EM IP address
PnP Agent initiates HTTP communication with HTTP PnP work request with device serial number (UDI)
the APIC-EM server and sends the device UDI

PnP Agent installs local trustooint PnP Server receives UDI and
for the server SSL certificate sends server SSL certificate over
HTTP

PnP Agent initiates HTTPS communication HTTPS PnP work request with device serial number (UDI)
with the server and sends the device UDI

Cloud Plug and Play Device Redirect Provisioning Workflow

This section describes the steps to redirect Cisco Mobility Express Access Points to APIC-EM controller
using Cloud Plug and Play Connect service.

To configure cloud Plug and Play connect redirect service, perform the following steps:

1. Obtain a Smart Account

2. Create APIC-EM Controller Profile

3. Adding Mobility Express capable Access Point to the Devices list
4

Associate Mobility Express capable Access Point to APIC-EM Controller profile

For detailed info on PnP Config about other functionality, see https://www.cisco.com/c/en/us/support/
cloud-systems-management/one-enterprise-network-controller/
products-installation-and-configuration-guides-list.html

Obtain a Smart Account

Procedure

Step 1 Go to http://software.cisco.com
Step 2 Request a Smart Account or Log In (existing Smart Account holders)
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[l create APIC-EM Controller Profile

Log in to access all features.

Cisco Software Central

Register for a Cisco Account.

—
Download & Upgrade Network Plug and Play @ License

Software Download Plug and Play Connect Traditional Licensing

Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,

including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfilment of software, licenses, and Training, documentation and videos Smart Software Licensing

documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise License Agreements

Order major upgrades to software such as unified Generate and manage licenses from Enterprise License

communications. Agreements.

Upgradable Products
Browse a list of all available software updates.

w

° o
Order Administration
Buy Directly from Cisco Request a Smart Account
Configure, price, and order Cisco products, software, and services. Available to partners and to Get a Smart Account for your organization or initiate it for someone else
with a direct i

Request Access to an Existing Smart Account

End User License and SaaS Terms Submit a request for access to a Smart Account.

Cisco software is not sold, but is licensed to the registered end user. The terms and conditions provided

govern your use of that software. Read them here Manage Smart Account
Modify the properties of your Smart Account and associate individual Cisco Smart Accounts with your
Smart Account.

Create APIC-EM Controller Profile

Procedure

Step 1 Go to http://software.cisco.com and login
Step 2 Navigate to Provisioning > Plug and Play Connect

Worldwida [change] g 4 nt | Log Out My Cisco.

il

Products & Services Support How to Bu! Training & Events Partners m
cisco B ’ 2 2

Cisco Software Central English [Change] & Hello, Rajat Tayal E& PnP Test Account - KB

n Order ~ Download & Upgrades ~ License - Administration «
Network Plug and Pla
l Plug and Play Connect

— AT 4

Download & Upgrade Network Plug and Play €@ License
Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software Device management through Plug and Play Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses
eDelivery Learn about Network Plug and Play
Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing
documentation Track and manage Smart Software Licenses.

Step 3 Click on Controller Profiles. Select a Virtual Account. If you do have one, create a Virtual Account first.
Step 4 Click on the Add Profile to create a new controller profile.
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Create APIC-EM Controller Profile [

Woridwide [change]

Logged In | Account | Log Out My Cisco

Products & Services Support How to Buy Training & Events Partners

Cisco Software Central > Device Redirect

; Hello, Rajat Tayal EE3 PnP Test Account
Device Redirect

Feedback Support Help

Devices Controller Profiles|

Virtual Account: TME ~

Add Profile. ..

Profile Name Controller Type Default Description Used By
—| TME-APIG-EM PNP SERVER

APIC-EM SERVER IN TME LAB 10

Showing 1 Record

Step 5 Select Controller Type as PNP Server from the drop-down list and click on Next.

Worldwide [change]

Add Controller Profile

STEF 1

Profile Type

Choose the type of Profile to be created:

* Controller Type: I PNP SERVER by I

Step 6 Enter the following and click Next.
a. Profile Name
b. Description

c. Select IPv4 or IPv6, HTTP or HTTPS and enter the IP address if the PNP Server

Note If you select HTTPS, then you would have import a SSL certificate. Also, optionally one can enter

information of the secondary controller.
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[l create APIC-EM Controller Profile

Add Controller Profile X

STEP 1 o 2

Profile Type Profile Settings Review Confirmatio

Profile Settings:
= Profile Name: APIC-EM
Description: APCI-EM for Site A @ |

* Primary Controller:

| 1Pva | [Hrtea ¢] | 1r22020.07

IPvE HTTPH e.g. 2001:0db8:0a0b:12{0:0000:0000:0000:0007 | 80

¥ Secondary Controller:

Cancel Back

Step 7 Review the entries and click on Submit button to add the Controller Profile and finally click Done.

Add Controller Profile X

STEF 1 >

Profile Type Profile Setfings Review Confirmatio

Review the following options to make sure they are correct before you Submit the changes.

Profile Type:

Controller Type: PNP SERVER

Profile Settings:

Profile Name: APIC-EM
Description: APCI-EM for Site A
Primary IPv4 Address: 172.20.229.17
Primary Protocol: http

Primary Port: 80

Cancel Back

Add Controller Profile X

STEP 1 o ST

2 B 3 stee 4]

Profile Type Profile Setfings Review Confirmation

The controller profile "APIC-EM" was successiully created.

m

] TME-APIC-EM PNP SERVER APIC-EM SERVER IN TME LAB 10

. Cisco Mobility Express Deployment Guide Release 8.6



| Configuring Cisco Mobility Express controller

Adding Cisco Mobility Express capable Access Point to the Devices list .

Adding Cisco Mobhility Express capable Access Point to the Devices list

Procedure
Step 1 Navigate to Provisioning > Plug and Play Connect. Click on Devices.
Step 2 Click on Devices. Select a Virtual Account. If you do have one, create a Virtual Account first.

Step 3 Click on Add Devices button to add a new device (Mobility Express Access Point).

Worldwide [change]  Logged In | Account | Log Out My Cisco

Products & Services How to Bu; Training & Events Partners m
cisco Z 2

Cisco Software Central > Device Redirect ; Hello, Rajat Tayal PnP Test Account
Device Redirect Feedback Support Help
Controller Profiles
Virtual Account: TME ~
Add Devices... Edit Delete Show Log
Serial Number Base PID Product Group Status Description Controller Last Modified
All s Al : All 4| | B9 Select Date v
~ FCW2024NNTP AIR-AP3702I-B-K9 Access Point Pending CL-Berlin-Flex-PnP2 TME-APIC-EM 2017-Feb-12, 22:09
| FCW2025N4KF AIR-AP37021-B-K9 Access Point Pending CL-Berlin-Flex-PnP1 TME-APIC-EM 2017-Feb-12, 22:08
~ FOC20364X9E AIR-AP1815|-B-K9 Access Point Pending 18151 TME-APIC-EM 2017-Feb-12, 21:40
~ FCW2034NWXY AIR-AP3802I-B-K9 Access Point Redirect Successful AT&T 38021 PNP Demo TME-APIC-EM 2017-Feb-09, 22:14
F0C20364X9U AIR-AP1815I-B-K9 Access Point Pending CDW 1815| PNP DEMO TME-APIC-EM 2017-Feb-08, 19:23
KWC192905DC AIR-AP1852I-B-K9 Access Point Pending CDW 18152| PNPDE..&@  TME-APIC-EM 2017-Feb-08, 19:23
FJC2024F2TZ AIR-AP2802I-B-K9 Access Point Pending Cristian-ap TME-APIC-EM 2017-Jan-27, 00:54
FJC2029F5KY AIR-AP3802E-B-K9 Access Point Redirect Successful TME-APIC-EM 2017-Jan-17, 04:57
Showing All 8 Records
Step 4 Import a csv file with the Device info or select Enter Device info manually. Click Next.
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. Adding Cisco Mobility Express capable Access Point to the Devices list

Step 5

Step 6

I Worldwide [change] | Account | Log Out My Cisco
stfra]n

Products & Services Support How to Bu! Training & Events Partners m
cIsco L i 2
Cisco Software Central > Plug and Play Connect English [ Change ] }, Hello, Rajat Tayal E3 PnP Test Account - KB
Plug and Play Connect Feedback Support Help

Devices Controller Profiles Configurations. Configuration Templates

Virtual Account: TME ~

Add Device(s)

STEP ‘I

Identify Source

g N
A

Identify Source & Download Sample CSV

Select one of the following two options to add devices:

") Import using a CSV file

© Enter Device info manually

"1 Also add Configuration to the Device D

Cancel Next

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Palicy | Trademarks

v

Click on Identify Device button. The Identify Device window will pop up. Enter Serial Number, select Base
PID, and Controller Profile(created earlier). Click on the Save button followed by Next button.

afraln
Cisco

Identify Device

Cisco Software Central > Plug and Play Connec # SeriLNumber R Hello, Rajat Tayal eHa PnP Test Account - KB
= Base PID AIR-AP1852E-B-KaC

Plug and Play Connect Feedback Suppert Help

4 Controller Profile APIC-EM b

Devices  Controller Profiles | Configurations|  paseription Enter short optional description for this device.

‘ @ ‘

Virtual Account: TME ~

Add Device(s) Cancel
STEP 1 e STEP. 2 STEP 3 STEP 4

Identify Source Identify Device(s) Review & Submit Results

Identify Devices

Enter device details by clicking Identify Device bution and click Next to proceed to ihe next siep. © an @ vaid | @ Erors | ) Existing
<+ Identify Device...
Row Serial Number Base PID Controller Description Actions

No Devices to display.

No Records to Display

| cancel | Back | Next

Review the entries and click on Submit button to add the Device. Finally, click Done.
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Step 7

Products & Services
cisco

Support

Adding Cisco Mobility Express capable Access Point to

Worldwide [change]

How to Buy Training & Events Partners

the Devices list .

#t | Log Out My Cisco.

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Configurations

Virtual Account: TME ~

Add Device(s)

see | v o

Identify Source

2 v

Identify Device(s)

English [ Change ] }, Hello, Rajat Tayal &3 PnP Test Account - KB

Configuration Templates

3v

Review & Submit

Resuilts

Attempted to add 1 device(s)

Successfully added 1 device(s) !

It may take a few minutes for the new devices to show up in the Devices table. Please wait a minute or two and refresh the page as needed

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Palicy | Trademarks

Feedback Support Help

Verify that the Device has been added and the status is Pending (Redirection).

Products & Services

cisco

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Configurations

Virtual Account: TvE -

<4 Add Devices. .. # Ed i Delete
Serial Number Base PID Product Group
Any -
FOC125DR3 AIR-AP1852E-B-K3C Access Point

Worldwids [changa]

How to Buy Training & Events Partners

English [ Change | :, Hello, Rajat Tayal

Configuration Templates

Controller Configuration Last Modified Status
Any - [ SelectRange w | | Any
APIC-EM - 2017-May-03, 23:00

Contacts | Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

t | LogOut My Cisco

PnP Test Account - KB

Feedback Support Help

Actions.

- Clear Filters

how Log. v

Showing 1 Record
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Connecting Cisco Mobility Access Points

To bring up a new Mobility Express site, make sure that Plug and Play service has been configured with
Mobility Express Access Points with related controller configuration. If APIC-EM controller in Private Cloud
deployment option is used, Option 43 or DNS discovery on DHCP scope must be configured. If Cloud Plug
and Play Connect redirect to APIC-EM controller deployment option is used, make sure all the related
configuration on Cloud Plug and Play Connect has also been done for successful redirect to APIC-EM
controller.

Now, it is time to connect the Mobility Express Access Points at the site. One may connect one or more Access
Points at a site. It is important to note that if multiple Mobility Express Access Points are connected at a site,
Master Election will happen first and only after Master Access Point has been elected, it will initiate
communication with the Network Plug and Play service and download the controller configuration file
regardless of the deployment option. The other Access Points will not initiate communicate with the Network
Plug and Play service. After the controller configuration file has been downloaded on the Access Point, it will
reboot and after it comes up, it will run the controller. The rest of the Access Points at the site will join this
Master Access Point as Subordinate Access Points.
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CHAPTER 4

Using internal DHCP server on Cisco Mobility
Express

Starting Release 8.3.102.0, one can enable internal DHCP Server and create scopes for Access Points and
WLANS. A total of 17 DHCP scopes are supported on Cisco Mobility Express. Using the internal DHCP
server also enables Cisco Mobility Express to be used for performing Site Survey without the need of an

external DHCP server.

Note

Creating a

Step 1

Step 2

Using a mix of Internal DHCP server and External DHCP server at the same time in a Mobility Express
Deployment is not supported at this time.

* Creating a DHCP Scope, on page 31

DHCP Scope

Internal DHCP server can be enabled and DHCP scope created during Day 0 from Setup Wizard as well as
in Day 1 using the controller WebUI. Typically, one would create DHCP scopes in Day 1 if they want to
associate the scopes with WLANS.

To create a scope and associate it to a WLAN using the controller WebUI, follow the procedure below:

Procedure

Navigate to Wireless Settings > DHCP Server > Add new Pool . The Add DHCP Pool window will pop
up.
On the Add DHCP Pool window. Enter the following fields:

* Enter the Pool Name for the WLAN

* Enable the Pool Status

* Enter the VLAN ID for the WLAN

* Enter the Lease Period for the DHCP clients. Default is 1 Day

* Enter the Network/Mask
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. Creating a DHCP Scope

Step 3
Step 4

Step 5

Step 6

* Enter the Start IP for the DHCP pool

* Enter the End IP for the DHCP pool

Note If the scope is for client devices connecting to the Centralized NAT, one must select Mobility
Express Controller for Default Gateway

* Enter the Default Gateway for the DHCP pool

* Enter the Gateway IP for the DHCP pool

* Enter the Domain Name (Optional) for the DHCP pool

» For Name Servers, select User Defined if one needs to enter IP addresses of Name Servers or select
OpenDNS in which case OpenDNS Name Server IP addresses are automatically populated

Click Apply.

After creating the scope, it is time to assign the VLAN mapped to the DHCP scope to the WLAN. To assign
a VLAN to WLAN, navigate to Wireless Settings > WLANS .

If the WLAN does not exist, create a WLAN or if one does exist, edit the existing WLAN and click on the

VLAN and Firewall tab.

On the VLAN and Firewall tab, configure the following:

* Select Network(Default) for Client IP Management or Mobility Express Controller if this scope is

for Centralized NAT'ed WLAN
* Select Yes to Use VLAN Tagging
* Enter the Native VLAN ID

* Select the DHCP Scope which was created previously for the WLAN. VLAN ID should be automatically
populated after the DHCP scope is selected

Add new WLAN

General WLAN Security I VLAM & Firewall | Traffic Shaping Advanced

Use VLAN Tagging | Yes

Native VLAN ID | 122

DHCP Scope | WiFi-Guest

v |\VLANID *} 20 v

Enable Firewall No

VLAMN and Firewall configuration apply to all
WLANS

. Cisco Mobility Express Deployment Guide Release 8.6



| Using internal DHCP server on Cisco Mobility Express
Creating a DHCP Scope .

Step 7 Click Apply.
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CHAPTER 5

TLS Support on Mobility Express

Cisco Mobility Express is a virtual wireless controller function embedded on 802.11ac Wave 2 Access points.
With the flexibility of running a wireless LAN controller function on an access point, customers can deploy
an Enterprise wireless solution on a single site or multiple sites with up to 100 Access Points at each site. In
a multi-site deployment, customers can manage each of the sites using Cisco Prime Infrastructure which would
typically be deployed in a central site. However, if the individual sites are connected to the internet via an ISP
and are not connected via a dedicated WAN, managing these multi-site deployments can pose a challenge.

To overcome this challenge, starting AireOS Release 8.6, Cisco Mobility Express, customers can now manage
the multi-site deployment using Cisco Prime Infrastructure over a TLS Tunnel. In addition to managing these
sites, they can also aggregate their DOT1x authentication request to a RADIUS(ISE) which can be deployed
along site CPI at the central site.

Please note that only SNMP, RADIUS and SSH traffic flows on the TLS tunnel to the central site and data
traffic is still switched locally at individual sites.

TLS Tunnel has two components

1. TLS Client-Starting AireOS Release 8.6, TLS Client has been embedded in the Cisco Mobility Express
code and will run on the Master AP

2. TLS Gateway —This is a Virtual Machine which is deployed at the central site to establish the TLS Tunnel.
TLS Gateway has two network interfaces

a. Public Network—This is the public IP which is reachable from every Master AP. The TLS client
establishes a TLS tunnel between Master AP and TLS Gateway using this address.

b. Private Network—This the IP address of the private network behind the TLS Gateway where the Cisco
Prime Infrastructure, RADIUS and other network devices are deployed.
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Prime Infrastructure ISE

Central Site
TLS Tunnel is formed from
Master AP from each site to
the TLS Gateway

Client Data Traffic is still
locally switched

—
-
o i sy
_———

Site A Site B Site D
Private IPs MEsErAD: Private IPs ::: Master AP Private IPs :‘: Private IPs  ({ind
B 1-G@ g g
B 7 B @ 7z ) @R 7 Y z
o W) o B & .2e & Bs

* TLS Gateway, on page 36
» TLS Client, on page 46

TLS Gateway

TLS Gateway is virtual machine and is deployed at the central site.

N

Note TLS Gateway does not support Cisco Mobility Express platform.

System Requirement for TLS Gateway

1. Hypervisor: VMware—ESXi 5.5.0/ESXI 6.0

2. VM Resources
a. 4vCPU

b. 8GB RAM
c. 100 GB Storage

d. 2 NICs (One for Public network and one Private network)

3. IP routing requirements

a. Routing enabled from TLS-GW Private network towards Prime-infra(SNMP), ISE(Radius), DHCP
servers, SSH, Monitoring system and vice-versa

4. TLS-GW public IP should be Reachable from Management IP of ME-AP
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Deploying TLS Gateway .

Deploying TLS Gateway

Please follow the steps below to deploy a TLS Gateway at the central site.

Procedure

Step 1 Secure the TLS Gateway OVA File
Step 2 Navigate to File > Deploy OVF Template on the vSphere Client UL

[z} 172.20.229.6 - vSphere Client [=To =T
File| Edit View Inventory Administration Plug-ins Help
New * fentory b @ Inventory |
Deploy OVF Template...
Export »
Report »
Print Maps »
Exit close tab [X]
What is a Host?
A host is a computer that uses virtualization software, such Virtual Machines
as ESX or ESXi, to run virtual machines. Hosts provide the <R
CPU and memory resources that virtual machines use and >
give virtual machines access to storage and network
connectivity.
You can add a virtual machine to a host by creating a new Host
one or by deploying a virtual appliance.
The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux
Sphere Client
Basic Tasks
[ Manage this host from vCenter Server
&' Create a new virtual machine
Recent Tasks Name, Target or Status contains: ~ Clear X

Step 3 Browse to the TLS Gateway OVA file on your local machine. Click Next.
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2]

File Edit View Inventory Administration Plug-ins Help

172.20.229.6 - vSphere Client

g8 ‘@ Home b g Inventory b [l Inventory
5 @

{3 DNA-Sensor2

Getting Starte

What is a Host?

Ahost is a compu
as ESX or ESXi, 1
CPU and memory
give virtual machi
connectivity.

You can add a virt
one or by deployil

The easiest way
virtual appliance

machine with an of
installed. A new vi
system installed o

Basic Tasks
3¢ Manage this|

G create a ne

() Deploy OVF Template

Source
Select the source location.

Source
OVF Template Details
Name and Location
Disk Format
Ready to Complete
Deploy from a file or URL

Enter a URL to download and install the OVF package from the Internet, or specify a location

[c:\usersiadministrator\Downloads\ymsp-ts-gw-0.1.7.618.0va =] [ eromse...

accessible from your computer, such as a local hard drive, a network share, or a CD/DVD drive.

<Back Next >

Cancel

Y,

Recent Tasks

Name, Target or Status contains: + Clear

x

Step 4 Check the OVF Template details and click Next.

2]

File Edit View Inventory Administration Plug-ins Help

172.20.229.6 - vSphere Client

B B [@ rome b g mventory > F mventory| &
& &

(0 DNA-Sensor2
Getting Start

What is a Host?

A host is a compul
as ESX or ESXi, 1
CPU and memory
give virtual machi
connectivity.

You can add a vir]
one or by deployi

The easiest way t
virtual appliance

machine with an of
installed. A new vi
system installed or

Basic Tasks
[ Manage this|

& create a ne

Deploy OVF Template
OVF Template Details
Verify OVF template details.
Source
'OVF Template Details
Name and Location FrirEs tisgw_ova

Disk Format
Network Mapping
Ready to Complete e

Dowrload size:  1.8GB

Size on disk: 7.6 GB (thin provisioned)
16.0 GB (thick provisioned)

Description:

<Back | Next > I

Cancel

.

Recent Tasks

Name, Target or Status contains: ~ — ¢

Step 5 Specify the name for the TLS Gateway Virtual Machine.
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Step 6

Step 7

Deploying TLS Gateway .

@ 172.20.229.6 - vSphere Client
File Edit View Inventory Administration Plug-ins Help
B B @ vome bgg Mventory bEI Inventory @ Deploy OVF Template l_l_-
& @ Name and Location
Specify aname and location for the deployed template:
localhost Jocaldomain
Getting Starte
Source e 3
- OVF Template Detais

Whatis aHost? fll pame and tocation sl

s e The name can contain up to 80 characters and it must be unique within the inventory folder.

Avost sacompull LI

CPU 2nd memory Ready to Complete

give virtual machi

connectivity.

You can add a virtf

one or by deployi

The easiest way

virtual appliance.

machine with an of

installed. A new vi

system installed o

Basic Tasks

B¢ manage this|

& Create ane:

< Back | Next > I Cancel
Y,
Recent Tasks Name, Target or Status contains: ~ x

For Disk Format, stay with the default and click Next.

In which format do you want to store the virtual disks?

= @17 localhost.Jocakdomai

Getting Started \QEI|

@ 172.20.229.6 - vSphere Client - a

File Edit View Inventory Administration Plug-ins Help

& B |@ tome bgg mventory b Bl nventory & Deploy OVF Template ‘
& & Disk Format

Source Datastore: |datastore1 (8)
OVF Template Details

Name and Location
S e Avalable space (GB): 2229.0
Disk Format 20ace G

Network Mapping
Ready to Complete

What is a Host?

A host is a compu
as ESX or ESXi, 1«
CPU and memory

give virtual machir % Thick Provision Lazy Zeroed
connectivity. € Thick Provision Eager Zeroed
You can add a virl € Thin Provision

one or by deployi

The easiest way ¢
virtual appliance.

machine with an o|
installed. A new vi
system installed of

Basic Tasks
¢ Manage this|

&t Create ane

<Back | Next > I Cancel |

Y

Recent Tasks

Name, Target or Status contains: Clear

x

For Network Mapping, select the Destination Network for the Public Network interface. Click on Next.
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File Edit View Inventory Administration Plug-ins Help

@ 172.20.229.6 - vSphere Client

Step 8

8 B [ rme b gg ety
& @
B @ 17220229

b [ Inventory

2}

Network Mapping

Deploy OVF Template

({3 DNA-Sensor2

What networks shouid the deployed template use?

Source
OV Template Details

Network Mapping
» Ready to Complete

Map the networks used in this OVF template to networks in your inventory

‘Add Networking.

Properties.

Source Netwarks
VLAN10S
192,168.1.0

Destination Networks
DMZ-VLAN1D
VM Network 172

< Back | Next > I

=

A

Recent Tasks

Name, Target or Status contains: Clear X

Verify the Deployment Settings.

Enable the 'Power On after deployment' check box and click Finish.

Licensed Features
Time Configuration
DNS and Routing
Authentication Services|
Virtual Machine Startup)
Virtual Machine Swapfil
Seaurity Profile

Host Cache Configurati
System Resource Rese
Agent VM Settings
Advanced Settings

@ 172.20.229.6 - vSphere Client -|a@] x
File Edit View Inventory Administration Plug-ins Help
B B A rome b gg mventory b Efl Inventory ‘
+ ot
& @ @ Deploy OVF Template ==
B [ [17220.229.6 localhost Jocaldomain vr1 I WP,
D DNA-sensor2 D, Are these the options you want to use?
Hardware
Health Status Source Refresh Add Networking. Properties...
rocesiis OVF Template Details When you dick Finish, the deployment task will be started.
Memory Name and Location Dt :
pie Disk Format e e T -
S Network Mapping i 1508
» Networking Ready to Complete oimond se= .
. Size ondisk: 15068
orage Adapters
Network Adapters Mhare: s
St it Host/Cluster: localhost.
S a . Datastore: datastore1(5)
Gl il Disk provisioring: Thick Provision Lazy Zeroed
Sy Network Mappi "VLAN105"to "VM Netwiork 172"
Network Mapping: "192.168.1.0" to "DMZVLAN10"

¥ Power on after deployment.

<Back | Finish I

Cancel

)

Recent Tasks

Name, Target or Status contains: + Clear X

Configuring TLS Gateway

Configuring the TLS Gateway comprises of 3 things:

1. Configure the IP address for Public and Private network interfaces

2. Configure the TLS Gateway configuration file and start the service
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3. Configuring the PSK ID-KEY Pair

After the OVA for TLS Gateway is deployed and powered up, follow the steps below to configure the TLS
Gateway.

Configuring IP Address for Public and Private network interfaces

Procedure

Step 1 Open a console session to the TLS Gateway VM and login using the following credentials:

username: tlsgw

password: tlsgw

@ 172.20.229.6 - vSphere Client —[a] x
File Edit View Invent| () TLSGW on localhostlocaldomain =) I:'-
a @) tome|| File View VM
m[p ¢ " Wb &0 & B @ i
El] S;Z;sifls Ubuntu 16.04.3 LTS msp-tls-gu ttyl
-Sensor2
) [Tisew ~LIPtls—gu login:
Passuord:
Login incorrect
nsp-tls—gu login: tlsgu
Passuord:
Last login: Tue Oct 3 06:26:56 IST 2017 on ttyl
Uelcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-92-gemeric x86_64)
* Documentation: https://help.ubuntu.con
* Management : https://landscape.canonical.con
* Support: https://ubuntu.com/advantage
15 packages can be updated.
7 updates are security updates.
tlsguensp-tls—gu:™$ _
Recent Tasks Name, Target or Status contains: = Clear

Step 2 Type ifconfig to verify the IP address of the Public and Private interfaces as shown below.
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@ 172.20.229.6 - vSphere Client =@ x
File Edit View Inventory A & TLSGW on localhost.localdomain == -
€] @y tome b gl File View VM
miy @@|® m|p &8 G R SR
B @ 172202298 Ubuntu 16.04.3 LTS msp-tls—gu ttyl
(3 DNA-Sensor2 b\
& TLSGW nsp-tls-gu login: tlsgu
Passuord:
Last login: Wed Nov 15 06:55:52 IST 2017 on ttyl
Uelcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-92-generic x86_64)
* Documentation: https://help.ubuntu.com
* Management : https://landscape .canonical .com
* Support: https://ubuntu.com/advantage
15 packages can be updated.
7 updates are security updates.
t1sgu@nsp—t1s— sudo bash
Isudo] passuor tlsgu:
root@nsp-tls-gu:~# ifconfig
ens160 Link encap:Ethernet HUWaddr 00:0c:29:01:c1:3b
inet addr:10.10.10.11 Bcast:10.10.10.255 Mask:255.255.255.0
inet6 addr: feB0::20c:29ff :fe01:c13b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metri
RX packets:5 errors:0 dropped:0 overruns:@ frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:864 (864.0 B) TX bytes:1332 (1.3 KB)
Link encap:Local Loopback
inet addr: 0.0.1 Mask:255.0.0.0
inet6 addr: 1,128 Scope :Host
UP LOOPBACK INNING MTU:65536 Metric:l
RX packets:176 errors:0 dropped:0 overruns:0 frame:0
TX packets:176 errors:0 dropped:0 overruns:@ carrier:0
collisions:0 txqueuelen:1
RX bytes:13392 (13.3 KB) TX bytes:13392 (13.3 KB)
root@nsp-tls—gu: "~
Recent Tasks Name, Target or Status contains: « [ =
Note ensl160 corresponds to the Public network interface and in the above example it has got the IP of

10.10.10.11 from the DHCP server. One can also statically assign the IP address which will be
shown the steps ahead. Also, there is no interface for the Private network in the ifconfig output
above. We can also manually configure this and is shown in the steps ahead.

Step 3 At the tisgw@msp-tls-gw: prompt type sudo bash and enter tlsgw as the [sudo] password for tlsgw.

Step 4 To configure IP address for Public and Private network interface go to /etc/network directory by typing cd
[etc/interfaces at the shell.

Step 5 Open the interfaces file using vi editor by typing vi interfaces at the shell.
@ 172.20.229.6 - vSphere Client =g x
File Edit View Inventory A (@) TLSGW on localhost.localdomain = I:'-
) €y Home b gl File View VM
B nly) @@|l® 0> 88 GDRERDP Y
50 Temas # This file describes the network interfaces avallable on your systen
@ DNAsensorz W and how to activate them. For more information, see interfaces(5).
& [TLsew .
source setcsnetuorksinterfaces.d =
# The loopback netuork interface
auto lo
iface lo inet loopback
# The primary network interface
auto ens160
iface ens160 inet dhcp
“interfaces” [readonlyl 12L, 308C
Recent Tasks. Name, Target or Status contains: ~ x
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Note : ens160 is Public network interface and is configured for DHCP by default. If you want to statically
configure the IP address of Public network interface, replace the ens160 setting with the following
as shown below in the example.

auto ensl60

iface ensl60 inet static
address 10.10.10.11
netmask 255.255.255.0
network 10.10.10.0

Step 6 To configure the Private network interface IP address, add the following in the interfaces file as shown
below and save the file.

auto ensl92

iface ensl92 inet static
address 172.20.229.60
netmask 255.255.255.192
network 172.20.229.0

@ 172.20.229.6 - vSphere Client - g x
File Edit View Inventory A () TLSGW on localhost.localdomain llli-
@) Home b gl File View VM

nmlpy) @@e n|> &8 G RS

B @ 172202296 S
(@ DNA-Sensor2
& [TLSGW

# This file describes the network interfaces available on your system
# and houw to activate them. For more information, see interfaces(5).

source setc/netuorksinterfaces.d =
# The loopback netuork interface

auto lo
iface lo inet loopback

# The primary netuork interface
auto ens160
iface ens160 inet dhcp

# The Private network interface
auto ens192

iface ens19Z inet static
address 172.20.229.45

netmask 255.255.255.192
network 172.20.229.0

Recent Tasks Name, Target or Status contains: + lear X

Step 7 To restart the network service, go to /etc/init.d and type ./networking restart . Now, do a ifconfig and you
should see both the Public interface IP address and Private interface IP address. Ping both Public and Private
IP address to verify connectivity.
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. Configure the TLS Gateway configuration file and start the service

[Z] 172.20.229.6 - vSphere Client —Ja] x
R L -ricry I TLSGW on localhostlocaldomain HEIES
G €) Home b gl File View VM
sy @@ll® u > &8 G R §
B O 172202296 checkroot.sh 1lprocs mountnfs-bootclean.sh reboot R unattended-upgrades
& DNSensor2 console-setup knod nountnf: resolvconf urandon

& s cron 1unz netuorking rsync uuidd
cryptdisks Iunz-lunetad  ondemand rsyslog

cryptdisks-early 1v open-iscsi screen—cleanup
dbus : open-un-tools sendsigs
rootemsp-t1s-gu:/etc/init.d# ./metuorking restart
[ ok 1 Restarting networking (via systemctl): networking.service.
rootemsp-t1s-gu:/etc/init.d# ifconfig
ens160  Link encap:Ethernet Huaddr 00:0c:29:01:c1:3b

inet addr:10.10.10.11 Bcast: 110,255 Mask:255.255.255.0

inet6 addr: feB0::20c:29Ff :fed1:c13b/64 Scope:

UP BROADCAST RUNNING MULTICAST MTU:1500 Metr

RX packets:? errors:0 dropped:0 overruns:0 fra

TX packets:19 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:1004 (1.0 KB) TX bytes:1998 (1.9 KB)

ens192  Link encap:Ethernet Huaddr 00:0c:29:01:c1:45
inet addr:172.20.229.45 Bcast:172.20.229.63 Mask:255.255.255.192
ineth addr: £680::20c:29ff :fc01:c145/64 Scope:
UP BROADCAST RUNNING MULTICAST MTU:1500 Metr
RX packets:9 errors:0 dropped:0 overruns:0 fra
TX packets:8 errors:0 dropped:0 overruns:0 car
collisions:0 txqueuelen:1000
RX bytes:749 (749.0 B) TX bytes:648 (648.0 B)

Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:i

RX packets:176 crrors:0 dropped:0 overruns:0 framc:0
TX packets:176 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1

RX bytes:13392 (13.3 KB) TX bytes:13392 (13.3 KB)

rootensp-tls-gu: etc/init.di _

Recent Tasks Name, Target or Status contains: ~ = 7

Configure the TLS Gateway configuration file and start the service

Step 1

Step 2
Step 3
Step 4

Procedure

: Go to /opt/cisco/msp-tls-gw/bin/ and edit the tlsgw_config.txt with the following:

server listening ipv4 address=10.10.10.11 // Public IP of TLS Gateway
server listening port=443 // Port

server private ipv4 address=172.20.229.45 // Private IP of TLS Gateway
prefix subnet=172.20.229.0 // Private IP network of TLS Gateway

prefix length=26

debug level=4 // Loglevel for TLS Gateway

dhcp static pool ipv4=20.1.0.0:255.255.0.0 // Local IP pool configured for TLS Client IP
allocation

dpd interval=60 // Dead Pear Detection timer value for client

rekey interval=3600 // Rekey timer value for client

retry interval=20 // Retry timer value for client

Note If you are using a DHCP server behind the TLS Gateway, do not configure dhcp_static_pool _ipv4
intlsgw_config.txt file. This is because broadcast is sent via Private IP of tls-gw and if DHCP server
exists behind the TLS Gateway, it should assign TLS Client an IP address.

Save the file.
Go to /home/tlsgw and start the TLS Gateway service with script ./startSecureServer.sh

To verify that the TLS Gateway service is running successfully, go to /opt/cisco/msp-tls-gw/bin/ and run
Jtlsgw_cli as shown below.
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@ 172.20.229.6 - vSphere Client -3 x
iz i ey g TLSGW on localhost.localdomain -[al=]

€] @y rome b gl File View VM

mly @@||® m > &8 G R SR

root@nsp—tls—gu:/opt/cisco/nsp-tls—gu/binkt cd /home/tlsgu/
root@nsp—tls—gu:“# ./startSecureServer.sh

Setting FD Limits sucessful ...

net.ipu4.ip_foruard = 1

root@nsp—tls—gu:“# cd sopt/cisco/msp-tls—gu/bin

root@nsp-tls—gu:/opt/cisco/nsp-tis—gu/bintt . tlsgu_cl

tlsgu-clitt tlsgu version

TLS-GU RESP:
TLSGH Version: 0.1.7.618
tlsgu-clitt tlsgu status

TLS-GU RESP:
TLSGU STATUS OK
tlsgu-clitt _

Recent Tasks Name, Target or Status contains: ~ Clear X

Configuring the PSK ID-KEY pair

Configure the Pre Shared Key(PSK) on the TLS Gateway. This will be used by the TLS client on the Master
AP to authenticate with the TLS Gateway.

\}

Note A maximum of 3 PSK ID-KEY pairs can be set for TLSGW. PSK-ID can be any character string of length
(3-50), PSK password(or key) can be any character string of length (5-256) , Character "' or 'space' or 'tab’
are not allowed for both psk-id and psk-key.

To configure, follow the steps below:

Procedure

Step 1 : Go to /opt/cisco/msp-tls-gw/bin/ and run ./tlsgw_cli
Step 2 Configure the PSK using the following CLI:

tlsgw-cli# set-psk=cisco
Setting PSK ID-KEY pair

Enter the PSK key for this ID:

TLS-GW RESP:

OK

Step 3 Verify that the PSK ID is configured using the following CLI:
tlsgw-cli# get all psk-id

TLS-GW RESP:
List of stored psk-ids: cisco
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B s client

Z] 172.20.229.6 - vSphere Client — @[ x
File Edit View Inventory A @) TLSGW on localhostlocaldomain [- ==
a @ Home b gl File View VM

R uly) @@l® 0> 90 &G BRSH

= @ 17220.229.6
(@ DNA-Sensor2
@ [TLsew

rooténsp-tls-gu: opt/cisco/msp-tls-gu/bink cd shomestlsgu/
rooténsp-tls-gw:“# ./startSecureServer.sh

Setting FD Limits sucessful ..

net. ipud.ip_forward = 1

rooténsp-tIs-gu:"# cd optrcisco/msp-tls-gubin
rooténsp-tIs-gu:/opt/cisco/msp-tls-gusbini . tlsgu_cli

tlsgu-cli# tlsgu version
TLS-GW RESP:
TLSGH Uersion: 0.1.7.618
tlsgu-clii tlsgu status
TLS-GW RESP:

! fi 0K
tlsgu-cliéi set-psk=cisco

Setting PSK ID-KEY pair
Enter the PSK key for this ID:

TLS-GY RESP:

0K
tlsgu-cli# get all psk-id

TLS-GW RESP:
List of stored psk-ids: cisco
qU=CTIY

Recent Tasks Name, Target or Status contains: ~

TLS Client

TLS Client is integrated in the AireOS Release 8.6 and is natively present in the code. For TLS client to
establish a TLS tunnel with TLS Gateway, Master AP should be able to communicate with the Public IP of
the TLS Gateway.

Pre-Requisites for TLS Client

1. Cisco Mobility Express AireOS release 8.6 or higher

2. TLS Gateway Public IP address should be reachable from the Master AP. If TLS Gateway FQDN is used
then, TLS_GW FQDN should be configured in the local DNS server, and same DNS server IP should be
configuring on ME controller to Resolve the FQDN of TLS Gateway

Configuring TLS Tunnel

There are two ways to configure the TLS Tunnel between TLS Client and TLS Gateway. They are as follows:
Option 1: Zero touch provisioning using Network PnP

During Day 0, one can download the controller configuration from Network PnP. The TLS Tunnel configuration
can also be included in the controller configuration file such that after the Master AP downloads the
configuration file, reboots, and comes back up, it will automatically establish a TLS Tunnel with the TLS
Gateway.

Option 2: Manually configure the TLS Tunnel from WebUI
To configure the TLS Tunnel from the ME WebUI, follow the steps below:
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Procedure

Step 1 Switch to Expert View on the Controller WebUI
Step 2 Navigate to Services > TLS from the menu on the left
Step 3 On the TLS Tunnel page, configure the following parameters:

a. Enter the TLS Gateway Public IP address or FQDN
b. Enter the port number. Default is 443

c. Enter the PSK ID

d. Enter the PSK Key

e. Enable RADIUS and SNMP

Note RADIUS would be used for ISE and SNMP would be used for Prime Infrastructure.

®R Monitoring
L Wireless Settings
TLS Tunnel
*' Management TLS Tunnel Uptime Stamp Not Available
lc Services TLS Tunnel Uptime Not Available
v Failure Reason Feature disabled
< Advanced
TLS Gateway FQDN / IP Address | 10.10.10.11 |9
Port Number I 443 ]
TLS Pre-Shared Key Identity | cisco |6
TLS Pre-shared Key | cisco |9

Show Password

RADIUS

SNMP Trap

TLS Client Inner IP Address

Step 4 Click Apply.

Step 5 Finally, enable the TLS Tunnel at the top of the page. If all pre-requisites are met, a tunnel would be created
from the Master AP to the Public interface if TLS Gateway.

TLS Tunnel

*R Monitoring

¥ Wireless Settings

ﬁ- Management

TLS Tunnel Uptime Stamp Not Available
I" Services TLS Tunnel Uptime Not Available

v Failure Reason Feature disabled
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CHAPTER 6

Configuring Cisco Mobility Express for Site
Survey

* Configuring Cisco Mobility Express for Site Survey , on page 49

Configuring Cisco Mobility Express for Site Survey

Cisco 802.11ac Wave 2 access points are capable of running Cisco Mobility Express which a virtual wireless
controller function embedded on an Access Point.

Cisco Mobility Express access point running the wireless controller function will also provide wireless
connectivity to the clients. It also supports internal DHCP server which enables Access Point to be used for
Site Survey.

Pre-requisites

1. Access Points—Cisco 802.11ac Wave 2 access points running Cisco Mobility Express software. The
following APs support Cisco Mobility Express:

Access Point Release supporting Site Survey capability
1540 Series AireOS® Release 8.5 and later

1560 Series AireOS Release 8.3.111.0 and later

18151 Series AireOS Release 8.4 and later

1815M Series AireOS® Release 8.5 and later

1815W Series AireOS Release 8.4 and later

1830 Series AireOS Release 8.3.111.0 and later

1850 Series AireOS Release 8.3.111.0 and later

2800 Series AireOS Release 8.3.111.0 and later

3800 Series AireOS Release 8.3.111.0 and later

2. Power Source—Depending on the Access Point being used for Site Survey, one can use a power adapter
or a battery pack capable of providing sufficient power to the Access Point.
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. Configuring Mobility Express for Site Survey using CLI

3. Console Cable(Optional)-Cisco Mobility Express can be configure using the CLI or Over-the-air. For
configuring Cisco Mobility Express via CLI, a console connect to the Access Point would be required.

Configuring Mobility Express for Site Survey using CLI

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Procedure

Connect to the console of the Access Point.
Power up the Access Point using a power adapter or battery pack.

Wait for the Access Point to boot up completely such that it is running the Wireless Controller and is waiting
to be configured.

Configure the Wireless Controller using the CLI Setup Wizard:

Note For Site Survey, a DHCP server is required and is supported on Cisco Mobility Express. DHCP
Server configuration highlighted below is mandatory if you want to enable DHCP server on Cisco
Mobility Express.

Would you like to terminate autoinstall? [yes]:yes

Enter Administrative User Name (24 characters max) :admin

Enter Administrative Password (3 to 24 characters max) :Ciscol23
Re-enter Administrative Password: Ciscol23

System Name: [Cisco_3a:d2:b4] (31 characters max) :me-wlc

Enter Country Code list (enter ‘help’ for a list of countries) [US]:US
Configure a NTP server now?[YES] [no]:no

Configure the system time now?[YES] [no]:yes

Enter the date in MM/DD/YY format:02/28/17

Enter the time in HH:MM:SS format:11:30:00

Enter timezone location index (enter ‘help’ for a list of timezones):5
Management Interface IP Address: 10.10.10.2

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.10.10.1

Create Management DHCP Scope?|[yes] [NO] :yes

DHCP Network: 10.10.10.0

DHCP Netmask: 255.255.255.0

Router IP: 10.10.10.1

Start DHCP IP address: 10.10.10.10

Stop DHCP IP address: 10.10.10.250

DomainName: mewlc.local

DNS Server: [OPENDNS] [user DNS]OPENDNS

Create Employee Network?[YES] [no]:yes

Employee Network Name (SSID)?:site survey

Employee VLAN Identifier?[MGMT][1-4095] :MGMT

Employee Network Security?[PSK] [enterprise] :PSK

Employee PSK Passphrase (8-38 characters)?: Ciscol23

Re-enter Employee PSK Passphrase: Ciscol23

Re-enter Employee PSK Passphrase: Ciscol23

Create Guest Network? [yes][NO]:NO

Enable RF Parameter Optimization?[YES][no]:no

Configuration correct? If yes, system will save it and reset.[yes] [NO]:yes

Wait for the Access Point to boot up completely. After the Wireless controller has started, log back in to the
controller using administrative username or password configured during the initial setup wizard.

(Optional): During the CLI setup wizard, Employee Network Security was configured to PSK. This can be
disabled for easy association of clients and also disable SSID broadcast to avoid unwanted clients from joining
the SSID. To disable PSK and SSID broadcast, enter the following commands in the Controller CLI.

Il Cisco Mobility Express Deployment Guide Release 8.6



| Configuring Cisco Mobility Express for Site Survey
Configuring Mobility Express for Site Survey using CLI .

(Cisco Controller)>config wlan disable 1

(Cisco Controller)>config wlan security wpa disable 1

(Cisco Controller)>config wlan broadcast-ssid disable wlan 1
(Cisco Controller)>config wlan enable 1

(Cisco Controller)>save config

Step 7 To configure channel, TX power, and channel bandwidth for the radios, disable the radio first, make the
changes and then re-enable it.

To change the 2.4GHz radio to channel 6, follow the steps below:

(Cisco Controller)>config 802.11b disable <ap name>
(Cisco Controller)>config 802.11b channel <ap name> <ap name> 6
(Cisco Controller)>config 802.11b enable <ap name>

To change the 2.4GHz radio Transmit Power to power level 3, follow the steps below:

(Cisco Controller)>config 802.11b disable <ap name>
(Cisco Controller)>config 802.11b txPower <ap name> <ap name> 3
(Cisco Controller)>config 802.11b enable <ap name>

To change the 5 GHz radio to channel 44, follow the steps below:

(Cisco Controller)>config 802.11la disable <ap name>
(Cisco Controller)>config 802.11la channel <ap name> <ap name> 44
(Cisco Controller)>config 802.1la enable <ap name>

To change the 5 GHz radio Transmit Power to level 5, follow the steps below:

(Cisco Controller)>config 802.1la disable <ap name>
(Cisco Controller)>config 802.1la txPower <ap name> <ap name> 5
(Cisco Controller)>config 802.1la enable <ap name>

To change the 5 GHz radio channel width to 40MHz, follow the steps below:

(Cisco Controller)>config 802.11la disable <ap name>
(Cisco Controller)>config 802.11la chan width <ap name> 40
(Cisco Controller)>config 802.11la enable <ap name>

If 2800 and 3800 series access points are being used for Site Survey, please note the following with respect
to the XOR radio.

a. Default operation state of XOR radio is 2.4GHz.

b. One can configure the XOR radio on internal (I) Access Points from 2.4GHz to 5 and vice versa. On an
external (E) Access Point, one must have an external antenna plugged into the DART connector prior to
changing any configuration on the XOR radio.

€. When the XOR (2.4 GHz) radio is configured to operate at SGHz, 100MHz frequency separation is
required from dedicated SGHz radio.

d. When the XOR radio is configured to operate in 5SGHz mode on an internal (I) Access Points, the Transmit
power (tx) power will be fixed and cannot be modified.

To configure the XOR (2.4GHz) radio to operate at 5GHz on 2800 and 3800 Series Access Points, follow
the steps below:

Cisco Controller
Cisco Controller
Cisco Controller
Cisco Controller

>config 802.1l-abgn disable ap
>config 802.1l-abgn role ap manual client-serving
>config 802.1l-abgn band ap ap 5GHz

(
(
(
( >config 802.1l-abgn enable ap

)
)
)
)

To configure the XOR radio operating at 5 GHz to channel 40, follow the steps below:
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(Cisco Controller) >config 802.11-abgn disable ap
(Cisco Controller) >config 802.1l-abgn channel ap ap 40
(Cisco Controller) >config 802.11-abgn enable ap

To configure the XOR radio operating at 5 GHz channel width to 40MHz, follow the steps below:

(Cisco Controller) >config 802.11-abgn disable ap
(Cisco Controller) >config 802.1l1-abgn chan width ap 40
(Cisco Controller) >config 802.11-abgn enable ap
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WLANSs

CHAPTER 7

Creating Wireless Networks

* WLANS, on page 53

* Creating Employee WLANS , on page 54

* Creating Guest WLANSs, on page 56

* Internal Splash Page for Web Authentication, on page 59

* Managing WLAN Users, on page 61

* Adding MAC for Local MAC Filtering on WLANS, on page 62

Cisco Mobility Express solution supports a maximum of 16 WLANs. Each WLAN has a unique WLAN ID
(1 through 16), a unique Profile Name, SSID, and can be assigned different security policies.

Access Points broadcast all active WLAN SSIDs and enforce the policies that you define for each WLAN.

A number of WLAN Security options are supported on Cisco Mobility Express solution and are outlined
below:

1. Open
2. 'WPA?2 Personal
3. WPA2 Enterprise (External RADIUS, AP)

For Guest WLAN, a number of capabilities are supported:
1. CMX Guest Connect

2. WPA2 Personal
3. Captive Portal (AP)
4

Captive Portal (External Web Server)
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. Creating Employee WLANs

Creating Employee WLANSs

Creating Employee WLAN with WPA2 Personal

Step 1

Step 2

Step 3

Step 4

Procedure

Navigate to Wireless Settings > WLANS and then click on Add new WLAN button. The Add new WLAN
Window will pop up.

In the Add new WLAN window, on the General page, configure the following:

a) Enter the Profile Name.

b) Enter the SSID.

Click on the WLAN Security and configure the following:

a) Select Security as WPA2 Personal.

b) Enter the Passphrase and Confirm PassPhrase.

Click Apply.

Creating Employee WLAN using WPA2 Enterprise with External Radius Server

Step 1

Step 2

Step 3

Step 4

Procedure

Navigate to Wireless Settings > WLANS and then click on Add new WLAN button. The Add new WLAN
Window will pop up.

In the Add new WLAN window, on the General page configure the following:

a) Enter the Profile Name.
b) Enter the SSID.

Click on the WLAN Security and configure the following:
a) Select Security Type as WPA2 Enterprise.
b) Select Authentication Server as External Radius.

Add the Radius server and configure the following:

* Enter the Radius IP
* Enter the Radius Port
* Enter the Shared Secret

« Click on tick icon
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Step 5

Creating Employee WLAN with WPA2 Enterprise and Authentication Server as AP .

Click Apply.

Creating Employee WLAN with WPA2 Enterprise and Authentication Server

as AP

Step 1

Step 2

Step 3

Step 4

Procedure

Navigate to Wireless Settings > WLANS and then click on Add new WLAN button. The Add new WLAN
Window will pop up.
In the Add new WLAN window, on the General page configure the following:

a) Enter the Profile Name.
b) Enter the SSID.

Click on the WLAN Security and configure the following:

a) Select Security as WPA2 Enterprise.
b) Select Authentication Server as AP.

Note AP is the Master AP running the controller function. In this use case, controller is the
Authentication Server and therefore Local WLAN user account must exist to onboard the clients.

Click the Apply.

Creating Employee WLAN with WPA2 Enterprise/External RADIUS and MAC

Filtering

Step 1

Step 2

Step 3

Procedure

Navigate to Wireless Settings > WLANSs and then click on Add new WLAN button. The Add new WLAN
Window will pop up.

In the Add new WLAN window, on the General tab, configure the following:

 Enter the Profile Name

* Enter the SSID

Click on the WLAN Security tab and configure the following:
* Enable MAC Filtering

« Select Security Type as WPA2 Enterprise
* Select Authentication Server as External RADIUS
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. Creating Guest WLANs

Step 4

Step 5

* Select RADIUS Compatibility from the drop-down list

* Select MAC Delimiter from the drop-down list

Add the Radius server and configure the following:

* Enter the Radius IP
* Enter the Radius Port
« Enter the Shared Secret

* Click on tick icon.

Click Apply.

Creating Guest WLANSs

Mobility Express controller can provide guest user access on WLANs which are specifically designated for
use by guest users. To set this WLAN exclusively for guest user access, enable the Guest Network under the
WLAN Security tab.

Creating Guest WLAN with Captive Portal on CMX Connect

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

Procedure

Navigate to Wireless Settings > WLANS and then click on Add new WLAN button. The Add new WLAN
Window will pop up.

In the Add new WLAN window, on the General tab, configure the following:
* Enter the Profile Name

e Enter the SSID

Enable the Guest Network under the WLAN Security tab.
Select Captive Portal as CMX Connect.
Enter Captive Portal URL.

Note Captive Portal URL must have the following format: https://yya7lc.cmxcisco.com/visitor/login
where yya7lc is your Account ID.
Click Apply.

Note Additional steps are required on CMX Cloud to create the Captive Portal, Site with Access Points
and associating Captive Portal to the Site.
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Creating Guest WLAN with Internal Splash Page

There is an internal splash page built into the Mobility Express controller which can be used to onboard the
clients connecting to Guest WLANSs. This internal splash page can also be customized by uploading a
customized bundle. To upload a customized internal splash page, navigate to Wireless Settings > Guest
WLANS. Select Page Type as Customized and click on the Upload button to upload a customized page

bundle.

For internal splash page, Cisco Mobility Express supports multiple options for Access Type. They are as
follows:

1. Local User Account

2. Web Consent

3. Email Address

4. RADIUS

5. WPA?2 Personal

Procedure

Step 1 Navigate to Wireless Settings > WLANS and then click on Add new WLAN button. The Add new WLAN
Window will pop up.
Step 2 In the Add new WLAN window, on the General tab, configure the following:

* Enter the Profile Name

* Enter the SSID

Step 3 Enable the Guest Network under the WLAN Security tab.
Step 4 Select Captive Portal as Internal Splash Page.
Step 5 Select one of the following Access Type as needed:

a. Local User Account—Splash Page will present the user to enter username and password which must be
authenticated by the controller before network access is granted. Local WLAN users must be created on
the controller to onboard the Guest clients.

b. Web Consent—Splash Page will present the user to acknowledge before network access is granted.

c. Email Address—Splash Page will present the user to enter the email address before network access is
granted.

d. RADIUS-Splash Page will present the user to enter username and password which must be authenticated
by the RADIUS server before network access is granted. Select Access Type as RADIUS and enter the
RADIUS server configuration.

e. WPAZ2 Personal-This is an example of L2 + L3 (Web Consent). Layer 2 PSK security authentication
will happen first followed by Splash Page which will present the user to acknowledge before network
access is granted. Select Access Type as WPA2 Personal and enter the Passphrase.

Step 6 Click Apply.
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. Creating Guest WLAN with External Splash Page

Creating Guest WLAN with External Splash Page

An external splash page is one which resides on an external Web Server. Similar to the internal splash page,
Cisco Mobility Express supports multiple options for Access Type with external splash page. They are as

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

follows:

1. Local User Account
2. Web Consent

3. Email Address

4. RADIUS

5. WPA2 Personal
Procedure

Navigate to Wireless Settings > WLANS and then click on Add new WLAN button. The Add new WLAN
Window will pop up.
In the Add new WLAN window, on the General tab, configure the following:

« Enter the Profile Name

* Enter the SSID

Enable the Guest Network under the WLAN Security tab.
Select Captive Portal as External Splash Page.

Select one of the following Access Type as needed:

a.

Local User Account—Splash Page will present the user to enter username and password which must be
authenticated by the controller before network access is granted. Local WLAN users must be created on
the controller to onboard the Guest clients.

Web Consent—Splash Page will present the user to acknowledge before network access is granted.

Email Address—Splash Page will present the user to enter the email address before network access is
granted.

RADIUS-Splash Page will present the user to enter username and password which must be authenticated
by the RADIUS server before network access is granted. Select Access Type as RADIUS and enter the
RADIUS server configuration.

WPAZ2 Personal-This is an example of L2 + L3 (Web Consent). Layer 2 PSK security authentication
will happen first followed by Splash Page which will present the user to acknowledge before network
access is granted. Select Access Type as WPA2 Personal and enter the Passphrase.

Click Apply.
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Internal Splash Page for Web Authentication

Cisco Mobility Express supports a default internal guest portal that comes built-in and also a customized page,
which can be imported by the user.

Using default internal guest portal

To use the default Guest Portal Page or import a customized Guest Portal page, follow the procedure below:

Procedure

Step 1 Navigate to Wireless Settings > Guest WLAN:S.
Step 2 Configure the following on the Guest WLAN page:

» Page Type—Select as Internal (Default).
* Preview—You can Preview the page by clicking on the Preview button.

« Display Cisco Logo-To hide the Cisco logo that appears in the top right corner of the default page, you
can choose No. This field is set to Yes by default.

* Redirect URL After Login—To have the guest users redirected to a particular URL (such as the URL
for your company) after login, enter the desired URL in this text box. You can enter up to 254 characters.

» Page Headline-To create your own headline on the login page, enter the desired text in this text box.
You can enter up to 127 characters. The default headline is Welcome to the Cisco Wireless Network.

» Page Message—To create your own message on the login page, enter the desired text in this text box.
You can enter up to 2047 characters. The default message is Cisco is pleased to provide the Wireless
LAN infrastructure for your network. Please login and put your air space to work.

Step 3 Click Apply.

Using customized internal guest portal

If a customized guest portal has to be presented to guest users, a sample page can be downloaded from
cisco.com which can then be edited and imported to the Cisco Mobility Express controller. After the page has
been edited and ready to be uploaded to the Cisco Mobility Express controller, follow the steps below.

Procedure

Step 1 Navigate to Wireless Settings > Guest WLANS.
Step 2 Configure the following on the Guest WLAN page:

* Page Type—Select as Customized.
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» Customized page Bundle—Click on the Upload button to upload the he customized page bundle to the
Mobility Express controller.

* Preview—You can Preview the Guest portal by clicking on the Preview button.
» Redirect URL After Login—To have the guest users redirected to a particular URL (such as the URL

for your company) after login, enter the desired URL in this text box. You can enter up to 254 characters.

Step 3 Click Apply.

Centralized NAT on Guest WLANSs

Managed Service Providers provide managed WiFi services at Hotels, Retail locations with 1 - 70 APs on
site with up 300 or more concurrent wireless clients. In such locations aggregate throughput is limited by
WAN connectivity and is typically less than 250 Mbps. Use of external DHCP server for clients is limited to
back office devices/clients due to scale limitations. For Guest devices, expectation is to use internal DHCP
server on Master AP so that and all guest traffic can be routed via the Master Access Point.

Small/Medium Site il
QlL°

MSP Modem/Router

DHCP for back office devices
50.50.50.50
VLAN 50 E Gateway for VLAN 50, 60

- 50.50.50.51
VLAN 50

VLAN 60 VLAN 60

No inside interface. All guest
traffic Bridged to Master AP

Inside interface for Guest in
70.70.0.0/16 (VLAN 70)
Internal DHCP on Master AP.
Master AP Gateway for VLAN 70}

WiFi Device 4 WIFi Device 3 WiFi Device 2 WiFi Device 1
s8I0 café-guest SSID: Café-backoffice-01 SSID café-guest SSID: Café-backoffice-01
Open wicaptive portal WPA2-PSK Open wicaptive portal WPA2-PSK
DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50 DHCP from Master AP in VLAN 70 DHCP from MSP Modem/Router in VLAN 50

To configure centralized NAT on Guest WLANS, follow the procedure below:

Procedure

Step 1 Add a DHCP Pool for the WLAN which has to bed NAT'ed. To create the scope, navigate to Wireless Settings
> DHCP Server > Add new Pool. The Add DHCP Pool window will pop up. On the Add DHCP Pool
window, configure the following:

« Enter the Pool Name for the WLAN
« Enable the Pool Status
 Enter the VLAN ID for the WLAN

* Enter the Lease Period for the DHCP clients. Default is 1 Day
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* Enter the Network/Mask

* Enter the Start IP for the DHCP pool

* Enter the End IP for the DHCP pool

« Enter the Default Gateway for the DHCP pool

Note If the scope is for client devices connecting to the Centralized NAT, one must select Mobility
Express Controller for Default Gateway.

* Enter the Domain Name (Optional) for the DHCP pool

» For Name Servers, select User Defined if one needs to enter IP addresses of Name Servers or select
OpenDNS in which case OpenDNS Name Server IP addresses are automatically populated

* Click Apply.

Step 2 To create WLAN, navigate to Wireless Settings > WLANSs. On the Add new WLAN or Edit WLAN window,
click on the VLAN and Firewall tab and configure the following:

« For Client IP Management, select Mobility Express Controller
 Check the Peer to Peer Block to disable communication between two clients on that WLAN
« Enter the Native VLAN ID

* Select the DHCP Scope which was created for Guest clients on the Mobility Express controller

Note : The VLAN for this WLAN should be configured on all the switch ports to which APs are connected.

Step 3 Click Apply.

Managing WLAN Users

Cisco Mobility Express supports creation of local user accounts. These users can be authenticated for WLANSs
configured to use Security as WPA2 Enterprise with Authentication Server set to AP or Guest WLANSs
configured to use internal or external splash page with Access Type as Local User Account.

To create local user accounts, follow the procedure below:

Procedure

Step 1 Navigate to Wireless Settings > WLAN Users and then click on Add WLAN User button.
Step 2 Configure the following for the WLAN user:

» User Name—Enter the username
» Guest User—For Guest user, enable the Guest User checkbox

« Lifetime—For Guest User, define the user account validity. Default is 86400 seconds (or, 24 hours) from
the time of its creation.
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. Adding MAC for Local MAC Filtering on WLANs

* WLAN Profile-Select the WLAN to which the user will connect
» Password-Enter the password for the user account
* Description—Additional details or comments for the user account

» Click on tickicon.

Adding MAC for Local MAC Filtering on WLANs

Step 1
Step 2
Step 3

Step 4

Cisco Mobility Express supports MAC Filtering on WLANS on controller as well as with external RADIUS.
MAC addresses can be added to the controller and be either Whitelisted or Blacklisted. To add MAC addresses
to the controller, follow the procedure below:

Procedure

Navigate to Wireless Settings > WLAN Users and click on Local MAC Addresses.
Click Add MAC Address.
In the Add MAC Address window, configure the following:

* MAC Address—Enter the MAC Address of the device
* Description—Enter the description
» Type—Select whether this MAC has to be WhitleList of BlackList

 Profile Name—Select the WLAN to which the user will connect

Click Apply.

WLAN Passpoint Support

Starting Release 8.5, Cisco Mobility Express will add support for Passpoint on WLANSs. Access Points which
supports IEEE 802.11u-based network information and phone client devices that are certified for WiFi
Alliance's are able to work together to support the Passpoint functionality.

The 802.11u enabled phone client devices discover and select target AP based on the information gathered
during the pre-association stage from an 802.11u-enabled AP/Cisco Mobility Express controller. A phone
client device has pre-provisioned network information such as home OI Information, realm name and domain
name, presented as configuration file inside the phone client device. In addition, the phone client device may
obtain home network information using the IMSI data derived from the inserted SIM/USIM card.

The 802.11u AP provides various information listings that provide the HotSpot owner details, roaming partners,
realm list, 3GPP cellular information, and domain name. The realm list also provides listings of the realm
name and its associated EAP authentication type mappings. Knowing this information is essential for the
phone client device so that correct EAP credential exchange may take place.
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WLAN Passpoint Support .

Through the WLAN configuration, single SSID and multiple SSID will be configured with necessary Passpoint
information. This additional Passpoint information will be added on beacon or probe response information,
so that Passpoint-enabled phone client device can detect and query AP to get further information. During the
query process, standard protocol format called ANQP-Access Network Query Protocol-is followed. Here, the
protocol describes the standard 2-way or 4-way handshake process to get enough information from the AP
and ANQP server to determine the best AP that the phone client device can authenticate and associate with.
This handshake process is called GAS-Generic Advertisement Service-protocol that is defined on IEEE
802.11u standard.

To configure Passpoint, follow the procedure below:

Procedure

Command or Action

Purpose

Step 1

Enable Expert View on Cisco Mobility
Express. Expert View is available on the top
banner of the Cisco Mobility Express WebUI
as shown below. This will enable the 802.11u
and Hotspot 2.0 tabs on the WLANS.

vlaln,
CiIsco

Step 2

To configure 802.11u and Hotspot 2.0 on
WLAN, navigate to Wireless Settings >
WLANS. On the Add new WLAN or Edit
WLAN window, click on the 802.11u tab and
Hotspot 2.0 tab to enter the relevant
configuration.

Step 3

Click Apply.
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CHAPTER 8

Managing Services with Cisco Mobility Express

There are a number of services supported in a Cisco Mobility Express deployment. In this section, the following
Services will be covered.

* Application Visibility and Control, on page 65
* i0S Optimized WiFi connectivity and Fast Lane, on page 66
* Cisco Mobility Express with CMX Cloud, on page 68

Application Visibility and Control

Network Based Application Recognition (NBAR) provides application-aware control on a wireless network
and enhances manageability and productivity. It also extends Cisco's Application Visibility and Control (AVC)
as an end-to-end solution, which gives a complete visibility of applications in the network and allows the
administrator to take some action on the same.

NBAR is a deep-packet inspection technology, which supports stateful L4 - L7 classification. The key use
cases for NBAR are capacity planning, network usage base lining and better understanding of what applications
are consuming bandwidth. Trending of application usage helps network admin improve quality of experience
by protecting key applications from bandwidth-hungry applications when there is congestion on the network,
capability to prioritize or de-prioritize, and drop certain application traffic. The AVC/NBAR?2 engine
interoperates with QoS settings on the specific WLAN.

Enabling Application Visibility on WLAN
To configure Application Visibility on a WLAN, follow the procedure below:

Procedure

To enable Application Visibility on WLAN, navigate to Wireless Settings > WLANS. On the Add new
WLAN or Edit WLAN window, click on the Traffic Shaping tab. To enable Application Visibility on this
WLAN, select Enabled for Application Visibility Control.
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. Enabling Application Control on WLAN

Enabling Application Control on WLAN

After Application Visibility has been enabled on the WLAN, one can add control for various applications.
There are two way to add control for applications. One can either add control directly from the Applications
widget on the Network Summary page or one can navigate to Monitoring > Applications and add control
for applications as needed.

Adding Application Control from Network Summary Page

Step 1

Step 2

Step 3
Step 4

Procedure

Add the Applications widget on the Network Summary Page. To add the Applications widget, click on the
+ icon on the right of the Network Summary banner. Select the Applications widget. The Applications
widget will display the top 10 applications being browsed by the clients in the Mobility Express network.
Click on the application you wish to add control. The Add AVC Rule window will pop up. Select the Action.
Action can be Mark, Drop or Rate Limit. For Mark, one can select DSCP as Platinum, Gold, Silver, Bronze
or Custom. If custom is selected, one has to specific he DSCP value. For Rate Limit, one can specify the
Average Rate and Burst Rate for the application.

Select one or more AVC Profile/SSID combinations.

Click Apply.

Adding Application Control from Applications Page

Step 1
Step 2

Step 3
Step 4

Procedure

Navigate to Monitoring > Applications Page.

Click on the application you wish to add control. The Add AVC Rule window will pop up. Select the Action.
Action can be Mark, Drop or Rate Limit. For Mark, one can select DSCP as Platinum, Gold, Silver, Bronze
or Custom. If custom is selected, one has to specific he DSCP value. For Rate Limit, one can specify the
Average Rate and Burst Rate for the application.

Select one or more AVC Profile/SSID combinations.

Click Apply.

10S Optimized WiFi connectivity and Fast Lane

Configuring Optimized WiFi Connectivity

802.11r enabled WLAN provides faster roaming for wireless client devices. It is desired that iOS devices
running i0S 10 will be able to join a WLAN with 11r enabled for better roaming experience. However, if 11r
is enabled on a WLAN, the legacy devices that do not recognize the FT AKM's beacons and probe responses
will not be able to join the WLAN. We need a way to identify the Client device capability and allow 11r
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Step 1

Step 2

Step 3

Configuring Optimized WiFi Connectivity .

capable device to join on the WLAN as an FT enabled device and at the same time to allow legacy device to
join as an 11i/WPA2 device.

Cisco Mobility Express Release 8.4 will enable 802.11r on an 802.11i-enabled WLAN selectively for iOS
devices. The capable i0S devices will identify this functionality and perform an FT Association on the WLAN.
The Cisco Wireless infrastructure will allow FT association on the WLAN from devices that can negotiate
FT association on a non-FT WLAN. In addition, with Mobility Express running AireOS 8.4, 802.11k and 11v
features are enabled by default on an SSID. These features help clients roam better by telling them when to
roam and providing them with information about neighboring APs so that no time is wasted scanning when
roaming is needed. Since i0S devices support dual band, the 802.11k neighbor list is updated on dual-band,
adaptively for iOS devices.

To configure 11k, r, v on a WLAN, follow the procedure below:

Procedure

Enable Expert View on Cisco Mobility Express. Expert View is available on the top banner of the Cisco
Mobility Express WebUI as shown below and enabled various configurable parameters which are not available
in Standard view.

e afraln Q A ©® D =

cisco

®R Monitoring

Navigate to Wireless Settings > WLANS. On the Add new WLAN or Edit WLAN window, click on the
Advanced tab. Configure 802.11k, 1, v as needed on this page.

Edit WLAN
General WLAN Security VLAM & Firewall Traffic Shaping Advanced
802.11k | Enabled(Default) v
802.11r | Adaptive(Default) A |
802.11v | Enabled(Default) v

Client Band Select

Client Load Balancing

— D &>

Click Apply.
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Configuring Fast Lane

Apple i0S device mark QoS as per IETF recommendations. With Mobility Express running AireOS 8.5, one
can enable the Fastlane feature from CLI, which enables several beneficial functions:

* Your WLC QoS configuration is optimized globally to better support real-time applications

* 10S 10 devices can send upstream voice traffic without the requirement to perform WMM TSPEC/TCLAS
negotiation. The infrastructure will honor the voice marking for these devices.

* You can apply a QoS profile to your iOS 10 devices, and decide which applications should receive QoS

marking upstream, and which applications should be sent as best effort or background.

To configure Fast Lane on a WLAN from UI, follow the procedure below:

Procedure

Step 1 To enable Application Visibility on WLAN, navigate to Wireless Settings > WLANSs. On the Add new
WLAN or Edit WLAN window, click on the Traffic Shaping tab. To enable Fastlane on this WLAN, select
Enabled for Fastlane.

Step 2 Click Apply.

Cisco Mobility Express with CMX Cloud

Cisco CMX Cloud

Cisco Connected Mobile Experiences Cloud (Cisco CMX Cloud) is an simple and scalable offering which
enables delivery of wireless guest access and in-venue analytics, integrating seamlessly with Cisco wireless
infrastructure.

This cloud-delivered Software-as-a-Service (SaaS) offering is quick to deploy and intuitive to use. It is based
on CMX 10.x code and is compatible with Cisco Mobility Express Release 8.3. It offers the following services:

* Connect for Guest Access-Providing an easy-to-use guest-access solution for visitors through a custom
portal using various authentication methods including social, self-registration, and Short Message Service
(SMS).

* Presence Analytics-Detecting all Wi-Fi devices (the "devices") in the venue and providing analytics on
their presence, including dwell times, new vs. repeat visitors, and peak time.

Cisco CMX Cloud Solution Compatibility Matrix

* Cisco Mobility Express running AireOS Release 8.3 and later
+ All Cisco Mobility Express supported Access Points

Minimum requirements for Cisco CMX Cloud deployment

Below are the minimum requirements for CMX Cloud deployment:
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Enabling CMX Cloud Service on Mobility Express for Presence Analytics .

1. Verify Cisco CMX Cloud Solution Compatibility Matrix above.
Recommended browser is Chrome 45 or later.

3. Signup at https://cmxcisco.com for 60 day trial or go to Cisco Commerce Workspace (CCW) and purchase
license for your choice of CMX Cloud service

Enabling CMX Cloud Service on Mobility Express for Presence Analytics

Step 1
Step 2
Step 3
Step 4

After CMX Cloud Account has been created, next step is to configure and enable the CMX Cloud Service on
Master Access Point so that it can send data to the CMX Cloud. To configure, follow the procedure below:

Procedure

On Cisco Mobility Express WebUI, navigate to Advanced > CMX.
Enter the CMX Server URL (Site URL).

Enter the CMX Server Token (Account Token).

Click Apply.

Tip Click the Test Link button to verify connectivity from Master AP to CMX Cloud Site using the
configured information.

Configuring Site on CMX Cloud for Presence Analytics

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

To create a site and add Access Points to the site in CMX Cloud for Presence Analytics, follow the procedure
below:

Procedure

Login to CMX Cloud account at https://cmscisco.com/
Navigate to Manage > Cloud Enabled WLC and verify that the IP address of the WLC shows up on the list.

Navigate to PRESENCE ANALYTICS > Manage. You should be in the Sites pane. Click on the Add Site
button to create a site.

In the NEW SITE window, configure the following details:

* Enter the Name for the site

* Enter the Address for the site

* Select Timezone from the drop-down list

« Select the Signal Strength Threshold for Ignore, Passerby, and Visitors

* Enter the Minimum Dwell Time for Visitor (minutes)

Click Save to create the Site.
After the Site is created, click on Access Points under PRESENCE ANALYTICS > Manage.

Cisco Mobility Express Deployment Guide Release 8.6 [JJjj



Managing Services with Cisco Mobility Express |

. Configuring Site on CMX Cloud for Presence Analytics

Step 7 Select the Access Points and add them to the Site by clicking on Add to Site button and selecting the Site

from the drop-down list.
Step 8 Finally, navigate to Presence Analytics dashboard. Select the Site you created. Within a few minutes, you
should begin to see Presence data get populated.

Il Cisco Mobility Express Deployment Guide Release 8.6



CHAPTER 9

Managing the Cisco Mobility Express
Deployment

» Managing Access Points, on page 71

» Adding Access Points to Cisco Mobility Express Network, on page 72
* Configuring Access Point as 802.1x Supplicant, on page 73

* Configuring RF Profiles, on page 74

* Configuring Management Access , on page 76

* Managing Admin Accounts , on page 77

» Managing TACACS+ and RADIUS Servers, on page 78

* Managing TIME on Cisco Mobility Express, on page 80

» Updating Cisco Mobility Express Software, on page 81

* CALEA Support, on page 87

Managing Access Points

Starting Release 8.4, Cisco Mobility Express supports up to 100 Access Points. To view the list or modify
parameters on an Access Points, follow the procedure below:

Procedure
Step 1 Navigate to Wireless Settings > Access Points.
Note The first Access Point with the P icon is the Master AP and the rest of them are Subordinate Access
Points.
Step 2 To modify the parameters on an access point, click on the Edit button. The Access Point window will come

up displaying the General parameters about the Access Point.

* Operating Mode(Read only field)-For a master AP, this field displays AP & Controller. For other associated
APs, this field displays AP only.

» AP Mac(Read only field)-Displays the MAC address of the Access Point.
» AP Model(Read only field)-Displays the model details of the Access Point.
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* [P Configuration—Choose Obtain from DHCP to allow the IP address of the AP be assigned by a DHCP
server on the network, or choose Static IP address. If you choose Static IP address, then you can edit the
IP Address, Subnet Mask, and Gateway fields.

* AP Name—Edit the name of access point. This is a free text field.

* Location—Edit the location for the access point. This is a free text field.

Step 3 Under the Controller tab (Available only for Master AP), one can modify the following parameters:
* System Name—Enter the System Name for Mobility Express

* [P Address—IP address decides the login URL to the controller's web interface. The URL is in https://<ip
address> format. If you change this IP address, the login URL also changes.

» Subnet Mask—Enter the Subnet Mask.

* Country Code—Enter the Country Code.

Step 4 Under Radio 1 (2.4 GHz) and Radio 2 (5 GHz), one can edit the following parameters:

» Admin Mode-Enabled/Disabled. This enables or disables the corresponding radio on the AP (2.4 GHz
for 802.11 b/g/n or 5 Ghz for 802.11 a/n/ac).

* Channel-Default is Automatic. Automatic enables Dynamic Channel Assignment. This means that
channels are dynamically assigned to each AP, under the control of the Mobility Express controller. This
prevents neighboring APs from broadcasting over the same channel and hence prevents interference and
other communication problems. For the 2.4GHz radio, 11 channels are offered in the US, up to 14 in
other parts of the world, but only 1-6-11 can be considered non-overlapping if they are used by neighboring
APs. For the 5GHz radio, up to 23 non-overlapping channels are offered. Assigning a specific value
statically assigns a channel to that AP.

* 802.11 b/g/n—1 to 11.
» 802.11 a/n/ac —40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149, 153, 157,
161, 165.
* Channel Width - 20 MHz for 2.4GHz and for 20, 40 and 80 for 5 GHz.

 Transmit Power - 1 to 8. The default value is Automatic.

This is a logarithmic scale of the transmit power, that is the transmission energy used by the AP, 1 being the
highest,2 being half of it, 3 being 1/4th and so on. Selecting Automatic adjusts the radio transmitter output
power based on the varying signal level at the receiver. This allows the transmitter to operate at less than
maximum power for most of the time; when fading conditions occur, transmit power will be increased as
needed until the maximum is reached.

Step 5 Click Apply.

Adding Access Points to Cisco Mobility Express Network

When adding Access Points to Cisco Mobility Express network, the following have to be considered:
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Configuring Access Point as 802.1x Supplicant .

Software Version on the Access Point-If the software version of the access point, which is being added, is
different than what is on the Master AP, a software download of the code running on the Master Access Point
has to happen on the Access Point being added. For the new Access Point to download the code that is running
on the Master Access Point, one of the following has to be configured:

» TFTP server details and the Access Point images path information has to be configured on the Software
Update page.

» If the Master AP has 8.3.102.0 or later code, one can configure the Cisco.com login credentials on the
Software Update page and the code on the new Access Point will be automatically downloaded from
cisco.com when an Access Point joins.

Note

Step 1

Step 2

Step 3

Step 4

For Software download to take place directly from Cisco.com, the Master AP should be the one with the
SMARTNet Contract.

Procedure

Download the Access Point image zip file from cisco.com on a TETP server. The bundle version must be the
same as the one running on the Master AP. Unzip the file to extract the individual Access Point images.

Navigate to Management > Software Update. Select TFTP for Transfer Mode and configure the TETP
Parameters.

(OR)

Navigate to Management > Software Update. Select Cisco.com as the Transfer Mode and configure
parameters related to the Cisco.com user account.

Connect the AP to the network. When the AP boots up, it obtains an IP address from the DHCP server. If the
AP version matches the one on Master AP, it joins. However, if the version on the AP being added is different
than then one on the Master AP, it starts to download the image from either the configured TFTP server or
cisco.com. After the image download is complete, the AP will reboot and join the Master AP.

Note During the image download there is no service interruption. After the image download is complete,
the AP automatically re-boots and join the Master AP.

Configuring Access Point as 802.1x Supplicant

Starting AireOS Release 8.6, one can configure Access Points running Cisco Mobility Express as a 802.1x
supplicant.

Mobility Express APs can act as the 802.1x supplicant and is authenticated by the switch against the ISE that
uses EAP-FAST. Once the port is configured for 802.1x authentication, the switch does not allow any traffic
other than 802.1x traffic to pass through the port until the device connected to the port authenticates successfully.
An AP can be authenticated either before it joins a WLC or after it has joined a WLC, in which case you
configure 802.1x on the switch after the Access Point joins the WLC.
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Step 1
Step 2

Step 3
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Procedure

Navigate to Wireless Settings > Access Points.

Click on the Global AP Configuration button and configure the following under the Credentials(802.1x)
tab:

» Username
» Password

« Enable Password

Click Apply.

Configuring RF Profiles

Starting AireOS Release 8.6, Cisco Mobility Express will support six pre-built RF Profiles as well as creation
of RF Profiles.

RF Profiles allows you to tune groups of APs that share a common coverage zone together and selectively
change how RRM will operates the APs within that coverage zone. For example, a university might deploy
a high density of APs in an area where a high number of users will congregate or meet. This situation requires
that you manipulate both data rates and power to address the cell density while managing the co-channel
interference. In adjacent areas, normal coverage is provided and such manipulation would result in a loss of
coverage. Using RF profiles and AP groups allows you to optimize the RF settings for AP groups that operate
in different environments or coverage zones. RF profiles are created for the 802.11 radios. RF profiles are
applied to all APs that belong to an AP group, where all APs in that group will have the same profile settings.
The RF profile gives you the control over the data rates and power (TPC) values. One can either associate a
build in RF Profile with AP Groups or create a new RF Profile and then associate that with the AP Group.

Configuring RF Profiles

Step 1
Step 2
Step 3

To configure RF Profiles, enable Expert View on Cisco Mobility Express. Expert View is available on
the top banner of the Cisco Mobility Express WebUI as shown below and enabled various configurable
parameters which are not available in Standard view.

e !l Q A © ]:i & o
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Procedure

Navigate to Advanced > RF Profiles
Click on the Add new RF Profile button.
Under the General tab, configure the following:
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* RF Profile Name

* RF Profile Description

* Band

* Maximum clients per radio
* RxSOP Threshold

* Multicast datarates

Step 4 Under the 802.11 tab, configure the following:

* Data rates

* MCS Settings

Step 5 Under the RRM tab, configure the following:
* Channel Width

* Select DCS Channels

Step 6 Under the Client Distribution tab, configure the following:

* Window (0 to 20 clients)
* Denial (1 to 10)

Configuring Access Point Groups

Configuring Access Point Groups .

To configure AP Groups, enable Expert View on Cisco Mobility Express. Expert View is available on the
top banner of the Cisco Mobility Express WebUI as shown below and enabled various configurable parameters

which are not available in Standard view.

Q A o B[ ]=s &

e i
@* Monitoring clsco
Procedure
Step 1 Navigate to Wireless Settings > Access Point Groups.

Step 2 Click on the Add new group button.
Step 3 Under the General tab, configure the following:

* AP Group Name
» AP Group Description
* NAS-ID (Optional
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. Configuring Access Point Groups

Step 4
Step 5
Step 6

Step 7

* Venue Group (Optional)
» Venue Type (Optional

Under the WLANS tab, click on the Add WLAN button to add the WLAN to the AP Group
Under the Access Points tab, select the Access Points which must be added to the AP Group

Under the RF Profiles tab, select the RF Profile for 2.4 and 5.0 GHz band. The RF Profile will be applied to
this AP Group.

Click Apply.

Configuring Access Point Groups

\}

Starting AireOS Release 8.6, Cisco Mobility Express will support upto 100 AP Groups depending on model
of the AP running the Wireless controller function.

AP Group is a logical grouping of Access Points in the wireless network. AP Groups enable location based
services i.e. if you want to broadcast an SSID on a set of Access Points and a another SSID on different set
of Access Points, you can do so by creating AP Groups and adding the Access Points accordingly.

Note

Maximum of 50 AP Groups are supported on Mobility Express and a maximum of 100 APs can be added to
a single AP Group.

Configuring Management Access

The Management Access Interface on the Mobility Express controller is the default interface for in-band
management of the controller and connectivity to enterprise services. It is also used for communications
between the controller and access points.

There are four types of Management Access supported on the Mobility Express controller.

1. HTTP Access—To enable HTTP access mode, which allows you to access the controller GUI using
http://<ip-address> through a web browser, choose Enabled from the HTTP Access drop-down list.
Otherwise, choose Disabled. The default value is Disabled. HTTP access mode is not a secure connection.

2. HTTPS Access—To enable HTTPS access mode, which allows you to access the controller GUI using
http://ip-address through a web browser, choose Enabled from the HTTPS Access drop-down list.
Otherwise, choose Disabled. The default value is Enabled. HTTPS access mode is a secure connection.

3. Telnet Access—To enable Telnet access mode, which allows remote access to the controller's CLI using
your laptop's command prompt, choose Enabled from the Telnet Access drop-down list. Otherwise, choose
Disabled. The default value is Disabled. The Telnet access mode is not a secure connection.

4, SSHv2 Access—To enable Secure Shell Version 2 (SSHv2) access mode, which is a more secure version
of Telnet that uses data encryption and a secure channel for data transfer, choose Enabled from the SSHv2
Access drop-down list. Otherwise, choose Disabled. The default value is Enabled. The SSHv2 access
mode is a secure connection.

To enable or disable the different types of management access to the controller, follow the procedure below:
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Step 1
Step 2

Step 3

Managing Admin Accounts .

Procedure

Navigate to Management > Access.
For the various Access Types, select either Enabled or Disabled.

Note There must be at least one access enabled else admin user will locked out of Mobility Express
Controller and will have to use console to make changes to provide access again.

Click Apply to submit changes.

Managing Admin Accounts

Cisco Mobility Express Cisco Mobility Express supports creation of admin accounts to prevent unauthorized
users from reconfiguring the controller and viewing configuration. It supports the following three access levels
for Admin user accounts:

1. Read/Write—Accounts with read and write privilege have full provisioning and monitoring capability
2. Read only—Accounts with Read only privilege only have monitoring capability and can browse all screens

3. Lobby Ambassador—A Lobby Ambassador can create and manage guest user accounts on the Cisco
Mobility Express. The lobby ambassador has limited configuration privileges and can access only the
web pages used to manage the guest accounts.

Note

Step 1
Step 2

The local user database is limited to a maximum of 2048 entries, which is also the default value. This database
is shared by local management users (including lobby ambassadors), local network users (including guest
users), MAC filter entries, exclusion list entries. Together they cannot exceed the maximum value.

To create admin users, follow the procedure below:

Procedure

Navigate to Management > Admin Accounts and click on the Add New User button.
Enter the following to configure the admin user account.

» Account Name—Enter the admin user name. Username is case-sensitive and can contain up to 24 ASCII
characters. Username cannot contain spaces and must be unique.

* Access - Select Read/Write, Read Only or Lobby Ambassador access for the admin account.

* New Password & Confirm Password - Enter a password for the admin user account, in-keeping with
the following rules:

* Passwords are case sensitive and cannot contain spaces

* The password should contain a minimum of 8 characters from ALL of the following classes:

» Lowercase letters
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* Uppercase letters

* Digits

* Special characters

* No character in the password can be repeated more than three times consecutively

* The password should not contain the word Cisco or a management username. The password
should also not be any variant of these words, obtained by reversing the letters of these words,
or by changing the capitalization of letters, or by substituting 1, |, or ! or substituting 0 for o
or substituting $ for s.

Step 3 Click tick icon.

Managing TACACS+ and RADIUS Servers

Starting Release 8.5, Cisco Mobility Express will support up to Six RADIUS and Three TACACS Servers.
To configure RADIUS and TACACS+ Servers, enable Expert View on Cisco Mobility Express. Expert
View is available on the top banner of the Cisco Mobility Express WebUI as shown below and enabled
various configurable parameters which are not available in Standard view.

afafn Q A ©® ]j = O
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Adding TACACS+ Servers
Procedure
Step 1 Navigate to Management > Admin Accounts.

Step 2 To add TACACS+ servers, click on TACACS+ tab. Click on the Add TACACS+ Authentication Server
button and enter the following:

* Server Index—Select 1 through 3

* State—Enable the state

* Server IP Address—Enter the IPv4 address of the TACACS+ server

* Shared Secret—Enter the shared secret

* Port Number—Enter the port number being used for communicating with the TACACS+ server

 Server Timeout—Enter the server timeout
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Step 3 Do the same of the RAIDUS Authorization Servers.

Adding RADIUS Servers

Procedure

Step 1 Navigate to Management > Admin Accounts.

Step 2 To add RADIUS servers, click on RADIUS tab. Click on the Add RADIUS Authentication Server button
and enter the following:

* Server Index—Select 1 thru 6

* State—Enable the state

* Server IP Address—Enter the IPv4 address of the RADIUS server

* Shared Secret—Enter the shared secret

* Port Number—Enter the port number being used for communicating with the RADIUS server

 Server Timeout—Enter the server timeout

Step 3 Do the same of the RAIDUS Authorization Servers.

Configuring AP SSH Credentials

On Cisco Mobility Express, AP SSH credentials are configured as controller credentials by default. To change
the AP SSH credentials on all the APs, follow the procedure below.

Procedure
Step 1 Navigate to Wireless Settings > Access Points.
Step 2 Click on the Global AP Configuration button and configure the following under the Credentials(SSH) tab:
» Username
* Password

» Enable Password

Step 3 Click Apply.
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Managing Admin User Priority

Prior to Release 8.5, admin accounts on Cisco Mobility Express were created locally on the controller. In
Release 8.5 TACACS+ and RADIUS servers can also be used for authentication admin users.

When multiple databases are configured, it is important to configure the admin account user priority. To
configure the priority, follow the Procedure below.

Procedure

Step 1 Enable Expert View on Cisco Mobility Express. Expert View is available on the top banner of the Cisco
Mobility Express WebUI as shown below and enables various configurable parameters which are not available
in Standard view.

e e Q A ® l:j = o

CisCO

&* Monitoring

Step 2 Navigate to Management > Admin Accounts and click on the Management User Priority Order.

Note By default, the local database is always queried first. If the username is not found, the controller
switches to the RADIUS server if configured for RADIUS or to the TACACS+ server if configured
for TACACS+. The default setting is local and then RADIUS.

Step 3 To change the priority, between TACACS+ and RADIUS, click on either and move UP or DOWN. Please
note Local Admin Accounts cannot be moved to Priority 3. It can only be either 1 or 2.

Managing TIME on Cisco Mobility Express

The system date and time on the Cisco Mobility Express controller is typically configured when running the
initial Wireless Express setup wizard.

Configuring NTP Server

Up to three Network Time Protocol (NTP) servers can be configured to sync date and time if one was not
configured during the Wireless Express setup. Time Zone can be configured to offset the clock.

To configure Time Zone and NTP servers, follow the procedure below:

Procedure

Step 1 Navigate to Management > Time.

Step 2 Choose the desired Time Zone .

Step 3 Enter the NTP Polling Interval. The polling interval ranges from 3600 to 604800 seconds.
Step 4 To add an NTP server, click Add NTP Server button and configure the following:

* NTP Index—It can be 1, 2 or 3.
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Updating Cisco Mobility Express Software .

* NTP Server - This can be the NTP Server IP address, NTP Server Name or pool. A maximum of three
NTP Servers are supported.

¢ Click tick icon.

Note Synchronization of the date and time with the NTP Server occurs each time the controller reboots
and at each user-defined polling interval.

Updating Cisco Mobility Express Software

\}

Cisco Mobility Express controller software update can be performed using the controller's web interface.
Software update ensures that both the controller software and all the Access Points associated are updated.

An AP joining the controller compares its software version with the Master AP version and incase of mismatch,
the new AP requests for a software update. For software update, one must configure the Transfer Mode and
corresponding details on the Software Update page.

Note

Master AP does not have AP images. It facilitates the transfer of new software from the configured Transfer
Mode to the Access Points requesting for Software Update.

Software download on the Access Points is automatically sequenced to ensure that not more than 5 APs are
downloading the software simultaneously and the queue refreshes till all the Access Points requiring upgrade
have downloaded the new image.

Starting Release 8.3.100.0, Cisco Mobility Express supports the following Transfer Mode for Software
Update:

Cisco.com—Cisco.com transfer mode is introduced in 8.3.100.0. In this software update method, the software
image can be directly streamed from cisco.com to the individual Access Points. Internet access required for
this transfer mode and EULA and SMARTNet contract requirements have to be met for this transfer mode.

HTTP-HTTP transfer mode is supported if the Mobility Express Network has the same model of Access
Points. Use HTTP as the transfer mode for Software Update using the AP file from a local machine.

Note

If there is a mix of Access Points in the Mobility Express network, Software Update via cisco.com or TFTP
Transfer Method should be used.

TFTP-TFTP transfer mode can be used to perform Software Update on a Mobility Express Network. Master
AP facilitates transfer of image from the TFTP server to the individual Access Points. The AP images are
stored and served from the TFTP server upon request.

Note

There is no service interruption during pre-image download. After pre-image download is complete on all
APs, a Manual or scheduled reboot of Mobility Express network can be triggered.
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Software Update using cisco.com Transfer Mode

Software Update via Cisco.com works for all Access Points supported in a Cisco Mobility Express Deployment.
Below requirements must be met to initiate a Software Update from cisco.com.

* Internet access is required for software download from cisco.com to APs. However, no proxy is required.
* A valid cisco.com (CCO) account with username & password required.

» EULA acceptance on a per user basis. Only Master AP (not all APs in the network) must have SMARTNet
contract else Software Update will not start.

Note

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Software Update from cisco.com is supported via GUI only.

In order to perform Software Update using cisco.com Transfer Mode, follow the procedure below:

Procedure

To perform Software Update via Cisco.com, navigate to Management > Software Update and configure the
following:

* Select Cisco.com for Transfer Mode.

* Enter Cisco.com Username.

* Enter Cisco.com Password.

» Enable Automatically Check for Updates. Check is done once in 30 days.

« Click on the Check Now button to retrieve the Latest Software Release and the Recommended Software
Release from Cisco.com.

Click Apply.

Click Update to initiate software update wizard.

In the Software Update Wizard, select the Recommended Software Release or Latest Software Release. Click
Next.

Select Update Now to initiate software update immediately or Schedule the Update for Later.

Note If Schedule the Update for Later is selected, configure the Set Update Time field.

Click on the Auto Restart checkbox if automatic restart of all access points in the network is desired after
the software update is finished. Click Next.

Click Confirm to start the software update.

To monitor the download progress on individual Access Points, expand the Predownload image status.
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Software Update using HTTP Transfer Mode

Step 1

Step 2

Step 3

Software Update using HTTP Transfer Mode .

If you have the same model of Access Points in the Mobility Express deployment, HTTP Transfer mode can
be used to perform Software Update. For HTTP Transfer mode, one can simply upload the Access Point
upgrade image from the local machine. To perform Software Update using HTTP Transfer Mode, follow the

procedure below:

Procedure

Download the AP Image bundle from cisco.com to the local machine. The table below points to Release

8.5.103.0 images.

Access Point

Access Point image bundle. Contains individual AP
images to be used for Software Update

Cisco Aironet® 1540 Series

AIR-AP1540-K9-ME-8-6-101-0.zip

Cisco Aironet® 1560 Series

AIR-AP1560-K9-ME-8-6-101-0.zip

Cisco Aironet® 18151 Series

AIR-AP1815-K9-ME-8-6-101-0.zip

Cisco Aironet® 1815M Series

AIR-AP1815-K9-ME-8-6-101-0.zip

Cisco Aironet® 1815W Series

AIR-AP1815-K9-ME-8-6-101-0.zip

Cisco Aironet® 1830 Series

AIR-AP1830-K9-ME-8-6-101-0.zip

Cisco Aironet® 1850 Series

AIR-AP1850-K9-ME-8-6-101-0.zip

Cisco Aironet® 2800 Series

AIR-AP2800-K9-ME-8-6-101-0.zip

Cisco Aironet® 3800 Series

AIR-AP3800-K9-ME-8-6-101-0.zip

Note The above images are for AireOS Release 8.4.100.0. The image bundle would be different for

different releases.

Unzip the AP Image bundle to extract individual AP Images. Mapping of Access Points to their corresponding

images is shown below:

Access Point Access Point Image
Cisco Aironet® 1540 Series aplg5s
Cisco Aironet® 1560 Series ap3g3
Cisco Aironet® 18151 Series aplg5s
Cisco Aironet® 1815M Series aplg5
Cisco Aironet® 1815W Series aplg5s
Cisco Aironet® 1830 Series aplgd
Cisco Aironet® 1850 Series aplgd
Cisco Aironet® 2800 Series ap3g3
Cisco Aironet® 3800 Series ap3g3
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Step 4

Step 5
Step 6

To perform Software Update via HT TP Transfer Mode, navigate to Management > Software Update and
configure the following:

* Select HTTP for Transfer Mode
* Browse to the local AP image, corresponding to the Access Point in your network
* Click on the Auto Restart checkbox if automatic restart of all access points in the network is desired after

the software update is finished

Click Apply.
Click on Updateto initiate software update.

Software Update using TFTP Transfer Mode

Software Update via TFTP Transfer Mode works for all Access Points supported in a Cisco Mobility Express
Deployment. You would need a TFTP server which can communicate with the Master Access Point to use
this upgrade method. This update method is supported from controller WebUI as well as CLI.

Upgrading from WebUI

Step 1
Step 2
Step 3

Step 4
Step 5

To perform Software Update using TFTP Transfer mode from WebUI, follow the procedure below:

Procedure

Download the AP Image bundle from cisco.com to the TFTP server.
Unzip the AP Image bundle to extract individual AP Images.
To perform Software Update via TFTP Transfer Mode, navigate to Management > Software Update and
configure the following:
* Select TFTP for Transfer Mode.
» Enter the IP Address of the TFTP server in the IP Address (IPv4) field.

* Enter the File Path to the unzipped AP images on the TFTP Server.

Note The most common mistake made is entering this path correctly. It is important that this path be
entered correctly before going to the next step. Do not point to individual AP image. You need to
only point to the directory which contains the AP images.

Click Apply.
Click Update Now to initiate software update.

Note To Schedule Update at a later time, user must select a date and time in Set Update Time field and
then click on the Schedule Later button. It is recommended that the Set Reboot Time should be at
least 2 hours from the time pre-image download was initiated. This will ensure that pre-image
download on all Access Points in the Mobility Express Network has completed.
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Upgrading from CLI .

Upgrading from CLI

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Procedure

Login to AP running Mobility Express controller via SSH or Telnet(if it is enabled).
Specify the datatype.

(Cisco Controller) >transfer download datatype ap-image

Specify the transfer mode.

(Cisco Controller) >transfer download ap-images mode tftp

Specify the IP address of the TFTP server.

(Cisco Controller) >transfer download ap-images serverIp <IP addr>

Specify the path of the AP images on the TFTP server.
(Cisco Controller) >transfer download ap-images imagePath <path to AP images>

Note The most common mistake made is entering this path correctly. It is important that this path be
entered correctly before going to the next step. Do not point to individual AP image. You need to
only point to the directory which contains the AP images.

Start pre-downloading of the image on the APs.

(Cisco Controller) >transfer download start

e T TETP

D ol ] 4 ap-image

TETP Server TP ...ttt ittt eineenennenn 10.1.1.77

TETP Packet TimeoUut.......oiiiiiiiiinninnennnnn. 10

TETP Max Retries.......oiiiiiiiiniininnennnnn 10

TETP Path. ..ttt ap_bundle 8.1.112.30/

This may take some time.

Are you sure you want to start? (y/N) y

TFTP Code transfer starting.

Triggered APs to pre-download the image.

Reboot the controller once AP Image pre-download is complete

Check the pre-download status by executing the CLI below.

(Cisco Controller) >show ap image all

Total number of APs.........ocu.n. 3

Number of APs
Initiated........oiiiiiiiiiiin, 1
Predownloading.........c.oevuevnnen. 2
Completed predownloading.......... 0
Not Supported........coveiieinenn. 0

Failed/BackedOff to Predownload...0

Primary Backup Predownload Predownload Next Retry Retry Failure
AP Name Image Image Status Version Time Count Reason
AP6412.256e.0e78 8.1.112.21 8.1.112.21 Predownloading - NA NA
APAOEC.F96C.D640 8.1.112.21 8.1.112.21 Predownloading - NA NA
3600-gemini 8.1.112.21 8.1.112.21 Predownloading - NA

Wait for the pre-image download to complete on the Access Points.
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Step 9

(Cisco Controller) >show ap image all

Total number of APs............... 3
Number of APs
Initiated.... .o, 1
Predownloading.........c.oevievnen. 2
Completed predownloading.......... 0
Not Supported........coviieninenn. 0

Failed/BackedOff to Predownload...0

Primary Backup Predownload Predownload Next Retry Retry Failure
AP Name Image Image Status Version Time Count Reason
AP6412.256e.0e78 8.1.112.21 8.1.112.21 Complete - NA NA
APAOEC.F96C.D640 8.1.112.21 8.1.112.21 Complete - NA NA
3600-gemini 8.1.112.21 8.1.112.21 Complete - NA

After the pre-download is complete, issue a reset system as shown below.

(Cisco Controller) >reset system

The system has unsaved changes.

Would you like to save them now? (y/N) y
Configuration Saved!

System will now restart!

Managing Advanced RF Parameters

Step 1

Step 2

Cisco Mobility supports a number RF Parameters which can be configured the administrator to optimize their
network deployment. To manage advanced RF Parameters, follow the procedure below:

Procedure

Enable Expert View on Cisco Mobility Express. Expert View is available on the top banner of the Cisco
Mobility Express WebUI as shown below and enabled various configurable parameters which are not available
in Standard view.

e . Q A @ ] = =

Cisco

& Monitoring

Under Advanced RF Parameters, the following parameters are available:

* 2.4 GHz Band - This is a global setting and can be enabled or disabled.
» 5.0 GHz Band - This is a global setting and can be enabled or disabled.

» Automatic Flexible Radio Assignment - If there are 2800 and 3800 series access points in the Cisco
Mobility Express deployment which supports Flexible Radio Assignment, one can choose to enable or
disable it.

* Optimized Roaming-This is a global setting and can be enabled or disabled.
» Event Driven RRM-This is a global setting and can be enabled or disabled.

* CleanAir Detection—CleanAuir is supported on 2800 and 3800 series access points and one can choose
to enable or disable it.

Il Cisco Mobility Express Deployment Guide Release 8.6



| Managing the Cisco Mobility Express Deployment
cALEA Support [}

* 5.0 GHz Channel Width-Global setting is configured to best but one can select 20, 40, 80 or 160 MHz
for channel width.

» 2.4 GHz Data Rates—Move the slider to disable/enable data rates in the 2.4 GHz band
» 5.0 GHz Data Rates—Move the slider to disable/enable data rates in the 5.0 GHz band

« Select DCA Channels—One can select (click on individual channels) the channels to be included in DCA
for both 2.4 GHz and 5.0 GHz band

Note Green with an underline below the channel indicates that it is selected.

Step 3 Click Apply.

CALEA Support

Support for The Communications Assistance for Law Enforcement Act (CALEA) is available in Cisco Mobility
Express starting Release 8.5. To configure CALEA Server, follow the procedure below:

Procedure

Step 1 Enable Expert View on Cisco Mobility Express. Expert View is available on the top banner of the Cisco
Mobility Express WebUI as shown below.

o Q A © =] = =

CisCcoO

®R Monitoring

Step 2 Navigate to Advanced > Controller Tools. Click on the CALEA Tab and configure the following:
* Enable the CALEA status
* Enter the CALEA server IP address and Port
* Enter the Sync interval in minutes

 Enter the Venue information

Step 3 Click Apply.
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CHAPTER 1 0

Master AP Failover and Electing a new Master

Cisco Mobility Express is supported on Cisco 1560, 18151, 1815M, 1815W, 1830, 1850, 2800 and 3800 series
Access Points. If you have a mix of these Access Points in a Cisco Mobility Express deployment, the Master
AP election process determines which of the supported Access Point will be elected to run Mobility Express
controller function in case of a Failover of the Active Master AP. VRRP is used to detect the failure of Master
AP which initiates the election of a new Master.

Note

Mobility Express uses MAC 00-00-5E-00-01-VRID where VRID is 1 so if there are other instances of VRRP
running in the environment, use VRID other than 1 for those instances.

» Master AP Failover, on page 89
* Electing a new Master Access Point, on page 90

Master AP Failover

To have redundancy in the Mobility Express network, it must have two or more Mobility Express capable
Access Points. These Access Points should have AP Image type as MOBILITY EXPRESS IMAGE and AP
Configuration as MOBILITY EXPRESS CAPABLE. In an event of a failure of Master AP, another Mobility
Express capable AP is elected as a Master automatically. The newly elected Master AP has the same IP and
configuration as the original Master AP.

Note

Given Access Point models support different scale limits in terms of the number of Access Points supported,
it is highly recommended to have at least two or more Access Points which support the same scale limits. For
example, if you need to support scale of 100 Access Points, you should have at least two or more of either
3800, 2800 or a combination of both.

Note

Access Points, which have the Mobility Express Image but AP Configuration, is NOT MOBILITY EXPRESS
CAPABLE, will not participate in the Master AP election process.
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Electing a new Master Access Point

\}

Master election process is based on a set of priorities. When an active Master Access Point fails, the election
process gets initiated and it elects the Access Point with the highest priority as the Master AP.

Note

Step 1

Step 2

During the Master Election process, even though the Master AP running the controller function is down, the
remaining Access Points will fall into Standalone mode and will continue to service connected clients and
switch data traffic locally. After the new Master is elected, the Standalone Access points will move to connected
mode.

As mentioned above, Master Access Point election is based on a set of priorities. The priorities are as follows:

Procedure

User Defined Master—User can select an Access Point to be the Master Access Point. If such a selection is
made, no new Master will be elected in case of a failure of the active Master. After five minutes, if the current
Master is still not active, it will be assumed dead and Master Election will begin to elect a new Master. To
manually define a Master, follow the procedure below:

a) Navigate to Wireless Settings > Access Points.

b) From the list of Access Points, click Edit icon of the Access Point which you would like to select as the
Master AP.

¢) Under the General tab, click on Make me Controller button.
d) Click Yes on the Confirmation window.

Note The previous Master will reboot and the selected Access Point will immediately launch the
controller and become the active Master.

Next Preferred Master—Admin can configure the Next Preferred Master Ul and CLI. When this is configured
and the active Master AP fails, the one configured as the Next Preferred Master will be elected as a Master.
To configure the Next Preferred Master, follow the procedure below:

Note Only one Next Preferred Master can be configured on Cisco Mobility Express.

a) Navigate to Wireless Settings > Access Points.

b) Edit the AP which you would like to make it as a Next Preferred Master

¢) Inthe Edit AP window, enable the Set as Preferred Master toggle.

d) Click Apply.

To configure the Next Preferred Master from the controller CLI, please follow the steps below:
To configure the Next Preferred Master, execute the following CLI:

(Cisco Controller) >config ap next-preferred-master <Cisco AP>
<Cisco AP> Enter the name of the Cisco AP

To see the Next Preferred Master, execute the following CLI:
(Cisco Controller) >show ap next-preferred-master

To clear the Next Preferred Master, execute the following CLI:
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Cisco Controller) >clear ap next-preferred-master

Step 3 Most Capable Access Point— If the first two priorities are not configured, Master AP election algorithm will
select the new Master based on the capability of the Access Point. For example, 3800 is the most capable
followed by 2800, 1850, 1830 and finally the 1815 Series.

Note All 1815 Series Access Points have the same capability.

Step 4 Least Client Load- If here are multiple Access Points with the same capability i.e. multiple 3800 Access
points, the one with least client load is elected as the Master Access Point.

Step 5 Lowest MAC Address-If all of the Access Points are the same and have the same client load, then Access
Point with the lowest MAC will be elected as a Master.
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