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Audience

Organization

This preface describes the audience, organization, and convention of the Cisco Wireless LAN Controller
System Messages Guide. It also provides information on how to obtain related documentation.

This chapter contains the following sections:

Audience, page iii
Organization, page iii
Conventions, page iv

Related Documentation, page iv

Obtaining Documentation and Submitting a Service Request, page v

This publication is designed for the installer and user with a working knowledge of Cisco Wireless LAN
Controllers. Users of this publication might also include network administrators and other people
responsible for setting up and maintaining these devices.

This publication is organized into the following chapters:

Title Description

1 Describes how to read a system or error
message.

2 Contains new and changed system or error
messages that first appear in a particular
software release.

3 Contains message descriptions and recovery

procedures.

Text Part Number:
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Conventions

Screen examples use the following conventions:

Note

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and separated
by vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

screen font

Terminal sessions and information the system displays
are in screen font.

boldface screen
font

Information you must enter is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic
screen font.

This pointer highlights an important line of text

in an example.

The symbol * represents the key labeled Control—for
example, the key combination 2D in a screen display
means hold down the Control key while you press the D
key.

Nonprinting characters, such as passwords are in angle
brackets.

Notes use the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

publication.

Related Documentation

These documents provide complete information about the Cisco Unified Wireless Network Solution:
e Quick Start Guide: Cisco 2000 Series Wireless LAN Controllers
e Quick Start Guide: Cisco 2100 Series Wireless LAN Controllers
® Quick Start Guide: Cisco 4400 Series Wireless LAN Controllers

e Cisco Wireless LAN Controller Command Reference

[l Cisco Wireless LAN Controller System Message Guide
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e Cisco Wireless Control System Configuration Guide

® Quick Start Guide: Cisco Wireless Control System

e Quick start guide and hardware installation guide for your specific lightweight access point
Click this link to browse to user documentation for the Cisco Unified Wireless Network Solution:

http://www.cisco.com/en/US/products/hw/wireless/tsd_products_support_category_home.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Cisco Wireless LAN Controller System Message Guide
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CHAPTER 1

System Message Overview

This publication lists and describes system messages for Cisco Wireless LAN Controllers. The system
software sends these messages to the console during operation. Not all system messages indicate
problems with your system. Some messages are purely informational, while others might help to
diagnose problems with communications lines, internal hardware, or the system software.

This chapter contains the following sections:
e System Message Structure, page 1-1
e System Message Example, page 1-2

e Searching for System Messages in Online Documentation, page 1-2

System Message Structure

System messages are structured as follows:
9%FACILITY-SEVERITY-MNEMONIC: Message-text
e FACILITY code

The facility code consists of two or more uppercase letters that indicate the facility to which the
message refers. The facility code is preceded by a % sign.

A facility can be a device, a protocol, or a module of the system software. Examples of facility codes
are %BCAST (messages that are related to broadcasting) and %LWAPP (messages that are related
to the Lightweight Access Point Protocol).

e SEVERITY level

The severity level is a single-digit code from 0 to 7 that reflects the severity of the condition. A
lower number indicates a more serious situation. Table 1-1 lists the message severity levels.

Table 1-1 Message Severity Levels

Severity Level Description

0 — emergency System is unusable

1 — alert Immediate action required
2 — critical Critical condition

3 — error Error condition

4 — warning Warning condition

Cisco Wireless LAN Controller System Message Guide
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W System Message Example

Table 1-1 Message Severity Levels (continued)

Severity Level Description

5 — notification Normal but significant condition

6 — informational Informational message only

7 — debugging Message that appears during debugging only

¢ MNEMONIC code
The MNEMONIC code uniquely identifies the message.

e Message text

The message text is a text string that describes the condition. The text string sometimes contains
detailed information about the event, including terminal port numbers, network addresses, or
addresses that correspond to locations in the system memory address space. Because variable fields
change from message to message, they are represented by short strings enclosed in square brackets
([ 1)- A decimal number, for example, is represented as [dec]. Table 1-2 lists the variable fields in

messages.

Table 1-2 Representation of Variable Fields in Messages
Representation Type of Information

[chars] or [char] Character string

[dec] Decimal

[hex] Hexadecimal integer

[int] Integer

[num] Number

System Message Example

The following is an example of a system message:

$BCAST-3-UNSUPPORTED_MSG_TYPE: Received unsupported message (type = [dec])
e 9%BCAST is the facility code.

e 3 is the severity level.
e UNSUPPORTED_MSG_TYPE is the mnemonic code.

e Received unsupported message (type = [dec]) is the message text.

Searching for System Messages in Online Documentation

To search for a message in the online documentation, copy and paste the message that appears on the

console or in the system log into the search function of your browser. Copy and paste these portions of
the message:

%FACILITY-SEVERITY-MNEMONIC

Cisco Wireless LAN Controller System Message Guide
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CHAPTER

AAA and ACL System Messages

This chapter contains the following topics:
e AAA Messages, page 2-1
e ACL Messages, page 2-21

AAA Messages

This section contains authentication, authorization, and accounting (AAA) messages.

Error Message %AAA-5-AAA_AUTH_ADMIN_USER: Authentication [chars] for admin user
' [chars]’

Explanation Authentication for an admin user.

Recommended Action No action is required.

Error Message %AAA-5-AAA_AUTH_NETWORK_USER: Authentication [chars] for network user
' [chars]’

Explanation Authentication for a network user.

Recommended Action No action is required.

Error Message AAA-0-AAA_REPEAT REQUEST: Authentication request already queued.
Attempt to requeue.

Explanation An authentication request was already detected in the request queue. The system has
attempted to requeue the same request.

Recommended Action None.

Text Part Number:
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Error Message AAA-0-ARP_LOOKUP_FAIL: Default gateway ARP lookup failed.

Explanation A default gateway ARP lookup has failed when sending a RADIUS request over a
dynamic interface.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-ATTRITBUTE_LEN_EXCEED: ACL Name too long : [chars]
Explanation ACL name is too long.

Recommended Action No action is required.

Error Message %AAA-4-AVP_CORRUPT: [dec]lth AVP is corrupted. RADIUS msgtype=[dec].
Prev AVP=[dec]len=[dec] offset=[dec] numAVPs=[dec].

Explanation An AVP is corrupted.

Recommended Action No action is required.

Error Message AAA-0-BUFF_ALLOC_FAILED: Could not allocate a system buffer. %s.
Explanation The system could not allocate a system buffer.

Recommended Action None.

Error Message %AAA-4-COMPUTE_AVP_SIZE_FAILED: Received bad AVP :[address] , Value
Ptr =[address], Value Len=[dec].

Explanation Received a bad AVP.

Recommended Action No action is required.

Error Message $AAA-3-CONSTRUCT_UDP_RCV_SOCKET_FAILED: Could not construct UDP RCV
socket. [chars]. ([dec]: [chars])

Explanation Could not construct a UDP RCV socket.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the

Cisco Wireless LAN Controller System Message Guide
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Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-COPY_AVP_BLOCK_FAILED: Could not copy AVPs to block. [chars]
Explanation Could not copy an AVP to the block.

Recommended Action No action is required.

Error Message %AAA-6-CREATE_AVL_TREE: Creating AVL tree with [dec] entries
Explanation Creating an AVL tree with entries.

Recommended Action No action is required.

Error Message %AAA-6-CREATE_CONFIG_FILE: Creating default aaaFile.cfg
Explanation Creating a default entity on the local database.

Recommended Action No action is required.

Error Message %AAA-4-CREATE_RADIUS_MES_FAILED: Could not create RADIUS message.
[chars]. numAVPs: [dec].

Explanation Could not create a RADIUS message.

Recommended Action No action is required.

Error Message %AAA-3-CREATE_USR_TREE_FAILED: Could not create user AVL tree.
Resason: [chars].

Explanation Could not create a user AVL tree.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-6-DB_ADD_BLACKLIST USR: Adding blacklist user ’[chars]’ to AAA
database.

Explanation Adding a blacklist user to the AAA database.

Recommended Action No action is required.

Cisco Wireless LAN Controller System Message Guide
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Error Message %AAA-6-DB_ADD_USER: Adding user '[chars]’ to AAA database.
Explanation Adding an user to the AAA database.

Recommended Action No action is required.

Error Message %AAA-3-DB_INIT_FAILED: Error [dec] initializing database module
[chars].

Explanation An error has occurred while initializing the database module.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-DB_MODULE_INIT_FAILED: Could not initialize module [chars].
[chars].

Explanation Could not initialize a module.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-DB_RECORD_ADD_FAILED: Could not add record to database.
[chars].

Explanation Could not add a record to the database.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Cisco Wireless LAN Controller System Message Guide
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Error Message $AAA-6-DELETE_CLIENT_ACCOUNT_DELETED: Delete client
[hex] : [hex]: [hex]: [hex]: [hex]: [hex]because user account ([chars]) has been
deleted.

Explanation The specified client was deleted because the user account was deleted.

Recommended Action No action is required.

Error Message $AAA-6-DELETE_CLIENT_GUEST_ACCOUNT_EXPIRE: Delete client
[hex] : [hex] : [hex]: [hex] : [hex]: [hex]because guest user account ([chars]) is
expired

Explanation The system has deleted a client because a guest user account expired.

Recommended Action No action is required.

Error Message %AAA-3-EAPMETHOD_ADD_FAILED: Unable to add method ’[chars]’ to EAP
profile for user ’[chars]’. [chars].

Explanation Unable to add a method to the EAP profile for a particular user.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-EAPPROF_ADD_FAILED: Unable to add EAP profile for user
"[chars]’. [chars].

Explanation Unable to add an EAP profile for a particular user.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-FREELIST_ADD_FAILED: Unable to add to free list. [chars].
Explanation Unable to add to the free list.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying

Cisco Wireless LAN Controller System Message Guide
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information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-FREELIST_DEI,_FAILED: Unable to delete to free list. [chars].

Explanation Unable to delete to the free list.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-6-FUNC_RUNNING: Running [chars]...

Explanation The system is running.

Recommended Action No action is required.

Error Message 2AAA-3-GET_GUEST_START TIME_FAILED: Could not get start time for guest

°

user record. [chars].

Explanation Could not get a start time for a guest user record.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message AAA-0-GET_MTU_FAIL: Unable to get MTU for Interface no:%d.

Explanation The system has failed to get a maximum transmission unit (MTU) for an interface.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
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Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-GET_RADIUS_PROXYSTATE_FAILED: Could not get proxy state.
[chars].

Explanation Could not get a proxy state.

Recommended Action No action is required.

Error Message AAA-0-GET_SOCK_INFO_FATIL: Get sockname system call failed.
Explanation The system has failed to get the source UDP port number.

Recommended Action None.

Error Message %AAA-6-GUEST_ACCOUNT_CREATE: Guest user account ([chars]) is created
with lifetime ([dec]).

Explanation A guest user account has been created.

Recommended Action No action is required.

Error Message %AAA-6-GUEST_ACCOUNT_EXPIRE: Guest user account ([chars]) is expired
Explanation A guest user account has been created.

Recommended Action No action is required.

Error Message %AAA-3-GUEST_INFO_MALLOC_FAILED: Unable to allocate memory for guest
account information of user [chars].

Explanation Unable to allocate memory for guest account information.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %AAA-4-GUESTACCT TIMERSET_FAILED: Unable to set timer for guest
accounts. [chars].

Explanation Unable to set the timer for guest accounts.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-GUESTUSER_DEL_FAILED: Unable to delete the user ’[chars]’.
[chars].

Explanation Unable to delete a particular user from database.

Recommended Action No action is required.

Error Message %AAA-4-INVALID_AUTHENTICATOR: Unable to verify RADIUS message
authenticator for mobilel[hex]: [hex]: [hex]: [hex]: [hex]:[hex]. [chars]

Explanation Invalid RADIUS message authenticator for mobile.

Recommended Action No action is required.

Error Message $AAA-4-INVALID_AUTH_REQ_TYPE: Invalid RADIUS authentication type [int]
in AAA request

Explanation Invalid RADIUS authentication type in the AAA request.

Recommended Action No action is required.

Error Message %AAA-4-INVALID_DATA_STRUCT: Could not validate the data structure -
[chars].

Explanation Could not validate a data structure.

Recommended Action No action is required.

Error Message %AAA-4-INVALID_MESSAGE_AUTHENTCATOR: Invalid message authenticator
received in [chars] from[dec].[dec]. [dec]. [dec]

Explanation Invalid message authenticator received.

Recommended Action No action is required.

Cisco Wireless LAN Controller System Message Guide
m. 0L-21893-01 |


http://www.cisco.com/tac
http://tools.cisco.com/Support/BugToolKit/
http://tools.cisco.com/ServiceRequestTool/create/launch.do

| Chapter2 AAA and ACL System Messages

AAA Messages I

Error Message %AAA-4-INVALID_RADIUS_PKT_SIZE: RADIUS packet too small.
Explanation A RADIUS packet is less than its minimum size.

Recommended Action No action is required.

Error Message %AAA-3-INVALID_REQUEST: Invalid AAA request. [chars]
Explanation The system has received an AAA request with a null or invalid payload.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-INVALID_REQUEST TYPE: Received an invalid request type. ([hex]) .
Explanation Received an invalid request type that is not related to AAA or accounting.

Recommended Action No action is required.

Error Message AAA-0-IP_FRAG_FAIL: IP fragmentation failed error code :%d.
Explanation The system has failed to do an IP fragmentation.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $AAA-3-LDAP_CONNECT_SERVER_FAILED: LDAP DB Task [[dec]]: Connect to
server failed (retry [dec]), rc= [dec] ([chars])

Explanation An LDAP DB Task connect to the server has failed.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %AAA-3-LDAP_COPY_ATTR_FAILED: Could not copy attributes returned by
LDAP server. [chars]. Max AVPs: [int]. Max Ints: [dec].

Explanation Could not copy attributes returned by the LDAP server.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-1.DAPMSG_SEND_FAILED: Could not send a message to LDAP task.
[chars].

Explanation Could not send a message to the LDAP task.

Recommended Action No action is required.

Error Message %AAA-3-1LDAP_TASK_FAILED: The main LDAP task failed. [chars]. Index:
[dec]. Type: [dec].

Explanation The main LDAP task failed.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-LDAP_TIMER_CALLBACK_FAILED: Could not perform timer callback.
[chars].

Explanation Could not perform a timer callback.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %AAA-3-LIFETIME_SET_FAILED: Unable to reset the lifetime of [chars]
account [chars] in localdatabase.

Explanation Unable to reset the lifetime of an account in the local database.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-LIFETIME_VALUE_CORRUPT: Corrupted value of lifetime for guest
user [chars].

Recommended Action The value of the lifetime for a guest user has been corrupted.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-MEM_ALLOC_FAILED: Error allocating [dec] bytes on stack for
message. Aborting..

Explanation An error has occurred when allocating memory off the stack for a message. The system
is aborting.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-MESSAGE_TYPE_UNKNOWN: Unable to send AAA request, Unknown
message type :[dec]

Explanation Unable to send an AAA request, because of an unknown message type.

Recommended Action No action is required.

Cisco Wireless LAN Controller System Message Guide
[ oL-21893-01 .m


http://www.cisco.com/tac
http://tools.cisco.com/Support/BugToolKit/
http://tools.cisco.com/ServiceRequestTool/create/launch.do
http://www.cisco.com/tac
http://tools.cisco.com/Support/BugToolKit/
http://tools.cisco.com/ServiceRequestTool/create/launch.do
http://www.cisco.com/tac
http://tools.cisco.com/Support/BugToolKit/
http://tools.cisco.com/ServiceRequestTool/create/launch.do

Chapter 2
M AAA Messages

AAA and ACL System Messages |

Error Message %AAA-4-MSCB_NOT_FOUND: Unable to find Mobile Station Entry for
[hex] : [hex] : [hex] : [hex] : [hex] : [hex]

Explanation Unable to find the Mobile Station Entry.
Recommended Action No action is required.

Error Message %AAA-4-MSG_RECV_FAILED: Failed to receive an incoming message. Error
= [dec]:[chars].

Explanation Failed to receive an incoming message.
Recommended Action No action is required.

Error Message AAA-0-PDU_TRANSMIT_FAILED: Failed to transmit the PDU for the command
%$s.Return code:%d.

Explanation The system has failed to transmit the RADIUS request, protocol data unit (PDU) to the
service class provider (SCP).

Recommended Action None.

Error Message %AAA-4-PROCESS_ACC_FAILED: Could not process accounting type [hex].
[chars].

Explanation Could not process an accounting type.

Recommended Action No action is required.

Error Message %AAA-4-PROC_PROXY_REQ_FAILED: Could not process proxy request.
[chars]. RADIUSLength=[dec] , Transport Len =[dec],

Message code=[dec].
Explanation Could not process a proxy request.

Recommended Action No action is required.

Error Message %AAA-4-PROC_PROXY_RESP_FAILED: Could not process a proxy RADIUS
response. [chars]. RADIUS Length=[dec],

Transport Length=[dec],
Code=[dec].

Message
Explanation Could not process a RADIUS response.

Recommended Action No action is required.
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Error Message %AAA-4-PROC_RADIUS_RESP_FAILED: Could not process RADIUS response.
[chars] . ResponseLength: [dec], Server: [dec].[dec].[dec].[dec] , ID:[dec] ,
Mobile: [hex]: [hex]: [hex]: [hex]: [hex]: [hex]

Explanation Could not process a RADIUS response.

Recommended Action No action is required.

Error Message %AAA-3-PROXY_REQ_VALID_CRED_FAILED: Could not validate proxied request
credentials. [chars].STA: [hex]: [hex]:[hex]: [hex]:[hex]: [hex]

Explanation Could not validate proxied request credentials.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message AAA-0-AAA_PSTATS_NULL: For Radius server[%s] attempt to access pStats
field whichis NULL.

Explanation The Radius server stats attribute is encountered as Null.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $AAA-4-RADACCTSRVR_STATESET FAILED: Unable to set state of RADIUS
accounting server [dec] to [dec]. [chars].

Explanation Unable to set the state of a particular RADIUS accounting server.

Recommended Action No action is required.

Error Message $AAA-4-RADAUTHSRVR_STATESET FAILED: Unable to set state of RADIUS
authentication server [dec] to [dec]. [chars].

Explanation Unable to set the state of a particular RADIUS authentication server.

Recommended Action No action is required.
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Error Message $AAA-4-RADCLIENT NOT_FOUND: RADIUS client [int].[int].[int].[int] not
found in client list.

Explanation A RADIUS client is not found in the client list.

Recommended Action No action is required.

Error Message %AAA-6-RADIUS_IN_GLOBAI_LIST: RADIUS server
[int] . [int].[int].[int]:[int] [chars] in global list

Explanation A RADIUS server is in the global list.

Recommended Action No action is required.

Error Message %AAA-4-RADIUSMSG_SEND_FAILED: Unable to send RADIUS message to
[chars] ([int]. [int]. [int].[int]) : [int]
(MAC: [hex] : [hex] :[hex]:[hex]:[hex]:[hex]). Reason : [chars].

Explanation Unable to send a RADIUS message to a specific host.

Recommended Action No action is required.

Error Message %AAA-6-RADIUS_ON_WLAN: RADIUS server [int].[int].[int].[int]:[int]
[chars] on WLAN [int]

Explanation A RADIUS server is on a WLAN.

Recommended Action No action is required.

Error Message %AAA-4-RADIUS_RESPONSE_FAILED: RADIUS server
[int] . [int].[int].[int]:[int] failed to respond to request (ID [int]) for STA
[hex] : [hex] : [hex] : [hex] : [hex] : [hex] / user ' [chars]’

Explanation A RADIUS server failed to respond to a request for STA.

Recommended Action No action is required.

Error Message %AAA-4-RADIUS_RES_TRUNC: Truncating RADIUS response from server at AVP
code [dec] for message [dec]

Explanation The system is truncating a RADIUS response from a server at the AVP code for a
message.

Recommended Action No action is required.
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Error Message %AAA-4-RADSERVER_NOT_FOUND: Could not find appropriate RADIUS server
for WLAN [dec] - [chars]

Explanation Client authentication failed because a valid RADIUS server could not be found to
service the request.

Recommended Action Verify the RADIUS server configuration and connectivity.

Error Message %AAA-4-RCV_FROM_UNKNOWN_SERVER: Received a [chars] from unknown server
[int] . [int].[int].[int]: [int]

Explanation Received a message from unknown server.

Recommended Action No action is required.

Error Message 2AAA-4-RCV_FROM_WRONG_PRT: RADIUS msg received from wrong switchport,
[dec], dropping

Explanation A RADIUS message has been received from the wrong switchport, and the message is
being dropped.

Recommended Action No action is required.

Error Message 2AAA-4-RCV_PKT_TO_RFC3576_PRT_FAILED: Received an unexpected [chars]
from [dec].[dec].[dec]. [dec]

Explanation Received an unexpected message.

Recommended Action No action is required.

Error Message AAA-0-RCV_WITH_WRONG_ENCAP: RADIUS msg with unexpected encapsulation,
dropping.

Explanation A RADIUS message was ignored because the encapsulation was invalid.

Recommended Action None.

Error Message %AAA-4-REBUILD_DEFAULT_CONFIG: Rebuilding the default configuration
for ’[chars]’

Explanation Rebuilding the default configuration.

Recommended Action No action is required.

Error Message %AAA-6-RECREATE_ADMIN_LOGIN: Recreating admin login.
Explanation The system is recreating the default admin login.

Recommended Action No action is required.
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Error Message $AAA-6-RECREATE_ADMIN_USR: Recreated the admin user.
Explanation The system recreated the admin user on the local database.

Recommended Action No action is required.

Error Message 2AAA-4-RFC3576_REXMT_FAILED: Could not retransmit RFC-3576 message to
[int] . [int].[int].[int]:[int]. [chars].

Explanation Could not retransmit the RFC-3576 message to a particular host.

Recommended Action No action is required.

Error Message %AAA-3-RFC_SOCKET_ERROR: RFC3576 socket error [dec] on socket [dec]
Explanation An RFC-3576 socket error has occurred on a socket.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-4-SEND_AAA RESPONSE_FATILED: Could not send AAA response. [chars].
Explanation Could not send an AAA response.

Recommended Action No action is required.

Error Message %AAA-4-SEND_RFC_RESPONSE_FAILED: Could not send RFC-3576 response.
[chars].

Explanation Could not send the RFC-3576 response.

Recommended Action No action is required.

Error Message %AAA-4-SEND_TPLUS_MES_FAILED: Could not send TACACS+ message.
[chars]. ([dec]:[chars]) .

Explanation Could not send a TACACS+ message.

Recommended Action No action is required.
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Error Message %AAA-4-SET_SERVER_FAILED: Could not set RADIUS server. [chars].
Explanation Could not set the RADIUS server.

Recommended Action No action is required.

Error Message %AAA-4-SUPPLY_UNAME_PASS: Username & password must be supplied. User
[address], Pass: [address].

Explanation The username and password must be supplied.

Recommended Action No action is required.

Error Message %AAA-5-SYN_CALLBACK_FAILED: AAA Sync.Callback failed. [chars].
Explanation The AAA Sync.Callback has failed.

Recommended Action No action is required.

Error Message %AAA-3-TEST_NULL_FAILED: Unable to allocate memory off the stack.
Explanation Unable to allocate memory off the stack for testing null attributes.

Recommended Action This is a debug message only. No action is required.

Error Message %AAA-4-TPLUS_SERVER_NOT_FOUND: TACACS+ server not found. [chars]
Explanation The TACACS+ server has not been found

Recommended Action No action is required.

Error Message %AAA-4-TPLUS_SWITCHOVER_FAILED: TACACS+ server switchover failed.
Current server 1is [dec] . [dec]. [dec]. [dec].

Explanation The TACACS+ server switchover has failed

Recommended Action No action is required.

Error Message %AAA-5-TPLUS_SWITCHOVER_SUCCESS: TACACS+ server switchover
successful. New server is [dec].[dec].[dec].[dec].

Explanation The TACACS+ server switchover is successful.

Recommended Action No action is required.
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Error Message $AAA-4-TRANSLATE_AAA_TO_RADIUS_FAILED: Could not translate AAA AVP to
RADIUS AVP. [chars].Code=[dec], ValueLen=[dec], VendorId=[dec], Buf=[address],
BufSize=[dec].

Explanation Could not translate the AAA AVP to the RADIUS AVP.

Recommended Action No action is required.

Error Message AAA-0-TX_PKT_TOO_BIG: Radius Request Packet Being Sent via DTL too Big.

Destination %u.%u.%u.%u. Max Len Supported for DTL %u. Actual Len being sent %u.

Explanation A RADIUS request packet that was sent via designated transit list (DTL) is too big.

Error Message %AAA-4-TXQUEUE_ADD_FAILED: Transmission queue full. Queue name:
[chars]. Dropping sessionpackets.

Explanation The transmission queue is full. Session packets are being dropped.

Recommended Action No action is required.

Error Message %AAA-3-UNAME_TOO_LONG: Username too long. Username: [int].
Explanation The username is too long.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-UPDATE_GUESTINFO_AT_LOGIN_FAILED: Unable to update guest user
information at login for [chars]. [chars].

Explanation Unable to update guest user information at login.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %AAA-3-UPDATE_GUESTINFO_AT_LOGOUT_FAILED: Unable to update guest user
information at logout for [chars]. [chars].

Explanation Unable to update guest user information at logout.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-6-USER_AUTH_PASSED: User authenticated. Username: [chars].

Explanation A user has been authenticated.

Recommended Action No action is required.

Error Message %AAA-3-USER_CHAP_CHECK_FAILED: Could not check the CHAP challenge.
[chars] .UsernameLength: [int]. Username: [chars].

Explanation Could not check the CHAP challenge.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-USERDBFILE_CREATE_FAILED: Unable to create user database file.
[chars].

Explanation Unable to create a user database file.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %AAA-3-USERDBFILE_LOAD_FAILED: Unable to load user database file.
[chars].

Explanation Unable to load a user database file.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-USER_DB_INIT_FAILED: User database not initialized.
Explanation The user database is not initialized.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-USER_NAME_INVALID: Invalid username provided. [chars].
Explanation An invalid username has been provided.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-USER_PASS_CHECK_FAILED: Could not check password for user.
[chars] .UsernameLength: [dec]. Password Length: [dec].

Explanation Could not check the password for the user.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
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Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %AAA-3-VALIDATE_MSCHAP2_CRED_FAILED: Could not validate credentials
for proxied RADIUS. [chars]. STA : [hex]:[hex]: [hex]:[hex]:[hex]:[hex] (len [int])

Explanation Could not validate credentials for proxied RADIUS.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

ACL Messages

This section contains access control list (ACL) messages.

Error Message $ACL-3-ACE_GET_FAILED: Failed to get ACE from ACL. [chars]
Explanation Unable to get an access control entry from an access control list.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %ACL-3-CONFIG_STORE_FAILED: Failed to store Acl Config to Flash
[chars].

Explanation Writing to the File operation has failed forAcl Config file onto the flash.

Recommended Action Try again. If it fails, reset the controller.

Error Message %ACIL-3-DB_LOCK_FAILED: Couldn’t get exclusive access on the Acl
database. [chars].

Explanation All Acls and their rules are placed inthe ACL database. To change precedencea rule in
the acl, the table needs tobe locked by obtaining a semaphore.This is failing.

Recommended Action Try again if it fails and reset the controller.
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Error Message %ACL-3-DB_UNLOCK_FAILED: Couldn’t release exclusive access on the Acl
database. [chars].

Explanation Releasing the ACL Table semaphore to relinquish the exclusive access has failed.

Recommended Action Reset the controller.

Error Message %ACL-3-ENTRY_CREATE_FAILED: Couldn’t create ACL [chars]. [chars].
Explanation The system could not create an ACL.

Recommended Action Try another ACL name or delete the old ACL to create a new ACL.

Error Message %ACL-3-ENTRY_DELETE_FAILED: Failed to delete ACL Entry [chars].
[chars].

Explanation Failed to delete the ACL entry.

Recommended Action Free the ACL from the CPU interface, other interface, or WLAN.

Error Message %ACL-3-ENTRY_DONOT_EXIST: Unable to find an ACL by name "[chars]".
Explanation Unable to get an access control list by name.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %ACL-3-GET_FREE_ACL: Couldn’t get an unused ACL. [chars].
Explanation The system could not get an unused ACL.

Recommended Action Delete the old ACL to create new ACL.

Error Message %ACL-3-GET_NAME_BY_TID_FAILED: Couldnt get ACL name by ID. [chars].
Explanation The system could not get an ACL name by the ID.

Recommended Action Provide the correct ACL ID.
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Error Message %ACL-3-IMPRULE_DEL_AVOIDED: Deleting the implicit deny rule [dec] of
ACL [chars] is not allowed.

Explanation Every ACL has an implicit deny all rule which is always the last rule in the ACL (an
ACL allows 64 rules). This rule cannot be deleted. The user is trying to do the same.

Recommended Action No action is required.

Error Message %ACIL-3-INFO_PUSH _FATILED: Failed to push CPU Acl info the NPU
Explanation Failed to push CPU ACL information to the NPU.

Recommended Action Try again after some time.If it still fails reset controller.

Error Message %ACL-3-INIT FAILED: Failure in creating Acl Database. [chars].
Explanation Failed to create the semaphore to protect the ACL database .

Recommended Action Reset the controller.

Error Message %ACL-3-IPADD_TYPE_INCORRECT: Incorrect IP address type parameter of
rule [dec] of ACL [chars]

Explanation The IP addresses can only be source or destination addresses.

Recommended Action Try again. If it fails again, reset the controller.

Error Message %ACL-3-LOAD_CONF_FAILED: Acl config is corrupted. Resetting Acl config
to default.

Explanation The configuration file is corrupted.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %ACL-3-RULE_ACTION_INVALID: Incorrect action [dec] to set for the rule
[dec] of the ACL [chars].

Explanation The action parameter of the rule of an ACL takes on the values of PERMIT or DENY.
An error is displayed if the action is neither of the two values.

Recommended Action Set the action with either PERMIT or DENY.
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Error Message %ACL-3-RULE_CREATE_FAILED: Can not Add Rule [dec] to ACL [chars].
[chars].

Explanation Cannot add rule to an ACL.

Recommended Action The maximum rule limit is achieved. Delete the old rule to create a new rule.

Error Message %ACL-3-RULE_DONOT_EXIST: Unable to [chars] the rule no.[dec] in ACL
[chars]. No such rule exist

Explanation Unable to carry out the operation mentioned on the particular rule in the ACL beacause
it does not exist.

Recommended Action Check that the ACL name and the rule index are configured correctly.

Error Message %ACL-3-RULE_PUSH_FAILED: Pushing rule [dec] of Acl [chars] to the
Network Processor Failed.

Explanation ACLs are applied in the Network Processor. They have to be pushed into the NPU.
Pushing the rule of the ACL has failed.

Recommended Action Try again. If it fails reset the controller.

Error Message 2ACL-3-SET_PORT_RANGE_FAILED: Set Port Range failed for rule [dec] of
ACL [chars]. [chars].

Explanation The Set Port Range failed for the type parameter for the ACL.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %ACL-3-SET_RULE_DIR_FAILED: Incorrect direction parameter for the rule
[dec] of the ACL [chars]

Explanation The direction parameter of the rule of an Acl takes on the values IN, OUT, and ANY.
This error is displayed if the direction is none of the three.

Recommended Action Set the direction to a valid value.
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CHAPTER

APF AUTOINST and AVL System Messages

This chapter contains the following topics:
e APF Messages, page 3-1
e AUTOINST Messages, page 3-73
e AVL Messages, page 3-74

APF Messages

This section contains access point functionality (APF) messages.

Error Message %APF-3-ACCTREQ_SEND_FAILED: Unable to send Radius Accounting Request
for STA [hex]:[hex]:[hex]:[hex]:[hex]:[hex]. CallingSTA: [chars],
CalledSTA: [chars]. [chars].

Explanation Unable to send a Radius Accounting Request.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $APF-1-ADDMOBILE_SEND_FAILED: Could not send the LWAPP Add Mobile
command to the AP [hex]:[hex]:[hex]:[hex]: [hex]:[hex] associated to Rogue AP
[hex] : [hex]: [hex]: [hex]: [hex]:[hex]. [chars].

Explanation Could not send the LWAPP Add Mobile command to AP,either due to internal error or
due to AP validation failure .

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at

Text Part Number:
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http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-1-ADD_TO_BLACKLIST_FAILED: Unable to create exclusion-list entry
for mobile [hex]: [hex]: [hex]: [hex]: [hex]: [hex]

Explanation This is security alert. A mobile station was blacklisted but could not be added to the list
due to internal error.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-6-AES_REQ_REJECT: Rejecting RSN request for unicast AES from
mobile [hex]: [hex]: [hex]: [hex]: [hex]: [hex]

Explanation Rejected RSN request from mobile, as 802111 security information element validation
failed.

Recommended Action Check the WLAN configuration to which mobile is trying to associate. Resolve
the configuration conflict.

Error Message %APF-3-AID_UPDATE_FAILED: Error updating Association ID for REAP AP
Client[hex]: [hex]: [hex]: [hex]: [hex]: [hex] - AID [int]

Explanation Failed to update Association ID for REAP AP client.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-6-AIRSPC_WARP_KCID: WARP KCID:
[hex] : [hex]: [hex] : [hex]: [hex] : [hex]: [hex] : [hex]

Explanation WARP KCID AIRSPC.

Recommended Action No action is required.
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Error Message %APF-1-AP_AUTO_CONTAIN_MISCONFIGURED: Auto-containing misconfigured
AP [hex]:[hex]: [hex]:[hex]: [hex]:[hex] as per policy.

Explanation Validation of the configuration of the AP against 3rd party Trusted AP policy failed.
Auto-containing is misconfigured for AP as per policy.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-3-AP_DESCP_EXCEEDED: AP group name or Description should not
exceed 32 characters

Explanation AP group name or Description can not exceed 32 characters in length.

Recommended Action Please specify AP group name upto 32 characters in length.

Error Message $APF-3-APF_WIRED_GUEST_ CLIENT_CREATE_FAILURE: Unable to create wired
guest client entry for [hex]:[hex]:[hex]: [hex]: [hex]: [hex].

Explanation Internal system error

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-3-APF_SITE WLAN_ENABLE_FAILS: enabling WLANs failed for AP
[chars]

Explanation Enabling the WLANSs on the AP failed.

Recommended Action Delete and re-create the AP group.

Error Message %APF-3-APF_WIRED_GUEST_EXCLUDED_CLIENT: Received a packet from
excluded wired guest client [hex]: [hex]: [hex]: [hex]: [hex]: [hex].

Explanation Internal system error

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
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information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message 2APF-3-APPLY_ACL_POLICY_FAILED: Could not Apply ACL Policy. [chars].
Explanation ACL policy can not be exceed 32 characters in length.

Recommended Action Please specify ACL Policy upto 32 characters in length.

Error Message $APF-3-APPLY_OVERRIDE_FAILED: Msgdef (APPLY_OVERRIDE_FAILED, APF,
LOG_ERR, (MSG_TRACEBACK), Could not Apply Override.
[chars] .Mobile: [hex]: [hex]: [hex] : [hex]: [hex]:[hex], SSID: [chars].

Explanation Could not apply wlan policy. Either the associating wlan was deleted or disabled.

Recommended Action Please check the status of associating WLAN.

Error Message APF-0-APPLY WLAN_POLICY_ FAILED: Could not Apply WLAN Policy on mobile
$02x:%02x:%02x:%02x:%02x:%02x. %s.

Explanation The system could not apply a WLAN policy on the following mobile.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $APF-3-ASSLEN_DIFF_FROM_REASSLEN: Association WPA/RSN IE length [dec]
is different from Reassociation IE length [dec]

Explanation WPA/RSN IE length in Reassociation request is different from WPA/RSN IE length in
Association request.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %APF-3-ASSOCREQ: [chars]
Explanation The validation of the capability field from an Association Request failed.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-6-ASSOCREQ_PARSE_FATILED: Error parsing Assoc Request from
STA[hex] : [hex] : [hex] : [hex] : [hex]: [hex] -- IE Type [int], IE Length [int], dataLen
[int]. [chars].

Explanation Error parsing Assoc Request from STA.

Recommended Action No action is required.

Error Message 2APF-4-ASSOCREQ_PROC_FAILED: Failed to process an association request
from[hex]: [hex]: [hex]: [hex]: [hex]:[hex]. WLAN:[dec], SSID:[chars]. [chars].

Explanation Processing of association request from a mobile failed. The real reason for failure is
specified in the message.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-4-ATIM_FRAM _DROP: Ignoring ATIM frame..
Explanation Currently system do not process 802.11 ATIM Frames.

Recommended Action No action is required.

Error Message %APF-1-AUTH_FAILED: Authentication failure (status [dec]) from
STA[hex] : [hex] : [hex] : [hex] : [hex] : [hex]. [chars].

Explanation An authentication failure from the STA has occured. Verify the WEP key.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
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http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $APF-1-AUTHMOBILE_SEND_FAILED: Could not send the LWAPP Authenticate
Mobile command to rogue AP [hex]:[hex]:[hex]: [hex]: [hex]: [hex] for mobile
[hex] : [hex]: [hex]: [hex]: [hex]:[hex]. [chars].

Explanation Could not send the LWAPP Authenticate Mobile command to rogue AP.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-3-AUTHMSG_SEND_FAILED: Unable to send Authentication message to

[hex] : [hex] : [hex] : [hex] : [hex]: [hex]. [chars].
Explanation Unable to send an authentication message to a station.

Recommended Action Copy the message exactly as it appears on the console or in the system log.
Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-4-AUTO_CONTAIN_AP_NOT_SUPPORTED: Unable to add foreign access
point [hex] : [hex]: [hex] : [hex] : [hex] : [hex]

Explanation Error message generated during data validation of migrated data.

Recommended Action No action is required.

Error Message %APF-3-AUTO_CONT_NOT_SUPPORTED: Auto-containment of [chars] is not
supported. Disabling.

Explanation This msg can be result of data validation done after migration of data to newer software
version.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
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http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message $APF-1-AUTO_ENABLE_DOT1XAKM: Auto-enabling 802.1x AKM for WLAN
' [chars]’

Explanation If no Authentication Key Management is selected then 802.1x AKM selected as a
default for WLAN.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-1-AUTO_ENABLE_WPA2_AES: Auto-enabling WPA2 AES for WLAN ‘' [chars]’

Explanation If WPA2/RSN is enabled then default the cipher suite to AES, if nothing is selected for
WLAN.

Recommended Action No action is required.

Error Message %APF-1-AUTO_ENABLE_WPA_TKIP: Auto-enabling WPA TKIP for WLAN ’ [chars]’

Explanation If WPA is enabled then default the cipher suite to TKIP if nothing is selected for
WLAN.

Recommended Action No action is required.

Error Message %APF-2-BAD_PMK_CACHE_ENTRY: Found a bad PMK cache entry for
Station: [hex] : [hex]: [hex]: [hex]: [hex]: [hex] deleting the entry

Explanation Internal system error

Recommended Action f this message recurs, copy the message exactly as it appears on the console or
in the system log. Research and attempt to resolve the issue using the tools and utilities provided at
http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.
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Error Message %APF-3-BUILD_NETNAME_FAILED: Could not build valid network name --
using default

Explanation Could not build valid network name, using default as the network name.

Recommended Action No action is required.

Error Message %APF-1-CAN_NOT_ASS_WITH_ROGUE_AP: Can not associate with [chars] Rogue

Explanation Association failed with a Rogue AP.

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-3-CCKM_CREATE_PTSKA_FAILED: Could not generate PTK from BTK
stored. [chars].Mobile: [hex]: [hex]: [hex]: [hex]: [hex]: [hex]

Explanation Could not generate PTK. Invalid unicast encryption policy for mobile station

Recommended Action If this message recurs, copy the message exactly as it appears on the console
or in the system log. Research and attempt to resolve the issue using the tools and utilities provided
at http://www.cisco.com/tac. With some messages, these tools and utilities will supply clarifying
information. Search for resolved software issues using the Bug Toolkit at
http://tools.cisco.com/Support/BugToolKit/. If you still require assistance, open a case with the
Technical Assistance Center via the Internet at
http://tools.cisco.com/ServiceRequestTool/create/launch.do, or contact your Cisco technical
support representative and provide the representative with the information you have gathered.

Error Message %APF-0-CHANGE_DOT11G_SUPP: 802.11g Support changing from [chars] to
[chars]. APs will reload.

Explanation 802.11g Support changes. APs w