SIIr
CISCO.

GETTING STARTED GUIDE

|

'
z
£

i

-

o€

Cisco Aironet 700W Series Access Points

About this Guide

Introduction to the Access Point
Safety Instructions

Unpacking

Configurations

Access Point Ports and Connectors
Configuring the Access Point
Mounting the Access Point

© 0 N OO O b~ W DN P

Deploying the Access Point on the Wireless Network
Troubleshooting

Access Point Specifications Data Sheet

Declarations of Conformity and Regulatory Information
Configuring DHCP Option 43 and DHCP Option 60
Obtaining Documentation and Submitting a Service Request

I O e
A W N P O



OL-31342-01
First Published —May 9, 2014
Last Updated — July 11, 2019



1 About thisGuide

This Guide providesinstructions on how to install and configure your Cisco Aironet 700W Series A ccess Point. The 700W Series Access
Point is referred to as the 700W series or the access point in this document.

2 |Introduction to the Access Point

The 700W series supports high-performing two spatial stream rates over adeployable distance with high reliability when serving clients.
The 700W series provides high reliability and overall wireless performance.

The 700W series offers dual-band radios (2.4 GHz and 5 GHz) with integrated internal antennas. The access point supports full
interoperability with leading 802.11n clients.

DY
Note  Forinformation onthe 702W series model numbers and the supported regulatory domains, see Model Numbers and Regulatory
Domains, page 5.

The 700W series access point is available in the controller-based configuration and supports:
e Simultaneous dual-band (2.4 GHz/5 GHz) radios
* Integrated internal antennas only
The features of the 700W series are:
» Processing sub-systems (including CPUs and memory) and radio hardware which supports:
— Unified
— FexConnect
— Monitor-mode
— VideoStream
— Location (not available on autonomous or standal one models)
— WIDS/WIPS (not available on autonomous or standal one models)
— Security
— Radio Resource Management (RRM) (not available on autonomous or standalone models)
— Rogue detection (not available on autonomous or standal one models)
— Management Frame Protection (MFP) (not available on autonomous or standalone models)
— BandSelect (not available on autonomous or standalone models)
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Note  Enhanced Local Mode (ELM) is not supported.

* The following processor features:
— 128 MB NAND flash size
— 1MB NOR flash size
— 128 MB DDR2 memory bus, x32
e 2.4 GHz and 5 GHz 802.11n radios with the following features:
— 802.11n standard compliant
— A-MPDU TX
— HT Duplicate Mode
— 2TX X 2RX
— 2-spatial streams, 300 Mbps PHY rate
— Maximal ratio combining (MRC)
— Cyclic Shift Diversity (CSD)



— MCS0-MCS15; Short or Long Guard Intervals
— DFSfor UNII-2 and UNII-2 Extended channels, including 0.5us radar pulse detection

3 Safety Instructions

Translated versions of the following safety warnings are provided in the translated safety warnings document that is shipped with your
access point. The translated warnings are also in the Translated Safety Warnings for Cisco Aironet Access Points, which is available on
Cisco.com.

A

Warning IMPORTANT SAFETY INSTRUCTIONS

Thiswarning symbol means danger. You arein a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practicesfor preventing accidents. Use the statement number provided at the end of each warning to locate
itstranslation in the translated safety war nings that accompanied this device. Statement 1071

SAVE THESE INSTRUCTIONS

A\

Warning Read theinstallation instructions before you connect the system to its power source. Statement 1004
A

Warning Installation of the equipment must comply with local and national electrical codes. Statement 1074
A

Warning  Thisproduct relies on the building’sinstallation for short-circuit (overcurrent) protection. Ensure that the
protective device israted not greater than:
20A. Statement 1005

'\

Warning Do not operate your wireless network device near unshielded blasting caps or in an explosive environment
unless the device has been modified to be especially qualified for such use. Statement 245B

A
Warning In order tocomply with FCC radio frequency (RF) exposurelimits, antennas should belocated at a minimum
of 7.9 inches (20 cm) or more from the body of all persons.
Statement 332
A

Caution The fasteners you use to mount the access point must be capable of maintaining a minimum pullout force of 20 Ibs (9 kg)
and must use a minimum of 2 holes on the mounting bracket.

AN\

Caution This product and all interconnected equipment must be installed indoors within the same building, including the associated
LAN connections as defined by Environment A of the IEEE 802.af/at Standard.

N

Note  Useonly with listed I TE equipment.




4 Unpacking

To unpack the access point, follow these steps:

Step 1 Unpack and remove the access point and the accessory kit from the shipping box.
Step 2 Return any packing material to the shipping container and save it for future use.

Step 3 Verify that you have received the items listed below. If any item is missing or damaged, contact your Cisco representative or
reseller for instructions.

* The access point

* Mounting bracket

e Mounting screws

e Tamper resistant screw

e Mylar label for tamper resistant screw

5 Configurations

The 700W series access point contains two simultaneous dual-band radios, the 2.4 GHz and 5 GHz 802.11n MIMO radios, in a
controller-based mode.

The 700W series access point configuration is two 2.4 GHz/5 GHz dual-band radios, with two integrated dual-band antennas.

| nternal Antennas

The 700W series access points are configured with two dual-band antennas (two 2.4 GHz and two 5 GHz). The two antennas, deployed
inside the access point, are inside the top housing. The basic features are as follows:

+ Dual-Band antennas.
» Antenna elements integrated into 700W access point top housing.
» Peak gains are approximately 2 dBi in the 2.4 GHz band and 4 dBi in the 5 GHz band.

Model Numbersand Regulatory Domains

The 700W series access points have the following model number formats:
* AIR-CAP702W-x-K9, where the ‘X’ represents the regulatory domain. The 700W series supports the following regulatory domains
(shown as “x” in the model numbers): -A, -B, -C, -D, -E, -H, -I, -K, -N, -Q, -R, -S, -T, -Z

N

Note  Click this URL for the latest list of countries and regulatory domains supported by the AIR-CAP702W-x-K9 models:
WWW.Cisco.com/go/aironet/compliance

6 Access Point Portsand Connectors

The 700W series access points have integrated antennas and do not have external connectors on the top of the unit. In addition to the
integrated antennas the 700W series access points has the following interfaces and connectors:;

« LED

e Four LAN ports

» Uplink port and Console port
* Mode button


www.cisco.com/go/aironet/compliance

e DC power connector
¢ Kensington lock slot

Figurel Access Point 700W (Front View)
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Figure2 Access Point 700W (Top View)
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Figure3 Access Point LED (Bottom View)
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From left to right, LAN Ports 1 to 4. Theright most port (LAN
4) is PoE-out.




Figure4 Access Point Ports and Connections (Rear View)
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Figure5 Access Point DC Power Connector (Side View)
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{ Configuring the Access Point

This section describes how to connect the access point to awireless LAN controller. Because the configuration process takes place on
the controller, see the Cisco Wireless LAN Controller Configuration Guide for additional information. This guide is available on
Cisco.com.

The Controller Discovery Process

The access point uses standard Control and Provisioning of Wireless Access Points Protocol (CAPWAP) to communicate between the
controller and other wireless access points on the network. CAPWAP is a standard, interoperable protocol which enables an access
controller to manage a collection of wireless termination points. The discovery process using CAPWAP isidentical to the Lightweight
Access Point Protocol (LWAPP) used with previous Cisco Aironet access points. LWA PP-enabled access points are compatible with
CAPWAP, and conversion to a CAPWAP controller is seamless. Deployments can combine CAPWAP and LWAPP software on the
controllers.

Customers who have Layer 2 deployments should note that CAPWAP is not supported on Layer 2 as the CAPWAP packets are routed
through Layer 3 only.

In a CAPWAP environment, a wireless access point discovers a controller by using CAPWAP discovery mechanisms and then sendsit a
CAPWAP join request. The controller sends the access point a CAPWAP join response allowing the access point to join the controller.
When the access point joins the controller, the controller manages its configuration, firmware, control transactions, and data transactions.

)
Note  For additional information about the discovery process and CAPWAP, see the Cisco Wireless LAN Controller Software
Configuration Guide. This document is available on Cisco.com.

N

Note  CAPWAP support is provided in controller software release 5.2 or later. However, your controller must be running release
8.0.x.x or later to support 700W series access points.




DY
Note  Make surethat the controller is set to the current time. If the controller is set to atime that has already occurred, the access point
might not join the controller because its certificate may not be valid for that time.

Access points must discovered a controller before they can become an active part of the network. The access point supports these
controller discovery processes:

e Layer 3 CAPWAP discovery—The access point performs alocal broadcast (255.255.255.255) discovery request to find any
contollers on the same subnet/vlan. The request can be forwarded to other networks by the I P hel per featuer that is present on
switches and router.

* Locally stored controller 1P address discover y—If the access point was previously joined to a controller, the P addresses of the
primary, secondary, and tertiary controllers are stored in the access point’s non-volatile memory. This process of storing controller
I P addresses on an access point for later deployment is called priming the access point. For more information about priming, see the
“Performing a Pre-Installation Configuration” section on page 11.

* DHCP server discovery—Thisfeature uses DHCP option 43 to provide controller |P addresses to the access points. Cisco switches
support a DHCP server option that is typically used for this capability. For more information about DHCP option 43, see the
“Configuring DHCP Option 43 and DHCP Option 60" section on page 29.

» DNSdiscovery—The access point can discover controllers through your domain name server (DNS). For the access point to do so,
you must configure your DNS to return controller IP addresses in response to CISCO-CAPWAP-CONTROLLER.localdomain,
where localdomain is the access point domain name. Configuring the CISCO-CAPWAP-CONTROLLER provides backwards
compatibility in an existing customer deployment. When an access point receives an | P address and DNS information from a DHCP
server, it contacts the DNS to resolve CISCO-CAPWAP-CONTROLLER.localdomain. When the DNS sends a list of controller |P
addresses, the access point sends discovery requests to the controllers.

Preparing the Access Point

Before you mount and deploy your access point, we recommend that you perform asite survey (or use the site planning tool) to determine
the best location to install your access point.

You should have the following information about your wireless network available;
» Access point locations
» Access point mounting options (Wall and Junction Box mounting only)

» Access point power options: power supplied by the recommended external power supply (with power adapter AIR-PWR-C=), aDC
power supply, POE from a network device (802.3af/at), or a POE power injector/hub (the Cisco-recommended injector is the
AIR-PWRINJ4=), usually located in awiring closet.

~
Note  PoE-Out isavailableviaLAN port 4

Table1 Access Point Power Sources and PoE-Out Levels

Power Input Source Maximum PoE-Out Power

802.3af / AIR-PWRINJ5 No power available for the POE-out port
802.3at/AIR-PWRINJ4 Class 2, 6.49W (7W with cable losses)
AIR-PWR-C Class 0, 12.95W (15.4W with cable |osses)

Cisco recommends that you make a site map showing access point locations so that you can record the device MAC addresses from each
location and return them to the person who is planning or managing your wireless network.

| nstallation Summary

Installing the access point involves these operations:

10



» Performing a pre-installation configuration (optional)
* Mounting the access point

» Deploying the access point on the wireless network

Performing a Pre-Installation Configuration

The following procedures ensure that your access point installation and initial operation go as expected. A pre-installation configuration
is also known as priming the access point. This procedure is optional.

N

Note  Performing apre-installation configuration is an optional procedure. If your network controller is properly configured, you can
install your access point in its final location and connect it to the network from there. See the “ Deploying the Access Point on
the Wireless Network” section on page 15 for details.

Pre-Installation Configuration Setup

The pre-installation configuration setup is shown in Figure 6.

Figure 6 Pre-Installation Configuration Setup

Controller

Layer 3

—— devices

Cisco wireless
access points

272488

To perform pre-installation configuration, perform the following steps:

Step 1 Make sure that the Cisco wireless LAN controller DS port is connected to the network. Use the CLI, web-browser interface, or
Cisco Prime Infrastructure procedures as described in the appropriate Cisco wireless LAN controller guide.

a. Make sure that access points have Layer 3 connectivity to the Cisco wireless LAN controller Management.

b. Configure the switch to which your access point is attach to. See the Cisco Unified Wireless Network WLAN Controller
Configuration Guide for additional information.

Set the Cisco wireless LAN controller as the master so that new access points aways join with it.
d. Make sure DHCP is enabled on the network. The access point must receive its | P address through DHCP.
e. CAPWAP UDP ports ( ports 5246 and 5247) must not be blocked in the network.

n



f.  Theaccess point must be able to find the | P address of the controller. This can be accomplished using DHCP, DNS, or IP subnet
broadcast. This guide describes the DHCP method to convey the controller P address. For other methods, refer to the product
documentation. See also the “Using DHCP Option 43" section on page 16 for more information.

Step 2 Apply power to the access point:

a. Theaccesspointis802.3af (15.4 W) compliant and can be powered by any 802.3af compliant device. However, with an 802.3af
PSE (Power Source Equipment) there will not be any power available for the POE out port on the AP. The access point is
also 802.3at (34.2 W) complaint (see Table 1).

N

Note  The 700W series access point requires a Gigabit Ethernet link to prevent the Ethernet port from becoming a bottleneck
for traffic because wireless traffic speeds exceed transmit speeds of a 10/100 Ethernet port.

b. Asthe access point attempts to connect to the controller, the LEDs cycle through a green, red, and amber sequence, which can
take up to 5 minutes.

~
Note  When the access point has joined a controller, then all the LEDs - the AP's LED and the Ethernet port LEDs - will be turned off.
Using the controller's CLI commands you can turn the LEDs on, if necessary.

)
Note  If the access point remains in this mode for more than five minutes, the access point is unable to find the Master Cisco
wireless LAN controller. Check the connection between the access point and the Cisco wireless LAN controller and be sure
that they are on the same subnet.

If the access point shuts down, check the power source.

After the access point finds the Cisco wireless LAN controller, it attempts to download the new operating system code if the
access point code version differs from the Cisco wireless LAN controller code version. While thisis happening, the Status LED
blinks amber.

e. If the operating system download is successful, the access point reboots.

Step 3 Configure the access point if required. Use the controller CLI, controller GUI, or Cisco Prime Infrastructure to customize the
access-point-specific 802.11n network settings.

Step 4 If the pre-installation configuration is successful, the Status LED is green indicating normal operation. Disconnect the access
point and mount it at the location at which you intend to deploy it on the wireless network.

Step 5 If your access point does not indicate normal operation, turn it off and repeat the pre-installation configuration.

S

Note  When you areinstalling a Layer 3 access point on a different subnet than the Cisco wireless LAN controller, be sure
that a DHCP server is reachable from the subnet on which you will be installing the access point, and that the subnet
has a route back to the Cisco wireless LAN controller. Also be sure that the route back to the Cisco wireless LAN
controller has destination UDP ports 5246 and 5247 open for CAPWA P communications. Ensure that the route back to
the primary, secondary, and tertiary wirelessLAN controller allows | P packet fragments. Finally, be surethat if address
translation is used, that the access point and the Cisco wireless LAN controller have a static 1-to-1 NAT to an outside
address.

12



8 Mounting the Access Point

Cisco Aironet 700W series access points can be mounted on walls and junction boxes, in the vertical orientation with the security screw
on the top and the LED indicator at the bottom.

Sep 1

A\

If you are mounting the AP directly to ajunction box, go to Step 3.
For wall mounting, use the mounting bracket as a template to mark the locations of the mounting holes on the bracket. Figure 7
shows the dimensions of the mounting bracket.

Caution

Figure7

To ensure asafe and secure installation, make sure you are using adequate screws and mount the access point using no less

than two screws.
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Step 2 For wall mounting, drill pilot holes at the mounting hole locations you have marked, and use appropriate anchors as required.

~
Note  The pilot hole size varies according to the material, and its thickness, you are fastening. Cisco recommends that you test the
material to determine the ideal hole size for your mounting application.

Step 3 Feed the cable(s) from the junction box / wall through the large center cable access holein the bracket, with the words“MOUNT
ARROWS UP” facing you as shown in Figure 8.

Figure8 Bracket Mounting Direction

@

1 |Security Screw Hole on Wall Mounting Bracket ‘2 ‘Kensi ngton Lock Slot on Wall Mounting Bracket

Sep 4 Position the mounting bracket mounting holes (with the words “MOUNT ARROWS UP” facing you) over the screw holes.

Step 5 Insert a screw into each mounting hole and tighten.

Y

Note  Screws supplied in kit may not be appropriate for all mounting options.
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Note

Sep 6

Sep 7

Sep 8

Sep 9
Sep 10

Make sure all cables are clear and the bracket sits flush against the wall / junction box. The joint created with the screws must
have a minimum pullout force of 20 Ibs (9 kg).

Connect the Ethernet cable and the power cable (optional) to the access point.

With the access point’s LED facing down and the rear metal side of the access point facing the bracket, gently slide the access
point downwards onto the bracket, until it bottoms out on the bracket, and the center tab is engaged. If properly done, the
Kensington lock slots on the AP and the mounting bracket will be aligned.

Insert the included security screw (see Figure 2) into the hole on the top of the access point and tighten it till the screw head is
flush with the access point's body.

Fix the security screw label over the screw head to cover it completely.
If required, use Kensington slot on the side to secure the access point

9 Deploying the Access Point on the Wireless Networ k

After you have mounted the access point, follow these steps to deploy it on the wireless network:

Sep 1
Sep 2

Sep 3

Connect and power up the access point.
Observe the access point LED (for LED descriptions, see “Checking the Access Point LED” section on page 16).

a. When you power up the access point, it begins a power-up sequence that you can verify by observing the access point LED. If the
power-up sequence is successful, the discovery and join process begins. During this process, the LED blinks sequentially green,
red, and amber. When the access point hasjoined acontroller, the all the LEDs—the AP'sLED and the Ethernet port LEDs —will
be turned off. Using the controller’s CLI commands you can turn the LEDs on, if necessary.

b. If theLED blinks sequentially for more than 5 minutes, the access point isunableto find its primary, secondary, and tertiary Cisco
wireless LAN controller. Check the connection between the access point and the Cisco wireless LAN controller, and be sure the
access point and the Cisco wireless LAN controller are either on the same subnet or that the access point has a route back to its
primary, secondary, and tertiary Cisco wireless LAN controller. Also, if the access point is not on the same subnet as the Cisco
wireless LAN controller, be sure that there is a properly configured DHCP server on the same subnet as the access point. Seethe
“Configuring DHCP Option 43 and DHCP Option 60" section on page 29 for additional information.

Reconfigure the Cisco wireless LAN controller so that it is not the Master.
Y

Note A Master Cisco wireless LAN controller should be used only for configuring access points and not in a working
network.

15



10 Troubleshooting

If you experience difficulty getting your access point installed and running, look for a solution to your problem in thisguide or in
additional access point documentation. These, and other documents, are available on Cisco.com.

Guidelinesfor Using Cisco Aironet Lightweight Access Points

Keep these guidelines in mind when you use 700W series lightweight access points:

» The access point can only communicate with Cisco wireless LAN controllers, such as 2500 series, 5500 series, 7500 series, 8500
series, virtual Wireless LAN Controllers, and WiSM2 controllers.

» The access point does not support Wireless Domain Services (WDS) and cannot communicate with WDS devices. However, the
controller provides functionality equivalent to WDS when the access point joinsiit.

» CAPWAP does not support Layer 2. The access point must get an | P address and discover the controller using Layer 3, DHCP, DNS,
or |P subnet broadcast.

» The access point console port is enabled for monitoring and debug purposes. All configuration commands are disabled when the
access point is connected to a controller.

Using DHCP Option 43

You can use DHCP Option 43 to provide alist of controller I P addresses to the access points, enabling them to find and join a controller.
For additional information, refer to the “ Configuring DHCP Option 43 and DHCP Option 60” section on page 29.

Checking the Access Point LED
The location of the access point status LED is shown in Figure 3.

N

Note  When the access point has joined a controller, then all the LEDs - the AP's LED and the Ethernet port LEDs - will be turned off.
Using the controller's CLI commands you can turn the LEDs on, if necessary.

DY

Note  Regarding LED status colors, it is expected that there will be small variationsin color intensity and hue from unit to unit. This
iswithin the normal range of the LED manufacturer’s specifications and is not a defect.

The access point status LED indicates various conditions and are described in Table 2.

Table 2 LED Status Indications

M essage Status M essage

Type LED Meaning

Boot |oader status Blinking green DRAM memory test in progress
sequence DRAM memory test OK

Board initialization in progress
Initializing FLASH file system
FLASH memory test OK
Initializing Ethernet

Ethernet OK

Starting Cisco 10S
Initialization successful

16



Table 2 LED Satus I ndications (continued)

M essage
Type

Satus
LED

M essage
M eaning

Association status

Chirping Green

Normal operating condition, but no wireless client
associated

Green

Normal operating condition, at least one wireless
client association

Operating status

Blinking amber

Software upgrade in progress

Cycling through green,
red, and amber

Discovery/join process in progress

Rapidly cycling through
red, green, and amber

Access point location command invoked

Blinking red

Ethernet link not operational

Boot |oader warnings

Blinking amber

Configuration recovery in progress (MODE button
pushed for 2 to 3 seconds)

Red Ethernet failure or image recovery (MODE button
pushed for 20 to 30 seconds)
Blinking green Image recovery in progress (MODE button released)
Boot loader errors Red DRAM memory test failure

Blinking red and amber

FLASH file system failure

Blinking red and off

Environment variable failure

Bad MAC address

Ethernet failure during image recovery

Boot environment failure

No Cisco image file

Boot failure

Cisco |OS errors

Red

Software failure; try disconnecting and reconnecting
unit power

Cycling through red,
green, amber, and off

General warning; insufficient inline power

Troubleshooting the Access Point Join Process

Access points can fail to join a controller for many reasons: a RADIUS authorization is pending; self-signed certificates are not enabled
on the controller; the access point’s and controller’s regulatory domains don’t match, and so on.

Controller software enables you to configure the access points to send all CAPWAP-related errors to a syslog server. You do not need to
enable any debug commands on the controller because all of the CAPWAP error messages can be viewed from the syslog server itself.

The state of the access point is not maintained on the controller until it receivesa CAPWAP join request from the access point. Therefore,

it can be difficult to determine why the CAPWAP discovery request from a certain access point was rejected. In order to troubleshoot

such joining problems without enabling CAPWAP debug commands on the controller, the controller collects information for all access

points that send a discovery message to it and maintains information for any access points that have successfully joined it.
The controller collects all join-related information for each access point that sends a CAPWAP discovery request to the controller.

Collection begins with the first discovery message received from the access point and ends with the last configuration payload sent from
the controller to the access point.

An access point sends all syslog messages to IP address 255.255.255.255 by default when any of the following conditions are met:

» An access point running software release 5.2 or later has been newly deployed.

» An existing access point running software release 5.2 or later has been reset after clearing the configuration.

17



If any of these conditions are met and the access point has not yet joined a controller, you can also configure a DHCP server to return a
syslog server |P address to the access point using option 7 on the server. The access point then starts sending all syslog messages to this
IP address.

When the access point joins a controller for the first time, the controller sends the global syslog server IP address (the default is
255.255.255.255) to the access point. After that, the access point sends all syslog messagesto this|P address until it is overridden by one
of the following scenarios:

» Theaccess point is still connected to the same controller, and the global syslog server | P address configuration on the controller has
been changed using the config ap syslog host global syslog_server_|P_address command. In this case, the controller sends the new
global syslog server |P address to the access point.

» Theaccess point is still connected to the same controller, and a specific syslog server | P address has been configured for the access
point on the controller using the config ap syslog host specific Cisco_AP syslog_server _|P_address command. In this case, the
controller sends the new specific syslog server |P address to the access point.

» The access point is disconnected from the controller and joins another controller. In this case, the new controller sends its global
syslog server | P address to the access point.

»  Whenever anew syslog server |P address overrides the existing syslog server |P address, the old address is erased from persistent
storage, and the new address is stored in its place. The access point also starts sending all syslog messages to the new |P address
provided the access point can reach the syslog server |P address.

You can configure the syslog server for access points and view the access point join information only from the controller CLI.
A detailed explanation of the join processis on Cisco.com at the following URL:
http://www.Cisco.com/en/US/products/ps6366/products_tech note09186a00808f8599.shtml

11 Access Point Specifications Data Sheet

You can access the full data sheet of the Cisco Aironet 700W Series Access Point at the following URL:
https://www.cisco.com/en/US/prod/collateral/wirel ess/ps5678/ps12968/data_sheet_c78-728968.html

18
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12 Declarations of Conformity and Regulatory I nfor mation

This section provides declarations of conformity and regulatory information for Cisco Aironet 700W Series Access Points. You can find
additional information at this URL:

WWW.Cisco.com/go/aironet/compliance

Manufacturers Federal Communication Commission Declar ation of Confor mity
Statement

Models Certification Numbers

AIR-CAP702W-A-K9 LDK102092
AIR-CAP702W-B-K9

Manufacturer:

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

This device complies with Part 15 rules. Operation is subject to the following two conditions:

1. Thisdevice may not cause harmful interference, and

2. Thisdevice must accept any interference received, including interference that may cause undesired operation.

This device operates in the 5150-5250M Hz and 5470-5725MHz bands and is therefore restricted to indoor operation only per FCC
guidance.

This equipment has been tested and found to comply with the limits of a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in aresidential
environment. This equipment generates, uses, and radiates radio frequency energy, and if not installed and used in accordance with the
instructions, may cause harmful interference. However, thereis no guarantee that interference will not occur. If this equipment does cause
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to
correct the interference by one of the following measures:

» Reorient or relocate the receiving antenna.

* Increase separation between the equipment and receiver.

» Connect the equipment to an outlet on a circuit different from which the receiver is connected.
» Consult the dealer or an experienced radio/TV technician.

A\

Caution The Part 15 radio device operates on a non-interference basis with other devices operating at this frequency when using the
integrated antennas. Any changes or modification to the product not expressly approved by Cisco could void the user’s
authority to operate this device.
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A

Caution Withinthe5.15t0 5.25 GHz and 5.47-5.725 GHz bands, thisdeviceisrestricted to indoor operations to reduce any potential
for harmful interference to co-channel Mobile Satellite System (MSS) operations.

VCCI Statement for Japan

Warning

Thisisa Class B product based on the standard of the Voluntary Control
Council for Interference from Information Technology Equipment
(VCCI). If thisisused near aradio or television receiver in a domestic
environment, it may cause radio interference. I nstall and use the
equipment according to the instruction manual.

g
it

COEBIE, V5ABERBRMEETT., COXER, FERETHERTAZELEZAMEL
TWETH, COEENIVAPTLEY aVRERICERLTERSWD L, REEE%
BIERCTIENHY ET,
BRGAZICH > TELVRYEWELTTEL,

VCCI-B

Guidelinesfor Operating Cisco Aironet Access Pointsin Japan

This section provides guidelines for avoiding interference when operating Cisco Aironet access points in Japan. These guidelines are
provided in both Japanese and English.

Japanese Trandation

COBBOFERBAEBHTIE,. BFLUOCEOEX - #H2 - ERARBOEZH
IHOBES A VFTERASA TV LIBHEEIAOMARER (REEETS
RER) RURENEIRER (RHFEZELLVVRER) MERSATLET,
1 COBMBEERTIMICE TBRERIAOBAREBRURE/NES

RERVERIATVVEVWI EEZRELTTEL,

2 B—.oORBHOBREEIAOBARKRDICN L TERTHOEMMNE
ELEBEICIE GEPHERARARREEET SORIBRORHEEIL L
L. TREREICTERAE. BEERRO-HOREBEBWZIL, 1K—F 1>
IVDOBREBLEICOVTIWHELTTEL,

3 ol COBRBHrOBREEIAOKRENENREBICHLTEERTSO
BONRELEBEGEMAERYD I ENBE-LEEE. ROERE~HM
WahETELY,

s . 03-6434-6500

208697
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English Trandation

This equipment operates in the same frequency bandwidth as industrial, scientific, and medical devices such as microwave ovens and
mobile object identification (RF-1D) systems (licensed premises radio stations and unlicensed specified |ow-power radio stations) used
in factory production lines.

1. Before using this equipment, make sure that no premises radio stations or specified low-power radio stations of RF-1D are used in
the vicinity.

2. If this equipment causes RF interference to a premises radio station of RF-I1D, promptly change the frequency or stop using the
device; contact the number below and ask for recommendations on avoiding radio interference, such as setting partitions.

3. If this equipment causes RF interference to a specified low-power radio station of RF-ID, contact the number below.
Contact Number: 03-6434-6500

Statement 371—Power Cable and AC Adapter

BHRs—JIL, ERa—F, AC758 74, NyT - EDERIZL.
WA RFERIFEERZECSHERCESL, RMIR-EERUNORRE
CHEAICHSEHMECHESRAR. KKORRELYET, £, ERH
mEEERIZKY ., BZKEDRTE (PSE La—FIZXREE) THLC ULEE
(UL F¥IE CSAT—o A a— FIZKREE) DERYT—JILITEEHAIEET
HEGLUNDOERHEBICIIFERATELN O TEFECLE L,

English Trandation

When installing the product, please use the provided or designated connection cables/power cables/AC adaptors. Using any other
cables/adaptors could cause amalfunction or afire. Electrical Appliance and Material Safety Law prohibitsthe use of UL-certified cables
(that have the “UL” shown on the code) for any other electrical devices than products designated by CISCO. The use of cables that are
certified by Electrical Appliance and Material Safety Law (that have “PSE” shown on the code) is not limited to CISCO-designated
products.

Industry Canada
M odels Certification Numbers
AIR-CAP702W-A-K9 2461B-102092

Canadian Compliance Statement

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the following two conditions: (1)
this device may not cause interference, and (2) this device must accept any interference, including interference that may cause undesired
operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'exploitation est
autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2) I'utilisateur de I'appareil doit accepter
tout brouillage radioélectrique subi, méme si e brouillage est susceptible d'en compromettre le fonctionnement.

Under Industry Canada regulations, this radio transmitter may only operate using an antenna of atype and maximum (or lesser) gain
approved for the transmitter by Industry Canada. To reduce potential radio interference to other users, the antennatype and its gain should
be so chosen that the equivalent isotropically radiated power (e.i.r.p.) is not more than that necessary for successful communication.
Conformément alaréglementation d'Industrie Canada, le présent émetteur radio peut fonctionner avec une antenne d'un type et d'un gain
maximal (ou inférieur) approuvé pour I'émetteur par Industrie Canada. Dans le but de réduire les risques de brouillage radioélectrique a
I'intention des autres utilisateurs, il faut choisir le type d'antenne et son gain de sorte que la puissance isotrope rayonnée équivalente
(p.i.r.e.) ne dépasse pas l'intensité nécessaire a |'établissement d'une communication satisfaisante.
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This radio transmitter has been approved by Industry Canada to operate with the antenna types listed below with the maximum
permissible gain and required antennaimpedance for each antennatype indicated. Antenna types not included in thislist, having again
greater than the maximum gain indicated for that type, are strictly prohibited for use with this device.

Le présent émetteur radio a été approuvé par | ndustrie Canada pour fonctionner avec les types d'antenne énumérés ci-dessous et ayant un
gain admissible maximal et I'impédance requise pour chaque type d'antenne. Les types d'antenne non inclus dans cette liste, ou dont le
gain est supérieur au gain maximal indiqué, sont strictement interdits pour I'exploitation de I'émetteur.

Antenna Type

Antenna Gain

Antenna lmpedance

Dual-band Omni

3/5 dBi

50 ohms

Operation in the band 5150-5250 MHz isonly for indoor useto reduce the potential for harmful interference to co-channel mobile satellite

systems.

Labande 5 150-5 250 MHz est réservés uniquement pour une utilisation al'intérieur afin de réduire lesrisques de brouillage préjudiciable

aux systemes de satellites mobiles utilisant |es mémes canaux.

Users are advised that high-power radars are allocated as primary users (i.e. priority users) of the bands 5250-5350 MHz and 5650-5850

MHz and that these radars could cause interference and/or damage to LE-LAN devices.

Les utilisateurs étes avisés que les utilisateurs de radars de haute puissance sont désignés utilisateurs principaux (c.-a-d., gu'ilsont la
priorité) pour les bandes 5 250-5 350 MHz et 5 650-5 850 MHz et que ces radars pourraient causer du brouillage et/ou des dommages

aux dispositifs LAN-EL

European Community, Switzerland, Norway, |celand, and Liechtenstein

Models:
AIR-CAP702W-E-K9
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Declaration of Conformity with regard tothe R& TTE Directive 1999/5/EC &

Medical Directive 93/42/EEC

brarapekn
[Bulgarian]

Tosa ofopyagane oTroBapa Ha CHILECTBEHHTE HAMCKBANHA H NPHIOKHMH KIay3H Ha
Hupestusa 1999/5/EC.

Cesky Toto zafizeni je v souladu se zakladnimi poZzadavky a ostatnimi odpovidajicimi ustanovenimi

[Czech]: Smérnice 1999/5/EC,

Dansk Dette udstyr er 1 overensstemmelse med de vesentlige krav og andre relevante bestemmelser i

[Danish]: Direktiv 1999/5/EF.

Deutsch Dieses Geriit entspricht den grundlegenden Anforderungen und den weiteren entsprechenden

[German]: Vorgaben der Richtlinie 1999/5/EU,

[Eits:)lnjan]' See seade vastab direktiivi 1999/5/EU olulistele nduetele ja teistele asjakohastele sitetele.

Enalish: This equipment is in compliance with the essential requirements and other relevant provisions
RS- of Directive 1999/5/EC.

Espaiiol Este equipo cumple con los requisitos esenciales asi como con otras disposiciones de la

[Spanish]: Directiva 1999/5/CE.

Edhapvui AUt 0 sfomlopdg Eivil 68 GUPUOPPOSET) UE TIC CVOUNGELS UROITIGELS KOl BARES GRETIKES

[Greek]: darake e Obyyiag 1999/5/EC.

Frangais Cet appareil est conforme aux exigences essentielles et aux autres dispositions pertinentes de

[French]: la Directive 1999/5/EC.

islenska . T » I

[lcelandic]: betta teki er samkvamt grunnkrdfum og ddrum videigandi dkvadum Tilskipunar 1999/5/EC.

ltaliano Questo apparato é conforme ai requisiti essenziali ed agli altri principi sanciti dalla Direttiva

[Italian]: 1999/5/CE.

Latviesu Siiekirta atbilst Direktivas 1999/5/EK bitiskajam prasibdm un citiem ar to saistitajiem

[Latvian]: notetkumiem.
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Nederlands Diit apparaat voldoetaan de essentiele eisen en andere van

[Dutch]): toepassing zijnde hepalingen van de Richtlijn 1999/5/EC.

Maltd D[an l-apparat huwa konformi mal-htigiet essenzjali u l-

[Maltese]: provedimenti l-ohra rilevanti tad-Direttiva 1999/5/EC.

Magyar Ez a készillék teljesiti az alapvetd kivetelmények et és mas

[Hungarian]: 19009/5/EK iranyelvben meghatarozott vonatkozo rendelkezéseket.

Norsk Dette utstyret er i samsvar med de grunnleggende krav og andre

[Norwegian]: relevante bestemmelser i EU-direlktiv 1999/5/EF.

Polski Urzadzenie jest zgodne z ogolnymi wymaganiami oraz

[Polish]: szezegolnymi warunkami okreslonymi Dyrektywa UE: 1999/S/EC.

Portugués Este equipamento esta em conformidade com os requisitos

[Portuguese]: | essenciais e outras provisidesrelevantes da Directiva 1999/5/EC.

Roméni Acest echipament este in conformitate cu cerintele esentiale sicu

[Fomanian] alte prevederirelevante ale Directivei 1990,/5/EC,

Slovensko Ta naprava je skladna z histvenimi zahtevami in ostalimi

[Slovenian]: relevantnimi pogoji Direktive 190%/5/EC.

Slovensky Toto zariadenie je v zhode so zakladnymi pozadavkami a inymi

[Slovak]: prisluinymi nariadeniami direktiv: 1999/S/EC.

g . Tami laite tiytthd direktiivin 1999/5/EY olennaiset vaatimukset ja

s aa on siind asetettujen muiden laitetta koskevien médriysten
[Finnish]: .
mukainen.

Svenska Denna utrustning ir i dverensstimmelse med de visentliga kraven

[Swedish]: och andra relevanta bestimmelseri Direktiv 1999/5/EC.

Tirk Bu cihaz 1999/5/EC Direlktifi'nin temel gereklerine veilgili diger 8

[Turkish] hiikiimlerine uygundur. 5
=+

The following standards were applied:

EMC—EN 301.489-1v1.8.1; EN 301.489-17 v2.1.1

Health & Safety—ENG60950-1: 2005; EN 50385: 2002

Radio—EN 300 328 v 1.7.1; EN 301.893 v 1.5.1

The conformity assessment procedure referred to in Article 10.4 and Annex |11 of Directive 1999/5/EC has been followed.
This device aso conforms to the EMC requirements of the Medical Devices Directive 93/42/EEC.

Y

Note  Thisequipmentisintended to beusedinall EU and EFTA countries. Outdoor use may be restricted to certain frequencies and/or

may require alicense for operation. For more details, contact Cisco Corporate Compliance.

The product carries the CE Mark:

430,

Declaration of Confor mity for RF Exposure

This section contains information on compliance with guidelines related to RF exposure.

24



Generic Discussion on RF Exposure

The Cisco products are designed to comply with the following national and international standards on Human Exposure to Radio
Frequencies:

e US 47 Code of Federal Regulations Part 2 Subpart J

* American National Standards Institute (ANSI) / Institute of Electrical and Electronic Engineers/ IEEE C 95.1 (99)

» International Commission on Non lonizing Radiation Protection (ICNIRP) 98

* Ministry of Health (Canada) Safety Code 6. Limits on Human Exposure to Radio Frequency Fields in the range from 3kHz to 300
GHz

» Australia Radiation Protection Standard

To ensure compliancewith various national and international Electromagnetic Field (EMF) standards, the system should only be operated
with Cisco approved antennas and accessories.

This Device M eets | nternational Guideinesfor Exposureto Radio Waves

The 700W series device includes aradio transmitter and receiver. It is designed not to exceed the limitsfor exposure to radio waves (radio
frequency electromagnetic fields) recommended by international guidelines. The guidelines were devel oped by an independent scientific
organization (ICNIRP) and include a substantial safety margin designed to ensure the safety of all persons, regardless of age and health.

Assuch the systems are designed to be operated as to avoid contact with the antennas by the end user. 1t isrecommended to set the system
in alocation where the antennas can remain at least a minimum distance as specified from the user in accordance to the regulatory
guidelines which are designed to reduce the overall exposure of the user or operator.

Separation Distance
MPE Distance Limit
0.63 mW/cm? 20 cm (7.87 inches) 1.00 mW/cm?

The World Health Organization has stated that present scientific information does not indicate the need for any special precautions for
the use of wireless devices. They recommend that if you are interested in further reducing your exposure then you can easily do so by
reorienting antennas away from the user or placing he antennas at a greater separation distance then recommended.

ThisDevice Meets FCC Guiddinesfor Exposureto Radio Waves

The 700W series device includes aradio transmitter and receiver. It is designed not to exceed the limitsfor exposure to radio waves (radio
frequency electromagnetic fields) as referenced in FCC Part 1.1310. The guidelines are based on IEEE ANSI C 95.1 (92) and include a
substantial safety margin designed to ensure the safety of all persons, regardless of age and health.

Assuch the systems are designed to be operated as to avoid contact with the antennas by the end user. 1t isrecommended to set the system
in alocation where the antennas can remain at least a minimum distance as specified from the user in accordance to the regulatory
guidelines which are designed to reduce the overall exposure of the user or operator.

The device has been tested and found compliant with the applicable regulations as part of the radio certification process.

Separation Distance
MPE Distance Limit
0.63 mW/cm? 20 cm (7.87 inches) 1.00 mW/cm?

The US Food and Drug Administration has stated that present scientific information does not indicate the need for any special precautions
for the use of wireless devices. The FCC recommends that if you are interested in further reducing your exposure then you can easily do
so by reorienting antennas away from the user or placing the antennas at a greater separation distance then recommended or lowering the
transmitter power output.
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This Device M eetsthe Industry Canada Guidelinesfor Exposureto Radio Waves

The 700W series device includes aradio transmitter and receiver. It is designed not to exceed the limitsfor exposure to radio waves (radio
frequency electromagnetic fields) as referenced in Health Canada Safety Code 6. The guidelines include a substantial safety margin
designed into the limit to ensure the safety of all persons, regardless of age and health.

Assuch the systems are designed to be operated as to avoid contact with the antennas by the end user. 1t isrecommended to set the system
in alocation where the antennas can remain at least a minimum distance as specified from the user in accordance to the regulatory
guidelines which are designed to reduce the overall exposure of the user or operator.

Separation Distance
MPE Distance Limit
0.63 mW/cm? 20 cm (7.87 inches) 1.00 mW/cm?

Health Canada states that present scientific information does not indicate the need for any special precautions for the use of wireless
devices. They recommend that if you are interested in further reducing your exposure you can easily do so by reorienting antennas away
from the user, placing the antennas at a greater separation distance than recommended, or lowering the transmitter power output.

Cet apparell est conforme aux directivesinter nationales en matiére d'exposition aux fréquences
radioéectriques

Cet appareil de lagamme 1700 comprend un émetteur-récepteur radio. Il a été congu de maniére a respecter les limites en matiére
d'exposition aux frégquences radioélectriques (champs él ectromagnétiques de fréquence radio), recommandées dans le code de sécurité 6
de Santé Canada. Ces directives integrent une marge de sécurité importante destinée a assurer la sécurité de tous, indépendamment de
I'dge et de la santé.

Par conséquent, les systémes sont congus pour étre exploités en évitant que I'utilisateur n'entre en contact avec les antennes. |1 est
recommandé de poser le systéme la ou les antennes sont a une distance minimale telle que précisée par |'utilisateur conformément aux
directives réglementaires qui sont congues pour réduire |'exposition générale de I'utilisateur ou de |'opérateur.

Distance d'éloignement
MPE Distance Limite
0.63 mW/cm? 20 c¢m (7.87 po) 1.00 mW/cm?

Santé Canada affirme que la littérature scientifique actuelle n'indique pas qu'il faille prendre des précautions particuliéres lors de
I'utilisation d'un appareil sansfil. Si vous voulez réduire votre exposition encore davantage, selon I'agence, vous pouvez facilement le
faire en réorientant lesantennes afin qu'elles soient dirigées al'écart del'utilisateur, en les plagant aune distance d'éloignement supérieure
a celle recommandée ou en réduisant la puissance de sortie de I'émetteur.

Additional Information on RF Exposure

You can find additional information on the subject at the following links:

» Cisco Systems Spread Spectrum Radios and RF Safety white paper at this URL:
http://www.cisco.com/warp/public/cc/pd/witc/ao340ap/prodlit/rfhr_wi.htm

* FCCBulletin 56: Questions and Answers about Biological Effects and Potential Hazards of Radio Frequency Electromagnetic Fields
» FCC Bulletin 65: Evaluating Compliance with the FCC guidelines for Human Exposure to Radio Frequency Electromagnetic Fields

* FCC Bulletin 65C (01-01): Evaluating Compliance with the FCC guidelines for Human Exposure to Radio Frequency
Electromagnetic Fields: Additional Information for Evaluating Compliance for Mobile and Portable Devices with FCC limits for
Human Exposure to Radio Frequency Emission
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You can obtain additional information from the following organizations:
*  World Health Organization Internal Commission on Non-lonizing Radiation Protection at this URL: www.who.int/emf
» United Kingdom, National Radiological Protection Board at this URL: www.nrpb.org.uk
* Cellular Telecommunications Association at this URL: www.wow-com.com
e The Mobile Manufacturers Forum at this URL: www.mmfai.org

Administrative Rulesfor Cisco Aironet Access Pointsin Taiwan

This section provides administrative rulesfor operating Cisco Aironet access pointsin Taiwan. Therulesfor all access pointsare provided
in both Chinese and English.

Chinese Trandation

BREKTE  ASEHZILEREIMERS25-535 BHikER

B REREHEBMETRL

Et+=% RAXRDIER BN RFEEH , EEF T, 07, BRIAEAELTEEE
BERR, MAHRRBERR R INEE

5+ BEUNRFFERCEATERERNRER TESEERE ; CRRETERRE

,EVEER  YREETETERSSHESAH.
BIEEZEBE , BREGLIAEFEZERE
fBo
RIEFEERETIEZEERTE. NER
ERAERESHERRIEZTE.
{ETh R 5 BB BT 17
4.7 EREFERRE
475 & 5.25-535 BMETAREZEREAERSRE , RREAEA.
476 EREAERRFEETISLBEGZTEETSTESLZERE  WERTE , E
VEMER  RETEZE  ®
BRERER.
477 EBREFEBREHRERSERAMERBEY , MRREREERFM LR
EERE , BRONEHREHS
RIBESESF,

English Trandation

Administrative Rules for Low-power Radio-Frequency Devices
Article 12

For those low-power radio-frequency devices that have already received atype-approval, companies, business units or users should not
change its frequencies, increase its power or change its original features and functions.

Article 14

The operation of the low-power radio-frequency devicesis subject to the conditions that no harmful interference is caused to aviation
safety and authorized radio station; and if interferenceis caused, the user must stop operating the device immediately and can't re-operate
it until the harmful interferenceis clear.

The authorized radio station means a radio-communication service operating in accordance with the Communication Act.
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The operation of the low-power radio-frequency devices is subject to the interference caused by the operation of an authorized radio
station, by another intentional or unintentional radiator, by industrial, scientific and medical (ISM) equipment, or by an incidental
radiator.

Chinese Trandation

BRERTE , NB[MBIULEREINERHS25-5.35 BHIEE

EhREREHEERETRE

E+=% RAXRIERENRFEEH , EEFHT , 07, BRIACEAELTEES
BFRE, MAWRRBERR MR INEE,

5+ mfE BEUNRFFERCEATERERNZER TESEZERE ; BRERETERRE

BN EER  YREZETERSSREER.
HEAEBE  BREFLIREEX CERE
(=8
BEUNRFAERADIESEBFRIE. DER
BERAENEHEEMRBZTE,
R Th 3R G SR M A 5 40T 4R
4.7 BRETEwRE
475 & 5.25-535 MHBSETARECEBRETERERE , RREALA.
476 BBEAEARBATDISLIEGZTREETESTESLEE  WEKRTE &
MNEER  RETEZE A
BRERR,
477 EREFEGRENREMEEREFAAZERES , WRREBEEAFM/ LR
ERRE , RFNEREHES
RIBERT .

English Trandation

Low-power Radio-frequency Devices Technical Specifications

4.7 Unlicensed National Information Infrastructure

4.7.5 Within the 5.25-5.35 GHz band, U-NII devices will be restricted to indoor operations to reduce
any potential for harmful interference to co-channel M SS operations.

4.7.6 The U-NII devices shall accept any interference from legal communications and shall not
interfere the legal communications. If interference is caused, the user must stop operating the
device immediately and can't re-operate it until the harmful interferenceis clear.

4.7.7 Manufacturers of U-NII devices are responsible for ensuring frequency stability such that an

emission is maintained within the band of operation under all conditions of normal operation as
specified in the user manual.
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Operation of Cisco Aironet Access Pointsin Brazil

This section contains special information for operation of Cisco Aironet access pointsin Brazil.

Figure9 Brazil Regulatory Information

@ ANATEL

4015-14-4086

(01)07898362234286

Access Point Modédls
AIR-CAP702W-Z-K9

Portuguese Trandation

Este equipamento opera em carater secundério, isto €, ndo tem direito a protegéo contrainterferéncia prejudicial, mesmo de estagfes do
mesmo tipo, e ndo pode causar interferéncia a sistemas operando em carater primario.

English Trandation

This equipment operates on a secondary basis and consequently must accept harmful interference, including interference from stations
of the same kind. This equipment may not cause harmful interference to systems operating on a primary basis.

Declaration of Confor mity Statements

All the Declaration of Conformity statements related to this product can be found at the following location: http://www.ciscofax.com

13 Configuring DHCP Option 43 and DHCP Option 60

This section contains a DHCP Option 43 configuration example on a Windows 2003 Enterprise DHCP server for use with Cisco Aironet
lightweight access points. For other DHCP server implementations, consult product documentation for configuring DHCP Option 43. In
Option 43, you should use the IP address of the controller management interface.

)
Note  DHCP Option 43 islimited to one access point type per DHCP pool. You must configure a separate DHCP pool for each access
point type.

The 700W series access point usesthetype-length-value (TLV) format for DHCP Option 43. DHCP servers must be programmed to return
the option based on the access point’s DHCP Vendor Class Identifier (VCI) string (DHCP Option 60). The VCI string for the 700W series
access point is:
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Cisco AP ¢702

~
Note  If your access point was ordered with the Service Provider Option (AIR-OPT60-DHCP) selected in the ordering tool, the VCI
string for the access point contains ServiceProvider. For example, a 702 with this option will return this VCI string:
Cisco AP c702-ServiceProvider

The format of the TLV block is listed below:
* Type: Oxf1 (decimal 241)
» Length: Number of controller IP addresses * 4
* Value: List of WLC management interfaces
To configure DHCP Option 43 in the embedded Cisco IOS DHCP server, follow these steps:

Step 1 Enter configuration mode at the Cisco IOS CLI.

Step 2 Create the DHCP pool, including the necessary parameters such as default router and name server. A DHCP scope exampleis
asfollows:

ip dhcp pool <pool names>
network <IP Network> <Netmask>
default-router <Default routers>
dns-server <DNS Server>

Where:
<pool name> is the name of the DHCP pool, such as AP702
<IP Network> is the network IP address where the controller resides, such as 10.0.15.1
<Netmask> is the subnet mask, such as 255.255.255.0
<Default router> is the IP address of the default router, such as 10.0.0.1
<DNS Server> is the IP address of the DNS server, such as 10.0.10.2
Step 3 Add the option 60 line using the following syntax:

option 60 ascii “VCI string”

For the VCI string, “Cisco AP c702”. The quotation marks must be included.

Step 4 Add the option 43 line using the following syntax:

option 43 hex <hex strings>

The hex string is assembled by concatenating the TLV values shown below:
Type + Length + Value

Typeis aways f1(hex). Length is the number of controller management IP addresses times 4 in hex. Value is the | P address of
the controller listed sequentially in hex.

For example, suppose that there are two controllers with management interface IP addresses, 10.126.126.2 and 10.127.127.2. The type
isfl(hex). Thelengthis2* 4 = 8 = 08 (hex). The IP addresses translate to 0a7e7e02 and 0a7f7f02. Assembling the string then yields
f1080a7e7e020a7f7f02. The resulting Cisco |0S command added to the DHCP scope is option 43 hex f1080a7e7e020a7f7f02.

14 Obtaining Documentation and Submitting a Ser vice Request

For information on obtaining documentation, submitting a service request, and gathering additional information, see What’'s New in
Cisco Product Documentation at:

http://www.cisco.com/c/en/us/td/docs/general /whatsnew/whatsnew.html.

Subscribe to What's New in Cisco Product Documentation, which lists all new and revised Cisco technical documentation, as an RSS feed and
deliver content directly to your desktop using a reader application. The RSS feeds are a free service.
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