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CHAPTER 1

Configuring PROFINET

* Restrictions for Configuring PROFINET, on page 1

* Information About Configuring PROFINET, on page 1
* Configuring PROFINET, on page 5

* Quality of Service for PROFINET, on page 12

* Monitoring and Maintaining PROFINET, on page 13

* Troubleshooting PROFINET , on page 14

Restrictions for Configuring PROFINET

The following Cisco Industrial IoT switches meet the requirements of PROFINET Conformance Class B:
* Cisco Catalyst IE3100 Rugged Series Switches

* Cisco Catalyst IE3200 Rugged Series Switches
* Cisco Catalyst IE3300 Rugged Series Switches
* Cisco Embedded Services 3300 Series Switches

* Cisco Catalyst IE3400 Heavy-Duty Series Switches

The rest of this document refers to these switches as "the switch."

PROFINET Conformance Class B is included PROFINET Real Time (RT). The switches do not support
Isochronous Real Time (IRT).

Information About Configuring PROFINET

PROFINET is the leading Industrial Ethernet Standard that uses TCP/IP and IT standards for automation
control. PROFINET is particularly useful for industrial automation systems and process control networks in
which motion control and precision control of instrumentation and test equipment are important. It emphasizes
data exchange and defines communication paths to meet speed requirements. PROFINET communication is
scalable on three levels:

» Normal non-real-time communication uses TCP/IP and enables bus cycle times of approximately 100
ms.

* Real-time communication enables cycle times of approximately 10 ms.
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[l PROFINET Device Roles

Configuring PROFINET |

* Isochronous real-time communication enables cycle times of approximately 1 ms.

PROFINET input/output (I/O) is a modular communication framework for distributed automation applications.
PROFINET I/O uses cyclic data transfer to exchange data, alarms, and diagnostic information with
programmable controllers, I/0 devices, and other automation controllers, for example, motion controllers.

PROFINET I/O recognizes three classes of devices:

* I/O devices
* I/O controllers

* [/O supervisors

PROFINET Device Roles

AnI/O controller is a programmable logic controller (PLC) that controls I/O devices and exchanges data such
as configuration, alarms, and I/O data through an automation program. The I/O controller and the I/O supervisor
exchange diagnostic information. The I/O controller shares configuration and I/O information with an I/O
device and receives alarms from the I/O device.

Figure 1: PROFINET Device Roles
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PROFINET is designed to be the sole or primary management system platform. Because the I/O controller
detects the switch with the Discovery and Configuration Protocol (DCP), and sets the device name and IP
address, you do not have to enter Cisco IOS commands for the basic configuration. For advanced configurations,
for example, QoS, DHCP, and similar features, you must use Cisco IOS commands on the switch because
these features cannot be configured by using PROFINET.

An I/O supervisor is an engineering station, such as a human machine interface (HMI) or PC, used for
commissioning, monitoring, and diagnostic analysis. The I/O supervisor exchanges diagnostic, status, control,
and parameter information with the I/O device.

An I/0 device is a distributed I/O device such as a sensor, an actuator, or a motion controller.

N

Note
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If Profinet DCP cannot detect the switch, PLC, or IO mac addresses, temporarily disable the firewall or virus
scan from the Windows PC that installed the Siemens STEP7 or TIA Portal Automation application.
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In a PROFINET 1/O system, all the I/O devices communicate over an Ethernet communication network to
meet the automation industry requirement for bus cycle times of less than 100 ms. The network uses switches
and full-duplex data exchange to avoid data collisions. The Cisco Catalyst IE3x00 Rugged Series switches
play the role of I/O device in Figure Figure 1: PROFINET Device Roles, on page 2.

PROFINET Device Data Exchange

After PROFINET uses DCP to discover devices, including the switch, the devices establish application
relationships (ARs) and communication relationships (CRs). After a connection is established and information
about device parameters is exchanged, I/O data is exchanged. The switch uses non-real-time CRs to exchange
the data attributes listed below.

Table 1: PROFINET 1/0 Switch Attributes

PROFINET 1I/0 Switch Configuration Attributes Value or Action

Device name Configures a name for the device.

TCP/IP IP address, subnet mask, default gateway, and switch
virtual interface (SVI).

Primary temperature alarm Enables or disables monitoring for the specified alarm.

Secondary temperature alarm Enables or disables monitoring for the specified alarm.

SD card alarm Enables or disables monitoring for the specified alarm.

RPS failed alarm Enables or disables monitoring for the redundant

power supply alarm.

Note Before enabling monitoring for the RPS
failed alarm, the user must configure the
command "power-supply dual”" in CLI
to trigger an alarm when one of the
power supplies is missing or inoperable.

Relay major alarm Enables or disables monitoring for the specified alarm.

Reset to factory Reset to factory (Mode 2: Communication parameter)
Uses the PROFINET I/O controller to reset the switch
communication parameter. This action removes the
Profinet device ID, IP address, and configured SNMP
writable MIBs.

Relay major configuration Specifies the type of port alarm, for example, link
fault, that triggers the major relay. Any port
configured with the specified alarm type can trigger
the major relay.
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. General Station Description File

Table 2: PROFINET /0 Port Attributes

Configuring PROFINET |

PROFINET 1/0 Port Configuration Attributes

Value or Action

Speed 10, 100, 1000, or auto.
Duplex half, full, or auto.
Port mode access or trunk.

Link status

shut down or no shut down.

Configure rate limiting

Broadcast, unicast, or multicast threshold exceeds
configured levels.

Port link fault alarm

Enables or disables monitoring for specified alarm.

Port not forwarding alarm

Enables or disables monitoring for specified alarm.

Port not operating alarm

Enables or disables monitoring for specified alarm.

Port FCS threshold alarm

Enables or disables monitoring for specified alarm.

General Station Description File

PROFINET devices are integrated by using a general station description (GSD) file that contains the data for
engineering and data exchange between the I/O controller, the I/O supervisor, and the I/O devices, including
the switch. Each PROFINET I/O field device must have an associated GSD file that describes the properties
of the device and contains all this information required for configuration:

* Device identification information (device ID, vendor ID and name, product family, number of ports)

* Number and types of pluggable modules

* Error text for diagnostic information

» Communication parameters for I/O devices, including the minimum cycle time, the reduction ratio, and

the watch dog time

* Configuration data for the I/O device modules, including speed, duplex, VLAN, port security information,

alarms, and broadcast rate limiting thresholds

 Parameters configured for I/O device modules for the attributes listed above

The PROFINET GSD file is bundled with the Cisco I0S release. After the IE3x00 boots at least one time,
the GSD files for the IE3x00 are located in a directory called ProfinetGSD. In this directory, there is a zip file
containing all the GSDs for all IE3x00 SKUs. The file is called CISCO_Petra_product_id.zip, for example,
CISCO_Petra_3400.zip. We recommend that you always use the latest released GSD file. The ProfinetGSD
file is valid for the Cisco IOS XE version that is currently running.

The GSD file is in the switch and the I/O supervisor uses this file to manage the switch. For IOS XE-based
platforms, the GSD file can be found in the Flash: or SDFlash: file system. If you want to load the GSD file
for the Cisco IOS XE platform into the I/O supervisor, you need to copy it from the switch.
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Note  You must use the GSD file that is associated with the Cisco I0S release on the switch to manage your
PROFINET network. Both the I/O supervisor and the Cisco 10S software alert you to a mismatch between
the GSD file and the switch's Cisco IOS software version.

The status of GSD match or mismatch can be determined using the show profinet status command.

Configuring PROFINET

You can use either the SIMATIC STEP7 or TIA Portal Automation application on the I/O supervisor, or you
can use the Cisco IOS software to configure PROFINET on the switch.

After you enable PROFINET, Link Layer Discovery Protocol (LLDP) is automatically enabled on the switch
because PROFINET relies on LLDP to fully function. If you disable PROFINET, you can enable or disable
LLDP as needed.

Default Configuration

PROFINET is enabled by default on all switch ports. The default configuration is enabled on VLAN 1, but
you can change it to another VLAN ID. Out of the box, VLAN 1 is shut down. When bringing up an
out-of-the-box switch for PROFINET, unshut VLAN 1 as follows:

Switch#configure term

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #interface vlan 1

Switch (config-if) #no shut

Switch (config-if) #end

Switch#

If PROFINET has been disabled, follow the instructions in Enabling PROFINET, on page 5.

Enabling PROFINET

To enable PROFINET, follow these steps:

Step 1 Enter global configuration mode:

Switch# configure terminal

Step 2 Enable PROFINET on the switch:
Switch (config)# profinet

After PROFINET is enabled, you can configure the device as described in Configuring the Switch with STEP7/TIA, on
page 6 (recommended) or by using the Cisco IOS commands provided in the subsequent steps.

Step 3 (Optional) Set the PROFINET device identifier (ID) by using the Cisco 1OS software:

Switch (config)# profinet id line

The maximum length of the ID string can be 240 characters. The only special characters allowed are period (.) and hyphen
(-), and they are allowed only in specific positions within the ID string. The ID can have multiple labels within the string.

PROFINET Configuration Guide, Cisco Catalyst IE3x00 and IE3100 Rugged, IE3400 Heavy Duty, and ESS3300 Series Switches .
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. Configuring the Switch with STEP7/TIA

Step 4

Step 5

Step 6

Step 7

Each label can be from 1 to 63 characters, and labels must be separated by a period (.). The final character in the string
must not be zero (0).

For more details about configuring the PROFINET ID, see the PROFINET specification, document number TC2-06-0007a,
filename PN-AL-protocol 2722 V22 Oct07, available at PROFIBUS.

This step is optional and can be done through STEP7 or TIA PORTAL STEP 7 or the TIA Portal Automation application
installed on the Supervisor (recommended).

(Optional) Change the VLAN number. The default VLAN number is 1. The VLAN ID range is from 1 to 4096. One
PROFINET VLAN is supported per switch.

Switch (config) # profinet vlan vlan id

Note You must create a VLAN before assigning a new VLAN to PROFINET if you are using a nondefault VLAN.

Return to privileged EXEC mode:

Switch (config) # end

Verify your entries:

Switch# show running-config

(Optional) Save your entries in the configuration file:

Switch# copy running-config startup-config

Configuring the Switch with STEP7/TIA

Step 1

Step 2

Complete the following steps to configure the switch with STEP7/TIA. TIA v15.1 is used in the following
example. Ensure that you do not use the CLI to configure or modify the switch configuration when PROFINET
and TIA are in use.

Check the availability of the GSD file on the switch. You must use the same version that matches the GSD file bundled
with the Cisco IOS release image.

See General Station Description File, on page 4 for more information.

Install the GSD file in STEP7/ TIA:

a) InSTEP7/TIA, choose Options> M anage gener al stationsdescription files, and browse to the location of the GSD
file on the PC through source path.

The tool displays all the available GSD files.
b) Check the check box adjacent to the appropriate the desired GSD file and click I nstall.
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Step 3

Configuring the Switch with STEP7/TIA .

Installed GSDs

GSDs in the project

Source path: [C:'I.Usersh:igdev'.Dccuments\Amomation'l.Project_temphdditicna IFiles\GSD ] [Z]
Content of imported path

™ File | Version |Language  Status Info

E GSDML-/2.35-Cisco-E3400-2020... V2.35 'English Alreadyinstalled ~ Switching ...

After the installation is completed, give it a few seconds to update the Har dwar e catalog. Add the switch from the

Hardwar e catalog:

v | Cataleg

]

—
[Search> ] ]
A Fier  Profile: [<All> = @ g
» [ Controllers ~lle
L F

» [l PCsystems
» [ Orives & starters
» [ Network components
» [l Detecting & Monitoring
» [l Distributed VO
» [l Power supply and distribution
» [ Field devices
« [ Other field devices
» [ Additicnal Ethemet devices
- [l PROFINETIO
» [ Drives
» [l Encoders
» [ Gatewsy
+ [l Network Companents
[l Cisco Systems

Sopearn ] 1oL sioor suuo =

» (g ESS3300
» (3 1€3200
» (g e3z00
[ 1E3200
[ 10-port switch (2 SFP + 8 CU); PROFINETIO devi..
[l 152400825
Il ie-34008725
L]

G

vI' fi

Device:

Anticle no.:

Version:

Description:
10-port switch (2 SFP + 8 CU); PROFINETIO device; supports AT,

IE-3400-8P25

|IE-3400-8P25 1§

(GSDMLV2 35-01SC0-4E 3400-20200805 30ML)
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. Configuring the Switch with STEP7/TIA

a)

Configuring PROFINET |

In the Device view, configure | P address and PROFINET device name and save the configuration. These settings

are for STEP7/TIA only; the switch is actually configured later during discovery steps.

Project_temp » Ungrouped devices b |E-3400-8P25 [IE-3400-8P25]

[ Topology view | Network view | Y Device view |

a
~l
— n
-
v|
<] ] ] [100% Il —¢— @

[ Properties % info 4| & Diagnostics |

General [ 10 tags [ System constants
Catalog information ~
+ FROFINETinterface [X1]
General
Ethemet addresses
v Advanced cptions
interface options
Media redundancy
= Real ime settings
10 cycle
¥ GLCFE-100FXAGD SF...
b Port3-Gi 173 [X1 PIR]
b Portd-Gi 14 X1 P4R] W
b Port5-Gi 175 [X1 PSR]
¥ Port 6-Gi 16 [X1 P6 R
¥ Part 7 -Gi 17 [x1 P7 R
¥ Port8-Gi 178 [X1 PBR]
» Port9-Gi 19 [X1 POR]
¥ Port 10 -Gi 110 [X1 P...
Hentfication & Meintenance
Mardware intermupts

IP protocol

PROFINET

Bkl A ra s

] Texts

PROFINET device name:

Converted name:
Device number:

(3) SetIF address in the project
1P address:

Subnet mask:

[ synchsanize router setings with 10 centrelier

192 . 1868 . 0 2 u
255 . 255 . 255 . 0

[l use reuter

() 1P address is set directly at the device

[ Generate FROFINET device name sutomatically
e-3400-8p24
e-3400-8p24

b) Configure the required expansion module or pluggable modules in Device view.

Step 4

_E Topology view iﬁ Network view ][h‘ Device view | | Options
dt [dule-2s008ms] [l & & |ee|H [l e -4 | | Device overview |
- Module Rack  siot iaddress |V iCatalog
- dut o o Searchs !
" =i 2 951 A Filter Profle: | <Al =[]
GLCTSFP Module o 0x1.
o » [ Head module ~
GLCTSFPModule ! 0 oxl . -
Port3-Gi 13 0 ox1. [ Mocch
— Ports-Gi1lé = ¥l [l Modute 1: IEM3300-14T25
- 1 -~ [l rodule 1: IEM3300-16F
Port5-Gi 1S o 0xl.
-Gi 16 o oxi Bl Modute 1: IEM3300-16T
- :::_:,:,., o A Il Medule 1: 1EM3300400
Port8-Gi 18 = e Il Module 1: 1EM3300-6T25
Port9-Gi 1M o oxt [l rodule 1: iEMs3300-89
Port 10-Gi 110 0 - Hll Medule 1: 1EM3300-85
H s , [l Module 1: 1EM3300-8T
[l vodule 1: EM3s00-8F
. l Medule 1: 1EM3400-85
Il Module 1: EM3400-8T
= g Submadules
] GLCEXA0DAH SFP Module
[ GLCBXa0-04 SFP Module
[ GLCBX20-4U4 SFP Module
] GLCBXBO-DH SFP Module
] GLCBXBOUH SFP Module
B GLCex0 SFP Module
] GLCBxU SFP Module
(] GLCEXSND SFP Module
B GLoFE-1008X-0 SFP Module
[ GLCFE-1008XU SFP Module
1 i8] GLCFE-100EX SFP Module ~

After the device is added in the program, discover the device through the interface of the PC connected to the PROFINET

topology.

Topology discovery uses LLDP for discovery. LLDP is enabled by default on the switch. You will see the new device

listed as Accessible device followed by the MAC address under the network card of the PC.
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Configuring the Switch with STEP7/TIA .

In the Devices pane on the left, under Online access, find the PC network card and click Update accessible device. This
initiates the discovery of all the devices in the network.

_temp » Devices & networks

'éj

* 7 Project_temp
¢ Add new device
i Devices & networks
» [ PLC [CPU 1516-3 PN/DP]
» [id Ungrouped devices
» 5§ Securitysettings
» [§§ Common data
» [£] Documentation settings
» (@ Languages & resources
= i@ Online access
Y Displayhide interfaces
» —_u COM [RS232/PPI multi-master cable]
» _[] COM <3> [R5232/PP1 multi-master cable]
» [}) ASIX AX88772 USB2.0 to Fast Ethemnet Adapter
» [}l Realtek USB FE Family Controller <2
= [} Realtek USE FE Family Controller
fi? Update accessible devices
@ Display mare information
» [ » [192.168.0.100]

» [ Accessible device [00-29-C2-3C-0D-28]

» (9 b[192.168.0.99]
» [ d[192.168.0.98]
» [ e [192.168.0.97)
» 1 Intel(R) Ethernet Connection 1217-LM
» ——ﬂ PCinternal [Local]
» [ use [s7UsB]
» [} TeleSenvice [Automatic protacel detection]
» (i Card Reader/USE memory

Step 5

= Topology view
% Newwork 1§ Connections — il con [+] z == ’:‘ Qi
10
PLC
CPU 1516-3 PNL..
Ecwscmc | PLC PROFINET 10-System... |
X
[
X
X
¥
% 1E-3400-8P25 ' i
- IE-3400-8P25 DP-NORM
18 PLC
-] o
I m | [>] [1009
i g Properties
General l[ Cross-references ﬂ Compile |
D’:“:I Sho\-\- all messages m
! Message Goto
- Q Project closed.
] 0 Project Project_temp opened.
- 0 Scanning for devices on interface Realtek USE FE Family Controller was started.
- o Scanning for devices completed for interface Realtek USB FE Family Controller. Found 5 devi..
0 Scanning for devices on interface Realtek USBE FE Family Controller was started.
o Scanning for devices completed for interface Realtek USB FE Family Controller. Found 5 devi..

= _] Project_temp
I Add new device
oh Devices & networks
» [ PLC [CPU 1516-3 PNIDP]
+ i Ungrouped devices
¥ @ Security settings
» [§f Comman data
» B Documentation settings
» [ Languages & resources
[y Online access
Y Displayhide interfaces
» 1) COM [R5 232/PP multi-master cable]
» [} cOM <35 [R5232/PP1 multi-master cable]
» .—ﬂ ASIX AXBETT2 USB2.0 to Fast Ethernet Adapter
+ [ Realtek USB FE Family Contraller <2>
= 1) Realtek USE FE Family Controller

JTTRH

<]

J Devices |
| 2% |+ ciagnestics
= L = 2 General
General
w Functicns Module

Assign IP address
Assign PROFINET device na_.
Reset to factory semtings

e

T

T

Manufacturer information

Manuacy

&7 Update accessible devices
Display more informaticn

|8 Properties [ info |3 Diagnostics _ |

» [ » [192.168.0.100]

» [ Accessible device [00-29-C2-3C-00-28)
% Online & diagnostics

» (@ b[192.168.0.99]

O]
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| Compite

| @[ show sil messages [=)

» [ d [192.168.0.98] P Message Goto 7 Date Time
» [ e [192.168.097) @  Projectclosed. 71502020 3:33:38PM
+ [ intel(R) Ethernet Connection 12174M m| @  FrojectProject_temp opened. 711512020 3:33:39PM
» ) PCinternal [Local] - o Scanning for devices on interface Realtek USE FE Family Controller was stared TI2042020  10:40:19 AM
» [ use [s7use) -0 Scanning for devices completed for interface Realtek USB FE Family Controller. Found § devi. 7I2002020  10:40:25 AM
» [ TeleSenvice | ic protocol d 1 - o Scanning for devices on interface Realtek USE FE Family Controlier was started 7202020  10:40:31 AM
L] _' Card ReaderlUSB memory 0 Scanning for devices completed for interface Realtek USB FE Family Controller. Found 5 dewi.. TI202020  10:40:37 AM
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. Configuring the Switch with STEP7/TIA

a) Inthe |P addressfield, enter the IP address and click Assign | P addressto push the IP address configuration to the
switch.

Project tree B 4 ..altek USB FE Family Controller » A ble de C2-3COD-2B] » Accessible dey 00-29-C2-3C-0D-28] - X

W Add new device
oy Devices & netwerks
» [ PLC[CPU1516-3 PHIDP]
+ ‘il Ungrouped devices
» 53 Security settings |
» G Commondets | o A G
* [ Languages &resources
[y Online access
» (1) COM [RS232/PP1 multimaster cable]
» [} COM<3> [RS232/PF1 multimaster cable]

» O3 Asox Adapter

» [} Reakek USE FE Family Contralier <2>
= [§ Realek USE FE Family Controller
&2 Update accessible devices
& Display more information
» [ » [192.168.0.100]

~ [ Accessible device [00-29C2-3C00-28]

JTTFN

» (@ b[192.163.099]
» [ d[192.168.098)
» [ e [192.168.097]
» [ intel(R) Ethernet Connection 12174M

Project Project_temp opened. 7M52020  3:33:39PM
Scanning for devices on interiace Realtek USB FE Family Controller was started. Fi20/2020  10:40:19 AM

» [8 PCinternal [Local]
» D use [s7use) Scanning for devices completed for interface Realtek USE FE Family Controller. Found 5 devi.. 712012020 10:40:25 AM
O ¥ i p ing for devi i L 712012020  10:40:31 AM

ria. I E Family Controller was started.

» (i Card ReaderlUSE memory

b) Inthe PROFINET device name field, enter the device name and click Assign name to push the device name
configuration to the switch.

Project tioe o ss s oller » Accessible device [00.29.C2.3C0D-28] » Ace

» [ COM[RS 2329 multi-master cable]
» [ CoM-<3 [R5 2320 mult-master cable]
v 3 A
¥ 8 Realuek USE FE Family Comtrolier <2
= [ Realork USE FE Famiy Comrolier

&r Update sccessible devices

M Cetplay more intormancn
» [ o [rez168.0.000]
w [ Accessibile device [00-29-C2-3C00-28]

AEERY

(@ bl1s2168.099]

» [ d (192168098

» [ ¢ [192.168.097]
» L8 intebR) Ethemet Connection (21740
» Tf PCimmernal fLocal]
» D use [s7use]
b [f TeleSerce [uzmane pretcol detecoen]

» [ Cord ReaderiUSe memory

Step 6 Download the project from STEP7/TIA and go online.
a) Compile, download, and load the project to the PLC (I/O Controller).
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Configuring the Switch with STEP7/TIA .

Configured access nodes of "PLC

Device Device type Slot Interface type  Address Subnet
FLC CPU 1516-3 PNIDP 1 X3 PROFIBUS 2
CPU 1516-3 PNIDP 1 X1 PNIE 192.168.0.1 PNAE_1
CPU 15163 PNIDP 1 X2 PNIE 192.168.1.1
Type of the PGIPC interface:  |§_PNIIE T‘
PGIPC interface: |iReaIrek USE FE Family Controller [~] @IE'
c ion to interfacelsubnet: | FIIE_1 [~]®
Select target device: _'sho-.\.-allccmpatib!e devices _!7'
Device Device type Interface type Address Target device
e CPU 15163 PNIDP PNIE 192.168.0.100 a
— = PNIE Access address =
["|Flash LED
StnI=ssh}
Online status informaticn: [ Display only error messages
€) scancompleted. 1 compatible devices of 5 accessible devices found. A
Scan and information retrieval completed.
+i7 Retrieving device information... =
v

Tt

0 Status and actions after downloading to device
Status | Target Message Action
W @O - rc Downloading to device completed without error. Load 'FLC'
0 » Start modules Start modules after downloading to device. Start module

|
<] W [>]

|
| Finish tosd || - Cancel |

b) Go online.
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£& Network 1§ Connections t »

]

PLC
CPU 1516-3 PNL.

PLC.PROFINET I0-System...

dut
E3400-8725 m
AL

Quality of Service for PROFINET

The switch prioritizes PROFINET traffic using a quality of service (QoS) policy, which is configured when
the switch goes into Connected mode. The default configuration for PROFINET QoS is shown here:

class-map match-all profinet-cos-2
match cos 2
class-map match-all profinet-cos-3
match cos 3
class-map match-all profinet-cos-1
match cos 1
class—-map match-all profinet-cos-6
match cos 6
class-map match-all profinet-cos-7
match cos 7
class-map match-all profinet-cos-4
match cos 4
class—-map match-all profinet-cos-5
match cos 5
|
policy-map profinet-gos
class profinet-cos-7

priority percent 10
class profinet-cos-6

bandwidth percent 1
class profinet-cos-5

bandwidth percent 1
class profinet-cos-4

bandwidth percent 1
class profinet-cos-3

bandwidth percent 1
class profinet-cos-2

bandwidth percent 1
class profinet-cos-1

bandwidth percent 1
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interface GigabitEthernetl/1
service-policy output profinet-gos
|

interface GigabitEthernetl/2
service-policy output profinet-gos

Monitoring and Maintaining PROFINET .

To change the QoS policy, for example, for a PROFINET QoS configuration that works regardless of the
VLAN tagging on interfaces, it is best to match on PROFINET Ethertype.

COS is a value found in the VLAN tag of an Ethernet frame. To match on COS value, the PROFINET Ethernet
frames must have a VLAN tag associated with them. If PROFINET Ethernet frames are being forwarded
through the network without VLAN tags, as shown above, then this QoS policy may not work as expected.

mac access-list extended Profinet macacl
permit any any 0x8892 0x0
|

|
class-map match-any COS_6 Class
match cos 6

class-map match-any class match profinet in

match access-group name Profinet macacl
|
policy-map Profinet out policy
class COS_6_Class
priority
policy-map Profinet in policy
class class_match profinet in
set cos 6
|
|

interface GigabitEthernetl/8
service-policy input Profinet in policy
|

interface GigabitEthernetl/9

service-policy output Profinet out policy
|

\)

Note Use the Cisco IOS show running-config command to view the IE switch configuration.

Monitoring and Maintaining PROFINET

Table 3: Commands for Displaying the PROFINET Configuration

Command

Purpose

show profinet alarm

Displays all the alarms supported by PROFINET.

show profinet lldp

Displays whether LLDP is active or inactive on the
ports.

show profinet sessions

Displays the currently connected PROFINET sessions.

show profinet status

Displays the status of the PROFINET subsystem.
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Configuring PROFINET |

Command

Purpose

Show profinet mrp ring 1

Displays the status of the MRP ring.

Note PROFINET MRP is not supported for
Cisco Catalyst IE3100 Rugged Series
Switches in Cisco IOS XE Dublin
17.10.1b.

detail

show Ildp neighbor interface interface_number

Displays information about the adjacent interface.

The following example displays the PROFINET status and currently connected PROFINET sessions.

Switch#sh profinet status
Profinet

Connection Status

Vlan

Profinet ID

GSD version

Reduct Ratio

MRP

MRP License Status

MRP Max Rings Allowed

Switch#sh profinet session
Session #1

Connected: Yes

Number Of IO CR's: 2
Number Of DiffModules: 0

Session #2

Connected: No

Number Of IO CR's: O
Number Of DiffModules: 2

Session #3

Connected: No

Number Of IO CR's: O
Number Of DiffModules: 0

Session #4

Connected: No

Number Of IO CR's: O
Number Of DiffModules: 0

Khkkhkhkkhkhkhkhhkhkhhkhhkhkhkhkhkkhkhkhk

Mode = Standard Mode

Troubleshooting PROFINET

: Enabled
: Connected

1

: dut
: Match

128

: Enabled
: Active

3

The PLC has LEDs that display red for alarms. The I/O supervisor software monitors those alarms.
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Troubleshooting PROFINET .

To troubleshoot PROFINET, use the debug profinet privileged EXEC command with the keywords listed

in the following table.

A

Caution Be aware that the output of a debug command might cause a Telnet connection to fail due to long debug

outputs. When you use this command, use the serial or console port rather than Telnet using Ethernet to access
the Cisco IOS CLI. You should use these commands only under the guidance of a Cisco Technical Support

engineer.

Table 4: Commands for Troubleshooting the PROFINET Configuration

Command

Purpose

debug profinet alarm

Displays the alarm status (on or off) and content of
the PROFINET alarms.

debug profinet cyclic

Displays information about the time-cycle-based
PROFINET Ethernet frames.

debug profinet error

Displays the PROFINET session errors.

debug profinet packet ethernet

Displays information about the PROFINET Ethernet
packets.

debug profinet packet udp

Displays information about the PROFINET Upper
Layer Data Protocol (UDP) packets.

debug profinet platform

Displays information about the interaction between
the Cisco IOS software and PROFINET.

debug profinet topology

Displays the PROFINET topology packets received.

debug profinet trace

Displays a group of traced debug output logs.
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CHAPTER 2

Adding SFP Modules to Step 7/TIA

* Supported Small Form-Factor Pluggables, on page 17
* Adding SFPs to the Hardware Configuration in SS7/TIA, on page 18
* Feature History, on page 21

Supported Small Form-Factor Pluggables

This chapter describes how to add Small Form-Factor Pluggable (SFP) modules to the SIMATIC STEP7 or
TIA Portal Automation applications to enable these applications to recognize the SFP modules in the
PROFINET environment.

The following SFPs are supported for Catalyst IE3100 IE3200, and IE3300 Rugged Series switches and
Heavy-Duty Series switches. The SFP also are supported for the fiber port expansion module. They can be
added to the STEP 7 or TIA Portal Automation application installed on the supervisor.

* GLC-T

* GLC-TE

* GLC-T-RGD

* GLC-FE-100FX-RGD
* GLC-FE-100LX-RGD
* GLC-SX-MM-RGD

* GLC-LX-SM-RGD

* GLC-FE-100FX

* GLC-FE-100LX

* GLC-SX-MMD

* GLC-LH-SMD

* GLC-SX-MM

* GLC-LH-SM
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. Adding SFPs to the Hardware Configuration in SS7/TIA

The following are the supported SFPs on IE3300 10-Gigabit Ethernet uplinks along with the 1-Gigabit Ethernet
SFPs mentioned above. Note that the 10-Gigabit Ethernet SFPs are supported only on the IE3300 models
supporting 10-Gigabit Ethernet interfaces.

* SFP-10G-SR

» SFP-10G-LR

* SFP-10G-ER

* SFP-10G-SR-X

* SFP-10G-LR-X

» SFP-10G-BXD-I

* SFP-10G-BXU-I

* SFP-H10GB-CUIM
* SFP-10G-BX40D-1
» SFP-10G-BX40U-I

Adding SFPs to the Hardware Configuration in SS7/TIA

Follow this procedure to add SFPs to the hardware configuration in STEP7 or TIA.

Before you begin

Install the latest GSD file for your IE switches in STEP7 or TIA (see Configuring the Switch with STEP7/TIA,
on page 6 for more information). The GSD file is not backward compatible. Combination ports do not have
defaults and must be re-created in STEP7 or TIA with the new GSD file.

Step 1 In STEP7 or TIA, open the project containing the Cisco IE switch, and double-click Devices & networks in the Project
tree.

Step 2 From the Har dwar e catalog in the hardware and network editor, select the Device Access Point (DAP) name for your
switch.
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Adding SFPs to the Hardware Configuration in SS7/TIA .
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S u B sevepoject @ Ny X Dz JMME QR # coonline JF Gootfne Sy IR ¥ 1] [=0 - g PORTAL
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| Devices | i ; [ Topology view | h Networkview | [ Device view || Options =
< 1l w1 el =
i |28] 2 ik merwor| 1§ connections - B R EHlas = - ;
B 10 system: PLCPROFINET 10-System (100) * ~ | Catalog H
w | ] Project_temp . Senrchs it (it | 2
W Add new device L i E
o Devices & networks PLC (A Fier  Profle: [<All> -] (£
* L@ PLC[CPU 15163 PNDP] R I = [l Other Seld devices ~ 2
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Step 3 Double-click the DAP name to go to Device view tab.
Step 4 Expand the PN-IO row in Device overview section if the port list is not displayed.
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Step 5 Select the modules that you have installed in the switch from the Har dwar e catalog and drag them to the appropriate
rows in the table area of Device view: Appropriate SFP module for port type (combo port or fiber-only port)

PROFINET Configuration Guide, Cisco Catalyst IE3x00 and IE3100 Rugged, IE3400 Heavy Duty, and ESS3300 Series Switches .



Adding SFP Modules to Step 7/TIA |
. Adding SFPs to the Hardware Configuration in SS7/TIA

The following figure shows the Device view and Har dwar e catalog with SFP modules for IE 3400. There is an uplink
module for Gi SFP. SFP GLC-FE-100FX-RGD is dragged to uplink port Gil/1. The device in TIA is now ready to compile
and download.

18, Siemens - ClsersicigdeDo:

Freject  Edit View lesen  Onlne Optiees  Took  Wandow  Help Totally Integrated Automation

Gy sveproiect & X ) Ju X 20 E PORTAL
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& |2 | dr [esscoerss pasmarsi =] G B2 (][0 @ e i | Device overview | =] ;

- moduie Back  Siot  iaddes Qesd |V |Catalog §

L] Irjecnp v H4008r2s o o Searchs ) it |

[ Pp— & " i = o%1 = =g
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] GLCFE 1008 SFF Medicle L8
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The following figure shows the Device view and Hardwar e catalog with SFP modules for IE3400 with the Fiber
expansion module that has downlink SFP port Gi2/1-8, and where SFP GLC-FE-100FX-RGD is dragged to uplink port
Gi2/8. The device in TIA is now ready to compile and download.
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Feature History

Feature History .

Platform

Feature

First Supported Release

IE3x00

Support new SFPs for PROFINET

17.4.1

IE3x00

SFP support enabled for
PROFINET

17.3.1
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