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     [bookmark: pgfId-125400]Release Notes for Cisco Industrial Network Director, Release 1.1.x
 
    [bookmark: pgfId-219061]Last Updated: 2017-05-09
 
    [bookmark: pgfId-197112]First Published: 2017-02-23
 
    [bookmark: pgfId-117784]This release note contains the latest information about using Release 1.1.x of the Cisco Industrial Network Director (IND) application that supports configuration and management of Industrial Ethernet switches.
 
    [bookmark: pgfId-178918]The IND application provides three types of Online Help (OLH): Context-Sensitive Help, Embedded Help such as the Guided Tours, and Tooltips.
 
     
      [bookmark: pgfId-126498]Organization
 
     [bookmark: pgfId-126508]This guide includes the following sections:
 
     [bookmark: pgfId-191823]:
 
      
       
       
         
         	
           
           [bookmark: pgfId-127417]
           Conventions
          
  
         	
           
           [bookmark: pgfId-127419]Conventions used in this document.
          
  
        
 
         
         	
           
           [bookmark: pgfId-186000]
           About Cisco IND
          
  
         	
           
           [bookmark: pgfId-186002]Description of the IND application.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126501]
           New Features
          
  
         	
           
           [bookmark: pgfId-126503]New features in the Release 1.1.x.
          
  
        
 
         
         	
           
           [bookmark: pgfId-160194]
           IND Licenses
          
  
         	
           
           [bookmark: pgfId-160196]Summary of supported licenses for Release 1.1.x.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126936]
           System Requirements
          
  
         	
           
           [bookmark: pgfId-126938]System requirements for Release 1.1.x.
          
  
        
 
         
         	
           
           [bookmark: pgfId-205371]
            Pre-Configuration Requirements for IE Switches 
          
  
         	
           
           [bookmark: pgfId-205373]Configuration required on Industrial Ethernet (IE) switches before you connect it to the IND application.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126967]
           Installation Notes
          
  
         	
           
           [bookmark: pgfId-126969]Procedures for downloading software.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126998]
           Important Notes
          
  
         	
           
           [bookmark: pgfId-127000]Unsupported PIDs, Supported IND Release Upgrades and Supported Cisco IOS software.
          
  
        
 
         
         	
           
           [bookmark: pgfId-136650]
           Limitations and Restrictions
          
  
         	
           
           [bookmark: pgfId-136652]Known limitations in IND.
          
  
        
 
         
         	
           
           [bookmark: pgfId-127029]
           Caveats
          
  
         	
           
           [bookmark: pgfId-127031]Open and Resolved caveats in Release 1.1.x.
          
  
        
 
         
         	
           
           [bookmark: pgfId-127104]
           Related Documentation
          
  
         	
           
           [bookmark: pgfId-127106]Links to the documentation associated with this release.
          
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-126509][bookmark: 98975]Conventions
 
     [bookmark: pgfId-126555]This document uses the following conventions. 
 
      
       
       
         
         	 
           
           [bookmark: pgfId-126512]Conventions
          
  
         	 
           
           [bookmark: pgfId-126514]Indication
          
  
        
 
         
         	
           
           [bookmark: pgfId-126516]
            bold font
          
  
         	
           
           [bookmark: pgfId-126518]Commands and keywords and user-entered text appear in 
            bold font.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126520]
            italic font
          
  
         	
           
           [bookmark: pgfId-126522]Document titles, new or emphasized terms, and arguments for which you supply values are in 
            italic font.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126524][ ]
          
  
         	
           
           [bookmark: pgfId-126526]Elements in square brackets are optional.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126528]{x | y | z }
          
  
         	
           
           [bookmark: pgfId-126530]Required alternative keywords are grouped in braces and separated by vertical bars.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126532][ x | y | z ]
          
  
         	
           
           [bookmark: pgfId-126534]Optional alternative keywords are grouped in brackets and separated by vertical bars.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126536]string
          
  
         	
           
           [bookmark: pgfId-126538]A nonquoted set of characters. Do not use quotation marks around the string or the string will include the quotation marks.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126540]courier font
          
  
         	
           
           [bookmark: pgfId-126542]Terminal sessions and information the system displays appear in courier font.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126544]< >
          
  
         	
           
           [bookmark: pgfId-126546]Nonprinting characters such as passwords are in angle brackets.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126548][ ]
          
  
         	
           
           [bookmark: pgfId-126550]Default responses to system prompts are in square brackets.
          
  
        
 
         
         	
           
           [bookmark: pgfId-126552]!, #
          
  
         	
           
           [bookmark: pgfId-126554]An exclamation point (!) or a pound sign (#) at the beginning of a line of code indicates a comment line.
          
  
        
 
       
      
 
     
 . Notes contain helpful suggestions or references to material not covered in the manual.
     
 
    
 
     
      [bookmark: pgfId-184888][bookmark: 10300]About Cisco IND
 
     [bookmark: pgfId-184889]Cisco Industrial Network Director provides operations teams an easily-integrated system delivering increased operator and technician productivity through streamlined network monitoring and rapid troubleshooting. IND is part of a comprehensive IoT solution from Cisco:
 
     [bookmark: pgfId-184890]n Easy-to-adopt network management system purpose-built for industrial applications that leverages the full capabilities of the Cisco Industrial Ethernet product family to make the network accessible to non-IT operations personnel.
 
     [bookmark: pgfId-184891]n Creates a dynamic integrated topology of automation and networking assets using industrial protocol (CIP, PROFINET) discovery to provide a common framework for plant floor and plant IT personnel to monitor and troubleshoot the network and quickly recover from unplanned downtime.
 
     [bookmark: pgfId-184892]n Rich APIs allow for easy integration of network information into existing industrial asset management systems and allow customers and system integrators to build dashboards customized to meet specific monitoring and accounting needs.
 
     [bookmark: pgfId-184893]Cisco IND Features and Benefits
 
     [bookmark: pgfId-184894]n Purpose-built user experience for non-IT operations personnel - Rapid adoption by operations teams for improved productivity.
 
     [bookmark: pgfId-191832]n Targeted discovery of plant floor network assets customized for industrial environments – Ensures that automation devices connected to the network are not affected by discovery process.
 
     [bookmark: pgfId-184896]n Automation endpoint discovery using CIP and PROFINET industrial protocols – Complete automation infrastructure inventory, not solely network inventory details.
 
     [bookmark: pgfId-184897]n Optimized alarm management with real-time alerting of network events and reporting of effects to automation assets – Allows for operations and plant IT team to consume network events in context of the industrial process to simplify troubleshooting issues.
 
     [bookmark: pgfId-184898]n Real-time monitoring of device metrics, traffic statistics, and network infrastructure status – Increased visibility of network health for the operations team and reduced unplanned downtime.
 
     [bookmark: pgfId-184921]n Comprehensive RESTful APIs for integration with automation applications and control systems – Rapid adoption and integration with existing systems and customization by system integrators.
 
     [bookmark: pgfId-184922]n Role-based access control with customizable permission mapping – Restrict system access to authorized users on a per feature basis.
 
     [bookmark: pgfId-184923]n Detailed audit trails for operational visibility of network changes, additions, and modifications – Record user actions on network devices for change management.
 
     [bookmark: pgfId-184924]n Search capability integrated with major functions - Easily locate functionality and mine for information.
 
     [bookmark: pgfId-184925]n Cisco Active Advisor - Free cloud-based service that provides essential network life cycle information to make sure security and product updates are current.
 
     [bookmark: pgfId-184926]n Guided tours - Step-by-step guidance to maximize productivity and ease adoption.
 
    
 
     
      [bookmark: pgfId-159549][bookmark: 49380]New Features
 
     [bookmark: pgfId-179116]In this release of the product, there are two primary functions supported: Operations (Operate) and Settings.
 
     [bookmark: pgfId-194941]Release 1.1.x supports all the IND features summarized in New Features in IND 1.1.x.
 
     [bookmark: pgfId-184952].
 
      
       
        
        [bookmark: pgfId-200088]Table 1 [bookmark: 30427]New Features in IND 1.1.x 
 
        
       
         
         	
           
           [bookmark: pgfId-200096]Feature
          
  
         	
           
           [bookmark: pgfId-200098]Description
          
  
         	
           
           [bookmark: pgfId-200100]First released
          
  
         	
           
           [bookmark: pgfId-200102]Related Documentation
          
  
        
 
         
         	[bookmark: pgfId-220299]Discovery enhancements
  
         	[bookmark: pgfId-220301]n Ability to identify different network devices that support SNMP including access points, LAN controllers, firewall devices, routers and servers.
 [bookmark: pgfId-220539]n CIP device discovery allows retrieval of the MAC address attribute from CIP devices.
  
         	[bookmark: pgfId-220303]1.1.1-49
  
         	[bookmark: pgfId-220305]IND Online Help
  
        
 
         
         	[bookmark: pgfId-220307]Topology enhancements
  
         	[bookmark: pgfId-220309]n User can view topology information for unsupported SNMP devices.
 [bookmark: pgfId-220754]n Ability to discover Layer 2 Topologies for MAC address lookup.
  
         	[bookmark: pgfId-220311]1.1.1-49
  
         	[bookmark: pgfId-220313]IND Online Help
  
        
 
         
         	[bookmark: pgfId-220315]Localization
  
         	[bookmark: pgfId-220317]n Application user interface and Online help support the following four languages in addition to English: French, German, Japanese, Spanish.
 Retrieved data displays in English only.
  
         	[bookmark: pgfId-220319]1.1.1-49
  
         	[bookmark: pgfId-220321]IND Online Help
  
        
 
         
         	[bookmark: pgfId-200104]IND Device Pack 1.1.0
  
         	[bookmark: pgfId-200106]IE 1000 is now supported by the IND application with the new device pack:
 [bookmark: pgfId-200107]n IE-1000-4T1T-LM
 [bookmark: pgfId-200108]n IE-1000-6T2T-LM
 [bookmark: pgfId-200109]n IE-1000-4P2S-LM
 [bookmark: pgfId-200110]n IE-1000-8P2S-LM
 IND only supports PROFINET clients on IE 1000.
 [bookmark: pgfId-200111]Additional IE4010 system support added:
 [bookmark: pgfId-200112]n IE4010-4S24P
 [bookmark: pgfId-200113]n IE4010-16S124P
 Above IE4010 PIDs support these Cisco Universal IOS images:
 [bookmark: pgfId-200116]n Cisco IOS Release 15.2(5)E
 [bookmark: pgfId-224572]n Cisco IOS Release 15.2(4)EC2(ED)
 [bookmark: pgfId-200117]n Cisco IOS Release 15.2(4)EA2
 [bookmark: pgfId-200118]n Cisco IOS Release 15.2(4)EA1
 [bookmark: pgfId-200119]n Cisco IOS Release 15.2(3)E3
 [bookmark: pgfId-200120]n Cisco IOS Release 15.2(3)E2
 [bookmark: pgfId-200121]The device pack supports the following Cisco and Rockwell Automation/Allen-Bradley platforms:
 [bookmark: pgfId-224551]Cisco platforms:
 [bookmark: pgfId-200122]n CGS 2520
 [bookmark: pgfId-200123]n IE 2000, IE 2000U
 [bookmark: pgfId-200124]n IE 3000, IE 3010
 [bookmark: pgfId-200125]n IE 4000, IE 4010
 [bookmark: pgfId-224542]n IE 5000
 [bookmark: pgfId-224543]Rockwell Automation/Allen-Bradley platforms:
 [bookmark: pgfId-224544]n Stratix 8000/8300 Modular Managed Ethernet Switches
 [bookmark: pgfId-222668]n Stratix 5700 Industrial Managed Ethernet Switches
 [bookmark: pgfId-223506]n Stratix 5700 Industrial Ethernet Switches
 [bookmark: pgfId-223585]n Stratix 5410 Industrial Distribution Switches
 [bookmark: pgfId-223508]n Stratix 5400 Industrial Ethernet Switches
  
         	[bookmark: pgfId-200128]1.1.0
  
         	[bookmark: pgfId-200130]IND Online Help
  
        
 
         
         	[bookmark: pgfId-203691]Simplified Pre-Configuration Steps for Managed Devices
  
         	[bookmark: pgfId-203693]Minimizes User configuration required to ready an IE switch for management by IND.
  
         	[bookmark: pgfId-203695]1.1.0
  
         	[bookmark: pgfId-203697]See Pre-Configuration Requirements for IE Switches section in these release notes
  
        
 
         
         	[bookmark: pgfId-200132]Login Enhancements
  
         	[bookmark: pgfId-200134]n When you do not enter a username during login, an error message displays.
 [bookmark: pgfId-200135]n When you enter the wrong credentials during a Telnet session, an error message displays.
 [bookmark: pgfId-200136]n A User account must be reset by a System Admin after ten consecutive incorrect login attempts.
 [bookmark: pgfId-200137]n IND automatically generates a boot strap configuration, whether or not an aaa new-model is present.
  
         	[bookmark: pgfId-200139]1.1.0
  
         	[bookmark: pgfId-200141]IND Online Help
  
        
 
         
         	[bookmark: pgfId-200143]Group Dashboard
  
         	[bookmark: pgfId-200145]Provides a summary view of devices within a Group. 
You can save the Dashboard for the currently selected group as the default.
  
         	[bookmark: pgfId-200148]1.1.0
  
         	[bookmark: pgfId-200150]IND Online Help
  
        
 
         
         	[bookmark: pgfId-206289]Group Management
  
         	[bookmark: pgfId-207668]All devices must be assigned to a Group. By default, the IND application assigns a device to the default Root Group in the absence of another Group assignment. 
(Operate > Dashboard)
 [bookmark: pgfId-207893]Additionally:
 [bookmark: pgfId-207290]n Users can create Groups and manually assign devices to those groups,
 [bookmark: pgfId-207809]n Users have the option to assign a Supported Device to a Group during Discovery,
 [bookmark: pgfId-206410]n During Client Discovery, all clients and unknown devices are assigned to the Group of the connected switch.
  
         	[bookmark: pgfId-206293]1.1.0
  
         	[bookmark: pgfId-206295]IND Online Help
  
        
 
         
         	[bookmark: pgfId-202116]Group-Tree-View display
  
         	[bookmark: pgfId-202140]A Groups-Tree-View displays within the left pane for the following pages:
 [bookmark: pgfId-202292]n Operate > Dashboard, Operate > Topology
 [bookmark: pgfId-202298]n Settings > Group Management
  
         	[bookmark: pgfId-202120]1.1.0
  
         	[bookmark: pgfId-202122]IND Online Help
  
        
 
         
         	[bookmark: pgfId-200162]PROFINET IO support
  
         	[bookmark: pgfId-200164]The following data items will be retrieved from PROFINET Clients using PROFINET IO:
 [bookmark: pgfId-200165]n Vendor ID, Order ID, Serial Number
 [bookmark: pgfId-200166]n Hardware Revision, Software Revision
 [bookmark: pgfId-200167]n Interface and Module Version
 [bookmark: pgfId-200168]n Chassis Slot (submodule) 
 [bookmark: pgfId-200170]n Revision Counter 
 [bookmark: pgfId-200171]n Profile ID, Profile Specific Type 
  
         	[bookmark: pgfId-200173]1.1.0
  
         	[bookmark: pgfId-200175]IND Online Help
  
        
 
         
         	[bookmark: pgfId-205484]New Device Terminology and Definitions within the Application
  
         	[bookmark: pgfId-205486]n Supported Device replaces the term Managed Device.
 [bookmark: pgfId-205592]n Client Device: Devices accessed through CIP and PROFINET device types into IND device type. Examples devices include Controller and I/O.
 [bookmark: pgfId-217531]n Group Support in Topology: On the topology page: 
 [bookmark: pgfId-217655]— Users can view devices under different groups.
 [bookmark: pgfId-217667]— Users can navigate to each group and view devices under the group and its subgroups. 
 [bookmark: pgfId-217728]— Topology views can be saved at the root group level for a given user.
 [bookmark: pgfId-217741]— Users can expand or collapse devices under a group and view alarm count for a group.
 [bookmark: pgfId-205841]n Other: Any discovered devices that are not recognized as a Supported Device or Client Device.
  
         	[bookmark: pgfId-205488]1.1.0
  
         	[bookmark: pgfId-205490]IND Online Help
  
        
 
         
         	[bookmark: pgfId-200177]Operate
  
         	[bookmark: pgfId-200179]You can review or perform the following actions on the Operate page:
 [bookmark: pgfId-212207]n Alarms: Open or close an alarm, view alarm details, assign an alarm to someone, add notes to the alarm (Operate > Alarms)
 [bookmark: pgfId-200182]n Asset Discovery: Search assets by IP Scan or Link Layer. Assets include Industrial Ethernet (IE) switches and clients that connect to IE switches (Operate > Asset Discovery)
 [bookmark: pgfId-200183]n Audit Trails: See a listing of all operations performed by users. Each entry includes the following information: timestamps, operation, device IP address, status, username, user IP address and details (description of the entry). (Operate > Dashboard).
 [bookmark: pgfId-200184]n Inventory: View all devices found from a scan of the network by the application. This page is the default opening page of the IND application. 
(Operate > Dashboard)
 [bookmark: pgfId-200185]n Tasks: Review information on tasks that are actively running or have completed. (Operate > Tasks)
 [bookmark: pgfId-200186]n Topology: View a full network topology map of all devices and neighbors discovered by a scan of the network. Group-Tree-View for groups displays in the left-pane for this page. (Operate > Topology)
  
         	[bookmark: pgfId-200188]1.0.0
  
         	[bookmark: pgfId-200190]IND Online Help
  
        
 
         
         	[bookmark: pgfId-200192]Settings
  
         	[bookmark: pgfId-200194]You can view information or perform the following actions on the Settings page:
 [bookmark: pgfId-211321]n Access Profiles: Create and manage access credentials used by devices and discovery profiles. (Settings > Access Profiles), This item was formerly referred to as Network Profiles
 [bookmark: pgfId-200195]n Active Sessions: View information on all active sessions, which includes: user ID, login, last accessed, IP address. (Settings > Active Sessions)
 [bookmark: pgfId-200196]n Alarm Settings: View categories of alarms available on the system and the number of alarms in each category as well as disable/enable alarms and change alarm severity. (Settings > Alarm Settings)
 [bookmark: pgfId-200197]n Backup: Schedule backups or initiate on-demand backups. (Settings > Backup)
 [bookmark: pgfId-200198]n Device Pack: Allows you to add support for new device types to the system. (Settings > Device Pack)
 [bookmark: pgfId-200199]n Group Management: Create groups and assign devices to those groups. (Settings > Group Management)
 [bookmark: pgfId-200200]n Licenses: Manage Smart and Classic IND Licenses and their details and status. (Settings > Licenses)
 [bookmark: pgfId-200202]n Password Policies: Eight password policies are defined by default on the system. You can enable or disable any of the policies or the values of those policies. 
(Settings > Password Policies)
 [bookmark: pgfId-200203]n System Settings: Modify system settings for data retention, data collection, Cisco Active Advisor and log levels. (Settings > System Settings)
 [bookmark: pgfId-200204]n User Accounts: Add new user accounts including assigning user role (Network Administrator, Operator, System Administrator) and view existing users defined for the system.
 [bookmark: pgfId-200205]n User Roles: Three roles are predefined on the system:
 [bookmark: pgfId-200206]— Network Administrator: User with this role has permissions to manage network resources.
 [bookmark: pgfId-200207]— Operator: User with this role has permissions to monitor the network.
 [bookmark: pgfId-200208]— System Administrator: User with this role has all available permissions on the system.
  
         	[bookmark: pgfId-200210]1.0.0
  
         	[bookmark: pgfId-200212]IND Online Help
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-159620][bookmark: 93569]IND Licenses
 
     [bookmark: pgfId-187747]The Cisco Industrial Network Director is licensed on a per-device, term subscription basis and supports two licensing models. For details on the supported lND licenses, refer to the: 
 
     [bookmark: pgfId-191892]Cisco Industrial Network Director Data Sheet
 
    
 
     
      [bookmark: pgfId-176394][bookmark: 95297]System Requirements
 
     [bookmark: pgfId-188228]
 
      
       
        
        [bookmark: pgfId-188201]Table 2 System Requirements
 
        
       
         
         	[bookmark: pgfId-188205]Desktop Requirements
  
         	[bookmark: pgfId-188207]Minimum Requirement
  
        
 
         
         	[bookmark: pgfId-188209]Windows Operating System (OS)
English language only
  
         	[bookmark: pgfId-188211]Windows 7 Enterprise or Professional with Service Pack 2
Windows 10
  
        
 
         
         	[bookmark: pgfId-188213]Browser
  
         	[bookmark: pgfId-188215]Chrome: Version 50.0.2661.102 or later
Firefox: Version 46.01 or later
  
        
 
         
         	[bookmark: pgfId-188217]CPU
  
         	[bookmark: pgfId-188219]Dual Core 2.4Ghz
  
        
 
         
         	[bookmark: pgfId-188221]RAM
  
         	[bookmark: pgfId-188223]8 GB
  
        
 
         
         	[bookmark: pgfId-188225]Storage
  
         	[bookmark: pgfId-188227]50 GB
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-204225][bookmark: 32554]Pre-Configuration Requirements for IE Switches
 
     [bookmark: pgfId-213759]The following information describes the CLI configuration required for IND to discover a Supported Device and transition the device from NEW to MANAGED state and NEW to MANAGED state in secure mode.
 
     [bookmark: pgfId-213927]n For IE switches running Cisco IOS, refer to Requirements for ALL IE Switches Running Cisco IOS
 
     [bookmark: pgfId-214076]n For IE1000 switches, refer to Device Manager Configuration Required for IE1000 Switches
 
      
       [bookmark: pgfId-214136][bookmark: 57717]Requirements for ALL IE Switches Running Cisco IOS
 
      [bookmark: pgfId-214396]n Configuration Required for Discovery
 
      [bookmark: pgfId-214526]n Configuration Required for NEW to MANAGED State
 
      [bookmark: pgfId-214540]n Configuration Required for NEW to MANAGED State in Secure Mode
 steps, you will enter only one of the NEW to MANAGED State configurations referenced above: NEW to MANAGED State or NEW to MANAGED State.
      
 
     
 
      
       [bookmark: pgfId-214192][bookmark: 81645]Configuration Required for Discovery
 
      [bookmark: pgfId-214193]The following configuration must be configured on the Supported Device for the system to successfully discover it:
 
      
       [bookmark: pgfId-214571]# Configure SNMP server
      

      
       [bookmark: pgfId-214572]# The <read-community> and <write-community> must match the SNMP V2 Read and Write strings
      

      
       [bookmark: pgfId-214573] defined in the system Access Profile which is attached to the Discovery Profile.
      

      
       [bookmark: pgfId-214574]snmp-server community <read-community> RO
      

      
       [bookmark: pgfId-214194]snmp-server community <write-community> RW
      

      
       [bookmark: pgfId-218261]
      
 steps above, you will enter only one of the NEW to MANAGED State configurations referenced below: 
      
 
      [bookmark: pgfId-218291]n NEW to MANAGED State or 
 
      [bookmark: pgfId-218304]n NEW to MANAGED State in Secure mode
 
     
 
      
       [bookmark: pgfId-214557][bookmark: 87621]Configuration Required for NEW to MANAGED State
 
      [bookmark: pgfId-214195]The following configuration must be configured on the Supported Device for the system to successfully transition the Supported Device from NEW to MANAGED administrative state.
 
      
       [bookmark: pgfId-214707]# Configure user account with privilege level 15
      

      
       [bookmark: pgfId-214708]# This should match the device access username and password specified in the system Access Profile
      

      
       [bookmark: pgfId-214710]username <username> privilege 15 password 0 <password>
      

      
       [bookmark: pgfId-214872]
      

      
       [bookmark: pgfId-214711]# Configure AAA
      

      
       [bookmark: pgfId-214712]aaa new-model
      

      
       [bookmark: pgfId-214713]aaa authentication login default local
      

      
       [bookmark: pgfId-214714]aaa authorization exec default local
      

      
       [bookmark: pgfId-214875]
      

      
       [bookmark: pgfId-214715]# Configure HTTP server
      

      
       [bookmark: pgfId-214716]ip http server
      

      
       [bookmark: pgfId-214717]ip http authentication aaa login-authentication default
      

      
       [bookmark: pgfId-214882]
      

      
       [bookmark: pgfId-214718]# Configure VTY
      

      
       [bookmark: pgfId-214719]line vty 0 4
      

      
       [bookmark: pgfId-214720]exec-timeout 0 0
      

      
       [bookmark: pgfId-214721]login authentication default
      

      
       [bookmark: pgfId-214722]transport input all
      

      
       [bookmark: pgfId-214723]transport output all
      

      
       [bookmark: pgfId-214724]line vty 5 15
      

      
       [bookmark: pgfId-214725]exec-timeout 0 0
      

      
       [bookmark: pgfId-214726]login authentication default
      

      
       [bookmark: pgfId-214727]transport input all
      

      
       [bookmark: pgfId-214682]transport output all
      

      
       [bookmark: pgfId-214668]
      

     
 
      
       [bookmark: pgfId-214224][bookmark: 78185]Configuration Required for NEW to MANAGED State in Secure Mode
 
      [bookmark: pgfId-214225]The following configuration must be configured on the Supported Device for the system to successfully transition the Supported Device from NEW to MANAGED administrative state in Secure mode:
 
      
       [bookmark: pgfId-214226]# Configure user account with privilege level 15
      

      
       [bookmark: pgfId-214227]# This should match the device access username & password specified in the system Access
      

      
       [bookmark: pgfId-214228]Profile
      

      
       [bookmark: pgfId-214229]username <username> privilege 15 password 0 <password>
      

      
       [bookmark: pgfId-215501]
      

      
       [bookmark: pgfId-214230]# Configure AAA
      

      
       [bookmark: pgfId-214231]aaa new-model
      

      
       [bookmark: pgfId-214232]aaa authentication login default local
      

      
       [bookmark: pgfId-214233]aaa authorization exec default local
      

      
       [bookmark: pgfId-215504]
      

      
       [bookmark: pgfId-214241]# Configure HTTPS server
      

      
       [bookmark: pgfId-214242]ip http secure-server
      

      
       [bookmark: pgfId-214243]ip http authentication aaa login-authentication default
      

      
       [bookmark: pgfId-214244]ip http secure-ciphersuite aes-256-cbc-sha
      

      
       [bookmark: pgfId-215595]
      

      
       [bookmark: pgfId-214245]# Configure VTY
      

      
       [bookmark: pgfId-214246]line vty 0 4
      

      
       [bookmark: pgfId-214247]exec-timeout 0 0
      

      
       [bookmark: pgfId-214248]login authentication default
      

      
       [bookmark: pgfId-214142]transport input all
      

      
       [bookmark: pgfId-215678]transport output all
      

      
       [bookmark: pgfId-215679]line vty 5 15
      

      
       [bookmark: pgfId-215680]exec-timeout 0 0
      

      
       [bookmark: pgfId-215681]login authentication default
      

      
       [bookmark: pgfId-215682]transport input all
      

      
       [bookmark: pgfId-215674]transport output all
      

      
       [bookmark: pgfId-215887]
      

     
 
      
       [bookmark: pgfId-208256][bookmark: 22164]Device Manager Configuration Required for IE1000 Switches
 
      [bookmark: pgfId-208428] 1. Login to the IE1000 Device Manager.
 
      [bookmark: pgfId-208555] 2. Leave the username field blank and enter cisco as password.
 
      [bookmark: pgfId-208611] 3. Choose Admin > Users.
 
      [bookmark: pgfId-208675] 4. Create Device Access User and use the same in Access Profile on IND.
 
      [bookmark: pgfId-208730] 5. Configure SNMP community string for Read Only (ro):
 
      [bookmark: pgfId-208758] a. Choose Configure > SNMP. Click OK in the pop-up windows to confirm enabling SNMP.
 
      [bookmark: pgfId-208866] b. Check the check box to enable SNMP Mode globally. Click Submit 
 
      [bookmark: pgfId-208731] 6. Select Community Strings tab. Add a public Community String read only access. (By default, this is a Read Only (ro) string)
 
      [bookmark: pgfId-209295] 7. Choose Admin > Access Management. 
 
      [bookmark: pgfId-209459] a. Check the check box to enable either SSH or Telnet. (This option determines how the IE1000 communicates with IND)
 
      [bookmark: pgfId-209475] b. Click Submit.
 
     
 
    
 
     
      [bookmark: pgfId-208418][bookmark: 97404]Installation Notes
 
      
       [bookmark: pgfId-204227]IND Application Installation
 
      [bookmark: pgfId-196027]The installation procedure for IND is described in the Installation Guide for Industrial Network Director for Release 1.1.x.
 
     
 
      
       [bookmark: pgfId-196065]Device Pack Installation
 
     
 
      
       [bookmark: pgfId-196095][bookmark: 84209]Installation Requirements
 
      [bookmark: pgfId-196309]IND Device Packs can only be installed with an IND application that has a matching version number, and the release number must be the same or greater than the IND release number. 
 
      [bookmark: pgfId-196171]For example, in release 1.1.1-49. 1.1.1 is the version number and 49 is the release number. 
 
      [bookmark: pgfId-196194]A new Device Pack must be version 1.1.1 and the release must be 49 or higher.
 
     
 
      
       [bookmark: pgfId-196234][bookmark: 11187]Installation Steps
 
      [bookmark: pgfId-196334]For Device Pack installation steps, refer to the Installation Guide for Cisco Industrial Network Director, Release 1.1.x.
 
     
 
    
 
     
      [bookmark: pgfId-196050][bookmark: 18549]Important Notes
 
     [bookmark: pgfId-191589]Please note the following information about Cisco IOS software and PID support on IND.
 
      
       [bookmark: pgfId-189636]Unsupported PIDs
 
      [bookmark: pgfId-189668]The following IE 2000 PIDs are not supported by IND 1.1.x and are not supported by IND 1.1.0-x Device Packs:
 
      [bookmark: pgfId-189637]n IE-2000-4TS-G-B-U
 
      [bookmark: pgfId-189638]n IE-2000-8TC-G-B-U
 
      [bookmark: pgfId-189639]n IE-2000-16TC-G-E-U
 
     
 
      
       [bookmark: pgfId-182181]Supported Cisco IOS Software
 
      [bookmark: pgfId-188626]IND 1.1.x supports the following Cisco IOS Releases:
 
      [bookmark: pgfId-222230]n Cisco IOS Release 15.2(5)E1
 
      [bookmark: pgfId-188686]n Cisco IOS Release 15.2(5)E
 
      [bookmark: pgfId-222249]n Cisco IOS 15.2(4)EC2(ED)
 
      [bookmark: pgfId-222473]n Cisco IOS Release 15.2(4)EA5
 
      [bookmark: pgfId-188718]n Cisco IOS Release 15.2(4)EA2
 
      [bookmark: pgfId-188741]n Cisco IOS Release 15.2(4)EA1
 
      [bookmark: pgfId-188761]n Cisco IOS Release 15.2(3)E3
 
      [bookmark: pgfId-188776]n Cisco IOS Release 15.2(3)E2
 
      [bookmark: pgfId-222324]n Release 1.6 for Industrial Ethernet 1000
 
       
        [bookmark: pgfId-223051]Supported IND Release Upgrades
 
       [bookmark: pgfId-224404]You can perform the following IND 1.x upgrades (with some limitations as noted below):
 
       [bookmark: pgfId-224408]n If you upgrade from IND 1.0.1-3 to 1.1.x, please see Open Caveats associated with the release upgrade (CSCvc78199, CSCvd24673).
 
       [bookmark: pgfId-224353]n If you upgrade from any IND 1.0.x or 1.1.x release to 1.1.1-49:
 
       [bookmark: pgfId-223859]— CIP devices need to be rediscovered to collect MAC address (This item is part of Discover enhancements.)
 
       [bookmark: pgfId-223785]— Other/Unknown devices need to be rediscovered to identify these devices more accurately. (This item is part of Discover enhancements.) 
 
      
 
     
 
    
 
     
      [bookmark: pgfId-43859][bookmark: 68841]Limitations and Restrictions
 
     [bookmark: pgfId-104425]Cisco recommends that you review this section before you begin working with IoT IND. These are known limitations that will not be fixed, and there is not always a workaround for these issues. Some features might not work as documented, and some features might be affected by recent changes to the software.
 
     [bookmark: pgfId-210071]n CSCvb24719
 
     [bookmark: pgfId-210072]Symptom: Tasks are an asynchronous way to execute certain operations in IND. When we take a backup of the database, that backup action itself is a task and is in a RUNNING state. So, when we restore the database and startup all the tasks which were in a RUNNING state, they will be moved to FAILED.
 
     [bookmark: pgfId-210073]Conditions: During the time when we do a backup, there can be some other operations simultaneously running as a task other than the backup task itself.
 
     [bookmark: pgfId-210074]Workaround: There is no workaround for this issue. But this does not impact any feature or functionality. It is expected that when we backup we are reverting to an older revision of the application and hence some tasks might have failed as you cannot re-create that operation at the current time.
 
    
 
     
      [bookmark: pgfId-104420][bookmark: 19626]Caveats
 
     [bookmark: pgfId-43860]This section presents open caveats in this release and information on using the Bug Search Tool to view details on those caveats.
 
     [bookmark: pgfId-43864]n Open Caveats
 
     [bookmark: pgfId-43872]n Accessing the Bug Search Tool
 
      
       [bookmark: pgfId-43874][bookmark: 11060]Open Caveats
 
      [bookmark: pgfId-203022]n CSCvc78199
 
      [bookmark: pgfId-209860]Symptom: IE-5000-12S12P-10G - Metric data refresh fails for the Managed Device after IND upgrade to 1.1.0
 
      [bookmark: pgfId-209875]Conditions: Upon upgrading the IND from 1.0.1 to 1.1.x. This happens only if the device CLI output gets changed and those devices are in managed state of IND. Issue seen with IE-5000-12S12P-10G Cisco IOS Release (15.2(5)E or higher) IOS image.
 
      [bookmark: pgfId-209909]Workaround: Manually move the device to decommission state and move back to managed state or delete the device from the IND and discover it again.
 
      [bookmark: pgfId-219183]n CSCvd24673
 
      [bookmark: pgfId-219219]Symptom: When the system is upgraded to 1.1 image, the saved topology will be lost. The view will be auto-layout. All the devices and groups will be auto arranged.
 
      [bookmark: pgfId-219185]Conditions: IND System is upgraded from 1.0.1 to 1.1.x.
 
      [bookmark: pgfId-219186]Workaround: The user has to re-arrange the topology and save the layout again.
 
      [bookmark: pgfId-219310]n CSCvd24709
 
      [bookmark: pgfId-219712]Symptom: Some devices in the DB shows up as unknown devices on the connected grid of its connected neighbors. Hence, a link to the device is not available at the following places:
 
      [bookmark: pgfId-219713]— Connected Grid
 
      [bookmark: pgfId-219714]— Affected Devices
 
      [bookmark: pgfId-219311]— Dashboard Port traffic utilization widget
 
      [bookmark: pgfId-219737]Conditions: When the thread running neighbor queries finish faster than the thread updating local if table, the port on the local ifTable is not matched. Hence the topology service categorizes this device as unknown device instead of mapping the device ID 5a11.
 
      [bookmark: pgfId-219313]Workaround: Re-triggering topology might solve this as it is a multi-threading/timing issue.
 
      [bookmark: pgfId-219351]n CSCvd24726 
 
      [bookmark: pgfId-219352]Symptom: When a scheduled weekly backup is deleted, it shows the scheduled day to be one day ahead of the actual schedule. Logs show the day to be incorrect as well.
 
      [bookmark: pgfId-219353]Conditions: Occurs when a weekly scheduled backup is deleted. 
 
      [bookmark: pgfId-219354]Workaround: There is no workaround.
 
       
        [bookmark: pgfId-191963]Resolved Caveats
 
       [bookmark: pgfId-210187]n CSCvb31945
 
       [bookmark: pgfId-210188]Symptom: The health metrics and bandwidth utilization charts are not available on IE-5000-12S12P-10G for Cisco IOS Release15.2(5)E.
 
       [bookmark: pgfId-210189]Conditions: System IE 5000, PID IE-5000-12S12P-10G, had Cisco IOS Release15.2(5)E release installed.
 
       [bookmark: pgfId-210227]Workaround: This issue is resolved in Release 1.1.0.
 
       [bookmark: pgfId-210265]n CSCvb38948
 
       [bookmark: pgfId-210266]Symptom: In the Asset Discovery page, an Export of Discovery Profile entries to a CSV file results in a missing value. The discovery profile Type column is not populated in the CSV.
 
       [bookmark: pgfId-210267]In the VLANs section of the Forwarding tab of the Network Device Details page, an Export of VLANs entries to a CSV file results in an incorrect column formatting in the CSV file. Multiple values in the single “Switch Port Names” column are exported to multiple columns in the CSV file.
 
       [bookmark: pgfId-210268]Conditions: A Discovery Profile is of two types: IP Scan or Link Layer. This is populated in the Type column in the Asset Discovery page. An export of Discovery profile entries to CSV results in a missing value in the Type column of the CSV file.
 
       [bookmark: pgfId-210269]When a network device is moved to the Managed state, clicking on the device name in the Inventory page gives the Network Device Details page. The Forwarding tab has a VLANs column. If the “Switch Port Names” column has multiple values, then an export of VLANs to CSV gives an incorrect column formatting in the CSV file. The multiple values are formatted into multiple columns.
 
       [bookmark: pgfId-192041]Workaround: This issue is resolved in Release 1.1.0.
 
       [bookmark: pgfId-210382]n CSCvb41219
 
       [bookmark: pgfId-210383]Symptom: The following links are broken under certain conditions:
 
       [bookmark: pgfId-210384]1. On the Device detail page, Connected Devices grid - links in Source Port and Port columns
 
       [bookmark: pgfId-210385]2. On Client Detail - link in Connected To field
 
       [bookmark: pgfId-210386]3. On topology, when a link between two connected devices is clicked - Port name link
 
       [bookmark: pgfId-210387]Conditions: Perform the following operations:
 
       [bookmark: pgfId-210388]1. Discover a device that has clients and network neighbors
 
       [bookmark: pgfId-210389]2. Discover topology
 
       [bookmark: pgfId-210390]3. Move the device to Decommissioned
 
       [bookmark: pgfId-210391]Workaround: This issue is resolved in Release 1.1.0.
 
       [bookmark: pgfId-210322]n CSCvb41224
 
       [bookmark: pgfId-210323]Symptom: When multiple ports are in Admin State down and half-duplex mode, and a device is either moved to managed or an On demand refresh is triggered or during metrics poller run, there is only one event generated against one of the ports.
 
       [bookmark: pgfId-210324]Conditions: When multiple ports are in Admin State down and half-duplex mode, and a device is either moved to managed or an On demand refresh is triggered or during metrics poller run, there is only one event generated against one of the ports instead of an alarm each for every port.
 
       [bookmark: pgfId-210325]Workaround: This issue is resolved in Release 1.1.0.
 
       [bookmark: pgfId-210513]n CSCvb43029
 
       [bookmark: pgfId-210514]Symptom: The affected devices in the alarm detail page shows client device links for devices that have been moved into the Other category. These links lead to an empty or misleading client detail page.
 
       [bookmark: pgfId-210515]Conditions: There are two conditions:
 
       [bookmark: pgfId-210516]1) The affected devices in the alarm detail page shows client device links for devices that have been moved into the Other category, or for client devices that have been deleted. These links lead to an empty or misleading client detail page.
 
       [bookmark: pgfId-210517]2) An alarm is generated where a client device becomes an affected device. Then, the client device is deleted.
 
       [bookmark: pgfId-210518]Workaround: This issue is resolved in Release 1.1.0.
 
       [bookmark: pgfId-225205]n CSCvd84224
 
       [bookmark: pgfId-225290]Symptom: Sometimes, some of the Japanese characters translated to “???” if installed in Windows with English locale.
 
       [bookmark: pgfId-225207]Conditions: The Japanese version of IND should be installed in the Japanese locale of Windows.
 
       [bookmark: pgfId-225208]Workaround: This issue is resolved in Release 1.1.0.
 
      
 
       
        [bookmark: pgfId-173107][bookmark: 89454]Accessing the Bug Search Tool
 
       [bookmark: pgfId-74881]You can use the Bug Search Tool to find information about caveats for this release, including a description of the problems and available workarounds. The Bug Search Tool lists both open and resolved caveats.
 
       [bookmark: pgfId-44137]To access the Bug Search Tool, you need the following items:
 
       [bookmark: pgfId-44138]n Internet connection
 
       [bookmark: pgfId-44139]n Web browser
 
       [bookmark: pgfId-104705]n Cisco.com user ID and password
 
       [bookmark: pgfId-104706]To access the Bug Search Tool, use the following URL: https://tools.cisco.com/bugsearch/search
 
       [bookmark: pgfId-104707]To search using a specific bug ID, use the following URL: https://tools.cisco.com/bugsearch/bug/<BUGID>
 
      
 
     
 
    
 
     
      [bookmark: pgfId-55963][bookmark: 48892]Related Documentation
 
     [bookmark: pgfId-178244]Installation Guide for Industrial Network Director Application for Release 1.1.x at:
 
     [bookmark: pgfId-178612]http://www.cisco.com/c/en/us/products/cloud-systems-management/industrial-network-director/index.html
 
     [bookmark: pgfId-44160]Find documentation for the Cisco Industrial Ethernet Switches at: (select the link for the relevant switch to access user guide)
 
     [bookmark: pgfId-44162]http://www.cisco.com/c/en/us/products/switches/industrial-ethernet-switches/index.html
 
    
 
     
      [bookmark: pgfId-225360][bookmark: 74565]Obtaining Documentation and Submitting a Service Request
 
     [bookmark: pgfId-225361]For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional information, see What’s New in Cisco Product Documentation.
 
     [bookmark: pgfId-225363]Toreceivenew and revised Ciscotechnical content directly to your desktop, you can subscribeto theWhat’s New in Cisco Product DocumentationRSS feed. The RSS feeds are a free service.
 
    
 
     
      [bookmark: pgfId-191743]
 
     [bookmark: pgfId-225371]THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
 
     [bookmark: pgfId-225372]THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
 
     [bookmark: pgfId-225373]The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. Copyright  1981, Regents of the University of California. 
 
     [bookmark: pgfId-225374]NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.
 
     [bookmark: pgfId-225375]IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
 
     [bookmark: pgfId-225376]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
     [bookmark: pgfId-225377]All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should be referred to for latest version.
 
     [bookmark: pgfId-225378]Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco website at www.cisco.com/go/offices.
 
     [bookmark: pgfId-225388] 2017 Cisco Systems, Inc. All rights reserved.
 
     [bookmark: pgfId-197191]
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