Physical

Inventory

CHAPTER 1

This section includes the physical attributes for the DCNM SAN setup:

Inventory

Modules - Status and Config
Power Supplies
Temperature Sensors
Fan

Switches

ISLs

NP Link

ISL's Statistics
Hosts

Enclosures

Device Manager - Preferences

Field Description

Name Field Replaceable Unit (FRU) name.

ModelName Model name identifier.

SerialNumber Primary and secondary serial numbers.

HardwareRevision Hardware revision.

SoftwareRevision The release version of Cisco NX-OS software.

Alias Alias name as specified by a network manager.

AssetID User-assigned asset tracking identifier as specified by a network
manager.
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Modules - Status and Config

Field Description

Name Module description.
Module Module name identifier.
OperStatus Module's operational state.
Reset Click to reboot the module.

RateModeOverSubscription
Limit

Select this option to control the restriction on the oversubscription ratio
on modules that support it. By default, the restriction is enabled. If you
disable this option, all the interfaces on the module are capable of
operating at maximum admin speed, regardless of the available
bandwidth.

BandwidthFairnessConfig

Select this option to control bandwidth fairness on modules that support
it. By default, bandwidth fairness is enabled.

BandwidthFairnessOper

Shows if bandwidth fairness is enabled or disabled. By default,
bandwidth fairness is enabled.

X2 xcvrFrequency Config

Specifies the transceiver frequency of the module.

e notApplicable - Select this when the module does not support this
configuration.

e xcvrFreqX2FC - Select this to set the module’s FC transceiver
frequency to10 Gigabyte.

e xcvrFreqX2Eth - Select this to set the module’s Ethernet transceiver
frequency to10 Gigabyte.

ResetReasonDescription

Why module was last reset.

Local Switching Mode

Shows the status of the local switching modules.

StatusLastChangeTime

When OperStatus was changed.

Power Admin

Allows you to power on and off the Field Replaceable Unit (FRU).

Power Oper Field Replaceable Unit (FRU) operational power state.
Current Current supplied by the Field Replaceable Unit (FRU).
Power Supplies

Field Description

Name Power supply location.

TotalPowerAvailable Shows the available power. In combined mode, the total available power
is twice the lesser of the two power supplies.

Redundant/Combined Select to determine how the power supplies are configured. Redundant
mode provides a backup power supply if one should fail, but the total
power available is less.

ModelName The model identifier.
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Field Description

OperStatus Operational power state.

TotalAvailable Total power available for power supply usage. When Mode is redundant,
the total power available will be the lesser power capacity of the power
supplies. When Mode is combined, the total power available will be
twice the lesser of the power capacities of the operating power supplies.

TotalReserved Total current drawn by powered-on FRUs

If the power supply to the Uros and Paradise is either interrupted or turned off, the OperStatus in the
power supply table displays "offEnvOther". However, the corresponding entry for the powered down
device the inventory table will remain.

Temperature Sensors

Fan

Switches

Field

Description

Name

Sensor location.

Threshold Major

Major temperature threshold.

Threshold Minor

Minor temperature threshold.

Current Most recent measurement seen by the sensor.

Status The present operational status of the sensor.

Field Description

Name Fan location.

ModelName The model identifier.

OperStatus The current operating status.

Field Description

Description A description of the switch and software.

UpTime The time since the network management portion of the system was last
re-initialized.

Name An administratively-assigned name for this switch.

Location The physical location of this switch (e.g., “telephone closet, 3rd floor").

Cisco Prime DCNM SAN Client Online Help g



Chapter 1

M Physical

ISLs

Field Description

Contact The contact person for this switch, together with information on how to
contact this person.

SwitchWWN The World-Wide Name of this switch.

ClockDateAndTime The current local date and time for the system. Setting this is equivalent
to setting an automated clock and calendar.

TimeZone The current local time zone for the system. The time zone must be
entered in the format GMT, which is the number of hours difference
between your time zone and GMT (Greenwich Mean Time).

ProcessorRAM Total number of bytes of RAM available on the Processor.

NVRAM Total number of bytes of NVRAM in the entity.

NVRAMUsed Number of bytes of NVRAM in use.

FIPSModeActivation Enable or disable FIPS mode on the device. FIPS 140-2 is a set of
security requirements for cryptographic modules and it details the U.S.
Government requirements for cryptographic modules. A module will
comprise both hardware and software such as a data center switching or
routing module. The module is said to be in FIP- enabled mode when a
request is recieved to enable the FIPS mode and a set of self-tests are
successfully run in response to the request. If the self-tests fail, then an
appropriate error is returned.

CPUUtilization The average utilization of CPU on the active supervisor.

MemoryUtilization The average utilization of memory on the active supervisor.

FlashPartitionSize Flash partition size.

FlashPartitionFreeSpace

Free space within a Flash partition.

Status The overall status of the switch.

Vendor Switch vendor's name, such as Cisco, McData, or Brocade.
Model Switch model name, such as MDS 9134 or MDS 9124.
Release Switch software version.

NumFCPorts Number of physical FC ports in the switch.

WWN MAC address for the Ethernet VDCs that are discovered.
VDCId Unique IDs for the Ethernet VDCs that are discovered.

FCoE Enabled

If true, FCoE is enabed for the Ethernet VDCs that are discovered.

Field

Description

From Switch

The source switch of the link.

From Interface

The port index of source E_port of the link.

To Switch

The switch on the other end of the link.
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Field

Description

To Interface

The port index of destination E_port of the link.

Status

The operational status of the link.

Field

Description

NPIV (Core)

The NPIV core switch.

F Port

The connected F Port on the NPIV core switch.

NPV NPV Switch.
NP Port The connected port on the NPV switch.
Status The operational status of the link.

ISL's Statistics

Field Description

Description An alias name for the interface, as specified by a network manager. For
Port Channel and FCIP, this field will always show members if they are
available. For FCIP, this field will show compress if compressed.

VSAN(s) VSAN membership.

Mode Operating mode of the port> (See Legend).

Connected To

Attached port. This could be a host, storage, or switch port.

Speed

Maximum bandwidth in Gbps.

Rx

One of the following:
Utilization %
Number of Bytes
Number of Frames

Average Frame Size

Rx Comp

The IP Copmression ratio for received packets on the FCIP device.

Tx

One of the following:
Utilization %
Number of Bytes
Number of Frames

Average Frame Size

Tx Comp

The IP Copmression ratio for transmitted packets on the FCIP device
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Field Description

Errors Total number of Rx and Tx errors on the interface. Types of Rx errors
include CRC errors, fragmented framed, unsupported class frames, runt
frames, jabber frames, and giant Frames. Types of Tx errors are generally
CRC errors, but these are rare. If the Errors field is not empty, there are
probably Rx errors. For a more detailed breakdown of the error count,
check the Monitor dialog box for appropriate interface.

Discards Total number of Rx and Tx discards on the interface. Rx frames discarded
are generally due to protocol errors. On rare occasions, a frame is
received without any hardware errors, but a filtering rule set for the MAC
address discards the frame due to a mismatch. Discarded Tx frames can
be timeout frame discards (port is offline or not up), or timeout frames
that are not sent back to the supervisor (class F/2 frames). If the Discards
field is not empty, it is probably due to timeout frames.

Log If checked, writes the record into the message log on each poll interval.

Hosts

Field Description

Enclosure Name The name of the enclosure.

Alias The device alias of this entry.

Port WWN The assigned PWWN for this host.

Fcld The FC ID assigned for this host.

Link Status The operational status of the link.

Serial Number Serial number.

Model Model name.

Firmware Ver The version of the firmware executed by this HBA.

Driver Ver The version of the firmware executed by this HBA.

Information The information list corresponding to this HBA.

Switch Interface Interface on the switch that is connected with the end device.

Enclosures

Field

Description

IP Address

The IP address of the enclosure.

Elem. Mgr Use HTTP

Use HTTP to launch the local enclosure.

Elem. Mgr URL/Path

Use a URL to launch the local enclosure

Device Type

If host, it is HBA. If storage, it is the SCSI target.

Vendor

If host, it is HBA. If storage, it is the SCSI target.
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Field Description
Model If host, it is HBA. If storage, it is the SCSI target.
Firmware Ver The version of the firmware executed by this HBA.
Driver Ver The version level of the driver software controlling this HBA.
oS The type and version of the operating system controlling this HBA
Other Info The information list corresponding to this HBA.

Device Manager - Preferences

Interface

Field

Description

Retry Requests # time(s) after #sec timeout

The number of retries to be attempted after time
out (seconds).

Enable Status Polling

Check to enables status polling in every (specified
number of) seconds

Trace SNMP packets in Message Log

Check to enable tracing SNMP packets in the
message log.

Register for Events after Open, listen on Port 1163

Check to automatically register for events.

Show WWN Vendor

Check to enable showing the WWN vendor name.

e Replace - Replace the existing vendor name
with the new one.

e Prepend - Attach the new vendor name to the
beginning of the current vendor name.

Show Timestamps as Date/Time

Check for displaying the time stamp in the
Date/Time format.

Telnet Path

Path to the telnet client.

Use Secure Shell instead of Telnet

Check to use secure shell.

CLI Session Timeout

Time interval for the CLI session (in seconds).
Enter ‘0’ to disable CLI timeout.

Show Tooltips in Physical View

Check to show tooltips.

Label Physical View Ports with

¢ FICON - Displays FICON as label for the
ports on the device view.

e Interface - Displays Interface as label for the
ports on the device view.

Export Table

e Tab-Delimited - Exports the table to
tab-delimited text file.

e XML - Exports the table to xml file.

The following sections:
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e Virtual Interface Groups
e Virtual FC Interfaces

e Ethernet Interfaces

e Virtual FC Ethernet

¢ Quick Configuration Tool
e Ethernet Interface

e Ethernet Interfaces iSCSI
e Ethernet Interfaces iSCSI

TCP

e FEthernet Interfaces VLAN

e Ethernet VLAN

¢ FC Interface Monitor Traffic

¢ Check Oversubscription

e Virtual FC Interface Monitor Traffic

e Ethernet Interface Dot3Stats

e Interface Monitor

e Ethernet PortChannels

e FCIP MonitorEthernet Interface Dot3Stats

¢ Ethernet Interface Dot3Stats

e FEthernet Interface Dot3Stats

Virtual Interface Groups

The Bound Ethernet Interface field in the table can be modified. The remaining fields are for information

only.

Field Description

Switch Name of the switch hosting this virtual interface group (VIG).
VIG Id Virtual interface group identifier.

Bound Eth Interface

Physical Ethernet interface associated with this VIG.

Virtual Eth Interfaces

The virtual Ethernet interface bound to this VIG.

Virtual FC Interfaces

The virtual FC interface bound to this VIG.

Operational Status

The current operational state of the VIG.

CreationTime

Date and time when the VIG was created.

Note  This table applies only to N5k switches running version less than 4.0(1a).
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Virtual FC Interfaces

The following fields in the table can be modified: Description, Bind Type, Bind Interface, Bind MAC
Address, FCF Priority, VSAN ID Port, Mode Admin, Status Admin. The remaining fields are for

Note

information only.

Interface

Field Description

Switch Name of the switch hosting this interface.

Interface Interface name.

Description Text description of the interface as specified by a network manager.
VIG Id Virtual interface group to which this virtual FC interface is bound.
Bind Type The type of interface associated with this virtual FC interface - physical

Ethernet interface or MAC address of the FCoE Node (ENode).

Bind Interface

Physical Ethernet interface or Ethernet port channel associated with this
virtual FC interface.

Bind MACAddress MAC address of an FCoE Node (ENode) or a remote Fibre Channel
Forwarder (FCF) identified by the virtual FC interface.
FCF Priority The FCoE Initialization Protocol (FIP) priority value advertised by the

FCF to ENodes.

VSAN ID Port

VSAN ID to which this interface is statically assigned.

VSAN Id Dynamic

Index of the VSAN to which this interface is statically assigned.

Mode Admin The port mode configured by the user. Virtual FC interfaces support only
fabric port (F Port) mode.

Rate Mode Specifies the interface as dedicated mode or shared mode.

Speed Oper Operational speed.

Mode Oper The current operating mode of the port.

Speed Admin

The port speed configured by the user.

Status Service

Specifies whether the interface is in service or out of service.

Status Admin

The desired state of the interface.

Status Oper

The current operational state of the interface.

Status FailureCause

The cause of current operational state of the port.

Status LastChange

When the interface entered its current operational state. If the current
state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.

VIG Id field applies only to N5k switches running version less than 4.0(1a).
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Ethernet Interfaces
The Description and Admin fields in the table can be modified. The remaining fields are for information
only.
Field Description
Switch Name of the switch hosting this interface.
Interface Interface name.
Description Text description of the interface as specified by a network manager.
VIG Id Virtual interface group to which this virtual interface is bound.

~

Note

Bound Eth Interface

Physical Ethernet interface associated with this virtual Ethernet
interface.

Admin The desired state of the interface.
Oper The current operational state of the interface.
LastChange When the interface entered its current operational state. If the current

state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.

CDP (Enable)

Indicates whether the Cisco Discovery Protocol is currently running on
this interface.

Duplex Status

The current mode of operation of the MAC entity. The status 'unknown'
indicates that the current duplex mode could not be determined.

Enable Link Trap

Specifies whether Link Up or Link Down traps should be generated for
this interface.

This table applies only to N5k switches running version less than 4.0(1a).

Virtual FC Ethernet

Field Description

Switch Name of the switch hosting this interface.

Interface Displays the name of the vFC interface and its association with other
interfaces.

Description Text description of the interface as specified by a network manager.

Status Admin

The desired state of the interface.

Status Oper

The current operational state of the interface.

Speed Oper

Operational speed of the interface

LastChange

When the interface entered its current operational state. If the current
state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.
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Field

Description

Show All Interfaces

Check this checkbox to show all the available interfaces including the
interfaces that are not available for binding to a vFC.

Auto Assigin vFC Id

Check this checkbox to select vFC Id automatically. If you do not select
this option you must manually enter a valid vFC Id.

Switch Operational Type

Click Ethernet Switch if you are not configuring any Fibre Channel
interfaces on the switch. Click FCoE Switch if you are configuring
Fibre Channel and FCoE interfaces.

Interface

Name of the physical Ethernet interface. If you hover the cursor over a
physical Ethernet interface, any associated virtual interfaces are
displayed in the tooltip.

FCoE VLAN(VSAN)

FCoE VLAN (VSAN) mapping to be used by the interface.

Admin Mode

Admin mode of the vFC interface, i.e. F or E

Eth Only

Configures the physical Ethernet without any virtual interfaces. Click
the Eth Only button in the column header to set all the interfaces to this
value.

vEth Only

Configures the physical Ethernet to have an associated VIG and a virtual
Ethernet interface. Click the vEth Only button in the column header to
set all the interfaces to this value.

vFC Only

Configures the physical Ethernet to have an associated VIG and a virtual
FC interface. Click the vFC Only button in the column header to set all
the interfaces to this value.

vFC

Configures the physical Ethernet to have an associated VIG and a virtual
FC interface. Click the vFC button in the column header to set all the
interfaces to this value.

vEth + vFC

Configures the physical Ethernet to have an associated VIG, a virtual
Ethernet interface and a virtual FC interface. Click the vEth + vFC
button in the column header to set all the interfaces to this value.

Configure Action Status

Displays the current status of the requested configuration changes.

vEth only, vFC only, vEth + vFC columns are not applicable for N5SK switches running version

4.0(1a)N1

vFC column is applicable only for N5SK switches running version 4.0(1a)N1

Cisco Prime DCNM SAN Client Online Help g



Chapter 1

W interface
Ethernet Interface
Field Description
Description An “alias' name for the interface as specified by a network manager.
Mtu The size of the largest frame which can be sent/received on the interface,
specified in bytes.
Speed Oper Operational speed of the interface.
Speed Admin ¢ notApplicable - The Speed change is not applicable for that port.

e oneGigSpeed - The IPStorage port is configured as 1G.
e tenGigSpeed - The IPStorage port is configured as 10G.

Failure Cause Causes of the failures.

PhysAddress The interface's MAC address.

Status Admin The desired state of the interface.

Status Oper The current operational state of the interface.

LastChange When the interface entered its current operational state. If the current

state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.

ConnectorPresent True if the connector is detected.

CDP (Enable) An indication of whether the Cisco Discovery Protocol is currently
running on this interface.

IscsiAuthMethod The authentication method.

Promiscuous Mode Checking or unchecking this option dictates the destination of the
packets/frames. If this option is checked, then this interface accepts
packets/frames that are addressed to this station. If this option is not
selected, then packets accepted by the station are transmitted on the
media.

Checking or unchecking this option does not affect the reception of
broadcast and multicast packets/frames by the interface.

AutoNegotiate Select this option to enable auto negotiation.

Beacon Mode In beacon mode, an interface LED is assigned a flashing mode for
identification. Select this option to enable beacon mode.

[PAddress/Mask IP address and subnet mask for the interface.

Note  SAN Admin users cannot change the ethernet interfaces settings in Cisco Nexus 5000 Series switches
using Device Manager.
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Ethernet Interfaces iSCSI

Field Description

Description An “alias' name for the interface as specified by a network manager.

Speed Operational speed.

PhysAddress The interface's WWN.

Admin The desired state of the interface.

Oper The current operational state of the interface.

LastChange When the interface entered its current operational state. If the current
state was entered prior to the last re-initialization of the local network
management subsystem, then this value contains a N/A value.

PortVSAN The VSAN that the interface belongs to.

ForwardingMode Use Store and Forward if the HBA has problems with Passthrough.

Initiator ID Mode

How the initiator is identified on this interface, either by its iSCSI name
(name) or by its IP address (ipaddress).

Enable

The intiator proxy mode for this interface. If true, then all the initiators
coming on this interface would use the intiator configuration provided
by this interface. The initiator configuration include port WWN and
node WWN.

Assignment

How the initiator proxy mode FC addresses are assigned. If “auto', then
the FC addresses are automatically assigned. If it is “manual’, then they
have to be manually configured.

Port WWN

The Port FC address used by the intiators on this interface when the
intiator proxy mode is on.

Node WWN

The Node FC address used by the initiators on this interface when the
initiator proxy mode is on.

Ethernet Interfaces iSCSI TCP

Field Description

Local Port Local interface TCP port.

SACK Indicates if the Selective Acknowledgement (SACK) option is enabled
or not.

KeepAlive The TCP keep alive timeout for this iSCSI interface. If the value is 0, the
keep-alive timeout feature is disabled.

MinTimeout The TCP minimum retransmit time.

Max The TCP maximum retransmissions.

SendBufferSize The TCP send buffer size.

MinBandwidth The TCP minimum bandwidth.

MaxBandwidth The TCP maximum bandwidth.
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Field Description

Estimated Round Trip The estimated round trip delay of network pipe used for B-D product
computation. The switch can use this to derive the TCP window to
advertise.

QoS The TCP QoS code point.

PMTU Enable Indicates if the Path MTU discovery option is enabled or not.

PMTU Reset Timeout The PMTU reset timeout.

Connections Normal The number of normal iSCSI connections.

Connections Discovered The number of discovery iSCSI connections.

CWM Enable If true, congestion window monitoring is enabled. If false, it is disabled.

CWM Burst Size The maximum burst sent after a TCP sender idle period.

Max Jitter The maximum delay variation (not due to congestion) that can be
experienced by TCP connections on this interface.

Port The local TCP port of this interface.

Ethernet Interfaces VLAN

Field Description

Switch Name of the switch.

Interface Name of the interface.

VLAN mode The mode in which this VLAN is configured.

Static—A port with static VLAN membership directly assigned to a
single VLAN.

Dynamic—A port with dynamic VLAN membership assigned to a
single VLAN based on the content of packets received on the port via
VQP queries to VMPS.

multiVLAN—A port with multiple VLAN memberships that are
directly assigned to one or more VLANS.

VLAN list The list of VLANSs which are allowed on the switch.

Ethernet VLAN

Field Description

Switch Name of the switch.

ID Switch ID

Trunk Mode Specifies whether the mode is access or trunk.
Trunk Status Ttrunking status of the port.

Native VLAN Native VLANSs
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Field Description
Allowed VLAN List

The list of VLANSs which are allowed to be received/transmitted on the
port.

Active VLAN List The list or range of VLANSs that are active on the switch.

FC Interface Monitor Traffic

FC Interface Monitor Protocol

The Monitor dialog boxes have special Monitor Dialog Controls.

Field

Description

C3 Rx Bytes

The number of Class 3 bytes, including the frame delimiters, received
by this port from its attached Nx_Port.

C3 Rx Frames

The number of Class 3 frames, including the frame delimiters, received
by this port from its attached Nx_Port.

C3 Tx Bytes

The number of Class 3 bytes, including the frame delimiters, transmitted
by this port to its attached Nx_Port.

C3 Tx Frames

The number of Class 3 frames, including the frame delimiters,
transmitted by this port to its attached Nx_Port.

CF Rx Bytes

The number of Class F bytes, including the frame delimiters, received
by this port from its attached Nx_Port.

CF Rx Frames

The number of Class F frames, including the frame delimiters, received
by this port from its attached Nx_Port.

CF Tx Bytes

The number of Class F bytes, including the frame delimiters, transmitted
by this port to its a attached Nx_Port.

CF Tx Frames

The number of Class F frames, including the frame delimiters,
transmitted by this port to its attached Nx_Port.

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

LRRIn The number of Link reset responses received by the FC-port.

LRROut The number of Link reset responses transmitted by the FC-port.

Olslns The number of Offline Sequence errors received by the FC-Port.

OlsOuts The number of Offline Sequence errors issued by the FC-Port.

NOSIn The number of Non-Operational Sequences received by the FC-port.

NOSOut The number of Non-Operational Sequences transmitted by the FC-port.

LinkResetIns The number of link reset protocol errors received by the FC-Port from
the attached FC-port.
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Field Description

LinkResetOuts The number of link reset protocol errors issued by the FC-Port to the
attached FC-Port.

TxWaitCount The number of times the FC-port waited due to lack of transmit credits.

RxBBCredit The maximum number of receive buffers available for holding Class 2,
Class 3 received from the logged-in Nx_Port. It is for buffer-to-buffer
flow control in the incoming direction from the logged-in Nx_Port to
FC-port.

TxBBCredit The total number of buffers available for holding Class 2, Class 3 frames

to be transmitted to the logged-in Nx_Port. It is for buffer-to-buffer flow
control in the direction from FC-Port to Nx_Port.

BBCreditTransitionFromZe
ro

The number of transitions of BB credit out of zero state.

FC Interface Monitor Discards

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

Class2 The number of Class 2 frames discarded by this port.

Class3 The number of Class 3 frames discarded by this port.

ClassF The number of Class F frames discarded by this port.

EISL The number of Enhanced Inter Switch Link (EISL) frames discarded by
the FC-port. EISL frames carry an EISL header containing VSAN
among other information.

InDiscards The total number of inbound frames which were chosen to be discarded
even though no errors had been detected to prevent their being
deliverable to a higher-layer protocol.

OutDiscards The total number of outbound frames which were chosen to be discarded

even though no errors had been detected to prevent their being
transmitted.

FC Interface Monitor Link Errors

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

LinkFailures The number of link failures detected by the FC-Port.

SigLosses The number of signal losses detected by the FC-Port.

SyncLosses The number of loss of synchronization failures detected by the FC-Port.
InvalidTxWords The number of invalid transmission words detected by the FC-Port.
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Field Description
DelimiterErrors The number of Delimiter Errors detected by the FC-Port.
AddressIdErrors The number of address identifier errors detected by the FC-Port.
FC Interface Monitor Frame Errors
The Monitor dialog boxes have special Monitor Dialog Controls.
Field Description
InvalidCrcs The number of invalid CRCs detected by the FC-Port. Loop ports should
not count CRC errors passing through when monitoring.
ELPFailures The number of Exchange Link Parameters Switch Fabric Internal Link

service request failures detected by the FC-Port. This is applicable to
only Interconnect_Port, which are E_Port or B_Port.

Frags The number of fragmented frames received by the FC-port.

Runts The number of frames received by the FC-port that are shorter than the
minimum allowable frame length regardless if the CRC is good or not.

Jabbers The number of frames received by the FC-port that are longer than a
maximum frame length and also have a CRC error.

TooLongs The number of frames received by the FC-port where the frame length
was greater than what was agreed to in FLOGI/PLOGTI. This could be
caused by losing the end of frame delimiter.

TooShorts The number of frames received by the FC-port where the frame length
was less than the minimum indicated by the frame header (normally 24
bytes), but it could be more if the DFCTL field indicates an optional
header should be present.

Unknowns The number of unknown class frames received by FC-port.
EOFa The number of frames received by FC-port with EOF aborts.
Framing The number of framing errors. This denotes that the FC-port detected an

inconsistency of frame structure.

FC Interface Monitor Class 2 Traffic

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

In Octets/In Frames The number of Class 2 frame bytes and frames, including the frame
delimiters, received by this port from its attached Nx_Port.

Out Octets/Out Frames The number of Class 2 frame bytes and frames, including the frame
delimiters, delivered through this port to its attached Nx_Port.
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FC Interface Monitor Class 2 Errors

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

FBSY The number of busy frame responses.

FRIT The number of F_RJT frames generated by this port against Class 2
frames.

PBSY The number of times that port busy was returned to this port as result of
a class 2 frame that could not be delivered to the other end of the link.
This occurs if the destination Nx_Port is temporarily busy. PBSY can
only occur on SOFc1 frames (the frames that establish a connection).

PRIT The number of times that port reject was returned to this port as a result

of a class 2 frame that was rejected at the destination Nx_Port.

FC Interface Monitor FICON

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

FramePacingTime Number of 2.5 microsecond units that frame transmission is blocked due
to zero credit.

DispErrorsInFrame Number of frames with disparity errors.

EOFErrs Number of frames with EOF errors.

DispErrsOutOfFrame Number of frames with OOF errors.

InvalidOrderSets Number of invalid or unrecognizable Order Sets outside of frames.

Check Oversubscription
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Virtual FC Interface Monitor Traffic

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

RxBytes The number of bytes, including the frame delimiters, received by this
port from its attached N_Port.

RxFrames The number of frames, including the frame delimiters, received by this
port from its attached N_Port.

TxBytes The number of bytes, including the frame delimiters, transmitted by this
port to its attached N_Port.

TxFrames The number of frames, including the frame delimiters, transmitted by

this port to its attached N_Port.

Virtual FC Interface Monitor Discards

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

InDiscards The total number of inbound frames which were chosen to be discarded
even though no errors had been detected to prevent their being
deliverable to a higher-layer protocol.

OutDiscards The total number of outbound frames which were chosen to be discarded

even though no errors had been detected to prevent their being
transmitted.

Virtual FC Interface Monitor Errors

The Monitor dialog boxes have special Monitor Dialog Controls.

Field

Description

InErrors

The number of incoming errors detected by the virtual FC port.

OutErrors

The number of outgoing errors detected by the virtual FC port.

Ethernet Interface Dot3Stats

Field

Description

Interface

Name of the interface.

Alignment Errors

The count of frames received on a particular interface that are an
integral number of octets in length but do not pass the FCS check.
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Field

Description

FCS Errors

The count of frames received on a particular interface that are an
integral number of octets in length but do not pass the FCS check.
This count does not include frames received with frame-too-long or
frame-too-short error.

Single Collision Frames

The count of successfully transmitted frames on a particular interface
for which transmission is inhibited by a single collision.

Multiple Collision Frames

The count of successfully transmitted frames on a particular interface
for which transmission is inhibited by more than one collisions.

SQE Test Errors

The number of times the PLS sublayer generated the SQE TEST
ERROR message for a particular interface.

Deferred Transmissions

The count of the number of frames for which the first transmission
attempt on a particular interface is delayed because the medium is
busy.

Late Collisions

The number of times that a collision is detected on a particular
interface later than one slot time into the transmission of a packet.

Excessive Collisions

The count of the number of frames for which transmission on a
particular interface failes because of excessive collisions. This
counter does not increment when the interface is operating in
full-duplex mode.

Internal Mac Transmit Errors

The count of the number of frames for which transmission on a
particular interface fails because of an internal MAC sublayer
transmit error.

Carrier Sense Errors

The number of times that a carrier sense condition was lost or never
asserted when attempting to transmit a frame on a particular
interface.

Frame Too Longs

The count of number of frames received on a particular interface that
exceed the maximum permitted frame size.

Internal Mac Receive Errors

The count of number of frames for which reception on a particular
interface fails because of an internal MAC sublayer receive error.

Symbol Errors

For an interface operating at 100 Mb/s, the number of times there was
an invalid data symbol when a valid carrier was present

Interface Monitor

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

Rx Bytes The total number of bytes received on the interface, including framing
characters.

RxFrames The number of frames received on the interface.

Rx Multicast Frames

(Nexus 5000 Series only) The number of multicast frames received on
the interface.
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Field

Description

Rx Broadcast Frames

(Nexus 5000 Series only) The number of broadcast frames received on
the interface.

TxBytes

The total number of bytes transmitted out of the interface, including
framing characters.

TxFrames

The total number of frames transmitted out of this interface.

Tx Multicast Frames

(Nexus 5000 Series only) The number of multicast frames transmitted
out of this interface.

Tx Broadcast Frames

(Nexus 5000 Series only) The number of multicast frames transmitted
out of this interface.

RxErrors

The number of inbound frames that contained errors preventing them
from being deliverable to a higher-layer protocol.

TxErrors

The number of outbound frames that could not be transmitted because
of errors.

RxDiscards

The number of inbound frames which were chosen to be discarded even
though no errors had been detected to prevent their being deliverable to
a higher-layer protocol.

TxDiscards

The number of outbound frames which were chosen to be discarded even
though no errors had been detected to prevent their being transmitted.

Ethernet PortChannels

Field

Description

Description

Alias name for the interface as specified by a network manager.

Members

Members of this Ethernet port channel.

Oper Speed

Operational speed of the interface.

Mtu

The size of the largest frame which can be sent/received on the interface,
specified in bytes.

PhysAddress

The interface's MAC address.

Status Admin

The desired state of the interface.

Status Oper

The current operational state of the interface.

LastChange

When the interface entered its current operational state. If the current
state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.

Ethernet Interface Monitor iSCSI Connections

Field

Description

RxBytes

Total number of bytes received on an iSCSI session.
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Ethernet Interface Monitor TCP

FCIP Monitor

Field Description
TxBytes Total number of bytes transmitted on an iSCSI session.
IPSEC A collection of objects for iSCSI connection statistics.

Field Description

Opens The number of times connections have been opened.

Accepts The number of times connections have been accepted.

Failed The number of times connections have failed.

RxResets The number of times connections have been reset.

Est The number of connections that have been established.

RxSegs The total number of segments received on established connections,
including those received in error.

TxSegs The total number of segments sent, except for those containing
retransmitted bytes.

ReTxSegs The total number of segments retransmitted.

BadSegs The total number of segments received in error (e.g., bad checksums).

TxSegResets The number of segments sent containing the "reset" flag.

SplitSeg The number of segments sent which were less than the minimum.

DupACKs The number of duplicate ACKs received.

RxBytes The number of header and data bytes received.

TxBytes The number of header and data bytes sent.

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

C3 Rx Bytes The number of incoming bytes of data traffic.

C3 Tx Bytes The number of outgoing bytes of data traffic.

CF Rx Bytes The number of incoming bytes of control traffic.

CF Tx Bytes The number of outgoing bytes of control traffic.

Rx Error The number of inbound frames that contained errors preventing them
from being deliverable to a higher-layer protocol.

Tx Error The number of outbound frames that could not be transmitted because

of errors.
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Field Description

RxDiscard The number of inbound frames which were chosen to be discarded even
though no errors had been detected to prevent their being deliverable to
a higher-layer protocol.

TxDiscard The number of outbound frames which were chosen to be discarded even
though no errors had been detected to prevent their being transmitted.

Monitor SVC Interface

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

Rx Bytes Number of incoming bytes.
Rx Frames Number of incoming frames.
Tx Bytes Number of outgoing bytes.

Tx Frames Number of outgoing frames.
Rx Errors Number of incoming errors.
Tx Errors Number of outgoing errors.
Rx Discards Number of incoming discards.
Tx Discards Number of outgoing discards.

Monitor SVC NPorts

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

Rx Bytes Number of incoming bytes on this virtual N-port.
Rx Frames Number of incoming frames on this virtual N-port.
Tx Bytes Number of outgoing bytes on this virtual N-port.
Tx Frames Number of outgoing frames on this virtual N-port.
Rx Bytes Number of incoming bytes on this virtual N-port.
Rx Frames Number of incoming frames on this virtual N-port.
Tx Bytes Number of outgoing bytes on this virtual N-port.
Tx Frames Number of outgoing frames on this virtual N-port.

Monitor SVC Session FCP

The Monitor dialog boxes have special Monitor Dialog Controls.
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Field Description

Cmds Number of incoming FCP Command frames in this session.
XferRdys Number of incoming FCP Transfer Ready frames in this session.
DataFrames Number of incoming FCP Data frames.

Status Number of incoming FCP status frames.

DataBytes Number of incoming FCP Data bytes.

OverRuns Number of incoming FCP Overrun frames in this session.
UnderRuns Number of incoming FCP Underrun frames in this session.
Cmds Number of outgoing FCP Command frames in this session.
XferRdys Number of outgoing FCP Transfer Ready frames in this session.
DataFrames Number of outgoing FCP Data frames.

Status Number of outgoing FCP status frames.

DataBytes Number of outgoing FCP Data bytes.

OverRuns Number of outgoing FCP OverRun frames in this session.
UnderRuns Number of outgoing FCP UnderRun frames in this session.

Monitor SVC Session Other

The Monitor dialog boxes have special Monitor Dialog Controls.

Field Description

InELSFrames Number of incoming Extended Link Service frames in this session.
InBLSFrames Number of incoming Basic Link Service frames in this session.
OutELSFrames Number of outgoing Extended Link Service frames in this session.
OutBLSFrames Number of outgoing Basic Link Service frames in this session.
InAborts Number of incoming aborted frames in this session.

OutAborts Number of outgoing aborted frames in this session.
OpenXchanges Number of Open Exchanges in this session.

InBadFc2Drops Number of FC2 dropped frames in this session.

InBadFcPDrops Number of FCP dropped frames.

InFCPDataExcess Number of FCP Data Excess frames in this session.

FCIP Interfaces Interfaces

Field Description
Description Alias name for the interface as specified by a network manager.
PortVsan The VSAN ID to which this interface is statically assigned.
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Field

Oper Mode The current operating mode of the port.
AutoChannelCreate If checked, automatically create the PortChannel.
Admin The desired state of the interface.

Oper Status

The current operational state of the interface.

FailureCause The cause of current operational state of the port.
LastChange When the interface entered its current operational state. If the current
state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.
FICON Address The FICON port address of this port.
System Timeout

If frames residing in the switch for a long time, they should be regarded as congestion drop. If there is
continuously no tx/rx credits received, it should be regarded as no credit drop. You can configure the
timeout value of congestion drop and no credit drop in the Device Manager client. To configure the slow
port monitor timeout, please go to Admin > System Timeout.

Field

Description

E port Congestion Drop

Specify the time for E port congestion drop. Or
click on default to input a default value.

The unit is ms.

F port Congestion Drop

Specify the time for F port congestion drop. Or
click on default to input a default value.

The unit is ms.

F port NoCredit Drop

Specify the time for no credit drop.

Click on disable if you do not want to drop the
frames without tx/rx credits or click on default to
input a default value.

The unit is ms.

E Port slowport-monitor

Specify the slowport-monitor timeout value for E
port.

Click on disable to disable slowport monitoring.
Or click on default to input a default value.

The unit is ms.

F Port slowport-monitor

Specify the slowport-monitor timeout value for F
port.

Click on disable to disable slowport monitoring.
Or click on default to input a default value.

The unit is ms.
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Note

To configure the slow port monitor time out values from SAN client, go to Physical Attributes >
Switches > System> Timeout.

Interface License

General

Field Description
Type Specifies the license that can be acquired for a given interface.
Currently, the Port Activation license can be defined.
Config Displays the license for which an interface is eligible. An interface
which is not eligible for any type of license will not be displayed.
Oper The current state of port license on the interface is displayed.
Field Description
Description An “alias' name for the interface as specified by a network
manager.
Mtu The size of the largest frame which can be sent/received on the
interface, specified in bytes.
Oper Operational speed
PhysAddress The interface's MAC address.
Admin State of the admin.
Oper The current operational state of the interface.
LastChange When the interface entered its current operational state.
CDP Enable or disable CDP.

Default Gateway

The IP address of the default gateway.

FC Interfaces General

The following variables are not supported by all interfaces: PortVSAN, Port Mode Admin and Oper,
Admin Speed, and FailureCause.

Field

Description

Description

Alias name for the interface as specified by a network manager.

VSAN Id Port

VSAN ID to which this interface is statically assigned.

VSAN Id Dynamic

The VSAN ID that this interface has been dynamically assigned (see DPVM).

CDP (Enable)

An indication of whether the Cisco Discovery Protocol is currently running on this interface.
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Field

Description

Promiscuous Mode

Checking or unchecking this option dictates the destination of the packets/frames. If this option
is checked, then this interface accepts packets/frames that are addressed to this station. If this
option is not selected, then packets accepted by the station are transmitted on the media.
Checking or unchecking this option does not affect the reception of broadcast and multicast
packets/frames by the interface9.

Auto Negotiate

An indication of whether auto-negotiation of speed and duplex mode should be used on this
interface.

Beacon Mode

In beacon mode, an interface LED is assigned a flashing mode for identification. Select this
option to enable beacon mode.
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Field

Description

Mode Admin

The port mode configured by the user. Modes are:

e auto - If the user configured the port as auto, then the port initialization scheme determines
the mode of the port.

e F Port - In fabric port mode, an interface functions as a fabric port. This port may be
connected to a peripheral device (host or disk) operating as an N port.

e FL Port - In fabric loop port mode, an interface functions as a fabric loop port. This port
may be connected to one or more NL ports (including FL ports in other switches) to form a
public arbitrated loop.

e E Port - In expansion port mode, an interface functions as a fabric expansion port. This port
may be connected to another E port to create an Inter-Switch Link (ISL) between two

switches. E ports carry frames between switches for configuration and fabric management.

e FX Port - Interfaces configured as Fx ports can operate in either F port or FL port mode. The
Fx port mode is determined during interface initialization depending on the attached N port
or NL port. This administrative configuration disallows interfaces to operate in any other
mode—for example, preventing an interface to connect to another switch.

e SD Port - In SPAN destination port mode, an interface functions as a switched port analyzer
(SPAN). The SPAN feature is specific to switches in the Cisco MDS 9000 Family. It
monitors network traffic that passes though a Fibre Channel interface.

e TL Port - In translative loop port mode, an interface functions as a translative loop port. It
may be connected to one or more private loop devices. TL port mode is specific to Cisco
MDS 9000 family switches and have similar properties as FL ports.

e ST Port - In the SPAN tunnel port (ST port) mode, an interface functions as an entry point
port in the source switch for the RSPAN Fibre Channel tunnel. The ST port mode and the
remote SPAN (RSPAN) feature are specific to switches in the Cisco MDS 9000 Family.
When configured in ST port mode, the interface cannot be attached to any device, and thus
cannot be used for normal Fibre Channel traffic.

e TE Port - In trunking E port mode, an interface functions as a trunking expansion port. It
may be connected to another TE port to create an Extended ISL (EISL) between two
switches. TE ports are specific to Cisco MDS 9000 family switches.

e B Port - While E ports typically interconnect Fibre Channel switches, some SAN extender
devices, such as Cisco's PA-FC-1G Fibre Channel port adapter, implement a bridge port
model to connect geographically dispersed fabrics. The oper mode on this port type is "read
only" and it cannot be set.

e TF Port - Trunking f_Port
e TNP Port - Trunking N Proxy port mode applicable only to N-port Virtualizer (NPV)
e NP Port - N Proxy port mode applicable only to N-port Virtualizer (NPV)

Mode Oper

The current operating mode of the port.

SpeedGroup

Specifies the current speed group configuration on the given interface.

e None—The interface speed group configuration on this interface is not applicable. It is a
read-only value.

e 10G—The interface speed group configuration on this interface is 10G.

e 1/2/4/8G—The interface speed group configuration on this interface as 1G-2G-4G-8G.
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Field Description
Speed Admin The port speed configured by the user. The port speed values are auto, 1Gb, 2Gb, 4Gb, 8Gb,
10Gb, autoMax2G, and autoMax4G.

Note On a Cisco Nexus 5000 Series switch that runs Cisco NX-OS Release 4.2(2), you can
configure the 8-Gbps administrative speed only on an M1060 switch module. You can
configure the speed to 1 Gbps, 2 Gbps, or 4 Gbps on all switch modules on a Cisco Nexus
5000 Series switch that runs Cisco NX-OS Release 4.2(2) or earlier releases.

Speed Oper Operational speed.
RateMode Specifies the interface as dedicated mode or shared mode.

Status Service

Specifies whether the interface is in service or out of service.

Status Admin

The desired state of the interface.

Status Oper

The current operational state of the interface.

Status FailureCause

The cause of current operational state of the port.

StatusWasEnabled

If true, this port successfully completed a link initialization.

Status LastChange

When the interface entered its current operational state. If the current state was entered prior to
the last re-initialization of the local network management subsystem, then this value is N/A.

Port Owner

Administratively assigned name of the current owner of the interface resource.

FC Interfaces Rx BB Credit

Field

Description

Oper

The receive buffer-to-buffer credits configured for the operational port
mode.

Model

The BB_Credit model used by the FC-port. The alternate BB_Credit
management model can be used in the arbitrated loop topology to
manage the flow of frames between the two ports participating in the
current loop circuit. Since this is a characteristic of a physical port, this
is not applicable for Port Channel ports.

Admin

The receive buffer-to-buffer credits configured for this port.

Extended

The extended BB credits that can be configured on an FC port (in the
range 256 through 4095). The acceptable value depends on the BB credit
configuration of other ports on the module. This value can only be
modified on modules that support the extended BB credit feature.

AdminlISL

The receive buffer-to-buffer credits configured for this port to be used if
it is operating in XE_port mode.

AdminFx

The receive buffer-to-buffer credits configured for this port to be used if
it is operating in Fx mode.

PerfBuffer Admin

The performance buffers configured for this port. These buffers in
addition to the buffer-to-buffer credits are used to improve the
performance of a port. If a value of 0 is set, then the module uses the
built-in algorithm to calculate the number of performance buffers to be
used.

PerfBuffer Oper

The performance buffers presently operational on this port.

Cisco Prime DCNM SAN Client Online Help g



Chapter 1

Interface

Field Description

Oper Rx The maximum number of receive buffers available for holding Class 2,
Class 3, Class F frames received from the peer Interconnect_Port.

Oper Tx The total number of buffers available for holding Class 2, Class 3, Class
F frames to be transmitted to the peer Interconnect_Port.

Current Rx The current value of receive buffer-to-buffer credits for this port.

Current Tx The current value of transmit buffer-to-buffer credits for this port.

BbScn Notify Indicates whether the Buffer-to-buffer State Change Number

(BB_SC_N) mode is enabled. If checked, BB_SC_N mode is enabled. If
unchecked, BB_SC_N mode is disabled.

FC Interfaces Other

Field Description

PortChannel Id The port channel that this interface belongs to.

Fabric WWN The world wide name given to this interface.

Mtu bytes The size of the largest frame which can be sent/received on the interface,

specified in bytes.

RxDataFieldSize bytes

The largest Data_Field size for an FT_1 frame that can be received by
this port.

HoldTime us

The maximum time that the FC-Port shall hold a frame in the transmitter
buffer before discarding it, if it is unable to deliver the frame.

Auto Port Channel

Check if you want the PortChannel to be created automatically.

FEC Admin

Specifies the port FEC state configured.

FEC Oper

Specifies the current operating FEC state of the port.

FC Interfaces FLOGI

Field Description

Fcld The address identifier that has been assigned to the logged-in Nx_Port.

PortName The world wide name of the logged-in Nx_Port.

NodeName The world wide name of the Remote Node the logged-in Nx_Port
belongs to.

Original PWWN The original port WWN for this interface

Version The version of FC-PH that the Fx_Port has agreed to support from the
Fabric Login.

BBCredit Rx The maximum number of receive buffers available for holding Class 2,

Class 3 received from the logged-in Nx_Port. It is for buffer-to-buffer
flow control in the incoming direction from the logged-in Nx_Port to
FC-port.
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Field Description

BBCredit Tx The total number of buffers available for holding Class 2, Class 3 frames
to be transmitted to the logged-in Nx_Port. It is for buffer-to-buffer flow
control in the direction from FC-Port to Nx_Port.

The buffer-to-buffer flow control mechanism is indicated in the
respective BbCreditModel.

CoS The classes of services that the logged-in Nx_Port has requested the
FC-Port to support and the FC-Port has granted the request.

Class2 RxDataSize The Class 2 Receive Data Field Size of the logged-in Nx_Port. Specifies
the largest Data Field Size for an FT_1 frame that can be received by the
Nx_Port.

Class2 SeqDeliv Whether the FC-Port has agreed to support Class 2 sequential delivery

during the Fabric Login. This is meaningful only if Class 2 service has
been agreed. This is applicable only to Fx_Ports.

Class3 RxDataSize The Class3 Receive Data Field Size of the logged-in Nx_Port. Specifies
the largest Data Field Size for an FT_1 frame that can be received by the
Nx_Port.

Class3 SeqDeliv Whether the FxPort has agreed to support Class 3 sequential delivery

during the Fabric Login. This is meaningful only if Class 3 service has
been agreed. This is applicable only to Fx_Ports.

FC Interfaces ELP

Field Description

Neighbor Port The port world wide name of the peer Interconnect_Port.

Neighbor Switch The node world wide name of the peer Node.

BBCredit Rx The maximum number of receive buffers available for holding Class 2,

Class 3, Class F frames received from the peer Interconnect_Port. It is
for buffer-to-buffer flow control in the incoming direction from the peer
Interconnect_Port to local Interconnect_Port.

The buffer-to-buffer flow control mechanism is indicated in the
respective BbCreditModel.

BBCredit Tx The total number of buffers available for holding Class 2, Class 3, Class
F frames to be transmitted to the peer Interconnect_Port. It is for
buffer-to-buffer flow control in the direction from the local
Interconnect_Port to peer Interconnect_Port.

The buffer-to-buffer flow control mechanism is indicated in the
corresponding BbCreditModel.

CoS The classes of services that the peer Interconnect_Port has requested the
local Interconnect_Port to support and the local Interconnect_Port has
granted the request.

Class2 SeqDeliv Whether the local Interconnect_Port has agreed to support Class 2
sequential delivery during the Exchange Link Parameters Switch Fabric
Internal Link Service request. This is meaningful only if Class 2 service
has been agreed.
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Field

Description

Class2 RxDataSize

The Class 2 Receive Data Field Size of the peer Interconnect_Port.
Specifies the largest Data Field Size for an FT_1 frame that can be
received by the Interconnect_Port. This is meaningful only if Class 2
service has been agreed.

Class3 SeqDeliv

Whether the local Interconnect_Port has agreed to support Class 3
sequential delivery during the Exchange Link Parameters Switch Fabric
Internal Link Service request. This is meaningful only if Class 3 service
has been agreed.

Class3 RxDataSize

The Class 3 Receive Data Field Size of the peer Interconnect_Port.
Specifies the largest Data Field Size for an FT_1 frame that can be
received by the Interconnect_Port. This is meaningful only if Class 3
service has been agreed.

ClassF X_ID

When true indicates that the peer Interconnect_Port supplying this
parameter requires that an interlock be used during X_ID assignment in
Class F. This is meaningful only if Class F service has been agreed.

ClassF RxDataSize

The Class F Receive Data Field Size of the peer Interconnect_Port.
Class F service is always agreed between two Interconnect_Ports.
Specifies the largest Data Field Size for an FT_1 frame that can be
received by the Interconnect_Port.

ClassF ConSeq

The number of sequence status blocks provided by the
Interconnect_Port supplying the parameters for tracking the progress of
a sequence as a sequence recipient. The maximum number of concurrent
sequences that can be specified is 255. A value of N/A in this field is
reserved.

ClassF EECredit

The maximum number of Class F data frames which can be transmitted
by an Interconnect_Port without receipt of accompanying ACK or
Link_Response frames. The minimum value of end-to-end credit is one.
The end-to-end credit field specified is associated with the number of
buffers available for holding the Data_Field of a Class F frame and
processing the contents of that Data_Field by the Interconnect_Port
supplying the parameters.

ClassF OpenSeq

The open sequences per exchange shall specify the maximum number of
sequences that can be open at one time at the recipient between a pair of
Interconnect_Ports for one exchange. This value is used for exchange
and sequence tracking.
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Field

Description

Admin

The trunking mode configured by the user.

e When set to nonTrunk, the port negotiates and converts the link into
non-trunking mode. This port and the peer port's OperTrunkMode
will not carry multiple VSAN traffic.

e When set to trunk, the port negotiates and converts the link into
trunking mode only if the peer port is trunk or auto.

e When set to auto, the port is willing to convert the link to a trunk
link only if the peer port is trunk.

Oper

The current trunking mode of the port.

Allowed VSANSs

The list of VSANs which are allowed to be received/transmitted on the
port when the port is operating in trunking mode. Only ports operating
in trunk mode can belong to multiple VSAN:Ss.

Up VSANSs

The list of VSANs whose operational state is up, that this port is
associated with. Only ports operating in trunk mode can be associated to
multiple VSANSs. This is applicable to only ports operating in trunk
mode.

FCIP Interfaces Trunk Failures

Field

Description

FailureCause

An entry is shown in this table if there is an error in the trunk status for
the given VSAN.

FC Interfaces IP

Field

Description

Switch

The name of the switch.

Ethernet Interface

A unique value that identifies the ethernet interface.

Ethernet Status

The current operational state of the ethernet interface.

Ethernet IP Address

The Internet address for this entity.

Peer IP Address

The Internet address for this entity

Port

The Port ID string as reported in the most recent CDP message.

Peer Interface

A unique value that identifies the peer interface on this device to which
this link pertains.

Peer Device Id

The Peer Device ID string as reported in the most recent CDP message.

IP Security Enabled

Specifies whether the IP Security is turned on or not.
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FC Interfaces Physical

Field Description

BeaconMode If enabled, an interface LED is put into flashing mode for easy
identification of a particular interface.

ConnectorPresent If true, there is a physical connector.

ConnectorType The module type of the port connector.

TransmitterType The technology of the port transceiver.

Vendor The connector unit vendor.

PartNumber The connector unit part number.

Revision The port revision of the connector unit.

SerialNo The serial number of the connector unit.

FC Interfaces Capability

Field

Description

FC-PH Vers Low

The lowest version of FC-PH that the FC-Port is capable of supporting.

FC-PH Vers High

The highest version of FC-PH that the FC-Port is capable of supporting.

RxDataSize Min

The minimum size in bytes of the Data Field in a frame that the FC-Port
is capable of receiving from its attached FC-port.

RxDataSize Max

The maximum size in bytes of the Data Field in a frame that the FC-Port
is capable of receiving from its attached FC-port.

HoldTime Min The minimum holding time (in microseconds) that the FC-Port is
capable of supporting.

HoldTime Max The maximum holding time (in microseconds) that the FC-Port is
capable of supporting.

CoS The Bit mask indicating the set of Classes of Service that the FC-Port is
capable of supporting.

ServiceStateCapable Indicates whether this interface is capable of handling service state

change.

PortRateMode Capable

Indicates whether this interface is capable of being configured as
dedicated or shared port rate modes.

AdminRxBbCreditExtended

If true, it is capable of changing the extended buffer-to-buffer credits on

Capable the interface. The user can configure the object
fcIfAdminRxBbCreditExtended on this interface

Class2Seq Deliv The flag indicating whether or not the FC-Port is capable of supporting
Class 2 Sequential Delivery.

Class3Seq Deliv The flag indicating whether or not the FC-Port is capable of supporting

Class 3 Sequential Delivery.
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Interface

Field Description

TypeNumber The type number of the peer node. For example, the type number could
be 002105.

SerialNumber The sequence number assigned to the peer node during manufacturing.
For example, the serial number could be 000000023053.

Tag The identifier of the port in the peer node connected to this port.

Fcld Address Identifier assigned to NX-Port

Status Specifies the status of the row, is valid, invalid or old.

Name Name of this port.

Manufacturer The name of the company that manufactured the peer node. For
example, the manufacturer info could be HTC.

ModelNumber The model number of the peer node. For example, the model number
could be F20.

PlantOfMfg The plant code that identifies the plant of manufacture of the peer node.
For example, the plant code of manufacture could be 00.

UnitType The type of the peer node that this port is communicating.

Alert The type of link incident that occurred on this interface.

Interfaces NPorts (SVC)

Interfaces Sessions

Field Description

Pwwn The WWN (Worldwide Name) of the virtual N-port.

Fcld Fibre Channel Identifier of the virtual N-port.

State The operational state of the virtual N-port.

DownReason If the state of the N-port is 'down’ as depicted by the instance of State,
this value denotes the reason why this N-port is 'down'.

Field Description

NportPwwn The WWN of the N-port that belongs to this session.

PeerPwwn The WWN of the remote N-port for this session.

PeerNwwn The WWN of the remote N-port for this session.

PeerFcld Fibre Channel Identifier of the remote port for this session.
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IP Statistics TCP

Field

Description

AttemptFails

The number of times TCP connections have made a direct transition to
the CLOSED state from either the SYN-SENT state or the SYN-RCVD
state, plus the number of times TCP connections have made a direct
transition to the LISTEN state from the SYN-RCVD state.

InErrs

The total number of segments received in error (e.g., bad TCP
checksums).

ActiveOpens

The number of times TCP connections have made a direct transition to
the SYN-SENT state from the CLOSED state.

PassiveOpens

The number of times TCP connections have made a direct transition to
the SYN-RCVD state from the LISTEN state.

EstabResets

The number of times TCP connections have made a direct transition to
the CLOSED state from either the ESTABLISHED state or the
CLOSE-WAIT state.

InSegs

The total number of segments received, including those received in
error. This count includes segments received on currently established
connections.

OutSegs

The total number of segments sent, including those on current
connections but excluding those containing only retransmitted bytes.

RetransSegs

The total number of segments retransmitted - that is, the number of TCP
segments transmitted containing one or more previously transmitted
bytes.

OutRsts

The number of TCP segments sent containing the RST flag.

Port Channels Ethernet Interfaces

Field Description

Description Alias name for the interface as specified by a network manager.

Mtu The size of the largest frame which can be sent/received on the interface,
specified in bytes.

PhysAddress The interface's address at its protocol.

Admin The desired state of the interface.

Oper The current operational state of the interface.

LastChange When the interface entered its current operational state. If the current
state was entered prior to the last re-initialization of the local network
management subsystem, then this value is N/A.

IPAddress/Mask The IP address and mask of the interface.

iSCSI AuthMethod

The authentication method for this interface.

iSNS ProfileName

The iSNS server profile name for this interface.
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Port Channels FC Interfaces
Field Description
PortVsan VSAN to which this interface is statically assigned.
Description Alias name for the interface as specified by a network manager.
Admin Mode The port mode configured by the user. If the user configured the port as

auto(1), then the port initialization scheme determines the mode of the
port. In this case the user can look at OperMode to determine the current
operating mode of port. Only auto(1) or ePort(4) is allowed.

Oper Mode The current operating mode of the port.

Admin Speed The port speed configured by the user.

Oper Speed The interface's current bandwidth per second.

Admin Status The desired state of the interface.

Oper Status The current operational state of the interface.

FailureCause The cause of current operational state of the port.

LastChange The time the interface entered its current operational state. If the current

state was entered prior to the last re-initialization of the switch, then this
is a zero or N/A value.

Port Channels General

Field Description

Admin Mode The channel mode desired by the network manager.
Oper Mode The current operating channel mode of the port.
Force The method to add port(s) to a Port Channel port.

e If unchecked, then a compatibility check is done on the parameters
of the port(s) being added to this Port Channel. The port(s) being
added must have the same physical and configured parameters as
the Port Channel port.

e If checked, a compatibility check is done on only physical
parameters. The port(s) being added to this Port Channel port must
have same physical parameters. The operation will fail only if the
physical parameters are not same. The configured parameters of the
port(s) being added are overwritten by configured parameters of this
Port Channel port.

MemberList By Interface The list of the E_ports that are members of this Port Channel port.

MemberList By FICON The list of the E_ports that are members of this Port Channel port.

MemberList LoadBalanced |Those ports which are actively participating in the PortChannel.
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Field

Description

LastAction Status

The status of the last operation (add or remove a member) done to
change the member list of a Port Channel Port. When no ports are added
or the last operation is successful then this value is successful. If this
value is failed then the user can look at LastAddStatusCause to find the
reason of failure.

LastAction FailureCause The cause of failure to last operation (add or remove a member) done to

change the member list of a Port Channel port.

LastAction Time

The timestamp indicating the time of last action performed on this entry.

CreationTime

The timestamp of this entry's creation time.

FICON Address

The FICON port address. If empty, then this channel is not used by
FICON. (This column is displayed if FICON is enabled. This column is
grayed out if the Port Channel is auto-created.)

FlexAttach Global

Field

Description

VirtualPwwnauto

Enables automatic generation of Virtual WWNss on all the F_port interfaces. If the
value of VirtualPWWNauto is set to 'true’, the value of Virtual WWN Auto of all
the entries in the Virtual WWN table is implicitely set to true.

FlexAttach Virtual PWWN

Field

Description

virtual pWWN

This is the virtual port WWN for this interface. If the value of
VirtualWwnAuto is 'true’, then value of this virtual pWWWN is automatically
generated by the device.If value of this pWWWN is set explicitely, then value
of VirtualWwnAuto is implicitely set to 'false'. If length of pWWWN is zero,
then automatic virtual WWN generation is disabled. This pWWWN can not be
set to length zero

Auto

Enable automatic generation of Virtual WWNs on this interface.If the value of
Virtual WwnPwwn is set explicitely, then the value of Auto will be implicitely
set to false. Also, if this Auto is set to 'true', then value of VirtualWwnPwwn
is overwritten with auto generated virtual port WWN.

LastChange

The value of sysUpTime at the time of the last change to this Virtual WWN
Entry.
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FlexAttach Physical to Virtual WWNs
Field Description
virtual pWWN This is the virtual port WWN for this device port WWN. In order to minimize

WWN collision, no two instances of this Virtual pWWN can have same value.

Note:The Virtual pWWN cannot be changed when corresponding device is

logged in.

LastChange The value of sysUpTime at the time of the last change to this Virtual WWN
Entry.

Field Description

ModeActivation To enable/disable FIPS mode on the device. FIPS 140-2 is a set of

security requirements for cryptographic modules and it details the
U.S. Government requirements for cryptographic modules. A
module will comprise both hardware and software, eg a datacenter
switching or routing module.

The module is said to be in FIPS enabled mode when a request is
recieved to enable the FIPS mode and a set of self-tests are
successfully run in response to the request. If the self-tests fail, then
an appropriate error is returned

FCIP FICON Configuration

Field Description

Interface This is a unique value that identifies the interface on this FCIP
device to which this link pertains.

VSAN List Admin This is the list of VSANs (in the range 1 through 2047) for which

Ficon Tape Acceleration is configured. Only VSANs with a
cficonVsanEntry of CISCO-FICON-MIB present can be configured
for Ficon Tape Acceleration.

VSAN List Oper This is the list of VSANSs (in the range 1 through 2047) for which
Ficon Tape Acceleration is operationally "ON".
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Port Channels AutoCreate

Field Description
Channel The channel group mode of this PortChannel.
Persistent True if the PortChannel is persistent.

SPAN Sessions

Field Description
Dest Interface The Span Destination port interface.
Filter VSAN List The VSANS that are assigned to this session.

Status Admin

Suspend an active session or activate an inactive session.

Status Oper

The current state of the session.

Description

The description of the session status.

VSAN List

The VSANS that are assigned to this session.

Or Interface (Direction)

The destination port ID to be configured for the session.

Inactive Reason

Description of the reason why this session is not active.

Span Global

Field

Description

MaxQueuedSpanPackets

This field specifies the drop threshold packets for all span

session is active.

sessions.The MaxQueuedSpanPackets field is only available when no

SPAN Source Interfaces

Field

Description

Interface, Direction

The destination port ID configured for the session, and the direction of

traffic.
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Port Tracking Dependencies
Field Description
Linked, Destination The interfaces that are doing the tracking.
Interfaces
VSAN Type Whether a single VSAN or all VSANSs are being tracked.
VSAN ID If a single VSAN is being tracked, the ID of that VSAN.
Port Tracking Force Shut
Field Description
Interface The interface of the port to be configured for the forced-shut mode.
Force Shut If true, the port is brought down administratively, and you must bring the
port up manually. If false, the port is brought down operationally only,
and is brought up again as soon as any one of the tracked ports comes up.

Port Guard

Field Description

Interface Name of the interface

Enable Specifies whether an interface can be stopped from changing between up and
down states or allowed to change states continuously.

Duration (sec) Specifies the time duration in which a port is allowed to change states.

Number of Flaps Specifies the number of times the port can flap in the time specified in the
Duration.

Oper Operational state of the interface.

Bandwidth Reservation: 48-Port 96-Gbps Fibre Channel module

RateMode Config Macro Description

Dedicated 4 Gbps on the first port of | Allocates a rate mode and admin speed of 4 Gbps on the first
each group and the remaining ports 8 |port of each group and the remaining ports share 8 Gbps
Gbps shared depending on the operational speed of the ports

Dedicated 8 Gbps on the first port of | Allocates a rate mode and admin speed of 8 Gbps on the first
each group and the remaining ports 8 |port of each group and the remaining ports share 8 Gbps
Gbps shared depending on the operational speed of the ports

Shared 8 Gbps on all ports (initial & |Allocates a rate mode and admin speed of 8 Gbps on all the
default settings) available ports. This is the default setting.
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Bandwidth Reservation: 48-Port 48-Gbps Fibre Channel module

RateMode Config Macro

Description

Dedicated 2 Gbps on the first port of
each group and the remaining ports 4
Gbps shared

Allocates a rate mode and admin speed of 2Gbps on the first
port of each group and the remaining ports share 4 Gbps
depending on the operational speed of the ports

Dedicated 8 Gbps on the first port of
each group and the remaining ports 4
Gbps shared

Allocates a rate mode and admin speed of 8 Gbps on the first
port of each group and the remaining ports share 4 Gbps
depending on the operational speed of the ports

Shared Auto with Maximum of 4 Gbps
on all ports (initial & default settings)

Allocates a maximum rate mode and admin speed of 4Gbps on
all the available ports. This is the default setting.

Bandwidth Reservation: 24-Port 48-Gbps Fibre Channel module

RateMode Config Macro

Description

Dedicated 8 Gbps on the first port of
each group and the remaining ports 8G
shared

Allocates a rate mode and admin speed of 8Gbps on the first
port of each group and the remaining ports share 8 Gbps
depending on the operational speed of the ports

Shared Auto on all ports (initial &
default settings)

Allocates a rate mode and admin speed of 8 Gbps on all the
available ports. This is the default setting.

Bandwidth Reservation: 48-Port 256-Ghps Fibre Channel module

RateMode Config Macro

Description

Dedicated 8 Gbps on the first 4 ports in
each 6-port port group and the
remaining ports 8G shared

Allocates a rate mode and admin speed of 8Gbps on the first 4
ports in each 6-port port group and the remaining ports share
8 Gbps depending on the operational speed of the ports.

Dedicated 8 Gbps on the first port of
each group and the remaining ports 8G
shared

Allocates a rate mode and admin speed of 8 Gbps on the first
port of each group and the remaining ports share 8 Gbps
depending on the operational speed of the ports.

Shared 8G On all ports

Allocates a rate mode and admin speed of 8 Gbps on all the
available ports. This is the default setting.
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RateMode Config Macro Description

Dedicated 4G On all ports Allocates a rate mode and admin speed of 4Gbps on all the
available ports.

Dedicated 10G on following ports: Allocates a rate mode and admin speed of 10Gbps on the

.« 45,6,7,8,10 (ports 1,2,3,9,11,12 | following ports.
disabled)

e 16,17, 18, 19, 20, 22 (ports
13,14,15, 21,23,24 disabled)

e 28,29,30,31,32,34 (ports
25,26,27,33,35,36 disabled)

e 40,41,42,43,44,46 (ports 37,38, 39
45, 47, 48 disabled)

Bandwidth Reservation: 32-Port 256-Gbps Fibre Channel module

RateMode Config Macro Description

Dedicated 8 Gbps on on all ports Allocates a rate mode and admin speed of 8
Gbps on all the available ports.

Shared 8 Gbps on on all ports — initial and default Allocates a rate mode and admin speed of
settings. shared 8 Gbps on all the available ports.

Dedicated 10G on following ports: Allocates a rate mode and admin speed of
e 23,4568 (ports 1 and 7 disabled) 10Gbps on the specified ports.
e 10,11,12,13,14,16 (ports 9 and 15 disabled)
e 18,19,20,21,22,24 (ports 17 and 23 disabled)
e 26,27,28,29,30,32 (ports 25 and 31 disabled)
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DS-X9448-768K9 (Luke) Line Card Bandwidth Reservation

RateMode Config Macro

Description

Dedicated 10G on the following ports:

Ports 1-8
Ports 9-16
Ports 17-24
Ports 25-32
Ports 33-40
Ports 41-48

Allocates dedicated rate mode and admin speed of 10
Gbps on the specified ports.

Unconfigure 10G on the following ports:

Ports 1-8
Ports 9-16
Ports 17-24
Ports 25-32
Ports 33-40
Ports 41-48

Reverts to default rate mode and admin speed on the
specified ports. Transceiver frequencey is set to FC.
This operation is disruptive.

FC

This section includes the following:

VSAN General

IVR Local Topology

IVR Fabric ID

IVR Action

DPVM Actions

Domain Manager Running
Zoneset Active Zones
Fabric Config Server Discovery
FC Routes

FDMI Versions

Flow Statistics

FCC

Diagnostics

FSPF General

SDV Virtual Devices
LUNs
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e Device Alias

e Name Server General

e Preferred Path All Sets
e RSCN Nx Registrations
e Multicast Root

¢ QoS Class Maps

e Timers & Policies

e NP Link

VSAN General

Field Description

Name The name of the VSAN. Note that default value will be the string
VSANxxxx where xxxx is value of vsanIndex expressed as 4 digits. For
example, if vsanIndex is 23, the default value is VSANO0023.

Mtu The MTU of the VSAN. Normally, this is 2112.
LoadBalancing The type of load balancing used on this VSAN.

e srcdst - use source and destination ID for path selection

e srcdst Oxld - use source, destination, and exchange IDs

InterOp The interoperability mode of the local switch on this VSAN.
e standard
e interop-1
e interop-2

e interop-3

AdminState The state of this VSAN.
OperState The operational state of the VSAN.
InOrderDelivery The InorderDelivery guarantee flag of device. If true, then the inorder

delivery is guaranteed. If false, it is not guaranteed.

Domainld Specifies an insistent domain ID.
FICON True if the VSAN is FICON-enabled.
Network Latency Network latency of this switch on this VSAN. This is the time interval

after which the frames are dropped if they are not delivered in the order
they were transmitted.
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VSAN Membership

Field Description

Switch Name of the switch

Ports FC Ports in VSAN

Channels PortChannels in VSAN

FCIP FCIP Interfaces in VSAN
iSCSI iSCSI Interfaces in VSAN
FICON Interfaces in VSAN by FICON

FC Virtual Interface

Virtual FC interfaces in VSAN

VSAN Interop-4 WWN

VSAN Timers

Field Description

VSAN ID The ID of the VSAN containing the McData switch.

WWN The WWN of the McData switch.

Field Description

VSAN Id The ID of the VSAN.

R_A_TOV The Resource_Allocation_Timeout Value used for FxPorts as the
timeout value for determining when to reuse an NxPort resource such as
a Recovery_Qualifier. It represents E_D_TOV plus twice the maximum
time that a frame may be delayed within the Fabric and still be delivered.
Note that all switches in a fabric should be configured with the same
value of this timeout.

D S TOV The Distributed_Services_Timeout Value which indicates that how long
a distributed services requestor will wait for a response.

E D TOV The Error_Detect_Timeout Value used for FxPorts as the timeout value
for detecting an error condition. Note that all switches in a fabric should
be configured with the same value of this timeout. Note that value must
be less than value of D_S_TOV.

NetworkDropLatency Network latency of this switch on this VSAN.
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VSAN Default Zone Policies
Field Description
Zone Behavior Represents the initial value for default zone behavior on a VSAN when

it is created. If a VSAN were to be deleted and re-created again, the
default zone behavior will be set to the value specified for this object.

Propagation Mode Represents the initial value for zone set propagation mode on a VSAN
when it is created. If a VSAN were to be deleted and re-created again,
the zone set propagation mode will be set to the value specified for this

object.
IVR Local Topology
Field Description
VSAN List The list of configured VSANSs that are part of IVR topology on this
device.
IVR Fabric ID
Field Description
VSAN List The list of configured VSANSs that are part of IVR topology on this
device.
IVR Default Fabric ID
Field Description
Fabric Id The configured Default Autonomous Fabric ID of this switch.
IVR Action
Field Description
Activate Local Topology Setting this object to activate is a request for the configured IVR

topology to be activated on this device. i.e., for the current configuration
of IVR topology to be cloned, with the clone becoming the active [IVR
topology.

IsActive This object indicates of IVR topology is active or not. If true, the IVR
topology is active. If false, the IVR topology is not active.
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Field

Description

Activation Time

When the IVR topology was most recently activated. If the IVR
topology has not been activated prior to the last re-initialization of the
local network management system, then this value will be N/A.

Enable IVR NAT

Enable FCID and VSAN identifier translation across VSAN boundaries.
If true, the VSAN identifier as well as the entire FCID of the end devices
would be modified as frames cross VSAN boundaries.

Auto Discover Topology

Enable automatic VSAN topology discovery. If true, automatic VSAN
topology discovery is turned on. IVR processes would communicate
with each other to provide a global view of the physical topology to all
the IVR enabled switches. If false, automatic VSAN topology discovery
is turned off.

IVR RDI VSANs

Field

Description

Add Virtual Domain to FC
Domain List

This object lists VSANSs in which the virtual domains in a VSAN are
added to the domain list in that VSAN.

IVR Active Topology

Field

Description

VSAN List

The list of VSANSs that are part of IVR topology on this device.

l_ Cisco Prime DCNM SAN Client Online Help



| Chapter1

IVR Zoneset Status

Field Description
Status Status of the active IV Zoneset on this VSAN.
e idle - Idle

active - Active
deactive - Deactive

defaultZoneDeny - Activation failed because of default zone behavior is deny and there is no
regular active zoneset.

activationFailed - Activation failed

deactivationFailed - Deactivation failed

activationNotlInitiated - Activation not initiated

activationFailedFabricChgFailed - Activation failed because of fabric change failed.
deactivationNotInitiated - Deactivation not initiated.

deactivationFailedFabChgFailed - Deactivation failed because of fabric change failed.
deactivationNotInitiated - Deactivation not initiated.

deactivationFailedFabChgFailed - Deactivation failed because of fabric changing.

activating - Activation in progress.

activatingWaitForLowestSwwn - Activation in progress; waiting for the lowest switch WWN
switch to add IV zoneset to the regular active zoneset.

activatingFabricChanging - Activation in progress; fabric is changing.
deactivating - Deactivation in progress.

deactivatingWaitForLowestSwwn - Deactivation in progress; waiting for the lowest switch WWN
switch to delete IVR zoneset from the regular active zoneset.

deactivatingFabricChanging - Deactivation in progress; fabric is changing.
defaultZonePermit - Activation failed because of default zone behavior is permit.

defaultZonePermitNoForce - Activation failed because of default zone behavior is permit with no
force option.

defaultZonePermitActZsNoForce - Activation failed because of default zone behavior is permit
and with regular activate zoneset and no force option.

denyNoActiveZoneset - Activation failed because there is no active zoneset.

activationFailedLowestWwnWait - Activation failed waiting for the switch with lowest wwn to
activate this zoneset.

deactivationFailedLowestWwnWait - Deactivation failed waiting for switch with lowest wwn to
deactivate this zoneset.

activationFailedZoneNmCtnsIlChar - Activation fails because one of the zone names in zoneset
that is being activated contains illegal character.
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IVR Discrepancies

Field Description
Discrepancy The checksum of the enforced (active) IV zoneset.
RegionlD Identifies the CFS configuration supported region.
IVR Domains
Field Description
Domain Id The FC domain ID that will be used to represent the VSAN.
Field Description
FCID The FCID to be used by IVR to represent the device.

IVR Zoneset Active Zones

Field Description

VSAN Id IVR VSAN ID.

Zone Active IVR zone name.
Fabric Id Autonomous fabric ID.

Switch Interface

Switch interface to which the zone member is connected to.

Name Zone member name.

WWN Zone member WWN.

Fcld Zone member FC ID.

LUNs Zone member LUN.

Status e Not in Fabric: If zone member is not in the fabric.

e Not in VSAN: If zone member is not present in the VSAN.
e n/a: Cannot determine status.

Empty: Member is present in fabric and correct VSAN and can commu-
nicate with other members of the zone.
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IVR Zoneset Active Zones Attributes

Field Description
Zone Active IVR zone name.
QoS True if QoS enabled, otherwise false.

QoS Priority

QoS priority value (Low, Medium, or High).

Broadcast

Specifies if broadcast zoning is enabled on this default zone on this
VSAN. If true, then it is enabled. If false, then it is disabled.

IVR Zoneset Name

Field Description

VSAN Id IVR VSAN ID.

Zone Active IVR zone name.
Fabric Id Autonomous fabric ID.

Switch Interface

Switch interface to which the zone member is connected to.

Name Zone member name.

WWN Zone member WWN.

Fcld Zone member FC ID.

Luns Zone member LUN.

Status e Not in Fabric: If zone member is not in the fabric.

e Not in VSAN: If zone member is not present in the VSAN.
e n/a: Cannot determine status.

Empty: Member is present in fabric and correct VSAN and can commu-
nicate with other members of the zone.

DPVM Actions

Field Description

Action Helps in activating the set of bindings.

Result Indicates the outcome of the activation.

Status Indicates the state of activation. If true, then activation has been

attempted as the most recent operation. If false, then an activation has
not been attempted as the most recent operation.

CopyActive to Config

When set to copy(1), results in the active (enforced) binding database to
be copied on to the configuration binding database. The learned entries
are also copied.
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Field

Description

Auto Learn Enable

Helps to learn the configuration of devices logged into the local device
on all its ports and the VSANSs to which they are associated.

Auto Learn Clear

Assists in clearing the auto-learnt entries.

Clear WWN

Represents the Port WWN (pWWN) to be used for clearing its
corresponding auto-learnt entry.

DPVM Config Database

Field Description
Switch Name of the switch.
Type Specifies the type of the corresponding instance of device.

WWN or Name or MAC

Represents the logging in device. The value depends on the
corresponding device type (PWWN, NWWN or MAC).

VSAN Id

Represents the VSAN to be associated to the port on the local device on
which the device represented by cdpvmLoginDev logs in.

Switch Interface

Represents the device alias.

DPVM Active Database

Field

Description

Type

Specifies the type of the corresponding instance of cdpvmEnfLoginDev.

WWN or Name or MAC

Represents the logging in device. The value depends on the
corresponding device type (PWWN, NWWN or MAC).

VSAN Id Represents the VSAN of the port on the local device through which the
device represented by cdpvmEnfLoginDev logs in.

Interface Represents the device alias.

IsLearnt Indicates whether this is a learnt entry or not. If true, then it is a learnt

entry. If false, then it is not.

Domain Manager Running

Field Description
State The state of the Domain Manager on the local switch on this VSAN.
Domainld The Domain ID of the local switch on this VSAN or 0 if no Domain ID

has been assigned.

Local Switch WWN

The WWN of the local switch on this VSAN.

Local Priority

The running priority of the local switch on this VSAN.
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Field Description
Principal Switch WWN The WWN of the principal switch on this VSAN, or empty string if the
identity of the principal switch is unknown.
Principal Priority The running priority of the principal switch on this VSAN.
Domain Manager Configuration
Field Description
Enable Enables the Domain Manager on this VSAN. If enabled on an active

VSAN, the switch will participate in principal switch selection. If
disabled, the switch will participate in neither the principal switch
selection nor domain allocation. Thus, Domain ID needs to be
configured statically.

Running Domainld The configured Domain ID of the local switch on this VSAN or 0 if no
Domain ID has been configured. The meaning depends on
DomainldType.

If Type is 'preferred’, then domain ID configured is called 'preferred
Domain ID'. The valid values are between 0 and 239. In a situation
where this domain could not be assigned, any domain ID would be
acceptable. The value '0' means any domain ID.

If Type is 'static' (insistent), then domain ID is called 'static Domain ID'
and valid values are between 1 and 239. In a situation where this domain
was non-zero but could not be assigned, no other domain ID would be
acceptable.

If the Domain Manager is enabled on the VSAN, then a RDI (Request
Domain ID) will be sent requesting this Domain ID. If no Domain ID
can be granted in the case of 'preferred’ or if the configured 'static’
(insistent) domain ID cannot be not granted then, it is an error condition.
When this error occurs, the E_ports on that VSAN will be isolated.

If the domain manager is not enabled, then the static (insistent) Domain
ID is assumed to be granted, if it has been configured (to a valid
number). If either of the domain IDs are not configured with a non-zero
value on this VSAN and if the domain manager is not enabled, then -
switch will isolate all of its E_ports on this VSAN.

Domainld Type Type of configured Domain ID.

FabricName The WWN that is used for fabric logins on this VSAN. This is used only
if Enable is false. If Enable is true, then principal switch WWN is used.
It is automatically set to the default value when set to zero-length value.

Priority Priority of the switch to be used in principal switch selection process.

Contiguous Allocation Determines how the switch behaves when elected as the principal
switch. If true, switch won't accept non-contiguous domain IDs in RDIs
and will try to replace all the Domain IDs in the list with contiguous
domain IDs if a RDI for a contiguous Domain ID can not be fulfilled. If
false, then the switch acts normally in granting the Domain IDs even if
they are not contiguous.
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Field

Description

Auto Reconfigure

Determines how the switch responds to certain error conditions. The
condition that can cause these errors is merging of two disjoint fabrics
that have overlapping Domain ID list. If true, the switch will send a RCF
(ReConfigureFabric) to rebuild the Fabric. If false, the switch will
isolate the E_ports on which the errors happened.

Persistent Fcld

If true, then all the FC ID assigned on this VSAN are made persistent on
this VSAN. If false, then all the entries on VSAN in PersistencyTable
are deleted.

Purge Fclds?

Tells the Domain Manager to purge the FC IDs on this VSAN in the FC
ID persistency database.

Restart? Tells the Domain Manager to rebuild the Domain ID tree all over again.
If 'disruptive', then a RCF (ReConfigure Fabric) is generated in the
VSAN in order for the fabric to recover from the errors.
If nonDisruptive, then a BF (Build Fabric) is generated in the VSAN.
Optimization You need to click the field to select one of the following. To disable

turbo mode, do not select anything.
e Fast-Restart- Set the optimization type to fast restart.

e Selective-Restart- Set the optimization type to selective restart.

Domain Manager Domains

Field

Description

SwitchWWN

The WWN of the switch to which the corresponding value of Domainld
is currently assigned for the particular VSAN.

Domain Manager Statistics

Field

Description

Prin. Sel Total

The number of principal switch selections on this VSAN.

Prin. Sel Local

The number of times the local switch became the principal switch on
this VSAN.

Fabric Builds (BF)

The number of BuildFabrics (BFs) that have occurred on this VSAN.

Fabric Reconfigures (Rcf)

The number of ReconfigureFabrics (RCFs) that have occurred on this
VSAN.

Fclds Free

The number of FC IDs that are unassigned on this VSAN.

Fclds Assigned

The number of FC IDs that are assigned on this VSAN.

Fclds Reserved

The number of FC IDs that are reserved on this VSAN.
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Domain Manager Interfaces

Field Description

Role One of the following:

e nonPrincipal - non-principal interface

e principalUpstream - upstream principal interface

e principalDownsteam - downstream principal interface
e isolated - isolated interface

e down - down interface unknown

¢ unknown - unknown interface

RcfReject Determines if the incoming ReConfigure Fabric (RCF) messages on this
interface on this VSAN is accepted or not. If true, then the incoming
RCF is rejected. If false, incoming RCF is accepted. Note that this does
not apply to the outgoing RCFs generated by this interface.

Domain Manager Persistent Fclds

Field Description

Fcld The FC ID assigned for this WWN on this VSAN. The third octet must
be 0x00 if value of PersistencyNum is area.

Mask The number of FC IDs starting from PersistencyFcld which are assigned
either statically or dynamically for this WWN on this VSAN. The value
one means just one FC ID is assigned. The value area means all the FC
IDs in the area that is specified in the second octet of Fcld are assigned.
Typically, 256 FC IDs are assigned for an area. This value cannot be
changed if the value of Used is true.

Used Indicates if this FC ID is used or not.

Assignment The type of persistency of this FC ID.

Domain Manager Allowed Domainlds

Field Description

List Provides the lists of domains that are allowed. A domain is allowed in
this VSAN if the corresponding bit has a value of 1. If it has a value
which is less than 32 bytes long, then the domains which are not
represented are not considered to be in the list. If this object is a
zero-length string, then no domains are allowed in this VSAN.
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Zoneset Active Zones
Field Description
Zone Zone name.
Type Zone member type.
Switch Interface Switch interface to which the zone member is connected to.
Name Zone member name.
WWN Zone member WWN.
Fcld Zone member FC ID.
LUNs Zone member LUN.
Status e Not in Fabric: If zone member is not in the fabric.
e Not in VSAN: If zone member is not present in the VSAN.
¢ n/a: Cannot determine status.
e Empty: Member is present in fabric and correct VSAN and can
communicate with other members of the zone.
Zoneset Unzoned
Field Description
Name Zone member name.
WWN Zone member WWN.
Fcld Zone member FC ID.
Zoneset Status
Field Description
Status Indicates the outcome of the most recent activation/deactivation.

Activation Time

When this entry was most recently activated. If this entry has been
activated prior to the last re-initialization of the local network
management system, then this value will be N/A.

FailureCause

The reason for the failure of the zoneset activation/deactivation.

FailedSwitch

The domain ID of the device in the fabric that has caused the Change
Protocol to fail.

Active == Local?

Indicates whether the enforced database is the same as the local
database on this VSAN. If true, then they are the same. If false, then
they are not the same.
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Field Description
Active Zoneset The name of the enforced IV zoneset.
Hard Zoning Indicates whether the hard zoning is enabled on this VSAN. Hard

zoning is a mechanism by which zoning is enforced in hardware. If
true, then hard zoning is enabled on this VSAN. If false, then hard
zoning is not enabled on this VSAN.

Zoneset Policies

Field Description

Default Zone Behavior Controls the behavior of the default zone on this VSAN. If it is set to
permit, then the members of the default zone on this VSAN can

communicate with each other. If it is set to deny, then the members of
the default zone on this VSAN cannot communicate with each other.

Default Zone ReadOnly Indicates whether SCSI read operations are allowed on members of
the default zone which are SCSI targets, on this VSAN. If true, then
only SCSI read operations are permitted. So, this default zone
becomes a read-only default zone on this VSAN. If false, then both
SCSI read and write operations are permitted.

Default Zone QoS Specifies whether the QoS attribute for the default zone on this VSAN
is enabled. If true, then QoS attribute for the default zone on this
VSAN is enabled. If false, then the QoS attribute for the default zone
on this VSAN is disabled.

Default Zone QoS Priority Specifies the QoS priority value.

Default Zone Broadcast Specifies if broadcast zoning is enabled on this default zone on this
VSAN. If true, then it is enabled. If false, then it is disabled.

Propagation Controls the way zoneset information is propagated during
Merge/Change protocols on this VSAN

Read From Specifies whether the management station wishes to read from the
effective database or from the copy database.

Zoneset Active Zones Attributes

Field Description
Name Zone name.
Read Only Indicates if only SCSI read operations are allowed on members of the

default zone which are SCSI targets on this VSAN. If true, then only
SCSI read operations are permitted. So, this default zone becomes a
read-only default zone on this VSAN. If false, then both SCSI read and
write operations are permitted.
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Field

Description

QoS

Specifies whether the QoS attribute for the default zone on this VSAN
is enabled. If true, then QoS attribute for the default zone on this VSAN
is enabled. If false, then the QoS attribute for the default zone on this
VSAN is disabled.

QoS Priority

Specifies QoS priority value (Low, Medium, or High).

Broadcast

Specifies if broadcast zoning is enabled on this default zone on this
VSAN. If true, then it is enabled. If false, then it is disabled.

Zoneset Enhanced

Field Description

Action When set to basic(1), results in the zone server operating in the basic
mode as defined by FC-GS4 standards. When set to enhanced(2),
results in the zone server operating in the enhanced mode as defined
by FC-GS4 standards.

Result The outcome of setting the mode of operation of the local Zone Server

on this VSAN.

Config DB Locked By

Specifies the owner for this session.

Config DB Discard Changes

Assists in committing or clearing the contents of the copy database on
this session.

Config DB Result

Indicates the outcome of setting the corresponding instance of
czseSessionCntl to commitChanges(1).

Enforce Full DB Merge

Controls the zone merge behavior. If this object is set to allow, then
the merge takes place according to the merge rules. If set to restrict,
then if the merging databases are not exactly identical, the
Inter-Switch Link (ISL) between the devices is isolated.

Read From

Specifies whether the management station wishes to read from the
effective database or from the copy database.

Zoneset Read Only Violations

Field

Description

Violations

The number of Data protected Check Condition error responses sent by
the local Zone Server.
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Zoneset Statistics

Field Description

Merge Req Tx The number of Merge Request Frames sent by this Zone Server to
other Zone Servers in the fabric on this VSAN.

Merge Req Rx The number of Merge Request Frames received by this Zone Server
from other Zone Servers in the fabric on this VSAN.

Merge Acc Tx The number of Merge Accept Frames sent by this Zone Server to other
Zone Servers in the fabric on this VSAN.

Merge Acc Rx The number of Merge Accept Frames received by this Zone Server
from other Zone Servers in the fabric on this VSAN.

Change Req Tx The number of Change Requests sent by this Zone Server to other
Zone Servers in the fabric on this VSAN.

Change Req Rx The number of Change Requests received by this Zone Server from
other Zone Servers in the fabric on this VSAN.

Change Acc Tx The number of Change Responses sent by this Zone Server to other
Zone Servers in the fabric on this VSAN.

Change Acc Rx The number of Change Responses received by this Zone Server from
other Zone Servers in the fabric on this VSAN.

GS3 Rej Tx The number of GS3 requests rejected by this Zone Server on this
VSAN.

GS3 Req Rx The number of GS3 requests received by this Zone Server on this
VSAN.

Zoneset LUN Zoning Statistics

Field Description

INQUIRY The number of SCSI INQUIRY commands that have been received by
the local zone server.

REPORT LUN The number of SCSI Report LUNs commands that have been received

by the local zone server. Typically the Report LUNs command is sent
only for LUN 0.

SENSE The number of SCSI SENSE commands that have been received by
the local zone server.

Other Cmds The number of SCSI Read, Write, Seek, etc., commands received by
the local zone server.

BadInquiry Errors The number of No LU error responses sent by the local zone server.

Illegal Errors The number of Illegal Request Check Condition responses sent by the

local zone server.
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Zoneset Members
Field Description
Zone Default zone.
Type FCID.

Switch Interface

Switch interface to which the zone member is connected to.

Name Zone member name.

WWN Zone member WWN.

Fcld Zone member FC ID.

Luns Zone member LUN.

Status e Not in Fabric: If zone member is not in the fabric.

e Not in VSAN: If zone member is not present in the VSAN.
e n/a: Cannot determine status.

Empty: Member is present in fabric and correct VSAN and can commu-
nicate with other members of the zone.

Fabric Config Server Discovery

Field

Description

Status

The status of the discovery on the local switch. Initially when the switch
comes up, this will be set to databaselnvalid state on all VSANSs. This
indicates that a discovery needs to be done. The state will be set to
inProgress for this VSAN during the discovery. Once the discovery is
completed on this VSAN, this will be set to completed. After the
discovery is completed for the specified list of VSANSs, the data is
cached for an interval of time.

Once this interval of time expires, the data is lost and this will be set to
databaselnvalid state for the specified list of VSANSs.

CompleteTime

When the last discovery was completed on this VSAN. This value is N/A
before the first discovery on this VSAN.

Fabric Config Server Interconnect Elements

Field Description
Type The type of this Interconnect Element.
Domainld The Domain Id of this Interconnect Element. If the Domain Id has not

been configured, then this value is 0.
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Field Description

Mgmtld The management identifier of this Interconnect Element. If the
Interconnect Element is a switch, then this will be the Domain
Controller identifier of the switch.

FabricName The fabric name of this Interconnect Element.

LogicalName The logical name of this Interconnect Element.

Vendor, Model, Release,
WWN

The information list corresponding to this Interconnect Element.

MgmtAddrList

The management address list corresponding to this Interconnect
Element.

Fabric Config Server Platforms (Enclosures)

Field Description

Name The name of this platform.

Type The type of this platform.

ConfigSource The source of configuration of this entry. Note that an entry which is
configured via GS3 cannot be deleted through SNMP.

NodeList The node name list corresponding to this platform.

MgmtAddrList The management address list corresponding to this Platform.

Fabric Config Server Fabric Ports

Field Description

Type The type of this port.

TXType The TX type of this port.

ModuleType The module type of this port.

Interface The physical number corresponding to this port entry.
State The state of this port.

AttachedPortList The attached port name list corresponding to this port.
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FC Routes

Field Description

Preference The value used to select one route over another when more than one
route to the same destination is learned from different protocols, peers,
or static routes. The preference value is an arbitrarily assigned value
used to determine the order of routes to the same destination in a single
routing database (RIB). The active route is chosen by the lowest
preference value.

LastChangeTime The last time a row was created, modified, or deleted in the FC route
table.

Domainld The domain ID of next hop switch. However, when read, this value could
be N/A if the value of fcRouteProto is local.

Metric The routing metric for this route. The use is dependent on fcRouteProto
used.

Type The type of route.

e local(1): refers to a route for which the next hop is the final
destination.

e remote(2): refers to a route for which the next hop is not the final
destination. This is not relevant for multicast and broadcast route
entries.

FDMI HBAs
Field Description
Sn The serial number of this HBA.
Model The model of this HBA.
ModelDescr The model description.
OSInfo The type and version of the operating system controlling this HBA.
MaxCTPayload The maximum size of the Common Transport (CT) payload including all
CT headers but no FC frame header(s), that may be send or received by
application software resident in the host containing this HBA
FDMI Ports
Field Description
SupportedFC4Type The supported FC-4 types attribute registered for this port on this
VSAN.
SupportedSpeed The supported speed registered for this port on this VSAN.
CurrentSpeed The current speed registered for this port on this VSAN.

l_ Cisco Prime DCNM SAN Client Online Help



| Chapter1

Field Description

MaxFrameSize The maximum frame size attribute registered for this port on this VSAN.
OsDevName The OS Device Name attribute registered for this port on this VSAN.
HostName The name of the host associated with this port.

FDMI Versions

Field Description

Hardware The hardware version of this HBA.

DriverVer The version level of the driver software controlling this HBA.

OptROM Ver The version of the Option ROM or the BIOS of this HBA.

Firmware The version of the firmware executed by this HBA.

Flow Statistics

Field Description

Type The matching criteria by which flows are selected to be included in the
traffic which is instrumented by the ingress traffic counters.

Vsanld The id of VSAN.

Destld The destination fibre channel address ID.

Srcld The source fibre channel address ID.

Mask The mask for source and destination fibre channel address ID.

Frames The number of received frames for the flow created by the network
manager.

Bytes The number of received frame bytes for the flow created by the network
manager.

CreationTime The timestamp indicating the time the row was created or modified.

FCC

Field Description

Enable Enable Fabric Congestion Control

Priority Specifies the priority level for the frames.

EdgeQuenchPktsRecd The number of Edge Quench packets received and processed on this
port.

EdgeQuenchPktsSent The number of Edge Quench packets generated on this Port as result of

congestion.
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Field Description

PathQuenchPktsRecd The number of Path Quench packets received and processed on this port.

PathQuenchPktsSent The number of Path Quench packets generated on this Port as result of
congestion.

CurrentCongestionState The current FCC congestion state of this Port indicating the severity of
the congestion.

LastCongestedTime When the congestion state of the Port changed to noCongestion from
some other value. N/A if the congestion state of the Port has never
transitioned to noCongestion since the last restart of the device.

LastCongestionStartTime When the congestion state of the port changed from noCongestion to
some other value.

IsRateLimitingApplied If true, rate limiting is currently being applied on this port.

Diagnostics

Field Description

Value Displays the most recent measurement seen by the sensor.

Alarms Represents the severity level of the SFP diagnostic information of an

High and Low

Warnings

High and Low

interface for temperature, voltage, current, optical transmit and receive
power. It ranges from 1 to 6, with 6 being highest severity.

FSPF General

Field Description

AdminStatus The desired state of FSPF on this VSAN.

OperStatus State of FSPF on this VSAN.

SetToDefault Enabling this changes each value in this row to its default value. If all
the configuration parameters have their default values and if the VSAN
is suspended, then the row is deleted automatically.

Regionld The autonomous region of the local switch on this VSAN.

Domainld The Domain Id of the local switch on this VSAN.

SpfHoldTime The minimum time between two consecutive SPF computations on this
VSAN. The smaller value means that routing will react to the changes
faster but the CPU usage is greater.

SpfDelay The time between when FSPF receives topology updates and when it

starts the Shortest Path First (SPF) computation on this VSAN. The
smaller value means that routing will react to the changes faster but the
CPU usage is greater.
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Field Description

MinLsArrival The minimum time after accepting a Link State Record (LSR) on this
VSAN before accepting another update of the same LSR on the same
VSAN. An LSR update that is not accepted because of this time interval
is discarded.

MinLsInterval The minimum time after this switch sends an LSR on this VSAN before
it will send another update of the same LSR on the same VSAN.

LsRefreshTime The interval between transmission of refresh LSRs on this VSAN.

LSRMaxAge The maximum age an LSR will be retained in the FSPF database on this
VSAN. It is removed from the database after MaxAge is reached.

CreateTime When this entry was last created.

CheckSum The total checksum of all the LSRs on this VSAN.

FSPF Interfaces

Field

Description

SetToDefault

Enabling this changes each value in this row to its default value. If all
the configuration parameters have their default values and if the
interface is down, then the row is deleted automatically.

Cost

The administrative cost of sending a frame on this interface on this
VSAN. The value 0 means that the cost has not been configured. Once
the value has been configured, the value can not again be 0; so,
obviously the value can not be set to 0. If the value is 0 and the
corresponding interface is up, the agent sets a value calculated using the
ifSpeed of the interface. Otherwise, the value is used as the cost.

Note that following formula is used to calculate the link cost.
Link Cost = { fspfIfCost if fspfIfCost > 0 {(1.0625¢12 / Baud Rate) if
fspfIfCost == 0 where Baud Rate is the ifSpeed of the interface.

AdminStatus

The desired state of FSPF on this interface on this VSAN.

Hellolnterval

Interval between the periodic HELLO messages sent on this interface on
this VSAN to verify the link health. Note that this value must be same
on both the interfaces on each end of the link on this VSAN.

Deadlnterval

Maximum time for which no HELLO messages can be received on this
interface on this VSAN. After this time, the interface is assumed to be
broken and removed from the database.

Note that this value must be greater than the HELLO interval specified
on this interface on this VSAN.

RetransmitInterval

Time after which an unacknowledged link update is retransmitted on this
interface on this VSAN.

Neighbour State

The state of FSPF's neighbor state machine, which is the operational
state of the interaction with the neighbor's interface which is connected
to this interface.

Neighbour Domainld

The Domain ID of the neighbor on this VSAN.
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Field Description

Neighbour PortIndex The index, as known by the neighbor, of the neighbor's interface which
is connected to this interface on this VSAN.

CreateTime When this entry was last created.

FSPF Interface Stats

Field Description
CreateTime When this entry was last created.
ErrorRxPkts Number of invalid FSPF control frames received on this interface on this

VSAN since the creation of the entry.

InactivityExpirations

Number of times the inactivity timer has expired on this interface on this
VSAN since the creation of the entry.

LsuRxPkts Number of Link State Update (LSU) frames received on this interface
on this VSAN since the creation of the entry.
LsuTxPkts Number of Link State Update (LSU) frames transmitted on this interface

on this VSAN since the creation of the entry.

RetransmittedLsuTxPkts

Number of LSU frames retransmitted on this interface on this VSAN
since the creation of the entry.

LsaRxPkts Number of Link State Acknowledgement (LSA) frames received on this
interface on this VSAN since the creation of the entry.

LsaTxPkts Number of Link State Acknowledgement (LSA) frames transmitted on
this interface on this VSAN since the creation of the entry.

HelloTxPkts Number of HELLO frames transmitted on this interface on this VSAN
since the creation of the entry.

HelloRxPkts Number of HELLO frames received on this interface on this VSAN

since the creation of the entry.

FSPF LSDB Links

Field Description

NbrDomainld The Domain Id of the neighbor on the other end of this link on this
VSAN.

PortIndex The source E_port of this link, as indicated by the index value in the LSR
received from the switch identified by Domainld.

NbrPortIndex The destination E_port of this link, as indicated by the index value in the
LSR received from the switch identified by NbrDomainld.

Cost The cost of sending a frame on this link on this VSAN. Link cost is

calculated using a formula link cost =S * (1.0625e12/Baud Rate) where
S (value of Cost on the interface on the switch corresponding to the
domain Id) is the administratively set cost factor for this interface.
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FSPF LSDB LSRs

Field Description

AdvDomainld Domain Id of the switch that is advertising the LSR on the behalf of the
switch owning it.

Age Time since this LSR was inserted into the database.

IncarnationNumber The link state incarnation number of this LSR. This is used to identify
most recent instance of an LSR while updating the topology database
when an LSR is received. The updating of an LSR includes incrementing
its incarnation number prior to transmission of the updated LSR. So
most recent LSR is the one with larger incarnation number.

CheckSum The checksum of the LSR.

Links Number of entries associated with this LSR.

External Indicates of this is an external LSR advertised by local switch.

FSPF Statistics

Field Description

SpfComputations The number of times the SPF computation has been done on this VSAN
since the creation of the entry.

ErrorRxPkts Number of invalid FSPF control frames received on all the interface on
this VSAN since the creation of the entry.

ChecksumErrors The number of FSPF checksum errors occurred on this on this VSAN
since the creation of the entry.

LsuRxPkts Total number of Link State Update (LSU) frames received on all the
interfaces on this VSAN since the creation of the entry.

LsuTxPkts Total number of Link State Update (LSU) frames transmitted on all the

interfaces on this VSAN since the creation of the entry.

RetransmittedLsuTxPkts

Total number of LSU frames retransmitted on all the interfaces on this
VSAN since the creation of the entry.

LsaRxPkts Total number of Link State Acknowledgement (LSA) frames received
on all the interfaces on this VSAN since the creation of the entry.

LsaTxPkts Total number of Link State Acknowledgement (LSA) frames transmitted
on all the interfaces on this VSAN since the creation of the entry.

HelloTxPkts Total number of HELLO frames transmitted on all interfaces on this
VSAN since the creation of the entry.

HelloRxPkts Total number of HELLO frames received on all the interfaces on this
VSAN since the creation of the entry.

MaxAgeCount The number of times any LSR reached fspfMaxAge in this VSAN since

the creation of the entry.
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SDV Virtual Devices

Field

Description

Name

Represents the name of this virtual device.

Virtual Domain

The user preference for a persistent Domain ID for this virtual device to
indicate a specific partition (domain) of the fabric that this virtual device
should belong to.

Virtual FCID

The user preference for a persistent FCID for this virtual device.

Port WWN The assigned PWWN for this virtual device. The agent assigns this value
when the configuration is committed.

Node WWN The assigned NWWN for this virtual device. The agent assigns this
value when the configuration is committed.

Assigned FCID The assigned FCID of this virtual device. The agent assigns this value

when the configuration is committed and the real device that this virtual
device virtualizes is on-line.

Real Device Map List

The set of real device(s) that this virtual device virtualizes in this VSAN.

SDV Real Devices

Field Description

Type The type of real device identifier represented by the value of the
corresponding instance of cFcSdvVirtRealDeviceld that this virtual
device virtualizes to.

Name Represents a real device(s) identifier that this virtual device virtualizes.

Map Type The mapping association type of the real device(s) (initiator/target).

LUN Discover

Field

Description

StartDiscovery

If Local, then only the directly attached SCSI target devices/ports and
LUNs associated with them on all VSANSs will be discovered. If Remote,
then all SCSI target devices/ports and LUNs associated with them on all
VSANSs in the whole fabric, except the directly attached ones, will be
discovered.

Type

Selecting targets results in only targets being discovered, without the NS
results in both targets and LUNs being discovered.

(ON)

Specifies the operating system on which the LUNs need to be
discovered.
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LUN Targets

LUNs

Device Alias

Field Description
Status Indicates the outcome of the LUN discovery on the local switch.
Contains the status of the most recent discovery.
e inProgress(1) - indicates that the discovery is still in progress.
e completed(2) - indicates that the discovery is complete.
e failure(3) - indicates that the discovery encountered a failure.
CompleteTime When the last discovery was completed. The value will be zero or N/A,
if discovery has not been performed since the last system restart.
Field Description
Vsanld The VSAN to which this target belongs to.
Port WWN The name of this authorized/discovered target device or port.
DevType The device type of the SCSI target.
Vendorld The vendor Id of the SCSI target.
Productld The product Id of the SCSI target.
RevLevel The product revision level of the SCSI target.
OtherInfo The bytes from O to 7 in the INQUIRY command response data.
Field Description
Id The number of this LUN.
Capacity (MB) The capacity of this LUN.
SerialNum The serial number of this LUN.
(O} The operating system for which this LUN was discovered.
FCID The Fibre Channel ID for this LUN.
Field Description
Alias The device alias of this entry. A device can have only one alias
configured.
WWN The Fibre Channel device which is given a device alias.
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Device Alias Configuration

Field

Description

Device Alias

The device alias of this entry. A device can have only one alias
configured.

WWN

The Fibre Channel device which is given a device alias.

Device Alias Mode

Field

Description

ConfigMode

Specifies the mode in which the device aliases can be configured. When
it is set to basic, the device aliases operate in basic mode of operation.
When basic mode is turned on, all MIBs which are using device aliases
should internally convert them to their equivalent pWWNs and use the
pWWNs. The mechanism to be followed for this conversion is
implementation specific. When it is set to enhanced, the Device aliases
operate in enhanced mode of operation. When enhanced mode is turned
on, all MIBs which are using device aliases should use them as is
without any conversion. Since the device aliases are used directly
without any conversion, this is the native mode of operation of device
aliases.

Device Alias Discrepancies

Field

Description

Discrepancy

Represents the checksum computed over the database represented by
cfdaConfigTable and the cfdaConfigMode object. This object is used by
a network manager to check if the above mentioned objects have
changed on the local device. The method used to compute the checksum
is implementation specific.

Name Server General

Field Description

VSAN Id / Feld The ID of the VSAN or FC.

Type The port type of this port.

PortName The fibre channel Port_Name (WWN) of this Nx_port.
NodeName The fibre channel Node_Name (WWN) of this Nx_port.
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Field

Description

FC4Type/Features

The FC-4 Features associated with this port and the FC-4 Type. Refer to
FC-GS3 specification for the format.

FC4 Features

The FC-4 Features associated with this port.

ProcAssoc

The Fibre Channel initial process associator.

FabricPortName

The Fabric Port Name (WWN) of the Fx_port to which this Nx_port is
attached.

Name Server Advanced

Field Description

ClassOfSvc The class of service indicator.

PortlpAddress Contains the IP address of the associated port.

NodelpAddress The IP address of the node of this Nx_port, as indicated by the Nx_Port
in a GS3 message that it transmitted.

SymbolicPortName The user-defined name of this port.

SymbolicNodeName The user-defined name of the node of this port.

HardAddress Extended Link Service (FC-PH-2). Hard Address is the 24-bit NL_Port
identifier which consists of - the 8-bit Domain Id in the most significant
byte - the 8-bit Area Id in the next most significant byte - the 8-bit
AL-PA(Arbitrated Loop Physical Address) which an NL_port attempts
acquire during FC-AL initialization in the least significant byte. If the
port is not an NL_Port, or if it is an NL_Port but does not have a hard
address, then all bits are reported as Os.

ProcAssoc The Fibre Channel initial process associator (IPA).

PermanentPortName The Permanent Port Name of this Nx port. If multiple port names are

associated with this Nx port via FDISC (Discover F Port Service
Parameters), the Permanent Port Name is the original port name
associated with this Nx port at login.

Name Server Proxy

Field

Description

PortName

Name of the proxy port which can register/de-register for other ports on
this VSAN. Users can enable third party registrations by setting this
value.
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Name Server Statistics

Field Description

Queries Rx The total number of Get Requests received by the local switch on this
VSAN.

Queries Tx The total number of Get Requests sent by the local switch on this VSAN.

Requests Rx Reg

The total number of Registration Requests received by the local switch
on this VSAN.

Requests Rx DeReg

The total number of De-registration Requests received by the local
switch on this VSAN.

RSCN Rx The total number of RSCN commands received by the local switch on
this VSAN.

RSCN Tx The total number of RSCN commands sent by the local switch on this
VSAN.

Rejects Tx The total number of requests rejected by the local switch on this VSAN.

Preferred Path Maps and Routes

Field

Description

VSAN Id, Route Id

The VSAN ID of this FC route map. An arbitrary integer value that
identifies a route in this FC route map.

Map Active

Allows the activation/de-activation of all the routes within an FC route
map. If true, then all the routes within this FC route map will be
activated. If false, then all routes within this FC route map will be
de-activated.

Route Strict Preference

Allows changes to the way the preferred path selection logic will select
the preferred path. Setting it to true makes the preferred path to select
the outgoing interface strictly based on the preference set using the
cPrefPathRMapSetIntfPref. When it is set to false, then the preferred
path selection logic only performs selection only when the current
outgoing interface goes down.

Route Active

Allows the activation/de-activation of the route within an FC route map.
If true, then the route will be activated. If false, then the route will be
de-activated.

RouteActive

Allows the activation/de-activation of the route within an FC route map.
If true, then the route will be activated. If false, then the route will be
de-activated.
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Preferred Path Maps Active

Preferred Path All Match Criteria

Field Description
VSAN Id The VSAN ID of this FC route map.
GlobalActive Allows the activation/de-activation of all the routes within an FC route

map.

Field

Description

VSAN Id, Route Id

The VSAN ID of this FC route map. An arbitrary integer value that
identifies a route in this FC route map.

Source Fcld

The FC ID that needs to be matched with a source address in a frame for
flow classification.

Source Information

Represents the mask associated with the source address.

Source Serial Number

Represents the source serial number.

Source Unit Type

The unit type of the source.

Source Tag

Unique identifier for the source address.

Dest Fcld

The FC ID that needs to be matched with a destination address in a frame
for flow classification.

Dest Information

Represents the mask associated with the destination address.

Dest Serial Number

Represents the destination serial number.

Dest Unit Type

The unit type of the destination.

Dest Tag

Unique identifier for the destination address.

Preferred Path Active Match Criteria

Field

Description

VSAN Id, Route Id

The VSAN ID of this FC route map. An arbitrary integer value that
identifies a route in this FC route map.

Source Fcld

The FC ID that needs to be matched with a source address in a frame for
flow classification.

Source Information

Represents the mask associated with the source address.

Source Serial Number

Represents the source serial number

Source Unit Type

The unit type of the source.

Source Tag

Unique identifier for the source address.

Dest Fcld

The FC ID that needs to be matched with a destination address in a frame
for flow classification.
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Field

Description

Dest Information

Represents the mask associated with the destination address.

Dest Serial Number

Represents the destination serial number.

Dest Unit Type

The unit type of the source.

Dest Tag

Unique identifier for the destination address.

Preferred Path All Sets

Field Description

VSAN Id, Route Id, The VSAN ID of this FC route map. An arbitrary integer value that

Preference identifies a route in this FC route map. Preference level, which indicates
the metric or cost of the preferred path. The lower the number the higher
the preference.

Interface Represents an interface on the local device on which the matched or
classified frame will be forwarded.

IVR Nexthop VSAN Represents the IVR next hop VSAN ID.

Preferred Path Maps Active

Field Description

VSAN Id, Route Id, The VSAN ID of this FC route map. An arbitrary integer value that

Preference identifies a route in this FC route map. Preference level, which indicates
the metric or cost.

Interface Represents an interface on the local device on which the matched or

classified frame will be forwarded.

IVR Nexthop VSAN

Represents the IVR next hop VSAN ID.

Selected ?

The status of the indexed set entry.

RSCN Nx Registrations

Field

Description

RegType

Indicates the type of registration desired by the subscriber.

e 'fromFabricCtrlr' indicates RSCNs generated by the Fabric
Controller.

e 'fromNxPort' indicates RSCNs generated by Nx_Ports.

e 'fromBoth' indicates RSCNs generated by Fabric Controller and
Nx_Ports.
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RSCN Multi-PID Support

RSCN Event

Field Description
Enable Specifies whether the multi-pid option is enabled on this VSAN.
Field Description

TimeOut (msec)

The time (in seconds) before the RSCN event times out.

RSCN Statistics

Field

Description

SCR Rx

The number of SCRs received from Nx_Ports on this VSAN.

SCR RIT

The number of SCR rejected on this VSAN.

RSCN Rx

The number of RSCNs from Nx_Ports received on this VSAN.

RSCN Tx

The total number of RSCNs transmitted on this VSAN.

RSCN RJT

The number of RSCN requests rejected on this VSAN.

SW-RSCN Rx

The number of Inter-Switch Registered State Change Notifications
(SW_RSCN) received on this VSAN from other switches.

SW-RSCN Tx

The number of Inter-Switch Registered State Change Notifications
(SW_RSCN) transmitted on this VSAN to other switches.

SW-RSCN RJT

The number of SW_RSCN requests rejected on this VSAN.

Multicast Root

Field

Description

Domainld

The domain ID of the multicast root on this VSAN.

ConfigMode

The configured multicast root mode on this VSAN.

OperMode

The operational multicast root mode on this VSAN.

QoS Policy Maps

Field

Description

Name

The name of this classifier entry. The name should be unique.
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QoS Class Maps

Field Description
Name The name of this filter entry. The name should be unique.
Match Specifies how the filter should be applied. If true, then all the match

statements associated with this filter must be satisfied in order for this

filter match to be considered successful. If false, then even if any one of
the criteria associated with this filter is satisfied, then the filter match is
considered successful.

QoS Match Statements

Field Description

SrcAddr An FC address that needs to be matched with the source address in a FC
frame.

DstAddr An FC address that needs to be matched with the destination address in
a FC frame.

Interface An FC interface on the local device on which a frame should arrive in

order to be classified by this filter. A value of zero indicates that no
interface is configured.

WildCard Specifies whether the wild-card option has been set. If true, then the
wild-card option is set and all the FC traffic will be considered to match
the corresponding multi-field classifier. If false, then the wild-card
option is not set.

QoS Class Maps by Policy Maps

Field Description
Class Map ID Identifies a Fibre Channel filter.
Priority Specifies priority value.

QoS Policy Maps by VSAN

Field Description

VSAN Id, Direction Specifies the direction of traffic flow on this VSAN.

Policy Map Id Selects the first Differentiated Services Classifier Element to handle
traffic on this VSAN.
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QoS DWRR

Field Description

Weight The weight associated with this queue.

QoS Rate Limit

Field Description

Percent Specifies the rate-limit factor on this interface.

Timers & Policies

Field Description

R_A_TOV The Resource_Allocation_Timeout Value used for FxPorts as the
timeout value for determining when to reuse an NxPort resource such as
a Recovery_Qualifier.

D S TOV The Distributed_Services_Timeout Value which indicates how long a
distributed services requester will wait for a response.

E_ D _TOV The Error_Detect_Timeout Value used for FxPorts as the timeout value
for detecting an error condition.

F_S_TOV The Fabric_Stability_Timeout Value used to ensure that fabric stability
has been achieved during fabric configuration.

Network Drop Latency Network latency of this switch. This is the time interval after which the
frames are dropped if they are not delivered in the order they were
transmitted. Note that network latency is always greater than switch
latency.

Switch Drop Latency The switch latency of this switch. This is the time interval after which a
switch drops the undelivered frames on a link which went down after
delivering some frames to the next hop. This way the undelivered frames
can be transmitted on a new link if there is one available.

InOrderDelivery The InOrderDelivery guarantee flag of device. If true, then the InOrder
Delivery is guaranteed. If false, it is not guaranteed.

TrunkProtocol Enables or disables the trunking protocol for the device. The trunking
protocol is used for negotiating trunk mode and calculating operational
VSANSs on an EISL link. It also performs port VSAN consistency
checks. On non-trunking ISL links, if the port VSANSs are different, the
E ports will be isolated. To avoid this isolation, this should be set to
disable.
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WWN Manager

Field Description

SwitchWWN The World-Wide Name of this fabric element. It's a 64-bit identifier and
is unique worldwide.

Type 1 WWNs

Max Maximum number of NAA Type 1 WWNs that are available for
assignment to internal entities.

Available Number of NAA Type 1 WWNs that are currently available for
assignment to internal entities.

Reserved Number of NAA Type 1 WWNs that are reserved for internal purposes.

Type 2 & 5 WWNs

Max Maximum number of total WWNs of types NAA Type 2 and Type 5
WWNs available for assignment to internal entities.

Available Sum of number of NAA Type 2 and Type 5 WWNs currently available
for assignment to the internal entities.

Reserved Number of total WWNSs of types NAA Type 2 and Type 5 WWNs

reserved for internal purposes.

Enable Secondary when more WWWNs needed

BaseMacAddress The first MAC address used for generating World Wide Names (WWNs)
when the default range of WWNs generated from supervisor MAC
address are exhausted.

MacAddressRange The number of secondary MAC Addresses starting from and including

the wwnmSecondayBaseMacAddress.

NPV Traffic Map

Field

Description

Switch

Name of the switch

Server Interface

Name of the server interface.

External Interface List

The list of interfaces to which the traffic needs to be mapped to.

NPV Load Balance

Field Description
Switch Name of the switch.
Enable Enable or disable displaying NPV related per server interface

information
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Fcot M
NPV External Interface Usage
Field Description
Switch Name of the switch
Server Interface Interface on the NPV Device that connects to end devices such as hosts

or disks. It is also known as F-port, as it operates in F port mode.

External Interface In Use Interface on the NPV Device that connects to the NPV Core Switch. It
is also known as NP-port as it operates in NP port mode.

NP Link

Field Description

NPIV (core) Name of the NPIV core switch.

F port The F port that is connected to the NPIV core switch

NPV Name of the NPV switch

Speed An estimate of the interface's current bandwidth in units of 1,000,000

bits per second. If this object reports a value of “n' then the speed of the
interface is between "n-500,000' to “n+499,999'.

Rx Util% Received traffic Utilization %, total number of octets received on the
interface over the speed configured on the interface, including framing
characters

Rx Bytes The total number of octets received on the interface, including framing
characters.

Tx Util% Recetransmittedived traffic Utilization %, total number of octets

transmitted out of the interface over the speed configured on the
interface, including framing characters.

Tx Bytes The total number of octets transmitted out of the interface, including
framing characters.

FCoE

This section includes the following:
e Config
e VSAN-VLAN Mapping
e VLAN-VSAN Mapping
¢ FCoE Statistics
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W FCoE

Config

Field Description

FC Map The FCoE Mac Address Prefix used to associate the FCoE Node
(ENode).

Default FCF Priority The default FCoE Initialization Protocol (FIP) priority value advertised
by the Fibre Channel Forwarder (FCF) to ENodes.

FKA Adv. Period (sec) The time interval at which FIP Keep Alive (FKA) messages are
transmitted to the MAC address of the ENode.

VSAN-VLAN Mapping
~

Note  This table applies only to N5k switches running version 4.0(1a) and greater.

Field Description

VSAN Id The ID of the VSAN.

VLAN Id The ID of the VLAN.

Oper State Shows the operational state of this VLAN-VSAN association entry.

VLAN-VSAN Mapping

Field Description

VSAN Id The ID of the VSAN.

VLAN Id The ID of the VLAN.

Oper State Shows the operational state of this VLAN-VSAN association entry.

FCoE Statistics

Field Description

Alignment Errors The count of frames received on a particular interface that are an
integral number of octets in length but do not pass the FCS check.

FCS Errors The count of frames received on a particular interface that are an
integral number of octets in length but do not pass the FCS check.
This count does not include frames received with frame-too-long or
frame-too-short error.

Single Collision Frames The count of successfully transmitted frames on a particular interface
for which transmission is inhibited by a single collision.
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Ficon

Ficon

Field

Description

Multiple Collision Frames

The count of successfully transmitted frames on a particular interface
for which transmission is inhibited by more than one collisions.

SQE Test Errors

The number of times the PLS sublayer generated the SQE TEST
ERROR message for a particular interface.

Deferred Transmissions

The count of the number of frames for which the first transmission
attempt on a particular interface is delayed because the medium is
busy.

Late Collisions

The number of times that a collision is detected on a particular
interface later than one slot time into the transmission of a packet.

Excessive Collisions

The count of the number of frames for which transmission on a
particular interface failes because of excessive collisions. This
counter does not increment when the interface is operating in
full-duplex mode.

Internal Mac Transmit Errors

The count of the number of frames for which transmission on a
particular interface fails because of an internal MAC sublayer
transmit error.

Carrier Sense Errors

The number of times that a carrier sense condition was lost or never
asserted when attempting to transmit a frame on a particular
interface.

Frame Too Longs

The count of number of frames received on a particular interface that
exceed the maximum permitted frame size.

Internal Mac Receive Errors

The count of number of frames for which reception on a particular
interface fails because of an internal MAC sublayer receive error.

Symbol Errors

For an interface operating at 100 Mb/s, the number of times there was
an invalid data symbol when a valid carrier was present

This section includes the following:

¢ FICON VSANs

¢ Global

e FICON Port Attributes
e FICON Port Numbers

e FICON VSANSs Director History

e Fabric Binding Actions
e Fabric Binding Actions
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FICON VSANs

Field

Description

VSAN ID

Uniquely identifies a VSAN within a fabric.

Host Can Offline SW

If true, it allows the host to put the system offline.

Host Can Sync Time

If true, the host can set the system time.

Port Control by Host

If true, the host is allowed to alter FICON Director connectivity
parameters.

Port Control by SNMP

If true, SNMP manager is allowed to alter FICON director connectivity
parameters.

CUP Name The name of the Control Unit Device.

CUP Enable Indicates whether the Control Unit Device is enabled.
Domain ID Specifies the domain ID of the switch.

CodePage The Code Page used in this VSAN.

Character Set

Character set for the code page used in this VSAN.

Active=Saved

If true, the active to saved mode is enabled. All changes will be saved to
NVRAM.

User Alert Mode

If true, FICON management stations will prompt on changes.

Device Allegiance

If CUP is in allegiance state with a channel, it cannot accept any
commands from any logical paths. A CUP goes in an allegiance state
when it accepts command from a channel and forms 'an allegiance' with
it until the successful completion of the channel program, at which point
the CUP goes in a an 'unlocked' mode.

VSAN Time

The system time in the VSAN. This could be set either by the host or be
the default global time in the FICON Director. The default global time
is the local time in the FICON Director.

VSAN State

Controls the state of the ports belonging to a VSAN in the context of the
FICON functionality.

VSAN Serial Number

The serial number of the FICON director for this VSAN.

FICON VSANSs Files

Field Description

Description Configuration file description.

CUP Name The name of the Control Unit Device.

Status Locked indicates no change allowed. Unlocked indicates change
allowed.

LastAccessed The time this file was last accessed.

UserAlertMode If true, director user alert mode is enabled.
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Field

Description

Default Port Prohibited

Check this option to block the default port.

FICON Port Attributes

Field Description
TypeNumber The type number for this FICON Director.
SerialNumber The sequence number assigned to this FICON Director during
manufacturing.
Tag This is the identifier of the peer port.
e If the peer port's unit type is channel, then Portld will be the CHPID
(Channel Path Identifier) of the channel path that contains this peer
port.
e If the peer port is controlUnit, then Portld will be 0.
e If the peer port is fabric, then Portld will be port address of the
interface on the peer switch.
Fcld The fabric Id of the other side port (initiator /target). This will be filled
only in the case of Fabric ports.
Status 'valid' - if this information is current.
'old' - if this information is cached.
Click Clear Old Attributes to clear the cache.
Name The FICON port name.
Manufacturer The name of the company that manufactured this FICON Director.
ModelNumber The model number for this FICON Director.
PlantOfMfg The plant code that identifies the plant of manufacture of this FICON
Director.
UnitType The peer type of the port that this port is communicating. ==Channel -
host ==Control Unit - disk == Fabric - ISL
Alert Displays one of the following:

e DbitErrThreshExceeded,
¢ lossOfSignalOrSync,

¢ nosReceived,

e primitiveSeqTimeOut,

¢ invalidPrimitiveSeq
Click Clear to acknowledge and clear this alert.
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FICON Port Configuration

Field

Description

Show Installed Ports Only

If true, only physically available ports will be listed in the table.

ESCON Style

ESCON Style Port Configuration display is the Port Configuration table
in DM displaying the ESCON Style Ports. In the table, A represents the
available ports and P represents the prohibited ports.

Port/ Prohibit Enter the FICON address of the port and the prohibited list. (This is an
alternative to the table grid.)

Name The port name of this port.

Block If true, this port will be isolated.

Prohibit Grid Click on the grid to add or remove the ability of ports to communicate

with each other.

FICON Port Numbers

Field

Description

Module

The number of the module in the chassis.

Reserved Port Numbers
(Physical)

The reserved port numbers for the module.

NumPorts

The number of ports reserved for that module.

Module Name

The name of the module.

Reserved Port Numbers
(Logical)

Chassis slot port numbers. Reserved port numbers for one chassis slot.
There can be up to 64 port numbers reserved for each slot in the chassis.

FICON VSANs Director History

To view the latest FICON information, you must click the Refresh button.

Field

Description

KeyCounter

The key counter.

Ports Address Changed

The list of ports that have configuration change for a value of
KeyCounter.
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Fabric Binding Actions
Field Description
VSANId Specifies the unique identifier for a VSAN within a fabric.
Activate e activate - results in the valid fabric bindings on this VSAN/VLAN being
activated.

e force activate - results in forced activation, even if there are errors during
activation and the activated fabric bindings will be copied to the active
database.

e deactivate - results in deactivation of currently activated valid fabric
bindings (if any), on this VSAN/VLAN. Currently active entries (if any),
which would have been present in the active database, will be removed.

* no-selection -

<<sushs>>

Enabled The state of activation on this VSAN/VLAN. If true, then an activation has
been attempted as the most recent operation on this VSAN/VLAN. If false,
then an activation has not been attempted as the most recent operation on this

VSAN/VLAN.
Result Indicates the outcome of the most recent activation/deactivation.
LastChange When the valid fabric bindings on this VSAN/VLAN were last activated. If

the last activation took place prior to the last re-initialization of the agent, then
this value will be N/A.

CopyActToConfig If enabled, results in the active fabric binding database to be copied on to the
configuration database on this VSAN/VLAN. Note that the learned entries are
also copied.

Fabric Binding Config Database

Field Description

VSAN Id Specifies the unique identifier for a VSAN within a fabric.

Peer WWN (Name) Specifies the switch WWN of a switch that can be part of the fabric.
Domainld Specifies an insistent domain ID.

Fabric Binding Active Database

Field Description
VSAN Id Specifies the unique identifier for a VSAN within a fabric.
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Field Description
Peer WWN Specifies the switch WWN of a switch that can be part of the fabric.
Domainld Specifies the insistent domain ID of the switch represented by the

corresponding instance of the WWN of a switch.

Fabric Binding Database Differences

Field

Description

VSAN

From the drop down list, select the number VSANs to be compared.

Compare With

Choose the database for comparison:

e Active - compares the fabric bind active database with respect to
configuration database on this VSAN/VLAN. So, the configuration
database will be the reference database and the results of the
difference operation will be with respect to the configuration
database.

¢ Config - compares the fabric bind configuration database with
respect to active database on this VSAN/VLAN. So, the active
database will be the reference database and the results of the
difference operation will be with respect to the active database.

VSAN Id Specifies the unique identifier for a VSAN within a fabric.

Peer WWN Specifies the device WWN of a device that can be part of the fabric.

Domainld Specifies the insistent domain ID of the switch represented by the
corresponding instance of the WWN of a switch.

Reason Indicates the reason for the difference between the databases being

compared, for this entry.

Fabric Binding Violations

Field Description

VSAN Id Specifies the unique identifier for a VSAN within a fabric.

Peer WWN The sWWN (switch WWN) of the device that was denied entry into the
fabric on one of the local device's ports.

Domainld The domain ID of the device that was denied entry into the fabric on one
of the local device's ports. A value of zero indicates that the switch
WWN of the device was not present in the enforced fabric bindings.

DenialTime When the denial took place.

DenialCount The number of times this switch has been denied entry into the fabric on
one of the local device's ports.

DenialReason The reason for which the device was denied entry into the fabric on one

of the local device's ports.
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Fabric Binding Statistics

Fabric Binding EFMD Statistics

IP Storage

IP Storage W

Field Description

AllowedReqs The number of requests from switches to become part of the fabric that
have been allowed on this VSAN/VLAN.

DeniedReqs The number of requests from switches to become part of the fabric that
have been denied on this VSAN/VLAN.

Clear When set to clear, it results in fabric bind statistic counters being cleared
on this VSAN/VLAN.

Field Description

TxMergeReqs The number of EFMD Merge Requests transmitted on this VSAN by the
local device.

RxMergeReqs The number of EFMD Merge Requests received on this VSAN by the
local device.

TxMergeAccs The number of EFMD Merge accepts transmitted on this VSAN by the
local device.

RxMergeAccs The number of EFMD Merge accepts received on this VSAN by the
local device.

TxMergeRejs The number of EFMD Merge rejects transmitted on this VSAN by the
local device.

RxMergeRejs The number of EFMD Merge rejects received on this VSAN by the local
device.

TxMergeBusys The number of EFMD Merge Busys transmitted on this VSAN by the
local device.

RxMergeBusys The number of EFMD Merge Busys received on this VSAN by the local
device.

TxMergeErrs The number of EFMD Merge Errors transmitted on this VSAN by the
local device.

RxMergeErrs The number of EFMD Merge Errors received on this VSAN by the local
device

This section contains the following:
e FCIP Profiles
e FCIP Tunnels
e FCIP XRC Statistics
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I 1P Storage

FCIP Profiles

e iSCSI Connection
e Module Control
e iSCSI Global

¢ Initiator Specific Target

Field Description

IP Address The Internet address for this entity.

Port A TCP port other than the FCIP well-known port on which the FCIP
entity listens for new TCP connection requests.

SACK Whether the TCP Selective Acknowledgement Option is enabled to

allow the receiver end to acknowledge multiple lost frames in a single
ACK, enabling faster recovery.

KeepAlive (s)

The TCP keep alive timeout for all links within this entity.

ReTrans MinTimeout (ms)

The TCP minimum retransmit timeout for all the links on this entity.

ReTrans Max

The Maximum number of times that the same item of data will be
retransmitted over a TCP connection. If delivery is not acknowledged
after this number of retransmissions then the connection is terminated.

Send BufSize (KB)

The aggregate TCP send window for all TCP connections on all Links
within this entity. This value is used for Egress Flow Control. When the
aggregate of the data queued on all connections within this entity
reaches this value, the sender is flow controlled.

Bandwidth Max (Kb)

This is an estimate of the Bandwidth of the network pipe used for the
B-D product computation, which lets us derive the TCP receive window
to advertise.

Bandwidth Min (Kb)

The minimum available bandwidth for the TCP connections on the Links
within this entity.

Est Round Trip Time (us)

This is an estimate of the round trip delay of the network pipe used for
the B-D product computation, which lets us derive the TCP receive
window to advertise.

PMTU Enable

The path MTU discovery.

PMTU ResetTimeout (sec)

The time interval for which the discovered pathMTU is valid, before
MSS reverts back to the negotiated TCP value.

CWM Enable

If true, congestion window monitoring is enabled.

CWM BurstSize (KB)

The maximum burst sent after a TCP sender idle period.

Max Jitter

The maximum delay variation (not due to congestion) that can be
experienced by TCP connections on this interface.
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FCIP Tunnels

IP Storage

Field Description

Interface This identifies the interface on this FCIP device to which this link
pertains.

Attached The interface on which this FCIP link was initiated.

B Port Enable

If true, the B port mode is enabled on the local FCIP link.

B Port KeepAlive

If true, a message is sent in response to a (Fibre Channel) ELS Echo
frame received from the peer. Some B Port implementations use ELS
Echo request/response frames as Link Keep Alive.

Remote IP Address

The Internet address for the remote FCIP entity.

Remote TCP Port

The remote TCP port to which the local FCIP entity will connect if and
when it initiates a TCP connection setup for this link.

Spc Frames Enable

If true, the TCP active opener initiates FCIP special frames and the TCP
passive opener responds to the FCIP special frames. If it is set to false,
the FCIP special frames are neither generated nor responded to.

Spc Frames RemoteWWN

The World Wide Name of the remote FC Fabric Entity. If this is a zero
length string then this link would accept connections from any remote
entity. If a WWN is specified then this link would accept connections
from a remote entity with this WWN.

Spc Frames Remote Profile
Id

The remote FCIP entity's identifier.

FCIP Tunnels (Advanced)

Field

Description

Interface

The interface on which this FCIP link was initiated.

Timestamp Enable

If true, the timestamp in FCIP header is to checked.

Timestamp Tolerance

The accepted time difference between the local time and the timestamp
value received in the FCIP header. By default this value will be
EDTOV/2. EDTOV is the Error_Detect_Timeout Value used for Fibre
channel Ports as the timeout value for detecting an error condition.

Number Connections

The maximum number of TCP connections allowed on this link.

Passive

If false, this link endpoint actively tries to connect to the peer. If true,
the link endpoint waits for the peer to connect to it.

QoS Control

The value to be set for the ToS field in IP header for the TCP control
connection.

QoS Data

The value to be set for the ToS field in IP header for the TCP Data
connection.

IP Compression

What algorithm is used, if any.

Write Accelerator

The Write accelerator allows for enhancing SCSI write performance.
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Field

Description

Tape Accelerator

If true, the tape accelerator (which allows for enhancing Tape write
performance) is enabled.

Tape Accelerator Oper

Write Acceleration is enabled for the FCIP link.

TapeRead Accelerator Oper

Enabled automatically when the Tape Accelerator Oper is active.

FlowCtrlBufSize Tape (KB)

The size of the flow control buffer (64K to 32MB). If set to 0, flow
control buffer size is calculated automatically by the switch.

IPSec

Indicates whether the IP Security has been turned on or off on this link.

XRC Emulator

Check to enable XRC Emulator. It is disabled by default.

XRC Emulator Oper

Indicates the operational status of XRC Emulator.

FCIP Tunnels (FICON TA)

Field

Description

Interface

A unique value that identifies the interface on this FCIP device to which
this link pertains.

VSAN List Admin

The list of VSANs for which FICON Tape Acceleration is configured.

VSAN List Oper

The list of VSANSs for which FICON Tape Acceleration is operationally
on.

FCIP Tunnels Statistics

Field

Description

Interface

A unique value that identifies the interface on this FCIP device to which
this link pertains.

Rx IPCompRatio

The IP compression ratio for received packets on the FCIP device. The
value of this object will be presented as a floating point number with two
digits after the decimal point.

Tx IPCompRatio

The IP compression ratio for transmitted packets on the FCIP device.
The value of this object will be presented as a floating point number with
two digits after the decimal point.

FCIP XRC Statistics

Field Description

Profileld Unique ID of the profile.

Interface Name of the interface.

RRSAccelerated The number of read record set IUs accelerated.
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Field Description

RRSForwarded Number of read record set IUs forwarded.

BusyStatus Number of instances of busy status received from the control unit.
UnitCheckStatus Number of instances of unit check status received from the control unit.
cfmFcipLinkExtXRCEStats |Number of selective resets processed.

SelReset

BufferAllocErrors Number of buffer allocation errors.

iISCSI Connection

Field Description
LocalAddr The local Internet Network Address used by this connection.
RemoteAddr The remote Internet Network Address used by this connection.
CID The iSCSI Connection ID for this connection.
State The current state of this connection, from an iSCSI negotiation point of
view.
e login - The transport protocol connection has been established, but
a valid iSCSI login response with the final bit set has not been sent
or received.
e full - A valid iSCSI login response with the final bit set has been
sent or received.
e Jlogout - A valid iSCSI logout command has been sent or received,
but the transport protocol connection has not yet been closed.
MaxRecvDSLen The maximum data payload size supported for command or data PDUs
in use within this connection. Note that the size of reported in bytes even
though the negotiation is in 512k blocks.
SendMarker Indicates whether or not this connection is inserting markers in its
outgoing data stream.
HeaderDigest The iSCSI header digest scheme in use within this connection.
DataDigest The iSCSI data digest scheme in use within this connection.

iISCSI Initiators

Field

Description

Name or IP Address

A character string that is a globally unique identifier for the node
represented by this entry.

VSAN Membership The list of configured VSANSs the node represented by this entry can
access.
Dynamic If true, then the node represented by this entry is automatically

discovered.

Cisco Prime DCNM SAN Client Online Help g



Chapter 1

iISCSI Targets
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Field

Description

Initiator Type

Indicates whether the node is a host that participates in iSCSI
load-balancing.

Persistent Node WWN If true, then the same FC address is assigned to the node if it were to be
represented again in the FC domain with the same node name. Note that
the node FC address is either automatically assigned or manually
configured.

SystemAssigned Node If true, the FC address is automatically assigned to this node. If false,

WWNN then the FC address has to be configured manually.

Node WWN The persistent FC address of the node.

Persistent Port WWN If true, then the same FC address is assigned to the ports of the node if
it were to be represented again in the FC domain with the same node
name.

Port WWN All the FC port addresses associated with this node.

AuthUser This is the only CHAP user name that the initiator is allowed to log in

with.

Target UserName

(Optional) The user name to be used for login. If you do not supply a
username, the global user name is used.

Target Password

(Optional) The password to be used for login. If you do not supply a
password, the global password is used.

Load Metric

A configured load metric of this iSCSI initiator for the purpose of iSCSI
load balancing.

Auto Zone Name

The zone name that is used when the system creates automatic zone for
this initiator's specific list of targets.

Field

Description

Dynamically Import FC
Targets

Check this option to dynamically import FC targets into the iSCSI
domain. A target is not imported if it already exists in the iSCSI domain.

iSCSI Name

The iSCSI name of the node represented by this entry.

Dynamic

Indicates if the node represented by this entry was either automatically
discovered or configured manually.

Primary Port WWN

The FC address for this target.

Secondary Port WWN

The optional secondary FC address for this target. This is the FC address
used if the primary cannot be reached.

LUN Map iSCSI

The configured default Logical Unit Number of this LU.

LUN Map FC Primary

The Logical Unit Number of the remote LU for the primary port address.

LUN Map FC Secondary

The Logical Unit Number of the remote LU for the secondary port
address.
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Field

Description

Initiator Access All

If true, then all the initiators can access this target even those which are
not in the initiator permit list of this target. If false, then only initiators
which are in the permit list are allowed access to this target.

Initiator Access List

Lists all the iSCSI nodes that are permitted to access the node
represented by this entry. If AllAllowed is false and the value of List is
empty, then no initiators are allowed to access this target.

Advertised Interfaces

Lists all the interfaces on which the target could be advertised.

Trespass Mode

The trespass mode for this node. Every iSCSI target represents one or
more port(s) on the FC target. If true, the node instructs the FC node to
present all LUN I/O requests to secondary port if the primary port is
down.

RevertToPrimaryPort

Indicates if it is required to revert back to primary port if the FC target
comes back online.

iISCSI Session Initiators

Field

Description

Name or IP Address

The name or IP address of the initiator port.

Alias

The initiator alias acquired at login.

Module Control

iISCSI Global

Field

Description

Module Id

ID of the module.

Admin Status

Enables or disables the iSCSI feature for the module.

OperStatus Shows whether the iSCSI interface is enabled or disabled for the
module.

Field Description

AuthMethod The authentication method.

InitiatorIdleTimeout The time for which the gateway (representing a FC target) waits from the

time of last iSCSI session to a iSCSI initiator went down, before purging
the information about that iSCSI initiator.

iSLB ZonesetActivate

Checking this option performs automatic zoning associated with the
initiator targets
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Field

Description

Dynamiclnitiator

This field determines how dynamic iSCSI initiators are created.
Selecting the iSCSI option (default) creates dynamic iSCSI initiators. If
you select iSLB then the an iSLB dynamic initiator is created. Selecting
the deny option does not allow dynamic creation of the initiators.

Target UserName

The default user name used for login. If an initiator user name is
specified, that user name is used instead.

Target Password

The default password used for login. If an initiator password is
specified, that password is used instead.

iISCSI Session Statistics

Field

Description

PDU Command

The count of Command PDUs transferred on this session.

PDU Response

The count of Response PDUs transferred on this session.

Data Tx The count of data bytes that were transmitted by the local iSCSI node on
this session.
Data Rx The count of data bytes that were received by the local iSCSI node on

this session.

Errors Digest

Authentication errors.

Errors CxnTimeout

Connection timeouts.

iSCSI iSLB VRRP

Field

Description

Vrld, IpVersion

The virtual router number and the IP version (IPv4, IPv6, or DNS).

Load Balance

Indicates whether load balancing is enabled.

iISCSI Initiator Access

Field

Description

Initiator Name

The iSCSI node name.
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IP Storage

Field

Description

Name

A globally unique identifier for the node.

Port WWN(s) Primary

The Fibre-Channel target's port addresses associated with this iSCSI
initiator-specific target.

Port WWN(s) Secondary

The Fibre-Channel target's port addresses associated with this iSCSI
initiator-specific target.

LUN Map (Hex) iSCSI

The Fibre-Channel target's port addresses associated with this iSCSI
initiator-specific target.

LUN Map (Hex) FC Primary

The Fibre-Channel target's port addresses associated with this iSCSI
initiator-specific target.

LUN Map (Hex) FC
Secondary

The Fibre-Channel target's port addresses associated with this iSCSI
initiator-specific target.

No AutoZone Creation

Indicates if a FibreChannel zone is automatically created for this iSCSI
initiator-target and the iSCSI initiator. If true the zone is not
automatically created. If false (default) the zone is automatically
created.

Trespass Mode

The trespass mode for this node. If true the FC node instance presents
all LUN I/O requests to the secondary port (fcSecondaryAddress) if the
primary port (fcAddress) is down.

Revert to Primary Port

The revert to primary mode for this node. If true the FC node instance
presents all LUN I/O requests to the primary port fcAddress) when the
primary port comes back online.

Primary PWWN VSAN

Indicates the VSAN into which the auto zone is placed for this initiator
target. If this object is not set then the VSAN is determined by querying
the name server.

Secondary PWWN VSAN

Indicates the VSAN into which the auto zone is placed for this initiator
target. If this object is not set then the VSAN is determined by querying
the name server.

iSCSI Initiator PWWN

Field

Description

Port WWN

The FC address for this entry.
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iISCSI Sessions

Field Description
Type Type of iSCSI session:
e normal - session is a normal iSCSI session
e discovery - session is being used only for discovery.
TargetName If Direction is Outbound, this will contain the name of the remote target.
Vsan ID The VSAN to which this session belongs to.
ISID The initiator-defined portion of the iSCSI Session ID.
TSIH The target-defined identification handle for this session.

ISCSI Sessions Detail

Field Description

ConnectionNumber The number of transport protocol connections that currently belong to
this session.

ImmediateData Whether the initiator and target have agreed to support immediate data
on this session.

Initial If true, the initiator must wait for a Ready-To-Transfer before sending to
the target. If false, the initiator may send data immediately, within limits
set by FirstBurstSize and the expected data transfer length of the
request.

MaxOutstanding The maximum number of outstanding Ready-To-Transfers per task
within this session.

First The maximum length supported for unsolicited data sent within this
session.

Max The maximum number of bytes which can be sent within a single
sequence of Data-In or Data-Out PDUs.

Sequence If false, indicates that iSCSI data PDU sequences may be transferred in
any order. If true indicates that data PDU sequences must be transferred
using continuously increasing offsets, except during error recovery.

PDU If false, iSCSI data PDUs within sequences may be in any order. If true

indicates that data PDUs within sequences must be at continuously
increasing addresses, with no gaps or overlay between PDUs.

IP Services

e JP Routes
e [P Statistics IP

e mgmt0 Statistics
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e TCP UDP TCP
e TCP UDP UDP
e VRRP General
e CDP General
e iSNS Profiles

¢ Monitor Dialog Controls

IP Services W

Field

Description

Routing Enabled

When this check box is enabled, the switch is acting as in IP router.

Destination, Mask, Gateway

The value that identifies the local interface through which the next hop
of this route should be reached.

Metric The primary routing metric for this route.

Interface The local interface through which the next hop of this route should be
reached.

Active Indicates whether the route is active.

IP Statistics ICMP

Field Description

InParmProbs The number of ICMP Parameter Problem messages received.

OutParmProbs The number of ICMP Parameter Problem messages sent.

InSrcQuenchs The number of ICMP Source Quench messages received.

InRedirects The number of ICMP Redirect messages received.

InEchos The number of ICMP Echo (request) messages received.

InEchoReps The number of ICMP Echo Reply messages received.

InTimestamps The number of ICMP Timestamp (request) messages received.

InTimestampReps The number of ICMP Timestamp Reply messages received.

InAddrMasks The number of ICMP Address Mask Request messages received.

InAddrMaskReps The number of ICMP Address Mask Reply messages received.

InDestUnreachs The number of ICMP Destination Unreachable messages received.

InTimeExcds The number of ICMP Time Exceeded messages received.

OutSrcQuenchs The number of ICMP Source Quench messages sent.

OutRedirects The number of ICMP Redirect messages sent. For a host, this value will
always be N/A, since hosts do not send redirects.

OutEchos The number of ICMP Echo (request) messages sent.
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Field Description

OutEchoReps The number of ICMP Echo Reply messages sent.
OutTimestamps The number of ICMP Timestamp (request) messages sent.
OutTimestampReps The number of ICMP Timestamp Reply messages sent.
OutAddrMasks The number of ICMP Address Mask Request messages sent.
OutAddrMaskReps The number of ICMP Address Mask Reply messages sent.
OutDestUnreachs The number of ICMP Destination Unreachable messages sent.
OutTimeExcds The number of ICMP Time Exceeded messages sent.

IP Statistics IP

Field

Description

InHdrErrors

The number of input data grams discarded due to errors in their IP
headers, including bad checksums, version number mismatch, other
format errors, time-to-live exceeded, errors discovered in processing
their IP options, etc.

InAddrErrors

The number of input data grams discarded because the IP address in
their IP header's destination field was not a valid address to be received
at this entity. For entities which are not IP routers and therefore do not
forward datagrams, this counter includes datagrams discarded because
the destination address was not a local address.

InUnknownProtos

The number of locally-addressed datagrams received successfully but
discarded because of an unknown or unsupported protocol.

InDiscards

The number of input IP data grams for which no problems were
encountered to prevent their continued processing, but which were
discarded (e.g., for lack of buffer space). Note that this counter does not
include any datagrams discarded while awaiting re-assembly.

OutDiscards

The number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but which
were discarded (e.g., for lack of buffer space). Note that this counter
would include datagrams counted in ipForwDatagrams if any such
frames met this (discretionary) discard criterion.

OutNoRoutes

The number of IP datagrams discarded because no route could be found
to transmit them to their destination. Note that this counter includes any
frames counted in ipForwDatagrams which meet this “no-route’'
criterion. Note that this includes any datagrams which a host cannot
route because all of its default routers are down.

FragFails

The number of IP datagrams that have been discarded because they
needed to be fragmented at this entity but could not be, e.g., because
their Don't Fragment flag was set.
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Field Description

ReasmFails The number of failures detected by the IP re-assembly algorithm (for
whatever reason: timed out, errors, etc). Note that this is not necessarily
a count of discarded IP fragments since some algorithms (notably the
algorithm in RFC 815) can lose track of the number of fragments by
combining them as they are received.

InReceives The total number of input datagrams received from interfaces, including
those received in error.

InDelivers The total number of input datagrams successfully delivered to IP
user-protocols (including ICMP).

OutRequests The total number of IP datagrams which local IP user- protocols
(including ICMP) supplied to IP in requests for transmission. Note that
this counter does not include any data grams counted in
ipForwDatagrams.

ForwDatagrams The number of input datagrams for which this entity was not their final
IP destination, as a result of which an attempt was made to find a route
to forward them to that final destination. In entities which do not act as
IP routers, this counter will include only those frames which were
Source-Routed via this entity, and the Source-Route option processing
was successful.

FragOKs The number of IP datagrams that have been successfully fragmented at
this entity.

FragCreates The number of IP datagram fragments that have been generated as a
result of fragmentation at this entity.

ReasmReqds The number of IP fragments received which needed to be reassembled
at this entity.

ReasmOKs The number of IP datagrams successfully re-assembled.

IP Statistics SNMP

Field Description

BadVersions The total number of SNMP messages which were delivered to the SNMP
entity and were for an unsupported SNMP version.

BadCommunityNames The total number of SNMP messages delivered to the SNMP entity
which used a SNMP community name not known to said entity.

BadCommunityUses The total number of SNMP messages delivered to the SNMP entity
which represented an SNMP operation which was not allowed by the
SNMP community named in the message.

ASNParseErrs The total number of ASN.1 or BER errors encountered by the SNMP
entity when decoding received SNMP messages.

TooBigs The total number of SNMP PDUs which were delivered to the SNMP

protocol entity and for which the value of the error-status field is tooBig.
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Field

Description

SilentDrops

The total number of GetRequest-PDUs, GetNextRequest-PDUs,
GetBulkRequest-PDUs, SetRequest-PDUs, and InformRequest-PDUs
delivered to the SNMP entity which were silently dropped because the
size of a reply containing an alternate Response-PDU with an empty
variable-bindings field was greater than either a local constraint or the
maximum message size associated with the originator of the request.

ProxyDrops

The total number of GetRequest-PDUs, GetNextRequest-PDUs,
GetBulkRequest-PDUs, SetRequest-PDUs, and InformRequest-PDUs
delivered to the SNMP entity which were silently dropped because the
transmission of the (possibly translated) message to a proxy target failed
in a manner (other than a time-out) such that no Response-PDU could
be returned.

NoSuchNames

The total number of SNMP PDUs which were delivered to the SNMP
protocol entity and for which the value of the error-status field is
noSuchName.

BadValues

The total number of SNMP PDUs which were delivered to the SNMP
protocol entity and for which the value of the error-status field is
badValue.

ReadOnlys

The total number valid SNMP PDUs which were delivered to the SNMP
protocol entity and for which the value of the error-status field is
readOnly. It should be noted that it is a protocol error to generate an
SNMP PDU which contains the value readOnly in the error-status field,
as such this is provided as a means of detecting incorrect
implementations of the SNMP.

GenErrs

The total number of SNMP PDUs which were delivered to the SNMP

protocol entity and for which the value of the error-status field is genErr.

Pkts

The total number of messages delivered to the SNMP entity from the
transport service.

GetRequests

The total number of SNMP Get-Request PDUs which have been
accepted and processed by the SNMP protocol entity.

GetNexts

The total number of SNMP Get-Next PDUs which have been accepted
and processed by the SNMP protocol entity.

SetRequests

The total number of SNMP Set-Request PDUs which have been
accepted and processed by the SNMP protocol entity.

OutTraps

The total number of SNMP Trap PDUs which have been generated by
the SNMP protocol entity.

OutGetResponses

The total number of SNMP Get-Response PDUs which have been
generated by the SNMP protocol entity.

OutPkts

The total number of SNMP Messages which were passed from the
SNMP protocol entity to the transport service.

TotalReqVars

The total number of MIB objects which have been retrieved successfully
by the SNMP protocol entity as the result of receiving valid SNMP
Get-Request and Get-Next PDUs.

TotalSetVars

The total number of MIB objects which have been altered successfully
by the SNMP protocol entity as the result of receiving valid SNMP
Set-Request PDUs.
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IP Statistics UDP
Field Description
InErrors The number of received UDP datagrams that could not be delivered for
reasons other than the lack of an application at the destination port.
InDatagrams The total number of UDP datagrams delivered to UDP users.
OutDatagrams The total number of UDP datagrams sent from this entity.
NoPorts The total number of received UDP datagrams for which there was no

application at the destination port.

mgmt0 Statistics
Field Description
InErrors Total number of received errors on the interface.
OutErrors Total number of transmitted errors on the interface.
InDiscards Total number of received discards on the interface.
OutDiscards Total number of transmitted discards on the interface.
TotalRxBytes Total number of bytes received.
TxBytes Total number of bytes transmitted.
RxFrames Total number of frames received.
TxFrames Total number of frames transmitted.

TCP UDP TCP

Field Description

State The state of this TCP connection.

TCP UDP UDP

Field Description

Port The local port number for this UDP listener.
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VRRP General

Field Description

IP Address Type, Vrld, The IP address type (IPv4, IPv6, or DNS), the virtual router ID, and the

Interface interface.

Admin The admin state of the virtual router (active or notInService).

Oper The current state of the virtual router. There are three defined values:

e ‘initialize', which indicates that all the virtual router is waiting for a
startup event.

e “backup', which indicates the virtual router is monitoring the
availability of the master router.

e master', which indicates that the virtual router is forwarding frames
for IP addresses that are associated with this router.

Priority Specifies the priority to be used for the virtual router master election
process. Higher values imply higher priority. A priority of '0' is sent by
the master router to indicate that this router has ceased to participate in
VRRP and a backup virtual router should transition to become a new
master. A priority of 255 is used for the router that owns the associated
IP address(es).

AdvInterval The time interval, in seconds, between sending advertisement messages.
Only the master router sends VRRP advertisements.

PreemptMode Controls whether a higher priority virtual router will preempt a lower
priority master.

UpTime When this virtual router transitioned out of “initialized'.

Version The VRRP version on which this VRRP instance is running.

AcceptMode Controls whether a virtual router in Master state will accept packets

addressed to the address owner's IPv6 address as its own if it is not the
IPv6 address owner. If true, the virtual router in Master state will accept.
If false, the virtual router in Master state will not accept.

VRRP IP Addresses

Field Description
Interface, VRRP ID, IP Interface, Virtual Router Redundancy Protocol ID, and associated IP
Address address
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VRRP Statistics

CDP General

Field

Description

IP Address Type, Vrld,
Interface

The IP address type (IPv4, IPv6, or DNS), the virtual router ID, and the
interface.

LastAdvRx

The total number of VRRP advertisements received by this virtual
router.

Protocol Traffic
MasterIpAddr

The master router's real (primary) IP address. This is the IP address
listed as the source in VRRP advertisement last received by this virtual
router.

Protocol Traffic
BecomeMaster

The total number of times that this virtual router's state has transitioned
to MASTER.

Priority 0 Rx

The total number of VRRP frames received by the virtual router with a
priority of '0".

Priority 0Tx

The total number of VRRP frames sent by the virtual router with a
priority of '0".

AuthErrors InvalidType

The total number of frames received with an unknown authentication
type.

Other Errors
dvIntervalErrors

The total number of VRRP advertisement frames received for which the
advertisement interval is different than the one configured for the local
virtual router.

Other Errors IpTtlErrors

The total number of VRRP frames received by the virtual router with IP
TTL (Time-To-Live) not equal to 255.

Other Errors

The number of VRRP frames received by the virtual router with an

InvalidTypePktsRcvd invalid value in the type field.

Other Errors The total number of frames received for which the address list does not
AddressListErrors match the locally configured list for the virtual router.

OtherErrors The total number of frames received with a frame length less than the
PacketLengthErrs length of the VRRP header.

RefreshRate The interval of time between refreshes.

Field Description

Enable Whether the Cisco Discovery Protocol is currently running. Entries in

CacheTable are deleted when CDP is disabled.

Messagelnterval sec

The interval at which CDP messages are to be generated. The default
value is 60 seconds.

HoldTime sec

The time for the receiving device holds CDP message. The default value
is 180 seconds.

LastChange

When the cache table was last changed.
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Field

Description

Supported Deviceld Format

Indicates the Device-ID format capability of the device.

Deviceld Format

An indication of the format of Device-ID contained in the corresponding
instance of the supported device.

CDP Neighbors

Field

Description

Switch

The Internet address for this entity.

Local Interface

A unique value that identifies the interface on this FCIP device to which
this link pertains.

DeviceName The remote device's name. By convention, it is the device's fully
qualified domain name.

DevicelD The device ID string as reported in the most recent CDP message.

DevicePlatform The version string as reported in the most recent CDP message.

Interface The port ID string as reported in the most recent CDP message.

IPAddress The (first) network-layer address of the device's SNMP-agent as
reported in the address TLV of the most recently received CDP message.

NativeVLAN The remote device's interface's native VLAN, as reported in the most
recent CDP message. The value 0 indicates no native VLAN field (TLV)
was reported in the most recent CDP message.

PrimaryMgmtAddr Indicates the (first) network layer address at which the device will
accept SNMP messages as reported in the most recently received CDP
message.

SecondaryMgmtAddr Indicates the alternate network layer address at which the device will

accept SNMP messages as reported in the most recently received CDP
message.

iISNS Profiles

Field Description
Addr The address of the iSNS server.
Port The TCP port of the iSNS server.
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ISNS Servers

Field Description

Name The name of the iSNS Server.

TcpPort The TCP port used for iSNS messages. If TCP is not supported by this

server, the value is 0.

Uptime The time the server has been active.

ESI Non Response The number of ESI messages that will be sent without receiving a

Threshold response before an entity is de-registered from the iSNS database.

# Entities The number of entities registered in iSNS on the server.

# Portals The number of portals registered in iSNS on the server.

# Portal Groups The number of portal groups registered in iSNS on the server.

# iSCSI Devices The number of iSCSI Nodes registered in iSNS on the server.
ISNS Entities

Field Description

Entity ID The iSNS entity identifier for the entity.

Last Accessed The time the entity was last accessed.

iISNS Cloud Discovery

Field Description
AutoDiscovery Whether automatic cloud discovery is turned on or off.
DiscoveryDelay Time duration between successive IP cloud discovery runs.

Cisco Prime DCNM SAN Client Online Help
| g 05



Chapter 1 |

W 1P Services

Field Description

Discovery The IP network discovery command to be executed.

e all - Run IP network discovery for all the gigabit ethernet interfaces
in the fabric.

e 1noOp (default) - no operation is performed.

CommandStatus The status of the license install / uninstall / update operation.

e success - discovery operation completed successfully

e nProgress - discovery operation is in progress

* none - no discovery operation is performed

e NolpNetworkNameSpecified - ipCloud name not specified
e invalidNetworkName - ipCloud is not configured

e NoIPSPortNameSpecified - gigE port ifindex not specified
¢ invalidIPSPortName - invalid gigE port interface

e general[SNSFailure - General ISNS Server Failure

iISNS Clouds

Field Description
1d The ID of the IP cloud.
Switch WWN The WWN of the switch in this table.

iISNS Cloud Interfaces

Field Description

Name, Switch WWN, The name, Switch WWN, interface, and address of the cloud.
Interface, Address

Monitor Dialog Controls

Field Description

Line Chart Opens a new window with a line chart representation of the data.

Area Chart Opens a new window with an area chart representation of the data.

Bar Chart Opens a new window with a bar chart representation of the data.

Pie Chart Opens a new window with a pie chart representation of the data.

Reset Cumulative Counters |Resets the counters to 0 if the Column Data display mode is set to
Cumulative.
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Field

Description

Export to File

Opens a standard Save dialog box. The data is saved as a .TXT file.

Print

Opens a standard Print dialog box.

Update Frequency

The interval at which the data is updated in the monitor dialog.

Column Data

Specifies the type of data that is displayed in the monitor dialog.

e Absolute Value - Displays the total amount since the switch was
booted. This is the default for error monitoring.

e Cumulative - Displays the total amount since the dialog was opened.
You can reset the counters by clicking the Reset Cumulative
Counters button, to gather a new set of cumulative data.

e Minimum/sec - Displays the minimum value per second at every
refresh interval.

e Maximum/sec - Displays the maximum value per second at every
refresh interval.

e Last Value/sec - Displays the most recent value per second at every
refresh interval. This is the default setting for traffic monitoring.

Elapsed

The amount of time that has elapsed since the dialog was opened. You
can reset this counter by clicking the Reset Cumulative Counters button,
to gather a new set of cumulative data.

iISNS Details iSCSI Nodes

Field Description

Name The iSCSI Name of the initiator or target associated with the storage
node.

Type The Node Type bit-map defining the functions of this iSCSI node, where
31 is a Target, 30 is an Initiator, 29 is a Control, and all others are
reserved.

Alias The Alias name of the iSCSI node.

ScnBitmap The State Change Notification (SCN) bitmap for a node.

WWN Token An optional globally unique 64-bit integer value that can be used to
represent the World Wide Node Name of the iSCSI device in a Fibre
Channel fabric.

AuthMethod The iSCSI authentication method enabled for this iSCSI Node.

iISNS Details Portals

Field Description
Addr The Internet address for this portal.
TcpPort The port number for this portal.
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Field Description

SymName The optional Symbolic Name for this portal.

Esilnterval The Entity Status Inquiry (ESI) Interval for this portal.

TCP ESI The TCP port number used for ESI monitoring.

TCP Scn The TCP port used to receive SCN messages from the iSNS server.
SecurityInfo Security attribute settings for the portal as registered in the Portal

Security Bitmap attribute.

Security

e Security Roles

e Feature Group Manager
e AAA General

e Common Roles

e SNMP Security Users

e Security Users Global

e FC-SP General/Password
e PKI General

e IKE Global

e [PSEC Global

e [P ACL Profiles

e [P Filter Profiles

e SSH/Telnet

e Port Security Actions

e IPsec
Security Roles
Field Description
Name Name of the role. Click the Create button to define a new role. Click the
Rules button to define the rules for this role.
Description Text description of the user role.

VSAN Scope Enable

Enables the ability to limit the role to specified VSANS.

VSAN Scope List

Specify a list of VSANSs to which the role is allowed access.

Interface Scope Enable

(Nexus 5000 Series only) Enables the ability to limit the role to specified
interfaces.

Interface Scope List

(Nexus 5000 Series only) Specify a list of interfaces to which the role is
allowed access.
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Note: this table applies only to Nexus 5000 Series switches.

Field Description
Rule Order The rules are applied in numerical order.
Permit? Indicates whether the rule will permit or deny the operation.

Rule Operation

The rule can specify read-only access or read-write access to the
operation.

Rule Element Type

The rule can be applied to a command, a feature, feature group or all.
Select all to apply the rule to all commands and features.

Rule Element

The rule element specifies the command, feature or feature group to
which the rule applies.

Features/Groups

Click the Features/Groups button to open the feature group manager.

Feature Group Manager

Note: this table applies only to Nexus 5000 Series switches.

Field Description

Name The name of the feature group.

Add To create a new feature group, enter a new feature group name in the
Name field, and click Add.

Add Feature To add features to feature groups, select one or more feature group
names in the Feature Groups panel, select features in the Features panel,
and click Add Feature.

Apply To save changes, click the Apply button

AAA LDAP Servers

Field

Description

IP Address Type

The IP address type (IPv4, IPv6, or DNS).

Name or IP Address

The name or IP address of the AAA server.

AuthPort

The Authentication port of the AAA server.

TimeOut(s)

The time in seconds between retransmissions to the AAA server.This
value overrides value set in the timeout set in the Features tab for this
server. If this value is zero, then the value set in the Features tab will be
used.
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Field

Description

Retransmits

The additional number of times the AAA server should be tried by the
AAA client before giving up on the server. This value overrides value
set in the Features tab. If this value is zero, then the value set in the
Features tab will be used.

Idle Time (m)

The time interval in minutes, at which the system periodically tests the
AAA Server by sending test packets to the server. The default value of
0 means that the AAA server is not tested periodically.

TestUser The user name to be used in the test packets sent to the AAA Server, to
test if the server responds to the requests.

TestPassword The password to be used in test packets sent to the AAA Server to test
if the server responds to the requests.

RootDN The root name that is used for authenticating access to LDAP server

database.

RootDNPasswordEncrType

Type of encryption that is used for the RootDNPassword password.

RootDNPassword The RootDN password to use if you want to perform root binding.
Anonymous bind will be performed if you do not enter a RoodDN
password.

SSL Mode Specifies whether the TLS tunnel needs be setup or not, before binding

with the LDAP server.

AAA Server Groups

Field Description

Name The name of the server group.

Protocol The AAA protocol to which this server group belongs to.

ServerldList This represents ordered list of AAA Servers which form this Server
Group. The order in which servers occur within the value determines the
Server priority in that group. The first one will be 'Primary' and the rest
are secondary (others). A Server Group can not exist without any
members.

DeadTime The DeadTime setting for AAA Server Group. This indicates the length

of time in minutes that the system will mark the server dead when a
AAA server does not respond to an authentication request. During the
interval of the dead time, any authentication request that comes up
would not be sent to that AAA server that was marked as dead. The
default value of 0 means that the AAA servers will not be marked dead
if they do not respond.
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AAA Search Map
Field Description
BaseDN Specifies the name of the base entry in the LDAP hierarchy from where
the LDAP server begins the search while processing the authorization
request.
Filter Specifies the name of the LDAP filter to be used for searching the user
entry in LDAP server database.
Attribute Specifies the LDAP attribute to be used as user profile private attribute.
AAA Applications
Field Description
ServerGroupldList This represents ordered list of AAA server groups that are configured

for this application to perform AAA functions. The order in which
server groups occur within the value determines the Server Group
priority in the list.

Local The 'Local' AAA means all the AAA functions are performed using the
local AAA service provided in the device. If enabled, is used only after
trying all the server groups in the server group list.

Trivial 'Trivial' AAA is used only after trying all the server groups and 'Local’
AAA (if configured). Trivial AAA corresponds to one of the following
based on the value of corresponding instance of AAAFunction.

e User name based authentication, if 'AAAFunction' value is
'authentication'

e No Authorization check, if '"AAAFunction' value is 'authorization'

e No accounting, if '"AAAFunction' value is 'accounting'.

AAA Defaults

Field Description

KeyEncrType The encryption type of the server key.

AuthKey The key used in encrypting the frames passed between the AAA server
and the client.This key must match the one configured on the server.

TimeOut The time in seconds between retransmissions to the AAA server.

Retransmits The additional number of times the AAA server should be tried by the

AAA client before giving up on the server.
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Field

Description

DirectReq

Specifies whether you can choose an AAA server for authentication
during login. If true, you can specify the remote AAA server for
authentication during login. If you specify the login name as

username @hostname, then the authentication request is sent to the
remote AAA server hostname with the user name as user name. If false,
you cannot specify the remote AAA server for authentication during
login.

DeadTime (m)

The DeadTime setting for AAA server group. This indicates the length
of time in minutes that the system will mark the server dead when a
AAA server does not respond to an authentication request. During the
interval of the dead time, any authentication request that comes up
would not be sent to that AAA server that was marked as dead. The
default value of 0 means that the AAA servers will not be marked dead
if they do not respond.

AAA General

Field Description

AuthTypeMSCHAP Indicates whether the MSCHAP authentication mechanism should be
used for authenticating the user through the remote AAA server during
login. If true, MSCHAP authentication is used. If false, the default
authentication mechanism is used.

AuthTypeMSCHAPv2 Indicates whether the MSCHAPV?2 authentication mechanism should be

used for authenticating the user through remote AAA Server during
login. If true, MSCHAP authentication is used. If false, the default
authentication mechanism is used.

Note  You are recommended to change one authentication mechanism at a time otherwise there might be an
error. For example, if you want to change MSCHAP to MSCHAPV2, please choose MSCHAP and apply,
and then choose MSCHAPV2 and apply.

AAA Statistics

Field

Description

Authentication

Requests The number of authentication requests sent to this server since it was
made active. Retransmissions due to request timeouts are counted as
distinct requests.

Timeouts The number of authentication requests which have timed out since the

server was made active.
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Field Description

Unexpected The number of unexpected authentication responses received from this
server since it was made active.

Errors The number of server ERROR authentication responses received from
this server since it was made active.

Incorrect The number of authentication responses which could not be processed
since the server was made active.

ResponseTime Average response time for authentication requests sent to this server,
excluding timeouts, since system re-initialization.

Successes The number of authentication transactions with this server which
succeeded since it was made active. A transaction may include multiple
request retransmissions if timeouts occur. A transaction is successful if
the server responds with either an authentication pass or fail.

Failures The number of authentication transactions with this server which failed

since it was made active. A transaction may include multiple request
retransmissions if timeouts occur. A transaction failure occurs if
maximum resends have been met or the server aborts the transaction.

Authorization

Requests

The number of authorization requests sent to this server since it was
made active. Retransmissions due to request timeouts are counted as
distinct requests.

Timeouts

The number of authorization requests which have timed out since the
server was made active. A timeout results in a retransmission of the
request. If the maximum number of attempts has been reached, no
further retransmissions will be attempted.

Unexpected

The number of unexpected authorization responses received from this
server since it was made active. An example is a delayed response to a
request which had already timed out.

Errors

The number of server ERROR authorization responses received from
this server since it was made active. These are responses indicating that
the server itself has identified an error with its authorization operation.

Incorrect

The number of authorization responses which could not be processed
since the server was made active. Reasons include inability to decrypt
the response, invalid fields, or the response is not valid based on the
request.

ResponseTime

Average response time for authorization requests sent to this server,
excluding timeouts, since system re-initialization.

Successes

The number of authorization transactions with this server which
succeeded since it was made active. A transaction may include multiple
request retransmissions if timeouts occur. A transaction is successful if
the server responds with either an authorization pass or fail.

Failures

The number of authorization transactions with this server which failed
since it was made active. A transaction may include multiple request
retransmissions if timeouts occur. A transaction failure occurs if
maximum resends have been met or the server aborts the transaction.

Accounting
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Field

Description

Requests

The number of accounting requests sent to this server since system
re-initialization. Retransmissions due to request timeouts are counted as
distinct requests.

Timeouts

The number of accounting requests which have timed out since system
re-initialization. A timeout results in a retransmission of the request If
the maximum number of attempts has been reached, no further
retransmissions are attempted.

Unexpected

The number of unexpected accounting responses received from this
server since system re-initialization. An example is a delayed response
to a request which had already timed out.

Errors

The number of server ERROR accounting responses received from this
server since system re-initialization. These are responses indicating that
the server itself has identified an error with its accounting operation.

Incorrect

The number of accounting responses which could not be processed since
system re-initialization. Reasons include inability to decrypt the
response, invalid fields, or the response is not valid based on the request.

ResponseTime

Average response time for accounting requests sent to this server, since
system re-initialization excluding timeouts.

Successes

The number of accounting transactions with this server which succeeded
since system re-initialization. A transaction may include multiple
request retransmissions if timeouts occur. A transaction is successful if
the server responds with either an accounting pass or fail.

Failures

The number of accounting transactions with this server which failed
since system re-initialization. A transaction may include multiple
request retransmissions if timeouts occur. A transaction failure occurs if
maximum resends have been met or the server aborts the transaction.

Statistics

State

Current state of the server.
e up - Server responding to requests
e dead - Server failed to respond

A server is marked dead if it does not respond after maximum
retransmissions. A server is marked up again either after a waiting
period or if some response is received from it

Duration Current (csec)

The elapsed time the server has been in its current state.

Duration Previous (csec)

This object provides the elapsed time the server was been in its previous
state prior to the most recent state. This value is zero if the server has
not changed state.

TotalDeadTime The total elapsed time this server's state has had the value dead since
system re-initialization.
DeadCount The number of times this server's state has transitioned to dead since

system re-initialization
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Field Description
iSCSI User The name of the iSCSI user.
Password The password of the iSCSI user.

Common Roles

Note: Common Roles is not available in displayFCoE mode (use Security Roles).

Field Description

Description Description of the common role.

Enable This specifies whether the common Role has a VSAN restriction or not.
List List of VSANSs user is restricted to.

SNMP Security Users

Field Description

Role The user in Security Model independent format.

Password Password of the common user. For SNMP, this password is used for both
authentication and privacy. For CLI and XML, it is used for
authentication only.

Digest The type of digest authentication protocol which is used.

Encryption The type of encryption authentication protocol which is used.

ExpiryDate The date on which this user will expire.

SSH Key File Configured

Specifies whether the user is configured with SSH public key.

SSH Key File

The name of the file storing the SSH public key. The SSH public key is
used to authenticate the SSH session for this user. Note that this applies
to only CLI user. The format can be one of the following:

e SSH Public Key in OpenSSH format

e SSH Public Key in IETF SECSH (Commercial SSH public key
format)

e SSH Client Certificate in PEM (privacy-enhanced mail format)
from which the public key is extracted

e SSH Client Certificate DN (Distinguished Name) for certificate
based authentication
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Field Description

Creation Type The type of the credential store of the user. When a row is created in this
table by a user, the user entry is created in a credential store local to the
device. In case of remote authentication mechanism like AAA Server
based authentication, credentials are stored in other (remote)

system/device.
Expiry Date The date on which this user will expire.
SNMP Security Communities
Field Description
Community The community string.
Role The Security Model name.
Security Users Global
Field Description
Enforce SNMP Privacy Specifies whether the SNMP agent enforces the use of encryption for
Encryption SNMPv3 messages globally on all the users in the system.
Cache Timeout This specifies maximum timeout value for caching the user credentials
in the local system.

Note  The privacy password and authentication password are required for an administrator to create a new user
or delete an existing user in Device Manager. However, if the administrator does not provide these
credentials at the time of creating a new user, Device Manager uses the authentication password of the
administrator as the privacy password. If the privacy protocol defined for the user is not DES (default),
the SNMP Agent in the MDS will not be able to decrypt the packet and the SNMP Agent times out. If
the privacy protocol defined for the user is not DES, the user needs to provide both the privacy password
and the protocol when logging in.

FC-SP General/Password

Field Description

Timeout Timeout period for FC-SP messages

HashList Contains a proposed hash mechanism, in the order of preference. The
first is the most preferred and the last contains the least preferred.
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Field Description

GroupList Each "' separated token contains a value, corresponding to a
Diffie-Hellman group identifier.

GenericPasswd Password for the switch

FC-SP Interfaces

Field Description
Mode The FC-SP mode on this interface.

e If autoPassive, a port would not initiate any FC-SP authentication
exchange; but would always take part in FC-SP authentication
exchange initiated by the other side.

e If autoActive, a port would always try to initiate FC-SP
authentication exchange after ESC. If other side does not support
FC-SP authentication, port will still be brought up.

e If on, port would always try to initiate FC-SP authentication
exchange and authentication is done before the port becomes up. If
other side does not support FC-SP authentication, port will not be
brought up.

e If off, port would never initiate FC-SP authentication exchange and
send reject to any FC-SP authentication message started from other
end. If this is not 'off", then port has to support at least one FC-SP
authentication protocol.

~
Note  You need to configure the FC-SP DHCHAP mode individually
on each switch to avoid the timeout error from DCNM.

Reauthenticate Interval (hr) |The time (in hours) for which a port has to wait before trying to
re-authenticate the other end.

Reauthenticate Start Re-authenticate the other end, if this is set to enable.

Auth Successes The number of times the FC-SP authentication succeeded on this
interface.

Auth Fails The number of times the FC-SP authentication failed on this interface.

Auth Bypasses The number of times the FC-SP authentication was bypassed on this
interface.

FC-SP Local Passwords

Field Description
Local WWN The World Wide Name of the local host.
Password Password of the local switch.
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FC-SP Remote Passwords

Field Description
Remote WWN The World Wide Name of the remote host.
Password Password of the remote switch.

FC-SP Statistics

Field Description

Auth Succeeded The number of times the FC-SP authentication succeeded on this
interface.

Auth Failed The number of times the FC-SP authentication failed on this interface.

Auth ByPassed The number of times the FC-SP authentication was bypassed on this
interface.

EspSpiMismatch The number of frames received with a mismatched SPI.

EspAuthFailed The number of frames received that failed ESP authentication check.

FC-SP SA (Security Association)

Field Description

SPI Displays the Security Parameter Index value.
Salt Salt used for encryption.

Key Key used for encryption and authentication.

FC-SP ESP Interfaces

Field Description
Interface Name of the interface.
ESP Mode Specifies the ESP mode as one of the following:

e None-ESP is not running on the link.
¢ Gcem- Link needs to be encrypted and authenticated.

¢ Gmac-Link needs to be authenticated

EgressSA Specifies the egress security association to be used. Valid values are
between 256 and 65536.
IngressSA1 Specifies the ingress security association to be used. Valid values are

between 256 and 65536.
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Field Description
IngressSA2 Specifies the ingress security association to be used. Valid values are
between 256 and 65536.
EspFailureReason Displays the reason of failure. “None” indicates that no error.
PKI General
Field Description
Switch Name of the switch.
CertStoreConfig The certificate store configuration used by the system for authentication.

PKI RSA Key-Pair

Field Description
Name The name or label of a key-pair.
Size The size of the key. The following modulus sizes are defined:

e 512-bit, 768-bit, 1024-bit, 1536-bit and 2048-bit.

Once created, the size cannot be changed. After a key-pair has been
deleted through row deletion, the entry can be created again with another
size.

FileName The name of the file storing the RSA private key. This filename is
automatically generated from the key-pair name. It is a unix style /'
separated string representing the absolute path of the file in the file
system of the device.

Exportable The key-pair is exportable through the exportpkcs12 PKI support action.
Once created, the exportable flag value cannot be changed. After a
key-pair has been deleted through row deletion, the entry can be created
again with another value for the exportable flag.

PKI Trust Point

Field Description

Name The name or label of a trust point.

KeyPair Name The name of the associated key-pair from a key-pair table. If a key-pair
is not yet associated, the value will be a zero length string.
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Field

Description

Revoke CheckMethods

Revocation checking methods list which is an ordered list of certificate
revocation checking methods to be employed while verifying peer
certificates issued by the CA corresponding to this trust point entry. The
value of this object is a ordered list of one or more 1-octet values, where
each 1-octet value corresponds to a method in the revocation checking
method enumeration:

e none (1) - No revocation status checking needed; instead consider
the certificate as not revoked.

e crl (2) - Use CRL for checking the revocation status of certificates.

e ocsp (3) - Use OCSP for checking the revocation status of
certificates.

If none occurs in the list, it should be the last value. The octets after the
last value in the ordered list should be zero octets.

The order in which the revocation checking methods occur within the
value of this object determines the order the revocation checking
methods are attempted during the verification of a peer certificate. The
default value (after row creation) contains only the revocation checking
method crl.

OCSPurl

The contact http url of the external OCSP server for certificate
revocation checking using OCSP protocol. The default value (after row
creation) s a zero length string.

PKI Trust Point Actions

Field Description

Name The name or label of the trust point action.

Command The PKI support action to be triggered for this trust point entry.

Url Indicates the file name containing the input or output certificate data
needed for the PKI support action being triggered on this entry. The file
name should be specified as bootflash:<filename> and it should be
available on bootflash or get created on bootflash depending upon the
action being triggered.

Password Indicates the password required to perform the PKI support action being

triggered. This password is required to be specified only for certreq,
importpkcs12 and exportpkes12 actions. For security reasons, the value,
whenever it is retrieved by the management protocol, is always the zero
length string.

Last Command

The PKI support action attempted last. The value attempted to be set for
cpkiAction object last. If no action has been triggered for the trust point

after its creation, then retrieving the value of this object will return none.

Result

The result of the execution of the last PKI support action.
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Field Description
Switch Name of the switch.
Store Type The type of remote certificate store.
CRL Timer (hrs) The time interval based on which the CRL's corresponding to the CA

certificates are updated. The CA certificates and the corresponding
CRL's are fetched from remote certstore for authenticaion are stored in
local cache to avoid time delays for subsequent authentication.

Server Group Name The name of the server group that is used for the remote certstore
operations.

PKI Certificate Map

Field Description

Switch Name of the switch

Filter Name The unique name of the mapping filter

Subject Name The subject name of the CA certificate.

Alternate Name Email AltNameEmail is another unique field and is a part of the subject name,
that is used for authentication.

Alternate Name Universal |UPN is another unique field and is a part of the subject name, that is

Principal Name used for authentication.

PKI Certificate Map <-> Application

Field Description

Switch Name of the switch.

Purpose / Issuer Name The issuer name of the certificate

Map Name 1 The name of the first filtering map that will be applied to the certificate

with a given purose and an issuer name.

Map Name 2 The name of the second filtering map that will be applied to the
certificate with a given purose and an issuer name.
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Field

Description

Name

The name or label of the key-pair.

IdCert FileName

The name of the file storing the identity certificate. It is a unix style '/'
separated string representing the absolute path of the file in the file
system of the device. If there is no identity certificate obtained as yet,
the value will be a zero length string.

IdCert SubjName

The subject name of the identity certificate. If there is no certificate or
no subject name in the certificate, the value of this object will be a zero
length string.

IdCert SerialNum

The serial number of the identity certificate. If there is no certificate, the
value of this object will be a zero length string.

IdCert StartDate

The time when the identity certificate starts to be valid, corresponding
to the notBefore field in the certificate. If there is no certificate, the
value of this object will be a zero length string.

IdCert EndDate

The time when the identity certificate validity ends, corresponding to the
notAfter field in the certificate. If there is no certificate, the value of this
object will be a zero length string.

IdCert FingerPrint

The MDS5 fingerprint of the identity certificate in HEX string format. If

there is no certificate, the value of this object will be a zero length string.

IssuerCert FileName

The name of the file storing the issuer certificate. It is a unix style /'
separated string representing the absolute path of the file in the file
system of the device. If there is no issuer certificate obtained yet, the
value of this object will be a zero length string.

IssuerCert SubjName

The issuer name (subject name in issuer certificate which will be the
same as the issuer name in the identity certificate if present). If there is
no certificate, the value will be a zero length string.

IssuerCert SerialNum

The serial number of the issuer certificate. If there is no certificate, the
value will be a zero length string.

IssuerCert StartDate

The time when the issuer certificate starts to be valid, corresponding to
the notBefore field in the certificate. If there is no certificate, the value
will be a zero length string.

IssuerCert EndDate

The time when the issuer certificate validity ends, corresponding to the
notAfter field on in the certificate. If there is no certificate, the value will
be a zero length string.

IssuerCert FingerPrint

The MDS5 fingerprint of the issuer's certificate in HEX string format. If

there is no certificate, the value of this object will be a zero length string.
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IKE Global

Field Description

Remldentity Displays the keep alive interval in seconds used by the IKE entity on the
managed device with all the peers for the DOI corresponding to this
conceptual row.

Key Displays the type of keep alives to be used by the IKE entity on the
managed device with all the peers for the DOI corresponding to this
conceptual row.

IKE Pre-Shared AuthKey

Field Description

KeepAlivelnterval (sec) The Phase 1 ID identity of the peer for which this pre-shared key is
configured on the local entity.

IdentityType The pre-shared authorization key used in authenticating the peer
corresponding to this conceptual row.

IKE Policies

Field Description

Priority The priority of this ISAKMP Policy entry. The policy with lower value
would take precedence over the policy with higher value in the same
DOL.

Encr The encryption transform specified by this ISAKMP policy

specification. The Internet KeyExchange (IKE) tunnels setup using this
policy item would use the specified encryption transform to protect the
ISAKMP PDUs.

Hash The hash transform specified by this ISAKMP policy specification. The
IKE tunnels setup using this policy item would use the specified hash
transform to protect the ISAKMP PDUs.

Auth The peer authentication method specified by this ISAKMP policy
specification. If this policy entity is selected for negotiation with a peer,
the local entity would authenticate the peer using the method specified
by this object.

DHGroup Specifies the Oakley group used for Diffie Hellman exchange in the
Main Mode. If this policy item is selected to negotiate Main Mode with
an IKE peer, the local entity chooses the group specified by this object
to perform Diffie Hellman exchange with the peer.

Lifetime (sec) Specifies the lifetime in seconds of the IKE tunnels generated using this
policy specification.
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IKE Initiator Version

Field Description

Address The address of the remote peer corresponding to this conceptual row.
This object cannot be modified while the corresponding value of
ciclkeCfglnitiatorStatus is equal to active.

Version The IKE protocol version used when connecting to a remote peer
specified in ciclkeCfgInitiatorPAddr. This object cannot be modified
while the corresponding value of ciclkeCfglnitiatorStatus is equal to
active.

IKE Tunnels

Field Description

LocalAddress The address of the local endpoint for the Phase-1 tunnel.

RemoteAddresss The address of the remote endpoint of the Phase-1 tunnel.

AuthMethod The authentication method used in Phase-1 negotiations on the control
tunnel corresponding to this conceptual row.

Action The action to be taken on this tunnel. If clear, then this tunnel is cleared.
If re-key, then re-keying is forced on this tunnel. The value none would
be returned on doing read of this object.

IPSEC Global
Field Description

Lifetime (sec)

The default lifetime (in seconds) assigned to an IPSEC tunnel as a global
policy (maybe overridden in specific cryptomap definitions).

Lifesize (KB)

The default life size in KBytes assigned to an IPSEC tunnel as a global
policy (unless overridden in cryptomap definition).

IPSEC Transform Set

Field Description

Id This is the sequence number of the transform set that uniquely identifies
the transform set. Distinct transform sets must have distinct sequence
numbers.

Protocol Represents the suite of Phase-2 security protocols of this transform set.

ESP Encryption Represents the transform used for ESP encryption.
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Field Description
ESP Authentication Represents the transform used to implement integrity check with ESP
protocol.
Mode Represents the encapsulation mode of the transform set.
IPSEC CryptoMap Set Entry
Field Description
IpFilter Specifies an IP protocol filter to be secured using this cryptomap entry.

When it has a value of zero-length string, it is not valid/applicable.

TransformSetIdList The list of cipsXformSetld that are members of this
CipsStaticCryptomapEntry. The value of this object is a concatenation
of zero ormore 4-octet strings, where each 4-octet string contains a
32-bit cipsXformSetld value in network byte order. A zero length string
value means this list has no members.

AutoPeer If true the destination address is taken as the peer address, while creating
the tunnel.

Peer Address The IP address of the peer to which this cryptomap entry is currently
connected.

PFS Identifies whether the tunnels instantiated due to this policy item should
use Perfect Forward Secrecy (PFS) and if so, what group of Oakley they
should use.

LifeTime Specifies the lifetime of the IPsec Security Associations (SA) created

using this IPsec policy entry.

Lifesize Value Identifies the life size (maximum traffic in bytes that may be carried) of
the IPSec SAs created using this IPSec policy entry. When a Security
Association (SA) is created using this IPsec policy entry, its life size
takes the value of this object.

IPSEC Interfaces

Field Description

CryptomapName The index of the static cryptomap table. The value of the string is the
name string assigned by the NMS when defining a cryptomap set.

InterfaceList Interfaces belong to the cryptomap.
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IPSEC Tunnels

Field Description

Local Address The IP address of the local endpoint for the IPsec Phase-2 tunnel.

RemoteAdddress The type of the IP address of the remote endpoint for the IPsec Phase-2
tunnel.

ESP Encryption The encryption algorithm used by the outbound security association of

the IPsec Phase-2 tunnel.

ESP Encryption KeySize The key size in bits of the negotiated key to be used with the algorithm
denoted by ceipSecTunOutSaEncryptAlgo. For DES and 3DES the key
size is respectively 56 and 168. For AES, this will denote the negotiated

key size.
ESP Authentication The authentication algorithm used by the inbound encapsulation
security protocol (ESP) security association of the IPsec Phase-2 tunnel.
LifeSize (KB) The negotiated life size of the IPSEC Phase-2 tunnel in kilobytes.
LifeTime (sec) The negotiated lifetime of the IPSEC Phase-2 tunnel in seconds. If the

tunnel was setup manually, the value of this MIB element should be 0.

Action The status of the MIB table row.

IP ACL Profiles

Field Description

Name This is the unique IP protocol filter profile identifier.

Type This object determines the usage type for this filter profile. This usage
type cannot be changed after the profile has been created.

IP ACL Interfaces

Field Description

ProfileName This is the unique IP protocol filter profile identifier.
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IP Filter Profiles
Field Description
Action If it is set to deny, all frames matching this filter will be discarded and

scanning of the remainder of the filter list will be aborted. If it is set to
permit, all frames matching this filter will be allowed for further
bridging or routing processing.

Protocol This filter protocol value matches the Internet Protocol Number in the
frames. These IP numbers are defined in the Network Working Group

Request for Comments (RFC) documents. Setting this to '-1' will make
the filtering match any IP number.

Address The source IP address to be matched for this filter. A value of O causes
all source address to match.

Mask This is the wildcard mask for the SrcAddress bits that must match. O bits
in the mask indicate the corresponding bits in the SrcAddress must
match in order for the matching to be successful, and 1 bits are don't care
bits in the matching. A value of 0 causes only IP frames of source
address the same as SrcAddress to match.

PortLow If Protocol is UDP or TCP, this is the inclusive lower bound of the
transport-layer source port range that is to be matched, otherwise it is
ignored during matching. This value must be equal to or less than the
value specified for this entry in SrcPortHigh.

PortHigh If Protocol is UDP or TCP, this is the inclusive upper bound of the
transport-layer source port range that is to be matched, otherwise it is
ignored during matching. This value must be equal to or greater than the
value specified for this entry in SrcPortLow. If this value is '0', the UDP
or TCP port number is ignored during matching.

Address The destination IP address to be matched for this filter. A value of O
causes all source address to match.

Mask This is the wildcard mask for the DestAddress bits that must match. 0
bits in the mask indicate the corresponding bits in the DestAddress must
match in order for the matching to be successful, and 1 bits are don't care
bits in the matching. A value of 0 causes only IP frames of source
address the same as SrcAddress to match.

PortLow If Protocol is UDP or TCP, this is the inclusive lower bound of the
transport-layer destination port range that is to be matched, otherwise it
is ignored during matching. This value must be equal to or less than the
value specified for this entry in PortHigh.

PortHigh If Protocol is UDP or TCP, this is the inclusive upper bound of the
transport-layer destination port range that is to be matched, otherwise it
is ignored during matching. This value must be equal to or greater than
the value specified for this entry in DestPortLow. If this value is '0', the
UDP or TCP port number is ignored during matching.
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SSH/Telnet

Field Description

Precedence The IP traffic precedence parameters in each frame are used to guide the
selection of the actual service parameters when transmitting a datagram
through a particular network. Most network treats high precedence
traffic as more important than other traffic. The IP Precedence value
ranges from '0' to 7', with '7' the highest precedence and '0' the lowest
precedence. The value '-1' means to match frames of any IP precedence.
In other words, the IP precedence parameter will not to checked if this
value is '-1'. The precedence level are:

e routine(0) - Routine traffic precedence

e priority(l) - Priority traffic precedence

e immediate(2) - Immediate traffic precedence

e flash(3) - Flash traffic precedence

e flashOverride(4) - Flash-override traffic precedence
e critical(5) - Critical precedence

e internet(6) - Internetwork control traffic precedence
e network(7) - Network control traffic precedence.

TOS The Type of Service (TOS) of the frame. The TOS values ranges from
'0" to '15'. The value '-1' matches any TOS value.

ICMPType This filter specifies the ICMP message type to be matched. Setting this
value to '-1' will make the filtering match any ICMP message type.

ICMPCode This filter specifies the ICMP message code to be matched. Setting this
value to '-1' will make the filtering match any ICMP code.

TCPEstablished This filter if true specifies that for TCP protocol, in an established
connection, a match occurs if the TCP datagram has the
ACK,FIN,PSH,RST,SYN or URG control bits set. If false, a match will
occur for any TCP datagram.

LogEnabled Specifies whether filtered frames will be logged by the filtering
subsystem or not. If true, then all frames will be logged. If false, then no
frame will be logged.

Field Description

Enable SSH/Telnet

Check to enable SSH and/or Telnet.

NumBits

The number of bits provided to generate the key. This determines the
length of the key string generated by the SSH.

Key The SSH key string that is generated.
LastCreationTime The time of the last creation of the key.
Enable Enables or disables the Secure Shell (SSH) service on the device.
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Port Security Actions
Field Description
Activation
Action e activate - results in the valid port bindings on this VSAN/VLAN

being activated.

e activate (Turn LearningOff) - results in the valid port bindings on
this VSAN/VLAN being activated and copied to the active database
and will also result in auto learn being turned off on this
VSAN/VLAN, once the activation is complete.

e force activate - results in forced activation, even if there are errors
during activation and the activated port bindings will be copied to
the active database.

e force activate (Turn Learning Off) - results in forced activation
along with turning auto learn off after activation and the activated
port bindings will be copied to the active database.

e deactivate - results in deactivation of currently activated valid port
bindings (if any), on this VSAN/VLAN. Currently active entries (if
any), which would have been present in the active database, will be
removed.

e Activation will not be allowed on a VSAN if auto-learn is enabled
on that VSAN

Enabled The state of activation on this VSAN/VLAN. If true, then an activation
has been attempted as the most recent operation on this VSAN/VLAN.
If false, then an activation has not been attempted as the most recent
operation on this VSAN/VLAN.

Result Indicates the outcome of the most recent activation/deactivation.

Last Change When the valid port bindings on this VSAN/VLAN were last activated.
If the last activation took place prior to the last re-initialization of the
agent, then this value will be N/A.

CopyActiveToConfig If enabled, results in the active port binding database to be copied on to
the configuration database on this VSAN/VLAN. Note that the learned
entries are also copied.

AutoLearn Helps to learn the valid port binding configuration of devices/ports
logged into the local device on all its ports and populate the above active
database with the same. This mechanism of 'learning' the configuration
of devices/ports logged into the local device over a period of time and
populating the configuration is a convenience mechanism for users. If
enabled on a particular VSAN, all subsequent logins (FLOGIs) on that
VSAN will be populated in the enforced port binding database, provided
it is not in conflict with existing enforced port bindings on that VSAN.
When disabled, the mechanism of learning is stopped. The learned
entries will however be in the active database.

Clear AutoLearned
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Field Description
Action e Clear VSAN results in port bind auto-learnt entries being cleared on
this VSAN.
¢ Clear Interface(s) results in port bind auto-learnt entries being
cleared on the interface specified on this VSAN.
Interface Specifies the interface(s) on which the port bind auto-learnt entries need

to be cleared.

Port Security Config Database

Field

Description

Interface or fWWN

Represents the address of the port on the local device through which the
device specified can FLOGI.

e If fwwn, then the value is the fabric WWN of a port on the local
device.

e If intfIndex, then a port on the local device is being represented by
its interface.

e If wildCard, then it represents a wild-card entry. The wild-card
represents any port on the local device.

Type

The mechanism to identify a switch port.

WWN

Represents the logging-in device address

Port Security Active Database

Field Description

Interface or fWWN The address of a port on the local device.

Type The mechanism to identify a switch port.==fwwn - the local switch port
is identified by Fabric WWN({fWWN). ==intfIndex - the local switch
port is identified by ifIndex. ==wildCard - wild card (any switch port on
local device).

WWN Represents the logging in device address.

IsLearnt Indicates if this entry is a learnt entry or not.
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Port Security Database Differences

Field Description

CompareWith Specifies the database for the comparison.

e configDb - compares the configuration database with respect to
active database on this VSAN/VLAN. So, the active database will
be the reference database and the results of the difference operation
will be with respect to the active database.

e activeDb - compares the active database with respect to
configuration database on this VSAN/VLAN. So, the configuration
database will be the reference database and the results of the
difference operation will be with respect to the configuration

database.
VSANId The ID of the VSAN to compare against.
Interface/f WWN The address of a port on the local device.
Type The mechanism to identify a switch port.

e fwwn - the local switch port is identified by Fabric WWN({WWN).
e intfIndex - the local switch port is identified by ifIndex.

e wildCard - wild card (any switch port on local device).

WWN Represents the logging in device address.

Reason Indicates the reason for the difference between the databases being
compared, for this entry.

Port Security Violations

Field Description

Interface The fWWN of the port on the local device where the login was denied.

End Device The pWWN of the device that was denied FLOGI on one of the local
device's ports.

Or Switch The sWWN of the device (if the device happens to be a switch), that was
denied entry on one of the local device's ports.

Time When the login denial took place.

Count The number of times this particular pWWN/nWWN or sWWN has been

denied login on this particular local interface.
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Port Security Statistics

Field Description

AllowedLogins The number of FLOGI requests that have been allowed on this
VSAN/VLAN.

DeniedLogins The number of FLOGI requests that have been denied on this
VSAN/VLAN.

Clear When set to clear, it results in port bind statistic counters being cleared
on this VSAN/VLAN.

IPsec

Field Description

Interface, CryptomapName |The binding of cryptomap sets to the interfaces of the managed entity.

Events

e Call Home General

e Delayed Traps

e Event Destinations Addresses

e Event Destinations Security (Advanced)
e Event Filters General

e Link Incident History

e RMON Thresholds Controls

e RMON Thresholds Log

Call Home General

Field Description

Contact The contact person for this switch, together with information on how to
contact this person.

PhoneNumber The phone number of the contact person. The phone number must start
with '+' and contains only numeric characters except for space and '-'.
Some valid phone numbers are +44 20 8332 9091 +45 44886556
+81-46-215-4678 +1-650-327-2600.

EmailAddress The email address of the contact person. Some valid email addresses are
raj@helpme.com, bob@service.com, mtom @abc.caview.ca.us.

StreetAddress The mailing address of this switch.
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Field Description

Customerld A string, in whatever format is appropriate, to identify the customer.

Contractld A string, in whatever format is appropriate, to identify the support
contract between the customer and support partner.

Siteld A location identifier of this device.

DeviceServicePriority

The service priority of the device. This determines how fast the device
has to be serviced.

Enable

Enables or disables the CallHome infrastructure on the local device.

Call Home Destinations

Field Description

ProfileName,ID The destination profile name and identifier.

Type Transmission method type.

EmailAddress The email address associated this destination profile. Some examples
are raj@helpme.com, bob@service.com, mtom @abc.caview.ca.us.

Http Url The HTTP URL associated with this destination profile.

Call Home Email Setup

Field Description

From The email address that is to be used in the From field when sending the
email using SMTP. Some examples are raj@helpme.com,
bob@service.com, mtom@abc.caview.ca.us.

ReplyTo The email address that is to be used in the Reply-To field when sending

the email using SMTP. Some examples are raj@helpme.com,
bob@service.com, mtom @ abc.caview.ca.us.

IP Address Type

The IP address type (IPv4, IPv6, or DNS).

Name or IP Address

Name or IP address of the SMTP server.

Port

TCP port of the SMTP server.

Call Home Alerts

Field Description
Action Test - sends a Call Home message

TestWithInventory - sends a message with inventory details.
Status The status of the last callhome action invocation.
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Field Description

FailureCause The failure cause for the last callhome test invocation.
LastTimeSent When the last CallHome alert was sent.

NumberSent The number of CallHome alerts sent.

Every Time frame for sending the periodic software inventory Call Home

message.

Throttling Enable

If checked, enables the message throttling mechanism implemented on
the system, to limit the number of callhome messages for a alert type
within a time frame. The maximum is 30 in a 2-hour time frame, and any
further messages for that alert type are discarded.

Enable

If checked, enables the sending of periodic software inventory callhome
messages on the system.

Call Home HTTP Proxy Server

Field

Description

Master

Name of the switch.

Address Type

The type of the HTTP proxy server as represented by the value in the
HTTP proxy server address.

Address The address of the HTTP proxy server.
Port The port of the HTTP proxy server.
Enable Enable or disable the use of HTTP proxyserver configured for sending

callhome messages over HTTP.

Call Home SMTP Servers

Field

Description

Address Type, Address

IP address of the SMTP server.

Port

TCP port of the SMTP server.

Priority

Priority value

Call Home User Defined Command

Field

Description

User Defined Command

Used to configure user defined commands for the callhome alert group
types.
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Delayed Traps

Field Description

Enable Enable or disable delay traps.

Delay Delay interval in minutes (valid values are between 1 to 60)
Call Home Profiles

Field Description

MsgFormat XML, full text, or short text.

MaxMsgSize Maximum message size that can be sent to destination pointed to by this

destination profile.
MsgLevel Threshold level, used for filtering alert messages sent to a destination.

Callhome alert message with severity level lower than the configured
threshold level would not be sent. The default threshold level is debug
(1), which means all the alert messages will be sent.

AlertGroups The list of configured alert groups for this destination profile.

Event Destinations Addresses

Field Description

Address/Port IP Address and Port to send event.

Security Name The SNMP parameters to be used when generating messages to be sent
to this address.

Security Model Is used when generating SNMP messages using this entry.

Inform Type e Trap - unacknowledged event

e Inform - acknowledged event.

Inform Timeout This expected maximum round trip time for communicating with the
address.
RetryCount The number of retries to be attempted when a response is not received

for a generated message.

Status e Active—Port is active.

e NotInService—Port is out of service.
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Event Destinations Security (Advanced)

Field Description

MPModel The Message Processing Model to be used when generating SNMP
messages using this entry.

SecurityModel The Security Model to be used when generating SNMP messages using
this entry.

SecurityName Identifies the Principal on whose behalf SNMP messages will be
generated using this entry.

SecurityLevel The Level of Security to be used when generating SNMP messages

using this entry.

Event Filters General

Field

Description

FSPF - Nbr State Changes

Specifies whether or not the local switch should issue notification when
the local switch learns of a change in the Neighbor's state (state in the
FSPF Neighbor Finite State Machine) on an interface on a VSAN.

Domain Mgr - ReConfig
Fabrics

Specifies whether or not the local switch should issue a notification on
sending or receiving ReConfigureFabric (RCF) on a VSAN.

Zone Server - Request
Rejects

Specifies if the Zone Server should issue a notification on rejects.

Zone Server - Merge
Failures

Specifies if the zone server should issue a notification on merge failures.

Zone Server - Merge
Successes

Specifies if the zone server should issue a notification on merge
successes.

Zone Server - Default Zone
Behavior Change

Specifies if the zone server should issue a notification if the propagation
policy changes.

Zone Server - Unsupp Mode

Specifies if the zone server should issue a notification on unsupp mode
changes

FabricConfigServer -
Request Rejects

Specifies if the Fabric Configuration Server should issue a notification
on rejects.

RSCN - ILS Request Rejects

Specifies if the RSCN module should generate notifications when a
SW_RSCN request is rejected.

RSCN - ILS RxRequest
Rejects

Specifies if the RSCN module should generate notifications when a
SW_RSCN request is rejected.

RSCN - ELS Request
Rejects

Specifies if the RSCN module should generate notifications when a SCR
or RSCN request is rejected.

FRU Changes

A false value will prevent Field Replaceable Unit (FRU) notifications
from being generated by this system.

SNMP - Community Auth
Failure

Indicates whether the SNMP entity is permitted to generate
authenticationFailure traps.
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Field Description

VRRP Indicates whether the VRRP-enabled router will generate SNMP traps
for events defined in this MIB.

FDMI Specifies if the FDMI should generate notifications when a registration

request is rejected.

License Manager

Indicates whether the system should generate notifications.

Port/Fabric Security

Specifies if the system should generate notifications when a port/fabric
security issue arises.

FCC

Specifies whether the agent should generate notifications.

Name Server

If checked, the Name Server generates a notification when a request is
rejected. If false, the notification is not generated.

Event Filters Interfaces

Field

Description

EnableLinkTrap

Indicates whether linkUp/linkDown traps should be generated for this
interface.

Event Filters Control

Field Description

Variable Represents the notification to be controlled.

Descr Description about the notification.

Enabled Check to enable notification of the control. Shows the status of the

control.

~

Note  You see the Descr column only on switches that runs Cisco NX-OS release 5.0 or later.

Link Incident History

Field

Description

Host Time

The local time on the host.

Switch Time

The local time on the switch.

Port The port number for the link incidents.
Interface The Fibre Channel interface in the specified port.
Link Incident The type of incident that occurred.
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RMON Thresholds Controls

Field

Description

AlarmEnable

If true, the RMON alarm feature is enabled. If the RMON feature is
disabled, all the RMON alarm related polling are stopped. Note that this
is only intended for temporary disabling of RMON alarm feature to
ensure that the CPU usage by RMON alarms is not detrimental. For
permanent disabling on this feature, it suggested that all the entries in
the alarmTable are removed.

MaxAlarms

The maximum number of entries allowed in the alarmTable.

RMON Thresholds 64bit Alarms

Field

Description

Interval

The interval in seconds over which the data is sampled and compared
with the rising and falling thresholds. When setting this variable, care
should be taken in the case of deltaValue sampling - the interval should
be set short enough that the sampled variable is very unlikely to increase
or decrease by more than 2”31 - 1 during a single sampling interval.

Variable

The variable to be sampled. Only variables that resolve to an ASN.1
primitive type of INTEGER (INTEGER, Integer32, Counter32,
Counter64, Gauge, or TimeTicks) may be sampled.

SampleType

The method of sampling the selected variable and calculating the value
to be compared against the thresholds. If the value is absoluteValue, the
value of the selected variable will be compared directly with the
thresholds at the end of the sampling interval. If the value is deltaValue,
the value of the selected variable at the last sample will be subtracted

from the current value, and the difference compared with the thresholds.

Value

The value of the statistic during the last sampling period. For example,
if the sample type is deltaValue, this value will be the difference between
the samples at the beginning and end of the period. If the sample type is
absoluteValue, this value will be the sampled value at the end of the
period. This is the value that is compared with the rising and falling
thresholds. The value during the current sampling period is not made
available until the period is completed and will remain available until the
next period completes.

StartupAlarm

The alarm that may be sent when this entry is first set to valid.

Rising Threshold

A threshold for the sampled statistic. When the current sampled value is
greater than or equal to this threshold, and the value at the last sampling
interval was less than this threshold, a single event will be generated.

Rising Eventld

The ID of the eventEntry that is used when a rising threshold is crossed.

Falling Threshold

A threshold for the sampled statistic. When the current sampled value is
less than or equal to this threshold, and the value at the last sampling

interval was greater than this threshold, a single event will be generated.
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Field

Description

Falling Eventld

The ID of the eventEntry that is used when a falling threshold is crossed.
The eventEntry identified by a particular value of this index is the same
as identified by the same value of eventIndex. If there is no
corresponding entry in the eventTable, then no association exists. In
particular, if this value is N/A, no associated event will be generated, as
N/A is not a valid event index.

Failed Attempts The number of times the alarm variable was polled (in the active state)
and no response was received.
Owner The ID of the user who configured this entry.

Field Description

Interval The interval in seconds over which the data is sampled and compared
with the rising and falling thresholds. When setting this variable, care
should be taken in the case of deltaValue sampling - the interval should
be set short enough that the sampled variable is very unlikely to increase
or decrease by more than 231 - 1 during a single sampling interval.

Variable The variable to be sampled. Only variables that resolve to an ASN.1
primitive type of INTEGER (INTEGER, Integer32, Counter32,
Counter64, Gauge, or TimeTicks) may be sampled.

SampleType The method of sampling the selected variable and calculating the value
to be compared against the thresholds.

Value The value of the statistic during the last sampling period.

StartupAlarm The alarm that may be sent when this entry is first set to valid.

Rising Threshold

A threshold for the sampled statistic. When the current sampled value is
greater than or equal to this threshold, and the value at the last sampling
interval was less than this threshold, a single event will be generated.

Rising Eventld

The ID of the eventEntry that is used when a rising threshold is crossed.

Falling Threshold

A threshold for the sampled statistic. When the current sampled value is
less than or equal to this threshold, and the value at the last sampling
interval was greater than this threshold, a single event will be generated.

Falling Eventld

The ID of the eventEntry that is used when a falling threshold is crossed.

FailedAttempts The number of times the alarm variable was polled (in the active state)
and no response was received.
Owner The ID of the user who configured this entry.
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RMON Thresholds Events

Field Description
Description A comment describing this event entry.
Type The type of notification that the probe will make about this event. In the

case of log, an entry is made in the log table for each event. In the case
of SNMP-trap, an SNMP trap is sent to one or more management

stations.

Community The community string.

LastTimeSent When this event entry last generated an event. If this entry has not
generated any events, this value will be N/A.

Owner The entity that configured this entry and is therefore using the resources

assigned to it.

RMON Thresholds Log

Admin

Field Description
Time When this log entry was created.
Description A description of the event that activated this log entry.

This section includes the following:

Copy Configuration
Flash Files
Compact Flash
License Features
Port Licensing
Feature Set

Feature Control
NTP General

Show Startup/Running Config
Show Tech Support
Summary View
RLIR ERL

DNS General

Cisco Fabric Services (CFS) Features
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Copy Configuration

Field Description

From Specifies the type of file to copy from.

To Specifies the type of file to copy to.

ServerAddress The IP address of the server from (or to) which to copy the configuration
file.

FileName The file name (including the path, if applicable) of the file.

Protocol The protocol to be used for any copy.

UserName Remote user name.

UserPassword Remote user password

CopyState Specifies the state of this config-copy request. The value of this object
is instantiated only after the row has been instantiated. For example,
after the CopyEntryRowStatus has been made active.

CopyFailCause The reason why the config-copy operation failed. This object is
instantiated only when the CopyState for this entry is in the failed state.

Flash Files

Field Description
Name Flash file name as specified by the user copying in the file.
Size (B) Size of the file in bytes. Note that this size does not include the size of

the file system file header.

Modified Date and time the file was last modified.

Compact Flash

Field Description

Device Name of the device.

Partition Flash partition name used to refer to a partition.
Size Size of the partition.
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License Features

Field Description

Missing Represents the number of missing usage licenses of this feature, when
one or more installed license files containing this feature's license, are
missing in the local system. Under normal condition, the value is 0.

Installed Type A combination of demo, permanent, counted, unlicensed, inGracePeriod

for that license.

Installed Count

Maximum number of concurrent usages of this license feature. This is
the cumulative license usage count for this feature from all the installed
license files, containing this feature's license information.

Status Represents the number of current usages of this licensed feature.

ExpiryDate Expiry date of the licensed feature.

GracePeriod Represents the grace period left for this feature, in days/seconds. Grace
period is the number of seconds either an unlicensed feature or a feature
whose license has expired is allowed to run.

Errors Errors, if any.

DefaultLicenses The maximum number of concurrent usages of this license feature that

is included by default.

License Manager Keys

Field Description

LastModified Represents the time when the license file contents was last modified.
Feature Specifies the installed license file name.

Version The version number of the license file.

Type e permanent - Indicates permanent license

Count e uncounted - Specified the uncounted license for this feature.

e counted - Indicates the maximum number of concurrent uses of this
licensed feature.
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License Manager Install
Field Description
Hostld Contains the License hostid of the local system. It is used to identify the local
system when requesting license(s) for this system.
URI Represents the location on the local system, from which the license file will be

picked for installation. User should have copied the license file provided by
CISCO-CCO, by some other means (for example, through CLI) to this location.
For example, the value could be 'bootflash:licfile1'. This MUST be set to a valid
value before 'install'. For uninstall operation the value is irrelevant.

Target Filename Represents either the name with which the license file will be installed, or the
name of the license file for uninstall.

Status The status of the license install/uninstall operation:

e success (1) - install/uninstall operation completed successfully. InProgress
(2) - License install/uninstall operation is in progress.

e corruptedLicenseFile (3) - License file content is Invalid/Corrupted.

e targetLicenseFileAlreadyExist (4) - Target license file name already exist.
¢ invalidLicenseFileName (5) - License file does not exist.

e duplicateLicense (6) - License file is already installed.

e licenseInUse (7) - Can't uninstall a license file which is in use.

e generalLicensingFailure (8) - General error from license Manager.

e none (9) - no install/uninstall operation is performed.

¢ licenseExpiryConflict(10) - License exist with a different expiration date
for the feature.

e invalidLicenseCount(11) - License count is invalid for the feature.
e notThisHost (12) - License host-id in the license file doesn't match.

¢ licenseInGraceMore (13) - Number of licenses in grace period exceeds the
number in install license file.

¢ licenseFileNotFound (14) - License file not found, for install / uninstall /
update operation.

¢ licenseFileMissing (15) - A previously installed license file is found
missing.

¢ licenseFileMissing (15) - A previously installed license file is found
missing.

e invalidLicenseFileExtension (16) - License file does not have a .lic
extension.

e invalidURI (17) - Invalid license file URI, specified for install operation.
¢ noDemoLicenseSupport (18) - Demo License Not Supported.
¢ invalidPlatform (19) - Invalid Platform
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License Manager Usage

Field Description

Name Represents the name of the application which has checked out the
feature.

Application The application which has checked out the feature.

Port Licensing

Feature Set

Field Description

Id Displays the License host ID of the local system. It is used to identify
the local system when requesting licenses.

Max Maximum number of concurrent usages of this license.

Used Represents the current number of usages of this licensed feature.

Field Description

Name The name of the feature set.

OpStatus The current operating status of the feature.

Action The action executed against the feature set.

LastCommand The last action triggered for the feature set.

Result The result of the last action that was applied to the feature set.

Feature Control

Field

Description

Feature Name

The name of the feature.

Status The current operating status of the feature.

Action Enable or disable a feature.

LastCommand The result of the last action for the feature.

Result The failure reason description for the failed execution of last action

triggered for the feature.
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NTP Servers
Field Description
IP Address Type The IP address type (IPv4 or IPv6) of the peer.
Name or IP Address The name or IP address of the peer.
Mode The association mode of the NTP server, with values coded as follows:

Peer - A host operating in this mode sends periodic messages regardless
of the reachability state or stratum of its peer. By operating in this mode
the host, usually a LAN workstation, announces its willingness to be
synchronized by, but not to synchronize the peer.

Server - This type of association is ordinarily created upon arrival of a
client request message and exists only in order to reply to that request,
after which the association is dissolved. By operating in this mode the
host, usually a LAN time server, announces its willingness to
synchronize, but not to be synchronized by the peer.

Preferred Specifies whether this peer is the preferred one over the others. By
default, NTP chooses the peer with which to synchronize the time on the
local system. If true, NTP will choose the corresponding peer to
synchronize the time with. If multiple entries are true, NTP will choose
the first one to be set.

NTP General

Field Description

Leap Two-bit code warning of an impending leap second to be inserted in the
NTP timescale.

RootDelay A signed fixed-point number indicating the total round-trip delay in
seconds, to the primary reference source at the root of the
synchronization subnet.

RootDispersion The maximum error in seconds, relative to the primary reference source
at the root of the synchronization subnet.

Running Processes

Field Description

Name The name associated with this process. If the name is longer than 32
characters, it will be truncated to the first 31 characters, and a ~*' will be
appended as the last character to imply this is a truncated process name.
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Description

MemAllocated (B)

The sum of all the dynamically allocated memory that this process has
received from the system. This includes memory that may have been
returned.

CPU Time (us)

The amount of CPU time the process has used, in microseconds.

Show Startup/Running Config

Field Description

Startup Backs up startup configuration of the switch to another computer with
the specified file name.

Running Backs up running configuration of the switch to another computer with
the specified file name.

TCP Timeout The value (in seconds) to wait for establishing TCP connection before
timing out. Valid values are 1 to 120. A timeout results in abortion of the
back up action.

FileName To specify the name of the file where backup details are stored.

Compress File

Check the Compress File check box to compress the backup log file.

Show Epld Version

Field Description
Image URI URI of the image.
Result Version of the the image specified in the URI.

Copy Flash Files

Field Description

Direction Specifies the direction for file transfer.

Protocol The protocol to be used for copy.

ServerAddress The server address to be used.

RemoteUserName Remote user name for protocols FTP, SFTP, and SCP.
RemotePassword Remote user password used by FTP, SFTP or SCP.
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Field Description

Server File Server file name, either in Flash or on a server, depending on the type of
copy command. Mandatory. For a copy from Flash: File name must be
of the form [device>:][:] where is a value obtained from
FlashDeviceName, is obtained from FlashPartitionName and is the
name of a file in Flash. If you copy files using XFTP protocol, server
files may need to be located in a path that is relative to xFTP root path.

Note  You may need to manually modify the file path if required.

Switch File Switch file name. For a copy to Flash: File name must be of the form
{device>:][:] where is a value obtained from FlashDeviceName, is
obtained from FlashPartitionName and is any character string that does
not have embedded colon characters.

Show Tech Support

Field Description

TCP Timeout The number (in seconds) to wait for the CLI before timing out.

FileName The name of the file where the show tech support information will be
captured.

Compress File Check this check box to compress the text file into a ZIP file.

Show Image Version

Field Description
Image URL The URL of the image.
Result The version of the image at the specified URL.

Show Onboard Log

Field Description

Filter Log By

Module Number Slot number of the card in the chassis.

Start Date Specify a start time.

End Date Specify an end time.

Capture Show Onboard Log Output to File

TCP Timeout Specify a time-out interval from the drop-down list.
FileName Name of the log file.

Compress File Check the Compress File check box to compress the log file.
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Summary View
Field Description
Description An alias name for the interface, as specified by a network manager. For
Port Channel and FCIP, this field will always show members if they are
available. For FCIP, this field will show compress if compressed.
VSANC(s) VSAN membership.
Mode Operating mode of the port> (See Legend).

Connected To

Attached port. This could be a host, storage, or switch port.

Speed Maximum bandwidth in Gbps.

Rx One of the following:
Utilization %
Number of Bytes
Number of Frames
Average Frame Size

Tx One of the following:
Utilization %
Number of Bytes
Number of Frames
Average Frame Size

Errors Total number of Rx and Tx errors on the interface. Types of Rx errors
include CRC errors, fragmented framed, unsupported class frames, runt
frames, jabber frames, and giant Frames. Types of Tx errors are
generally CRC errors, but these are rare. If the Errors field is not empty,
there are probably Rx errors. For a more detailed breakdown of the error
count, check the Monitor dialog box for appropriate interface.

Discards Total number of Rx and Tx discards on the interface. Rx frames
discarded are generally due to protocol errors. On rare occasions, a
frame is received without any hardware errors, but a filtering rule set for
the MAC address discards the frame due to a mismatch. Discarded Tx
frames can be timeout frame discards (port is offline or not up), or
timeout frames that are not sent back to the supervisor (class F/2
frames). If the Discards field is not empty, it is probably due to timeout
frames.

Log If checked, writes the record into the message log on each poll interval.
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Field Description

Vsan ID VSAN Identifier of the port.

FC ID Fibre Channel identifier of the subscribing Nx_Port.

Format The device type for which the Nx_Port receives RLIR ELS."
RegType The subscriber’s registration type.

e ConditionalRx - The Nx_Port will be the recipient of a link incident
record only if no other recipients from the ERL on the VSAN is
chosen.

e AlwaysRx - The Nx_Port will be always chosen as the recipient of
a link incident records.

Preferred Host

Field Description
Vsan ID VSAN Identifier of the port.
PreFcid Preferred Fibre Channel identifier of the subscribing Nx_Port.

Preferred Path

Field Description

Interface Represents an interface on the local device on which the matched or
classified frame will be forwarded.

VSAN Id The VSAN ID of this FC route map. An arbitrary integer value that
identifies a route in this FC route map. Preference level, which indicates
the metric or cost of the preferred path. The lower the number the higher
the preference.

DestinationDomain

FCID The FC ID that needs to be matched with a source address in a frame for
flow classification.

Description

Primary ISL

Secondary ISL
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Edit iSCSI Advertised Interfaces

Field Description

Num The number of the iSCSI target.

Interface The interface over which the target is to be advertised.
DNS General

Field Description

Enable Enables or disables DNS configuration.

Domain Name The name of the domain where the DNS server is enabled.
DNS Servers

Field Description

IP Address The IP Address of the DNS server.

Cisco Fabric Services (CFS) Features

Field Description

Globally Enabled Check this box to allow CFS on this switch to distribute feature
configurations to other switches. Uncheck the box to prevent CFS from
distributing the configuration to other switches.

Feature The name of the CFS-capable feature.
Status Status of the CFS-capable feature.
Command The action to be triggered for the feature. Actions include:

e noop - No operation.

e enable - Enable CFS distribution on the switch.

e disable - Disable CFS distribution on the switch.

e commit - Commit changes made since the session began.
e abort - Discard changes made, and close the session.

e clear - Discard changes made without closing the session.

Type The last CFS feature scope type used.
VSAN Id The ID of the VSAN on which this feature is running.
Regionld The distribution region ID that this CFS capable feature maps to. This

region is required to be defined prior to its usage.
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Field

Description

View Config Changes As

Determines whether to view the changes as running or pending. A
pending configuration exists until a Commit or Abort action is triggered
for that feature. If the value is running then all subsequent configuration
retrieval for this feature will be from the running configuration on the
local device. If the value is pending then all subsequent configuration
retrieval for this feature will be from the pending configuration on the
local device.

LastCommand The last action performed on this feature.
Result Result of the action performed on the CFS-capable feature.
Scope The value of this object represents the attributes of a CFS-capable
feature as registered with the CFS infrastructure.
e fcFabric - indicates that the CFS based distribution for a feature
spans the entire FC (Fibre Channel) fabric
e ipNetwork - indicates that the CFS based distribution for a feature
spans the entire IP network
e vsanScope - indicates that the CFS based distribution for a feature
is done on per VSAN basis and restricted to a specific VSAN in a
FC (Fibre Channel) fabric
PendingConfOwnerAddr The address of the device in the fabric where the pending configuration

exists for the feature.

Lock Owner Switch

The address of the device in the fabric where the pending configuration
exists for the feature within this scope.

Lock Owner UserName

The name of the device in the fabric where the pending configuration
exists for the feature within this scope.

Merge Status

The result of the last fabric merge for this feature within the context of
the combination of scope type and scope value in the system. The
following are the results:

e Success—Fabric merge completed successfully.

e InProgress—Fabric merge in progress. You may get this status when
the local device that is a part of fabric engaged in the process of
merging with another fabric.

e Failure—Fabric merge failed.

e Waiting—Waiting for existing merge to complete while the
conflicts are being cleared. You may get this status when the local
device that is a part of fabric waiting for any conflicts to be resolved
before initiating a new instance of fabric merge.

¢ Other—None of the other values of this enumeration.

Master

Select the CFS Master switch.
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Cisco Fabric Services (CFS) IP Multicast

Field

Description

IP Address Type

The IP address type (IPv4, IPv6, or DNS).

Multicast Address Domain

The multicast address domain to which the CFS distribution is
restricted. There is a default multicast address for both IPv4 and IPv6
through which the keep-alive messages are sent and received to discover
the CFS capable switches over IP. All switches with similar multicast
address form one CFS-over-IP fabric. The default multicast address for
IPv4 is 239.255.70.83 and range supported is [239.255.0.0 -
239.255.255.255] The default multicast address for IPv6 is
ff13::7743:4653 and the supported range is [ff13::0000:0000 -
f13::ffff: ffff)

Action

Specifies the current operating mode employed in CFS for distribution
over the corresponding type of Internet address. By setting the value of
this object to 'enable', CFS will enable its capability to distribute the
application data across the fabric over the corresponding type of Internet
address. By setting the value of this object to 'disable’, CFS will disable
its capability to distribute the data across the fabric over the

corresponding type of Internet address.

Cisco Fabric Service (CFS) IP Static Peers

Field

Description

IP Static Peer

Specifies the address of a CFS peer device intended for distribution.

DiscStatus

Specifies a a user defined peer device intended for CFS distribution.

Cisco Fabric Services (CFS) Feature by Region

Field Description

Feature Identifies the name of a CFS-capable feature within a distribution
region.

Regionld Identifies a CFS distribution region.

Cisco Fabric Services (CFS) All Region

Field

Description

Regionld

Identifies a CFS distribution region.
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Cisco Fabric Services (CFS) Owner

Field

Description

Feature, VSAN

The name of the CFS-capable feature, and the VSAN in which the
feature is enabled or committed.

Name or IP Address

The name or IP address of the switch on which the feature is enabled or
committed.

UserName

The name of the user who enabled or committed the feature.

Type

The last CFS feature scope type used.

Cisco Fabric Services (CFS) Merge

Logs

Field

Description

Feature

The name of the CFS-capable feature.

CFS Merge Status Value

The result of the last fabric merge that occurred.

This section includes the following sections:

e Statistics Status

e Statistics I/0 Traffic

e Statistics SCSI Errors

e Compact

SysLog (Since Reboot)

~

Note

To see the latest logs, please close and launch the Log dialog. 'Refresh' option is not available for page

by page dialog.

Field

Description

Switch Time

The local time on the switch.

Facility Name of the facility that generated the message.
Severity The severity of the message.

Event The name of the event being logged

VSAN Id The VSAN on which the event occurred.
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Field Description
Host Time The local time on the host.
Description A description of the event being logged.

SysLog (Severe Events)

Field

Description

Switch Time

The local time on the switch.

Facility Name of the facility that generated the message.
Severity The severity of the message.

Event The name of the event being logged

VSAN Id The VSAN on which the event occurred.

Host Time The local time on the host.

Description A description of the event being logged.

Accounting Log
~

Note  To see the latest logs, please close and launch the Log dialog. 'Refresh’ option is not available for page

by page dialog.

Field

Description

Switch Time

The local time on the switch.

Action

The action that occurred (start, stop, or update).

Protocol & Source

The protocol and the IP address of the source switch.

User

The name of the user.

Description

A description of the action, if applicable.

Switch Logging

Field Description

ConsoleEnable Indicate whether the Syslog messages should be sent to the console.
ConsoleMsgSeverity Minimum severity of the message that are sent to the Console.
TerminalEnable Indicate whether the Syslog messages should be sent to the terminals.
TerminalMsgSeverity Minimum severity of the message that are sent to the terminals.
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Field

Description

LinecardEnable

Indicate whether the Syslog messages should be generated at the line
cards.

LinecardMsgSeverity

Minimum severity of the message that are sent from linecards.

LogFileMsgSeverity

Minimum severity of the message that are sent to the log file.

Syslogl.ogFileName

Name of file to which the Syslog messages are logged.

Syslog Severity Levels

Field

Description

Facility

Batch process that generates messages.

Severity

Minimum severity of the message that are generated by this Syslog
message facility.

Syslog Servers

Field

Description

IPAddress Type

The IP address type (IPv4, IPv6, or DNS).

Name or IP Address

The address of the Syslog server.

MsgSeverity

Minimum severity of the message that are sent to this Syslog server.

Facility

The facility to be used when sending Syslog messages to this server.

End Devices - Hosts

Field

Description

Host Enclosure

Name of the host enclosure

Name

Name of the VMware

IP Address

IP Address of the VMware

CPU Count

CPU Count of the VMware

Memory Size

Memory Size of the VMware

Status

Current status of the VMware.

(0N}

OS of the VMware.

Data Store

Name of the VMware datastore.

Last Update Time

Time at which the DCNM-SAN Server last updated the
VMware.
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Intelligent Features — Summary

Field Description

Switch IP address of the switch.

Module Name of the module.

Name Name of the switch.

I0A Display enabled if the IOA feature is enabled. The field will
be blank if this feature is disabled.

DMM Display enabled if the DMM feature is enabled. The field
will be blank if this feature is disabled.

SANTap Display enabled if the SANTap feature is enabled. The field
will be blank if this feature is disabled.

Data Mobility Manager — Modules

Field Description for a Job Row Description for a Session Row

Name The name of the job. This field is blank.

ID System-assigned unique identifier for the |The session number within the
job. job.

Mode Server mode or storage mode. This field is blank.

Existing Storage

Alias name of the port on the existing
storage.

LUN number on the existing
storage.

New Storage

Alias name of the port on the new storage.

LUN number on the new storage.

Status Status of the job. A created or scheduled |Status of the session.
job has not yet started. An in-progress job
is currently performing the migration. A
completed or verified job has finished
successfully. A stopped, failed or reset job
has finished unsuccessfully.

Time Date and time that the job is scheduled to |If the session is in progress, this
start. This field is blank if the job has not |field displays the estimated
been scheduled. If the job is in progress, duration remaining until the
this field displays the date and time that the |session completes. Otherwise,
job started. the field is blank.

SSM1 Switch number and slot of the SSM Displays On SSM 1 if the
executing the migration job. session is executing on SSM 1.

SSM2 Switch number and slot of the SSM Displays On SSM 2 if the

executing the migration job.

session is executing on SSM 2.
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Field

Description for a Job Row

Description for a Session Row

Type

Online or offline migration.

This field is blank.

Rate

Best effort, slow, medium or fast. You set |This field is blank.

the rate when you configure the migration

job.

Storage Media Encryption

This section includes the following:

e Members

e Interfaces

e Hosts

Members

Field

Description

Cluster

SME cluster name.

State

The operational state of the SME cluster.

Master

Identifies the SME cluster master’s IP address.

Members

cluster.

Identifies the IP address of the switch that is a member of the SME

IsLocal?

Identifies if the switch is a local or remote member of this cluster.

Interfaces

Field

Description

Cluster

Identifies the cluster to which this SME interface belongs.

Interfaces

Identifies the SME interface.

State

Operational state of this SME interface.

Hosts

Field

Description

Host

Fibre-channel port name (P_WWN) of the host Nx_Port.

Cluster

Identifies the cluster to which this host port belongs.
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SSM Features

This section includes the following:

Summary

FCWA

SSM

MSM

SANTap CVT
SANTap DVT
NASB

Virtual Initiator
DMM Rate

FCWA Config Status
Statistics Status
Statistics I/0O Traffic
Statistics SCSI Commands

e Compact
Summary
Field Description
Switch Name of the switch on the intelligent module.
Module Slot number of the intelligent module.
Name Name of the intelligent module.
I0A IOA state of the intelligent module.
DMM DMM state of the intelligent module.
SANTap SANTap state of the intelligent module.
SE SE state of the intelligent module.
FCWA
Field Description
Flow Id Represents the flow identifier.
Init WWN Represents the pWWN of the initiator in the flow.
Init VSAN The VSAN ID of the initiator on which the flow is configured.
Target WWN Represents the pWWN of the target in the flow.
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MSM

Note

SSM Features Il

Field Description

TargetVSAN The VSAN ID of the target on which the flow is configured.

WriteAcc Specifies if write-acceleration feature is enabled for this flow. If set to
true it is enabled. If set to false, it is disabled.

BufCount It specifies the number of buffers to be used for write-acceleration.

Stats Enable

Specifies if the statistics gathering needs to be enabled for this flow. If
set to true, then it is enabled. If it is set to false, then it is disabled.

Stats Clear

Assists in clearing the statistics for this flow.

Init Verification

The verification status of the initiator device corresponding to the SCSI
flow.

Init Module

The status of the linecard where the SCSI flow initiator device is
located.

Target Verification

The verification status of the target device corresponding to the SCSI
flow.

Target Module

The status of the linecard where the SCSI flow target device is located.

Field

Description

StartPort, EndPort, Feature

A table containing feature related information for interfaces. This table
gives a list of interfaces that are assigned to different features. The
interfaces supported are of the type Fibre Channel.

PartnerImageURI A collection of objects related to SSM Feature to interface mapping.
Field Description
Switch Name of the switch on the MSM module.

Module, StartNode,
EndNode, Feature

A table containing the feature related information, such as the MSM
module number, the node range that are assigned to different features.

The difference between MSM (Multiservice Modules) and SSM (Services Module) is that SSM could
enable the features per port range on a card. For MSM you have to enabled it on the whole card.
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SANTap CVT

SANTap DVT

NASB

Field Description

Node WWN Represents the node world wide name of the CVT created on the
module.

Port WWN Represents the port world wide name of the CVT created on the module.

Name The administratively assigned name for this CVT.

Field Description

VSAN Id, Port WWN

Represents the port world wide name of the created DVT. It will be the
same as the port world wide name of the real target for which data is to
be replicated.

Interface

Represents the port on the module where the DVT will be created.

Target VSAN Id

Represents the VSAN of the real target for which this DVT is being
created.

Name

The administratively assigned name for this DVT.

LUNSize Handling

Indicates whether the DVT should use the real target LUN size for the
virtual LUN or the max LUN size supported which is 2TB.

10 Timeout (sec)

Represents the IO timeout value associated with the DVT. This object

should be set during the DVT creation time and cannot be modified later.

Target IO Timeout (sec)

Represents the target IO timeout value associated with the DVT.

Field Description

Control Specifies the device type for the LUNs exposed by the TPC target. A
value of 1 sets the device type to the default value of disk. A value of 2
sets the device type to storage array controller. Other values are reserved
for future changes.

Multiple Specifies whether the TPC target is operating in a single LUN or

multi-LUN mode. A value of 1 sets the default mode which is single
LUN. A value of 2 sets multi LUN mode in which the TPC target
exposes 10 LUNs.

l_ Cisco Prime DCNM SAN Client Online Help



| Chapter1

SSM Features Il

NASB Target

Field Description
Module, VSAN Id, The unique ID number associated with the TPC target. This ID number
Processor Id is unique within the VSAN in which the TPC target is configured.

Virtual Target Node WWN | The TPC target's node world wide name.
Virtual Target Port WWN The TPC target's port world wide name.

State The current state of the TPC target.

XCOPY Num The total number of xcopy commands processed by the TPC target since
the module on which this target has been configured has been online.

XCOPY MinData (KB) The smallest amount of data in kilobytes transferred by the TPC target

in a single xcopy command since the module on which this target has
been configured has been online.

XCOPY MaxData (KB) The largest amount of data in kilobytes transferred by the TPC target in
a single xcopy command since the module on which this target has been
configured has been online.

XCOPY Avgthruput (KBps) |The average kilobytes per second throughput of the TPC target in
processing the xcopy commands.

Virtual Initiator

Field Description

Processor 1d The DPP ID.

Control If false, it’s the data path. If true, it’s the control path.

DMM Rate

Field Description

Fast(MBps) Specifies the migration rate value for the fast attribute for a specific
module.

Medium(MBps) Specifies the migration rate value for the medium attribute for a specific
module.

Slow(MBps) Specifies the migration rate value for the slow attribute for a specific
module.
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FCWA Config Status

Field Description

Overall The configuration status for write-acceleration feature for this flow.

Initiator The initiator configuration status for write-acceleration feature for this
flow.

Target The target configuration status for write-acceleration feature for this

flow.

Statistics Status

Field Description

Overall The configuration status for statistics feature for this flow.
Initiator The initiator configuration status for statistics feature for this flow.
Target The target configuration status for statistics feature for this flow.

Statistics 1/0 Traffic

Field Description
I0s Read The total number of SCSI read operations on this LUN on this flow.
10s Write The total number of SCSI write operations on this LUN on this flow.

Blocks Read

The total number of blocks that have been read on this LUN on this flow.

Blocks Write

The total number of blocks that have been written on this LUN on this
flow.

Bytes Rx The total number of octets received in link-level frames on this LUN on
this flow.

Bytes Tx The total number of octets transmitted in link-level frames on this LUN
on this flow.

Frames Rx The total number of link-level FC frames received on this LUN on this
flow.

Frames Tx The total number of link-level frames transmitted on this LUN on this

flow.
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Statistics 1/0 Traffic Details

Field

Description

Timeouts Read

The total number of SCSI read operations that have timed out on this
LUN on this flow.

Timeouts Write

The total number of SCSI write operations that have timed out on this
LUN on this flow.

MaxBlocks Read

The maximum number of blocks read across all read operations on this
LUN on this flow.

MaxBlocks Write

The total number of blocks that have been written on this LUN on this
flow.

MaxTime Read

The maximum response time over all read operations on this LUN on
this flow.

MaxTime Write

The maximum response time over all write operations on this LUN on
this flow.

MinTime Read

The minimum response time over all read operations on this LUN on this
flow.

MinTime Write

The minimum response time over all write operations on this LUN on
this flow.

Active Read

The number of read operations that are currently active on this LUN on
this flow.

Active Write

The number of write operations that are currently active on this LUN on
this flow.

Statistics SCSI Commands

Field Description

TestUnitRdys The number of test unit ready SCSI commands sent on this LUN on this
flow.

RepLuns The number of report LUN SCSI commands sent on this LUN on this
flow.

Inquirys The number of SCSI inquiry commands sent on this LUN on this flow.

RdCapacitys The number of read capacity SCSI commands sent on this LUN on this
flow.

ModeSenses The number of mode sense SCSI commands sent on this LUN on this
flow.

ReqSenses The number of request sense SCSI commands sent on LUN on this flow.
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Statistics SCSI Errors

Field Description

BusyStatuses The number of busy SCSI statuses received on this LUN on this flow.

StatusResvConfs The number of reservation conflicts SCSI status received on this LUN
on this flow.

TskSetFulStatuses The number of task set full SCSI statuses received on this LUN on this
flow.

AcaActiveStatuses The number of ACA active statuses received on this LUN on this flow.

Statistics SCSI Sense Errors

Field

Description

NotRdyErrs

The number of NOT READY SCSI SENSE key errors received on this LUN on this
flow. This indicates that the logical unit being addressed cannot be accessed.

MedErrs

The number of MEDIUM ERROR SCSI SENSE key errors received on this LUN on
this flow. This indicates that the command terminated with a non-recovered error
condition possibly caused by a flaw in the medium.

HwErrs

The number of HARDWARE ERROR SCSI SENSE key errors received on this LUN
on this flow. This indicates that the target detected a non-recoverable hardware
failure.

[1IReqErrs

The number of ILLEGAL REQUEST SCSI SENSE key errors received on this LUN
on this flow.

UnitAttErrs

The number of UNIT ATTENTION SCSI SENSE key errors received on this LUN
on this flow.

DatProtErrs

The number of DATA PROTECT SCSI SENSE key errors received on this LUN on
this flow.

BlankErrs

The number of BLANK CHECK SCSI SENSE key errors received on this LUN on
this flow.

CpAbrtErrs

The number of COPY ABORTED SCSI SENSE key errors received on this LUN on
this flow.

AbrtCmdErrs

The number of ABORTED COMMAND SCSI SENSE key errors received on this
LUN on this flow.

VolFlowErrs

The number of VOLUME OVERFLOW SCSI SENSE key errors received on this
LUN on this flow.

MiscmpErrs

The number of VOLUME OVERFLOW SCSI SENSE key errors received on this
LUN on this flow.
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Compact

Field Description

Device This is the flash device sequence number to index, used within the table of initialized
flash devices. The lowest value should be 1. The highest should be less than or equal to
the value of the ciscoFlashDevicesSupported object

Partition This is the flash partition name used to refer to a partition by the system. This can be
any alpha-numeric character string of the form AAAAAAAAnn, where A represents an
optional alpha character and n a numeric character. Any numeric characters must always
form the trailing part of the string. The system will use only the numeric portion to map
to a partition index. Flash operations get directed to a device partition based on this
name. The system has a concept of a default partition. This would be the first partition
in the device. The system directs an operation to the default partition whenever a
partition name is not specified. The partition name is therefore mandatory except when
the operation is being done on the default partition, or the device has just one partition
(is not partitioned).

Size This is the flash partition size. It should be an integral multiple of
ciscoFlashDeviceMinPartitionSize. If there is a single partition, this size will be equal
to ciscoFlashDeviceSize.
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CHAPTER

Configuring Cisco DCNM-SAN Server

This chapter describes Cisco DCNM-SAN Server, which is a platform for advanced MDS monitoring,
troubleshooting, and configuration capabilities. No additional software needs to be installed. The server
capabilities are an integral part of the Cisco DCNM-SAN software.

This chapter contains the following sections:
¢ Information About Cisco DCNM-SAN Server section, page 2-1
e Licensing Requirements For Cisco DCNM-SAN Server section, page 2-2
¢ Installing and Configuring Cisco DCNM-SAN Server section, page 2-2
e Managing a Cisco DCNM-SAN Server Fabric section, page 2-6
¢ Modifying Cisco DCNM-SAN Server section, page 2-8
e Server Federation section, page 2-10

e Additional References section, page 2-12

Information About Cisco DCNM-SAN Server

Install Cisco DCNM-SAN Server on a computer that you want to provide centralized MDS management
services and performance monitoring. SNMP operations are used to efficiently collect fabric
information. The Cisco DCNM-SAN software, including the server components, requires about 60 MB
of hard disk space on your workstation. Cisco DCNM-SAN Server runs on Windows 2000, Windows
2003, Windows XP, Solaris 9 and 10, and Red Hat Enterprise Linux AS Release 5.

Each computer configured as a Cisco DCNM-SAN Server can monitor multiple Fibre Channel SAN
fabrics. Up to 16 clients (by default) can connect to a single Cisco DCNM-SAN Server concurrently. The
Cisco DCNM-SAN Clients can also connect directly to an MDS switch in fabrics that are not monitored
by a Cisco DCNM-SAN Server, which ensures you can manage any of your MDS devices from a single
console.

DCNM-SAN Server Features

Cisco DCNM-SAN Server has the following features:

e Multiple fabric management— DCNM-SAN Server monitors multiple physical fabrics under the
same user interface. This facilitates managing redundant fabrics. A licensed DCNM-SAN Server
maintains up-to-date discovery information on all configured fabrics so device status and
interconnections are immediately available when you open the DCNM-SAN Client.
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M Licensing Requirements For Cisco DCNM-SAN Server

¢ Continuous health monitoring—MDS health is monitored continuously, so any events that occurred
since the last time you opened the DCNM-SAN Client are captured.

e Roaming user profiles—The licensed DCNM-SAN Server uses the roaming user profile feature to
store your preferences and topology map layouts on the server, so that your user interface will be
consistent regardless of what computer you use to manage your storage networks.

You must have the same release of Cisco DCNM-SAN Client and Cisco DCNM-SAN Server.

You will not be able to manage a SAN fabric if the DCNM-SAN Server is going through a IP NAT
firewall to access the SAN fabric. All the IP addresses that are discovered in a SAN fabric must be
directly reachable by the DCNM-SAN Server.

Licensing Requirements For Cisco DCNM-SAN Server

When you install DCNM-SAN, the basic unlicensed version of Cisco DCNM-SAN Server is installed
with it. To get the licensed features, such as Performance Manager, remote client support, and
continuously monitored fabrics, you need to buy and install the Cisco DCNM-SAN Server package.

However, trial versions of these licensed features are available. To enable the trial version of a feature,
you run the feature as you would if you had purchased the license. You see a dialog box explaining that
this is a demo version of the feature and that it is enabled for a limited time.

Installing and Configuring Cisco DCNM-SAN Server

~

Note

DETAILED STEPS

Step 1

Step 2
Step 3

Step 4

Step 5

Prior to running Cisco DCNM-SAN Server, you should create a special Cisco DCNM-SAN
administrative user on each switch in the fabric or on a remote AAA server. Use this user to discover
your fabric topology.

Install Cisco DCNM-SAN Client and Cisco DCNM-SAN Server on your workstation. See the “Installing
Cisco DCNM-SAN Server” section on page 2-3.

Log in to DCNM-SAN.

Set Cisco DCNM-SAN Server to continuously monitor the fabric. See the “Managing a Cisco
DCNM-SAN Server Fabric” section on page 2-6.

Repeat Step 2 through Step 3 for each fabric that you want to manage through Cisco DCNM-SAN
Server.

Install DCNM-SAN Web Server. See the “Verifying Performance Manager Collections” section on
page 2-5.
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Step 6

Installing and Configuring Cisco DCNM-SAN Server

Verify Performance Manager is collecting data. See the “Verifying Performance Manager Collections”
section on page 2-5.

Installing Cisco DCNM-SAN Server

Note

Note

DETAILED STEPS

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

When you install DCNM-SAN, the basic version of the Cisco DCNM-SAN Server (unlicensed) is
installed with it. After you click the DCNM-SAN icon, a dialog box opens and you can enter the IP
address of a computer running the Cisco DCNM-SAN Server component. If you do not see the Cisco
DCNM-SAN Server IP address text box, click Options to expand the list of configuration options. If the
server component is running on your local machine, leave localhost in that field. If you try to run
DCNM-SAN without specifying a valid server, you are prompted to start the Cisco DCNM-SAN Server
locally.

On a Windows PC, you install the Cisco DCNM-SAN Server as a service. This service can then be
administered using Services in the Administrative Tools. The default setting for the Cisco DCNM-SAN
Server service is that the server is automatically started when the Windows PC is rebooted. You can
change this behavior by modifying the properties in Services.

For switches running Cisco MDS 9000 FabricWare, you must install DCNM-SAN from the CD-ROM
included with your switch, or you can download DCNM-SAN from Cisco.com.

You can have only one instance of Cisco DCNM-SAN Server running on a computer. If you have a
DCNM-SAN Standalone version on your computer, you may need to uninstall it before you install Cisco
DCNM-SAN Server.

To download the software from Cisco.com, go to the following website:

http://cisco.com/cgi-bin/tablebuild.pl/mds-fm

If you are upgrading from an earlier version to 5.0(1a) or later, that is configured with HTTPS to use
your own self-provisioned or a third-party issued SSL certificate, make sure that you set the keystore
password and then restart the DCNM-SAN Server. To set the keystore password, run
$INSTALLDIR/dem/fm/bin encrypter.bat ssl.

Click the Install Management Software link.

Choose Management Software > Cisco DCNM-SAN.

Click the Installing DCNM-SAN link.

Click the FM Installer link.

You see the welcome message in the Cisco DCNM-SAN Installer window.

Click the Custom radio button, and then click Next to begin installation.

Check the I accept the terms of the License Agreement check box, and then click Next.
You see the Install Options dialog box.
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Installing and Configuring Cisco DCNM-SAN Server

Step 7

Step 8

Click the Cisco DCNM-SAN Server (Licensed) radio button to install the server components for Cisco
DCNM-SAN Server.

Click Add server to an existing server federation to add the server to a federation.

S

Note  You may need to add the following line in the pg-hba.conf file under # IPv4 local connections
in order to allow remote hosts to connect to PostgreSQL database:

host all all 0.0.0.0/0 md5

After adding, save the configuration file, restart the PostgreSQL database before you install the
second server node.

a~

Note If you are joining more then three DCNM-SAN Servers in a federation, you need to use an
Oracle database with the following settings.

C:\Documents and Settings\Administrator>sglplus /nolog

SQL*Plus: Release 10.2.0.1.0 - Production on Wed Jan 6 17:19:32 2010
Copyright (c) 1982, 2005, Oracle. All rights reserved.

SQL> connect / as sysdba;

Connected.

SQL> alter system set processes=150 scope=spfile;
System altered.

SQL> alter system set open_cursors=500 scope=spfile;
System altered.

SQL> shutdown immediate;

Database closed.

Database dismounted.

ORACLE instance shut down.

SQL> startup;

ORACLE instance started.

Total System Global Area 805306368 bytes

Fixed Size 1453836 bytes
Variable Size 218714356 bytes
Database Buffers 583008256 bytes
Redo Buffers 2129920 bytes

Database mounted.
Database opened.
SQL> show parameter processes;

Total System Global Area 805306368 bytes

Fixed Size 1453836 bytes
Variable Size 218714356 bytes
Database Buffers 583008256 bytes
Redo Buffers 2129920 bytes

Database mounted.
Database opened.
SQL> show parameter processes;

NAME TYPE VALUE
aqg_tm_processes integer 0
db_writer_processes integer 4
gcs_server_processes integer 0
job_qgueue_processes integer 4
log_archive_max_processes integer 2
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Step 9

Step 10

Step 11

Step 12
Step 13

Step 14

Installing and Configuring Cisco DCNM-SAN Server

processes integer 100

Select an installation folder on your workstation for Cisco DCNM-SAN. On Windows, the default
location is C:\Program Files\Cisco Systems.

Click Next.

You see the Database Options dialog box.

Click the radio button for either Install PostgreSQL or Use existing DB to specify which database you
want to use.

If you choose Install PostgreSQL, accept the defaults and enter a password. The PostgreSQL database
will be installed.

S

Note If you choose to install PostgreSQL, you must disable any security software you are running,
because PostgreSQL may not install certain folders or users.

~

Note  Before you install PostgreSQL, remove the cygwin/bin from your environment variable path if
Cygwin is running on your system.

If you select Use existing DB, click the radio button for either PostgreSQL 8.1/8.2 or Oracle10g.
Click Next in the Database Options dialog box.
You see the Configuration Options dialog box.

Click Install to install Cisco DCNM-SAN Server.

If you are evaluating one of these Cisco DCNM-SAN Server features and want to stop the evaluation
period for that feature, you can do that using Device Manager.

Data Migration in Cisco DCNM-SAN Server

The database migration should be limited to the existing database. Data collision can occur when you
merge the data between the several databases.

When you upgrade a non federation mode database to a federation mode database for the first time, the
cluster sequence table is filled with the values larger than the corresponding ones in the sequence table
and conforming to the cluster sequence number format for that server ID.

Verifying Performance Manager Collections

Once Performance Manager collections have been running for five or more minutes, you can verify that
the collections are gathering data by choosing Performance Manager > Reports in DCNM-SAN. You
see the first few data points gathered in the graphs and tables.
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I Managing a Cisco DCNM-SAN Server Fabric

Managing a Cisco DCNM-SAN Server Fabric

You can continuously manage a Cisco DCNM-SAN Server fabric, whether or not a client has that fabric
open. A continuously managed fabric is automatically reloaded and managed by Cisco DCNM-SAN
Server whenever the server starts.

Selecting a Fabric to Manage Continuously

DETAILED STEPS

Step 1 Choose Server > Admin.

You see the Control Panel dialog box with the Fabrics tab open.

~

Note  The Fabrics tab is only accessible to network administrators.

~

Note  You can preconfigure a user name and password to manage fabrics. In this instance, you should
use a local switch account, not a TACACS+ server.

Step2  Choose one of the following Admin options:

a. Manage Continuously—The fabric is automatically managed when Cisco DCNM-SAN Server
starts and continues to be managed until this option is changed to Unmanage.

b. Manage—The fabric is managed by Cisco DCNM-SAN Server until there are no instances of
DCNM-SAN viewing the fabric.

c¢. Unmanage—Cisco DCNM-SAN Server stops managing this fabric.
Step3  Click Apply.

~

Note If you are collecting data on these fabrics using Performance Manager, you should now configure flows
and define the data collections.

Cisco DCNM-SAN Server Properties File

The Cisco DCNM-SAN Server properties file (MDS 9000\server.properties) contains a list of
properties that determine how the Cisco DCNM-SAN Server will function. You can edit this file with a
text editor, or you can set the properties through the DCNM-SAN Web Services GUI, under the Admin
tab.

~

Note  As of Cisco NX-OS Release 4.1(1b) and later, you can optionally encrypt the password in the
server.properties and the AAA.properties files.

The server properties file contains these nine general sections:
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¢ GENERAL—Contains the general settings for the server.
e SNMP SPECIFIC—Contains the settings for SNMP requests, responses, and traps.

e SNMP PROXY SERVER SPECIFIC—Contains the settings for SNMP proxy server configuration
and TCP port designation.

e GLOBAL FABRIC—Contains the settings for fabrics, such as discovery and loading.
e CLIENT SESSION—Contains the settings for DCNM-SAN Clients that can log into the server.
e EVENTS—Contains the settings for syslog messages.

e PERFORMANCE CHART—Contains the settings for defining the end time to generate a Performance
Manager chart.

e EMC CALL HOME—Contains the settings for the forwarding of traps as XML data using e-mail,
according to EMC specifications.

e EVENT FORWARD SETUP—Contains the settings for forwarding events logged by Cisco
DCNM-SAN Server through e-mail.

The following server properties are added or changed in the Cisco DCNM-SAN Release 3.x and later.

SNMP Specific
e snmp.preferTCP—If this option is set to true, TCP is the default protocol for Cisco DCNM-SAN
Server to communicate with switches. By default, this setting is true. For those switches that do not
have TCP enabled, Cisco DCNM-SAN Server uses UDP. The advantage of this setting is the ability
to designate one TCP session for each SNMP user on a switch. It also helps to reduce timeouts and
increase scalability.

~

Note If you set this option to false, the same choice must be set in DCNM-SAN. The default value of
snmp.preferTCP for DCNM-SAN is true.

Performance Chart

e pmchart.currenttime—Specifies the end time to generate a Performance Manager chart. This
should only be used for debugging purposes.

EMC Call Home
¢ server.callhome.enable—Enables or disables EMC Call Home. By default, it is disabled.

¢ server.callhome.location—Specifies the Location parameter.

¢ server.callhome.fromEmail—Specifies the From Email list.

¢ server.callhome.recipientEmail—Specifies the recipientEmail list.

¢ server.callhome.smtphost—Specifies the SMTP host address for outbound e-mail.

¢ server.callhome.xmlDir—Specifies the path to store the XML message files.

¢ server.callhome.connectType—Specifies the method to use to remotely connect to the server.

¢ server.callhome.accessType—Specifies the method to use to establish remote communication with
the server.

e server.callhome.version—Specifies the version number of the connection type.

¢ server.callhome.routerIp—Specifies the public IP address of the RSC router.
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Event Forwarding

¢ server.forward.event.enable—Enables or disables event forwarding.
¢ server.forward.email.fromAddress—Specifies the From Email list.
e server.forward.email.mailCC—Specifies the CC Email list.

¢ server.forward.email.mailBCC—Specifies the BCC Email list.

¢ server.forward.email.smtphost—Specifies the SMTP host address for outbound e-mail.

Deactivation

¢ deactivate.confirm=deactivate—Specific Request for User to type a String for deactivation.

~

Note Inafederated server environment, you should not change Cisco DCNM-SAN Server properties
by modifying server.properties file. You must modify the server.properties using web client
menu Admin > Configure > Preferences.

Modifying Cisco DCNM-SAN Server

Fabric Manager Release 2.1(2) or later allows you to modify certain Cisco DCNM-SAN Server settings
without stopping and starting the server.

¢ Adding or Removing Cisco DCNM-SAN Server Users section, page 2-8

¢ Changing the Cisco DCNM-SAN Server Username and Password section, page 2-9

e Changing the DCNM-SAN Server Fabric Discovery Username and Password section, page 2-9
e Changing the Polling Period and Fabric Rediscovery Time section, page 2-9

e Using Device Aliases or FC Aliases section, page 2-10

Adding or Removing Cisco DCNM-SAN Server Users

BEFORE YOU BEGIN

You must be a network administrator before you can manage users.

DETAILED STEPS

To add a Cisco DCNM-SAN Server user or to change the password for an existing user using
DCNM-SAN, follow these steps:

Step1  Click the Local FM Users tab in the Control Panel dialog box. You see a list of DCNM-SAN users.
Step2  Click New to add a user or click the user name and click Edit to change the password for an existing user.
You see the FM User dialog box.

Step3  Set the username and password for the new user and then click Apply.

Step1  Click the Local FM Users tab in the Control Panel dialog box. You see a list of DCNM-SAN users.
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Modifying Cisco DCNM-SAN Server

Step2  Click the username you want to delete.
Step3  Click Remove to delete the user.

Stepd  Click Yes to confirm the deletion or No to cancel it.

Changing the Cisco DCNM-SAN Server Username and Password

You can modify the username or password used to access a fabric from DCNM-SAN Client without
restarting Cisco DCNM-SAN Server.

DETAILED STEPS

Step 1 Choose Server > Admin.

You see the Control Panel dialog box with the Fabrics tab open.
Step2  Set the Name or Password for each fabric that you are monitoring with Cisco DCNM-SAN Server.
Step3  Click Apply to save these changes.

Changing the DCNM-SAN Server Fabric Discovery Username and Password

DETAILED STEPS

Step 1 Click Server > Admin in Cisco DCNM-SAN.
You see the Control Panel dialog box with the Fabrics tab open .
Step2  Click the fabrics that have updated user name and password information.
Step3  From the Admin listbox, select Unmanage and then click Apply.
Step4  Enter the appropriate user name and password and then click Apply.

For more information, see the “Performance Manager Authentication” section on page 3-3”.

Changing the Polling Period and Fabric Rediscovery Time

Cisco DCNM-SAN Server periodically polls the monitored fabrics and periodically rediscovers the full
fabric at a default interval of five cycles. You can modify these settings from DCNM-SAN Client without
restarting Cisco DCNM-SAN Server.

DETAILED STEPS

Step 1 Choose Server > Admin.

You see the Control Panel dialog box with the Fabrics tab open.

Cisco Prime DCNM SAN Client Online Help
| g 2o



Chapter2  Configuring Cisco DCNM-SAN Server |

I Server Federation

Step 2

Step 3

Step 4

For each fabric that you are monitoring with Cisco DCNM-SAN Server, set the Polling Interval to
determine how frequently Cisco DCNM-SAN Server polls the fabric elements for status and statistics.

For each fabric that you are monitoring with Cisco DCNM-SAN Server, set the Rediscover Cycles to
determine how often Cisco DCNM-SAN Server rediscovers the full fabric.

Click Apply to save these changes.

Changing the IP Address of the Cisco DCNM-SAN Server

DETAILED STEPS

Step 1
Step 2

Step 3

Step 4

Stop the Cisco DCNM-SAN Server.

Change the following parameter in the SINSTALLDIR/conf/FMServer.conf.
wrapper.app.parameter.4=127.0.0.1

Change the following parameter in the $INSTALLDIR/conf/server.properties.
server.bindaddrs = 127.0.0.1

Enter the following command to assign a new IP address.

run S$SINSTALLDIR/bin/PLMapping.bat -p newipaddress 0
Assume $INSTALLDIR is the top directory of DCNM-SAN installation. The above command is for
single server instance, where 0 is the server ID.

Using Device Aliases or FC Aliases

DETAILED STEPS

Step 1

Step 2

Step 3

You can change whether DCNM-SAN uses FC aliases or global device aliases from DCNM-SAN Client
without restarting Cisco DCNM-SAN Server.

Choose Server > Admin.
You see the Control Panel dialog box with the Fabrics tab open.

For each fabric that you are monitoring with Cisco DCNM-SAN Server, check the Device Alias check
box to use global device aliases, or uncheck to use FC aliases.

Click Apply to save these changes.

Server Federation

Server Federation is a distributed system that includes a collection of intercommunicated servers or
computers that is utilized as a single, unified computing resource. With Cisco DCNM-SAN Server
Federation, you can communicate with multiple servers together in order to provide scalability and easy
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Restrictions

Server Federation W

manageability of data and programs running within the federation. The core of server federation includes
several functional units such as Cisco DCNM-SAN Server, embedded web servers, database and
DCNM-SAN Client that accesses the servers.

The Cisco DCNM-SAN Server in the federation uses the same database to store and retrieve data. The
database is shared among different servers to share common information. A DCNM-SAN Client or
DCNM-SAN Web Client can open fabrics from the Cisco DCNM-SAN Server using the mapping table.
A fabric can be moved from one logical server to another. A logical server also can be moved from one
physical machine to another machine.

¢ You cannot upgrade more than one Cisco DCNM-SAN Server in an existing federation. If you
choose to do so, you may not be able to migrate the Performance Manager statistics and other
information on that server.

¢ You may require to synchronize the time on all the DCNM-SAN Servers in a federated server
environment.

Mapping Fabric ID to Server ID

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

The IP address of the physical server will be mapped to the server ID during the installation of the Cisco
DCNM-SAN Server whenever the IP address of the physical server is changed, you need to map the IP
address to the server ID using the PLMapping script provided with the Cisco DCNM-SAN Server.
Whenever the you open or discover a fabric, the fabric ID will be mapped to the server ID . You can move
a fabric to a different server ID using the control panel.

Choose Server > Admin.

You see the Control Panel.

Select the fabric that you want to move to a different server and then click Move.
You see the Move Fabric dialog box.

You see the fabrics that you selected in the Fabrics to Move list box. From the Move To Server
drop-down list select the server you want to move the fabric to.

Click Move.

Opening the Fabric on a Different Server

DETAILED STEPS

Step 1

Choose Server > Admin.

You see the Control Panel.
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Step2  Click Discover.

You see the Discover New Fabric dialog box.

Step3  In the Seed Switch list box, enter the IP Address of the seed switch.

Step 4 In the User Name field, enter the username.

Step5  In the password field, enter the password.

Step6  From the Auth-Privacy drop-down list, choose the privacy protocol you want to apply.

Step7  To open the selected fabric in a different server, select the server ID from the Server drop-down list.

Step8  Click Discover.

~

Note  You may receive an error message when you discover a fabric in a federation while another Cisco
DCNM-SAN Server is joining the federation. You can discover the fabric on after the installation

or upgradation is complete.

Viewing the Sessions in a Federation

DETAILED STEPS

Step 1 Choose Server > Admin.
Step2  Click the Connected Clients tab.

You see the Control Panel.

Viewing the Servers in a Federation

DETAILED STEPS

Step 1 Choose Server > Admin.
Step2  Click the Servers tab.
The Control Panel appears.

Additional References

e Server Federation is a licensed feature. For more information on Cisco DCNM-SAN Server
Licensing, see Cisco MDS 9000 Family NX-OS Licensing Guide.

e For more information on deploying Cisco DCNM-SAN Server in a federation, see Cisco Fabric

Manager Server Federation Deployment Guide.
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CHAPTER

Configuring Authentication in Cisco DCNM-SAN

This chapter describes the interdependent software components in Cisco DCNM-SAN that communicate
with the switches, authentication steps and the best practices for setting up your fabric and components
for authentication.

This chapter contains the following sections:
¢ Information About Cisco DCNM-SAN Authentication section, page 3-1
e Best Practices for Discovering a Fabric section, page 3-2
e Performance Manager Authentication section, page 3-3

e Cisco DCNM-SAN Web Client Authentication section, page 3-4

Information About Cisco DCNM-SAN Authentication

Cisco DCNM-SAN contains multiple components that interact to manage a fabric.
These components include:

e Cisco DCNM-SAN Client

¢ Cisco DCNM-SAN Server

e Performance Manager

¢ Interconnected fabric of Cisco MDS 9000 switches and storage devices

e AAA server (optional)

Figure 3-1 shows an example configuration for these components.
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Figure 3-1 Cisco DCNM-SAN Authentication Example
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Administrators launch Cisco DCNM-SAN Client and select the seed switch that is used to discover the
fabric. The user name and password used are passed to Cisco DCNM-SAN Server and used to
authenticate to the seed switch. If this user name and password are not a recognized SNMP user name
and password, either Cisco DCNM-SAN Client or Cisco DCNM-SAN Server opens a CLI session to the
switch (SSH or Telnet) and retries the user name and password pair. If the user name and password are
recognized by the switch in either the local switch authentication database or through a remote AAA
server, then the switch creates a temporary SNMP user name that is used by Cisco DCNM-SAN Client
and server.

You may encounter a delay in authentication if you use a remote AAA server to authenticate Cisco
DCNM-SAN or Device Manager.

You must allow CLI sessions to pass through any firewall that exists between Cisco DCNM-SAN Client
and Cisco DCNM-SAN Server.

We recommend that you use the same password for the SNMPv3 user name authentication and privacy
passwords as well as the matching CLI user name and password.

Best Practices for Discovering a Fabric

A

Cisco DCNM-SAN Server monitors multiple physical fabrics under the same user interface. This
facilitates managing redundant fabrics. A licensed Cisco DCNM-SAN Server maintains up-to-date
discovery information on all configured fabrics so device status and interconnections are immediately
available when you launch Cisco DCNM-SAN Client.

Caution

If the Cisco DCNM-SAN Server’s CPU usage exceeds 50 percent, it is recommended that you switch to
a higher CPU-class system.
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Note

Performance Manager Authentication W

We recommend that you use these best practices for discovering your network and setting up
Performance Manager. This ensures that Cisco DCNM-SAN Server has a complete view of the fabric.
Subsequent Cisco DCNM-SAN Client sessions can filter this complete view based on the privileges of
the client logging in. For example, if you have multiple VSANSs in your fabric and you create users that
are limited to a subset of these VSANSs, you want to initiate a fabric discovery through Cisco
DCNM-SAN Server using a network administrator or network operator role so that Cisco DCNM-SAN
Server has a view of all the VSANSs in the fabric. When a VSAN-limited user launches Cisco
DCNM-SAN Client, that user sees only the VSANSs they are allowed to manage.

Cisco DCNM-SAN Server should always monitor fabrics using a local switch account, do not use a AAA
(RADIUS or TACACS+) server. You can use a AAA user account to log into the clients to provision
fabric services.

Setting Up Discovery for a Fabric

Step 1

Step 2

Step 3

Step 4
Step 5

Create a special Cisco DCNM-SAN administrative user name in each switch on your fabric with network
administrator or network operator roles. Or, create a special Cisco DCNM-SAN administrative user
name in your AAA server and set every switch in your fabric to use this AAA server for authentication.

Verify that the roles used by this Cisco DCNM-SAN administrative user name are the same on all
switches in the fabric and that this role has access to all VSANs.

Launch Cisco DCNM-SAN Client using the Cisco DCNM-SAN administrative user. This step ensures
that your fabric discovery includes all VSANSs.

Set Cisco DCNM-SAN Server to continuously monitor the fabric.
Repeat Step 4 for each fabric that you want to manage through Cisco DCNM-SAN Server.

Performance Manager Authentication

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Performance Manager uses the user name and password information stored in the Cisco DCNM-SAN
Server database. If this information changes on the switches in your fabric while Performance Manager
is running, you need to update the Cisco DCNM-SAN Server database and restart Performance Manager.
Updating the Cisco DCNM-SAN Server database requires removing the fabric from Cisco DCNM-SAN
Server and rediscovering the fabric.

Click Server > Admin in Cisco DCNM-SAN.

You see the Control Panel dialog box with the Fabrics tab open .

Click the fabrics that have updated user name and password information.
From the Admin listbox, choose Unmanage and then click Apply.

Enter the appropriate user name and password and then click Apply.
From the Admin listbox, choose Manage and then click Apply.

To rediscover the fabric, click Open tab and check the check box(es) next to the fabric(s) you want to
open in the Select column.
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Step 7

Step 8
Step 9

Click Open to rediscover the fabric. Cisco DCNM-SAN Server updates its user name and password
information.

Repeat Step 3 through Step 7 for any fabric that you need to rediscover.

Choose Performance > Collector > Restart to restart Performance Manager and use the new user name
and password.

Cisco DCNM-SAN Web Client Authentication

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Step 10
Step 11

Cisco DCNM-SAN Web Server does not communicate directly with any switches in the fabric. Cisco
DCNM-SAN Web Server uses its own user name and password combination that is either stored locally
or stored remotely on an AAA server.

We recommend that you use a RADIUS or TACACS+ server to authenticate users in Cisco DCNM-SAN
Web Server.

Launch Cisco DCNM-SAN Web Client.

Choose Admin > Management Users > Remote AAA to update the authentication used by Cisco
DCNM-SAN Web Client.

Set the authentication mode attribute to radius.

Set the RADIUS server name, shared secret, authentication method, and ports used for up to three
RADIUS servers.

Click Modify to save this information.
Launch Cisco DCNM-SAN Web Client.

Choose Admin > Management Users > Remote AAA to update the authentication used by Cisco
DCNM-SAN Web Client.

Set the authentication mode attribute to tacacs.

Set the TACACS+ server name, shared secret, authentication method, and port used for up to three
TACACS+ servers.

Click Modify to save this information.

Cisco DCNM-SAN does not support SecurelD because it is not compatible with SNMP authentication.
Cisco DCNM-SAN uses the same login credentials for all the switches in a fabric. Since SecureIlD
cannot be used more than once for authentication, Cisco DCNM-SAN will not be able to establish a
connection to the second switch using a SecurelD.
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Configuring Cisco DCNM-SAN Client

This chapter describes about the Cisco DCNM-SAN Client, which is a java-based GUI application that
provides access to the Cisco DCNM-SAN applications from a remote workstation.

This chapter contains the following sections:
e Information About DCNM-SAN Client section, page 4-1
¢ Cisco DCNM-SAN Client Quick Tour: Server Admin Perspective section, page 4-2
e (Cisco DCNM-SAN Client Quick Tour: Admin Perspective section, page 4-7
¢ Launching Cisco DCNM-SAN Client section, page 4-24
e Setting Cisco DCNM-SAN Preferences section, page 4-27
e Network Fabric Discovery section, page 4-29
e Modifying the Device Grouping section, page 4-30
e Controlling Administrator Access with Users and Roles section, page 4-31
e Using Cisco DCNM-SAN Wizards section, page 4-32
e Cisco DCNM-SAN Troubleshooting Tools section, page 4-32
e Integrating Cisco DCNM-SAN and Data Center Network Management Software section, page 4-33

Information About DCNM-SAN Client

Note

Cisco DCNM-SAN is a Java and SNMP-based network fabric and device management tool with a GUI
that displays real-time views of your network fabric, including Cisco Nexus 5000 Series switches, Cisco
MDS 9000 Family and third-party switches, hosts, and storage devices.

In addition to complete configuration and status monitoring capabilities for Cisco MDS 9000 Family
switches and Cisco Nexus 5000 Series switches, Cisco DCNM-SAN Client provides Fibre Channel
troubleshooting tools. You can use these health and configuration analysis tools on the MDS 9000
Family switch or Cisco Nexus 5000 Series switch to perform Fibre Channel ping and traceroute.

Cisco DCNM-SAN Release 4.1(1b) and later provides multilevel security system by adding a server
admin role that allows access to limited features. The configuration capabilities of a server admin is
limited to FlexAttach and relevant data.

You must use the same release of Cisco DCNM-SAN Client and Cisco DCNM-SAN Server.
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Cisco DCNM-SAN Advanced Mode

Advanced mode is enabled by default and provides the full suite of Cisco DCNM-SAN features,
including security, IVR, iSCSI, and FICON. To simplify the user interface, from the list box in the upper
right corner of the Cisco DCNM-SAN Client, choose Simple. In simple mode, you can access basic
MDS 9000 features such as VSANSs, zoning, and configuring interfaces. Advanced mode option is not
available for server admin role.

Cisco DCNM-SAN Client Quick Tour: Server Admin Perspective

Cisco DCNM-SAN provides a multilevel security system by adding a server admin role that allows
access only to limited features. The configuration capabilities of a server admin role is limited to
FlexAttach and relevant data. The server admin can pre-configure SAN for new servers, move a server
to another port on the same NPV device or another NPV device and replace a failed server onto the same
port without involving the SAN administrator. The server role admin will not be able to manage Cisco
DCNM-SAN users or connected clients.

Cisco DCNM-SAN provides a much improved user interface by including movable and dockable panes
to let users arrange the Physical Attributes pane, Logical Domains pane, Fabric pane and Information
pane according to requirements, making it easier to manage the workflow. The dockable panes are also
called as dockable frames. A dockable frame can be standalone (floating), minimized or maximized. The
logical, physical, information and the fabric panes can be can be collapsed and expanded as needed.
These panes can also be docked at either the right side left side or to the bottom of the workspace.

Cisco DCNM-SAN Main Window

This section describes the Cisco DCNM-SAN Client interface that is specific to server admin users as
shown in Figure 4-1.
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Figure 4-1
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Cisco DCNM-SAN Client Quick Tour: Server Admin Perspective

Cisco DCNM-SAN Main Window: Server Admin Perspective
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1 Menu bar—Provides access to options that are organized by menus.

2 Toolbar—Provides icons for direct access to the most commonly used options on the File,
Tools, and Help menus.

3 Information pane—Displays information about whatever option is selected in the menu tree.

4 Status Bar (right side)—Shows the last entry displayed by the discovery process and the
possible error message.

5 Fabric pane—Displays a map of the network fabric, including switches, hosts, and storage. It
also provides tabs for displaying log and event data.

6 Status Bar (left side)—Shows short-term transient messages, such as the number of rows
displayed in a table.

7 Physical Attributes pane—Displays a tree of available configuration tasks depending on the
fabric, VSAN, or zone selected previously. Lists the switches in the logical selection.

8 Logical Domains pane—Displays a tree of configured SAN, fabrics and user-defined groups.
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Menu Bar

The menu bar at the top of the Cisco DCNM-SAN main window provides options for managing and for
controlling the display of information on the Fabric pane. Server admin will not have all the options that
are available for SAN admin. The menu bar provides the following menus:

e File—Opens a new fabric, rediscovers the current fabric, locates switches, sets preferences, prints
the map.

e View—Changes the appearance of the map (these options are duplicated on the Fabric pane toolbar).
e Tools—Manages the Server and configuration using the FlexAttach virtual pWWN feature.

e Help—Displays online help topics for specific dialog boxes in the Information pane.

Tool Bar

The Cisco DCNM-SAN main toolbar (specific to server admin) provides icons for accessing the most
commonly used menu bar options as shown in Table 4-1.

Table 4-1 Cisco DCNM-SAN Client Main Toolbar

Icon Description

Opens switch fabric.

=

Rediscovers current fabric.

Finds in the map.

Shows online help.

Logical Domains Pane

Use the Logical Domains pane to view fabrics and to access user-defined groups. You can expand the
groups to see different user-defined groups. The non-editable groups created for each core switch
contains their NPV switches.

Physical Attributes Pane

Use the Physical Attributes pane to display a tree of the options available for managing the switches in
the currently selected fabric or group.

To select an option, click a folder to display the options available and then click the option. You see the
table with information for the selected option in the Information pane. The Physical Attributes pane
provides the following main folders:
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e Switches—Views and configures hardware, system, licensing, and configuration files.

¢ Interfaces—Views and configures FC physical, FC logical, VFC (FCoE), Ethernet, SVC, and
PortChannel interfaces.

Information Pane

Fabric Pane

Use the Information pane to display tables of information associated with the option selected from the
menu tree in the Logical Domains or Physical Attributes panes. The Information pane toolbar provides
buttons for performing one or more of the operations shown in Table 5-2.

Table 4-2

Information Pane Toolbar

Icons

Description

Applies configuration changes.

@

Refreshes table values.

Copies data from one row to another.

Pastes the data from one row to another.

Undoes the most recent change.

Finds a specified string in the table.

Exports and saves information to a file.

Prints the contents of the Information pane.

Displays a non-editable copy of the table in the Information pane in its
own window, which you can move around the screen.

Use the Fabric pane to display the graphical representation of your fabric. Table 5-1 explains the
graphics you may see displayed, depending on which devices you have in your fabric.
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The bottom of the Fabric pane has the following tabs:

e Fabric—When displaying multiple fabrics, each fabric has its own tab. You can switch between
fabrics by clicking on their respective tabs.

e Log—Displays messages that describe Cisco DCNM-SAN operations, such as fabric discovery.

e Events—Displays information about the SNMP traps received by the management station. This
includes combination events as detected by discovery and important traps such as license, SNMP,
and FICON.

Note  Fabric map display is based on what you select in the logical domain pane. When you select a fabric
node, all the switches that belong to that fabric will be enabled. When you select the group node, all the
switches that belong to the groups listed under that group node will be enabled. When you select only a
group, all the switches that belong to the specific group will be enabled.
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Cisco DCNM-SAN Client Quick Tour: Admin Perspective

This section describes the Cisco DCNM-SAN Client interface shown in Figure 4-2.

Figure 4-2

Cisco DCNM-SAN Main Window
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Menu bar—Provides access to options that are organized by menus.

and Help menus.

Toolbar—Provides icons for direct access to the most commonly used options on the File, Tools,

Information pane—Displays information about whatever option is selected in the menu tree.

€Irror message.

Status Bar (right side)—Shows the last entry displayed by the discovery process and the possible

provides tabs for displaying log and event data.

Fabric pane—Displays a map of the network fabric, including switches, hosts, and storage. It also
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Note

Menu Bar

File

6 | Status Bar (left side)—Shows short-term transient messages, such as the number of rows
displayed in a table.

7 |Physical Attributes pane—Displays a tree of available configuration tasks depending on the
fabric, VSAN, or zone selected previously. Lists the switches and end devices in the logical
selection.

8 |Logical Domains pane—Displays a tree of configured SAN, fabrics, VSANSs, and zones, and

provides access to user-defined groups. The label next to the segmented VSAN indicates the
number of segments.

You can resize each pane by dragging the boundaries between each region or by clicking the Minimize
or Maximize controls.

The menu bar at the top of the Cisco DCNM-SAN main window provides options for managing and
troubleshooting the current fabric and for controlling the display of information on the Fabric pane. The
menu bar provides the following menus:

File—Opens a new fabric, rediscovers the current fabric, locates switches, sets preferences, prints
the map, and exports the Fabric pane log.

View—Changes the appearance of the map (these options are duplicated on the Fabric pane toolbar).
Zone—Manages zones, zone sets, and inter-VSAN routing (IVR).

Tools—Verifies and troubleshoots connectivity and configuration, as described in the “Cisco
DCNM-SAN Troubleshooting Tools” section on page 4-32.

Performance—Runs and configures Performance Manager and Cisco Traffic Analyzer, and
generates reports.

Server—Runs administrative tasks on clients and fabrics. Provides Cisco DCNM-SAN Server
management and a purge command. Lists fabrics being managed.

Help—Displays online help topics for specific dialog boxes in the Information pane.

The file menu provides the following options:

Open Fabric—Opens a new switch fabric.

Locate Switches and Devices— Uses the SNMPv2 protocol to discover devices responding to
SNMP requests with the read-only community string public. You may use this feature if you want
to locate other Cisco MDS 9000 switches in the subnet, but are not physically connected to the
fabric.

Rediscover—Initiates an on-demand discovery to learn recent changes from the switches and update
the Cisco DCNM-SAN Client. You may use this option when Cisco DCNM-SAN Server is not in
sync with switches in the fabric and you do not want to wait until the next polling cycle. The
rediscover option does not delete the fabric and add it again. You may delete and add the fabric only
if the rediscover option fails to update Cisco DCNM-SAN Server.
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Resync All Open Fabrics— Cisco DCNM-SAN Server forces all the fabrics to close and re-open.
You may use this option when Cisco DCNM-SAN Client is not in sync with Cisco DCNM-SAN
Server.

Rediscover SCSI Targets— Initiates an on-demand discovery to learn recent changes from the SCSI
target switches. You may use this option when Cisco DCNM-SAN Server is not in sync with SCSI
target switches in the fabric and you do not want to wait until the next polling cycle.

Preferences—Sets your preferences to customize the behavior of the Cisco DCNM-SAN Client.
Import Enclosures—Imports saved enclosures.
Export
— Map Image—Generates and export the map to a specified location.
— Visio—Exports the map to a Visio file.
- Table—Exports the table data to a text file.
- Log—Exports the log to a text file.
— Events—Exports the events to a text file.
— Enclosures—Exports the enclosure values to a text file.
Print —Prints the map.

Exit—Exit Cisco DCNM-SAN.

View menu provides the following options:

Refresh Map—Refreshes the current map.
Layout
— Cancel—Cancels the current layout.
— Spring—Displays the layout based on spring algorithm.
— Quick—~Quickly displays the layout when the switch has many end devices.
Zoom
— In—Zooms in the view.
- Out—Zooms out the view.
- Fit—Fits the view in the fabric pane.
Grid—Enables the grid view.

Overview Window—Allows you to center the Fabric pane on the area of the fabric that you want to
see. This option is useful for large fabrics that cannot be displayed entirely within the Fabric pane.

Legend—Shows all the legends used in the fabric map.

Find in Map—Finds a device in the fabric map.

The zone menu provides the following options:
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e Edit Local Full Zone Database—Allows you to create zones across multiple switches. Zones
provide a mechanism for specifying access control. Zone sets are a group of zones to enforce access
control in the fabric. All zoning features are available through the Edit Local Full Zone Database
dialog box.

e Deactivate Zoneset—Deactivates an active zone set.

e Copy Full Zone Database—Creates a new zone set. On the Cisco MDS Family switches, you cannot
edit an active zone set. However, you can copy an active zone set to create a new zone set that you
can edit.

e Merge Analysis—Enables you to determine if zones will merge successfully when two Cisco MDS
switches are interconnected. If the interconnected switch ports allow VSANs with identical names
or contain zones with identical names, then Cisco DCNM-SAN verifies that the zones contain
identical members. You can use merge analysis tool before attempting a merge, or after fabrics are
interconnected to determine zone merge failure causes.

e Merge Fail Recovery—Recovers the port from its isolated state either by importing the neighboring
switch's active zone set database and replacing the current active or by exporting the current
database to the neighboring switch.

e Migrate Non-MDS Database—Migrate a non-MDS database using Cisco DCNM-SAN (you may
need to use the Zone Migration Wizard to accomplish this task).

e JVR
— Deactivate Zoneset—Deactivates an active zone set.

— Copy Full Zone Database—Recovers an IVR zone database by copying the IVR full zone
database from another switch.

— Copy Full Topology—Recovers a topology by copying from the active zone database or the full
zone database.

Tools

Tools menu provides the following options:
e Health
— Switch Health—Determines the status of the components of a specific switch.

— Fabric Configuration—Analyzes the configuration of a switch by comparing the current
configuration to a specific switch or to a policy file. You can save a switch configuration to a
file and then compare all switches against the configuration in the file.

— Show Tech Support—Collects large amount of information about your switch for
troubleshooting purposes. When you issue a show tech support command from Cisco
DCNM-SAN for one or more switches in a fabric, the results of each command are written to a
text file, one file per switch, in a directory you specify. You can then view these files using Cisco
DCNM-SAN.

e Connectivity

— End to End Connectivity—Determines connectivity and routes among devices with the switch
fabric. This tool checks to see that every pair of end devices can talk to each other, using a Ping
test and by determining if they are in the same VSAN or in the same active zone.

— Ping—Determines connectivity from another switch to a port on your switch.

— Trace Route—Verifies connectivity between two end devices that are currently selected on the
Fabric pane.
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Compact Flash Report—Automatically scans the fabric and generate a report that shows the
status of CompactFlash.

e NPV

CFS Static Peer Setup—Manage the peer list used during CFS on NPV-enabled switches. After
setting up the static peers list, the CFS discovery on the switches will be changed to static mode
for all peers in the list. Cisco DCNM-SAN does not automatically update static peers list. You
may need to update the list using the CFS Static Peer Setup Wizard when a new switch is added
to the fabric.

Traffic Map Setup—Configures the list of external interfaces to the servers, and enabling or
disabling disruptive load balancing. Using Traffic Map Setup you can specify the external ports
that a server should use for traffic management.

Flex Attach Pre-Configure Server—Sets the port configurations for all the ports in a switch such
as enabling or disabling FlexAttach, setting the default VSAN ID, and setting the interface
status.

Flex Attach Move Server—Moves a server to another port on the same NPV device or another
NPV device without changing the SAN.

Flex Attach Replace Server—Replaces a failed server with a new server on the same port
without changing the SAN.

e Data Mobility Manager

Server Based—Performs server-based data migration.
Storage based—Performs storage-based data migration.

Server LUN Discovery—Performs LUN discovery to select the LUNs available for migration
and automates the session creation by matching the LUNs in the existing and new storage.

¢ FCoE—Launches the FCoE Configuration Wizard to create virtual Fibre Channel interfaces.

e Port Channel—Creates PortChannels from selected ISL either manually or automatically.

e DPVM Setup—Establishes dynamic port VSAN membership, enables autolearning, and activates
the DPVM database.

e [P SAN

FCIP Tunnel—Creates FCIP links between Gigabit Ethernet ports. Enables Fibre Channel write
acceleration and IP compression.

iSCSI Setup—Creates zones for iSCSI initiators and adds a VSAN to a target-allowed VSAN
list.

SAN Extension Tuner—Optimizes FCIP performance by generating either direct access
(magnetic disk) or sequential access (magnetic tape) SCSI I/O commands and directing such
traffic to a specific virtual target. This option is used to generate SCSI I/O commands (read and
write) to the virtual target based on your configured options.

e Security

Port Security—Prevents unauthorized access to a switch port in the Cisco MDS 9000 Family,
rejects intrusion attempts and reports these intrusions to the administrator.

IP ACL—Creates an ordered list of IP filters in a named IPv4-ACL or IPv6-ACL profile using
the IPv4-ACL Wizard.

e Install

License—Facilitate download and installation of licenses in selected switches in the fabric.
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— Software—Verifies image compatibility and installs software images on selected switches in the
fabric.

¢ Flow Load Balance Calculator—Allows you to get the best load-balancing configuration for your
FICON flows. The calculator does not rely on any switch or flow discovery in the fabric.

e Device Manager—Invokes Device Manager for a switch.
¢ Command Line Interface —Enables command-line operations.

¢ Run CLI Commands—Runs command-line operations on more than one switch at a time.

Performance

The performance menu provides the following options:

¢ Create Flows—Creates host-to-storage, storage-to-host, or bidirectional flows. You can add these
flows to a collection configuration file to monitor the traffic between a host or storage element pair.

Server

The server menu provides the following options:
¢ Admin—Opens the control panel.

e Purge Down Elements—Purges all down elements in the fabric.

Help

The help menu provides the following options:
e Contents —Launches the online help contents.
¢ Config Guide—Launches the Cisco DCNM-SAN Configuration Guide.
e About—Displays information about Cisco DCNM-SAN.

Toolbar

The Cisco DCNM-SAN main toolbar provides icons for accessing the most commonly used menu bar
options as shown in Table 4-3.

Table 4-3 Cisco DCNM-SAN Client Main Toolbar

Icon Description

Opens switch fabric.

|

Rediscovers current fabric.

Finds in the map.

&
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Table 4-3 Cisco DCNM-SAN Client Main Toolbar (continued)

Icon Description
Creates VSAN.

Launches DPVM wizard.

B
L,

Launches Port Security wizard.

Edits full zone database.

Launches IVR zone wizard.

Launches the FCoE configuration wizard.

Launches PortChannel wizard.

Launches FCIP wizard.

Launches iSCSI wizard.

Launches NPVM wizard.

Launches QoS wizard.

=

Iy

Configures users and roles.

[

Launches IP-ACL wizard.

Launches License Install wizard.
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Table 4-3 Cisco DCNM-SAN Client Main Toolbar (continued)

Icon Description

Launches Software Install wizard.

Performs switch health analysis.

Performs fabric configuration analysis.

Performs end-to-end connectivity analysis.

H ®© & 8

Monitors ISL performance. Brings up real-time
ISL performance information for all interfaces in
the fabric, in the Information pane.

-]

Shows online help.

Logical Domains Pane

DETAILED STEPS

Step 1

Use the Logical Domains pane to manage attributes for fabrics, VSANSs, and zones, and to access
user-defined groups. Starting from NX-OS Release 4.2(0), SAN and LAN nodes are listed under
Datacenter node and all the fabrics are listed under SAN node. When you select Datacenter node in the
tree, Cisco DCNM-SAN displays all the switches and ISLs. When you select LAN node, Cisco
DCNM-SAN displays only Ethernet switches and Ethernet links. Under the fabric node, VSANSs are
ordered by a VSAN ID. The segmented VSANSs are placed under the fabric node. The label next to the
segmented VSAN indicates the number of segments. You can expand a segmented VSAN and the
segments under that VSAN. Right-click one of the folders in the tree and click a menu item from the
pop-up menu. You see the appropriate configuration dialog box.

The default name for the fabric is the name, IP address, or WWN for the principal switch in VSAN 1. If
VSAN 1 is segmented, the default name is chosen from a principal switch with the smallest WWN. The
fabric names you see are as follows:

e Fabric <sysName>
e Fabric <ipAddress>
e Fabric <sWWN>
You can change the fabric name using Cisco DCNM-SAN.

Choose Server > Admin.

You see the Control Panel dialog box.
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Step 3

Filtering
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Double-click the fabric name and enter the new name of the fabric.

Click Apply to change the name.

Cisco DCNM-SAN has a filtering mechanism that displays only the data that you are interested in. To
filter, first select the fabric and VSAN from the Logical Domains pane. This action narrows the scope of
what is displayed in the Fabric pane. Any information that does not belong to the selected items is
dimmed. Also, any information that does not belong to the selected items is not displayed in the tables
in the Information pane. The filter that you select is displayed at the top right of the Cisco DCNM-SAN
window.

To further narrow the scope, select attributes from the Physical Attributes pane. The Cisco DCNM-SAN
table, display, and filter criteria change accordingly.

Physical Attributes Pane

~

Use the Physical Attributes pane to display a tree of the options available for managing the switches in
the currently selected fabric, VSAN, or zone.

To select an option, click a folder to display the options available and then click the option. You see the
table with information for the selected option in the Information pane. The Physical Attributes pane
provides the following main folders:

¢ Switches—Views and configures hardware, system, licensing, and configuration files.

e Interfaces—Views and configures FC physical, FC logical, VFC (FCoE), Ethernet, SVC, and
PortChannel interfaces.

e FC Services—Views and configures Fibre Channel network configurations.

e [P—Views and configures IP storage and IP services.

e Events—Views and configures events, alarms, thresholds, notifications, and informs.
e Security—Views and configures MDS management and FC-SP security.

e FCoE—Views and configures FCoE interfaces.

¢ ISLs—Views and configures Inter-Switch Links.

e End Devices—Views and configures end devices.

Note  You cannot view the detailed physical attributes of the data center switches or monitor the connections.
When you select either a data center node or a LAN node the physical attributes pane will be blank.
Context Menu for Tables

When you right-click in the table, you see a pop-up menu with options that vary depending on the type
of option you selected in the Physical Attributes pane. You can perform various operations by
right-clicking the device listed in the table. To view various options available for switches, ISLs, and end
devices, refer to the procedures in the sections that follows:
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Viewing Switch Options

When you select the datacenter node, the switch table displays all the switches that are discovered. When
you select the SAN node or the fabric node, the switch table displays all the Fibre Channel switches and
when you select the LAN node, the switch table displays all the Ethernet switches.

Step1  Click Switches in the Physical Attributes pane.
Step2  Right-click the device in the table.
The pop-up menu provides the following options:
e Apply Changes—Applies the changes to the switch.
e Refresh Values—Refreshes the current values.
¢ Undo Changes—Undoes modifications to the switch.
e Export to File—Export the values to a file.
e Print Table—Prints the table.
e Detach Table—Detaches the table.
e Switch Attributes—Changes the switch properties.
e Interface Attributes—Changes the interface properties.
e Element Manager—Manages this switch.
¢ Command Line Interface—Enables to perform command line operations.
e Copy—Copies the switch.
e Purge—Purges the switch.
¢ Fix Location—Fixes the switch in the current location.
e Align—Aligns the switch.
e Show End Devices—Shows the end devices.
e Expand Multiple Links—Expands the links to this switch.
e Other—Other options.

¢  Group—Groups switches.

Viewing ISL Options

When you select the data center node, the ISLs table displays all of the Fibre Channel and Ethernet links.
When you select the LAN node, the ISLs table displays all the Ethernet links.

Step1  In the Physical Attributes pane, click ISLs and then click Summary tab.
Step2  Right-click the device in the table.
The pop-up menu provides the following options:
e Refresh Values—Refreshes the current values.
e Copy—Copies information from a specific field.
¢ Find—Conducts search based on the input string.

e Export to File—Exports the values to a file.
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Print Table—Prints the table.

Detach Table—Detaches the table.

Interface Attributes—Changes the interface properties.
Element Manager—Manages the device.

FCIP Tunnel Attributes—Changes FCIP tunneling properties.
Create Port Channel—Creates port channel.
Re-enable—Reenables a disabled device.

Enable FC-SP—Enables FC-SP.

SAN Extention Tuner—Optimizes FCIP performance.

Purge—Purges the device.

Note  When you select a port channel from the table, the pop-up menu will have the following additional

options:

Member Attributes—Changes the member properties.
Channel Attributes—Changes the port channel properties.
Edit—Edits the channel properties.

Viewing End Device Options

Step1  In the Physical Attributes pane, click End Devices and then click the Summary tab.

Step2  Right-click the device in the table.

The pop-up menu provides the following options:

Apply Changes—Applies the changes to the device.

Refresh Values—Refreshes the current values.

Copy—Copies the information specific to the field.
Paste—Pastes the copied text.

Undo Changes—Undoes modifications to the device.
Find—Searches for information depending on the input string.
Export to File—Exports the values to a file.

Print Table—Prints the table.

Detach Table—Detaches the table.

Device Attributes—Changes the device properties.

Interface Attributes—Changes the interface properties.
Element Manager—Manages this device.

Command Line Interface—Enables you to perform command line operations.
Copy—Copies the switch.

Purge—Purges the switch.
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¢ Fix Location—Fixes the switch in the current location.

e Align—Aligns the switch.

e Ping—Pings another device.

e Trace Route—Determines the route taken by packets across the network.

¢ Select Dependent Ports—Selects dependent ports.

¢ Group—Groups devices.

Information Pane

Use the Information pane to display tables of information associated with the option selected from the
menu tree in the Logical Domains or Physical Attributes panes. The Information pane toolbar provides
buttons for performing one or more of the operations shown in Table 4-4.

Table 4-4 Information Pane Toolbar

Icon

Description

Applies configuration changes.

@

Refreshes table values.

Opens the appropriate dialog box to make a new
row in the table.

Deletes the currently highlighted rows from the
table.

? B

Copies data from one row to another.

Pastes the data from one row to another.

Undoes the most recent change.

Finds a specified string in the table.

Exports and saves information to a file.
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Table 4-4 Information Pane Toolbar (continued)

Icon Description

<

Prints the contents of the Information pane.

Displays a non-editable copy of the table in the
g Information pane in its own window, which you
can move around the screen.

After making changes, you must save the configuration or the changes will be lost when the device is
restarted.

Note  The buttons that appear on the toolbar vary according to the option that you select. They are activated or
deactivated (dimmed) according to the field or other object that you select in the Information pane.
Detachable Tables

Fabric Pane

Detachable tables in Cisco DCNM-SAN allow you to detach tables and move them to different areas on
your desktop so that you can compare similar tables from different VSANs. You can keep informational
tables open from one view while you examine a different area in Cisco DCNM-SAN. To detach tables,
click the Detach Table icon in the Information pane in Cisco DCNM-SAN.

Use the Fabric pane to display the graphical representation of your fabric. Table 4-5 explains the
graphics you may see displayed, depending on which devices you have in your fabric.

Table 4-5 Cisco DCNM-SAN Graphics

Icon or Graphic Description

J Director class MDS 9000 Fibre Channel switch.
ﬁ Non-director class MDS 9000 Fibre Channel

switch.

Nexus 7000 switch.

=

Nexus FCoE or Fibre Channel switch.

:E.'i
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Table 4-5 Cisco DCNM-SAN Graphics (continued)

Icon or Graphic Description
Catalyst LAN switch.

Generic Fibre Channel switch.

{ BT

Cisco SN5428.

g ]
[

Dashed or dotted orange line through a device
indicates that the device is manageable but there
are operational problems.

Dashed or dotted orange X through a device or
link indicates that the device or ISL is not working

properly.

A red line through a device indicates that the
device is not manageable.

A red X through a device or link indicates that the
device is down or that the ISL is down.

Fibre Channel HBA (or enclosure).

m <

Fibre Channel target (or enclosure).

iSCSI host.

& w

Fibre Channel ISL and edge connection.

Fibre Channel PortChannel.

IP ISL and edge connection.

IP PortChannel.

Cisco Prime DCNM SAN Client Online Help



| Chapter4 Configuring Cisco DCNM-SAN Client

Note

Context Menus

Table 4-5

Cisco DCNM-SAN Client Quick Tour: Admin Perspective Il

Cisco DCNM-SAN Graphics (continued)

Icon or Graphic

Description

DWDM connection.

NPV connection.

Fibre Channel loop (storage).

IP cloud (hosts). This icon is also used to represent
a fabric when viewing a SAN (multiple fabrics) in
the Cisco DCNM-SAN Fabric pane.

Any device, cloud, or loop with a box around it
means that there are hidden links attached.

If a switch or director is grayed out, Cisco DCNM-SAN can no longer communicate with it.

The bottom of the Fabric pane has the following tabs:

e Fabric—When displaying multiple fabrics, each fabric has its own tab. You can switch between

fabrics by clicking on their respective tabs.

e Log—Displays messages that describe Cisco DCNM-SAN operations, such as fabric discovery.

¢ Events—Displays information about the SNMP traps received by the management station. This
includes combination events as detected by discovery and important traps such as license, SNMP,

and FICON.

When viewing large fabrics in the Fabric pane, it is helpful to do the following tasks:

e Turn off end device labels.

e Collapse loops.

e Collapse expanded multiple links (collapsed multiple links are shown as very thick single lines).

e Dim or hide portions of your fabric by VSAN.

When a VSAN, zone, or zone member is selected in the VSAN tree, the map highlighting changes to
identify the selected objects. To remove this highlighting, click the Clear Highlight button on the Fabric
pane toolbar or choose Clear Highlight from the pop-up menu.

When you right-click an icon in the Fabric pane, you see a pop-up menu with options that vary depending
on the type of icon selected. The various options available for different objects include the following:

¢ Open an instance of Device Manager for the selected switch.

e Open a CLI session for the selected switch.
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Note

Saving the Map

e Copy the display name of the selected object.

¢ Execute a ping or traceroute command for the device.
e Show or hide end devices.

e View attributes.

e Quiesce and disable members for PortChannels.

e Set the trunking mode for an ISL.

e Create or add to a PortChannel for selected ISLs.

The Fabric pane has its own toolbar with options for saving, printing, and changing the appearance of
the map. When you right-click the map, a pop-up menu appears that provides options (duplicated on the
toolbar) for changing the appearance of the map.

You can launch web-based or non-web-based applications from the Fabric pane. To do this, you assign
an IP address to the storage port or enclosure. Then right-click to bring up the pop-up menu, and select
Device Manager.

You can save the map in the Fabric Pane as an image, or as an editable Visio diagram. You can save the
map with or without labels on the links. The created Visio diagram is editable and saved in two layers:

e The default layer includes all switches and links in the fabric.

¢ The end devices layer includes the end devices and can be turned off to remove end devices from
the Visio diagram.

To save the map as a Visio diagram, choose Files > Export > Visio and choose Map or Map with link
labels. The saved Visio diagram retains the viewing options that you selected from the Fabric pane. For
example, if you collapse multiple links in the map and export the links as a Visio diagram, the Visio
diagram shows those multiple links as one solid link.

The Show Tech Support option from the Tools menu also supports saving the map as a Visio diagram.

Purging Down Elements

The Fabric pane allows you to refresh the map at any time by clicking the Refresh Map icon. The
Refresh Map icon redraws the map but does not purge elements that are down. To purge down elements
you can:

¢ Choose Server > Purge Down Elements. This purges all down elements in the fabric.
e Right-click the Fabric pane and choose Purge Down Elements.
e Right-click a down element and choose Purge. This action purges only this element from the fabric.

~

Note If you select an element that is not down and purge it, that element will reappear on the next
fabric discovery cycle.

Multiple Fabric Display

Cisco DCNM-SAN can display multiple fabrics in the same pane.
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The information for both fabrics is displayed; you do not need to select a seed switch. To see details of
a fabric, select the tab for that fabric at the bottom of the Fabric pane, or double-click the Cloud icon for
the fabric in the SAN tab.

Note  Enclosure names should be unique. If the same enclosure name is used for each port, Cisco DCNM-SAN
shows a host/target enclosure connected to both fabrics. To fix this problem, you can either disable
auto-creation or create unique enclosure names.

Filtering by Groups

You can filter the Fabric pane display by creating groups of switches or end ports.

Step 1 Right-click a switch or end port in the Fabric pane map and select Group > Create.
You see the Edit User Defined Group dialog box .

Step2  Enter a group name in the Name field.

Step3  Use the arrows to move additional switches or end ports from the Available column to the Selected
column.

Step4  Click OK to save the group.
To add a switch or end port to an existing group in Cisco DCNM-SAN.

Step1  Right-click a switch or end device and select Group > Add To > YourGroupName.
You see the Edit User Defined Group dialog box.

Step2  Use the arrows to move additional switches or end ports from the Available column to the Selected
column.

Step3  Click OK to save the updated group.
To filter the display by a group you have created.

Step 1 Expand the Groups folder in the Logical Domains pane.
You see the list of groups that you have created.

Step2  Click the name of the group that you want to filter.
In the Fabric pane, the switches or end devices in your group are shown normally; all other switches and
end devices are shown in gray.

Step3  Click the Groups folder in the Logical Domains pane to return the display to normal.
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Note  User-defined groups tables are filtered based on switches in the group except for switches where
CFS-controlled features are enabled when all CFS member switches are displayed to avoid
misconfigurations.

Status Bar

The status bar at the bottom of the Cisco DCNM-SAN window shows the last entry displayed by the
discovery process, and the possible error message on the right side. The status bar displays a message
stating that something has changed in the fabric and a new discovery is needed. The status bar shows
both short-term, transient messages (such as the number of rows displayed in the table) and long-term
discovery issues.

Launching Cisco DCNM-SAN Client

As of Cisco SAN-OS 3.x and NX-OS Release 4.x, the Fabric Manager Client login procedure has
changed.

Launching Fabric Manager Client in Cisco SAN-0S Release 3.2(1) and Later

You can launch Fabric Manager Client.

~

Note  Network administrators must initially launch Cisco DCNM-SAN Client using Cisco
DCNM-SAN Web Server, as described in the following procedure. Once an administrator has
installed the Cisco DCNM-SAN Client icon on your desktop, you can double-click the icon to
launch the Cisco DCNM-SAN Client.

Step 1 Open your browser and enter the IP address where you installed Cisco DCNM-SAN Server, or enter
localhost if you installed Cisco DCNM-SAN Server on your local workstation.

You see the Cisco DCNM Web Client Login dialog box.
Step2  Enter your user name and password and click Login.

You see the Cisco DCNM Web Client Summary page.
Step3  Click the Download link in the upper right corner of the page.

You see the Download page for Cisco DCNM-SAN and Device Manager.
Step4  Click the link for Cisco DCNM-SAN.

If you are launching Cisco DCNM-SAN Client for the first time, you see a message asking whether you
want to create shortcuts for Cisco DCNM-SAN.

Step5  Click Yes to create shortcuts for Cisco DCNM-SAN.
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Step 6

Step 7
Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Launching Cisco DCNM-SAN Client 1l

Note  This message only appears the first time you launch Cisco DCNM-SAN Client. If you select No,
your selection will be remembered and you will not be prompted to make a selection again. In
this case, you will need to launch Cisco DCNM-SAN Client using the Cisco DCNM-SAN Web
Client.

When the software is installed and icons are created on your desktop, double-click the Cisco
DCNM-SAN icon to launch Cisco DCNM-SAN.

You see the Cisco DCNM-SAN Login dialog box.
Enter the Cisco DCNM-SAN Server user name and password.

Check the Use SNMP Proxy check box if you want Cisco DCNM-SAN Client to communicate with
Cisco DCNM-SAN Server through a TCP-based proxy server.

Click Login. Once you successfully log in to Cisco DCNM-SAN Server, you can set the seed switch and
open the fabrics that you are entitled to access.

>
Note  When you launch Cisco DCNM-SAN Client for the first time or when there are no available
fabrics, you see the Discover New Fabric dialog box.

You see the Discover New Fabric dialog box.

~

Note  Only network administrators can discover new fabrics.

Click the Ethernet (CDP) radio button to discover using Cisco Discovery Protocol (CDP).

Starting from NX-OS Release 4.2(0), Fabric Manager uses Cisco Discovery Protocol to discover
Ethernet switches such as Nexus 5000, Nexus 7000, Catalyst 4000, and Catalyst 6000 switches. You
need to use a CDP seed switch for a CDP discovery.

Set the fabric seed switch to the Cisco MDS 9000 Family switch or Cisco Nexus 5000 Series that you
want Fabric Manager to use.

Choose the Auth-Privacy option according to the privacy protocol you have configured on your switch:

a. Ifyouhave not configured the switch with a privacy protocol, then choose Auth-Privacy option MD5
(no privacy).

b. If you have configured the switch with your privacy protocol, choose your Auth-Privacy choice.

~

Note  You may use SNMP v2 credentials for CDP discovery as the most of the Catalyst switches do
not use MD5-DES for configuration.

a~

Note If you want a clean fabric discovery, remove the fabric and rediscover it. If you want a clean LAN
discovery, unmanage LAN, remove the CDP seed switch and then rediscover it.

Enter the username and password for the switch.
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M Launching Cisco DCNM-SAN Client

Step 14

Step 15

Step 16

Step 17

Step 1

(Optionsl) To limit the discovery, specify the VSAN range.
Scoping limits the resources discovered by Cisco DCNM-SAN client. You can either include a range of
VSANSs to be discovered or exclude a range of VSANs from being discovered.

a. To limit the discovery to a range of VSANS, click Included VSAN List radio button. Specify the
range of VSANS.

b. To exclude a range of VSANSs from being discovered, click Excluded VSAN List radio button.
Specify the range of VSANSs to be excluded.

Click Discover.

You see the Control Panel dialog box.

You see the included and excluded VSANS list under the Fabric tab.

~

Note  You see a message in the dialog box when the server and client are running on the same
workstation and there are unlicensed fabrics in the database. You also see a message when there
are unmanaged fabrics (the state of the licenses is unknown).

S

Note In the open tab, you see all the discovered fabrics displayed in the control panel. You need to
click on the Open button to see all the discovered Ethernet switches.

Check the check box(es) next to the fabric(s) you want to open in the Select column, or click Discover
to add a new fabric.

~

Note  Only network administrators can continuously manage or unmanage fabrics. For more
information, see the “Selecting a Fabric to Manage Continuously” section on page 2-6.

Click Open to open the selected fabric(s).

)
Note e If you have an incomplete view of your fabric, rediscover the fabric with a user that has no
VSAN restriction.
» Ifthe fabric includes a Cisco Nexus 5000 Series switch, then the Layer 2 node appears under
the Switches > Interfaces > Ethernet tree, the VFC (FCoE) node appears under the
Switches > Interfaces tree, and the FCoE node appears under the Switches tree in the
Physical Attributes pane.
» For Cisco Nexus 5000 Series switches in the fabric, the tooltip for the switch shows the bind
information of a virtual Fibre Channel interface to its corresponding Ethernet interface, such
as vfc2(eth1/4).

You can launch Cisco DCNM-SAN Client from within a running instance of Cisco DCNM-SAN.

Choose File > Open or click the Open Switch Fabric icon on the Cisco DCNM-SAN toolbar.

You see the Control Panel dialog box.
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Step 2

Setting Cisco DCNM-SAN Preferences

Check the check box(es) next to the fabric(s) you want to open in the Select column and click Open.

a~

Note  Changes made using Cisco DCNM-SAN are applied to the running configuration of the switches
that you are managing. If you have made changes to the configuration or performed an operation
(such as activating zones), Cisco DCNM-SAN prompts you to save your changes before you
exit.

Launching Cisco DCNM-SAN Client Using Launch Pad

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Starting from Cisco NX-OS Release 4.2(0), you can use Cisco DCNM-SAN launch pad to connect to
any server by specifying the IP address of the server. With launch pad, you can connect to any Cisco
DCNM-SAN Server version 3.3(0) and later. Launch pad establishes connection with the server using
HTTP protocol.

Open your browser and enter the IP address where you installed Cisco DCNM-SAN Server, or enter
localhost if you installed Cisco DCNM-SAN Server on your local workstation.

You see the Cisco DCNM-SAN Web Server Login dialog box.

Enter your user name and password and click Login.

You see the Cisco DCNM-SAN Web Client Summary page.

Click the Download link in the upper right corner of the page.

You see the Download page for Cisco DCNM-SAN and Device Manager.

Click the link for Cisco DCNM-SAN.

You see the Cisco DCNM-SAN Server launch pad.

Enter the host name of the server or IP address in the Server URL drop-down list.

Click Start.

~

Note  Launch pad retains the history of the server URLs used. You can choose one of the previously
user Server URLs from the drop-down list.

Setting Cisco DCNM-SAN Preferences

To set your preferences for the behavior of the Cisco DCNM-SAN, choose File > Preferences from the
Cisco DCNM-SAN menu bar. You see the Preferences dialog box with the following tabs for setting
different components of the application:

e General
e SNMP
e Map
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I Setting Cisco DCNM-SAN Preferences

The default General preferences for Cisco DCNM-SAN are as follows:

Show Device Name by—Displays the switches in the Fabric pane by IP address, DNS name, or
logical name. The default setting for this value is Logical Name.

Show WorldWideName (WWN) Vendor—Displays the world wide name vendor name in any table
or listing displayed by Cisco DCNM-SAN. Check the Prepend Name check box to display the name
in front of the IP address of the switch. Check the Replacing Vendor Bytes check box to display
the name instead of the IP address. The default is the Prepend Name option.

Show End Device Using—Displays end devices in the Fabric pane using alias or pWWN alias. The
default setting for this value is Alias.

Show Shortened iSCSI Names—Displays the default setting for this value is OFF.

Show Timestamps as Date/Time—Displays timestamps in the date/time format. If this preference is
not checked, timestamps are displayed as elapsed time. The default setting is enabled (checked).

Telnet Path—Displays the path for the telnet.exe file on your system. The default is telnet.exe, but
you need to browse for the correct location.

~

Note If you browse for a path or enter a path and you have a space in the pathname (for example,
c:\program files\telnet.exe), then the path will not work. To get the path to work, you must
manually place quotes around it (for example, "c:\program files\telnet.exe").

Use Secure Shell instead of Telnet—Specifies whether to use SSH or Telnet when using the CLI to
communicate with the switch. If enabled, you must specify the path to your SSH application. The
default setting is disabled.

Confirm Deletion—Displays a confirmation pop-up window when you delete part of your
configuration using Cisco DCNM-SAN. The default setting is enabled (checked).

Export Tables with Format—Specifies the type of file that is created when you export a table using
Device Manager. The options are tab-delimited or XML. The default setting is Tab-Delimited.

Show CFS Warnings—Shows warning messages if CFS is not enabled on all switches for a selected
feature.

The default SNMP preferences for Cisco DCNM-SAN are as follows:

Retry request 1 time(s) after 5 sec timeout— You can set the retry value to 0-5, and the timeout value
to 3-30.

Trace SNMP packets in Log—The default setting for this value is ON.
Enable Audible Alert when Event Received—The default setting for this value is OFF.

The default Map preferences for Cisco DCNM-SAN are as follows:

Display Unselected VSAN Members—Displays the unselected VSAN members in the Fabric pane.
The default setting for this value is ON.

Display End Devices—Displays the fabric’s end devices in the Fabric pane. The default setting for
this value is ON.

Display End Device Labels—Displays the fabric’s end device labels in the Fabric pane. The default
setting for this value is OFF.

Expand Loops—Displays the loops in the fabric as individual connections in the Fabric pane. The
default setting for this value is OFF.

Expand Multiple Links—Displays multiple links in the Fabric pane as separate lines instead of one
thick line. The default setting for this value is OFF.
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Open New Device Manager Each Time—Opens a new instance of Device Manager each time that
you invoke it from a switch in your fabric. The default value is OFF, which means that only one
instance of Device Manager is open at a time.

Select Switch or Link from Table—Allows you to select a switch or link in the Fabric pane by
clicking the switch or link in a table in the Information pane. The default setting for this value is
disabled (unchecked), which means clicking a switch or link in the table does not change the switch
or link selection in the Fabric pane.

Layout New Devices Automatically—Automatically places new devices in the Fabric pane in an
optimal configuration. The default setting for this value is OFF. In this mode, when you add a new
device, you must manually reposition it if the initial position does not suit your needs.

Use Quick Layout when Switch has 30 or more End Devices—Displays the default setting for this
value (30). You can enter any number in this field. Enter 0 to disable Quick Layout.

Override Preferences for Non-default Layout—Displays the default setting for this value (ON).

Automatically Save Layout—If this option is enabled, any changes in the layout are automatically
saved. The default setting for this value is ON.

Detach Overview Window—Allows you to easily center the Fabric pane on the area of the fabric
that you want to see. (This feature is useful for large fabrics that cannot be displayed entirely within
the Fabric pane.) Bring up the overview window by clicking the Show/Hide Overview Window
button. It overlays the fabric window and remains there until you click the Show/Hide Overview
Window button again. If you enable this preference, you can detach the overview window and move
it to one side while you access the Fabric pane. The default setting for this value is disabled
(unchecked).

Network Fabric Discovery

Cisco DCNM-SAN collects information about the fabric topology through SNMP queries to the switches
that are connected to Cisco DCNM-SAN. The switch replies after having discovered all devices
connected to the fabric by using the information from its FSPF technology database and the Name Server
database and collected using the Fabric Configuration Server’s request/response mechanisms that are
defined by the FC-GS-3/4 standard. When you start Cisco DCNM-SAN, you enter the IP address (or host
name) of a seed switch for discovery.

After you start Cisco DCNM-SAN and the discovery completes, Cisco DCNM-SAN presents you with
a view of your network fabric, including all discovered switches, hosts, and storage devices.

Network LAN Discovery

Starting from NX-OS Release 4.2(0), you can discover Nexus and Catalyst Ethernet switches using
Cisco Discovery Protocol (CDP). DataCenter 3(DC3) switches are displayed under Datacenter and LAN
nodes. Cisco DCNM-SAN displays basic information about DC3 switches and its ISLs.

Viewing Ethernet Switches

DETAILED STEPS

Click the LAN node under Datacenter node.
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M  Modifying the Device Grouping

Step 2

Click Switches tab in the Information pane.

You can see the switch information.

~

Note  Datacenter is the parent node of SAN and LAN nodes. The SAN node remains in the tree as the
parent for all the fabrics.

Removing a LAN

DETAILED STEPS

Step 1

Step 2
Step 3

Choose Server > Admin.
You can see the switch information.
Click to select the switch IP of the LAN you want to remove.

Click Remove.

Modifying the Device Grouping

DETAILED STEPS

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Because not all devices are capable of responding to FC-GS-3 requests, different ports of a single server
or storage subsystem may be displayed as individual end devices on the Cisco DCNM-SAN map.

Expand End Devices and then choose Storage or Hosts in the Physical Attributes pane.
You see the end devices displayed in the Information pane.

Click one of the devices in the Fabric pane, or click the Enclosures tab of the Information pane, and then
click the device name (in the Name field) that you want to include in the enclosure.

Enter a name to identify the new enclosure in the Fabric pane map.

Click once on the device name in the Name field. To select more than one name, press the Shift key and
click each of the other names.

Press Ctrl-C to copy the selected name(s).
Press Ctrl-V to paste the device name into the Name field.

~

Note  To remove devices from an enclosure, triple click the device name and press Delete. To remove
an enclosure, repeat this step for each device in the enclosure.
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Using Alias Names as Enclosures

DETAILED STEPS

Step 1

Step 2

Step 3

Note

Expand End Devices and choose Hosts or Storage from the Physical Attributes pane.
You see the list of devices in the Information pane. The NxPorts tab is the default.
Right-click the enclosure names that you want to convert to alias names and choose Alias > Enclosure .

The Ailas > Enclosures window appears . It contains a list of expressions. You can also add expressions
to the list and modify expressions in the current list.

Click the Apply Changes icon to save the changes and then click Close.

Cisco DCNM-SAN uses the regular expressions to convert multiple alias names into one enclosure. The
alias names should be in the same expression pattern rule. You can create enclosure names from selected
aliases using the regular expresssions list.

Using Alias Names as Descriptions

Step 1
Step 2

Step 3

Note

Choose End Devices and from the Physical Attributes pane.
Click the General tab.
You see the list of devices in the Information pane.

Select the device names that you want to populate the description with alias names and then click Alias
> Enclosure button .

You see the alias names are copied to corresponding rows in the description column.

Cisco DCNM-SAN does not parse or format the alias name while copying.

Controlling Administrator Access with Users and Roles

Cisco MDS 9000 Family switches support role-based management access whether using the CLI or
Cisco Cisco DCNM-SAN. This lets you assign specific management privileges to particular roles and
then assign one or more users to each role.

The default-role contains the access permissions needed by a user to access the GUI (Cisco DCNM-SAN
and Device Manager). These access permissions are automatically granted to all users in order for them
to use the GUI.
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M Using Cisco DCNM-SAN Wizards

Cisco Cisco DCNM-SAN uses SNMPv3 to establish role-based management access. After completing
the setup routine, a single role, user name, and password are established. The role assigned to this user
allows the highest level of privileges, which includes creating users and roles. Use the Cisco Cisco
DCNM-SAN to create roles and users and to assign passwords as required for secure management access
in your network.

Note  Either to create a new SNMPv3 user or modify password of SNMPv3 user, the DCNM login user need
to have enabled with DES/AES privacy password. Since the creating and modifying SNMP SET request
need to be encrypted, the login user password needs to have the privacy password.

Using Cisco DCNM-SAN Wizards

Cisco DCNM-SAN Client provides the following wizards to facilitate common configuration tasks:

VSAN—Creates VSANs on multiple switches in the fabric and sets VSAN attributes including
interop mode, load balancing, and FICON.

Zone Edit Tool—Creates zone sets, zones, and aliases. Adds members to zones and edits the zone
database.

IVR Zone—Creates IVR zone sets, zones, and aliases. Enables IVR NAT and auto-topology. Adds
members to IVR zones, and edits the IVR zone database.

FCoE—Creates virtual Fibre Channel (FC) interfaces and VLAN-VSAN mappings, and binds
virtual FC interfaces to Ethernet interfaces or PortChannels.

PortChannel—Creates PortChannels from selected ISLs either manually or automatically. Sets
PortChannel attributes such as channel ID and trunking mode.

FCIP—Creates FCIP links between Gigabit Ethernet ports. Enables Fibre Channel write
acceleration and IP compression.

DPVM—Establishes dynamic port VSAN membership, enables autolearning, and activates the
DPVM database.

Port Security—Prevents unauthorized access to Cisco MDS switches and reports these intrusions to
the administrator.

iSCSI—Creates zones for iSCSI initiators and adds a VSAN to a target-allowed VSAN list.
NPV—Reduces the number of Fibre Channel domain IDs in SANs.

QoS—Sets QoS attributes for zones in the selected VSAN.

IP ACL—Creates ordered IP access control lists and distributes to selected switches in the fabric.
License Install—Facilitates download and installation of licenses in selected switches in the fabric.

Software Install—Verifies image compatibility and installs software images on selected switches in
the fabric.

Cisco DCNM-SAN Troubleshooting Tools

Cisco DCNM-SAN has several troubleshooting tools available from the toolbar or Tools menu
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e Zone Merge Analysis—The zone merge analysis tool (available from the Zone menu) enables you
to determine if zones will merge successfully when two Cisco MDS switches are interconnected. If
the interconnected switch ports allow VSANs with identical names or contain zones with identical
names, then Cisco DCNM-SAN verifies that the zones contain identical members. The merge
analysis tool can be run before attempting a merge or after fabrics are interconnected to determine
zone merge failure causes.

¢ End-to-End Connectivity—Cisco DCNM-SAN’s end-to-end connectivity analysis tool uses FC Ping
to verify interconnections between Cisco MDS switches and end-device (HBAs and storage devices)
in a particular VSAN. In addition to basic connectivity, Cisco DCNM-SAN can optionally verify the
following:

— Paths are redundant.
— Zones contain at least two members.

End devices are connected to a manageable switch (have a currently active in-band or out-of-band
management path.)

¢ Switch Health Analysis—You can run an in-depth switch health analysis with Cisco DCNM-SAN.
It verifies the status of all critical Cisco MDS switches, modules, ports, and Fibre Channel services.
Over 40 conditions are checked. This tool provides a very fast, simple, and thorough way to assess
Cisco MDS switch health.

e Fabric Configuration Analysis—Cisco DCNM-SAN includes a fabric configuration analysis tool. It
compares the configurations of all Cisco MDS switches in a fabric to a reference switch or a policy
file. You can define what functions to check and what type of checks to perform. The analysis can
look for mismatched values, and missing or extra values. If all configuration checking is performed
for all functions, over 200 checks are performed for each Cisco MDS switch.

After the analysis is run, the results are displayed with details about the issues that were discovered. You
can automatically resolve configuration differences by selecting them and clicking the Resolve button.
Cisco DCNM-SAN automatically changes the configuration to match the reference switch or policy file.

Integrating Cisco DCNM-SAN and Data Center Network
Management Software

Cisco DCNM-SAN and Data Center Network Management (DCNM) software are the two major
components in the Cisco next-generation data center environment. Cisco DCNM-SAN configures Cisco
Nexus 5000 Series switches and Cisco MDS 9000 Series switches. DCNM software configures Cisco
Nexus 5000 and Cisco Nexus 7000 Series switches. The Scope of the Cisco DCNM-SAN software is
confined to SAN while the scope of the DCNM-LAN software is limited to the LAN network.

In a typical data center environment, the mixture of SAN and LAN topology are becoming increasingly
common. Since the two management software are not designed to work across their topology limits,
users are not able to navigate to Cisco DCNM-SAN from DCNM-LAN software and vice versa.

Integrating Cisco DCNM-SAN and DCNM-LAN provides a single platform to manage the networks in
data center 3.0 and it provides seamless user experience under specific configuration. Starting from
Cisco MDS NX-OS Release 4.2, the directory structure has changed to accommodate the integration of
Cisco DCNM-SAN with Cisco Nexus 5000 Series products.
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Launching a Switch from the Topology Map

Step1  In the Cisco DCNM-SAN fabric pane, right-click the Nexus switch in the LAN map that you want to
open with DCNM.

You see the pop-up menu .

Step2  In the pop up menu, click DCNM and select appropriate context.
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Device Manager

This chapter contains descriptions and instructions for using the Cisco MDS 9000 Device Manager. This
chapter contains the following sections:

e Information About Device Manager section, page 5-1
e Device Manager Features section, page 5-2
e Using Device Manager Interface section, page 5-2

e Setting Device Manager Preferences section, page 5-8

Information About Device Manager

Note

Device Manager provides a graphic representation of a Cisco MDS 9000 Family switch chassis or Cisco
Nexus 5000 Series switch chassis, or a Cisco Nexus 7000 Series switch chassis including the installed
switching modules, the supervisor modules, the status of each port within each module, the power
supplies, and the fan assemblies.

Device Manager support for Cisco Nexus 7000 Series switches is only for FCoE. Non-FCoE modules
appear as Unsupported Card.

The tables in the DCNM-SAN Information pane basically correspond to the dialog boxes that appear in
Device Manager. However, while DCNM-SAN tables show values for one or more switches, a Device
Manager dialog box shows values for a single switch. Also, Device Manager provides more detailed
information for verifying or troubleshooting device-specific configuration than DCNM-SAN.

Device Manager Release 4.2 and later provides enhanced security using multiple perspectives (simple
and advanced) allowing role based-access to its features. The Device Manager perspective filters out
menu items that are not relevant to the user. Users with server admin role, can only access a subset of
the fabric related features. The server admin role will not be able to manage Device Manager users or
connected clients.

Device Manager Release 5.0 and later supports all the software features that are offered by Cisco NX-OS
for managing Cisco MDS 9148 and 9124 Multilayer Fabric switches. Cisco MDS 9148 Multilayer Fabric
Switch is a 48-port (1/2/4/8G) FC 1RU switch based on the Sabre ASIC andCisco MDS 9124 Multilayer
Fabric switch is a 1/2/4/8G switch module for HP BladeServer based on the Sabre ASIC. Device
Manager and DCNM-SAN allow you to discover, display, configure, monitor and service both these new
switches. Device Manager also supports the following Cisco Nexus 2000 Series Fabric Extenders on a
Cisco Nexus 5000 Series switch that runs Cisco NX-OS Release 5.0(1):
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e Cisco Nexus 2148T Fabric Extender—It has four 10-Gigabit Ethernet fabric interfaces for its uplink
connection to the parent Cisco Nexus 5000 Series switch and eight 1-Gigabit Ethernet or 10-Gigabit
Ethernet host interfaces for its downlink connection to servers or hosts.

e Cisco Nexus 2232PP Fabric Extender—It has eight 10-Gigabit Ethernet fabric interfaces with SFP+
interface adapters for its uplink connection to the parent Cisco Nexus 5000 Series switch and 32
10-Gigabit Ethernet fabric interfaces with SFP+ interface adapters for its downlink connection to
servers or hosts.

e Cisco Nexus 2248TP Fabric Extender—It has four 10-Gigabit Ethernet fabric interfaces with small
form-factor pluggable (SFP+) interface adapters for its uplink connection to the parent Cisco Nexus
5000 Series switch and 48 1000BASE-T (1-Gigabit) Ethernet host interfaces for its downlink
connection to servers or hosts.

Device Manager allows you to discover and display these Fabric Extenders. Cisco Device Manager and
the Cisco DCNM-SAN client support provisioning and monitoring of the 48-port 8-Gbps Advanced
Fibre Channel switching module (DS-X9248-256K9) and the 32-port 8-Gbps Advanced Fibre Channel
switching module (DS-X9232-256K09).

Device Manager Features

Device Manager provides two views: Device View and Summary View. Use Summary View to monitor
interfaces on the switch. Use Device View to perform switch-level configurations including the
following:

e Configure virtual Fibre Channel interfaces.

e Configure Fibre Channel over Ethernet (FCoE).

¢ Configure zones for multiple VSANSs.

e Manage ports, PortChannels, and trunking.

e Manage SNMPv3 security access to switches.

e Manage CLI security access to the switch.

e Manage alarms, events, and notifications.

e Save and copy configuration files and software image.
e View hardware configuration.

e View chassis, module, port status, and statistics.

Using Device Manager Interface

This section describes the Device Manager interface.
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Figure 5-1 .Device Manager, Device Tab
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Menu Bar

The menu bar at the top of the Device Manager main window provides options for managing and
troubleshooting a single switch. The menu bar provides the following options:
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Toolbar Icons

Device—Opens an instance of Device Manager, sets management preferences, sets the page layout,
opens a Telnet/SSH session with the current switch, exports a device image, and closes the Device
Manager application.

Physical—Allows you to view and manage inventory, modules, temperature sensors, power
supplies, fans, and the entire system.

Interface—Allows you to configure and manage PortChannels, as well as Fibre Channel, Ethernet,
1SCSI, and FICON ports. Also provides diagnostic, management and monitoring capabilities, as
well as SPAN and port tracking.

~

Note  The Interface > Port Channels menu option does not appear if the Cisco Nexus 5000 Series
switch is in NPV mode and runs a Cisco NX-OS release prior to 4.2(1).

FC—Allows you to configure and manage VSAN, domain, and name server characteristics. Also
provides advanced configuration capabilities.

FCoE—Allows you to configure the FCoE parameters and map VSANs to VLANSs on a Cisco Nexus
5000 Series switch.

~

Note The FCoE menu option appears only if the Cisco Nexus 5000 Series switch runs Cisco
NX-OS Release 4.0(1a) or later releases.

FICON—AIllows you to configure and manage FICON VSANSs, configure RLIR ERL information,
swap selected FICON ports, and view FICON port numbers.

IP—Allows you to configure and manage the following types of information: FCIP, iSCSI, iSNS,
routes, VRRP, and CDP.

Security—Allows you to configure and manage FCSP, port security, iSCSI security, SNMP security,
common roles, SSH, AAA, and IP ACLs.

Admin—Allows you to save, copy, edit, and erase the switch configuration, monitor events,
manipulate Flash files, manage licenses, configure NTP, use CFS, and reset the switch. Also enables
you to use the show tech support, show cores, and show image commands.

Logs—Shows the various logs: message, hardware, events, and accounting. Also displays FICON
link incidents, and allows you to configure the syslog setup.

Help—Displays online help topics for specific dialog boxes in the Information pane.

The Device Manager toolbar provides quick access to many Device Manager features. Once the icon is
selected, a dialog box may open that allows configuration of the feature. The toolbar provides the main
Device and Summary View icons as shown in Table 5-1.
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Device Manager Main Toolbar

Icon

Description

&

Open Device

Opens the Device Manager view for another switch, with the option
to open this view in a separate window.

Refresh Display

Communicates with the switch and displays the information in the
Device Manager view.

Command-Line
Interface

Opens a separate CLI command window to the switch.

Configure Selected

Opens a configuration dialog box for the selected component (line
card or port).

E 2

SysLog Opens a window that lists the latest system messages that occurred
on the switch.
VSANs Opens the VSAN dialog box that provides VSAN configuration for

the switch.

Save Configuration

Saves the current running configuration to the startup configuration.

R

Copy Copies configuration file between server and switch.
Toggle Toggles the FICON and interface port labels.
Eﬁ FICON/Interface
Port Labels
Select VSAN Filters the port display to show only those ports belonging to the
[;SAN Al :] selected VSAN.
Help Accesses online help for Device Manager.

Dialog Boxes

If a toolbar icon is selected, a dialog box may open that allows configuration of the selected feature. The
dialog box may include table manipulation icons. See the “Information Pane” section on page 4-5 for
descriptions of these icons.
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Tabs

Click the Device tab on the Device Manager main window to see a graphical representation of the switch
chassis and components.

Note The Device view also shows the switch chassis information of the Cisco Nexus 2000 Series Fabric
Extenders (FEXs) that are connected to a Cisco Nexus 5000 Series switch that runs Cisco NX-OS
Release 5.0(1).

Click the Summary tab on the Device Manager main window to see a summary of active interfaces on
a single switch, as well as Fibre Channel and IP neighbor devices. The Summary View also displays port
speed, link utilization, and other traffic statistics. There are two buttons in the upper left corner of the
Summary View tab used to monitor traffic. To monitor traffic for selected objects, click the Monitor
Selected Interface Traffic Util % button. To display detailed statistics for selected objects, click the
Monitor Selected Interface Traffic Details button. You can set the poll interval, the type or Rx/Tx
display, and the thresholds.

Note  The Summary tab does not display the utilization statistics (Util%) of virtual Fibre Channel interfaces
for Cisco Nexus 5000 Series switches that run Cisco NX-OS Release 4.2.

Legend

The legend at the bottom right of the Device Manager indicates port status, as follows:
Colors

e Green—The port is up.

¢ Brown—The port is administratively down.

e Red—The port is down or has failed.

e Amber—The port has a minor fault condition.

e Gray—The port is unreachable.

e Blue—The port is out of service.

Labels
e X—Link failure
e E—ISL

e TE—Multi-VSAN ISL

e F—Host/storage

e FL—F loop

e [—iSCSI

e SD—SPAN destination

¢ CH—Channel

e CU—~Control Unit

e NP—Proxy N-Port (NPV Mode)
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e TNP—Trunking NP_Port (NPV Mode)
e TF—Trunking F_Port
e f—vFC Present (Cisco Nexus 5000 Series switches only)

Supervisor and Switching Modules

Tip

Note

In the Device View, you can right-click an object and get information on it, or configure it. If you
right-click a module, the menu shows the module number and gives you the option to configure or reset
the module. If you right-click a port, the menu shows the port number and gives you the option to
configure, monitor, enable/disable, set beacon mode, or perform diagnostics on the port.

You can select multiple ports in Device Manager and apply options to all the selected ports at one time.
Either select the ports by clicking the mouse and dragging it around them, or hold down the Control key
and click each port.

To enable or disable a port, right-click the port and click Enable or Disable from the pop-up menu. To
enable or disable multiple ports, drag the mouse to select the ports and then right-click the selected ports.
Then click Enable or Disable from the pop-up menu.

To manage trunking on one or more ports, right-click the ports and click Configure. In the dialog box
that appears, right-click the current value in the Trunk column and click nonTrunk, trunk, or auto from
the pull-down list.

To create PortChannels using Device Manager, click PortChannels from the Interface menu.

To create a PortChannel, all the ports on both ends of the link must have the same port speed, trunking
type, and administrative state.

Context Menus

Context menus are available in both Device Manager views by right-clicking a device or table.
From Device View:

e Device—Right-click a system, module, or power supply to bring up a menu that gives you the option
to configure or reset the device.

e Port— Right-click a port to bring up a menu that shows you the number of the port you have clicked,
and to give you the option to configure, monitor, enable, disable, set beacon mode, or perform
diagnostics on the port.

From Summary View:

e Table— Right-click the table header to show a list of which columns to display in that table:
Interface, Description, VSANs, Mode, Connected To, Speed (Gb), Rx, Tx, Errors, Discards, and
Log. Click the Description field to bring up the appropriate configuration dialog box for the port

type.
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Launching Device Manager

DETAILED STEPS

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

To launch Device Manager from your desktop, double-click the Device Manager icon and follow the
instructions described in the Cisco DCNM Installation and Licensing Guide.

You can choose one of the following three steps

a. Right-click the switch you want to manage on the Fabric pane map and choose Device Manager
from the menu that appears.

b. Double-click a switch in the Fabric pane map.

c. Select a switch in the Fabric pane map and choose Tools > Device Manager.
You see the Device Manager open dialog box

Enter the IP adress of the device.

Enter the user name and password.

Check the Proxy SNMP through FMS check box if you want Device Manager Client to use a TCP-based
proxy server.

Choose the Auth-Privacy option according to the privacy protocol you have configured on your switch:

a. Ifyouhave not configured the switch with a privacy protocol, then choose Auth-Privacy option MD5
(no privacy).

b. If you have configured the switch with your privacy protocol, choose your Auth-Privacy choice.

Click Open to open the Device Manager.

Setting Device Manager Preferences

To set your preferences for the behavior of the Device Manager application, choose Device >
Preferences from the Device menu. You can set the following preferences:

¢ Retry Requests x Time(s) After x sec Timeout—Allows you to set the retry request values. The
default settings are 1 time after a 5-second timeout.

¢ Enable Status Polling Every x secs—Allows you to set the status polling value. The default setting
is enabled (checked) with a time of 40 seconds.

¢ Trace SNMP Packets in Message Log—Allows you to set whether Device Manager traces SNMP
packets and logs the trace. The default setting is disabled (unchecked).

e Register for Events After Open, Listen on Port 1163—Allows you to register this switch so that
events are logged once you open Device Manager. The default setting is enabled (checked).

e Show WorldWideName (WWN) Vendor—Displays the world wide name vendor name in any table
or listing displayed by Device Manager. If Prepend is checked, the name is displayed in front of the
IP address of the switch. If Replace is checked, the name is displayed instead of the IP address. The
default setting is enabled (checked) with the Prepend option.

e Show Timestamps as Date/Time—Displays timestamps in the date/time format. If this preference
is not checked, timestamps are displayed as elapsed time. The default setting is enabled (checked).
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e Telnet Path—Sets the path for the telnet.exe file on your system. The default is telnet.exe, but you
need to browse for the correct location.

~

Note If you browse for a path or enter a path and you have a space in the pathname (for example,
c:\program files\telnet.exe, then the path will not work. To get the path to work, manually
place quotes around it (for example, "c:\program files\telnet.exe').

e CLI Session Timeout x secs (0= disable)—Specifies the timeout interval for a CLI session. Enter
0 to disable (no timeout value). The default setting is 30 seconds.

e Show Tooltips in Physical View—Determines whether tooltips are displayed in Physical (Device)
View. The default setting is enabled (checked).

e Label Physical View Ports With:—Specifies the type of label to assign to the ports when you are
in Physical (Device) View. The options are FICON and Interface. The default setting is Interface.

¢ Export Table—Specifies the type of file that is created when you export a table using Device
Manager. The options are Tab-Delimited or XML. The default setting is Tab-Delimited.
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CHAPTER

Configuring Performance Manager

This chapter describes how DCNM-SAN is used to monitor and manage a network. This chapter includes
the following topics:

e Information About Performance Manager section, page 6-1
¢ Flow Statistics section, page 6-3

e Flow Setup Wizards section, page 6-4

Information About Performance Manager

This section includes the following topics:
e Data Interpolation section, page 6-2
e Data Collection section, page 6-2
e Using Performance Thresholds section, page 6-2
e Creating a Flow Using Performance Manager Flow Wizard section, page 6-4

Performance Manager gathers network device statistics historically and provides this information
graphically using a web browser. It presents recent statistics in detail and older statistics in summary.
Performance Manager also integrates with external tools such as Cisco Traffic Analyzer.

The Performance Manager has three operational stages:
e Definition—The Flow Wizard sets up flows in the switches.
e Collection—The Web Server Performance Collection screen collects information on desired fabrics.
¢ Presentation—Generates web pages to present the collected data through DCNM-SAN Web Server.

Performance Manager can collect statistics for ISLs, hosts, storage elements, and configured flows.
Flows are defined based on a host-to-storage (or storage-to-host) link. Performance Manager gathers
statistics from across the fabric based on collection configuration files. These files determine which SAN
elements and SAN links Performance Manager gathers statistics for. Based on this configuration,
Performance Manager communicates with the appropriate devices (switches, hosts, or storage elements)
and collects the appropriate information at fixed five-minute intervals.

Performance Manager uses a round-robin database to hold the statistical data collected from the fabric.
This data is stored based on the configured parameters in the collection configuration file. At each
polling interval, Performance Manager gathers the relevant statistics and stores them in the round-robin
database. This database is a fixed size and will not grow beyond its preset limits.
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Performance Manager creates a series of archived data to hold summarized information present in the
real-time round-robin database. This archived data is used to generate daily, weekly, monthly, and yearly
consolidated reports. In this way, Performance Manager maintains significant historical data without the
cost of an ever-increasing database size.

~

Note  You must restart Performance Manager if you change the user credentials on DCNM-SAN Server.

Data Interpolation

One of the unique features of Performance Manager is its ability to interpolate data when statistical
polling results are missing or delayed. Other performance tools may store the missing data point as zero,
but this can distort historical trending. Performance Manager interpolates the missing data point by
comparing the data point that preceded the missing data and the data point stored in the polling interval
after the missing data. This maintains the continuity of the performance information.

Data Collection

One year’s worth of data for two variables (Rx and Tx bytes) requires a round-robin database (rrd) file
size of 76 K. If errors and discards are also collected, the rrd file size becomes 110 K. The default
internal values are as follows:

e 600 samples of 5 minutes (2 days and 2 hours)
e 700 samples of 30 minutes (12.5 days)

e 775 samples of 2 hours (50 days)

e 300 samples of 1 day

A 1000-port SAN requires 110 MB for a year’s worth of historical data that includes errors and discards.
If there were 20 switches in this SAN with equal distribution of fabric ports, about two to three SNMP
packets per switch would be sent every 5 minutes for a total of about 100 request or response SNMP
packets required to monitor the data.

Because of their variable counter requests, flows are more difficult to predict storage space requirements
for. But in general you can expect that, each extra flow adds another 76 KB.

Note  Performance Manager does not collect statistics on nonmanageable and non-MDS switches. Loop
devices (FL/NL) are not collected.

Using Performance Thresholds

The Performance Manager Configuration Wizard allows you to set up two thresholds that will trigger
events when the monitored traffic exceeds the percent utilization configured. These event triggers can be
set as either Critical or Warning events that are reported on the DCNM-SAN web client Events browser
page.

Absolute value thresholds apply directly to the statistics gathered. These statistics, as a percent of the
total link capacity, are compared to the percent utilization configured for the threshold type. If the

statistics exceed either configured threshold, an event is shown on the DCNM-SAN web client Events
tab.
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Baseline thresholds create a threshold that adapts to the typical traffic pattern for each link for the same
time window each day, week, or every two weeks. Baseline thresholds are set as a percent of the average
(110% to 500%), where 100% equals the calculated weighted average. Figure 6-1 shows an example of
setting a baseline threshold for a weekly or daily option.

Figure 6-1 Baseline Threshold Example
. Two thresholds per throughput
Weekly (option) statistic - updated hourly
< 8 weeks

[ Mon1/3]  [Mon1/10] [Mon 1/17] -+++|Mon 2/21] @2PM

Threshold

setting
Average ——> ® ——> |Mon 2/28| @2 PM

Percent over baseline (e.g. 130%)

Daily (option)

< 14 days
[Mon 2/14|  [Tues 2/15|  |Wed 2/16] ++++|Sun2/27| @2PM

Threshold

setting
Average ——> ® ——> |Mon 2/28| @2 PM

Percent over baseline (e.g. 130%)

130886

The threshold is set for Monday at 2 p.m. The baseline threshold is set at 130% of the average for that
statistic. The average is calculated from the statistics value that occurred at 2 p.m. on Monday, for every
prior Monday (for the weekly option) or the statistics value that occurred at 2 p.m. on each day, for every
prior day (for the daily option).

Flow Statistics

Flow statistics count the ingress traffic in the aggregated statistics table. You can collect two kinds of
statistics:

e Aggregated flow statistics to count the traffic for a VSAN.
¢ Flow statistics to count the traffic for a source and destination ID pair in a VSAN.

If you enable flow counters, you can enable a maximum of 1 K entries for aggregate flow and flow
statistics. Be sure to assign an unused flow index to a module for each new flow. Flow indexes can be
repeated across modules. The number space for flow index is shared between the aggregate flow
statistics and the flow statistics.
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Generation 1 modules allow a maximum of 1024 flow statements per module. Generation 2 modules
allow a maximum of 2048-128 flow statements per module.

Table 6-1 explains the Flow Type radio button that defines the type of traffic monitored.

Table 6-1 Performance Manager Flow Types

Flow type Description

Host->Storage Unidirectional flow, monitoring data from the host to the storage element

Storage->Host Unidirectional flow, monitoring data from the storage element to the host

Both Bidirectional flow, monitoring data to and from the host and storage
elements

Flow Setup Wizards

The Performance Manager Flow and Performance Manager Setup wizards greatly simplify
configuration. All you need to do is select the categories of statistics to capture and the wizards provide
a list of flows and links to monitor. You can remove entries if desired, or just accept the provided list and
start data collection. Statistics for host and storage links are not associated with a specific port on a
switch, so you do not lose long term statistics if a connection is moved to a different port.

Creating a Flow Using Performance Manager Flow Wizard

DETAILED STEPS

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8
Step 9
Step 10
Step 11

Choose Performance > Create Flows.

You see the Define Traffic Flows dialog box.

Click the drop-down menu in the VSAN field.

Choose the list of VSANs provided by the flow configuration wizard.
Click the drop-down menu in the Zone field.

Choose the list of zones provided by the flow configuration wizard.
Click Next to continue to the next window .

Choose items in the Possible Flow Pairs area.

The Review Traffic Flows window displays all VSAN flow pairs in the Exisitng Flows for Vsan area.
Click Add to create the selected flow.

Choose items in the Existing Flows for Vsan area.

Click Remove to remove the selected flow.

Click Finish to restart the Performance Manager collection.

You see the Confirmation dialog box.

To verify the newly created flow, choose Physical Attributes > End Devices > Flow Statistics. The
newly created flows are displayed.
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Configuring High Availability

This chapter describes how to configure high availability, and describes the switchover processes.
This chapter includes the following sections:

e About High Availability section, page 7-1

e Switchover Processes section, page 7-1

e Copying Boot Variable Images to the Standby Supervisor Module section, page 7-4

e Displaying HA Status Information section, page 7-5

About High Availability

~

Note

Process restartability provides the high availability functionality in Cisco MDS 9000 Family switches.
This process ensures that process-level failures do not cause system-level failures. It also restarts the
failed processes automatically. This process is able to restore its state prior to the failure and continues
executing from the failure point going forward.

An HA switchover has the following characteristics:
e It is stateful (nondisruptive) because control traffic is not impacted.
e It does not disrupt data traffic because the switching modules are not impacted.

e Switching modules are not reset.

Switchover is not allowed if auto-copy is in progress.

Switchover Processes

Switchovers occur by one of the following two processes:
¢ The active supervisor module fails and the standby supervisor module automatically takes over.

¢ You manually initiate a switchover from an active supervisor module to a standby supervisor
module.

Once a switchover process has started another switchover process cannot be started on the same switch
until a stable standby supervisor module is available.
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A

Caution

If the standby supervisor module is not in a stable state (ha-standby), a switchover is not performed.

This section includes the following topics:
e Synchronizing Supervisor Modules section, page 7-2
e Manual Switchover Guidelines section, page 7-2

e Manually Initiating a Switchover section, page 7-2

Synchronizing Supervisor Modules

Note

The running image is automatically synchronized in the standby supervisor module by the active
supervisor module. The boot variables are synchronized during this process.

The standby supervisor module automatically synchronizes its image with the running image on the
active supervisor module.

The image a supervisor module is booted up from cannot be deleted from bootflash. This is to ensure
that the new standby supervisor module ia able to synchronize during the process.

Manual Switchover Guidelines

Be aware of the following guidelines when performing a manual switchover:

e  When you manually initiate a switchover, system messages indicate the presence of two supervisor
modules.

e A switchover can only be performed when two supervisor modules are functioning in the switch.

e The modules in the chassis are functioning as designed.

Manually Initiating a Switchover

Step 1

To manually initiate a switchover from an active supervisor module to a standby supervisor module, use
the active supervisor module using Device Managersystem switchover command. After you enter this
command, another switchover process cannot be started on the same switch until a stable standby
supervisor module is available.

To ensure that an HA switchover is possible, enter the show system redundancy status command or the
show module command. If the command output displays the HA standby state for the standby supervisor
module, then the switchover is possible. See "Verifying Switchover Possibilities" for more information.

To perform a switchover using Device Manager, follow these steps:

Ensure that an HA switchover is possible by selecting Physical > Modules to verify the presence of
multiple modules.

You see the screen shown in Figure 7-1.
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Figure 7-1 Modules Screen Shows Current Supervisor
FRaHS
Status Pouwver
Maclule Mame Maclel
Cper Reset ResetReasonDescription StatusLastChangeTime | Admin | Oper Current
1 110 Ghp= FC Maodule DS-¥97 04 ok (] |unknown 200602022-11:21:31 on ok 201 6y 14 BA
4 172 Ghps FC Madule  |DS-X90ME ok ] Unknown 2006/02/22-17.37. 28 on ok 210.0w § 5.0
5 [1/2/4 Ghps FC Module |DS-X3112 ok [ Unknown reason 2006/02/22-11:56:56 on ok 165.0W 7 4.04
7 SupervisorFabric-2 | DS-K9530-5F2-K3 |active Re=zet Reguested by CLI command reload  |2006/02/22-11:13:47 on ok 199.5¢ j 4 754
8 SupervisorFabric-2  |DS-¥9530-5F2-K9 |ha-standiy [ |unknowr 200602022-11:15:58 on ok 19950 14 758
14 Fahtic card module DE-135LT-FABT ok Unknow 2006/02/22-11:13:56 on ok THEN1.94
15 Fabric card module DE-132LT-FAE1  |ok hodule is powered down or powver cycled |2006/02/22-17.43.56 on ok TEEM 194
.

Refresh ] [ Help l [ Close ] e

7 row(s) E

Step2  In the main Device Manager screen, select Admin > Reset Switch.

Figure 7-2

Reset Switch Dialog Box

Device Manager 3.0(0.347) - sw-isola-220 172.22.48.220 [ad...

& Standbey State is ha-skandby, What would vou like ko do?

[ Reset Standby ” Reset System ][Switch ta Standbv” Cancel

154170

Step3  Click Switch to Standby.

Verifying Switchover Possibilities

This section describes how to verify the status of the switch and the modules before a manual switchover.

¢ Use the show system redundancy status command to ensure that the system is ready to accept a
switchover.

e Use the show module command to verify the status (and presence) of a module at any time. A
sample output of the show module command follows:

switch# show module

Mod Ports

w0 0 o Ul N

Mod

w0 0 o Ul N

* this terminal session

Module-Type

IP Storage Services Module
Supervisor/Fabric-1

Caching Services Module

8
0
0 Supervisor/Fabric-1
0
3

2 1/2 Gbps FC Module

MAC-Address (es)

00-05-30-00-9d-dz2
00-05-30-00-64-be
00-d0-97-38-b3-£9
00-05-30-01-37-7a
00-05-30-00-2d-e2

00-05-30-00-9d-de
00-05-30-00-64-c2
00-d0-97-38-b3-fd
00-05-30-01-37-fe
00-05-30-00-2d-e6

DS-X9308-SMIP

DS-X9530-SF1
DS-X9530-SF1

-K9
-K9

DS-X9560-SMAP

DS-X9032

Serial-Num

JAB064605a2
JAB06350B1R
JAB06350B1R
JAB072705ja
JAB06280ae9

Status

ok

active *
ha-standby
ok

ok

The Status column in the output should display an OK status for switching modules and an active
or HA-standby status for supervisor modules. If the status is either OK or active, you can continue
with your configuration.
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e Use the show boot auto-copy command to verify the configuration of the auto-copy feature and if
an auto-copy to the standby supervisor module is in progress. Sample outputs of the show boot
auto-copy command follow:
switch# show boot auto-copy
Auto-copy feature is enabled

switch# show boot auto-copy list
No file currently being auto-copied

Copying Boot Variable Images to the Standby Supervisor
Module

You can copy the boot variable images that are in the active supervisor module (but not in the standby
supervisor module) to the standby supervisor module. Only those KICKSTART and SYSTEM boot
variables that are set for the standby supervisor module can be copied. For module (line card) images,
all boot variables are copied to the corresponding standby locations (bootflash: or slot0O:) if not already
present.

Enabling Automatic Copying of Boot Variables

To enable or disable automatic copying of boot variables, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# boot auto-copy Enables (default) automatic copying of boot
Auto-copy administratively enabled variables from the active supervisor module to

the standby supervisor module.

switch(config)# no boot auto-copy Disables the automatic copy feature.
Auto-copy administratively disabled

Verifying the Copied Boot Variables

Use the show boot auto-copy command to verify the current state of the copied boot variables. This
example output shows that automatic copying is enabled:

switch# show boot auto-copy

Auto-copy feature enabled

This example output shows that automatic copying is disabled:
switch# show boot auto-copy

Auto-copy feature disabled

Use the show boot auto-copy list command to verify what files are being copied. This example output
displays the image being copied to the standby supervisor module's bootflash. Once this is successful,
the next file will be image2.bin.
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This command only displays files on the active supervisor module.

switch# show boot auto-copy list
File: /bootflash:/imagel.bin
Bootvar: kickstart

File:/bootflash:/image2.bin
Bootvar: system

This example output displays a typical message when the auto-copy option is disabled or if no files are
copied:

switch# show boot auto-copy list
No file currently being auto-copied

HA Status Information

Use the show system redundancy status command to view the HA status of the system. Tables 7-1 to
7-3 explain the possible output values for the redundancy, supervisor, and internal states.

switch# show system redundancy status
Redundancy mode
administrative: HA
operational: HA
This supervisor (sup-1)

Redundancy state: Active
Supervisor state: Active
Internal state: Active with HA standby

Other supervisor (sup-2)

Redundancy state: Standby
Supervisor state: HA standby
Internal state: HA standby

The following conditions identify when automatic synchronization is possible:

e If the internal state of one supervisor module is Active with HA standby and the other supervisor
module is HA standby, the switch is operationally HA and can do automatic synchronization.

e If the internal state of one of the supervisor modules is none, the switch cannot do automatic
synchronization.

Table 7-1 lists the possible values for the redundancy states.

Table 7-1 Redundancy States

State Description

Not present The supervisor module is not present or is not plugged into the chassis.
Initializing The diagnostics have passed and the configuration is being downloaded.
Active The active supervisor module and the switch is ready to be configured.
Standby A switchover is possible.
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Table 7-1 Redundancy States (continued)
State Description
Failed The switch detects a supervisor module failure on initialization and automatically

attempts to power-cycle the module three (3) times. After the third attempt it
continues to display a failed state.

~

Note  You should try to initialize the supervisor module until it comes up as
HA-standby. This state is a temporary state.

Offline

The supervisor module is intentionally shut down for debugging purposes.

At BIOS

The switch has established connection with the supervisor and the supervisor
module is performing diagnostics.

Unknown

The switch is in an invalid state. If it persists, call TAC.

Table 7-2 lists the possible values for the supervisor module states.

Table 7-2 Supervisor States

State Description

Active The active supervisor module in the switch is ready to be configured.
HA standby A switchover is possible.

Offline The switch is intentionally shut down for debugging purposes.
Unknown The switch is in an invalid state and requires a support call to TAC.

Table 7-3 lists the possible values for the internal redundancy states.

Table 7-3 Internal States
State Description
HA standby The HA switchover mechanism in the standby supervisor module is

enabled (see the “Synchronizing Supervisor Modules” section on
page 7-2).

Active with no standby |A switchover is not possible.

Active with HA standby |The active supervisor module in the switch is ready to be configured. The

standby supervisor module is in the HA-standby state.

Shutting down

The switch is being shut down.

HA switchover in
progress

The switch is in the process of changing over to the HA switchover
mechanism.

Offline

The switch is intentionally shut down for debugging purposes.

HA synchronization in  |The standby supervisor module is in the process of synchronizing its state

progress

with the active supervisor modules.

Standby (failed)

The standby supervisor module is not functioning.
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Table 7-3 Internal States (continued)

State Description

Active with failed The active supervisor module and the second supervisor module is present
standby but is not functioning.

Other The switch is in a transient state. If it persists, call TAC.
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CHAPTER

Configuring Trunking

This chapter describes how to configure trunking on E, F, N, and NP ports.
This chapter includes the following topics:

e Information About Trunking section, page 8-1

¢ Guidelines and Limitations section, page 8-7

e Default Settings section, page 8-11

¢ Configuring Trunking section, page 8-11

Information About Trunking

Trunking, also known as VSAN trunking, is a feature specific to switches in the Cisco MDS 9000
Family. Trunking enables interconnect ports to transmit and receive frames in more than one VSAN, over
the same physical link. Trunking is supported on E ports and F ports (See Figure 8-1 and Figure 8-2).

This section includes the following topics:
e Trunking E Ports section, page 8-2
e Trunking F Ports section, page §-2
e Key Concepts section, page 8-3
e Trunking Protocols section, page 8-4
e Trunk Modes section, page 8-5
e Trunk-Allowed VSAN Lists and VF_IDs section, page 8-5
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Trunking E Ports

Trunking the E ports enables interconnect ports to transmit and receive frames in more than one VSAN,
over the same physical link, using enhanced ISL (EISL) frame format.

Figure 8-1 Trunking E Ports
Switch 1 Any other Switch 1 Switch 2
’ switch -’ -’
== ISL y-—— == EISL _ ==
IE port E port -’ ITE port | TE portl
Trunking &

Note  Trunking is not supported by internal ports on both the Cisco Fabric Switch for HP c¢_Class BladeSystem
and the Cisco Fabric Switch for IBM BladeCenter.

Trunking F Ports

Trunking F ports allows interconnected ports to transmit and receive tagged frames in more than one
VSAN, over the same physical link.

Figure 8-2 represents the possible trunking scenarios in a SAN with MDS core switches, NPV switches,
third-party core switches, and HBAs.
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Figure 8-2 Trunking F Ports
3rd party Core MDS Core EVEP
Switch Switch —‘
TF F TF TF
= = N
Qll @ @ HB A
EPP EPP EPP
S— S—
@ NP TNP TNP
NPV Switch
EVFP NP
F TF
EVFP
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Link Number Link Description

la and 1b F port trunk with N port.!

2 F port trunk with NP port.

3 F PortChannnel with NP port.

4 Trunked F PortChannel with NP port.

5 Trunking NP port with third-party core switch F port.!

1. These features are not supported currently.

Key Concepts

The trunking feature includes the following key concepts:

e TE port—If trunk mode is enabled in an E port and that port becomes operational as a trunking E
port, it is referred to as a TE port.

e TF port—If trunk mode is enabled in an F port (see the link 2 in Figure 8-2) and that port becomes
operational as a trunking F port, it is referred to as a TF port.

e TN port—If trunk mode is enabled (not currently supported) in an N port (see the link 1b in
Figure 8-2) and that port becomes operational as a trunking N port, it is referred to as a TN port.

e TNP port—If trunk mode is enabled in an NP port (see the link 2 in Figure 8-2) and that port
becomes operational as a trunking NP port, it is referred to as a TNP port.

¢ TF PortChannel—If trunk mode is enabled in an F PortChannel (see the link 4 in Figure 8-2) and
that PortChannel becomes operational as a trunking F PortChannel, it is referred to as TF
PortChannel. Cisco Port Trunking Protocol (PTP) is used to carry tagged frames.
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e TF-TN port link—A single link can be established to connect an F port to an HBA to carry tagged
frames (see the link la and 1b in Figure 8-2) using Exchange Virtual Fabrics Protocol (EVFP). A
server can reach multiple VSANSs through a TF port without inter-VSAN routing (IVR).

e TF-TNP port link—A single link can be established to connect an TF port to an TNP port using the
PTP protocol to carry tagged frames (see the link 2 in Figure 8-2). PTP is used because PTP also
supports trunking PortChannels.

~

Note The TE-TNP port link between a third-party NPV core and a Cisco NPV switch is
established using the EVFP protocol.

e A Fibre Channel VSAN is called Virtual Fabric and uses a VF_ID in place of the VSAN ID. By
default, the VF_ID is 1 for all ports. When an N port supports trunking, a pWWN is defined for each
VSAN and called a logical pWWN. In the case of MDS core switches, the pWWNs for which the N
port requests additional FC_IDs are called virtual pWWN:ss.

Trunking Protocols

The trunking protocol is important for trunking operations on the ports. The protocols enable the
following activities:

e Dynamic negotiation of operational trunk mode.
e Selection of a common set of trunk-allowed VSANS.
e Detection of a VSAN mismatch across an ISL.

Table 8-1 specifies the protocols used for trunking and channeling.

Table 8-1 Supported Trunking Protocols

Trunk Link Default

TE-TE port link Cisco EPP (PTP)

TF-TN port link! FC-LS Rev 1.62 EVFP
TF-TNP port link Cisco EPP (PTP)

E or F PortChannel Cisco EPP (PCP)

TF Port Channel Cisco EPP (PTP and PCP)
Third-party TE-TNP port link' FC-LS Rev 1.62 EVFP

1. These features are not currently supported.

By default, the trunking protocol is enabled on E ports and disabled on F ports. If the trunking protocol
is disabled on a switch, no port on that switch can apply new trunk configurations. Existing trunk
configurations are not affected. The TE port continues to function in trunk mode, but only supports
traffic in VSANS that it negotiated with previously (when the trunking protocol was enabled). Also, other
switches that are directly connected to this switch are similarly affected on the connected interfaces. In
some cases, you may need to merge traffic from different port VSANs across a non-trunking ISL If so,
disable the trunking protocol.
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We recommend that both ends of a trunking link belong to the same port VSAN. On certain switches or
fabric switches where the port VSANSs are different, one end returns an error and the other end is not
connected.

By default, trunk mode is enabled on all Fibre Channel interfaces (Mode: E, F, FL, Fx, ST, and SD) on
non-NPV switches. On NPV switches, by default, trunk mode is disabled. You can configure trunk mode
as on (enabled), off (disabled), or auto (automatic). The trunk mode configuration at the two ends of an
ISL, between two switches, determine the trunking state of the link and the port modes at both ends (see
Table 8-2).

Table 8-2 Trunk Mode Status Between Switches
Your Trunk Mode Configuration Resulting State and Port Mode
Port Type  [Switch 1 Switch 2 Trunking State Port Mode
E ports On Auto or on Trunking (EISL) TE port
Off Auto, on, or off No trunking (ISL) E port
Auto Auto No trunking (ISL) E port
Port Type |Core Switch |NPV Switch Trunking State Link Mode
Fand NP |On Auto or on Trunking TF-TNP link
ports Auto On Trunking TE-TNP link
Off Auto, on, or off No trunking F-NP link

The preferred configuration on the Cisco MDS 9000 Family switches is one side of the trunk set to auto
and the other side set to on.

When connected to a third-party switch, the trunk mode configuration on E ports has no effect. The ISL
is always in a trunking disabled state. In the case of F ports, if the third-party core switch ACC's physical
FLOGTI with the EVFP bit is configured, then EVFP protocol enables trunking on the link.

Trunk-Allowed VSAN Lists and VF_IDs

Each Fibre Channel interface has an associated trunk-allowed VSAN list. In TE-port mode, frames are
transmitted and received in one or more VSANS specified in this list. By default, the VSAN range (1
through 4093) is included in the trunk-allowed list.

The common set of VSANs that are configured and active in the switch are included in the trunk-allowed
VSAN list for an interface, and they are called allowed-active VSANs. The trunking protocol uses the
list of allowed-active VSANSs at the two ends of an ISL to determine the list of operational VSANS in
which traffic is allowed.
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Switch 1 (see Figure 8-3) has VSANSs 1 through 5, switch 2 has VSANs 1 through 3, and switch 3 has
VSANs 1, 2, 4, and 5 with a default configuration of trunk-allowed VSANs. All VSANs configured in
all three switches are allowed-active. However, only the common set of allowed-active VSANSs at the
ends of the ISL become operational (see Figure 8-3).

For all F, N, and NP ports, the default VF_ID is 1 when there is no VF_ID configured. The trunk-allowed
VF_ID list on a port is same as the list of trunk-allowed VSANs. VF_ID 4094 is called the control VF_ID
and it is used to define the list of trunk-allowed VF-IDs when trunking is enabled on the link.

If F port trunking and channeling is enabled, or if switchport trunk mode on is configured in NPV mode
for any interface, or if NP PortChannel is configured, the VSAN and VF-ID ranges available for the
configuration are as described in Table 8-3.

Table 8-3 VSAN and VF-ID Reservations

VSAN or VF-ID Description

000h Cannot be used as virtual fabric identifier.

001h(1) to EFFh(3839) This VSAN range is available for user configuration.

FOOh(3840) to FEEh(4078) Reserved VSANSs and they are not available for user
configuration.

FEFh(4079) EVFP isolated VSAN.

FFOh(4080) to FFEh(4094) Used for vendor-specific VSANS.

FFFh Cannot be used as virtual fabric identifier.

Note  If the VF_ID of the F port and the N port do not match, then no tagged frames can be exchanged.

Figure 8-3 Default Allowed-Active VSAN Configuration
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ip route 10.10.
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ip route 11.11.11
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You can configure a select set of VSANs (from the allowed-active list) to control access to the VSANs
specified in a trunking ISL.

Using Figure 8-3 as an example, you can configure the list of allowed VSANSs on a per-interface basis
(see Figure 8-4). For example, if VSANs 2 and 4 are removed from the allowed VSAN list of ISLs
connecting to switch 1, the operational allowed list of VSANs for each ISL would be as follows:

e The ISL between switch 1 and switch 2 includes VSAN 1 and VSAN 3.
e The ISL between switch 2 and switch 3 includes VSAN 1 and VSAN 2.
e The ISL between switch 3 and switch 1 includes VSAN 1, 2, and 5.
Consequently, VSAN 2 can only be routed from switch 1 through switch 3 to switch 2.

Figure 8-4 Operational and Allowed VSAN Configuration

Switch 2

Switch 1
VSAN1
VSAN2
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VSAN5

%
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e =
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VSANSs 1 and 2 are operational.
VSANSs 1 and 2 are on the allowed list.

Switch 3

<
2]
>
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Guidelines and Limitations

Trunking has the following configuration guidelines and limitations:
¢ General Guidelines and Limitations section, page 8-7
e Upgrade and Downgrade Limitations section, page 8-8
¢ Difference Between TE Ports and TF-TNP Ports section, page 8-9

e Trunking Misconfiguration Examples section, page 8-10

General Guidelines and Limitations

The trunking feature has the following general configuration guidelines and limitations:

e F ports support trunking in Fx mode.

Cisco Prime DCNM SAN Client Online Help
| g e



Chapter8  Configuring Trunking |

M Guidelines and Limitations

The trunk-allowed VSANSs configured for TE, TF, and TNP links are used by the trunking protocol
to determine the allowed active VSANSs in which frames can be received or transmitted.

If a trunking enabled E port is connected to a third-party switch, the trunking protocol ensures
seamless operation as an E port.

Trunking F ports and trunking F PortChannels are not supported on the following hardware:
— 91x4 switches, if NPIV is enabled and used as the NPIV core switch.
— Generation 1 2-Gbps Fibre Channel switching modules.

On core switches, the FC-SP authentication will be supported only for the physical FLOGI from the
physical pWWN.

No FC-SP authentication is supported by the NPV switch on the server F ports.
MDS does not enforce the uniqueness of logical pWWNs across VSANSs.
DPVM is not supported on trunked F port logins.

The DPVM feature is limited to the control of the port VSAN, since the EVFP protocol does not
allow changing the VSAN on which a logical pWWN has done FLOGI.

The port security configuration will be applied to both the first physical FLOGI and the per VSAN
FLOGISs.

Trunking is not supported on F ports that have FlexAttach enabled.

On MDS 91x4 core switches, hard zoning can be done only on F ports that are doing either NPIV
or trunking. However, in NPV mode, this restriction does not apply since zoning is enforced on the
core F port.

Upgrade and Downgrade Limitations

8-8

The trunking and channeling feature includes the following upgrade and downgrade limitations:

When F port trunking or channeling is configured on a link, the switch cannot be downgraded to
Cisco MDS SAN-OS Release 3.x and NX-OS Release 4.1(1b), or earlier.

If you are upgrading from a SAN-OS Release 3.x to NX-OS Release 5.0(1), and you have not created
VSAN 4079, the NX-OS software will automatically create VSAN 4079 and reserve it for EVFP
use.

If VSAN 4079 is reserved for EVFP use, the switchport trunk allowed vsan command will filter
out VSAN 4079 from the allowed list, as shown in the following example:

switch(config-if)# switchport trunk allowed vsan 1-4080
1-4078,4080
switch(config-1if)#

- If you have created VSAN 4079, the upgrade to NX-OS Release 5.0(1) will have no affect on
VSAN 4079.

— If you downgrade after NX-OS Release 5.0(1), the VSAN will no longer be reserved for EVFP
use.
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Difference Between TE Ports and TF-TNP Ports

Note

In case of TE ports, the VSAN will in be initializing state when VSAN is coming up on that interface
and when peers are in negotiating phase. Once the handshake is done, VSAN will be moved to up state
in the successful case, and isolated state in the case of failure. Device Manager will show the port status
as amber during initializing state and it will be green once VSANs are up.

This example shows the trunk VSAN states of a TE port:

Switch# show interface fc2/15
fc2/15 is trunking
Hardware is Fibre Channel, SFP is short wave laser w/o OFC (SN)
Port WWN is 20:4£:00:0d:ec:6d:2b:40
Peer port WWN is 20:0a:00:0d:ec:3f:ab:80
Admin port mode is auto, trunk mode is on
snmp link state traps are enabled
Port mode is TE
Port vsan is 1
Speed is 2 Gbps
Rate mode is dedicated
Transmit B2B Credit is 16
Receive B2B Credit is 250
B2B State Change Number is 14
Receive data field Size is 2112
Beacon is turned off
Trunk vsans (admin allowed and active) (1,100-101,1101,1163-1166,1216,2172,2182-2183)

Trunk vsans (up) (1,1101,1163-1166,1216,2172,2182-2183)
Trunk vsans (isolated) (100-101)
Trunk vsans (initializing) ()

In case of TF ports, after the handshake, one of the allowed VSANs will be moved to the up state. All
other VSANSs will be in initializing state even though the handshake with the peer is completed and
successful. Each VSAN will be moved from initializing state to up state when a server or target logs in
through the trunked F or NP ports in the corresponding VSAN.

In case of TF or TNP ports, the Device Manager will show the port status as amber even after port is up
and there is no failure. It will be changed to green once all the VSAN has successful logins.

This example shows a TF port information after the port is in the up state:

sw7# show interface fcl1l/13
fcl/13 is trunking (Not all VSANs UP on the trunk)
Hardware is Fibre Channel, SFP is short wave laser w/o OFC (SN)
Port WWN is 20:0d4:00:0d:ec:6d:2b:40
Admin port mode is FX, trunk mode is on
snmp link state traps are enabled
Port mode is TF
Port vsan is 1
Speed is 4 Gbps
Rate mode is shared
Transmit B2B Credit is 16
Receive B2B Credit is 32
Receive data field Size is 2112
Beacon is turned off
Trunk vsans (admin allowed and active) (1,100-101,1101,1163-1166,1216,2172,2182-2183)
Trunk vsans (up) (1)
Trunk vsans (isolated) ()
Trunk vsans (initializing) (1101,1163-1166,1216,2172,2182)

Cisco Prime DCNM SAN Client Online Help g



Chapter8  Configuring Trunking |

M Guidelines and Limitations

This example shows the TF port information when a server logs in on noninternal FLOGI VSAN. VSAN
2183 is moved to the up state when the server logs in to VSAN 2183.

w7# show interface fcl/13
fcl/13 is trunking (Not all VSANs UP on the trunk)
Hardware is Fibre Channel, SFP is short wave laser w/o OFC (SN)
Port WWN is 20:0d4:00:0d:ec:6d:2b:40
Admin port mode is FX, trunk mode is on
snmp link state traps are enabled
Port mode is TF
Port vsan is 1
Speed is 4 Gbps
Rate mode is shared
Transmit B2B Credit is 16
Receive B2B Credit is 32
Receive data field Size is 2112
Beacon is turned off
Trunk vsans (admin allowed and active) (1,100-101,1101,1163-1166,1216,2172,2
182-2183)

Trunk vsans (up) (1,2183)
Trunk vsans (isolated) ()
Trunk vsans (initializing) (1101,1163-1166,1216,2172,2182)

Trunking Misconfiguration Examples

If you do not configure the VSANSs correctly, issues with the connection may occur. For example, if you
merge the traffic in two VSANs, both VSANs will be mismatched. The trunking protocol validates the
VSAN interfaces at both ends of a link to avoid merging VSANSs (see Figure 8-5).

Figure 8-5 VSAN Mismatch

Switch 1 Switch 2

Isolated

VSAN mismatch

The trunking protocol detects potential VSAN merging and isolates the ports involved (see Figure 8-5).

The trunking protocol cannot detect merging of VSANs when a third-party switch is placed in between
two Cisco MDS 9000 Family switches (see Figure 8-6).

Figure 8-6 Third-Party Switch VSAN Mismatch

Third-party switches

E7VSAN 2 57 VSAN 3 Sy
E port - E portEE
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VSAN 2 and VSAN 3 are effectively merged with overlapping entries in the name server and the zone
applications. Cisco DCNM-SAN helps detect such topologies.
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Default Settings

Table 8-4 lists the default settings for trunking parameters.

Table 8-4 Default Trunk Configuration Parameters

Parameters Default

Switch port trunk mode ON on non-NPV and MDS core switches.
OFF on NPV switches.

Allowed VSAN list 1 to 4093 user-defined VSAN IDs.

Allowed VF-ID list 1 to 4093 user-defined VF-IDs.

Trunking protocol on E ports Enabled.

Trunking protocol on F ports Disabled.

Configuring Trunking

This section includes the following topics:
e Enabling the Cisco Trunking and Channeling Protocols section, page §-11
¢ Enabling the F Port Trunking and Channeling Protocol section, page 8-12
e Configuring Trunk Mode section, page 8-12
e Configuring an Allowed-Active List of VSANs section, page 8-13

Enabling the Cisco Trunking and Channeling Protocols

This section describes how to enable the required trunking and channeling protocols.

Prerequisites

¢ To avoid inconsistent configurations, disable all ports with a shutdown command before enabling
or disabling the trunking protocols.

Detailed Steps

To enable or disable the Cisco trunking and channeling protocol, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.

Step2  switch(config)# trunk protocol enable Enables the Cisco PTP trunking protocol
switch(config)# (default).
switch(config)# no trunk protocol enable Disables the Cisco PTP trunking protocol.
switch(config)#
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Enabling the F Port Trunking and Channeling Protocol

This section describes how to enable the F port trunking and channeling protocol.

Prerequisites

e To avoid inconsistent configurations, shut all ports before enabling or disabling the trunking
protocols.

e The trunking protocols must be enabled to support trunking, and NPIV must be enabled on the core
switch to activate a TF-TNP link.To enable NPIV, use the feature npiv command.

Detailed Steps

To enable or disable the F port trunking and channeling protocol, follow these steps:

Command Purpose

Step1  switch# config tasf Enters configuration mode.

Step2  switch(config)# feature fport-channel-trunk Enables the F port trunking and channeling
switch(config)# protocol (default).
switch(config)# no feature fport-channel-trunk Disables the F port trunking and channeling
switch(config)# protocoL

To enable or disable the F port trunking and channeling protocols using DCNM-SAN, follow these steps:

Step 1 From the Physical Attributes panel, expand Switches. Select FC Services, and then select
F_Port_Channel/Trunk.

You see the list of switches in the Fabric with F port trunking and channeling enabled.

Step2  From the command column, select enable or disable or no selection.

Configuring Trunk Mode

To configure trunk mode, follow these steps:

Command Purpose
Step1  switch# config t Enters configuration mode.
Step2  switch(config)# interface fcl/1 Configures the specified interface.

switch(config-if)#

Step3  switch(config-if)# switchport trunk mode on |Enables (default) the trunk mode for the
specified interface.

switch(config-if)# switchport trunk mode off |Disables the trunk mode for the specified
interface.

switch(config-if)# switchport trunk mode auto |Configures the trunk mode to auto mode, which
provides automatic sensing for the interface.
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Configuring Trunking

To configure trunk mode using DCNM-SAN, follow these steps:

Expand FC Interfaces, and then select Physical. You see the interface configuration in the Information
pane.

Click the Trunk Config tab to modify the trunking mode for the selected interface.
Make changes to the Admin and Allowed VSANSs values.

Click the Trunk Failures tab to check if a link did not come up.

You see the reason listed in the FailureCause column.

Click the Apply Changes icon.

Configuring an Allowed-Active List of VSANs

Step 1
Step 2

Step 3

Step 1

Step 2

Step 3
Step 4

To configure an allowed-active list of VSANSs for an interface, follow these steps:

Command Purpose

switch# config t Enters configuration mode.

switch(config)# interface fcl/1 Configures the specified interface.

switch(config-if)#

switch(config-if)# switchport trunk allowed vsan 2-4 Changes the allowed list for the
specified VSANS.

switch(config-if)# switchport trunk allowed vsan add 5 Expands the specified VSAN (5) to

updated trunking membership the new allowed list.

switch(config-if)# no switchport trunk allowed vsan 2-4 Deletes VSANSs 2, 3, and 4.

switch(config-if)# no switchport trunk allowed vsan add 5 |Deletes the expanded allowed list.

To configure an allowed-active list of VSANSs for an interface using DCNM-SAN, follow these steps:

Expand FC Interfaces, and then select Physical. You see the interface configuration in the Information
pane.

You see the interface configuration in the Information pane.

Click the Trunk Config tab.

You see the current trunk configuration.

Set Allowed VSANS to the list of allowed VSANSs for each interface that you want to configure.
Click Apply Changes to save these changes or click Undo Changes to discard any unsaved changes.
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Configuring PortChannels

This chapter describes how to configure PortChannels.

This chapter includes the following topics:

Information About PortChannels section, page 9-1

Prerequisites for PortChannels section, page 9-13

Guidelines and Limitations section, page 9-13

Default Settings section, page 9-16

Configuring PortChannels section, page 9-17

Verifying PortChannel Configuration section, page 9-23

Configuration Examples for F and TF PortChannels section, page 9-26

Information About PortChannels

This section includes the following topics:

PortChannels Overview section, page 9-2

E PortChannels section, page 9-2

F and TF PortChannels section, page 9-3
PortChanneling and Trunking section, page 9-3
Load Balancing section, page 9-4
PortChannel Modes section, page 9-6
PortChannel Deletion section, page 9-7
Interfaces in a PortChannel section, page 9-7
PortChannel Protocols section, page 9-9
Channel Group Creation section, page 9-10
Autocreation section, page 9-12

Manually Configured Channel Groups section, page 9-12
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PortChannels Overview

PortChannels refer to the aggregation of multiple physical interfaces into one logical interface to provide
higher aggregated bandwidth, load balancing, and link redundancy (See Figure 9-1). PortChannels can
connect to interfaces across switching modules, so a failure of a switching module cannot bring down
the PortChannel link.

Figure 9-1 PortChannel Flexibility
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PortChannels on Cisco MDS 9000 Family switches allow flexibility in configuration. This illustrates
three possible PortChannel configurations:

e PortChannel A aggregates two links on two interfaces on the same switching module at each end of
a connection.

e PortChannel B also aggregates two links, but each link is connected to a different switching module.
If the switching module goes down, traffic is not affected.

e PortChannel C aggregates three links. Two links are on the same switching module at each end,
while one is connected to a different switching module on switch 2.

E PortChannels

An E PortChannel refers to the aggregation of multiple E ports into one logical interface to provide higher
aggregated bandwidth, load balancing, and link redundancy. PortChannels can connect to interfaces across
switching modules, so a failure of a switching module cannot bring down the PortChannel link.

A PortChannel has the following features and restrictions:

e Provides a point-to-point connection over ISL (E ports) or EISL (TE ports). Multiple links can be
combined into a PortChannel.

¢ Increases the aggregate bandwidth on an ISL by distributing traffic among all functional links in the
channel.

e Load balances across multiple links and maintains optimum bandwidth utilization. Load balancing
is based on the source ID, destination ID, and exchange ID (OX ID).
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e Provides high availability on an ISL. If one link fails, traffic previously carried on this link is switched
to the remaining links. If a link goes down in a PortChannel, the upper protocol is not aware of it. To
the upper protocol, the link is still there, although the bandwidth is diminished. The routing tables
are not affected by link failure. PortChannels may contain up to 16 physical links and may span
multiple modules for added high availability.

See the Cisco MDS 9000 Family NX-OS Fabric Configuration Guide for information about failover
scenarios for PortChannels and FSPF links.

F and TF PortChannels

Note

An F PortChannel is also a logical interface that combines a set of F ports connected to the same Fibre
Channel node and operates as one link between the F ports and the NP ports. The F PortChannels support
bandwidth utilization and availability like the E PortChannels. F PortChannels are mainly used to
connect MDS core and NPV switches to provide optimal bandwidth utilization and transparent failover
between the uplinks of a VSAN.

An F PortChannel trunk combines the functionality and advantages of a TF port and an F PortChannel.
This logical link uses the Cisco PTP and PCP protocols over Cisco EPP (ELS).

If a Cisco MDS 9124 or 9134 switch is used as a core switch, only a nontrunking F PortChannel is
supported. Trunking is not supported on this platform when NPIV enabled.

PortChanneling and Trunking

Trunking is a commonly used storage industry term. However, the Cisco NX-OS software and switches
in the Cisco MDS 9000 Family implement trunking and PortChanneling as follows:

e PortChanneling enables several physical links to be combined into one aggregated logical link.

e Trunking enables a link transmitting frames in the EISL format to carry (trunk) multiple VSAN
traffic. For example, when trunking is operational on an E port, that E port becomes a TE port. A
TE port is specific to switches in the Cisco MDS 9000 Family. An industry standard E port can link
to other vendor switches and is referred to as a nontrunking interface (See Figure 9-2 and
Figure 9-3). See Chapter 8, “Configuring Trunking,” for information on trunked interfaces.

Figure 9-2 Trunking Only
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Figure 9-3 PortChanneling and Trunking
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and trunking

PortChanneling and trunking are used separately across an ISL.

¢ PortChanneling—Interfaces can be channeled between the following sets of ports:
— E ports and TE ports
— F ports and NP ports
— TF ports and TNP ports

¢ Trunking—Trunking permits carrying traffic on multiple VSANs between switches.

See the Cisco MDS 9000 Family NX-OS Fabric Configuration Guide.
¢ Both PortChanneling and trunking can be used between TE ports over EISLs.

Load Balancing

Two methods support the load-balancing functionality:

¢ Flow based—All frames between source and destination follow the same links for a given flow. That
is, whichever link is selected for the first exchange of the flow is used for all subsequent exchanges.

e Exchange based—The first frame in an exchange picks a link and subsequent frames in the exchange
follow the same link. However, subsequent exchanges can use a different link. This provides more
granular load balancing while preserving the order of frames for each exchange.

Figure 9-4 illustrates how source ID 1 (SID1) and destination ID1 (DID1) based load balancing works.
When the first frame in a flow is received on an interface for forwarding, link 1 is selected. Each
subsequent frame in that flow is sent over the same link. No frame in SID1 and DIDI1 utilizes link 2.
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Figure 9-5 illustrates how exchange-based load balancing works. When the first frame in an exchange is
received for forwarding on an interface, link 1 is chosen by a hash algorithm. All remaining frames in
that particular exchange are sent on the same link. For exchange 1, no frame uses link 2. For the next
exchange, link 2 is chosen by the hash algorithm. Now all frames in exchange 2 use link 2.
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Figure 9-5 SID1, DID1, and Exchange-Based Load Balancing
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For more information on configuring load balancing and in-order delivery features, see the Cisco MDS
9000 Family NX-OS Fabric Configuration Guide.

PortChannel Modes

You can configure each PortChannel with a channel group mode parameter to determine the PortChannel
protocol behavior for all member ports in this channel group. The possible values for a channel group
mode are as follows:

e ON (default)—The member ports only operate as part of a PortChannel or remain inactive. In this
mode, the PortChannel protocol is not initiated. However, if a PortChannel protocol frame is
received from a peer port, the software indicates its nonnegotiable status. This mode is backward
compatible with the existing implementation of PortChannels in releases prior to Release 2.0(1b),
where the channel group mode is implicitly assumed to be ON. In Cisco MDS SAN-OS Releases
1.3 and earlier, the only available PortChannel mode was the ON mode. PortChannels configured in
the ON mode require you to explicitly enable and disable the PortChannel member ports at either
end if you add or remove ports from the PortChannel configuration. You must physically verify that
the local and remote ports are connected to each other.

e ACTIVE—The member ports initiate PortChannel protocol negotiation with the peer port(s)
regardless of the channel group mode of the peer port. If the peer port, while configured in a channel
group, does not support the PortChannel protocol, or responds with a nonnegotiable status, it will
default to the ON mode behavior. The ACTIVE PortChannel mode allows automatic recovery
without explicitly enabling and disabling the PortChannel member ports at either end.
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Table 9-1 compares ON and ACTIVE modes.

Table 9-1 Channel Group Configuration Differences

ON Mode ACTIVE Mode

No protocol is exchanged. A PortChannel protocol negotiation is performed
with the peer ports.

Moves interfaces to the suspended state if its Moves interfaces to the isolated state if its

operational values are incompatible with the operational values are incompatible with the

PortChannel. PortChannel.

When you add or modify a PortChannel member |When you add or modify a PortChannel interface,
port configuration, you must explicitly disable the PortChannel automatically recovers.

(shut) and enable (no shut) the PortChannel
member ports at either end.

Port initialization is not synchronized. There is synchronized startup of all ports in a
channel across peer switches.

All misconfigurations are not detected as no Consistently detect misconfigurations using a

protocol is exchanged. PortChannel protocol.

Transitions misconfigured ports to the suspended |Transitions misconfigured ports to the isolated
state. You must explicitly disable (shut) and state to correct the misconfiguration. Once you
enable (no shut) the member ports at either end. |correct the misconfiguration, the protocol ensures
automatic recovery.

This is the default mode. You must explicitly configure this mode.

PortChannel Deletion

When you delete the PortChannel, the corresponding channel membership is also deleted. All interfaces
in the deleted PortChannel convert to individual physical links. After the PortChannel is removed,
regardless of the mode used (ACTIVE and ON), the ports at either end are gracefully brought down,
indicating that no frames are lost when the interface is going down (see the “Graceful Shutdown” section
on page 11-9).

If you delete the PortChannel for one port, then the individual ports within the deleted PortChannel
retain the compatibility parameter settings (speed, mode, port VSAN, allowed VSAN, and port security).
You can explicitly change those settings as required.

e If you use the default ON mode to avoid inconsistent states across switches and to maintain
consistency across switches, then the ports shut down. You must explicitly enable those ports again.

e If you use the ACTIVE mode, then the PortChannel ports automatically recover from the deletion.

Interfaces in a PortChannel

You can add or remove a physical interface (or a range of interfaces) to an existing PortChannel. The
compatible parameters on the configuration are mapped to the PortChannel. Adding an interface to a
PortChannel increases the channel size and bandwidth of the PortChannel. Removing an interface from
a PortChannel decreases the channel size and bandwidth of the PortChannel.

This section describes interface configuration for a PortChannel and includes the following topics:

e Interface Addition to a PortChannel section, page 9-8
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e Forcing an Interface Addition section, page 9-9

e Interface Deletion from a PortChannel section, page 9-9

~

Note  For information about PortChannel support on Generation 2 switching modules, see the “PortChannel
Limitations” section on page 12-23.

Interface Addition to a PortChannel

You can add a physical interface (or a range of interfaces) to an existing PortChannel. The compatible
parameters on the configuration are mapped to the PortChannel. Adding an interface to a PortChannel
increases the channel size and bandwidth of the PortChannel.

A port can be configured as a member of a static PortChannel only if the following configurations are
the same in the port and the PortChannel:

e Speed

e Mode

e Rate mode

e Port VSAN

¢ Trunking mode

e Allowed VSAN list or VF-ID list

After the members are added, regardless of the mode (ACTIVE and ON) used, the ports at either end are
gracefully brought down, indicating that no frames are lost when the interface is going down (see the
“Generation 1 PortChannel Limitations” section on page 9-14 and “Graceful Shutdown” section on
page 11-9).

Compatibility Check

A compatibility check ensures that the same parameter settings are used in all physical ports in the
channel. Otherwise, they cannot become part of a PortChannel. The compatibility check is performed
before a port is added to the PortChannel.

The check ensures that the following parameters and settings match at both ends of a PortChannel:

e (Capability parameters (type of interface, Gigabit Ethernet at both ends, or Fibre Channel at both
ends).

e Administrative compatibility parameters (speed, mode, rate mode, port VSAN, allowed VSAN list,
and port security).

~

Note  Ports in shared rate mode cannot form a PortChannel or a trunking PortChannel.

e Operational parameters (remote switch WWN and trunking mode).

A port addition procedure fails if the capability and administrative parameters in the remote switch are
incompatible with the capability and administrative parameters in the local switch. If the compatibility
check is successful, the interfaces are operational and the corresponding compatibility parameter
settings apply to these interfaces.
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Suspended and Isolated States

If the operational parameters are incompatible, the compatibility check fails and the interface is placed
in a suspended or isolated state based on the configured mode:

e An interface enters the suspended state if the interface is configured in the ON mode.

¢ An interface enters the isolated state if the interface is configured in the ACTIVE mode.

Forcing an Interface Addition
You can force the port configuration to be overwritten by the PortChannel. In this case, the interface is
added to a PortChannel.

e If you use the default ON mode to avoid inconsistent states across switches and to maintain
consistency across switches, then the ports shut down. You must explicitly enable those ports again.

e If you use the ACTIVE mode, then the PortChannel ports automatically recover from the addition.

~

Note When PortChannels are created from within an interface, the force option cannot be used.

After the members are forcefully added, regardless of the mode (ACTIVE and ON) used, the ports at
either end are gracefully brought down, indicating that no frames are lost when the interface is going
down (see the “Graceful Shutdown” section on page 11-9“Generation 1 PortChannel Limitations”
section on page 9-14).

Interface Deletion from a PortChannel

When a physical interface is deleted from the PortChannel, the channel membership is automatically
updated. If the deleted interface is the last operational interface, then the PortChannel status is changed
to a down state. Deleting an interface from a PortChannel decreases the channel size and bandwidth of
the PortChannel.

e If you use the default ON mode to avoid inconsistent states across switches and to maintain
consistency across switches, then the ports shut down. You must explicitly enable those ports again.

e If you use the ACTIVE mode, then the PortChannel ports automatically recover from the deletion.

After the members are deleted, regardless of the mode (ACTIVE and ON) used, the ports at either end
are gracefully brought down, indicating that no frames are lost when the interface is going down (see the
“Generation 1 PortChannel Limitations” section on page 9-14 and “Graceful Shutdown” section on
page 11-9).

PortChannel Protocols

In earlier Cisco SAN-OS releases, PortChannels required additional administrative tasks to support
synchronization. The Cisco NX-OS software provides robust error detection and synchronization
capabilities. You can manually configure channel groups or they can be automatically created. In both
cases, the channel groups have the same capability and configurational parameters. Any change in
configuration applied to the associated PortChannel interface is propagated to all members of the
channel group.
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A protocol to exchange PortChannel configurations is available in all Cisco MDS switches. This addition
simplifies PortChannel management with incompatible ISLs. An additional autocreation mode enables
ISLs with compatible parameters to automatically form channel groups without manual intervention.

The PortChannel protocol is enabled by default.

The PortChannel protocol expands the PortChannel functional model in Cisco MDS switches. It uses the
exchange peer parameters (EPP) services to communicate across peer ports in an ISL. Each switch uses
the information received from the peer ports along with its local configuration and operational values to
decide if it should be part of a PortChannel. The protocol ensures that a set of ports are eligible to be
part of the same PortChannel. They are only eligible to be part of the same PortChannel if all the ports
have a compatible partner.

The PortChannel protocol uses two subprotocols:

¢ Bringup protocol—Automatically detects misconfigurations so you can correct them. This protocol
synchronizes the PortChannel at both ends so that all frames for a given flow (as identified by the
source FC ID, destination FC ID and OX_ID) are carried over the same physical link in both
directions. This helps make applications such as write acceleration, work for PortChannels over
FCIP links.

e Autocreation protocol—Automatically aggregates compatible ports into a PortChannel.

This section describes how to configure the PortChannel protocol and includes the following sections:
e Channel Group Creation section, page 9-10
e Autocreation section, page 9-12

e Manually Configured Channel Groups section, page 9-12

Channel Group Creation

~

Note

Channel groups are not supported on internal ports in the Cisco Fabric Switch for HP c-Class
BladeSystem and the Cisco Fabric Switch for IBM BladeSystem.

Assuming link A1-B1 comes up first (see Figure 9-6), that link is operational as an individual link.When
the next link comes up, for example, A2-B2, the PortChannel protocol identifies if this link is compatible
with link A1-B1 and automatically creates channel groups 10 and 20 in the respective switches. If link
A3-B3 can join the channel groups (the PortChannels), the respective ports have compatible
configurations. If link A4-B4 operates as an individual link, it is because of the incompatible
configuration of the two end ports with the other member ports in this channel group.
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Figure 9-6 Autocreating Channel Groups
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The channel group numbers are selected dynamically, and as such, the administrative configuration of
the ports forming the channel group at either end are applicable to the newly created channel group. The
channel group number being chosen dynamically may be different across reboots for the same set of
PortChannels based on the order of ports that are initialized in the switch.

Table 9-2 identifies the differences between user-configured and auto-configured channel groups.

Table 9-2

Channel Group Configuration Differences

User-Configured Channel Group

Autocreated Channel Group

Manually configured by the user.

Created automatically when compatible links come
up between two compatible switches, if channel
group autocreation is enabled in all ports at both
ends.

Member ports cannot participate in autocreation
of channel groups. The autocreation feature
cannot be configured.

None of these ports are members of a
user-configured channel group.

You can form the PortChannel with a subset of the
ports in the channel group. Incompatible ports
remain in a suspended or isolated state depending
on the ON or ACTIVE mode configuration.

All ports included in the channel group participate
in the PortChannel—no member port becomes
isolated or suspended; instead, the member port is
removed from the channel group when the link is
found to be incompatible.

Any administrative configuration made to the
PortChannel is applied to all ports in the channel
group, and you can save the configuration for the
PortChannel interface.

Any administrative configuration made to the
PortChannel is applied to all ports in the channel
group, but the configurations are saved for the
member ports; no configuration is saved for the
PortChannel interface. You can explicitly convert
this channel group, if required.

You can remove any channel group and add
members to a channel group.

You cannot remove a channel group, or add/remove
any of its members. The channel group is removed
when no member ports exist.

Autocreation is not supported as of MDS NX-OS Release 4.1(1b) and later.
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Autocreation

o

Tip

The autocreation protocol has the following functionality:

e A portis not allowed to be configured as part of a PortChannel when the autocreation feature is
enabled. These two configurations are mutually exclusive.

e Autocreation must be enabled in both the local and peer ports to negotiate a PortChannel.
e Aggregation occurs in one of two ways:

— A port is aggregated into a compatible autocreated PortChannel.

— A port is aggregated with another compatible port to form a new PortChannel.

e Newly created PortChannels are allocated from the maximum possible PortChannel (128 for
Generation 1 or a combination of Generation 1 and Generation 2 switches, or 256 for Generation 2
switches) in a decreasing order based on availability. If all 128 (or 256) numbers are used up,
aggregation is not allowed.

* You cannot change the membership or delete an autocreated PortChannel.
e When you disable autocreation, all member ports are removed from the autocreated PortChannel.

¢ Once the last member is removed from an autocreated PortChannel, the channel is automatically
deleted and the number is released for reuse.

¢ An autocreated PortChannel is not persistent through a reboot. An autocreated PortChannel can be
manually configured to appear the same as a persistent PortChannel. Once the PortChannel is made
persistent, the autocreation feature is disabled in all member ports.

* You can enable or disable the autocreation feature on a per-port basis or for all ports in the switch.
When this configuration is enabled, the channel group mode is assumed to be active. The default for
this task is disabled.

e If autocreation of channel groups is enabled for an interface, you must first disable autocreation
before downgrading to earlier software versions or before configuring the interface in a manually
configured channel group.

When enabling autocreation in any switch in the Cisco MDS 9000 Family, we recommend that you retain
at least one interconnected port between the switches without any autocreation configuration. If all ports
between two switches are configured with the autocreation feature at the same time, you may face a
possible traffic disruption between these two switches as the ports are automatically disabled and
reenabled when ports are added to an autocreated PortChannel.

Manually Configured Channel Groups

Tip.

A user-configured channel group cannot be converted to an autocreated channel group. However, you
can convert an autocreated channel group to a manual channel group. Once performed, this task is
irreversible. The channel group number does not change, but the member ports operate according to the
properties of the manually configured channel group, and the autocreation of channel group is implicitly
disabled for all member ports.

If you enable persistence, be sure to enable it at both ends of the PortChannel.
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Prerequisites for PortChannels

Before configuring a PortChannel, consider the following guidelines:

Configure the PortChannel across switching modules to implement redundancy on switching
module reboots or upgrades.

Ensure that one PortChannel is not connected to different sets of switches. PortChannels require
point-to-point connections between the same set of switches.

Note On switches with Generation 1 switching modules, or a combination of Generation 1 and Generation 2
switching modules, you can configure a maximum of 128 PortChannels. On switches with only
Generation 2 switching modules, or Generation 2 and Generation 3 switching modules, you can
configure a maximum of 256 PortChannels.

If you misconfigure PortChannels, you may receive a misconfiguration message. If you receive this
message, the PortChannel’s physical links are disabled because an error has been detected.

A PortChannel error is detected if the following requirements are not met:

Each switch on either side of a PortChannel must be connected to the same number of interfaces.

Each interface must be connected to a corresponding interface on the other side (see Figure 9-8 for
an example of an invalid configuration).

Links in a PortChannel cannot be changed after the PortChannel is configured. If you change the
links after the PortChannel is configured, be sure to reconnect the links to interfaces within the
PortChannel and reenable the links.

If all three conditions are not met, the faulty link is disabled.

Enter the show interface command for that interface to verify that the PortChannel is functioning as
required.

Guidelines and Limitations

This section includes the guidelines and limitations for this feature:

General Guidelines and Limitations section, page 9-13
Generation 1 PortChannel Limitations section, page 9-14

F and TF PortChannel Limitations section, page 9-14

Valid and Invalid PortChannel Examples section, page 9-15

General Guidelines and Limitations

Cisco MDS 9000 Family switches support the following number of PortChannels per switch:

Switches with only Generation 1 switching modules do not support F and TF PortChannels.

Switches with Generation 1 switching modules, or a combination of Generation 1 and Generation 2
switching modules, support a maximum of 128 PortChannels. Only Generation 2 ports can be
included in the PortChannels.
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e Switches with only Generation 2 switching modules or Generation 2 and Generation 3 modules
support a maximum of 256 PortChannels with 16 interfaces per PortChannel.

e A PortChannel number refers to the unique identifier for each channel group. This number ranges
from of 1 to 256.

Generation 1 PortChannel Limitations

This section includes the restrictions on creation and addition of PortChannel members to a PortChannel
on Generation 1 hardware:

e The 32-port 2-Gbps or 1-Gbps switching module.
e The MDS 9140 and 9120 switches.

When configuring the host-optimized ports on Generation 1 hardware, the following PortChannel
guidelines apply:

e If you execute the write erase command on a 32-port switching module, and then copy a saved
configuration to the switch from a text file that contains the no system default switchport
shutdown command, you need to copy the text file to the switch again for the E ports to come up
without manual configuration.

¢ Any (or all) full line rate port(s) in the Cisco MDS 9100 Series can be included in a PortChannel.

e The host-optimized ports in the Cisco MDS 9100 Series are subject to the same PortChannel rules
as 32-port switching modules; only the first port of each group of 4 ports is included in a
PortChannel.

— You can configure only the first port in each 4-port group as an E port (for example, the first
port in ports 1-4, the fifth port in ports 5—8, and so on). If the first port in the group is configured
as a PortChannel, the other three ports in each group (ports 2—4, 68, and so on) are not usable
and remain in the shutdown state.

— [If any of the other three ports are configured in a no shutdown state, you cannot configure the
first port to be a PortChannel. The other three ports continue to remain in a no shutdown state.

F and TF PortChannel Limitations

The following guidelines and restrictions are applicable for F and TF PortChannels:
e The ports must be in F mode.
e Automatic creation is not supported.

e The PortChannel interface must be in ACTIVE mode when multiple FCIP interfaces are grouped
with WA.

¢ ON mode is not supported. Only ACTIVE-ACTIVE mode is supported. By default, the mode is
ACTIVE on the NPV switches.

e Devices logged in through F PortChannel on an MDS switch are not supported in IVR non-NAT
configuration. The devices are supported only in IVR NAT configuration.

¢ Port security rules are enforced only on physical pWWNs at the single link level.

e FC-SP authenticates only the first physical FLOGI of every PortChannel member.
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e Since the FLOGI payload carries only the VF bits to trigger the use of a protocol after the FLOGI
exchange, those bits will be overridden. In the case of the NPV switches, the core has a Cisco WWN
and will try to initiate the PCP protocol.

e The name server registration of the N ports logging in through an F PortChannel will use the fWWN
of the PortChannel interface.

e DPVM configuration is not supported.
e The PortChannel port VSAN cannot be configured using DPVM.

¢ The Dynamic Port VSAN Management (DPVM) database will be queried only for the first physical
FLOGI of each member, so that the port VSAN can be configured automatically.

e DPVM does not bind FC_IDs to VSANSs, but pWWNs to VSANSs. It will be queried only for the
physical FLOGI.

Valid and Invalid PortChannel Examples

PortChannels are created with default values. You can change the default configuration just like any
other physical interface.Figure 9-7 provides examples of valid PortChannel configurations.

Figure 9-7 Valid PortChannel Configurations
Channel Group 10 Channel Group 20  Channel Group 10 Channel Group 20
1 1 1 1
'|2 ,:2 2 2
Cisco MDS ' |: || Cisco MDS Cisco MDS Cisco MDS
Switch A ! '3 '3 Switch B SwitchA | 3 /. 3Switch B
|4 |4 4 4 R
Channel Group 1 Channel Group 2
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Figure 9-8 provides examples of invalid configurations. Assuming that the links are brought up in the 1,
2, 3, 4 sequence, links 3 and 4 will be operationally down as the fabric is misconfigured.

Figure 9-8 Misconfigured Configurations
Channel Group 10 Channel Group 20  Channel Group 10 Channel Group 20
1 1 1 1
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N 3
Default Settings
Table 9-3 lists the default settings for PortChannels.
Table 9-3 Default PortChannel Parameters
Parameters Default
PortChannels FSPF is enabled by default.
Create PortChannel Administratively up.
Default PortChannel mode ON mode on non-NPV and NPIV core switches.
ACTIVE mode on NPV switches.
Autocreation Disabled.
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Configuring PortChannels

This section includes the following topics:

¢ Configuring PortChannels Using the WizardConfiguring PortChannels Using the Wizard section,
page 9-17

e Configuring the PortChannel Mode section, page 9-18

e Deleting PortChannels section, page 9-19

e Adding an Interface to a PortChannel section, page 9-19

e Forcing an Interface Addition section, page 9-20

e Deleting an Interface from a PortChannel section, page 9-21
e Enabling and Configuring Autocreation section, page 9-22

e Converting to Manually Configured Channel Groups section, page 9-22

Configuring PortChannels Using the WizardConfiguring PortChannels Using the

Wizard

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Step 9
Step 10

To create a PortChannel using the PortChannel Wizard in DCNM-SAN, follow these steps:

Click the PortChannel Wizard icon in the toolbar.
You see the first PortChannel Wizard screen.
Select a switch pair.

Click Next.

Select the ISLs.

(Optional) Check the Dynamically form Port Channel Group from selected ISLs check box if you
want to dynamically create the PortChannel and make the ISL properties identical for the Admin, Trunk,
Speed, and VSAN attributes.

Click Next.

If you chose to dynamically form a PortChannel from selected ISLs, you see the final PortChannel
Wizard screen. Set the VSAN List, Trunk Mode, and Speed and proceed to Step 11.

If you did not choose to dynamically form a PortChannel, you see the third PortChannel Wizard dialog
box.

~

Note Dynamic VSAN creation is not supported on NPV switches.

Change the channel ID or description for each switch, if necessary.
Review the attributes at the bottom of the screen, and set them if applicable.
The following attributes are shown in the screen:

— VSAN List—Provides a list of VSANs to which the ISLs belong.

— Trunk Mode—Enables trunking on the links in the PortChannel. Select trunking if your link is
between TE ports. Select nontrunking if your link is between E ports. Select auto if you are
not sure.
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— Force Admin, Trunk, Speed, and VSAN attributes to be identical—Ensures that the same
parameter settings are used in all physical ports in the channel. If these settings are not identical,
the ports cannot become part of the PortChannel.

— Speed—The port speed values are auto, 1Gb, 2Gb, 4Gb, 8Gb, autoMax2G, and autoMax4G.
Step11  Click OK.

The PortChannel is created. Note that it may take a few minutes before the new PortChannel is visible
in the Fabric pane.

Creating a PortChannel

To create a PortChannel, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# interface port-channel 1 |Configures the specified PortChannel (1) using the
switch(config-if)# default ON mode.

Configuring the PortChannel Mode
By default, the CLI and the Device Manager create the PortChannel in ON mode in the NPIV core

switches and ACTIVE mode on the NPV switches. DCNM-SAN creates all PortChannels in ACTIVE
mode. We recommend that you create PortChannels in ACTIVE mode.

Restrictions

e An F PortChannel is supported only on ACTIVE mode.

Detailed Steps

To configure ACTIVE mode, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# interface port-channel 1 |Configures the specified PortChannel (1) using the
switch(config-if)# default ON mode.

Step 3 switch(config-if)# channel mode active Configures the ACTIVE mode.

switch(config-if)# no channel mode active |Reverts to the default ON mode.

To configure ACTIVE mode using DCNM-SAN, follow these steps:
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Step 2

Step 3
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Expand ISLs and then select Port Channels in the Physical Attributes pane.
You see the PortChannels configured in the Information pane.

Click the Protocols tab, and then from the Mode drop-down menu, select the appropriate mode for the
PortChannel.

Click the Apply Changes icon to save any modifications.

Deleting PortChannels

Step 1

Step 2

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

To delete a PortChannel, follow these steps:

Command Purpose

switch# config t Enters configuration mode.
switch(config)#

switch(config)# no interface port-channel 1 Deletes the specified PortChannel (1), its
port-channel 1 deleted and all its members associated interface mappings, and the
disabled ’

har I iations for this PortChannel.
please do the same operation on the switch at the ardware associations for this PortChanne

other end of the port-channel
switch(config)#

To delete a PortChannel using the PortChannel Wizard in DCNM-SAN, follow these steps:

Click the PortChannel Wizard icon in the toolbar.
You see the first PortChannel Wizard screen.

Select the existing PortChannel that you want to delete and click Next. You see a list of the ISLs
currently associated with this PortChannel.

Click Next. You see an editable list of associated ISLs and available ISLs for this PortChannel.
Click each associated ISL and click the left arrow to remove all ISLs from the PortChannel.
Check the Delete Port Channel If Empty check box to delete this PortChannel.

Click Finish to save any modifications or click Cancel to discard any changes.

Adding an Interface to a PortChannel

Step 1

To add an interface to a PortChannel, follow these steps:

Command Purpose
switch# config t Enters configuration mode.
switch(config)#
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Step 2

Step 3

Note

Step 1

Step 2

Step 3

Step 1

Step 2
Step 3
Step 4

Command

Purpose

switch(config)# interface £fcl/15
switch(config-if)#

Configures the specified port interface (fc1/15).

switch(config-if)# channel-group 15

Adds physical Fibre Channel port 1/15 to
channel group 15. If channel group 15 does not
exist, it is created. The port is shut down.

To add arange of ports to a PortChannel, follow these steps:By default, the CLI adds a interface normally
to a PortChannel, while DCNM-SAN adds the interface by force, unless specified explicitly.

Command

Purpose

switch# config t
switch(config)#

Enters configuration mode.

switch(config)# interface fcl/1 - 5
switch(config-if)#

Configures the specified range of interfaces. In
this example, interfaces from 1/1 to 1/5 are
configured.

switch(config-if)# channel-group 2

Adds physical interfaces 1/1, 1/2, 1/3, 1/4, and
1/5 to channel group 2. If channel group 2 does
not exist, it is created.

If the compatibility check is successful, the
interfaces are operational and the
corresponding states apply to these interfaces.

To add an interface or range of interfaces to a PortChannel using DCNM-SAN, follow these steps:

Expand ISLs and then select Port Channels in the Physical Attributes pane.

You see the PortChannels in the Information pane.

Click the Channels tab and find the switch and PortChannel that you want to edit.

Set Members Admin to the interface or list of interfaces that you want to add to the PortChannel.

Click the Apply Changes icon to save any modifications or click Undo Changes to discard any changes.

Forcing an Interface Addition

To force the addition of a port to a PortChannel, follow these steps:
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Step 1
Step 2

Step 3

Step 1

Step 2
Step 3
Step 4
Step 5

Configuring PortChannels [l

Command Purpose

switch# config t Enters configuration mode.

switch(config)#

switch(config)# interface fcl/1 Specifies the interface fc1/1.

switch(config-if)#

switch(config-if)# channel-group 1 force Forces the addition of the physical port for
interface fc1/1 to channel group 1. The port is
shut down.

To force the addition of a port to a PortChannel using DCNM-SAN, follow these steps:

Expand ISLs and then select Port Channels in the Physical Attributes pane. You see the PortChannels
in the Information pane.

Click the Channels tab and find the switch and PortChannel that you want to edit.
Set Members Admin to the interface or list of interfaces that you want to add to the PortChannel.
Check the Force check box to force this interface addition.

Click the Apply Changes icon to save any modifications.

Deleting an Interface from a PortChannel

Step 1

Step 2

Step 1

Step 2
Step 3
Step 4

To delete a physical interface (or a range of physical interfaces) from a PortChannel, follow these steps:

Command Purpose

switch(config)# interface fcl/1 Enters the selected physical interface level.
switch(config-1if)#

switch(config)# interface fcl/l - 5 Enters the selected range of physical interfaces.
switch(config-1if)#

switch(config-if)# no channel-group 2 Deletes the physical Fibre Channel interfaces in
switch(config-if)# channel group 2.

To delete a physical interface (or a range of physical interfaces) from a PortChannel using DCNM-SAN,
follow these steps:

Expand ISLs and then select Port Channels in the Physical Attributes pane.

You see the PortChannels in the Information pane.

Click the Channels tab and find the switch and PortChannel that you want to edit.

Remove the interface or list of interfaces you want deleted in the Members the Admin column.

Click the Apply Changes icon to save any modifications.
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Enabling and Configuring Autocreation

To configure automatic channel groups, follow these steps:

Command Purpose

Step1  switch# config t Enters configuration mode.
switch(config)#

Step2  switch(config)# interface £c8/13 Enters the configuration mode for the selected
switch(config- 1if)# interface(s).

Step3  switch(config- if)# channel-group auto Automatically creates the channel group for the

selected interface(s).

switch(config- if)# no channel-group auto |Disables the autocreation of channel groups for this
interface, even if the system default configuration
may have autocreation enabled.

To configure PortChannel autocreation, check the Dynamically form Port Channel Group from
selected ISLs option in the PortChannel Wizard. For more information, see the “Configuring
PortChannels” section on page 9-1.

Converting to Manually Configured Channel Groups

You can convert autocreated channel group to a user-configured channel group using the port-channel
channel-group-number persistent EXEC command. If the PortChannel does not exist, this command is
not executed.

To convert an autocreated channel group to a user-configured channel group using DCNM-SAN, follow
these steps:

Step 1 Expand ISLs and then select Port Channels in the Physical Attributes pane.
Step2  Click the Protocol tab.
You see the switch protocols.

Step3  Check the Persist check box for each channel that you want to convert to a manually configured channel
group.
Step4  Click the Apply Changes icon to save any modifications.
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Verifying PortChannel Configuration

To display PortChannel configuration information, perform one of the following tasks:

Verifying PortChannel Configuration

Command

Purpose

show port-channel summary

Displays a summary of PortChannels within the
switch. A one-line summary of each PortChannel
provides the administrative state, the operational
state, the number of attached and active interfaces
(up), and the first operational port (FOP), which is
the primary operational interface selected in the
PortChannel to carry control-plane traffic (no
load-balancing). The FOP is the first port that
comes up in a PortChannel and can change if the
port goes down. The FOP is also identified by an
asterisk ( *).

show port-channel database

Displays the PortChannel configured in the
default ON mode and ACTIVE mode.

show port-channel consistency

Displays the consistency status without details.

show port-channel consistency detail

Displays the consistency status with details.

show port-channel usage

Displays the PortChannel usage.

show port-channel compatibility-parameters

Displays the PortChannel compatibility.

show interface fc slot/port

Displays autocreated PortChannels.

show port-channel database interface
port-channel number

Displays the specified PortChannel interface.

For detailed information about the fields in the output from these commands, refer to the Cisco MDS

NX-OS Command Reference.

You can view specific information about existing PortChannels at any time from EXEC mode. The
following show commands provide further details on existing PortChannels. You can force all screen
output to go to a printer or save it to a file. See Examples 9-1 to 9-6.

Example 9-1

switch# show port-channel summary

Interface Total Ports
port-channel 77 2
port-channel 78 2
port-channel 79 2
Example 9-2

switch# show port-channel database
port-channel 77
Administrative channel mode is on
Operational channel mode is on
Last membership update succeeded
2 ports in total, 0 ports up

Displays the PortChannel Summary

2 fcip200

Displays the PortChannel Configured in the Default ON Mode
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Ports: fcipl [down]
fcip2 [down]
port-channel 78
Administrative channel mode is on
Operational channel mode is on
Last membership update succeeded
2 ports in total, 0 ports up
Ports: fc2/1 [down]
fc2/5 [down]
port-channel 79
Administrative channel mode is on
Operational channel mode is on
Last membership update succeeded
First operational port is fcip200
2 ports in total, 2 ports up
Ports: fcipl0l [up]
fcip200 [up] *

Example 9-3 Displays the PortChannel Configured in the ACTIVE Mode

switch# show port-channel database
port-channel 77
Administrative channel mode is active
Operational channel mode is active
Last membership update succeeded
2 ports in total, 0 ports up
Ports: fcipl [down]
fcip2 [down]
port-channel 78
Administrative channel mode is active
Operational channel mode is active
Last membership update succeeded
2 ports in total, 0 ports up
Ports: fc2/1 [down]
fc2/5 [down]
port-channel 79
Administrative channel mode is active
Operational channel mode is active
Last membership update succeeded
First operational port is fcip200
2 ports in total, 2 ports up
Ports: fcipl0l [up]
fcip200 [up] *

The show port-channel consistency command has two options: without details and with details.

Example 9-4 Displays the Consistency Status without Details

switch# show port-channel consistency
Database is consistent

Example 9-5 Displays the Consistency Status with Details

switch# show port-channel consistency detail
Authoritative port-channel database:

totally 3 port-channels

port-channel 77:
2 ports, first operational port is none
fcipl [down]
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fcip2 [down]
port-channel 78:
2 ports, first operational port is none
fc2/1 [down]
fc2/5 [down]
port-channel 79:
2 ports, first operational port is fcip200
fcipl0l [upl
fcip200 [upl

database 1: from module 5

totally 3 port-channels

port-channel 77:
2 ports, first operational port is none
fcipl [down]
fcip2 [down]

port-channel 78:
2 ports, first operational port is none
fc2/1 [down]
fc2/5 [down]

port-channel 79:
2 ports, first operational port is fcip200
fcipl0l [up]
fcip200 [up]

database 2: from module 4

totally 3 port-channels

port-channel 77:
2 ports, first operational port is none
fcipl [down]
fcip2 [down]

port-channel 78:
2 ports, first operational port is none
fc2/1 [down]
fc2/5 [down]

port-channel 79:
2 ports, first operational port is fcip200
fcipl0l [upl
fcip200 [upl]

The show port-channel usage command displays details of the used and unused PortChannel numbers.

Example 9-6 Displays the PortChannel Usage

switch# show port-channel usage
Totally 3 port-channel numbers used

Used : 77 - 79
Unused: 1 - 76 , 80 - 256

Example 9-7 Displays the PortChannel Compatibility

switch# show port-channel compatibility-parameters

physical port layer fibre channel or ethernet
port mode E/AUTO only
trunk mode
speed
port VSAN

port allowed VSAN list
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Use the existing show commands to obtain further details on autocreated channel group attributes.
Autocreated PortChannels are indicated explicitly to help differentiate them from the manually created
PortChannels. See Examples 9-8 to 9-10.

Example 9-8 Displays Autocreated PortChannels

switch# show interface fcl/1

fcl/1 is trunking
Hardware is Fibre Channel, FCOT is short wave laser
Port WWN is 20:0a:00:0b:5f:3b:fe:80

Receive data field Size is 2112
Beacon is turned off

Port-channel auto creation is enabled
Belongs to port-channel 123

Example 9-9 Displays the Specified PortChannel Interface

switch# show port-channel database interface port-channel 128
port-channel 128

Administrative channel mode is active

Operational channel mode is active

Last membership update succeeded

Channel is auto created

First operational port is fcl/1

1 ports in total, 1 ports up

Ports: fcl/1l [up] *

Example 9-10 Displays the PortChannel Summary

switch# show port-channel summary

port-channel
port-channel
port-channel
port-channel
port-channel
port-channel

You can use the Information pane in DCNM-SAN to verify your PortChannel configuration.

Configuration Examples for F and TF PortChannels

Step 1

Step 2

This example shows how to configure F PortChannel in shared mode and bring up the link (not supported
on the MDS 91x4 switches) between F ports on the NPIV core switches and NP ports on the NPV
switches:

Enable the F port trunking and channeling protocol on the MDS core switch.

switch(config)# feature fport-channel-trunk

Enable NPIV on the MDS core switch:

switch(config)# feature npiv

Cisco Prime DCNM SAN Client Online Help
| 9-26 | I



| Chapter9 Configuring PortChannels

Step 3

Step 4

Step 5

Step 6

Step 7

Note

Configuration Examples for F and TF PortChannels

Create the PortChannel on the MDS core switch:

switch(config)# interface port-channel 1
switch(config-if)# switchport mode F
switch(config-if)# channel mode active
switch(config-if)# switchport trunk mode off
switch(config-if)# switchport rate-mode shared
switch(config-if)# exit

Configure the PortChannel member interfaces on the core switch:

switch(config)# interface fc2/1-3
switch(config-if)# shut

switch(config-if)# switchport mode F
switch(config-if)# switchport trunk mode off
switch(config-if)# switchport speed 4000
switch(config-if)# switchport rate-mode shared
switch(config-if)# channel-group 1
switch(config-if)# no shut
switch(config-if)# exit

Create the PortChannel on the NPV switch:

switch(config)# interface port-channel 1
switch(config-if)# switchport mode NP
switch(config-if)# switchport rate-mode shared
(

switch(config-if)# exit

Configure the PortChannel member interfaces on the NPV switch:

switch(config)# interface fc2/1-3
switch(config-if)# shut

switch(config-if)# switchport mode NP
switch(config-if)# switchport speed 4000
switch(config-if)# switchport rate-mode shared
switch(config-if)# switchport trunk mode off
switch(config-if)# channel-group 1
switch(config-if)# no shut

switch(config-if)# exit

Set the administrative state of all the PortChannel member interfaces in both NPIV core switch and the
NPV switch to ON:

switch(config)# interface £fcl/1-3
switch(config-if)# shut
switch(config-if)# no shut

switch(config)# interface fc2/1-3
switch(config-if)# shut
switch(config-if)# no shut

The speed configuration must be the same for all member interfaces in a PortChannel. While configuring
the channel in dedicated mode, ensure that required bandwidth is available to the ports.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

This example shows how to configure channeling in dedicated mode and bring up the TF-TNP
PortChannel link between TF ports in the NPIV core switch, and TNP ports in the NPV switch:

Enable the F port trunking and channeling protocol on the MDS core switch:

switch(config)# feature fport-channel-trunk

Enable NPIV on the MDS core switch:

switch(config)# feature npiv

Create the PortChannel on the MDS core switch:

switch(config)# interface port-channel 2
switch(config-if)# switchport mode F
switch(config-if)# switchport rate-mode dedicated
switch(config-if)# channel mode active
switch(config-if)# exit

Configure the PortChannel member interfaces on the MDS core switch in dedicated mode:

switch(config)# interface fcl/4-6
switch(config-if)# shut

switch(config-if)# switchport mode F
switch(config-if)# switchport speed 4000
switch(config-if)# switchport rate-mode dedicated
switch(config-if)# switchport trunk mode on
switch(config-if)# channel-group 2
switch(config-if)# no shut

switch(config-if)# exit

Create the PortChannel in dedicated mode on the NPV switch:

switch(config)# interface port-channel 2
switch(config-if)# switchport rate-mode dedicated
switch(config-if)# switchport mode NP
switch(config-if)# no shut

switch(config-if)# exit

Configure the PortChannel member interfaces on the NPV switch in dedicated mode:

switch(config)# interface fc3/1-3
switch(config-if)# shut

switch(config-if)# switchport mode NP
switch(config-if)# switchport speed 4000
switch(config-if)# switchport rate-mode dedicated
switch(config-if)# switchport trunk mode on
switch(config-if)# channel-group 2
switch(config-if)# no shut

switch(config-if)# exit

Set the administrative state of all the PortChannel member interfaces in both NPIV core switch and the
NPV switch to ON:

switch(config)# interface fcl/4-6
switch(config-if)# shut
switch(config-if)# no shut

switch(config)# interface fc3/1-3
switch(config-if)# shut
switch(config-if)# no shut
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CHAPTER 1

Configuring N Port Virtualization

This chapter describes how to configure N port virtualization.

This chapter includes the following topics:

Information About N Port Virtualization section, page 10-1
Guidelines and Limitations section, page 10-8

Configuring N Port Virtualization section, page 10-10
Verifying NPV Configuration section, page 10-17

Information About N Port Virtualization

This section includes the following topics:

NPV Overview

NPV Overview section, page 10-1

N Port Identifier Virtualization section, page 10-2
N Port Virtualization section, page 10-2

NPV Mode section, page 10-4

NP Ports section, page 10-5

NP Links section, page 10-5

Default Port Numbers section, page 10-6

NPV CFS Distribution over IP section, page 10-7
NPV Traffic Management section, page 10-7
Multiple VSAN Support section, page 10-8

N port virtualization (NPV) reduces the number of Fibre Channel domain IDs in SANs. Switches
operating in the NPV mode do not join a fabric. They pass traffic between NPV core switch links and
end devices, which eliminates the domain IDs for these edge switches.

NPV is supported by the following Cisco MDS 9000 switches and Cisco Nexus 5000 Series switches
only:

Cisco MDS 9124 Multilayer Fabric Switch
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e Cisco MDS 9134 Fabric Switch

e Cisco MDS 9148 Multilayer Fabric Switch

e Cisco Fabric Switch for HP c-Class BladeSystem
e Cisco Fabric Switch for IBM BladeCenter

e Cisco Nexus 5000 Series switches

~

Note NPV is available on these switches only while in NPV mode; if in switch mode, NPV is not available.

N Port Identifier Virtualization

N port identifier virtualization (NPIV) provides a means to assign multiple FC IDs to a single N port.
This feature allows multiple applications on the N port to use different identifiers and allows access
control, zoning, and port security to be implemented at the application level.

Figure 10-1 shows an example application using NPIV.

Figure 10-1 NPIV Example

MDS switch

Application
server

LUN 1
N_Port_ID 1
LUN 2
N_Port_ID 2

LUN 3
N_Port_ID 3
N port
controller

154019

You must globally enable NPIV for all VSANs on the MDS switch to allow the NPIV-enabled
applications to use multiple N port identifiers.

~

Note  All of the N port identifiers are allocated in the same VSAN.

N Port Virtualization

Typically, Fibre Channel networks are deployed using a core-edge model with a large number of fabric
switches connected to edge devices. Such a model is cost-effective because the per port cost for director
class switches is much higher than that of fabric switches. However, as the number of ports in the fabric
increases, the number of switches deployed also increases, and you can end up with a significant increase
in the number of domain IDs (the maximum number supported is 239). This challenge becomes even
more difficult when additional blade chassis are deployed in Fibre Channel networks.

NPV addresses the increase in the number of domain IDs needed to deploy a large number of the ports
by making a fabric or blade switch appear as a host to the core Fibre Channel switch, and as a Fibre
Channel switch to the servers in the fabric or blade switch. NPV aggregates multiple locally connected
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N ports into one or more external NP links, which shares the domain ID of the NPV core switch among
multiple NPV switches. NPV also allows multiple devices to attach to same port on the NPV core switch,
which reduces the need for more ports on the core.

Figure 10-2 Cisco NPV Fabric Configuration
NPV-Core Switch
(MDS or 3rd party switch
with NP1V support)
- o

VSAN 10

NP-port d>-Can have

multiple uplinks
on different

NPV Device uses

Up to 100
the same domains VSANs NPV switches
V- Dk Ay
E <— switches —>» ’ =’
Cisco Fabric Switch
for HP c-Class BladeSystem 1057
Cisco Fabric Switch s -— ey
for IBM BladeCenter |
in a Blade Chassis N [ | [ |
Blade Server 1 20.51 Initiator

Blade Server 2

(no FL ports)

Blade Server n

184639

While NPV is similar to N port identifier virtualization (NPIV), it does not offer exactly the same
functionality. NPIV provides a means to assign multiple FC IDs to a single N port, and allows multiple
applications on the N port to use different identifiers. NPIV also allows access control, zoning, and port

security to be implemented at the application level. NPV makes use of NPIV to get multiple FCIDs
allocated from the core switch on the NP port.

Figure 10-3 shows a more granular view of an NPV configuration at the interface level.

Figure 10-3 Cisco NPV Configuration-Interface View

Host
—
A

—f N-Port

’ NPV Device NPV Core Switch
= ML
F-Port NP-Port

A

E] NPIV enabled
_A—' N-Port g
— 4 3
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NPV Mode

Note

A switch is in NPV mode after a user has enabled NPV and the switch has successfully rebooted. NPV
mode applies to an entire switch. All end devices connected to a switch that is in NPV mode must log in
as an N port to use this feature (loop-attached devices are not supported). All links from the edge

switches (in NPV mode) to the NPV core switches are established as NP ports (not E ports), which are
used for typical interswitch links. NPIV is used by the switches in NPV mode to log in to multiple end
devices that share a link to the NPV core switch.

In-order data delivery is not required in NPV mode because the exchange between two end devices
always takes the same uplink to the core from the NPV device. For traffic beyond the NPV device, core
switches will enforce in-order delivery if needed and/or configured.

After entering NPV mode, only the following commands are available:

aaa

arp
banner
boot
callhome
cli

clock

do

end

exit
fcanalyzer
fcrxbberedit
fips
hw-module
interface
ip

ipvé

line
logging

no

npv

ntp
port-track
power
poweroff
radius
radius-server
rate-mode
rmon

role
snmp-server
ssh
switchname
system
tacacs+
telnet
username
wwn

Configure aaa functions

[no] remove an entry from the ARP cache
Configure banner message

Configure boot variables

Enter the callhome configuration mode
CLI configuration commands

Configure time-of-day clock

EXEC command

Exit from configure mode

Exit from configure mode

Configure cisco fabric analyzer

Enable extended rx b2b credit configuration
Enable/Disable FIPS mode

Enable/Disable OBFL information

Select an interface to configure
Configure IP features

Configure IPv6 features

Configure a terminal line

Modify message logging facilities
Negate a command or set its defaults
Config commands for FC N_port Virtualizer
NTP Configuration

Configure Switch port track config
Configure power supply

Poweroff a module in the switch
Configure RADIUS configuration
Configure RADIUS related parameters
Configure rate mode oversubscription limit
Remote Monitoring

Configure roles

Configure snmp server

Configure SSH parameters

Configure system's network name

System config command

Enable tacacs+

Enable telnet

Configure user information.

Set secondary base MAC addr and range for additional WWNs
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An NP port (proxy N port) is a port on a device that is in NPV mode and connected to the NPV core
switch using an F port. NP ports behave like N ports except that in addition to providing N port behavior,
they also function as proxies for multiple, physical N ports.

A Cisco Nexus 5000 Series switch in NPV mode that runs Cisco NX-OS Release 4.2(1) or later releases
supports trunking F port mode on NP ports. You can enable either, or both, VSAN trunking and an F port
on an NP port.

An NP link is basically an NPIV uplink to a specific end device. NP links are established when the uplink
to the NPV core switch comes up; the links are terminated when the uplink goes down. Once the uplink
is established, the NPV switch performs an internal FLOGI to the NPV core switch, and then (if the
FLOGTI is successful) registers itself with the NPV core switch’s name server. Subsequent FLOGIs from
end devices in this NP link are converted to FDISCs. For more details refer to the “Internal FLOGI
Parameters” section on page 10-5.

Server links are uniformly distributed across the NP links. All the end devices behind a server link will
be mapped to only one NP link.

Internal FLOGI Parameters

Note

When an NP port comes up, the NPV device first logs itself in to the NPV core switch and sends a FLOGI
request that includes the following parameters:

e The fWWN (fabric port WWN) of the NP port used as the pWWN in the internal login.

e The VSAN-based sWWN (switch WWN) of the NPV device used as nWWN (node WWN) in the
internal FLOGI.

After completing its FLOGI request, the NPV device registers itself with the fabric name server using
the following additional parameters:

¢ Switch name and interface name (for example, fc1/4) of the NP port is embedded in the symbolic
port name in the name server registration of the NPV device itself.

e The IP address of the NPV device is registered as the IP address in the name server registration of
the NPV device.

The BB_SCN of internal FLOGIs on NP ports is always set to zero. The BB_SCN is supported at the
F-port of the NPV device.
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Figure 10-4 shows the internal FLOGI flows between an NPV core switch and an NPV device.

Figure 10-4 Internal FLOGI Flows
NPV Core Switch

4

fc 5/10 fwwn

fc 1/5 wwn
—— .

NPV Device

184572

Table 10-1 identifies the internal FLOGI parameters that appear in Figure 10-4.

Table 10-1 Internal FLOGI Parameters

Parameter Derived From

pWWN The fWWN of the NP port.

nWWN The VSAN-based sSWWN of the NPV device.
fWWN The fWWN of the F port on the NPV core switch.

symbolic port name |The switch name and NP port interface string.

Note If there is no switch name available, then the output will display
“switch.” For example, switch: fc1/5.

IP address The IP address of the NPV device.

symbolic node name |The NPV switch name.

Although fWWN-based zoning is supported for NPV devices, it is not recommended because:
e Zoning is not enforced at the NPV device (rather, it is enforced on the NPV core switch).

e Multiple devices behind an NPV device log in via the same F port on the core (they use same fWWN
and cannot be separated into different zones).

e The same device might log in using different fWWNs on the core switch (depending on the NPV
link it uses) and may need to be zoned using different fWWNss.

Default Port Numbers

Port numbers on NPV-enabled switches will vary depending on the switch model. For details about port
numbers for NPV-eligible switches, see the Cisco NX-OS Family Licensing Guide.
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NPV CFS Distribution over IP

NPV devices use only IP as the transport medium. CFS uses multicast forwarding for CFS distribution.
NPV devices do not have ISL connectivity and FC domain. To use CFS over IP, multicast forwarding has
to be enabled on the Ethernet IP switches all along the network that physically connects the NPV switch.
You can also manually configure the static IP peers for CFS distribution over IP on NPV-enabled
switches. For more information, see the Cisco MDS 9000 Family NX-OS System Management
Configuration Guide.

NPV Traffic Management

This sections discusses the following aspects of load balancing:
e Auto section, page 10-7
e Traffic Map section, page 10-7

e Disruptive section, page 10-8

Auto

Before Cisco MDS SAN-OS Release 3.3(1a), NPV supported automatic selection of external links.
When a server interface is brought up, an external interface with the minimum load is selected from the
available links. There is no manual selection on the server interfaces using the external links. Also, when
a new external interface was brought up, the existing load was not distributed automatically to the newly
available external interface. This newly brought up interface is used only by the server interfaces that
come up after this interface.

Traffic Map

As in Cisco MDS SAN-OS Release 3.3(1a) and NX-OS Release 4.1(1a), NPV supports traffic
management by allowing you to select and configure the external interfaces that the server uses to
connect to the core switches.

Note  When the NPV traffic management is configured, the server uses only the configured external interfaces.
Any other available external interface will not be used.

The NPV traffic management feature provides the following benefits:

e Facilitates traffic engineering by providing dedicated external interfaces for the servers connected
to NPV.

e Uses the shortest path by selecting external interfaces per server interface.

e Uses the persistent FC ID feature by providing the same traffic path after a link break, or reboot of
the NPV or core switch.

e Balances the load by allowing the user to evenly distribute the load across external interfaces.
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Disruptive

Disruptive load balance works independent of automatic selection of interfaces and a configured traffic
map of external interfaces. This feature forces reinitialization of the server interfaces to achieve load
balance when this feature is enabled and whenever a new external interface comes up. To avoid flapping
the server interfaces too often, enable this feature once and then disable it whenever the needed load
balance is achieved.

If disruptive load balance is not enabled, you need to manually flap the server interface to move some
of the load to a new external interface.

Multiple VSAN Support

By grouping devices into different NPV sessions based on VSAN:S, it is possible to support multiple
VSANSs on the NPV-enabled switch. The correct uplink must be selected based on the VSAN that the
uplink is carrying.

Guidelines and Limitations

This section includes the guidelines and limitations for this feature:
e NPV Guidelines and Requirements section, page 10-8
e NPV Traffic Management Guidelines section, page 10-9
e DPVM Configuration Guidelines section, page 10-9
e NPV and Port Security Configuration Guidelines section, page 10-10

NPV Guidelines and Requirements

Following are recommended guidelines and requirements when deploying NPV:
e NPV core switches must support NPIV.
* You can have up to 100 NPV devices.

¢ Nondisruptive upgrades are supported. See the Cisco MDS 9000 Family NX-OS Fundamentals
Configuration Guide.

e Port tracking is supported. See the Cisco MDS 9000 Family NX-OS Security Configuration Guide.

¢ You can configure zoning for end devices that are connected to NPV devices using all available
member types on the NPV core switch. If fWWN, sWWN, domain, or port-based zoning is used,
then fWWN, sWWN or the domain/port of the NPV core switch should be used.

e Port security is supported on the NPV core switch for devices logged in via NPV.

e NPV uses a load-balancing algorithm to automatically assign end devices in a VSAN to one of the
NPV core switch links (in the same VSAN) upon initial login. If there are multiple NPV core switch
links in the same VSAN, then you cannot assign a specific one to an end device.

e Both servers and targets can be connected to an NPV device.
e Remote SPAN is not supported.

e Local switching is not supported; all traffic is switched using the NPV core switch.
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Guidelines and Limitations

NPV devices can connect to multiple NPV core switches. In other words, different NP ports can be
connected to different NPV core switches.

NPV supports NPIV-capable module servers (nested NPIV).
Only F, NP, and SD ports are supported in NPV mode.

In the case of servers that are booted over the SAN with NPV, if an NPV link failover occurs, servers
will lose access to their boot LUN temporarily.

NPV switches do not recognize the BB_SCN configuration on the xNP ports because of
interoperability issues with the third-party core switches.

NPV Traffic Management Guidelines

When deploying NPV traffic management, follow these guidelines:

Use NPV traffic management only when the automatic traffic engineering by the NPV device is not
sufficient for the network requirements.

Do not configure traffic maps for all the servers. For non-configured servers, NPV will use
automatic traffic engineering.

Configure the Persistent FC ID on the core switch. Traffic engineering directs the associated server
interface to external interfaces that lead to the same core switch. The server will be assigned the
same FC ID for every log in. This guideline is not applicable if a 91x4 switch is used as the core
switch.

Server interfaces configured to a set of external interfaces cannot use any other available external
interfaces, even if the configured interfaces are not available.

Do not configure disruptive load balancing because this involves moving a device from one external
interface to another interface. Moving the device between external interfaces requires NPV relogin
to the core switch through F port leading to traffic disruption.

Link a set of servers to a core switch by configuring the server to a set of external interfaces that are
linked to the core switch.

DPVM Configuration Guidelines

When NPV is enabled, the following requirements must be met before you configure DPVM on the NPV
core switch:

You must explicitly configure the WWN of the internal FLOGI in DPVM. If DPVM is configured
on the NPV core switch for an end device that is connected to the NPV device, then that end device
must be configured to be in the same VSAN. Logins from a device connected to an NPV device will
fail if the device is configured to be in a different VSAN. To avoid VSAN mismatches, ensure that
the internal FLOGI VSAN matches the port VSAN of the NP port.

The first login from an NP port determines the VSAN of that port. If DPVM is configured for this
first login, which is the internal login of the NPV device, then the NPV core switch’s VSAN F port
is located in that VSAN. Otherwise, the port VSAN remains unchanged.

For details about DPVM configuration, see the Cisco MDS 9000 Family NX-OS Fabric Configuration
Guide.
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NPV and Port Security Configuration Guidelines
Port security is enabled on the NPV core switch on a per interface basis. To enable port security on the
NPV core switch for devices logging in via NPV, you must adhere to the following requirements:

e The internal FLOGI must be in the port security database so that, the port on the NPV core switch
will allow communications and links.

e All of the end device pWWNSs must also be in the port security database.

Once these requirements are met, you can enable port security as you would in any other context. For
details about enabling port security, see the Cisco MDS 9000 Family NX-OS Security Configuration
Guide.

Configuring N Port Virtualization

This section includes the following topics:
e Enabling N Port Identifier Virtualization section, page 10-10
e Configuring NPV section, page 10-10
e Using the NPV Setup Wizard section, page 10-12
e Configuring NPV Traffic Management section, page 10-15

Enabling N Port Identifier Virtualization

You must globally enable NPIV for all VSANs on the MDS switch to allow the NPIV-enabled
applications to use multiple N port identifiers.

S

Note  All of the N port identifiers are allocated in the same VSAN.

Detailed Steps

To enable or disable NPIV on the switch, follow these steps:

Command Purpose
Step1  switch# config t Enters configuration mode.
Step2  switch(config)# feature npiv Enables NPIV for all VSANs on the switch.
Step3  switch(config)# no feature npiv Disables (default) NPIV on the switch.

Configuring NPV

When you enable NPV, the system configuration is erased and the system reboots with the NPV mode
enabled.

>
Note  We recommend that you save the current configuration either on bootflash or a TFTP server before NPV

(if the configuration is required for later use). Use the following commands to save either your non-NPV
or NPV configuration:
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

switch# copy running bootflash:filename

Configuring N Port Virtualization 1l

The configuration can be reapplied later using the following command:

switch# copy bootflash:filename running-config

To configure NPV using the CLI, perform the following tasks:

Command

Purpose

switch# config t
switch(config)#

On the NPV core switch, enters configuration
mode.

switch(config)# feature npiv
switch (config)#

switch (config)# no feature npiv

Enables NPIV mode on the NPV core switch.

Disables NPIV mode on the NPV core switch.

switch(config)# interface fc 2/1
switch(config-if)# switchport mode F

switch(config-if)# no shutdown

Configures the NPIV core switch port as an F
port.

Changes Admin status to bring up the interfaces.

switch(config)# wvsan database
switch(config-vsan-db)# wvsan 8 interface fc
2/1

switch(config-vsan-db)# wvsan 10 interface fc
2/1

Configures the port VSANSs for the F port on the
NPIV core switch.

switch(config)# npv enable

Enables NPV mode on a NPV device (module,
Cisco MDS 9124, Cisco MDS 9134, or Cisco
MDS 9148 Fabric Switch). The module or
switch is rebooted, and when it comes back up,
is in NPV mode.

Note A write-erase is performed during the

reboot.

switch(config)# interface fc 1/1
switch(config-if)# switchport mode NP

switch(config-if)# no shutdown

On the NPV device, selects the interfaces that
will be connected to the aggregator switch and
configure them as NP ports.

Changes Admin status to bring up the interfaces.

switch(config)# wvsan database
switch(config-vsan-db)# vsan 9 interface fc
1/1

switch(config-vsan-db)# wvsan 11 interface fc
1/1

Configures the port VSANs for the NP port on
the NPV device.

switch(config-if)# exit

Exits interface mode for the port.

switch(config)# interface fc 1/2 - 6
switch(config-if)# switchport mode F

switch(config-if)# no shutdown

Selects the remaining interfaces (2 through 6)
on the NPV-enabled device and configures them
as F ports.

Changes Admin status to bring up the interfaces.
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Step 10

Step 11

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
Step 8
Step 9
Step 10

Command

Purpose

switch(config)# wvsan database
switch(config-vsan-db)# wvsan 12 interface fc
1/1 - 6

switch(config-vsan-db)# wvsan 13 interface fc
1/1 - 6

Configures the port VSANSs for the F ports on
the NPV device.

switch(config-npv)# no npv enable
switch(config)#

Terminates session and disables NPV mode,
which results in a reload of the NPV device.

To use DCNM-SAN and Device Manager to configure NPV, follow these steps:

Launch Device Manager from the core NPV switch to enable NPIV on the core NPV switch. From the
Admin menu, select Feature Control. Select enable for the NPIV feature.

Click Apply.

From the Interface menu, select FC All to configure the NPIV core switch port as an F Port.

In the Mode Admin column, select the F port mode and click Apply.

Launch Device Manager from the NPV device to enable NPV on the NPV device. From the Admin
drop-down menu, select Feature Control. Select enable for the NPV feature and click Apply.

From the Interface drop-down menu, select FC All to configure the external interfaces on the NPV

device.

In the Mode Admin column, select the NP port mode and click Apply.

From the Interface drop-down menu, select FC All to configure the server interfaces on the NPV device.

In the Mode Admin column, select F port mode and click Apply.

The default Admin status is down. After configuring port modes, you must select up Admin Status to

bring up the links.

Using the NPV Setup Wizard

Prerequisites

Restrictions

e For Cisco Nexus 5000 Series switches, you must first enable the NPV mode for the switch by
choosing Switches > N_Port Virtualization (NPV) in the Physical Attributes pane, and then use
the NPV wizard to configure other NPV-related settings on the switch.

¢ Remove the PortChannel groups if you need to select those particular ports as F ports during the
setup. For more information, see the Cisco MDS 9000 Family NX-OS Security Configuration Guide.

e NPV wizard does not detect ports that are in a channel group and that are not connected by ISLs.
The wizard does not configure any port in a PortChannel group to F ports on the core switch. Port
channel grouping is not applicable to NPV devices.
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Step 2
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Step 4

Step 5
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To configure NPV using the wizard, follow these steps:

Select Tools > NPV > NPV Setup... to launch NPV Setup Wizard from DCNM-SAN.

Before the wizard starts, DCNM-SAN checks if there are any NPV- and NPIV-capable switches from the
client’s SAN. An NPV-capable switch has to be a Cisco MDS 9124, 9134, 9148, a Cisco Nexus 5000
Series switch, an HP Blade Server, or an IBM Blade Server with SAN-OS Release 3.2.2 and later. An
NPIV-capable switch has to be Cisco switch with SAN-OS Release 3.0.1 and later. If there are no
NPV-capable switches, DCNM-SAN displays an error message saying that no NPV-capable switches are
available and that they are not manageable or not present.

Click OK to continue.
Select the NPV devices. Click Next.

A table lists all the available NPV-capable switches including the switches on which NPV is not yet
enabled. Check the check boxes to select the required NPV devices. On devices that are not NPV
enabled, this wizard will enable NPV on the devices in the final step.

If you choose switches that are NPV disabled and click Next, a warning message appears with a list of
IP addresses of the NPV devices on which NPV will be enabled. Enabling NPV on the switch will result
in reboot of the switch. Boot variables of the switches have to be set, to enable NPV on them through
this wizard.

Select the NPIV core switches. Click Next.

Check the check boxes to select the required NPIV core switches. The table lists all the available NPIV
core switches including the core switches that have not yet enabled the NPIV feature. NPIV core
switches that are not NPIV-enabled. This wizard will enable NPIV in the final step.

Create new NPV device and NPIV core switch pairs as required.

Based on selections in the previous steps, the wizard displays all available NPV devices and NPIV core
switches in separate lists. You can select one from each list and click Add or Remove buttons to create
new NPV device and NPIV core switch combinations or pairs.

The NPV wizard checks if there are any NPIV core switches that are already connected to the NPV
devices selected in the previous step. Click the Add Connected Pairs button to add a list of all the
existing pairs that are interconnected to the Selected table.

The Selected table is then populated with both the existing and the intended pairs. Each NPIV core
switch can be paired with multiple NPV devices.

After Step 6, the wizard prompts you to physically connect the new pairs that are not yet connected.

On the switches that are not paired, the NPV wizard enables the NPV and NPIV modes. However, there
is a possibility that these unpaired switches may be segmented and lose their presence on the fabric.

After you click the Next button in Step 3 of 6, the wizard determines if you have selected all the
connected pairs. A warning message is displayed that lists all the connected pairs that you have not
selected and warns that they will be segmented after the NPV setup.

Click Next.

~

Note NPV wizard does not detect ports that are in a channel group and that are not connected by ISLs.
The wizard does not configure any port in a Port Channel Group to F ports on the core switch.
Port channel grouping is not applicable to NPV devices.
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Step7  You can configure NPV-associated ports either through automated or manual methods.
The Auto Port Selection has two options:

¢ Choosing the first option allows you to convert the existing ISLs to be run as NPV links. If you want
ISLs to take priority, then choose the Convert existing ISLs option.

The wizard discovers ISLs (Up or Down) between the selected switches, that are available at the
time of wizard launch.

¢ Choosing the second option allows the NPV wizard to automatically configure free ports for NPV
usage. In the second option, you can choose up to a maximum of six additional NPV links per NPV
device and core switch pair.

During automatic port selection on the NPV switch, ports are defined as licensed FC ports with
“Operational status” = Auto and “Status Cause” = none(2), offline(8), or sfp not present(29), and
“Operational Status” = TE or E.

Ports on the NPV switch are selected in the following way:

The ISLs are considered in the second method. The selection algorithm spreads out the free port
selections, so that the first port in every four ports is selected, for example, the 1st, 5th, 9th, etc. If after
going through the Ist port in every four ports, you still have not selected enough ports (because the
preferred ports were not free) then move to the second port in every four, for example, the 2nd, 6th, 10th
etc. Different switches have different port preferences.

Ports on the NPIV switch are selected in the following way:

During automatic port selection on the NPIV switch free ports are defined as ports that are licensed FC
ports and ports that have "Operational status" = Auto and "Status Cause" =none(2), offline(8) or sfp not
present(29). If the ports are found in any other operational state, (for example F, NP, E, TE etc), then
they are considered used, except for E and TE ports that are in ISLs connected to NPV device switches
that will be enabled for NPV mode in this wizard session, as they will be considered to be free.
However, these ISL ports will not necessarily be the ports selected by the automatic port selection
algorithm as they are treated no different then any other free port. If you want to convert those used ISL
ports, then choose the Convert existing ISLs option first and then run the wizard a second time choosing
Automatic port selection (option 2) to add additional links.

When you choose to configure ports from available ports, the wizard searches for ports that are not
currently participating in NP link configuration. It is possible that all ports can be participating in NP
port configuration. In that case a warning message is displayed.

~

Note  In both manual and automatic methods of configuring NPV associated ports, the ports that are
unhealthy or that are in adminDown state are not considered during port selection.

Select the Manual method to manually create port pairs. Click on a satellite switch and select the NP
device port expanded under each of the NPV switches listed. Then select the required F port on the NPIV
core switch and click Add for them to pair.

During manual selection from the list for NPV and NPIV, ports are defined as the licensed FC ports with
"Operational status" = Auto and "Status Cause" = none(2), offline(8), or sfp not present(29) and
'Operational Status" = TE or E.

~

Note  Failed ports with the Auto operational status will not be listed. Failed ports with the E
operational status will be listed and available for NPV configuration.
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Based on user selection, the wizard decides which ports are set to NP ports on the NPV device side and
which are F ports on the core switch side to make an NPV connection.

S

Note  Sometimes the Manual selection in step 4 does not show any port when the NPV switch tree is
expanded as the NPV Wizard filters out ports that are in fail or down status. Only healthy ports
are made visible in the NPV Switch tree. Check your port settings.

Click Next.
Select a VSAN.

From the drop-down list select a VSAN or enter a VSAN ID to specify the VSAN. All selected NPV
devices and NPIV core switches are added to the specified VSAN. All ports on the selected NPV devices
and associated ports on the NPIV core switches are added to the VSAN.

Click Next.
The VSAN configuration is applied in the final step.

Review all the NPV Setup configurations you entered in the earlier steps and click Finish to complete
the setup.

Enable Switch Feature lists the switches, the impending actions against them with reference to features,
and the resultant status.

Set Port Type lists the switches and the ports to be set on the switches to configure NPV associate ports.
Configure VSAN lists the switches and ports to be added to the specified VSAN.
Click >> to view the expanded the panes. Click << to collapse the panes.

A progress bar at the bottom of the window indicates the overall extent of completion of the
configuration tasks. A text message that runs below the progress bar indicates the current task in
progress.

The status cells next to each item indicate the In progress, Success, and Error states. When a
configuration cannot be applied, the status cell next to the task is changed to Error. Click Error to view
Details. A message is displayed in place of the progress bar stating, Cannot apply all configurations.

After the completion of all the tasks, a View NPV Port Connections link is displayed in the place of the
progress bar.

Click View NPV Port Connections to view the NPV port connections in a table. Refer to this list to
verify the physical connections between NP Port on NPV devices and Auto ports on NPIV core switches.
The physical connections already exist for the ISLs and they have to be verified. In some cases when the
physical connections do not exist, they have to be established manually.

Configuring NPV Traffic Management

The NPV traffic management feature is enabled after configuring NPV. Configuring NPV traffic
management involves configuring a list of external interfaces to the servers, and enabling or disabling
disruptive load balancing.

This section includes the following topics:
e Configuring List of External Interfaces per Server Interface section, page 10-16

e Enabling the Global Policy for Disruptive Load Balancing section, page 10-17
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Configuring List of External Interfaces per Server Interface

Step 1

Step 2

A list of external interfaces are linked to the server interfaces when the server interface is down, or if the
specified external interface list includes the external interface already in use.

To configure the list of external interfaces per server interface, perform the following tasks:

Command

Purpose

switch# config t
switch(config)#

Enters configuration mode on the NPV.

switch(config)# npv traffic-map
server-interface svr-if-range
external-interface fc ext-fc-if-range
switch (config)#

Allows you to configure a list of external FC
interfaces per server interface by specifying the
external interfaces in the svr-if-range. The
server to be linked is specified in the
ext-fc-if-range.

switch(config)# npv traffic-map
server-interface svr-if-range
external-interface port-channel
ext-pc-1if-range

switch (config)#

Allows you to configure a list of external
PortChannel interfaces per server interface by
specifying the external interfaces in the
svr-if-range. The server to be linked is specified
in the ext-pc-if-range.

switch(config)# no npv traffic-map
server-interface svr-if-range
external-interface ext-if-range
switch (config)#

Disables the NPV traffic management feature on
the NPV.

1. While mapping non-PortChannel interfaces and PortChannel interfaces to the server interfaces, include them separately in two steps.

Step 1
Step 2
Step 3
Step 4
Step 5

To configure the list of external interfaces per server interface using DCNM-SAN, perform the following

tasks:

Choose Physical Attributes > Switches > FC Services > N_Port Virtualizer (NPV).

Click the Traffic Map tab.

Click the 'Elicon in the toolbar or right click and then select Create Row....

Select a Switch from the drop-down list.

Type the port numbers or click the [...] button (not available on blade server switches) to select the Server
Interface and External Interfaces from the port selection dialog box.

~

Note  You can select only one Server Interface but multiple External Interfaces can be mapped on to
it. Previously selected ports are disabled and cannot be selected.

To delete the map entry, select the row from the Traffic Map tab, and then click the E" icon in the

toolbar or right click and select Delete Row.
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Step 1

Step 2

Step 3

Step 1
Step 2
Step 3

Verifying NPV Configuration W

Disruptive load balancing allows you to review the load on all the external interfaces and balance the
load disruptively. Disruptive load balancing is done by moving the servers using heavily loaded external
interfaces, to the external interfaces running with fewer loads.

To enable or disable the global policy for disruptive

load balancing, perform the following tasks:

Command

Purpose

switch# config t
switch(config)#

Enters configuration mode on the NPV.

switch(config)# npv auto-load-balance disrup-
tive
switch (config)#

Enables disruptive load balancing on the NPV
core switch.

switch (config)# no npv auto-load-balance
disruptive

Disables disruptive load balancing on the NPV
core switch.

To enable disruptive load balancing using DCNM-S

Choose Physical Attributes > Switches > FC Serv
Click the Load Balance tab.
Check the Enable check box to enable disruptive lo

AN, perform the following tasks:

ices > N_Port Virtualizer (NPV).

ad balancing on the switch.

To enable disruptive load balancing on all the switches, check the Enable All check box.

Verifying NPV Configuration

This section includes the following topics:
e Verifying NPV section, page 10-18
e Verifying NPV Traffic Management section, pa

ge 10-19

e Displaying the External Interface Usage for Server Interfaces section, page 10-20

To display NPV configuration information, perform one of the following tasks:

Command

Purpose

show fcns database

Displays all the NPV devices in all the VSANs
that the aggregator switch belongs to.

show fcns database detail

Displays additional details such as IP addresses,
switch names, interface names about the NPV
devices.

show npv flogi-table

Displays a list of the NPV devices that are logged
in, along with VSANSs, source information,
pWWNs, and FCIDs.
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Command Purpose

show npv status Displays the status of the different servers and
external interfaces.

show npv traffic-map Displays the NPV traffic map.

show npv internal info traffic-map Displays the NPV internal traffic details.

For detailed information about the fields in the output from these commands, refer to the Cisco MDS
NX-0OS Command Reference.

Verifying NPV

To view all the NPV devices in all the VSANSs that the aggregator switch belongs to, enter the show fens
database command.

switch# show fcns database

FCID TYPE PWWN (VENDOR) FC4-TYPE:FEATURE

0x010000 N 20:01:00:0d:ec:2f:c1:40 (Cisco) npv

0x010001 N 20:02:00:0d:ec:2f:c1:40 (Cisco) npv

0x010200 N 21:00:00:e0:8b:83:01:al (Qlogic) scsi-fcp:init
0x010300 N 21:01:00:e0:8b:32:1a:8b (Qlogic) scsi-fcp:init

Total number of entries = 4

For additional details (such as IP addresses, switch names, interface names) about the NPV devices you
see in the show fcns database output, enter the show fens database detail command.

switch# show fcns database detail

port-wwn (vendor) :20:01:00:0d:ec:2f:c1:40 (Cisco)
node-wwn :20:00:00:0d:ec:2f:¢c1:40

class :2,3

node-ip-addr :172.20.150.38

ipa :ff ff ff ff ff ff ff ff
fcd-types:fcd_features :npv

symbolic-port-name :para-3:fcl/1
symbolic-node-name :para-3

port-type :N

port-ip-addr :0.0.0.0

fabric-port-wwn :20:01:00:0d:ec:04:99:40
hard-addr :0x000000

permanent-port-wwn (vendor) :20:01:00:0d:ec:2f:¢c1:40 (Cisco)

port-wwn (vendor) :20:02:00:0d:ec:2f:c1:40 (Cisco)
node-wwn :20:00:00:0d:ec:2f:c1:40

class :2,3

node-ip-addr :172.20.150.38

ipa :ff ff ff ff ff ff ff ff
fcd-types:fcd_features :npv
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symbolic-port-name :para-3:fcl/2

symbolic-node-name :para-3

port-type :N

port-ip-addr :0.0.0.0

fabric-port-wwn :20:02:00:0d:ec:04:99:40

hard-addr :0x000000

permanent-port-wwn (vendor) :20:02:00:0d:ec:2f:¢c1:40 (Cisco)

If you need to contact support, enter the show tech-support NPV command and save the output so that
support can use it to troubleshoot, if necessary.

To display a list of the NPV devices that are logged in, along with VSANSs, source information, pWWNs,
and FCIDs, enter the show npv flogi-table command.

switch# show npv flogi-table

SERVER EXTERNAL
INTERFACE VSAN FCID PORT NAME NODE NAME INTERFACE
fcl/19 1 0xee0008 10:00:00:00:c9:60:e4:9a 20:00:00:00:c9:60:e4:9a fcl/9
fcl/19 1 0xee0009 20:00:00:00:0a:00:00:01 20:00:00:00:c9:60:e4:9a fcl/1
fcl/19 1 Oxee000a 20:00:00:00:0a:00:00:02 20:00:00:00:c9:60:e4:9a fcl/9
fcl/19 1 Oxee000b 33:33:33:33:33:33:33:33 20:00:00:00:c9:60:e4:9a fcl/1

Total number of flogi = 4.

To display the status of the different servers and external interfaces, enter the show npv status command.

switch# show npv status
npiv is enabled

External Interfaces:

Interface: fcl/1l, VSAN: 2, FCID: 0x1c0000, State: Up
Interface: fcl/2, VSAN: 3, FCID: 0x040000, State: Up

Number of External Interfaces: 2

Server Interfaces:

Interface: fcl/7, VSAN: 2, NPIV: No, State: Up
Interface: fcl/8, VSAN: 3, NPIV: No, State: Up

Number of Server Interfaces: 2

Verifying NPV Traffic Management

To display the NPV traffic map, enter the show npv traffic-map command.

switch# show npv traffic-map
NPV Traffic Map Information:

Server-If External-If(s)
fcl/3 fcl/10,£fcl/11
fcl/5 fcl/1,fcl/2

To display the NPV internal traffic details, enter the show npv internal info traffic-map command.

switch# show npv internal info traffic-map
NPV Traffic Map Information:
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Server-If External-If(s)
fcl/3 fcl/10,fcl/11
fcl/5 fcl/1,fcl/2

Displaying the External Interface Usage for Server Interfaces

To display the external interface usage for the server interfaces, follow these steps:

Step 1 Choose Physical Attributes > Switches > FC Services > N_Port Virtualizer (NPV).
Step2  Click the External Interface Usage tab.
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Configuring Interfaces

This chapter describes the basic interface configuration to get your switch up and running.

This chapter includes the following topics:

Information About Interfaces section, page 11-1
Prerequisites for Interfaces section, page 11-18
Guidelines and Limitations section, page 11-18
Default Settings section, page 11-20
Configuring Interfaces section, page 11-20

Verifying Interfaces Configuration section, page 11-43

Information About Interfaces

The main function of a switch is to relay frames from one data link to another. To relay the frames, the
characteristics of the interfaces through which the frames are received and sent must be defined. The
configured interfaces can be Fibre Channel interfaces, Gigabit Ethernet interfaces, the management
interface (mgmt0), or VSAN interfaces.

This section includes the following topics:

Interface Description section, page 11-2
Interface Modes section, page 11-2
Interface States section, page 11-6
Graceful Shutdown section, page 11-9
Port Administrative Speeds section, page 11-10
Frame Encapsulation section, page 11-10
Beacon LEDs section, page 11-11

Speed LEDs section, page 11-11

Bit Error Thresholds section, page 11-12
SFP Transmitter Types section, page 11-12
TL Ports section, page 11-13

TL Port ALPA Caches section, page 11-14
Port Guard section, page 11-15
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e Port Monitor section, page 11-15

e Port Monitor Port Guard section, page 11-16

e Port Group Monitor section, page 11-16

e Local Switching section, page 11-16

¢ Slow Drain Device Detection and Congestion Avoidance section, page 11-17
e Management Interfaces section, page 11-17

e VSAN Interfaces section, page 11-18

Interface Description

For the Fibre Channel interfaces, you can configure the description parameter to provide a recognizable
name for the interface. Using a unique name for each interface allows you to quickly identify the
interface when you are looking at a listing of multiple interfaces. You can also use the description to
identify the traffic or the use for that interface.

Interface Modes

Each physical Fibre Channel interface in a switch may operate in one of several port modes: E port, F

port, FL port, TL port, TE port, SD port, ST port, and B port (see Figure 11-1). Besides these modes, each
interface may be configured in auto or Fx port modes. These two modes determine the port type during
interface initialization.

Figure 11-1 Cisco MDS 9000 Family Switch Port Modes

NL port NL port

Private
loop

A
E port I TL port

ISL link

79528

Note Interfaces are created in VSAN 1 by default. See the Cisco MDS 9000 Family NX-OS Fabric
Configuration Guide.

Each interface has an associated administrative configuration and an operational status:
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Information About Interfaces

e The administrative configuration does not change unless you modify it. This configuration has
various attributes that you can configure in administrative mode.

e The operational status represents the current status of a specified attribute like the interface speed.
This status cannot be changed and is read-only. Some values may not be valid when the interface is
down (for example, the operational speed).

When a module is removed and replaced with the same type of module, the configuration is retained. If
a different type of module is inserted, then the original configuration is no longer retained.

Each interface is briefly described in the sections that follow.

In expansion port (E port) mode, an interface functions as a fabric expansion port. This port may be
connected to another E port to create an Inter-Switch Link (ISL) between two switches. E ports carry
frames between switches for configuration and fabric management. They serve as a conduit between
switches for frames destined to remote N ports and NL ports. E ports support class 2, class 3, and class
F service.

An E port connected to another switch may also be configured to form a PortChannel (see Chapter 9,
“Configuring PortChannels .").

We recommend that you configure E ports on 16-port modules. If you must configure an E port on a
32-port oversubscribed module, then you can only use the first port in a group of four ports (for example,
ports 1 through 4, 5 through 8, and so forth). The other three ports cannot be used.

In fabric port (F port) mode, an interface functions as a fabric port. This port may be connected to a
peripheral device (host or disk) operating as an N port. An F port can be attached to only one N port. F
ports support class 2 and class 3 service.

In fabric loop port (FL port) mode, an interface functions as a fabric loop port. This port may be
connected to one or more NL ports (including FL ports in other switches) to form a public arbitrated
loop. If more than one FL port is detected on the arbitrated loop during initialization, only one FL port
becomes operational and the other FL ports enter nonparticipating mode. FL ports support class 2 and
class 3 service.

FL port mode is not supported on 4-port 10-Gbps switching module interfaces.

An NP port is a port on a device that is in NPV mode and connected to the core switch via an F port. NP
ports function like N ports except that in addition to providing N port operations, they also function as
proxies for multiple, physical N ports.
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Note

TL Port

Note

TE Port

A Cisco Nexus 5000 Series switch in NPV mode that runs Cisco NX-OS Release 4.2(1) or later releases
supports trunking F port mode on NP ports. You can enable either, or both, VSAN trunking and an F port
on an NP port.

For more details about NP ports and NPV, see Chapter 10, “Configuring N Port Virtualization.”

In translative loop port (TL port) mode, an interface functions as a translative loop port. It may be
connected to one or more private loop devices (NL ports). TL ports are specific to Cisco MDS 9000
Family switches and have similar properties as FL ports. TL ports enable communication between a
private loop device and one of the following devices:

e A device attached to any switch on the fabric
e A device on a public loop anywhere in the fabric
e A device on a different private loop anywhere in the fabric
e A device on the same private loop
TL ports support class 2 and class 3 services.

Private loop devices refer to legacy devices that reside on arbitrated loops. These devices are not aware
of a switch fabric because they only communicate with devices on the same physical loop (see the “TL
Port ALPA Caches” section on page 11-14).

We recommend configuring devices attached to TL ports in zones that have up to 64 zone members.

TL port mode is not supported on Generation 2 switching module interfaces.

In trunking E port (TE port) mode, an interface functions as a trunking expansion port. It may be
connected to another TE port to create an extended ISL (EISL) between two switches. TE ports are
specific to Cisco MDS 9000 Family switches. They expand the functionality of E ports to support the
following:

¢ VSAN trunking
e Transport quality of service (QoS) parameters
e Fibre Channel trace (fctrace) feature

In TE port mode, all frames are transmitted in EISL frame format, which contains VSAN information.
Interconnected switches use the VSAN ID to multiplex traffic from one or more VSANS across the same
physical link. This feature is referred to as trunking in the Cisco MDS 9000 Family switches (see
Chapter 8, “Configuring Trunking .”). TE ports support class 2, class 3, and class F service.
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In trunking F port (TF port) mode, an interface functions as a trunking expansion port. It may be
connected to another trunked N port (TN port) or trunked NP port (TNP port) to create a link between a
core switch and an NPV switch or an HBA to carry tagged frames. TF ports are specific to Cisco MDS
9000 Family switches. They expand the functionality of F ports to support VSAN trunking.

In TF port mode, all frames are transmitted in EISL frame format, which contains VSAN information.
Interconnected switches use the VSAN ID to multiplex traffic from one or more VSANSs across the same
physical link. This feature is referred to as trunking in the Cisco MDS 9000 Family (see Chapter 8,
“Configuring Trunking .”). TF ports support class 2, class 3, and class F service.

In trunking NP port (TNP port) mode, an interface functions as a trunking expansion port. It may be
connected to a trunked F port (TF port) to create a link to a core NPIV switch from an NPV switch to
carry tagged frames.

In SPAN destination port (SD port) mode, an interface functions as a switched port analyzer (SPAN).
The SPAN feature is specific to switches in the Cisco MDS 9000 Family. It monitors network traffic that
passes though a Fibre Channel interface. This monitoring is done using a standard Fibre Channel
analyzer (or a similar switch probe) that is attached to an SD port. SD ports do not receive frames, they
only transmit a copy of the source traffic. The SPAN feature is nonintrusive and does not affect switching
of network traffic for any SPAN source ports (see the Cisco MDS 9000 Family NX-OS System
Management Configuration Guide).

In the SPAN tunnel port (ST port) mode, an interface functions as an entry point port in the source switch
for the RSPAN Fibre Channel tunnel. The ST port mode and the remote SPAN (RSPAN) feature are
specific to switches in the Cisco MDS 9000 Family. When configured in ST port mode, the interface
cannot be attached to any device, and thus cannot be used for normal Fibre Channel traffic (see the Cisco
MDS 9000 Family NX-OS System Management Configuration Guide).

ST port mode is not supported on the Cisco MDS 9124 Fabric Switch, the Cisco Fabric Switch for HP
c-Class BladeSystem, and the Cisco Fabric Switch for IBM BladeCenter.

Interfaces configured as Fx ports can operate in either F port or FL port mode. The Fx port mode is
determined during interface initialization depending on the attached N port or NL port. This
administrative configuration disallows interfaces to operate in any other mode—for example, preventing
an interface to connect to another switch.
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B Port

While E ports typically interconnect Fibre Channel switches, some SAN extender devices, such as the
Cisco PA-FC-1G Fibre Channel port adapter, implement a bridge port (B port) model to connect
geographically dispersed fabrics. This model uses B ports as described in the T11 Standard FC-BB-2.

If an FCIP peer is a SAN extender device that only supports Fibre Channel B ports, you need to enable
the B port mode for the FCIP link. When a B port is enabled, the E port functionality is also enabled and
they coexist. If the B port is disabled, the E port functionality remains enabled (see the Cisco MDS 9000
Family NX-OS IP Services Configuration Guide).

Auto Mode

Interfaces configured in auto mode can operate in one of the following modes: F port, FL port, E port,
TE port, or TF port. The port mode is determined during interface initialization. For example, if the
interface is connected to a node (host or disk), it operates in F port or FL port mode depending on the N
port or NL port mode. If the interface is attached to a third-party switch, it operates in E port mode. If
the interface is attached to another switch in the Cisco MDS 9000 Family, it may become operational in
TE port mode (see Chapter 8, “Configuring Trunking .’).

TL ports and SD ports are not determined during initialization and are administratively configured.

~

Note  Fibre Channel interfaces on Storage Services Modules (SSMs) cannot be configured in auto mode.

Interface States

The interface state depends on the administrative configuration of the interface and the dynamic state of
the physical link.

Administrative States

The administrative state refers to the administrative configuration of the interface as described in
Table 11-1.

Table 11-1 Administrative States

Administrative State |Description

Up Interface is enabled.

Down Interface is disabled. If you administratively disable an interface by shutting
down that interface, the physical link layer state change is ignored.

Operational States

The operational state indicates the current operational state of the interface as described in Table 11-2.
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Operational States

Operational State

Description

Up Interface is transmitting or receiving traffic as desired. To be in this state, an
interface must be administratively up, the interface link layer state must be up, and
the interface initialization must be completed.

Down Interface cannot transmit or receive (data) traffic.

Trunking Interface is operational in TE or TF mode.

Reason codes are dependent on the operational state of the interface as described in Table 11-3.

Table 11-3 Reason Codes for Interface States

Administrative |Operational

Configuration |Status Reason Code

Up Up None.

Down Down Administratively down—If you administratively configure an interface
as down, you disable the interface. No traffic is received or transmitted.

Up Down See Table 11-4.

Only some of the reason codes are listed in Table 11-4.

If the administrative state is up and the operational state is down, the reason code differs based on the
nonoperational reason code as described in Table 11-4.
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Table 11-4 Reason Codes for Nonoperational States

Applicable
Reason Code (long version) Description Modes
Link failure or not connected |The physical layer link is not operational. All

SFP not present

The small form-factor pluggable (SFP) hardware is not
plugged in.

Initializing

The physical layer link is operational and the protocol
initialization is in progress.

Reconfigure fabric in progress

The fabric is currently being reconfigured.

Offline

The Cisco NX-OS software waits for the specified
R_A_TOV time before retrying initialization.

Inactive

The interface VSAN is deleted or is in a suspended
state.

To make the interface operational, assign that port to a
configured and active VSAN.

Hardware failure

A hardware failure is detected.

Error disabled

Error conditions require administrative attention.
Interfaces may be error-disabled for various reasons.
For example:

e Configuration failure.

e Incompatible buffer-to-buffer credit configuration.

To make the interface operational, you must first fix the
error conditions causing this state; and next,
administratively shut down or enable the interface.

FC redirect failure

A port is isolated because a Fibre Channel redirect is
unable to program routes.

No port activation license
available

A port is not active because it does not have a port
license.

SDM failure

A port is isolated because SDM is unable to program
routes.
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Table 11-4 Reason Codes for Nonoperational States (continued)
Applicable
Reason Code (long version) Description Modes
Isolation due to ELP failure The port negotiation failed. Only E ports
3 . . . and TE ports

Isolation due to ESC failure The port negotiation failed.

Isolation due to domain The Fibre Channel domains (fcdomain) overlap.

overlap

Isolation due to domain ID The assigned domain ID is not valid.

assignment failure

Isolation due to the other side |The E port at the other end of the link is isolated.

of the link E port isolated

Isolation due to invalid fabric |The port is isolated due to fabric reconfiguration.

reconfiguration

Isolation due to domain The fcdomain feature is disabled.

manager disabled

Isolation due to zone merge The zone merge operation failed.

failure

Isolation due to VSAN The VSANS at both ends of an ISL are different.

mismatch

Nonparticipating FL ports cannot participate in loop operations. It may |Only FL
happen if more than one FL port exists in the same ports and TL
loop, in which case all but one FL port in that loop ports
automatically enters nonparticipating mode.

PortChannel administratively | The interfaces belonging to the PortChannel are down. |Only

down PortChannel

interfaces

Suspended due to incompatible
speed

The interfaces belonging to the PortChannel have
incompatible speeds.

Suspended due to incompatible
mode

The interfaces belonging to the PortChannel have
incompatible modes.

Suspended due to incompatible
remote switch WWN

An improper connection is detected. All interfaces in a
PortChannel must be connected to the same pair of
switches.

Graceful Shutdown

Interfaces on a port are shut down by default (unless you modified the initial configuration).

The Cisco NX-OS software implicitly performs a graceful shutdown in response to either of the
following actions for interfaces operating in the E port mode:

e If you shut down an interface.

e If a Cisco NX-OS software application executes a port shutdown as part of its function.

A graceful shutdown ensures that no frames are lost when the interface is shutting down. When a
shutdown is triggered either by you or the Cisco NX-OS software, the switches connected to the
shutdown link coordinate with each other to ensure that all frames in the ports are safely sent through
the link before shutting down. This enhancement reduces the chance of frame loss.
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A graceful shutdown is not possible in the following situations:
e If you physically remove the port from the switch.

e Ifin-order delivery (IOD) is enabled (for information about IOD, refer to the Cisco MDS 9000
Family NX-OS Fabric Configuration Guide).

e If the Min_LS_interval interval is higher than 10 seconds. For information about FSPF global
configuration, refer to the Cisco MDS 9000 Family NX-OS Fabric Configuration Guide.

~
Note  This feature is only triggered if both switches at either end of this E port interface are MDS switches and
are running Cisco SAN-OS Release 2.0(1b) or later, or MDS NX-OS Release 4.1(1a) or later.

Port Administrative Speeds

By default, the port administrative speed for an interface is automatically calculated by the switch.

For internal ports on the Cisco Fabric Switch for HP c_Class BladeSystem and Cisco Fabric Switch for
IBM BladeCenter, a port speed of 1 Gbps is not supported. Auto-negotiation is supported between 2
Gbps and 4 Gbps only. Also, if the BladeCenter is a T chassis, then port speeds are fixed at 2 Gbps and
auto-negotiation is not enabled.

Autosensing

Autosensing speed is enabled on all 4-Gbps and 8-Gbps switching module interfaces by default. This
configuration enables the interfaces to operate at speeds of 1 Gbps, 2 Gbps, or 4 Gbps on the 4-Gbps
switching modules, and 8 Gbps on the 8-Gbps switching modules. When autosensing is enabled for an
interface operating in dedicated rate mode, 4 Gbps of bandwidth is reserved, even if the port negotiates
at an operating speed of 1 Gbps or 2 Gbps.

To avoid wasting unused bandwidth on 48-port and 24-port 4-Gbps and 8-Gbps Fibre Channel switching
modules, you can specify that only 2 Gbps of required bandwidth be reserved, not the default of 4 Gbps
or 8 Gbps. This feature shares the unused bandwidth within the port group provided that it does not
exceed the rate limit configuration for the port. You can also use this feature for shared rate ports that
are configured for autosensing.

Tip When migrating a host that supports up to 2-Gbps traffic (that is, not 4 Gbps with autosensing
capabilities) to the 4-Gbps switching modules, use autosensing with a maximum bandwidth of 2 Gbps.
When migrating a host that supports up to 4-Gbps traffic (that is, not 8 Gbps with autosensing
capabilities) to the 8-Gbps switching modules, use autosensing with a maximum bandwidth of 4 Gbps.

Frame Encapsulation

The switchport encap eisl command only applies to SD port interfaces. This command determines the
frame format for all frames transmitted by the interface in SD port mode. If the encapsulation is set to
EISL, all outgoing frames are transmitted in the EISL frame format, regardless of the SPAN sources.

The switchport encap eisl command is disabled by default. If you enable encapsulation, all outgoing
frames are encapsulated, and you will see a new line (Encapsulation is eisl) in the show interface
SD_port_interface command output. See the Cisco MDS 9000 Family NX-OS System Management
Configuration Guide.
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You can set the frame format to EISL for all frames transmitted by the interface in SD port mode. If you
sent the frame encapsulation to EISL, all outgoing frames are transmitted in the EISL frame format,
regardless of the SPAN sources. See the Cisco MDS 9000 Family NX-OS System Management
Configuration Guide.

Refer to the Cisco MDS 9000 Family NX-OS Interfaces Configuration Guide to configure frame
encapsulation on an interface.

Figure 11-2 displays the status, link, and speed LEDs in a 16-port switching module.

Figure 11-2 Cisco MDS 9000 Family Switch Interface Modes

77686

Status LED' 3 Link LEDs' and speed LEDs?
1/2-Gbps Fibre Channel port group® |4 Asset tag?

N | -

See the Cisco MDS 9000 Family NX-OS Fundamentals Configuration Guide.
See the “Speed LEDs” section on page 11-11.

See the “Generation 1 Interface Configuration Guidelines” section on page 11-18.

Eal ol

Refer to the Cisco MDS 9000 Family hardware installation guide for your platform.

Each port has one link LED on the left and one speed LED on the right.
The speed LED displays the speed of the port interface:
e Off—The interface attached to that port is functioning at 1000 Mbps.

¢ On (solid green)—The interface attached to that port is functioning at 2000 Mbps (for 2 Gbps
interfaces).

The speed LED also displays if the beacon mode is enabled or disabled:
e Off or solid green—Beacon mode is disabled.

e Flashing green—The beacon mode is enabled. The LED flashes at one-second intervals.

Generation 2, Generation 3, and Generation 4 modules and fabric switches do not have speed LEDs.
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Bit Error Thresholds

The bit error rate threshold is used by the switch to detect an increased error rate before performance
degradation seriously affects traffic.

The bit errors can occur for the following reasons:
e Faulty or bad cable.
¢ Faulty or bad GBIC or SFP.
e GBIC or SFP is specified to operate at 1 Gbps but is used at 2 Gbps.
e GBIC or SFP is specified to operate at 2 Gbps but is used at 4 Gbps.
e Short haul cable is used for long haul or long haul cable is used for short haul.
e Momentary sync loss.
e Loose cable connection at one or both ends.
e Improper GBIC or SFP connection at one or both ends.

A bit error rate threshold is detected when 15 error bursts occur in a 5-minute period. By default, the
switch disables the interface when the threshold is reached. You can enter a shutdown and no shutdown
command sequence to re-enable the interface.

You can configure the switch to not disable an interface when the threshold is crossed. By default, the
threshold disables the interface.

SFP Transmitter Types

The small form-factor pluggable (SFP) hardware transmitters are identified by their acronyms when
displayed. Table 11-5 defines the acronyms used for SFPs.

The small form-factor pluggable (SFP) hardware transmitters are identified by their acronyms when
displayed in the show interface brief command. If the related SFP has a Cisco-assigned extended ID,
then the show interface and show interface brief commands display the ID instead of the transmitter
type. The show interface transceiver command and the show interface fc slot/port transceiver
command display both values for Cisco-supported SFPs. Table 11-5 defines the acronyms used in the
command output (see the “Displaying Interface Information” section on page 11-43).

Table 11-5 SFP Transmitter Acronym Definitions

Definition Acronym

Standard transmitters defined in the GBIC specifications

short wave laser swl
long wave laser Iwl
long wave laser cost reduced Iwer
electrical elec

Extended transmitters assigned to Cisco-supported SFPs

CWDM-1470 c1470
CWDM-1490 c1490
CWDM-1510 cl510
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Table 11-5 SFP Transmitter Acronym Definitions (continued)

Definition Acronym

Standard transmitters defined in the GBIC specifications

CWDM-1530 c1530
CWDM-1550 c1550
CWDM-1570 c1570
CWDM-1590 c1590
CWDM-1610 cl610

See the “Displaying SFP Transmitter Types” section on page 11-53.

Private loop devices refer to legacy devices that reside on arbitrated loops. These devices are not aware
of a switch fabric because they only communicate with devices on the same physical loop. The legacy
devices are used in Fibre Channel networks, and devices outside the loop may need to communicate with
them. The communication functionality is provided through TL ports. See the “Interface Modes” section
on page 11-2.

TL port mode is not supported on the following hardware:
e Generation 2 switching module interfaces
e Cisco MDS 9124 Fabric Switch
e Cisco Fabric Switch for HP c-Class BladeSystem
e Cisco Fabric Switch for IBM BladeCenter
Table 11-6 lists the TL port translations supported in Cisco MDS 9000 Family switches.

Table 11-6 Supported TL Port Translations

Translation from Translation to Example

Private initiator Private target From I1 to T1 or vice versa
Private initiator Public target — N port From I1 to T2 or vice versa
Private initiator Public target — NL port From I4 to T3 or vice versa
Public initiator — N port Private target From 12 to T1 or vice versa
Public initiator — NL port Private target From I3 to T1 or vice versa

Cisco Prime DCNM SAN Client Online Help g



Chapter 11 Configuring Interfaces |

M Information About Interfaces

Figure 11-3 shows examples of TL port translation support.

Figure 11-3 TL Port Translation Support Examples
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TL Port ALPA Caches

Although TL ports cannot be automatically configured, you can manually configure entries in arbitrated
loop physical address (ALPA) caches. Generally, ALPA cache entries are automatically populated when
an ALPA is assigned to a device. Each device is identified by its port world wide name (pWWN). When
a device is allocated an ALPA, an entry for that device is automatically created in the ALPA cache.

A cache contains entries for recently allocated ALPA values. These caches are maintained on various TL
ports. If a device already has an ALPA, the Cisco NX-OS software attempts to allocate the same ALPA
to the device each time. The ALPA cache is maintained in persistent storage and saves information across
switch reboots. The maximum cache size is 1000 entries. If the cache is full, and a new ALPA is
allocated, the Cisco NX-OS software discards an inactive cache entry (if available) to make space for
the new entry. See the “TL Port” section on page 11-4 for more information on TL ports.

Refer to the Cisco MDS 9000 Family NX-OS Interfaces Configuration Guide to manage the TL Port
ALPA cache.
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The port guard feature is intended for use in environments where the system and application environment
does not adapt quickly and efficiently to a port going down and back up, or to a port rapidly cycling up
and down, which can happen in some failure modes. For example, if a system takes five seconds to
stabilize after a port goes down, but the port is going up and down once a second, a more severe failure
in the fabric might occur.

The port guard feature gives the SAN administrator the ability to prevent this issue from occurring in
environments that are vulnerable to these problems. The port can be configured to stay down after the
first failure or after a specified number of failures in a specified time period. This allows the SAN
administrator to intervene and control the recovery, avoiding any problems caused by the cycling.

Using the port guard feature, you can restrict the number of error reports and bring a malfunctioning port
to down state dynamically. A port can be configured to go into error-disabled state for specific types of
failures.

A general link failure caused by link-down is the superset of all other causes. The sum of the number of
all other causes equals to the number of link-down link failures. This means a port is brought to down
state when it reaches the maximum number of allowed link failures or the number of specific causes.

The causes of link failure can be any of the following:
e ESP trustsec-violation
e Bit-errors
e Signal loss
e Sync loss
e Link reset
¢ Credit loss
e Additional causes might be the following:
- Not operational (NOS).
— Too many interrupts.
— Cable is disconnected.
- Hardware recoverable errors.
— The connected device rebooted (F ports only).

— The connected linecard rebooted (ISL only).

Port monitor helps to monitor the performance and the status of ports and generate alerts when problems
occur. You can configure the thresholds for various counters and trigger an event when the values cross
the threshold settings.

The default port monitor policy has the following threshold values:
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Threshold Interval % Rising % Falling
Counter Type (Seconds) |Threshold Event Threshold Event
Link Loss Delta 60 5 4 1 4
Sync Loss Delta 60 5 4 1 4
Protocol Error Delta 60 1 4 0 4
Signal Loss Delta 60 5 4 1 4
Invalid Words Delta 60 1 4 0 4
Invalid CRCs Delta 60 5 4 1 4
RX Performance |Delta 60 2147483648 |4 524288000 |4
TX Performance |Delta 60 2147483648 |4 524288000 |4

Port Monitor Port Guard

Port monitor port guard is a feature that disables or shuts down a port when an event occurs. Depending
on the configuration, when an event occurs the port is either error-disabled or flapped.

Port monitor port guard is a different or separate feature that functions based on the configuration of the
errordisable command.

Port Group Monitor

Each line card or module has a predefined set of ports which share the same backplane bandwidth called
port groups. While oversubscription is a feature, the port group monitor feature helps to monitor the
spine bandwidth utilization. An alarm syslog is generated so that you can provision the ports across port
groups evenly to manage the oversubscription better.

When the port group monitor feature is enabled and a policy consisting of polling interval in seconds,
and the raising and falling thresholds in percentage are specified, port group monitor generates a syslog
if a port group traffic goes above the specified percentage of the maximum supported bandwidth for that
port group (for rx and for tx) and another syslog if the value falls below the specified threshold.

The default port group policy has the following threshold values:

Counter

Threshold Type

Interval (Seconds)

% Rising Threshold

% Falling Threshold

RX Performance

Delta

60

80

20

TX Performance

Delta

60

80

20

Local Switching

Local switching can be enabled in Generation 4 modules, which allows traffic to be switched directly
with a local crossbar when the traffic is directed from one port to another on the same line card. By using
local switching, an extra switching step is avoided, which decreases the latency.

When using local switching, note the following guidelines:
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e All ports need to be in shared mode, which usually is the default state. To place a port in shared
mode, enter the switchport ratemode shared command.

e E ports are not allowed in the module because they must be in dedicated mode.

Slow Drain Device Detection and Congestion Avoidance

Note

All data traffic between end devices in a SAN fabric is carried by Fibre Channel Class 3. In some cases,
the traffic is carried by Class 2 services that use link-level, per-hop-based, and buffer-to-buffer flow
control. These classes of service do not support end-to-end flow control. When there are slow devices
attached to the fabric, the end devices do not accept the frames at the configured or negotiated rate. The
slow devices lead to ISL credit shortage in the traffic destined for these devices and they congest the
links. The credit shortage affects the unrelated flows in the fabric that use the same ISL link even though
destination devices do not experience slow drain.

This feature provides various enhancements to detect slow drain devices that are causing congestion in
the network and also provides a congestion avoidance function.

This feature is focused mainly on the edge ports that are connected to slow drain devices. The goal is to
avoid or minimize the frames being stuck in the edge ports due to slow drain devices that are causing
ISL blockage. To avoid or minimize the stuck condition, configure lesser frame timeout for the ports.
No-credit timeout drops all packets once the slow drain is detected using the configured thresholds. The
lesser frame timeout value helps to alleviate the slow drain condition that affects the fabric by dropping
the packets on the edge ports sooner than the time they actually get timed out (500 ms). This function
frees the buffer space in ISL, which can be used by other unrelated flows that do not experience slow
drain condition.

This feature is used mainly for edge ports that are connected to slow edge devices. Even though this
feature can be applied to ISLs as well, we recommend that you apply this feature only for edge F ports
and retain the default configuration for ISLs as E and TE ports. This feature is not supported on
Generation 1 modules.

Management Interfaces

Note

You can remotely configure the switch through the management interface (mgmt0). To configure a
connection on the mgmt0 interface, you must configure either the IP version 4 (IPv4) parameters (IP
address, subnet mask, and default gateway) or the IP version 6 (IPv6) parameters so that the switch is
reachable.

Before you begin to configure the management interface manually, obtain the switch’s IPv4 address and
subnet mask, or the IPv6 address.

The management port (mgmt0) is autosensing and operates in full-duplex mode at a speed of
10/100/1000 Mbps. Autosensing supports both the speed and the duplex mode. On a Supervisor-1
module, the default speed is 100 Mbps and the default duplex mode is auto. On a Supervisor-2 module,
the default speed is auto and the default duplex mode is auto.

You need to explicitly configure a default gateway to connect to the switch and send IP packets or add a
route for each subnet.
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VSAN Interfaces

VSANSs apply to Fibre Channel fabrics and enable you to configure multiple isolated SAN topologies

within the same physical infrastructure. You can create an IP interface on top of a VSAN and then use
this interface to send frames to this VSAN. To use this feature, you must configure the IP address for

this VSAN. VSAN interfaces cannot be created for nonexisting VSANS.

Prerequisites for Interfaces

Before you begin configuring the interfaces, ensure that the modules in the chassis are functioning as
designed. To verify the status of a module at any time, enter the show module command in EXEC mode.
For information about verifying the module status, refer to the Cisco NX-OS Fundamentals
Configuration Guide.

Guidelines and Limitations

This section includes the following topics:
e Generation 1 Interface Configuration Guidelines section, page 11-18
e Private Loop Configuration Guidelines section, page 11-19

¢ VSAN Interface Configuration Guidelines section, page 11-19

Generation 1 Interface Configuration Guidelines

The Generation 1 interfaces configuration guidelines apply to the following hardware:
e The 32-port, 2-Gbps or 1-Gbps switching module interfaces
e The Cisco MDS 9140 and 9120 switch interfaces

~

Note  Due to the hardware design of the MDS 9134 switch, we do not support interface
out-of-service action on either of its two 10-Gigabit ports. This is because no internal port
hardware resource is released when an out-of-service action is performed on these
10-Gigabit ports.

When configuring these host-optimized ports, the following port mode guidelines apply:

* You can configure only the first port in each 4-port group (for example, the first port in ports 1-4,
the fifth port in ports 5-8, and so on) as an E port. If the first port in the group is configured as an E
port, the other three ports in each group (ports 2-4, 6-8, and so on) are not usable and remain
shutdown.

e If you execute the write erase command on a 32-port switching module, and then copy a saved
configuration to the switch from a text file that contains the no system default switchport
shutdown command, you need to copy the text file to the switch again for the E ports to come up
without manual configuration.

e If any of the other three ports are enabled, you cannot configure the first port as an E port. The other
three ports continue to remain enabled.
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e The auto mode is not allowed in a 32-port switching module or the host-optimized ports in the Cisco
9100 Series (16 host-optimized ports in the Cisco MDS 9120 switch and 32 host-optimized ports in
the Cisco MDS 9140 switch).

e The default port mode is Fx (Fx negotiates to F or FL) for 32-port switching modules.
e The 32-port switching module does not support FICON.

Note = We recommend that you configure your E ports on a 16-port switching module. If you must configure
an E port on a 32-port host-optimized switching module, the other three ports in that 4-port group cannot
be used.

Note  In the Cisco MDS 9100 Series, the groups of ports that are located on the left and outlined in white are
full line rate. The other ports are host-optimized. Each group of 4 host-optimized ports have the same
features as for the 32-port switching module.

Private Loop Configuration Guidelines

Follow these guidelines when configuring private loops:
¢ A maximum of 64 fabric devices can be proxy to a private loop.
e Fabric devices must be in the same zone as private loop devices to be proxy to the private loop.
e FEach private device on a TL port may be included in a different zone.

¢ All devices on the loop are treated as private loops. You cannot mix private and public devices on
the loop if the configured port mode is TL.

e The only FC4-type supported by TL ports is SCSI (FCP).

e Communication between a private initiator to a private target on the same private loop does not
invoke TL port services.

VSAN Interface Configuration Guidelines

Follow these guidelines when creating or deleting VSAN interfaces:

e Create a VSAN before creating the interface for that VSAN. If a VSAN does not exist, the interface
cannot be created.

¢ Create the interface VSAN—it is not created automatically.
e If you delete the VSAN, the attached interface is automatically deleted.

¢ Configure each interface only in one VSAN.

Je

ﬁ After configuring the VSAN interface, you can configure an IP address or Virtual Router Redundancy
Protocol (VRRP) feature. See the Cisco MDS 9000 Family NX-OS IP Services Configuration Guide.
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Table 11-7 lists the default settings for interface parameters.

Table 11-7 Default Interface Parameters

Parameters Default

Interface mode Auto

Interface speed Auto

Administrative state Shutdown (unless changed during initial setup)

Trunk mode On (unless changed during initial setup) on
non-NPV and NPIV core switches. Off on NPV
switches.

Trunk-allowed VSANs or VF-IDs 1 to 4093

Interface VSAN Default VSAN (1)

Beacon mode Off (disabled)

EISL encapsulation Disabled

Data field size 2112 bytes

Configuring Interfaces

This section includes the following topics:
e Common Interface Configuration section, page 11-21
¢ Configuring Fibre Channel Interfaces section, page 11-21
e Setting the Interface Administrative State section, page 11-22
e Configuring Interface Modes section, page 11-22
¢ Configuring Port Administrative Speeds section, page 11-25
e Configuring Port Speed Group section, page 11-26
¢ Configuring the Interface Description section, page 11-26
e Specifying a Port Owner section, page 11-27
¢ Configuring Beacon Mode section, page 11-28
e Disabling Bit Error Threshold section, page 11-28
e Configuring Switch Port Attribute Default Values section, page 11-29
e Configuring TL Ports section, page 11-30
e Manually Inserting Entries into the ALPA Cache section, page 11-30
e (Clearing the ALPA Cache section, page 11-30
e Configuring Port Guard section, page 11-30
e Configuring Port Monitor section, page 11-33
e Configuring Port Group Monitor section, page 11-36
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e Configuring Management Interfaces section, page 11-39
e Creating VSAN Interfaces section, page 11-40
e Configuring Slow Drain Device Detection and Congestion Avoidance section, page 11-40

For more information on configuring mgmt0 interfaces, refer to the Cisco MDS 9000 Family NX-OS
Fundamentals Configuration Guide and Cisco MDS 9000 Family NX-OS IP Services Configuration
Guide.

For more information on configuring Gigabit Ethernet interfaces, see the Cisco MDS 9000 Family
NX-OS IP Services Configuratio