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Messages and Recovery Procedures

This chapter lists the system messages by facility. Within each facility, the messages are listed by
severity levels 0 to 7: 0 is the highest severity level, and 7 is the lowest severity level. Each
message is followed by an explanation and a recommended action.

AAA Messages

This section contains the AAA messages.
AAA-1

Error Message AAA-1-AAA SESSION_LIM T_REJECT: aaa request rejected as maximum aaa sessions
are in progress

Explanation Aaa request rejected as the limit for maximum concurrent aaa sessions is
reached

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

AAA-2

Error Message AAA-2- AAMA NVRAM UPGRADE_FAI LURE: upgr adi ng of accounting log failed. [chars]

Explanation Upgrading of accounting log failed.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for



support.
Error Message AAA-2- AAA PROGRAM EXI T: aaa daenon exiting: [chars]
Explanation Aaa daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

AAA-3

Error Message AAA-3- AAA_NVRAMFAI LURE: nvram failure
Explanation Nvram can not be read/written to. Hence accounting log can not be stored there

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

AAA-6

Error Message AAA-6- AAA_ ACCOUNTI NG _MESSAGE: [ chars]
Explanation Accounting Message

Recommended Action No action is required.

AAM Messages

This section contains the AAM messages.
AAM-2

Error Message AAM 2- ELS _FC2_GL_SI NDEX_LOOKUP_FAI LED: Failed to | ookup gl obal port index for
interface [[chars]]

Explanation Failed to lookup global port index for interface [chars]

Recommended Action No action is required.

AAM-3



Error Message AAM 3- ALLOC FAILED: Failed in File:[chars] Line:[dec] for type [dec] size [dec]

Explanation AAM process could not allocate heap memory in File:[chars], at line:[dec], for
memory-type:[dec] of Size:[dec]

Recommended Action No action is required.
Error Message AAM 3- ASSERTI ON_FAI LED: Failed in File:[chars] Line:[dec]
Explanation AAM Process assertion failed in File:[chars], at line:[dec]

Recommended Action No action is required.

ACLLOG Messages

This section contains the ACLLOG messages.
ACLLOG-4

Error Message ACLLOG 4- ACLLOG MAXFLOW REACHED: [ char s]

Explanation Max flow reached in current interval: [chars]

Recommended Action No action is required.

Error Message ACLLOG 4- ACLLOG THRESHOLD: [ chars]

Explanation Threshold Reached for Flow: [chars]

Recommended Action No action is required.

ACLLOG-6

Error Message ACLLOG 6- ACLLOG FLOW | NTERVAL: [chars]

Explanation Flow info in current alert interval: [chars]

Recommended Action No action is required.

Error Message ACLLOG 6- ACLLOG NEW FLOW [ char s]



Explanation New Acllog Flow: [chars]

Recommended Action No action is required.

ACLMGR Messages

This section contains the ACLMGR messages.

ACLMGR-2

Error Message ACLMGR-2- ACLMGR L2_REDI RECTED PORTS: Redirected port(s) are supported on L2
interface type

Explanation Redirected port(s) are supported on L2 interface type.
Recommended Action No action is required.

Error Message ACLMGR-2- ACLMGR_NO ERRDI SABLED: [chars] event on interface [chars] ([hex])
all owed to succeed in spite of access-list failure

Explanation Although an access-list operation failed during a port event, the port event still
finished successfully because errdisable is disallowed

Recommended Action No action is required.
Error Message ACLMER-2-EXITING Exit reason: [chars]

Explanation The ACLMGR service process has exited due to [char]. The process has
probably been restarted automatically.

Recommended Action No action is required.

Error Message ACLMER-2-1NITFAIL: ACLMGR Service Init failed: [chars]
Explanation ACLMGR Service initialization failed. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message ACLMGER-2-MALLOC ERROR  Size [dec] bytes

Explanation The ACLMGR service could not allocate memory.



Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message ACLMGR-2-PSS_ERROR [chars]: PSS ret. val =[dec]

Explanation The ACLMGR service encountered error while operating on a persistent storage
database.

Recommended Action No action is required.

ACLMGR-3

Error Message ACLMGR- 3- ACLMEGR_ACL_OMER_M SMATCH: The ACL [chars] deleted was in use by
[chars]. Please check show running-config for nore information.

Explanation ACL that was in use by another feature was deleted

Recommended Action No action is required.

Error Message ACLMGR-3- ACLMGR COM T_FAIL: Commit failed: [chars]

Explanation The PPF commit failed

Recommended Action No action is required.

Error Message ACLMGR- 3- ACLMGR DB LOCK_MSG: ACL dat abase nessage, reason: [chars], session
Ox% | x, type: [chars]

Explanation ACL PPF database lock acquire/release related message.

Recommended Action No action is required.

Error Message ACLMGR- 3- ACLMEGR_GSYNC_ERROR: Error occured during global sync of ACL runtine
dat abase to standby, reason: [chars] , [chars]

Explanation ACL snapshot to send the copy of runtime database to standby failed

Recommended Action No action is required.

Error Message ACLMER-3- ACLMGR_PPF_ERROR. PPF error: [chars]



Explanation The PPF generated error

Recommended Action No action is required.

Error Message ACLMGR- 3- ACLMGR_PSS_CORRUPTED: [chars] PSS found corrupted

Explanation The ACLMGR service has detected corruption in one of its persistent
information database. The database would be recreated.

Recommended Action No action is required.

Error Message ACLMGR- 3- ACLMGR_STAT_CONSOL| DATI ON_FAI LURE: ACL statistic parsing or
consol idation failed

Explanation A statistic update failed during the parsing or consolidation step; statistics may
have been lost

Recommended Action No action is required.

Error Message ACLMGR- 3- ACLMGR VACL_REDI RECTI ON_DI SABLED REMOVAL: VACL redirection to
interface [chars] ([hex]) disabled: the port has been renoved

Explanation A VACL redirection to the port has been deactivated because the port has been
removed

Recommended Action No action is required.

Error Message ACLMGR-3-ACLMGR VERIFY_FAIL: Verify failed: [chars]

Explanation The PPF Verify failed

Recommended Action No action is required.

Error Message ACLMGR- 3- MTSERROR [ char s]

Explanation ACLMGR Service encountered an MTS error. [chars] specifies the context
where the error occured.

Recommended Action No action is required.

ACLMGR-4




Error Message ACLMGR-4- ACLMGR_PPF_WARNI NG PPF war ni ng: [ chars]

Explanation The PPF generated warning

Recommended Action No action is required.

Error Message ACLMGR- 4- ACLMGR_VACL_REDI RECTI ON_DI SABLED PCM VACL redirection to interface
[chars] ([hex]) disabled: the port becane a portchannel nenber

Explanation A VACL redirection to the port has been temporarily deactivated because it is
now a member in a port channel

Recommended Action No action is required.

Error Message ACLMGR-4- PSS _VERSI ON_M SMATCH: PSS [dec] Code [dec]

Explanation There was a version mismatch between the ACLMGR service and one of its
persistent storage databases. The persistent information has been translated to the new
format.

Recommended Action No action is required.

ACLMGR-6

Error Message ACLMER-6- ACLMGR_PPF_NOTI F: PPF notification: [chars]

Explanation The PPF generated notification

Recommended Action No action is required.

Error Message ACLMGR- 6- BECAVE_ACTI VE: Becanme ACTI VE from standby nmode

Explanation The ACLMGR service on the standby supervisor became active and it is ready
to serve client requests.

Recommended Action No action is required.

Error Message ACLMGR- 6- BECAVE_STDBY: Becane STANDBY from active node

Explanation The ACLMGR service became standby from active mode.



Recommended Action No action is required.

Error Message ACLMGR-6- FAI LED TO SEND_HEARTBEAT: Failed to send heartbeat to system manager:
Reason=[ char s]

Explanation The ACLMGR service was unable to send heartbeat to the system manger
Recommended Action No action is required.
Error Message ACLMGR-6-SERVICE_UP: Initialized [chars]

Explanation The ACLMGR service is up and ready The service was initialized in [char]
mode.

Recommended Action No action is required.

Error Message ACLMGR-6-SRVEXI T: ACLMGR Service shutting down graceful ly
Explanation ACLMGR Service is shutting down gracefully. This is an informational message.
Recommended Action No action is required.

Error Message ACLMGR-6- SW TCHOVER: Swi tching Over to other Sup.

Explanation The ACLMGR service has successfully switched over to the standby supervisor
card.

Recommended Action No action is required.

ACLQOQOS Messages

This section contains the ACLQOS messages.

ACLQOS-SLOT#-0

Error Message ACLQOS- SLOT#- 0- ACLQOS_SPAN_EGRESS_RATE_LIM T_MAX: Configuring span-egress rate
limt failed. [chars]

Explanation Failed to configure span-egress rate limit. No free entry available in ERACL
TCAM region.

Recommended Action No DDTS.



ACLQOS-SLOT#-2

Error Message ACLQOS- SLOT#- 2- ACLQOS_BUFFER DRAI N_FAI LURE: Failed to drain buffers while
nmodi fyi ng network qos policy on unit:[dec] slice: [dec]!

Explanation Failed to drain buffers while modifying network qos policy.

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_BURST_DETECT_FPGA_| NCOVPATI BLE: Current FPGA i mage
doesn't support mcroburst detection feature. Please upgrade | OFPGA epld i mage to version [dec].

Explanation Current FPGA image doesn't support microburst detection feature.

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_BURST_DETECT_OVER THRESHOLD: Interface [chars] queue
[dec] queue-depth is over the configured burst threshold. Please check 'show queuing burst-
detect detail' for nore information.

Explanation Queue depth went above configured burst threshold.

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_FAI LED: ACLQOS failure: [chars]

Explanation ACLQOS operation failed in the aclqos client

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_| NBAND_| NTERFACE_FAI LURE: I nband interface |if |ookup
failed ([chars])

Explanation Inband interface lif lookup failed

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-2- ACLQOS_MALLOC FAI LED: Menory al l ocation failed. [chars]

Explanation Memory allocation failed. This is a critical failure



Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-2- ACLQOS_OOTR Tcam resour ce exhausted: [chars]

Explanation Tcam resources to program acls exhausted

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_QUEUE_LI M T_I GNORED_ON_FEX: Queue-linmit configuration is
being all owed but will not be configured on any connected FEXes.

Explanation Queue-limit configuration is not supported on FEX.

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-2-ACLQOS_ QUEUE LIM T_MAX: Queue limit is restricted to max
avai |l abl e buffers([dec] bytes) on unit [dec].

Explanation Queue limit is restricted to the max available buffers on the unit.

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_TCAM _CARVI NG_FAI LURE: [chars] TCAM regi on carving crossed
the allowed nmax limts. Please re-adjust the linmts using "hardware access-list tcamregion .."
comrand and rel oad the |inecard

Explanation [chars] Tcam is excessively provisioned

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_TCAM _REG ON_CREATI ON_FAI LURE: TCAM region creation failed
for instance: [dec], Goup ID [dec], reason: [chars]

Explanation [chars] Tcam region is not properly configured

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 2- ACLQOS_TCAM TEMPLATE_FAI LURE: TCAM tenpl ate application has
failed with reason: [chars]. Failing the nmodule bring up

Explanation [chars] Tcam template is not properly applied



Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-2- PPF_FAI LED: Dat abase failure: [chars]

Explanation Database operation failed in the aclqos client

Recommended Action No DDTS.

ACLQOS-SLOT#-3

Error Message ACLQOS- SLOT#- 3- ACLQOS_CC_I NVALI D: I nvalid Congestion Control paraneters:
[ chars]

Explanation Invalid Congestion Control parameters

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 3- ACLQOS_MCM ERROR: MCM Message | nconsi stent. Pl ease collect MCM
and ACLMyr Tech Support for all VDCs

Explanation MCM Message Inconsistent

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 3- ACLQOS_PAUSE_| NVALI D: I nvalid Pause paraneters: [chars]

Explanation Invalid Pause parameters

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 3- ACLQOS_QUEUI NG_ERROR:  ACL/ QoS queuing error: [chars]

Explanation Internal error in ACL/Q0S queuing config

Recommended Action No DDTS.

ACLQOS-SLOT#-4

Error Message ACLQOS- SLOT#- 4- ACLQOS_ANALYTI CS_L40OP_UNSUPPORTED: Anal yti cs TCAM doesnt support
port-expansion or LQU allocation. Please nodify ACL policy and re-apply



Explanation Analytics TCAM doesnt support port-expansion or LOU allocation. Please
modify ACL policy and re-apply

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-4- ACLQOS_ATOM C ERR [ chars]

Explanation Tcam will be overused, please turn off atomic update

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_BC_OVER_THRESHOLD: Bank Chai ni ng enabl ed: Inst [dec]'s
usage has reached its threshol d

Explanation Tcam is almost full

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-4- ACLQOS_FC_WARNI NG Found stal e FCoE entry in instance [dec].
VSAN: [dec], SID: [hex], DID: [hex], Sl:[dec], SI_MASK:[dec], RWVSAN: [dec], RWVSAN FLAG
[dec], RWSID: [hex], RWSID FLAG [dec], RWDID: [hex]. RWD D FLAG [dec] Cleaning it up.

Explanation Found stale FCoE entry in instance [dec]. VSAN: [dec], SID: Ox[hex], DID:
Ox[hex], Sl:[dec], SI_MASK:[dec], RW_VSAN:[dec], RW_VSAN_FLAG: [dec], RW_SID:
Ox[hex], RW_SID_FLAG:[dec], RW_DID: 0x[hex]. RW_DID_FLAG: [dec] Cleaning it up.

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_NMATCH _ALL_MERGE_UPDATE: Warning (match_all merging):
[ chars]

Explanation Warning (match_all merging)

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_OPENFLOW DFLT_M SS_UNSUPP: Openfl ow defaul t-miss action
needs [chars] TCAM region to be configured in doubl e-w de node

Explanation Openflow default-miss action specified without configuring TCAM in double-
wide mode

Recommended Action No DDTS.



Error Message ACLQOS- SLOT#- 4- ACLQOS_OVER_THRESHOLD: I nst [dec] Tcam [dec] Bank [dec]'s
([chars]) usage has reached its threshold

Explanation Tcam is almost full

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_QUEUI NG_C0S2Q | NVALI D ACL/ QoS invalid queuing policy
because of cos map change: [chars] queue [chars], interface [chars]

Explanation Attemped to configure an invalid queuing policy

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_QUEUI NG_I NVALI D ACL/ QoS i nval id queuing policy: [chars]

Explanation Attemped to configure an invalid queuing policy

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_TAP_AGG_REDI R_I NVALI D: Redi rect action invalid w thout
Tap aggregation enable, interface [chars]

Explanation Redirect action specified without Tap aggregation enable

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 4- ACLQOS_UNDER_THRESHOLD: Tcam [dec] Bank [dec]'s usage is bel ow
the threshold now

Explanation Tcam's usage is below the threshold

Recommended Action No DDTS.

Error Message ACLQOS- SLOT#-4- ACLQOS_WARNI NG ACLQOS War ni ng: [chars]

Explanation ACLQOS Warnings

Recommended Action No DDTS.

ACLQOS-SLOT#-5




Error Message ACLQOS- SLOT#-5- ACLQOS_DI SRUPTI VE_| Pv6_UPDATE: Di sruptive update of |Pv6
conpression entries

Explanation Disruptive IPv6 compression entries update
Recommended Action No DDTS.

Error Message ACLQOS- SLOT#- 5- ACLQOS_MAC_SA DA OVERLAP_LOG MAC [chars] overlap for
address(mask) [hex][hex]([hex][hex]) with [hex][hex]([hex][hex]) for hardware instance [dec]

Explanation MAC SA/DA overlaps with already configured value. Overlapping MAC SA/DA
matching is not supported on this platform

Recommended Action No action is required.

Error Message ACLQOS- SLOT#-5- ACLQOS_NON_ATOM C. Non atomi ¢ ACL/ QS pol i cy update done for
[ chars]

Explanation Non atomic ACL/QoS policy update was done

Recommended Action No DDTS.

ACLTCAM Messages

This section contains the ACLTCAM messages.

ACLTCAM-2

Error Message ACLTCAM 2- ACL_TCAM ADJ_EXHAUSTED: ACLTCAM failed to programroute for VSAN:
[dec], SID: [chars] DID: [chars], error: [chars].

Explanation ACLTCAM process experienced a failure while programming route for VSAN
[dec] SID [chars] DID [chars] due to resource exhaustion. [chars] is the error code.

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM ALMOST_FULL: TCAM close to FULL. [chars] TCAM Usage
([dec]/[dec]) exceeded [dec] % fwd-eng: [dec], [chars]

Explanation [chars] TCAM usage [dec]/[dec] exceeded [dec] percent on fwd-engine [dec],
[chars]

Recommended Action No action is required.



Error Message ACLTCAM 2- ACL_TCAM CONFI G_READ_FROM DRI VER_FAI LED: [chars] [dec], Error: [hex].

Explanation Unable to read configuration from forwarding engine ASIC driver. [chars] [dec],
Error: Ox[hex].

Recommended Action No action is required.
Error Message ACLTCAM 2- ACL_TCAM CONFI G W\RI TE_TO DRI VER _FAI LED: [chars] [dec], Error: [hex].

Explanation Unable to write configuration to forwarding engine ASIC driver. [chars] [dec],
Error: Ox[hex].

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM FLOW STATS_READ FAI LED: Hardware flow stats read
failed(ASIC. [dec], [chars] TCAM Address: [dec], NumEntries: [dec], Error: [chars]).

Explanation Hardware flow stats read failed(ASIC: [dec], [chars] TCAM, Address: [dec], Num
Entries: [dec] Error: [chars]).

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM | NCONSI STENT_DATABASE: Dat abase found inconsi stent.

Explanation Database found inconsistent.

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM | NCONSI STENT_TCAM CONTENTS: TCAM contents found
i nconsi st ent.

Explanation TCAM contents are found inconsistent.

Recommended Action No action is required.

Error Message ACLTCAM 2-ACL_TCAM I NI T_FAILED: Initialization failed for forwarding engine
ASI C. [dec], [chars] TCAM

Explanation Initialization failed for forwarding engine ASIC [dec], in [chars] TCAM.

Recommended Action No action is required.



Error Message ACLTCAM 2- ACL_TCAM_ | NI T_REG ONS_FAI LED: Initialization failed for forwarding
engi ne ASIC. [dec], [chars] TCAM [chars] Region.

Explanation Initialization of regions failed for forwarding engine ASIC [dec], in [chars] TCAM,
for [chars] Region.

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM MALLOC FAI LURE: Merory allocation failed for size [dec].

Explanation Memory allocation is failed for size [dec] bytes.

Recommended Action Restart the process.

Error Message ACLTCAM 2- ACL_TCAM MIS_FAI LURE: MTS operation failed: [chars].

Explanation MTS operation failed. [chars] is the reason.

Recommended Action No action is required.

Error Message ACLTCAM 2-ACL_TCAM MIS_Q FULL: MIS queue for SAP [dec] is full

Explanation MTS queue for SAP [dec] is full

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM MI'S_REG STRATI ON_FAI LED: MIS registration failed for opCode:
[dec].

Explanation MTS registration failed for opCode: [dec].

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM NO ROUTE: ACLTCAM failed to get route for VSAN: [dec],
Rewite: [chars] DID: [chars] DID MASK: [chars], error: [hex].

Explanation ACLTCAM process experienced a failure while getting route for VSAN [dec]
Rewrite [chars] DID [chars] DID Mask [chars]. [heX] is the error code.

Recommended Action No action is required.



Error Message ACLTCAM 2- ACL_TCAM NO TCAM LEFT: ACLTCAM resource exhausted for interface :

[ chars]
Explanation ACLTCAM hardware resource is completely used.
Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM PHY_TCAM READ_FAI LED: [chars] read from hardware TCAM
failed(ASIC. [dec], [chars] TCAM Address: [dec], NumEntries: [dec], Error: [chars]).

Explanation [chars] read from hardware TCAM failed(ASIC: [dec], [chars] TCAM, Address:
[dec], Num Entries: [dec] Error: [chars]).

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM PHY_TCAM READ | NVALI D: Invalid([chars], value: [dec]) TCAM
entry read from hardware TCAM ( FWD- Engi ne: [dec], [chars] TCAM Address: [dec]), lgnoring this

entry.

Explanation Invalid([chars], value: [dec]) TCAM entry from hardware TCAM(FWD-Engine:
[dec], [chars] TCAM, Address: [dec]) Ignoring this entry

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM PHY_TCAM WRI TE_FAI LED: [chars] wite to hardware TCAM
failed(ASIC. [dec], [chars] TCAM Address: [dec], NumEntries: [dec], Error: [chars]).

Explanation [chars] write to hardware TCAM failed(ASIC: [dec], [chars] TCAM, Address:
[dec], Num Entries: [dec] Error: [chars]).

Recommended Action No action is required.

Error Message ACLTCAM 2- ACL_TCAM PSS FAI LURE: Failed to do PSS operation: [chars], reason:
[ hex].

Explanation Failed to do PSS operation [chars]. [heX] is the reason.
Recommended Action No action is required.
Error Message ACLTCAM 2- PSS_OPEN_FAI LED: PSS open failed - [hex].

Explanation Persistent database handle could not obtained for ACLTCAM. [hex] is the error.



Recommended Action No action is required.

Error Message ACLTCAM 2- RECONS_FAI LED: Reconstruction of TCAM contents failed during upgrade
- [hex].

Explanation During non-disruptive upgrade, the ACLTCAM contents are not properly
reconstructed. [hex] is the error.

Recommended Action No action is required.

ACLTCAM-3

Error Message ACLTCAM 3- ACL_TCAM MI'S_Q LEAK: Possible MIS buffer |eak for SAP [dec]
Explanation Possible MTS buffer leak for SAP [dec]
Recommended Action No action is required.

Error Message ACLTCAM 3- REG STER FAI LED: Coul d not register to MIS opcode [chars] - error
[ hex] .

Explanation ACLTCAM process could not register to the notifications mentioned by [chars].
[hex] is the error.

Recommended Action No action is required.

ACLTCAM-4

Error Message ACLTCAM 4- ACL_TCAM BELOW THRESHOLD: [chars] TCAM usage ([dec]/[dec]) fell bel ow
[dec] % fwd-eng: [dec], [chars]

Explanation [chars] TCAM usage [dec]/[dec] fell below [dec] percent on fwd-engine [dec],
[chars]

Recommended Action No action is required.

Error Message ACLTCAM 4- ACL_TCAM BEYOND_THRESHOLD: [chars] TCAM usage ([dec]/[dec]) exceeded
[dec] % fwd-eng: [dec], [chars]

Explanation [chars] TCAM usage [dec]/[dec] exceeded [dec] percent on fwd-engine [dec],
[chars]



Recommended Action No action is required.

Error Message ACLTCAM 4- ACL_TCAM FLOW COUNTER_| NVALI DATED: Fl ow counter for flow vsan:
[dec], sid: [hex], did: [hex] with statistics: franes = %lu & bytes = %lu was invalidated due

to: [chars]

Explanation ACLTCAM process invalidated the flow counter for flow VSAN [dec] SID [hex]
DID [hex] with collected stats of [dec] frames and [deV] bytes was invalidated because of
reason [[chars]].

Recommended Action No action is required.

Error Message ACLTCAM 4- ACL_TCAM FLOW COUNTER_VALI| DATED: Fl ow counter for flow vsan: [dec],
sid: [hex], did: [hex] is now valid

Explanation ACLTCAM process validated the flow counter for flow VSAN [dec] SID [heX]
DID [hex].

Recommended Action No action is required.

Error Message ACLTCAM 4- ACL_TCAM MIS_Q HI G4 MTS queue for SAP [dec] is close to full

Explanation MTS queue for SAP [dec] is close to full

Recommended Action No action is required.

ACLTCAM-6

Error Message ACLTCAM 6- ACL_TCAM STATUS: Status: [chars].
Explanation ACLTCAM status is reported as: [chars].

Recommended Action No action is required.

ACL Messages

This section contains the ACL messages.
ACL-2

Error Message ACL-2- ACL_HA FAILURE: Failed to do high availability operation: [chars].



Explanation Failed to do high availability operation. [chars] is the reason.

Recommended Action No action is required.

Error Message ACL-2-ACL_INIT_FAILED: Initialization failed for ACL: [chars], reason: [hex].

Explanation Initialization failed for ACL due to [chars], reason: [heX].

Recommended Action No action is required.

Error Message ACL- 2- ACL_LI NECARD_STATUS: Status fromlinecard: [dec], for nodule: [chars](ID:
[dec]), status : [dec], error_id: [hex], catastrophic: [chars], restart count: [dec].

Explanation Status from linecard: [dec], for module: [chars](ID: [dec]), status : [dec], error_id:
[hex], catastrophic: [chars], restart count: [dec].

Recommended Action No action is required.

Error Message ACL-2-ACL_MIS_FAILURE: Failed to do MIS operation: [chars].

Explanation Failed to do MTS operation. [chars] is the reason.

Recommended Action No action is required.

Error Message ACL-2-ACL_MIS_Q FULL: MIS queue for SAP [dec] is full

Explanation MTS queue for SAP [dec] is full

Recommended Action No action is required.

Error Message ACL-2- ACL_MI'S_REG STRATI ON_FAI LED: MTS options setting to [hex] failed for
opCode: [dec].

Explanation MTS options setting to [hex] failed for opCode: [dec].

Recommended Action No action is required.

Error Message ACL-2- ACL_PENDI NG MSG ARR FULL: ACL Upgrade Pending Messages Array is Full with
[dec] nessages. Failing the MIS nessage with Opc: [dec], RR_TOKEN: [ hex]

Explanation ACL Upgrade Pending Messages Array is Full with [dec] messages. Failing the



MTS message with Opc: [dec], RR_TOKEN: [heX]

Recommended Action No action is required.

Error Message ACL-2- ACL_PSS_FAI LURE: Failed to do PSS operation: [chars], reason: [hex].

Explanation Failed to do PSS operation [chars]. [heX] is the reason.

Recommended Action No action is required.

Error Message ACL-2- ACL_PSS VER FAIL: PSS file [chars] has version [dec].[dec].[dec],
expected version [dec].[dec].[dec].

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service,
[dec].[dec].[dec] its current version number and [dec].[dec].[dec] the expected version.

Recommended Action No action is required.

Error Message ACL-2-ACL_RUNTI ME_FAI LURE: [chars] [dec], Error: [hex]

Explanation ACL runtime failure is reported as [chars] [dec], reason: [heX].

Recommended Action No action is required.

Error Message ACL-2-ACL_TCAM FAILURE: Failed to do TCAM operation: [chars].

Explanation Failed to do TCAM operation. [chars] is the reason.

Recommended Action No action is required.

ACL-3

Error Message ACL-3-ACL_MIS_Q LEAK: Possible MIS buffer |eak for SAP [dec]

Explanation Possible MTS buffer leak for SAP [dec]

Recommended Action No action is required.

ACL-4

Error Message ACL-4-ACL_MIS_Q HI GH MIS queue for SAP [dec] is close to full



Explanation MTS queue for SAP [dec] is close to full

Recommended Action No action is required.

Error Message ACL-4-ACL_WARNING [chars] [dec]

Explanation ACL warning messages is reported as [chars] [dec].

Recommended Action No action is required.

ACL-5

Error Message ACL- 5- ACL_ADJ_SHARI NG_STATUS: Successfully conpleted "[chars]" on Generation 2
i necards.

Explanation Successfully completed the command \[chars]\ on Generation 2 linecards.

Recommended Action No action is required.

ACL-6

Error Message ACL-6-ACL_DI AG EVENT_STATUS: [chars] [hex].

Explanation ACL system health management event status is reported as [chars] [heX].

Recommended Action No action is required.

Error Message ACL-6-ACL_E _PORT_EVENT_STATUS: [chars] [chars].

Explanation ACL XEport event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_FCC_EVENT_STATUS: [chars] [chars].

Explanation ACL FCC event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6-ACL_LI NECARD EVENT_STATUS: [chars] [hex].



Explanation ACL linecard event status is reported as [chars] [dec].

Recommended Action No action is required.

Error Message ACL-6- ACL_MCAST_EVENT_STATUS: [chars] [chars].

Explanation ACL multicast event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6- ACL_NX_PORT_EVENT_STATUS: [chars] [chars].

Explanation ACL Nx Port event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6- ACL_PORT_MODE_EVENT_STATUS: [chars] [chars].

Explanation ACL portmode event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6- ACL_RUNTI ME_STATUS: [chars] [dec]

Explanation ACL runtime status is reported as [chars] [dec].

Recommended Action No action is required.

Error Message ACL-6- ACL_SPAN DEST_CONFI G_STATUS: [chars] [chars].

Explanation ACL SPAN destination config event status is reported as [chars] [chars].

Recommended Action No action is required.

Error Message ACL-6- ACL_SPAN_SRC CONFI G_STATUS: [chars] [chars].

Explanation ACL SPAN source config event status is reported as [chars] [chars].

Recommended Action No action is required.



Error Message ACL-6-ACL_STATUS: ACL Status: [chars].
Explanation ACL status is reported as [chars].
Recommended Action No action is required.
Error Message ACL-6- ACL_UPDATE_SSRAM QOS_EVENT_STATUS: [chars] [chars].
Explanation ACL update SSRAM for QoS event status is reported as [chars] [chars].

Recommended Action No action is required.

AMM Messages

This section contains the AMM messages.

AMM-SLOT#-0

Error Message AW SLOT#-0-CLI _INIT_FAILED: CLI library initialization failed!

Explanation AMM failed to initialize CLI infrastructure\'s backend library. This is a fatal error.

Recommended Action No action is required.

Error Message Aww SLOT#-0-TI MER | NI T_FAILED: Tiner subsysteminitialization failed!

Explanation AMM failed to initialize timer library. This is a fatal error.

Recommended Action No action is required.

AMM-SLOT#-2

Error Message AWM SLOT#-2- AMM MEM ALLOC: Menory al | ocation failed. [chars]

Explanation Memory allocation failed. This is a critical failure

Recommended Action No action is required.

Error Message Aww SLOT#- 2- AMM RECOVERY_ERROR Error in Recovery: [chars]

Explanation AMM failed to recover after a re-start. This is a fatal error.



Recommended Action No action is required.

AMM-SLOT#-6

Error Message AWV SLOT#-6-1 NI TIALI ZED: Internal state created [chars]
Explanation AMM has created its internal state stateless/stateful [chars].

Recommended Action No action is required.

ASCII-CFG Messages

This section contains the ASCII-CFG messages.

ASCII-CFG-2

Error Message ASCl | - CFG 2- ACFG_CONFI GURATI ON_APPLY_ERROR: Error encountered while Ascii
configuration was being applied. Please use "show startup-config log" to view details

Explanation At least one command failed while Ascii configuration was being applied

Recommended Action No action is required.

Error Message ASCl | - CFG 2- ACFG LI B_ I N\VOKE_ERR Ascii config library invocation error: [chars]

Explanation Error encountered while library function was being invoked to display Ascii
configuration

Recommended Action No action is required.

Error Message ASCI|-CFG 2- ACFG OPER FAIL: Cperation failed because of [chars]

Explanation Operation failed

Recommended Action No action is required.

Error Message ASCI | - CFG 2- ACFG_ROLLBACK_FAI LED: Rol | back to checkpoint [chars] Failed, Going
to undo the changes (atom c option)

Explanation Rollback operation failed for atomic option

Recommended Action No action is required.



Error Message ASCl | - CFG 2- ACFG_ROLLBACK_UNDO_FAI LED: Undo failed for atomic Rollback, Please
correct the error manually and retry roll back

Explanation Undoing the rollback changes (for atomic behavior) Failed

Recommended Action No action is required.

Error Message ASCl | - CFG 2- ACFG_SYSLOG | NI T_FAI LED: Ascii config Syslog Init Error

Explanation Error encountered while Initializing Syslog for Ascii Config

Recommended Action No action is required.

Error Message AsSCl |- CFG 2- CONFI G_REPLAY_STATUS: [chars] Replay [chars].

Explanation Bootstrap or Ascii Configuration Replay Status info.

Recommended Action No action is required.

Error Message AsSCl|-CFG 2- CONF_CONTROL: [ char s]

Explanation Configuration restore control info.

Recommended Action No action is required.

Error Message ASCl | - CFG 2- PSS_VER FAIL: PSS file [chars] has version [dec].[dec].[dec],
expected version [dec].[dec].[dec]

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service,
[dec].[dec].[dec] its current version number and [dec].[dec].[dec] the expected version

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message Asd |- CFG 2- SYSERR_ACFG NO_STARTUP_CFG FI LE: [chars]

Explanation Startup configuration file is empty

Recommended Action No action is required.



ASCII-CFG-3

Error Message ASCl |- CFG 3- ACFG MTSERROR: [ char s]

Explanation Ascii-cfg-server (rollback process) encountered an MTS error. [chars] specifies
the context where the error occurred.

Recommended Action No action is required.

ASCII-CFG-6

Error Message ASCI | - CFG- 6- ACFG_CHECKPO NT_CLEAR DATABASE: cleared all the configuration
checkpoi nts

Explanation Cleared all the configuration checkpoints

Recommended Action No action is required.

Error Message AsSCl |- CFG 6- ACFG CHECKPO NT_CREATED: Created configurati on checkpoi nt [chars]

Explanation Created configuration checkpoint

Recommended Action No action is required.

Error Message AsSCl |- CFG 6- ACFG CHECKPO NT_DELETED: Del eted configurati on checkpoi nt [chars]

Explanation Deleted configuration checkpoint

Recommended Action No action is required.

Error Message AsSCl |- CFG 6- ACFG MAX_CHECKPOI NTS: Maxi mum no of checpoints reached, Renoving
t he ol dest checkpoi nt

Explanation Maximum no.of checkpoints reached, removing the oldest checkpoint

Recommended Action No action is required.

Error Message ASCI|-CFG 6- ACFG ROLLBACK_ATOM C:. Performing configuration rollback to
checkpoint [chars] (with atonic option)

Explanation Performing configuration rollback with atomic option



Recommended Action No action is required.

Error Message ASCl | - CFG 6- ACFG_ROLLBACK_BEST: Perform ng configuration rollback to checkpoi nt
[chars] (with best-effort option)

Explanation Performing configuration rollback with best-effort option
Recommended Action No action is required.

Error Message ASCl | - CFG 6- ACFG_ROLLBACK_FI RST_ERR: Performing configuration rollback to
checkpoint [chars] (with stop-at-first failure option)

Explanation Performing configuration rollback with stop-at-first-failure option
Recommended Action No action is required.

Error Message AsSCl|-CFG 6-1 NFORVATI ON: [ chars]
Explanation An event happend that affects Acfg-Rollback. [chars] indicates the event
Recommended Action No action is required.

Error Message AsCl|-CFG 6-PSS_ERR [chars]

Explanation An error occurred during an Acfg PSS operation. [chars] indicates the PSS
operation that caused the error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

ASSOC MGR Messages

This section contains the ASSOC_MGR messages.

ASSOC_MGR-0

Error Message ASSOC_MGR- 0- EMERGENCY_MSG [ char s]

Explanation Association Manager Emergency Message

Recommended Action Please file the bug for Association Manager Component thro'



CDETS

ASSOC_MGR-1

Error Message ASSOC MGR- 1- ALERT_MSG [ chars]

Explanation Association Manager Alert Message

Recommended Action Association Manager Internal Operation Alert

ASSOC_MGR-2

Error Message ASSOC_MGR-2- CRI TI CAL_MSG [ char s]

Explanation Association Manager Critical Message

Recommended Action No action is required.

ASSOC_MGR-3

Error Message ASSOC_MGR- 3- ERROR_ MSG [ char s]

Explanation Association Manager Error Message

Recommended Action No action is required.

ASSOC_MGR-4

Error Message ASSOC MGR-4- WARN_MSG [ char s]

Explanation Association Manager Warning Message

Recommended Action No action is required.

ASSOC_MGR-5

Error Message ASSOC MGR-5-NOTI F_MSG [ chars]

Explanation Association Manager Notification Message

Recommended Action No action is required.



ASSOC_MGR-6

Error Message ASSOC_MGR- 6- ASSOC_ACTI VATED: Associ ation Activated for vlan id:[dec] <--> vsan
i d: [ dec]

Explanation Association Activated

Recommended Action No action is required.

Error Message ASSOC MGR- 6- ASSOC_CREATED: Associ ation Created for vlan id:[dec] <--> vsan
i d: [ dec]

Explanation Association Created

Recommended Action No action is required.

Error Message ASSOC MGR- 6- ASSOC_DEACTI VATED: Associ ation Deactivated for vlan id: [dec] <-->
vsan id: [dec]

Explanation Association Deactivated

Recommended Action No action is required.

Error Message ASSOC _MGR- 6- ASSOC _DELETED: Associ ation Deleted for vlan id: [dec] <--> vsan id:
[ dec]

Explanation Association Deleted

Recommended Action No action is required.

Error Message ASSOC MGR- 6- ASSOC_MGR_STATEFULL_RESTART: Associ ati on Manager Stateful | Restart

Explanation Association Manager Stateful Restart

Recommended Action No action is required.

Error Message ASSOC_MCR- 6- ASSOC_MGR_STATELESS RESTART: Associ ati on Manager Statel ess Restart

Explanation Association Manager Stateless Restart

Recommended Action No action is required.



Error Message ASSOC_MGER- 6- ASSOC_OPER_STATUS_CHG Associ ation status for vlian id: [dec] <-->
vsan id: [dec] changed from [chars] to [chars]

Explanation Association Operational State Change

Recommended Action No action is required.

Error Message ASSOC MGR-6-1 NFO MSG [ char s]

Explanation ASSOC Manager Informational Message

Recommended Action No action is required.

ASSOC_MGR-7

Error Message ASSOC MGR- 7- DEBUG MSG [ char s]
Explanation Association Manager Debug Message

Recommended Action No action is required.

BFDC Messages

This section contains the BFDC messages.

BEDC-SLOT#-2

Error Message BFDC SLOT#- 2- BFDC_GENERAL_FAI LURE: General failure. [chars]

Explanation General failure. This is a critical failure

Recommended Action No DDTS.

Error Message BFDC SLOT#-2- BFDC_MALLOC_FAI LED: Menory al l ocation failed. [chars]

Explanation Memory allocation failed. This is a critical failure

Recommended Action No DDTS.

Error Message BFDC SLOT#- 2- BFDC_MIS_FAI LURE: MTS failure. [chars]



Explanation MTS related failure. This is a critical failure

Recommended Action No DDTS.

BFD Messages

This section contains the BFD messages.

BFD-3

Error Message BFD- 3- REACHED_CAPACI TY_LIM T: BFD session [chars] creation on interface [chars]
failed due to capacity limt [dec]

Explanation BFD session [chars] creation on interface [chars] failed due to current capacity
limit [dec]

Recommended Action Please remove current bfd sessions to make room for new ones

Error Message BFD-3- SESSI ON_ACL_I NSTALL_GAVE_UP: BFD session [chars] installation failed due
to ACL installation failure interface [chars]

Explanation BFD session [chars] installation failed due to ACL installation failure interface
[chars

Recommended Action Maximum acl install retries exceeded. Please to free up acl
resources

Error Message BFD-3- SESSI ON_ACL_REMOVE_GAVE_UP: BFD session [chars] renoval failed due to ACL
renoval failure interface [chars]

Explanation BFD session [chars] removal failed due to ACL removal failure interface [chars

Recommended Action Maximum acl removal retries exceeded. Please manually remove bfd
sessions

Error Message BFD-3- SESSI ON_CREATE FAIL: Failed to create BFD session to nei ghbor [chars]
over intertface [chars]. Reason [chars]

Explanation Failed to create BFD session to neighbor [chars] over intertface [chars] Reason
[chars]

Recommended Action SYSLOGDPC_NO_ACTION



BFD-4

Error Message BFD-4-1NVALID NBR Attenpt to BFD session failed for application [chars].

Explanation Attempt to BFD session failed for application [chars].

Recommended Action No action is required.

Error Message BFD-4- SESSI ON_DELETE FAIL: Attenpt to del ete BFD session for neighbor [chars]
failed: Reason [chars] ([hex]).

Explanation Attempt to delete BFD session for neighbor [chars] failed: Reason [chars]
(Ox[hex]).

Recommended Action No action is required.

BFED-5

Error Message BFD-5-BFD DI SABLED: BFD Di sabl ed

Explanation BFD Service Disabled

Recommended Action No action is required.

Error Message BFD-5-BFD ENABLED: BFD Enabl ed

Explanation BFD Service enabled

Recommended Action No action is required.

Error Message BFD- 5- SESSI ON_CREATED: BFD sessi on to nei ghbor [chars] on interface [chars] has
been created

Explanation BFD session to neighbor [chars] on interface [chars]

Recommended Action No action is required.

Error Message BFD- 5- SESSI ON_LOCAL_PARAMS_CHANGE: Local paraneter of BFD session [hex] has
changed [ chars]

Explanation Local parameter of BFD session 0Ox[hex] has changed [chars]



Recommended Action No action is required.

Error Message BFD-5- SESSI ON_MOVED: BFD session [hex]: [chars]

Explanation BFD session 0x[hex]: [chars]

Recommended Action No action is required.

Error Message BFD- 5- SESSI ON_NO_RESCQURCES: No resource for session to neighbor [chars] on
interface [chars]

Explanation The BFD session can not be created or modified due to lack of resources. No
resources for session to neighbor [chars]

Recommended Action Remove other BFD sessions to free resources for this session

Error Message BFD- 5- SESSI ON_REMOVED: BFD session to nei ghbor [chars] on interface [chars] has
been renoved

Explanation BFD session to neighbor [chars] on interface [chars]

Recommended Action No action is required.

Error Message BFD- 5- SESSI ON_STATE_DOWN: BFD session [chars] to neighbor [chars] on interface
[chars] has gone down. Reason: [chars].

Explanation BFD session [chars] to neighbor [chars] on interface [chars] has gone down.
Reason: [chars]. This may be as a result of the forwarding path being down.

Recommended Action No action is required.

Error Message BFD- 5- SESSI ON_STATE_UP: BFD session [chars] to neighbor [chars] on interface
[chars] is up.

Explanation BFD session [chars] to neighbor [chars] on interface [chars] is up.

Recommended Action No action is required.

BED-6

Error Message BFD-6- SESSI ON_ACL_| NSTALL_FAI LED: BFD session [chars] failed due to missing ACL
resources for interface [chars]



Explanation BFD session [chars] failed due to missing ACL resources for interface [chars]
Recommended Action No action is required.

Error Message BFD-6- SESSI ON_ACL_REMOVE_FAI LED: BFD session [chars] renoval failed due to
m ssing ACL resources for interface [chars]

Explanation BFD session [chars] removal failed due to missing ACL resources for interface
[chars]

Recommended Action No action is required.

Error Message BFD- 6- SESSI ON_ACTI VE_PARAMS_CHANGE: Local paranmeter of BFD session [hex] has
changed [ chars]

Explanation Local parameter of BFD session Ox[hex] has changed [chars]

Recommended Action No action is required.

BIOS DAEMON Messages

This section contains the BIOS_DAEMON messages.

BIOS_DAEMON-2

Error Message BI OS_DAEMON- 2- Bl OS_DAEMON_FLASH WARNI NG Fl ash chip not supported by running
i mage. Ski pping bi os upgrade.

Explanation BIOS CHIP NOT SUPPORTED

Recommended Action No action is required.

Error Message BI OS_DAEMON- 2- BI OS_DAEMON_PRI _BOOT_FAI L: System booted from Al ternate Bl OS
Fl ash

Explanation Boot from Alternate

Recommended Action SYSLOGDOC_ NOACTION

Error Message BI OS_DAEMON- 2- BI OS_DAEMON_SUP_ERROR: BI OS Sector ([dec]) is wite protected

Explanation BIOS WRITE PROTECTED



Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

BIOS_DAEMON-5

Error Message Bl OS_DAEMON- 5- Bl OS_DAEMON_PRI _BOOT: System booted from Primary Bl OS Fl ash

Explanation Boot from Primary

Recommended Action SYSLOGDOC_NOACTION

BIOS_DAEMON-SLOT#-2

Error Message BI OS_DAEMON- SLOT#- 2- Bl OS_DAEMON_LC_ERROR Bl OS Sector ([dec]) is wite
protected

Explanation BIOS WRITE PROTECTED

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message Bl OS_DAEMON- SLOT#- 2- Bl OS_DAEMON_LC_PRI _BOOT_FAI L: System booted from Al ternate
Bl OS Fl ash

Explanation Boot from Alternate

Recommended Action SYSLOGDOC_NOACTION

BIOS_DAEMON-SLOT#-5

Error Message BI OS_DAEMON- SLOT#- 5- Bl OS_DAEMON_LC_PRI _BOOT: System booted from Primary Bl OGS
Fl ash

Explanation Boot from Primary

Recommended Action SYSLOGDOC_NOACTION

BLOGGERD Messages

This section contains the BLOGGERD messages.



BLOGGERD-2

Error Message BLOGGERD- 2- BLOGGERD _SYSLOG TRANSFER_ERROR DI SABLED: [chars]

Explanation Blogger Log Transfer has been error disabled

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

BLOGGERD-3

Error Message BLOGGERD- 3- BLOGGERD | NVALI D VDC: At [chars]([dec]) Invalid VDC [dec]

Explanation Invalid VDC ID

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD LOG DUMP_THROTTLED: VDC [dec] Conp: [chars] Buf_uuid: [dec]
Buf _inst: [dec] sap: [chars]. Please collect 'show systeminternal sdwap buffers sap [dec]
detailed" fromnodule [dec] WKki: https://and-sw web. ci sco.conm tw Ki/bin/view SwW LogDunpThrottle

Explanation Log Dump Throttled

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD MOVE_LOGS_SCRI PT_NOT_FOUND: At [chars]([dec]) Move Logs
Script Not Found at [chars]

Explanation Move Log Script Not Found

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD PATH NOT_FOUND: At [chars]([dec]) Path [chars] NOT found

Explanation Required Path Not Found

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD SYSLOG CONFI G PULL_FAI LED: At [chars]([dec]) Config Pull
Fai |l ed. Returned [hex]([chars])

Explanation Blogger Config Pull Failed



Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD _SYSLOG MI'S_BI ND_FAI LED: MTS Bind Fail ed

Explanation MTS Bind Failed

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD_SYSLOG MI'S_UNDROP: MIS is not dropped by Node [hex] SAP
[ dec]

Explanation MTS not dropped

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD_SYSLOG _PSS_FAI LURE: At [chars]([dec]) Internal PSS Error.
Ret urned: [hex]([chars])

Explanation PSS Operation Failed

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD_SYSLOG SDWRAP_I NI T_FAI LED: At [chars] ([dec]) sdw ap
initialization failed. Returned: [hex]([chars])

Explanation SDWrap Debug Init failed

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 3- BLOGGERD_SYSLOG THREAD_CREATE_FAI LED: At [chars]([dec]) Thread
Creation Failed [hex] errno: [dec]([chars])

Explanation Thread Creation Failed

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

BLOGGERD-4

Error Message BLOGGERD- 4- BLOGGERD _FLOW CONTROL_ENABLED: Tenporarily suspendi ng Bl oggerD Log
Transfer from Modul es due to | ack of space (available: %d MB) on Active SUP



Explanation Flow Control Enabled. Transfer from Modules temporarily suspended

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

Error Message BLOGGERD- 4- BLOGGERD_FLOW CONTROL_RESET: Revoking tenporary Log Transfer
Suspensi on from Mydul es. Space avail able now %d MB

Explanation Flow Control Reset. Transfer from Modules re-enabled

Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

BLOGGERD-6

Error Message BLOGGERD- 6- BLOGGERD | NFO [ char s]
Explanation Info
Recommended Action Please collect BloggerD tech support using 'show tech bloggerd-all’

BOOTUP TEST Messages

This section contains the BOOTUP_TEST messages.

BOOTUP_TEST-2

Error Message BOOTUP_TEST-2- EOBC FAIL: Mdul e [dec] has failed test [chars] on EOBC due to
error [chars]

Explanation Online diagnostics EOBC test has failed

Recommended Action No action is required.

Error Message BOOTUP_TEST-2- EOBC SKIP: Modul e [dec] has failed test [chars] on EOBC due to
error [chars]

Explanation Online diagnostics ManagementPort test has failed

Recommended Action No action is required.

Error Message BOOTUP_TEST-2- MGMI_PORT_FAI L: Modul e [dec] has failed test [chars] on
Managenment Port due to error [chars]



Explanation Online diagnostics ManagementPort test has failed
Recommended Action No action is required.

Error Message BOOTUP_TEST- 2- MGMI_PORT_SKI P: Mbdul e [dec] has skipped test [chars] on
Managenment Port due to error [chars]

Explanation Online diagnostics ManagementPort test is skipped

Recommended Action No action is required.

BOOTVAR Messages

This section contains the BOOTVAR messages.

BOOTVAR-2

Error Message BOOTVAR-2- ALLOC_MEMORY: Menory al l ocation failed

Explanation The service failed to allocate memory.

Recommended Action Check if the system is low on memory, if so reset the switch.

Error Message BOOTVAR- 2- AUTOCOPY_FAI LED: Aut ocopy of file [chars] to standby failed. [chars]
(Error-id: [hex])

Explanation The image deemed to be copied to standby via the auto-copy feature failed.

Recommended Action Check error id for specified reason.

Error Message BOOTVAR- 2- AUTOSYNC FAI LED: | nmge autosync failed. Reason: [chars] ([hex])

Explanation Image synchronization failed.

Recommended Action Check that there is enough space on the flash, as well as system
high availability status.

Error Message BOOTVAR- 2- CONFI G ERROR Fail ed to update boot configuration

Explanation An error has occurred during the update of the boot configuration files



Recommended Action Check that there is enough space on the flash, show boot to check
the configured image names, show loader internal configuration to compare them with the
current bootloader configuration, if they are not coherent do write erase and retry to save the
configuration.

Error Message BOOTVAR- 2- | MAGE_NOT_COMPATI BLE: Warning: image [chars] is not conpatible with
the current platformin SUP [dec]

Explanation The input image name is not compatible with the current platform.

Recommended Action Make sure a right image is specified before reboot.

BOOTVAR-3

Error Message BOOTVAR- 3- AUTOCOPY_FAI LED_STANDBY_FULL: Autocopy of file [chars] to standby
failed due to not enough di sk space on standby

Explanation There is not enough disk space on the standby for the file to be copied.

Recommended Action Clear space on the standby disk.

Error Message BOOTVAR-3-1NI T_FAILED: Initialization failed: Conponent [chars]

Explanation The service failed to start The failure occurs during initialization of the
component [chars].

Recommended Action Show processes to check the status of the other processes, pay
attention to the specified component.

Error Message BOOTVAR- 3- LOAD_VERI FY_LI B_FAI LED: Fetching library [chars] failed,
reason=[ chars]

Explanation Failed to load bootvar specified verification library.

Recommended Action No action is required.

Error Message BOOTVAR- 3- MODULE_LOCK_FAI L: Unabl e to get nmodul e | ock, please don't reload

Explanation Unable to acquire modlock to prevent user to reload during auto-sync.

Recommended Action No action is required.



Error Message BOOTVAR- 3- NEI GHBOR_REJECT_AUTOCOPY: aut o-copy failed - not supported by
nei ghbor supervi sor.

Explanation Standby supervisor does not support auto-copy, thus failed.

Recommended Action No action is required.

Error Message BOOTVAR- 3- VERI FY_FAI LED: | mage [chars] for bootvar [chars] verification failed,
reason=[ char s]

Explanation The image set for this bootvar has failed the verification process, this is just a
warning.

Recommended Action Check reason to determine actions.

BOOTVAR-5

Error Message BOOTVAR- 5- AUTOCOPY_SUCCEED: aut o-copy of file [chars] to standby supervisor
succeed

Explanation Auto copy of the file succeed, image integrity verified by standby.

Recommended Action No action is required.

Error Message BOOTVAR- 5- AUTOCOPY_VERI FY_SEND_FAI LED: Unabl e to ask standby to verify file
[chars], error = [hex]

Explanation Upon copied the image to standby, failed to send message to ask standby to
verify integrity.

Recommended Action Turn auto-copy off and back on.

Error Message BOOTVAR- 5- AUTOSYNC DONE: | mage aut osync done

Explanation The image synchronization done successfully.

Recommended Action No action is required.

Error Message BOOTVAR- 5- AUTOSYNC _REBOOT: Rebooting standby after successful autosync

Explanation Image autosync has been successful, resetting the standby supervisor to load
the new image.



Recommended Action Check that the standby sup reloads correctly.

Error Message BOOTVAR-5- AUTOSYNC_START: Starting inmge autosync. Please wait until
conpl etion. ..

Explanation The standby-sup has requested the sync of the current image.

Recommended Action No action is required.

Error Message BOOTVAR- 5-1 MAGE_NOTEXI STS_ACTI VE: Warning: inmage [chars] doesn't exist on
active sup

Explanation The input image name doesn't exist on the active supervisor.

Recommended Action Check whether the input image name you entered exists and make
sure that you have the image on the flash before reboot.

Error Message BOOTVAR- 5- | MAGE_NOTEXI STS: Warni ng: inage [chars] doesn't exist on sup[dec]

Explanation The input image name doesn't exist on the specified supervisor.

Recommended Action Check whether the input image name you entered exists and make
sure that you have the image on the flash before reboot.

Error Message BOOTVAR-5-1NVALI D_NXOS_| MAGE: Warning: This is not a valid NXOS i mage

Explanation This is not a valid NXOS image

Recommended Action Check whether the input image name you entered is valid NXOS
image

Error Message BOOTVAR- 5- NEI GHBOR_UPDATE_AUTOCOPY: aut o- copy supported by nei ghbor supervi sor,
starting. ..

Explanation Info log reporting standby's support of auto-copy. Auto-copy is being started.

Recommended Action No action is required.

BOOTVAR-6

Error Message BOOTVAR- 6- ALREADY_I N_SYNC: | mmge al ready in sync



Explanation No need to update the image on the standby-sup.
Recommended Action No action is required.

Error Message BOOTVAR- 6- AUTOCOPY_DI D_NOT_START: Autocopy of file [chars] to standby did not
start. [chars] (Error-id: [hex])

Explanation Autocopy of the file did not start as the remote copy location does not exist
Recommended Action No action is required.

Error Message BOOTVAR- 6- CONFI G_UPDATED: Boot confi guration updated
Explanation The boot-loader configuration files have been successfully updated.
Recommended Action No action is required.

Error Message BOOTVAR- 6- STARTI NG Boot configuration initialized
Explanation The service has successfully started.

Recommended Action No action is required.

CALLHOME Messages

This section contains the CALLHOME messages.

CALLHOME-2

Error Message CALLHOME- 2- EVENT: [chars]

Explanation Callhome event [chars] occurred.

Recommended Action If you have configured your email address to receive callhome
notifications, please check your email for more details about this callhome event. If callhome
was not enabled, please execute CLI commands relevant to the callhome event to get more
information about the error

Error Message CALLHOME- 2- PROGRAM EXI T: cal | home process ending: [chars]

Explanation Callhome process is exiting with reason [chars].



Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CALLHOME-3

Error Message CALLHOVE- 3- CALLHOVE_CFS_MERGE_OPERATI ON_FAI LED: [chars]

Explanation [charsl]

Recommended Action Please check the reason for the failure of the cfs operation and
rectify the problem

Error Message CALLHOVE- 3- CALLHOVE_CFS_OPERATI ON_FAI LED: [chars] : [chars]

Explanation [charsl] [chars2]

Recommended Action Please check the reason for the failure of the cfs operation and
rectify the problem

Error Message CALLHOVE- 3- CALLHOVE_MAX_ALERT_MSG [ char s]

Explanation [chars]

Recommended Action Please check the reason for the generation of the callhome
messages and rectify the problem

Error Message CALLHOME- 3- EVENT_PROCESS_ERROR error in processing call hone event [chars]
reason: [ chars]

Explanation Error in processing callhome event [chars] reason:[chars]

Recommended Action Please check your callhome configuration for proper configuration.
Please check SMTP server address, email addresses for destination profiles and enable
status of callhome. Use "show callhome" commands for displaying configuration.

Error Message CALLHOME- 3- MESSAGE_SI ZE_EXCEED: nessage size for call hone alert:[chars] exceeds
maxi mumlimt for destination profile:[chars]

Explanation Message size for callhome alert:[chars] exceeds maximum limit for destination
profile:[chars]

Recommended Action Please check the maximum message size for the destination profile



under question. Increase it if possible to match the maximum limit allowed by your email
destinations.

CALLHOME-6

Error Message CALLHOME- 6- NONCRI T_EVENT: [ char s]
Explanation Non-critical Callhome event [chars] occurred.

Recommended Action If you have configured your email address to receive callhome
notifications, please check your email for more details about this callhome event. If callhome
was not enabled, please execute CLI commands relevant to the callhome event to get more
information about the error

CARDCLIENT Messages

This section contains the CARDCLIENT messages.

CARDCLIENT-2

Error Message CARDCLI ENT-2- CARDCL_CRI T: [chars]

Explanation CardClient Critical Message

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message CARDCLI ENT-2- FPGA BOOT_GOLDEN: [chars] booted from Gol den

Explanation CardClient fpga boot status

Recommended Action No action is required.

Error Message CARDCLI ENT- 2- FPGA_BOOT_PRI MARY: [chars] booted from Primary

Explanation CardClient fpga boot status

Recommended Action No action is required.

Error Message CARDCLI ENT-2- FPGA BOOT_STATUS: Unable to retrieve [chars] boot status



Explanation CardClient fpga boot status
Recommended Action No action is required.

Error Message CARDCLIENT-2-ONL: [chars]
Explanation Online Message

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message CARDCLI ENT-2-REG [chars]
Explanation CardClient Console Message

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message CARDCLI ENT-2- SSE: [ chars]
Explanation CardClient Console Message

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

CARDCLIENT-3

Error Message CARDCLI ENT-3- CARDCL_ERR: [ char s]
Explanation CardClient Error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message CARDCLI ENT-3- CARDCL_I NFO [ char s]

Explanation CardClient Flow Message



Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CARDCLIENT-SLOT#-2

Error Message CARDCLI ENT- SLOT#-2-ERR [ chars]
Explanation CardClient Remote Syslog msg

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message CARDCLI ENT- SLOT#-2-1 M5 ERR [ chars]
Explanation CardClient Remote Syslog msg

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CATENA Messages

This section contains the CATENA messages.

CATENA-2

Error Message CATENA- 2- CATENA LI CENSE_EXPI RED: CATENA Li cense: |icense grace-period expired.
Pl ease install NETWORK SERVI CES PKG

Explanation License or grace-period has expired..

Recommended Action Take steps to renew license. Feature will be disabled.

Error Message CATENA-2- CATENA LI CENSE_M SSING Feature Catena |icense nissing:
NETWORK_SERVI CES_PKG

Explanation License does not exist when attempting to enable Catena feature.

Recommended Action Acquire license or grace-period permission.

Error Message CATENA- 2- LI CENSE_EXPI RED: Cat ena License: |icense grace-period expired. Please



i nstal | NETWORK_SERVI CES_PKG
Explanation License or grace-period has expired.

Recommended Action Take steps to renew license. Feature will be disabled.

CATENA-4

Error Message CATENA-4-1SSU_PRE_UPGRADE_TI MEQUT: Catena | SSU. pre-upgrade timed out, reason:
[chars].

Explanation See the reason.

Recommended Action Try again with the upgrade.

CDP Messages

This section contains the CDP messages.
CDP-2

Error Message CDP-2-1NITFAIL: CDP Daenon Initialization failed: [chars]

Explanation CDP Daemon Initialization failed. [chars] explains the reason for the failure.

Recommended Action No action is required.

CDP-3

Error Message CDP-3-ALLOCFAIL: Heap Menory allocation failed: [chars]

Explanation CDP Daemon is out of dynamic memory. [chars] specifies the context where the
failure occurred.

Recommended Action No action is required.

Error Message CDP-3- GENERROR [ chars]

Explanation CDP Daemon encountered a general error, one that does not fall in any of the
above categories. [chars] describes the error and its context.

Recommended Action No action is required.



Error Message CDP-3- MCASTBI NDFAIL: Failed to bind for CDP nulticast address on interface
[ hex] - [chars]

Explanation An attempt to register for packets destined to the CDP multicast address failed.
[dec] identifies the interface [char] identifies the reason.

Recommended Action No action is required.

Error Message CDP-3- MI'SERROR. [ char s]

Explanation CDP Daemon encountered an MTS error. [chars] specifies the context where
the error occurred.

Recommended Action No action is required.

Error Message CDP-3-PKTRECVFAIL: Failed to receive packet - [chars]

Explanation Failed to receive packet. [char] identifies the reason.

Recommended Action No action is required.

Error Message CDP-3- PKTSENDFAI L: Failed to send packet, interface [hex] - [chars]

Explanation Failed to send packet. [dec] identifies the interface [char] identifies the reason.

Recommended Action No action is required.

Error Message CDP- 3- PSSERROR. [ char s]

Explanation CDP Daemon encountered a PSS error. [chars] specifies the context where the
failure occurred.

Recommended Action No action is required.

Error Message CDP-3- SOCKBI NDFAIL: Failed to bind to raw socket, interface [hex] - [chars]

Explanation Failed to bind to raw socket. [dec] identifies the interface [char] identifies the
reason.

Recommended Action No action is required.



Error Message CDP- 3- SOCKOPENFAI L: Failed to open socket for receiving raw 802_2 packets -
[ chars]

Explanation An attempt to open a socket for receiving raw 802_2 packets failed. [char]
identifies the reason.

Recommended Action No action is required.

CDP-4

Error Message CDP-4- CDP_PDU_PAYLOAD TOO BI G CDP PDU payl oad len is too big over [dec],
i f_index:[hex], payload_|len:[dec](ext_hdr:[dec])

Explanation CDP PDU payload len is too big This is a warning message.

Recommended Action No action is required.

Error Message CDP-4- DUPLEX_M SMATCH: Dupl ex mi smatch di scovered on [chars], with [chars]

Explanation Duplex mismatch discovered from the received cdp packet This is a warning
message.

Recommended Action No action is required.

Error Message CDP-4- NATI VE_VLAN_M SMATCH: Native VLAN mi smatch di scovered on [chars]([dec]),
with [chars]([dec])

Explanation Native VLAN mismatch discovered This is a warning message.

Recommended Action No action is required.

CDP-5

Error Message cDP-5-DI SABLED: CDP is disabl ed

Explanation CDP is disabled on the device.

Recommended Action No action is required.

Error Message CDP-5- ENABLED: CDP is enabl ed

Explanation CDP is enabled on the device.



Recommended Action No action is required.

Error Message CDP- 5- NEI GHBOR_ADDED: Devi ce [chars] discovered of type [chars] with port
[chars] on incom ng port [chars] with ip addr [chars] and mgnmt ip [chars]

Explanation Discovered a neighbor device. This is an informational message.

Recommended Action No action is required.

Error Message CDP- 5- NEI GHBOR_REMOVED: CDP Nei ghbor [chars] on port [chars] has been renoved

Explanation Deleted a neighbor device. This is an informational message.

Recommended Action No action is required.

CDP-6

Error Message CDP-6- COPDUP: CDP Daenon Up.

Explanation CDP Daemon was created successfully and is up and running. This is an
informational message.

Recommended Action No action is required.

Error Message CDP-6-CDPEXIT: CDP Daemon shutting down graceful ly.

Explanation CDP Daemon is shutting down gracefully. This is an informational message.

Recommended Action No action is required.

Error Message CDP-6-PORTDI SABLE: CDP disabl ed on port [chars]

Explanation CDP was disabled on a given port. [chars] is the interface-ID string that
identifies the port. This is an informational message.

Recommended Action No action is required.

Error Message CDP-6-PORTDOM: A CDP enabl ed port [chars] went down.

Explanation A CDP enabled port became un-operational. [chars] is the interface-ID string
that identifies the port. This is an informational message.



Recommended Action No action is required.
Error Message CDP-6- PORTENABLE: CDP enabl ed on port [chars]

Explanation CDP was enabled on a given port. [chars] is the interface-ID string that identifies
the port. This is an informational message.

Recommended Action No action is required.
Error Message CDP-6-PORTUP: A CDP enabl ed port [chars] came up.

Explanation A CDP enabled port became operational. [chars] is the interface-ID string that
identifies the port. This is an informational message.

Recommended Action No action is required.

CERT ENROLL Messages

This section contains the CERT_ENROLL messages.

CERT_ENROLL-2

Error Message CERT_ENROLL-2- CERT_EN PROGRAM EXI T: cert_enrol | daemon exiting: [chars]

Explanation Cert_enroll daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CERT_ENROLL-3

Error Message CERT_ENROLL- 3- CERT_EN ERROR MESSAGE: [chars]

Explanation CERT_ENROLL Error Message

Recommended Action No action is required.

Error Message CERT_ENROLL-3- CERT_EN FI PS_MODE | NI T_ERROR Coul d not initialize FIPS node :
[ chars]

Explanation FIPS mode initialization error



Recommended Action No action is required.

CERT_ENROLL-6

Error Message CERT_ENROLL- 6- CERT_EN _MESSAGE: [chars]
Explanation CERT_ENROLL Message

Recommended Action No action is required.

CFS Messages

This section contains the CFS messages.
CES-2

Error Message CFS-2-CFS_REJECT: CFS reject: [chars]: Switch WM [chars], ip [chars], reason
[ chars]

Explanation CFS reject: [chars] Switch WWN [chars], ip [chars], reason [chars]

Recommended Action No action is required.

Error Message CFS-2-EXITING Exit reason: [chars]

Explanation The CFS service process has exited due to [char]. The process has probably
been restarted automatically.

Recommended Action No action is required.

Error Message CFs-2- GENERAL_ERROR [chars]

Explanation The CFS service has encountered an critical error. The description of error is
[str.]

Recommended Action No action is required.

Error Message CFS-2-INITFAIL: CFS Service Init failed: [chars]

Explanation CFS Service initialization failed. [chars] explains the reason for the failure.

Recommended Action No action is required.



Error Message CFs-2-LOCK _FAILED: lock failed for sap [dec] due to internal error.

Explanation Lock failed due to Unrestricted uncoordinated count is out of sync for sap [dec]

Recommended Action To recover from this state run command 'cfs internal decrement-
unrestricted

Error Message CFs-2-MALLOC ERROR Size [dec] bytes

Explanation The CFS service could not allocate memory.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message CFrs-2-MIS_REJECT: Verification failed reject MIS nessage SAP [dec]: RR-token
[ hex]

Explanation This MTS message could have been posted by the previous active running pre
3.x; MTS structure has changed since then hence ignore the MTS message, Source SAP
[dec]; RR-token [hex]

Recommended Action No action is required.

Error Message CFs-2-PSS ERROR [chars]: PSS ret. val =[ dec]

Explanation The CFS service encountered error while operating on a persistent storage
database.

Recommended Action No action is required.

Error Message CFS-2-VDC_MCR FAIL: Failed to get a valid switch nac from VDC Manager: [chars]

Explanation VDC manager did not respond with a proper MAC address. It could have been
because of a timeout in MTS received

Recommended Action No action is required.

CES-3

Error Message CFS-3-ALLOCFAIL: Heap Menory allocation failed: [chars]



Explanation CFS Service is out of dynamic memory. [chars] specifies the context where the
failure occured

Recommended Action No action is required.

Error Message CFS- 3- APP_MERGE_FAI LED: Merge failed for app [chars], |ocal switch wwn [chars],
remote switch wwn [chars]. Pl ease check 'show cfs merge status nane [chars]' for nore information

Explanation The CFS service has detected a merge failure.

Recommended Action No action is required.

Error Message CFs-3-CFS_PSS_CORRUPTED: [chars] PSS found corrupted

Explanation The CFS service has detected corruption in one of its persistent information
database. The database would be recreated.

Recommended Action No action is required.

Error Message CFs-3-DBERROR [chars]

Explanation CFS Service encountered a database error. [chars] specifies the context where
the failure occured.

Recommended Action No action is required.

Error Message CFs-3- FAI LURE_RESPONSE: [chars] [hex]

Explanation CFS Service failed to get response [chars][heX] specify the context where the
failure occured.

Recommended Action No action is required.

Error Message CFs-3-FIPS_TEST_FAILED: FIPS conpliance test failed

Explanation FIPS compliance test failed

Recommended Action No action is required.

Error Message CFS-3- GENERROR [ chars]



Explanation CFS Service encountered a general error, one that does not fall in any of the
above categories. [chars] describes the error and its context.

Recommended Action No action is required.

Error Message CFs-3-LICERR [chars]

Explanation CFS Service failed to get license.

Recommended Action No action is required.

Error Message CFS- 3- MERGE_FAI LED: Merge failed for app [chars], local switch wwn [chars],ip
[chars], renmpte switch wwn [chars], ip [chars]

Explanation The CFS service has detected a merge failure.

Recommended Action No action is required.

Error Message CFS-3- MISERROR [ chars]

Explanation CFS Service encountered an MTS error. [chars] specifies the context where the
error occured.

Recommended Action No action is required.

Error Message CFS-3- PSSERROR [ chars]

Explanation CFS Service encountered a PSS error. [chars] specifies the context where the
failure occured.

Recommended Action No action is required.

Error Message CFs-3-TI MEQUT_ERROR: [chars] [hex]

Explanation CFS Service encountered a timeout [chars][hex] specify the context where the
failure occured.

Recommended Action No action is required.

Error Message CFs-3- UNKNOW_MSG Recvd. from Node=[ dec] SAP=[ dec]



Explanation The CFS service has received an unknown message from [dec]].[dec]. This
information is for debugging only.

Recommended Action No action is required.

CFS-4

Error Message CFsS-4-LICEXP: [chars]

Explanation CFS Service license is going to expire. [chars] gives the expected time of expiry

Recommended Action No action is required.

Error Message CFs-4-PSS_VERSI ON_M SMATCH: PSS [dec] Code [dec]

Explanation There was a version mismatch between the CFS service and one of its
persistent storage databases. The persistent information has been translated to the new
format.

Recommended Action No action is required.

CES-6

Error Message CFs-6- BECAVE_ACTI VE: Becane ACTI VE from standby node

Explanation The CFS service on the standby supervisor became active and it is ready to
serve client requests.

Recommended Action No action is required.

Error Message CFs-6- BECAVE_STDBY: Becane STANDBY from active node

Explanation The CFS service became standby from active mode.

Recommended Action No action is required.

Error Message CFs-6- EXCESSI VE_DELAY: [chars]

Explanation Excessive time taken for a processing event. The description of the event is
[str.]

Recommended Action No action is required.



Error Message CFs-6-FAI LED TO SEND HEARTBEAT: Failed to send heartbeat to system manager:

Reason=[ char s]
Explanation The CFS service was unable to send heartbeat to the system manger
Recommended Action No action is required.

Error Message CFs-6- GENERAL_EVENT: [chars]

Explanation The CFS service has generated an important event. The description of the
event is [str.]

Recommended Action No action is required.

Error Message CFs-6-1NVALI D_CHECKSUM Recei ved packet from peer on if-index([hex]) with

corrupted checksum
Explanation This could be because of errors in the link
Recommended Action No action is required.

Error Message CFS-6- 1 NVALI D_| F_I NDEX: Recei ved packet on if-index([hex]) which is not
recogni zed by CFS

Explanation The if-index does not match with the if-index used in discovery or we might have
already recieved an adjacency cleanup message for this if-index. Check if the if-index is that
of the port-channel or a physical if-index

Recommended Action No action is required.

Error Message CFs-6-L0G CAL_DI STRIBUTI ON_I NFO. vsan [dec], source wwn [chars], ip [chars]

app-id [dec], session-id [dec], user [chars], [chars]

Explanation Vsan [dec], source wwn [chars], ip [chars], app-id [dec], user [chars], event
[chars]

Recommended Action No action is required.

Error Message CFs-6-PHY_DI STRI BUTI ON_| NFO. source wwn [chars], ip [chars], app-id [dec],

session-id [dec], user [chars], [chars]

Explanation Source wwn [chars], ip [chars], app-id [dec], session-id [dec], user [chars], event



[chars]

Recommended Action No action is required.

Error Message CFs-6-PSS_CREATED: [chars] PSS Created

Explanation One of the persistent information database of CFS service has been recreated

Recommended Action No action is required.

Error Message CFs-6-PSS_DESTROYED: [chars] PSS Destroyed

Explanation One of the persistent information databases of CFS Service has been
intentionally destroyed and would be recreated.

Recommended Action No action is required.

Error Message CFs-6-REG ON_CTX_REMOVED: Region info is deleted for [chars]

Explanation [chars]is in logical scope. Regions are supported only physical scope
applications

Recommended Action No action is required.

Error Message CFs-6-SERVICE_UP: Initialized [chars]

Explanation The CFS service is up and ready to accept client requests The service was
initialized in [char] mode.

Recommended Action No action is required.

Error Message Crs-6- SRVCREATED: CFS Service created

Explanation CFS Service was created successfully and is up and running. This is an
informational message.

Recommended Action No action is required.

Error Message CFs-6-SRVEXIT: CFS Service shutting down graceful ly

Explanation CFS Service is shutting down gracefully. This is an informational message.



Recommended Action No action is required.
Error Message CFs-6- SW TCHOVER Switching Over to other Sup.
Explanation The CFS service has successfully switched over to the standby supervisor card.

Recommended Action No action is required.

CLIS Messages

This section contains the CLIS messages.

CLIS-5

Error Message CLIS-5-CLIS SYSLOG CMD_REMOVED: Conmand del eted from the NVDB: [chars]
Explanation Command removal due to configuration change

Recommended Action No action is required.

CLK MGR Messages

This section contains the CLK_MGR messages.

CLK_MGR-2

Error Message CLK_MGER-2-CLK_MGER FC2_CRIT: CLK_MGR critical error: [chars]

Explanation CLK_MGR fc2 clock synchronization critical error

Recommended Action No action is required.

CLK_MGR-5

Error Message CLK_MGR-5-CLK_MGER CLI _CONFI G CLK_MGR clock is synchronized by [chars] from VDC
[ dec]

Explanation CLK_MGR clock is synchronized by [chars] from VDC

Recommended Action No action is required.

CLK_MGR-6




Error Message CLK_MGR- 6- CLK_MGR_TSTAMP_CHKS_DI SABLED: CLK_MGR ti nestanp checks di sabl ed:
[ chars]

Explanation CLK_MGR timestamp checks disabled
Recommended Action No action is required.

Error Message CLK_MGR-6- CLK_MGR TSTAMP_CHKS_ENABLED: CLK_MGR timestanp checks enabl ed
Explanation CLK_MGR timestamp checks enabled

Recommended Action No action is required.

CLOUD Messages

This section contains the CLOUD messages.

CLOUD-2

Error Message CLOUD-2- PROGRAM EXI T: cl oud- di scovery process ending: [chars]

Explanation Cloud-discovery process is exiting with reason [chars].

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CLOUD-3

Error Message CLOUD- 3- CLOUD_CFS_MERGE_OPERATI ON_FAI LED: [chars]

Explanation [charsl]

Recommended Action Please check the reason for the failure of the cfs operation and
rectify the problem

Error Message CLOUD-3- CLOUD_CFS_OPERATI ON_FAI LED: [chars] : [chars]

Explanation [charsl] [chars2]

Recommended Action Please check the reason for the failure of the cfs operation and
rectify the problem



Error Message CLOUD- 3- CLOUD_FEATURE_MANAGER_ERROR: [chars] : [chars]
Explanation [charsl] [chars2]

Recommended Action Please check the reason for error using feature manager and rectify
the problem

Error Message CLOUD- 3- CLOUD_PSS_OPERATI ON_FAI LED: [chars] : [chars]
Explanation [charsl] [chars2]

Recommended Action Please check the reason for the failure of the pss operation and
rectify the problem

CLOUD-6

Error Message CLOUD- 6- CLOUD_DI SCOVERY_DONE: di scovery over
Explanation Cloud-discovery started
Recommended Action Check cloud membership

Error Message CLOUD- 6- CLOUD_DI SCOVERY_STARTED: [chars] discovery started
Explanation Cloud-discovery started

Recommended Action Check cloud-discovery status after sometime

CLUSTER Messages

This section contains the CLUSTER messages.

CLUSTER-2

Error Message CLUSTER-2- CLUSTER ADD FAIL: Custer Ox%|x creation failed

Explanation Cluster Creation Failed

Recommended Action No action is required.

Error Message CLUSTER- 2- CLUSTER CAP_ADD FAIL: Failed to add cluster capability [dec]



Explanation Cluster capability addition failed

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER CAP_DEL_FAIL: Failed to delete cluster capability [dec]

Explanation Cluster capability deletion failed

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER CONF_MGR FAI L: Configuration manager failed to handl e
"[chars]" ([dec]) status=[hex]

Explanation Cluster Config Manager failed

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER DB_SYNC FAIL_CLIENT: dient on node Ox% | x for cluster 0x% I x
application [dec] dataset [dec] received database synchronization failed, reason="[chars]" from
application

Explanation Cluster database synchronization failed

Recommended Action No action is required.

Error Message CLUSTER- 2- CLUSTER_DB_SYNC_FAI L_MANAGER: Manager on node 0x% | x for cluster
Ox% | x application [dec] dataset [dec] received database synchronization failed,
reason="[chars]" from server on node Ox% | x

Explanation Cluster database synchronization failed

Recommended Action No action is required.

Error Message CLUSTER- 2- CLUSTER_DB_SYNC_FAI L_SERVER: Server on node Ox% | x for cluster O0x%|x
application [dec] dataset [dec] received database synchronization failed, reason="[chars]" from
client on node O0x% I x

Explanation Cluster database synchronization failed

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER DB_SYNC FAIL: Cluster 0x%|x application [dec] dataset [dec]



dat abase synchroni zation failed, reason="[chars]"

Explanation Cluster database synchronization failed

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER LEADER ANNOUNCE: Node 0x% | x i s the new Master of cluster
0x% | x of [dec] nodes

Explanation Leader announcement of cluster

Recommended Action No action is required.

Error Message CLUSTER- 2- CLUSTER_LEAVE_REQ FAIL: Node failed to send LEAVE request to C uster
Ox% I x

Explanation Failed to send Leave Request

Recommended Action No action is required.

Error Message CLUSTER- 2- CLUSTER_LEAVE_RESP_FAI L: Bad response to LEAVE request for Custer
Ox% I x

Explanation Received Bad Leave response

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER LOCAL_NODE EXI T: Local Node 0x% | x has left the O uster
0x% | x Reason:[chars]

Explanation Node is not part of cluster

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER QUORUM GAIN: C uster Ox% | x now has quorum with [dec] nodes

Explanation Cluster has quorum

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER QUORUM LOSS: Cl uster Ox% | x has |ost quorum nunber of



nodes=[ dec]

Explanation Cluster has lost quorum

Recommended Action No action is required.

Error Message CLUSTER- 2- CLUSTER_RGC_TRANSACTI ON_FAI L: Cluster 0x%|x RCGC transaction
appl i cati on=[ dec] dataset=[dec] failed reason="[chars]"

Explanation Cluster RGC transaction failed

Recommended Action No action is required.

Error Message CLUSTER-2- CLUSTER TRANSPORT_FAIL: C uster 0x% | x transport failed to send
nmessage from node Ox% | x to Ox% | x error=[dec]

Explanation Cluster transport failed to send message

Recommended Action No action is required.

CLUSTER-5

Error Message CLUSTER-5- CLUSTER ADD: O uster 0x9% | x added

Explanation Cluster Added

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER DI SABLED: CLUSTER Di sabl ed

Explanation CLUSTER Service Disabled

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER ENABLED: CLUSTER Enabl ed

Explanation CLUSTER Service Enabled

Recommended Action No action is required.

Error Message CLUSTER- 5- CLUSTER_NCDE_ADD: Node 0x% | x added to cluster Ox% I x



Explanation Node added to cluster

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER NODE_JO N: Node Ox% | x joi ned cluster 0x% | x

Explanation Node joined cluster

Recommended Action No action is required.

Error Message CLUSTER- 5- CLUSTER_NODE_LEAVE_EXPLI CI T: Renpte Node 0x% | x has |left the Custer
0x% | x voluntarily

Explanation Remote Node Left voluntarily

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER NODE _LEAVE: Node 0x% | x not in cluster 0x% | x

Explanation Node not in cluster

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER NODE_REMOVE: Node 0x% | x renoved from cluster Ox% | x

Explanation Node removed from cluster

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER REMOVE: O uster 0x% | x renmoved

Explanation Cluster removed

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER RX_JO N_REQ Node 0x% | x received JO N request from
node=0x% | x

Explanation Cluster received JOIN request



Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER RX_JO N_RESP: Node 0x% | x recei ved JO N response from
node=0x% | x result="[chars]"

Explanation Cluster received JOIN response

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER RX_PROBE: Node 0x% | x recei ved PROBE from node=0x% | x

Explanation Cluster received PROBE message

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER STARTED: CLUSTER 0x% | x Started

Explanation CLUSTER Started

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER STOPPED: CLUSTER 0x% | x St opped

Explanation CLUSTER Stopped

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER TRANSPORT_DOMN: Cl uster 0x% | x transport down for node=0x% | x

Explanation Cluster Transport Connection DOWN

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER TRANSPORT_UP: Cluster 0x% | x transport up for node=0x% | x

Explanation Cluster Transport Connection UP

Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER TX_JO N_REQ Node 0x% | x sending JO N request to node=0x% | x



Explanation Cluster sending JOIN request
Recommended Action No action is required.

Error Message CLUSTER-5- CLUSTER TX_JO N_RESP: Node 0x% | x sending JO N response to
node=0x% | x result="[chars]"

Explanation Cluster sending JOIN request

Recommended Action No action is required.

CMOND Messages

This section contains the CMOND messages.

CMOND-2

Error Message CVOND- 2- CMOND_ALERT_MSG [ char s]
Explanation Alert message
Recommended Action No action is required.
Error Message CVOND- 2- CMOND_ERROR MSG [ char s]
Explanation Error message

Recommended Action No action is required.

COPP Messages

This section contains the COPP messages.

COPP-1

Error Message COPP- 1- COPP_DROPS1: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control-plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.

Recommended Action No action is required.



COPP-2

Error Message COPP-2- COPP_DROPS2: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control-plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.

Recommended Action No action is required.

Error Message COPP-2-COPP_INIT_FAIL: CoPP Initialization failed: [chars]

Explanation CoPP Initialization failed. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message COPP-2-COPP_MIS_FAIL: Failed to do MIS operation: [chars]

Explanation Failed to do MTS operation. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message CoPP-2-COPP_NO POLICY: Control -plane is unprotected.

Explanation There isn't any policy configured to protect control-plane.

Recommended Action No action is required.

Error Message CoPP-2-COPP_POLICY: Control -Plane is protected with policy [chars].

Explanation There is a policy attached to the control-plane.

Recommended Action No action is required.

Error Message COPP-2- COPP_PROFILE DI FF: CoPP Default Profile may have changed, please check
the diffs using show copp diff profile

Explanation CoPP Default Profile may have changed, please check the diffs using show
copp diff profile

Recommended Action No action is required.



Error Message ©CoOPP-2- COPP_RATELIM T_DI SABLED: CoPP rate-linit is disabled for all classes.
Hence CPU is vulnerable to traffic attacks. Please do "no copp rate-lint disable" as soon as
possi bl e

Explanation CoPP rate-limit is disabled for all classes

Recommended Action No action is required.

COPP-3

Error Message CoPP-3-COPP_ALLOC FAIL: Menory allocation failure: [chars]

Explanation Failed to alloc required memory. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message COPP- 3- COPP_DROPS3: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control-plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.

Recommended Action No action is required.

Error Message CoPP-3-COPP_PPF_FAIL: Error during PPF operation: [chars]

Explanation Failed to do PPF operation. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message CoPP-3-COPP_PSS_FAIL: Error during PSS operation: [chars]

Explanation Failed to do PSS operation. [chars] explains the reason for the failure.

Recommended Action No action is required.

COPP-4

Error Message COPP- 4- COPP_DROPS4: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control-plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.



Recommended Action No action is required.

COPP-5

Error Message CoPP-5- COPP_DI SABLED: COPP Di sabl ed

Explanation COPP Service Disabled

Recommended Action No action is required.

Error Message COPP- 5- COPP_DROPS5: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control -plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.

Recommended Action No action is required.

Error Message CoPP-5- COPP_ENABLED: COPP Enabl ed

Explanation COPP Service nabled

Recommended Action No action is required.

Error Message CoOPP-5-COPP_INIT: COPP initialized

Explanation COPP Service Initialized

Recommended Action No action is required.

COPP-6

Error Message CoPP-6- COPP_DROPS6: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control-plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.

Recommended Action No action is required.

Error Message CoPP-6- COPP_POLI CY_ATTACHED: CoPP policy has been attached to control plane
interface.



Explanation CoPP policy has been attached to control plane interface.
Recommended Action No action is required.

Error Message COPP- 6- COPP_POLI CY_DETACHED: CoPP policy has been detached fromcontrol plane
interface.

Explanation CoPP policy has been detached from control plane interface.

Recommended Action No action is required.

COPP-7

Error Message COPP- 7- COPP_DROPS7: CoPP drops exceed threshold in class: [chars], check show
policy-map interface control-plane for nore info.

Explanation There are CoPP drops, [chars] tell which class has dropped packets.

Recommended Action No action is required.

CORE-DMON Messages

This section contains the CORE-DMON messages.

CORE-DMON-2

Error Message CORE- DMON- 2- MODULE_COREDUMP_DONE: ker nel cor edunp conpl eted on modul e: [ dec]

Explanation Kernel coredump finishing on a module

Recommended Action No action is required.

Error Message CORE- DMON- 2- MODULE_COREDUMP_STARTED: kernel coredunp started on nodul e: [ dec]

Explanation Kernel coredump starting on a module

Recommended Action No action is required.

CORE-DMON-3

Error Message CORE- DMON- 3- NO_SPACE: Failed to save core file [chars]. Try renoving existing
core files.



Explanation Not enough space to save new core files

Recommended Action No action is required.

CRDCFG Messages

This section contains the CRDCFG messages.

CRDCEG-2

Error Message CRDCFG 2- CRDCFG SRV_CRIT: [chars]

Explanation CardConfig CRITICAL ERROR

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CRDCEG-3

Error Message CRDCFG 3- CRDCFG ERR [ chars]

Explanation CardConfig error mesage

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message CRDCFG 3- CRDCFG MSG [ chars]

Explanation CardConfig log mesage

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message CRDCFG 3- CRDCFG SRV_ERR [ chars]

Explanation CardConfigServer error mesage

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.



Error Message CRDCFG 3- CRDCFG SRV_MSG [ chars]
Explanation CardConfigServer log mesage

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

CRDCFG-SLOT#-2

Error Message CRDCFG SLOT#- 2- CONFI G_ERR: [ char s]
Explanation CardConfig Failed to find matching cardid, pnum in database

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

DCEFIB Messages

This section contains the DCEFIB messages.

DCEFIB-SLOT#-0

Error Message DCEFIB-SLOT#-0-CLI _INIT_FAILED: CLI library initialization fail ed!

Explanation L2mp unicast fib failed to initialize CLI infrastructure\'s backend library. This is a
fatal error.

Recommended Action No action is required.
Error Message DCEFI B- SLOT#- O0- TI MER_I NI T_FAI LED: Ti nmer subsysteminitialization fail ed!
Explanation L2mp unicast fib failed to initialize timer library. This is a fatal error.

Recommended Action No action is required.

DCEFIB-SLOT#-2

Error Message DCEFI B- SLOT#- 2- DCEFI B_MEM ALLOC: Menory al | ocation failed. [chars]

Explanation Memory allocation failed. This is a critical failure



Recommended Action No action is required.

Error Message DCEFI B- SLOT#- 2- DCEFI B_RECOVERY_ERROR: Error in Recovery: [chars]

Explanation L2mp unicast fib failed to recover after a re-start. This is a fatal error.

Recommended Action No action is required.

Error Message DCEFI B- SLOT#- 2- U2FI B_ERR: [ char s]

Explanation L2mp unicast fib encountered an error:

Recommended Action No action is required.

DCEFIB-SLOT#-6

Error Message DCEFIB-SLOT#-6-1N TIALI ZED: Internal state created [chars]

Explanation L2mp unicast fib has created its internal state stateless/stateful [chars].

Recommended Action No action is required.

Error Message DCEFI B- SLOT#- 6- U2FI B_I NFO. [ char s]

Explanation L2mp unicast fib notice:

Recommended Action No action is required.

Error Message DCEFI B- SLOT#- 6- VDC_CREATED: VDC [dec] creat ed

Explanation Request to create VDC [dec] in I2mp unicsat fib was successful.

Recommended Action No action is required.

Error Message DCEFI B- SLOT#- 6- VDC_REMOVED: VDC [ dec] Renpved

Explanation L2mp unicast fib has successfully removed VDC [dec] from its databases.

Recommended Action No action is required.



DEVICE-ALIAS Messages

This section contains the DEVICE-ALIAS messages.

DEVICE-ALIAS-2

Error Message DEVI CE-ALI AS-2- ALLOC FAI LED: Menory al l ocation failed for size:[dec] type:[dec]
Explanation Memory allocation failed for size [dec] type [dec]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE-ALI AS-2-1 NI T_FAILED: [chars]
Explanation An error occurred during initialization. [chars] indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

DEVICE-ALIAS-3

Error Message DEVI CE- ALI AS-3- CFS_OPER_FAI LED: [chars]

Explanation An error occurred while performing a CFS operation. [chars] indicates the CFS
operation and the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS-3- CLEAR FAI LED: [chars]

Explanation An error occurred while clearing the session. [chars] indicates the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS-3- COW T_FAI LED: [chars]



Explanation An error occurred while committing the database. [chars] indicates the reason
for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- COW T_REJECTED: [ char s]

Explanation Commit request received from remote switch is rejected. [chars] indicates the
reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- LOCK_FAI LED: [ chars]

Explanation An error occurred while acquiring the lock. [chars] indicates the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- LOCK_REJECTED: [chars]

Explanation Lock request received from remote switch is rejected. [chars] indicates the
reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MERGE_ACTI VATI ON_FAI LED: [chars]

Explanation An error occurred while activating the merged database. [chars] indicates the
reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MERGE_ACTI VATI ON_REJECTED: [chars]



Explanation Merge activation request received from remote switch is rejected. [chars]
indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MERGE_FAI LED: [ chars]

Explanation An error occurred during merge operation. [chars] indicates the reason for
failure.

Recommended Action Compare device-alias configuration with the other switches in the
fabric, resolve the conflicts if any and commit the changes.

Error Message DEVI CE- ALI AS- 3- MERGE_MREQ REJECTED: [chars]

Explanation MREQ received from remote switch is rejected. [chars] indicates the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MERGE_MRESP_REJECTED: [ char s]

Explanation MRESP received from remote switch is rejected. [chars] indicates the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MERGE_VALI DATI ON_FAI LED: [chars]

Explanation An error occurred while validating the merged database. [chars] indicates the
reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MERGE_VALI DATI ON_REJECTED: [chars]



Explanation Merge validation request received from remote switch is rejected. [chars]
indicates the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- MTS_OPER_FAI LED: [ char s]

Explanation An error occurred during MTS operation. [chars] indicates the MTS operation
and the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- PSS_OPER_FAI LED: [ char s]

Explanation An error occurred during PSS operation. [chars] indicates the PSS operation
and the reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- UNLOCK_FAI LED: [chars]

Explanation An error occurred while releasing the lock. [chars] indicates the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- UNLOCK_REJECTED: [ char s]

Explanation Unlock request received from remote switch is rejected. [chars] indicates the
reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 3- VALI DATI ON_FAI LED: [chars]



Explanation An error occurred while validating the database. [chars] indicates the reason for
failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message DEVI CE- ALI AS- 3- VALI DATI ON_REJECTED: [chars]

Explanation Validation request received from remote switch is rejected. [chars] indicates the
reason for failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

DEVICE-ALIAS-6

Error Message DEVI CE- ALI AS-6- CLEAR FAI LED | NFO [ chars]

Explanation An error occurred while clearing the session. [chars] indicates the additional
information regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message DEVI CE-ALI AS-6- COW T_FAI LED | NFO [ chars]

Explanation An error occurred while committing the database. [chars] indicates the
additional information regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message DEVI CE- ALI AS- 6- | MPORT_DEFI NI TI ON_CONFLI CT: Fcal i as [chars] coul d not be
imported due to definition conflict

Explanation Fcalias [chars] could not be imported due to definition conflict. Either there is
already a device-alias configuration present with the same definition OR another VSAN
specified in the import VSAN range has an fcalias with the same definition.

Recommended Action Resolve the conflict and issue the import command again.



Error Message DEVI CE- ALI AS- 6- | MPORT_MEMBER_TYPE_CONFLI CT: Fcal i as [chars] coul d not be
i mported due to having unsupported nenmber type

Explanation Fcalias [chars] could not be imported due to having unsupported member types.
Fcalias can be imported only if it has Port WWN based members..

Recommended Action Make sure that the fcalias has Port WWN based members and issue
the import command again.

Error Message DEVI CE- ALI AS- 6- 1 MPORT_NAME_CONFLI CT: Fcal i as [chars] coul d not be inported due
to nane conflict

Explanation Fcalias [chars] could not be imported due to name conflict. Either there is
already a device-alias configuration present with the same name OR another VSAN specified
in the import VSAN range has an fcalias with the same name.

Recommended Action Resolve the conflict and issue the import command again.

Error Message DEVI CE- ALI AS- 6- | MPORT_NUM_MEMBERS_CONFLI CT: Fcal i as [chars] coul d not be
i mported due to having unsupported number of nenbers

Explanation Fcalias [chars] could not be imported due to having unsupported number of
members. Fcalias can be imported only if it has exactly one member..

Recommended Action Make sure that the fcalias has exactly one member and issue the
import command again.

Error Message DEVI CE- ALI AS-6- LOCK_FAI LED_| NFO. [ char s]

Explanation An error occurred while acquiring the lock. [chars] indicates the additional
information regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DEVI CE- ALI AS- 6- MERGE_ACTI VATI ON_FAI LED_| NFO: [ char s]

Explanation An error occurred while activating the merged database. [chars] indicates the
additional information regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.



Error Message DEVI CE- ALI AS- 6- MERGE_VALI DATI ON_FAI LED _BUSY: [chars]

Explanation Merged database could not be validated as some of the applications returned
busy. [chars] indicates information about the application returned busy. There is no user
intervention necessary. The validation would be automatically retried after some time.

Recommended Action No DDTS.
Error Message DEVI CE- ALI AS- 6- MERGE_VALI DATI ON_REJECTED_BUSY: [ chars]

Explanation Merged database received from the remote switch could not be validated as
some of the applications returned busy. [chars] indicates information about the application
returned busy. There is no user intervention necessary. The validation would be automatically
retried after some time.

Recommended Action No DDTS.
Error Message DEVI CE- ALI AS- 6- UNLOCK_FAI LED | NFO. [ chars]

Explanation An error occurred while releasing the lock. [chars] indicates the additional
information regarding failure.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message DEVI CE- ALI AS- 6- VALI DATI ON_ABORTED: [ char s]

Explanation Local validation is aborted. [chars] indicates the reason why validation is
aborted.

Recommended Action No DDTS.

DEVICE TEST Messages

This section contains the DEVICE_TEST messages.

DEVICE_TEST-2

Error Message DEVI CE_TEST-2-ASI C REG CHECK_FAIL: Modul e [dec] has failed test [chars] [dec]
times on device [chars] [chars] [dec] [chars] due to error [chars]

Explanation Online diagnostics ASICRegisterCheck test has failed



Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- COVPACT_FLASH_FAI L: Mdul e [dec] has failed test [chars] [dec]
ti mes on device Boot Fl ash due to error [chars]

Explanation Online diagnostics BootFlash test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- CRYPTO _DEVI CE_FAI L: Mdul e [dec] has failed test [chars] [dec]
times on Crypto device due to error [chars]

Explanation Online diagnostics CryptoDevice test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST-2-EOBC FAIL: Mdul e [dec] has failed test [chars] on EOBC due to
error [chars]

Explanation Online diagnostics EOBC test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- FAN_MOD_FAI L: Mdul e [dec] has failed test [chars] [dec] tines on
System Mgnt Bus for chassis [chars] instance [dec] due to error [chars] error nunber [hex]

Explanation Online diagnostics SystemMgmtBus test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST-2- MALLOC FAI LURE: Merory al l ocation failed

Explanation Device Test process could not allocate memory

Recommended Action No action is required.

Error Message DEVI CE_TEST-2- MGMI_PORT_SKI P: Mbdul e [dec] has skipped test [chars] on
Managenment Port due to error [chars]

Explanation Online diagnostics ManagementPort test is skipped



Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- N\VRAM FAI L: Mdul e [dec] has failed test [chars] [dec] times on
devi ce NVRAM due to error [chars]

Explanation Online diagnostics NVRAM test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- OBFL_FAIL: Mdul e [dec] has failed test [chars] [dec] tinmes on
devi ce OBFL due to error [chars]

Explanation Online diagnostics OBFL test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- POAER_SUPPLY_FAI L: Mdul e [dec] has failed test [chars] [dec]
times on System Mgmt Bus for chassis [chars] instance [dec] due to error [chars] error number
[ hex]

Explanation Online diagnostics SystemMgmtBus test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- PAR_MGMI_BUS_FAI L: Mdul e [dec] has failed test [chars] [dec]
ti mes on device Power Mgnt Bus on slot [dec] due to error [chars] error number [ hex]

Explanation Online diagnostics PwrMgmtBus test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- RTC_FAI L: Mdul e [dec] has failed test [chars] [dec] times on
devi ce Real Ti neCl ock due to error [chars]

Explanation Online diagnostics RealTimeClock test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- SPI NE_CONTROL_BUS_FAI L: Mdul e [dec] has failed test [chars]
[dec] times on device Spine Control Bus on slot [dec] due to error [chars] error numnber [hex]

Explanation Online diagnostics SpineControlBus test has failed



Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- STANDBY_LOOPBACK_TEST_FAI L: Mdul e [dec] has failed test [chars]
[dec] times on [chars] [dec] due to error [chars]

Explanation Online diagnostics StandbyFabricLoopback test has failed
Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- TWOW RE_STW FAI L: Mdul e [dec] has failed test [chars] [dec]
times on Status Bus on slot [dec] due to error [chars]

Explanation Online diagnostics Status bus test has failed
Recommended Action No action is required.

Error Message DEVI CE_TEST- 2- USB_FAI L: Mdul e [dec] has failed test [chars] [dec] times on
devi ce USB due to error [chars]

Explanation Online diagnostics USB test has failed

Recommended Action No action is required.

DEVICE_TEST-3

Error Message DEVI CE_TEST-3-MCE_1HR FAIL: Mdul e [dec] has exceeded MCE 1 hour correctable
threshold of [dec] with [dec] correctable errors for address Ox% | x within 1 an hour.

Explanation These memory errors are correctable and no functional impact to system
behavior. However, excessive correctable memory errors can be an indication of possible
hardware fault. Please collect \show tech gold\ and open a Support case for further
investigation.

Recommended Action No action is required.

Error Message DEVI CE_TEST-3- MCE_24HR _FAIL: Mdul e [dec] has exceeded MCE 24 hour correctable
threshold of [dec] with [dec] correctable errors within 24 hours.

Explanation These memory errors are correctable and no functional impact to system
behavior. However, excessive correctable memory errors can be an indication of possible
hardware fault. Please collect \show tech gold\ and open a Support case for further
investigation.



Recommended Action No action is required.

Error Message DEVI CE_TEST- 3- STANDBY_TEST_CET_DI AG VQ _FAIL: Standby test get diag vgi failed
due to error [hex]

Explanation Device Test StandbylLoopback Test failed get vqi

Recommended Action No action is required.

Error Message DEVI CE_TEST- 3- STANDBY_TEST_CET_SPI NE_FAI L: Standby test get spines failed due
to error [hex]

Explanation Device Test StandbyFabricLoopback Test get spine failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 3- STANDBY_TEST_INIT_FAIL: Init for standby test failed due to error
[ hex]

Explanation Device Test StandbyFabricLoopback Test failed init process

Recommended Action No action is required.

Error Message DEVI CE_TEST- 3- STANDBY_TEST_MIS_FAIL: Ms Init for standby test failed due to
error [hex]

Explanation Device Test StandbyFabricLoopback Test failed mts init

Recommended Action No action is required.

Error Message DEVI CE_TEST- 3- STANDBY_TEST_SOCKET_FAI L: Standby test socket error [chars]:
[ hex]

Explanation Device Test StandbyFabricLoopback Test Socket error

Recommended Action No action is required.

DEVICE_TEST-4

Error Message DEVI CE_TEST- 4- PRI MARY_BOOTROM FAI L: Mdul e [dec] has failed test [chars] [dec]
times on device Primary Boot ROM due to error [chars]



Explanation Online diagnostics PrimaryBootROM test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST- 4- SECONDARY_BOOTROM FAI L: Mdul e [dec] has failed test [chars]
[dec] times on device Secondary Boot ROM due to error [chars]

Explanation Online diagnostics SecondaryBootROM test has failed

Recommended Action No action is required.

Error Message DEVI CE_TEST-4- THREAD CREATE FAIL: Thread creation failed

Explanation Device Test process could not create threads

Recommended Action No action is required.

Error Message DEVI CE_TEST-4- TI MER_CREATE_FAIL: Tiner creation failed

Explanation Device Test process could not create timer

Recommended Action No action is required.

Error Message DEVI CE_TEST-4-TI MER START_FAIL: Tiner start failed

Explanation Device Test process could not start timer

Recommended Action No action is required.

DEVICE_TEST-5

Error Message DEVI CE_TEST-5-NOTI CE_TEST: Menory al l ocation failed notice

Explanation Device Test process could not allocate memory

Recommended Action No action is required.

DEVICE_TEST-6

Error Message DEVI CE_TEST-6-1NFO TEST: Menory allocation failed info



Explanation Device Test process could not allocate memory

Recommended Action No action is required.

DEV LOG SUP Messages

This section contains the DEV_LOG_SUP messages.

DEV_LOG_SUP-3

Error Message DEV_LOG SUP-3-ERROR [chars]
Explanation Dev_log_sup encountered an error

Recommended Action No action is required.

DEV LOG Messages

This section contains the DEV_LOG messages.

DEV_LOG-3

Error Message DEV_LOG 3-ERROR [ chars]

Explanation Dev_log_lc encountered an error

Recommended Action No action is required.

DEV_LOG-SLOT#-4

Error Message DEV_LOG SLOT#-4- DEV_LOG LC ERROR [chars]
Explanation Dev_log_lc encountered an error

Recommended Action No action is required.

DFTM Messages

This section contains the DFTM messages.

DETM-SLOT#-2

Error Message DFTM SLOT#-2- DFTM | NTF_NOT_FOUND: | nterface [chars] not found in DFTM dat abase



[ chars]

Explanation DFTM database doesn't have the interface.

Recommended Action No action is required.

Error Message DFTM SLOT#- 2- DFTM_I NVALI D_FTAG_ NUM DFTM recei ved invalid nunber of FTags [dec]
from M2RI B

Explanation DFTM recvd invalid number of FTags from M2RIB.

Recommended Action No action is required.

Error Message DFTM SLOT#- 2- DFTM_I NVALI D_I| NTF_NUM DFTM has invalid nunber of interfaces [dec]
in the DB

Explanation DFTM has invalid number of interfaces in the DB.

Recommended Action No action is required.

Error Message DFTM SLOT#- 2- DFTM_PC_NUM _MEMB_I NVALI D: DFTM recei ved invalid nunber of PC
nmenbers [dec] from ELTM

Explanation DFTM recvd invalid number of PC members from ELTM.

Recommended Action No action is required.

Error Message DFTM SLOT#- 2- DFTM_VLAN_NOT_FOUND: VLAN [dec] not found in DFTM dat abase [chars]

Explanation DFTM database doesn't have the VLAN.

Recommended Action No action is required.

DETM-SLOT#-3

Error Message DFTM SLOT#- 3- DFTM _BDDB_PROG_FAI LED: DFTM failed to program BDDB Entry

Explanation DFTM failed to program BDDB Entry

Recommended Action No action is required.



Error Message DFTM SLOT#- 3- DFTM _BDT_PROG_FAI LED: DFTM failed to program BD Tabl e Entry

Explanation DFTM failed to program BD Table Entry

Recommended Action No action is required.

Error Message DFTM SLOT#- 3- DFTM_I FI DX_I NVALI D_PORT_LAYER: Invalid Port Layer Received for
interface: [chars]

Explanation Invalid Port Layer Received for interface

Recommended Action No action is required.

Error Message DFTM SLOT#- 3- DFTM_I FI DX_I NVALI D_PORT_MODE: Invalid Port Mdde Received for
interface: [chars]

Explanation Invalid Port Mode Received for interface

Recommended Action No action is required.

Error Message DFTM SLOT#- 3- DFTM_I FI DX_I NVALI D_PORT_TYPE: Invalid Port Type Received for
interface: [chars]

Explanation Invalid Port Type Received for interface

Recommended Action No action is required.

Error Message DFTM SLOT#-3-DFTM | FI DX_TYPE_ERROR Failed to get type for interface: [chars]

Explanation Failed to get type for the interface

Recommended Action No action is required.

Error Message DFTM SLOT#- 3- DFTM_I NVALI D_PRI M_SEC _VLAN_REQ DFTM received pri msec request for
a non-exiting sec vlan [dec] on primary [dec]

Explanation DFTM recvd prim-sec vlan mapping request for a non-existing sec vlan on prim
vlan

Recommended Action No action is required.



Error Message DFTM SLOT#- 3- DFTM_L2L3CT_PROG _FAI LED: DFTM fail ed to program L2L3 Consi st ency
Tabl e Entry

Explanation DFTM failed to program L2L3 Consistency Table Entry
Recommended Action No action is required.

Error Message DFTM SLOT#- 3- DFTM_MFT_PROG_FAI LED: DFTM failed to program Miul ti cast FTag Tabl e
Entry

Explanation DFTM failed to program Multicast Ftag Table Entry
Recommended Action No action is required.
Error Message DFTM SLOT#- 3- DFTM SDT_PROG FAI LED: DFTM failed to program SGT DGT Table Entry
Explanation DFTM failed to program SGT DGT Table Entry
Recommended Action No action is required.

Error Message DFTM SLOT#- 3- DFTM_VTT_PROG_FAI LED: DFTM fail ed to program VLAN Transl ati on
Table Entry for vlian [dec], xlt_vlan [dec] on fe [dec]

Explanation DFTM failed to program VLAN Translation Table

Recommended Action No action is required.

DHCLIENT Messages

This section contains the DHCLIENT messages.

DHCLIENT-2

Error Message DHCLI ENT- 2- DHCLI ENT_DI SCOVER_RECVD_NAK: [chars] - Recei ved DHCP NAK

Explanation Received DHCP NAK

Recommended Action No action is required.

Error Message DHCLI ENT- 2- DHCLI ENT_DI SCOVER _START: [chars] - DHCLI ENT DHCP Di scover phase
started



Explanation DHCLIENT DHCP Discover phase started

Recommended Action No action is required.

Error Message DHCLI ENT-2- DHCLI ENT_FAI LURE: [ chars]

Explanation DHCLIENT Failure

Recommended Action No action is required.

Error Message DHCLI ENT- 2- DHCLI ENT_FLASH FULL: DHCLI ENT boot fl ash doesn't have enough space
(85% FULL)

Explanation DHCLIENT bootflash doesn't have enough space (85% FULL)

Recommended Action No action is required.

Error Message DHCLI ENT-2-DHCLI ENT_I NI TED: [chars] - DHCLIENT process initialized

Explanation DHCLIENT process initialized

Recommended Action No action is required.

Error Message DHCLI ENT- 2- DHCLI ENT_SCRI PT_DOMLOADED: [chars] - Successful |y downl oaded
DHCLI ENT script file

Explanation Successfully downloaded DHCLIENT script file

Recommended Action No action is required.

Error Message DHCLI ENT- 2- DHCLI ENT_SCRI PT_EXEC_SUCCESS: [chars] - DHCLI ENT script execution
success

Explanation DHCLIENT script execution success

Recommended Action No action is required.

Error Message DHCLI ENT-2- DHCLI ENT_SCRI PT_STARTED_MD5_NOT_VALI DATED: [chars] - DHCLI ENT scri pt
execution started(MD5 not vali dated)

Explanation DHCLIENT script execution started(MD5 not validated)



Recommended Action No action is required.

Error Message DHCLI ENT-2- DHCLI ENT_SCRI PT_STARTED_MD5_VALI DATED: [chars] - DHCLI ENT scri pt
execution started(MD5 vali dated)

Explanation DHCLIENT script execution started(MD5 validated)

Recommended Action No action is required.

Error Message DHCLI ENT- 2- DHCLI ENT_SCRI PT_STARTED_MD5_VALI DATI ON_FAI L: [chars] - DHCLI ENT boot
file validation failed

Explanation DHCLIENT boot file validation failed.

Recommended Action No action is required.

DHCLIENT-4

Error Message DHCLI ENT- 4- DHCLI ENT_WARNI NG [ char s]

Explanation DHCLIENT Warning

Recommended Action No action is required.

DHCLIENT-5

Error Message DHCLI ENT-5- DHCLI ENT_DI SABLED: [chars] - DHCLI ENT Di sabl ed

Explanation DHCLIENT Service Disabled

Recommended Action No action is required.

Error Message DHCLI ENT-5- DHCLI ENT_ENABLED: [chars] - DHCLI ENT Enabl ed

Explanation DHCLIENT Service nabled

Recommended Action No action is required.

DHCLIENT-6

Error Message DHCLI ENT-6- DHCLI ENT_I NFO. [ char s]



Explanation DHCLIENT Info

Recommended Action No action is required.

DHCLIENT-7

Error Message DHCLI ENT- 7- DHCLI ENT_DEBUG [ char s]
Explanation DHCLIENT Debug

Recommended Action No action is required.

DHCP SNOOP Messages

This section contains the DHCP_SNOOP messages.

DHCP_SNOOP-1

Error Message DHCP_SNOOP-1-1 PSG WARN_MSG  Configuring | PSG on the interface will result in
IPv6 traffic | oss.

Explanation Configuring IPSG on the interface will result in IPv6 traffic loss.

Recommended Action No action is required.

DHCP_SNOOP-2

Error Message DHCP_SNOOP- 2- DHCP_SNOOP_PROGRAM EXI T: [ char s]

Explanation DHCP snoop process did an abnormal exit

Recommended Action No action is required.

Error Message DHCP_SNOOP- 2- HWPGVFAI LURE: Har dwar e programmi ng has failed: [chars]

Explanation Hardware programming has failed. [chars] explains the reason for the failure.

Recommended Action No action is required.

Error Message DHCP_SNOOP-2-1 NI TFAIL: DHCP Daermon Initialization failed: [chars]

Explanation DHCP Daemon Initialization failed. [chars] explains the reason for the failure.



Recommended Action No action is required.

Error Message DHCP_SNOOP- 2- PSSERROR [ char s]

Explanation DHCP Daemon encountered a PSS error. [chars] specifies the context where
the failure occurred.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 2- REGPARTREE: Unabl e to register par tree: [chars]

Explanation Could not register par tree. [chars] explains the reason for the failure.

Recommended Action No action is required.

DHCP_SNOOP-3

Error Message DHCP_SNOOP-3- ALLOCFAIL: Heap Memory al l ocation failed: [chars]

Explanation DHCP Daemon is out of dynamic memory. [chars] specifies the context where
the failure occurred.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- ASSERTI ON_FAI LED: [chars]: [ dec]

Explanation DHCP Snoop process has hit an assert condition at file [chars] line number
[dec]

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- DHCPDENI EDARP:  ARP frane deni ed due to DHCP snoopi ng bi nding on
interface [chars] vlan [dec] sender mac [chars] sender ip [chars] target mac [chars] target ip
[chars].

Explanation [chars] identifies interface and [dec] identifies the vlan on which ARP packets
have been denied. [chars] identifies sender mac and [chars] identifies the sender ip. [chars]
identifies the target mac and [chars] identifies the target ip.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- DHCPRATELIM T: Interface [chars] has been error disabled due to



excessive ingress rate [dec] of DHCP packets.

Explanation [chars] identifies the interface which has been error disabled due to excessive
ingress rate [dec].

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- | NVDHCPPKTS: Val i dation errors while processing DHCP packet
received on interface [chars] vlan [dec] Reason:[chars]. Dropping the packet

Explanation Validation errors DHCP packet receieved on the interface [chars] vlan [[dec]].
Reason:[chars]

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3-1 PV6API | NI T_FAI LED: [ char s]

Explanation DHCP Snoop process failed to do ipv6_api_init [chars]

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- | PV6REG STER FAI LED: [ chars]

Explanation DHCP Snoop process failed to do ipv6_register [chars]

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- MT'SERROR: [ char s]

Explanation DHCP Daemon encountered an MTS error. [chars] specifies the context where
the error occurred.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- PKTDROP: Packet dropped. Reason - [chars]

Explanation Dropping the packet. [char] identifies the reason.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- PKTRECVFAI L: Failed to receive packet - [chars]



Explanation Failed to receive packet. [char] identifies the reason.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- PKTSENDFAI L: Failed to send packet, - [chars]

Explanation Failed to send packet. [char] identifies the reason.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- SETSOCKOPTFAI L: Failed to set socket option - [chars]

Explanation Failed to set socket option [char] identifies the reason.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- SOCKBI NDFAI L: Failed to bind to raw socket - [chars]

Explanation Failed to bind to socket. [char] identifies the reason.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 3- SOCKOPENFAI L: Fail ed to open socket for receiving DHCP packets -
[ chars]

Explanation An attempt to open a socket for receiving DHCP packets failed. [char] identifies
the reason.

Recommended Action No action is required.

DHCP_SNOOP-4

Error Message DHCP_SNOOP- 4- ACL_DENY: [dec] Invalid ARP nessages ([chars]) on [chars], vlan
[dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] Invalid ARPs (arp-type [chars]) on interface [chars], vian
[dec]. ([sender-mac [chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day
[chars]])

Recommended Action No action is required.



Error Message DHCP_SNOOP- 4- DHCP_SNOOPI NG DENY: [dec] Invalid ARP nessages ([chars]) on
[chars], vlan [dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] Invalid ARPs (arp-type [chars]) on interface [chars], vlan
[dec]. ([sender-mac [chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day
[chars]])

Recommended Action No action is required.

Error Message DHCP_SNOOP- 4- ERROR DI SABLED: Interface [chars] has noved to error disabl ed
state due to excessive rate [dec] of ingress ARP packets

Explanation Interface [chars] has moved to error disabled state due to excessive rate [dec]
of ingress ARP packets

Recommended Action No action is required.

Error Message DHCP_SNOOP- 4- | NVALI D_ARP: [dec] Invalid ARP nessages ([chars]) on [chars], vlan
[dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] Invalid ARPs (arp-type [chars]) on interface [chars], vlan
[dec]. ([sender-mac [chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day
[chars]])

Recommended Action No action is required.

Error Message DHCP_SNOOP- 4- SMARTRELAYMAXI PADDR: Smart relay is supported only on first [dec]
| P addresses of the interface [chars].

Explanation There are more than SMARTRELAYMAXIPADDR addresses configured on the
interface. [dec] is the number of IP addresses with which smart relay supported [chars]
identifies the interface. This is an informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 4- SMARTRELAYMAXLMT: Smart relay MAX |init [dec] reached. All
subsequent DHCP packets will be relayed with prinmary address of inbound interface as relay agent

addr ess.

Explanation Smart relay MAX limit reached. [dec] is the number of smart relay bindings This
is an informational message.

Recommended Action No action is required.



Error Message DHCP_SNOOP- 4- SUBNETBCASTRELAYMAXI PADDR: subnet - br oadcast relay is supported
only on first [dec] | P addresses of the interface [chars].

Explanation There are more than SUBNETBCASTRELAYMAXIPADDR addresses
configured on the interface. [dec] is the number of IP addresses with which subnet-broadcast
relay supported [chars] identifies the interface. This is an informational message.

Recommended Action No action is required.

DHCP_SNOOP-5

Error Message DHCP_SNOOP-5- ACL_PERM T: [dec] ARP nessages ([chars]) on [chars], vlan [dec].
([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] ARPs (arp-type [chars]) on interface [chars], vlan [dec].
([sender-mac [chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day
[chars]])

Recommended Action No action is required.

Error Message DHCP_SNOOP- 5- DHCPHOSTADD: A new Host is [chars] connected to interface [chars]
in VLAN [dec] and is allocated |IP address [chars] for [dec] secs.

Explanation A Host identified by [chars] has been added. [chars] identifies the interface.
[dec] identifies the VLAN. [chars] identifies IP address. [dec] identifies the lease time in secs.
This is an informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 5- DHCPLEASEEXPI RE: Lease expired for host [chars] having | P address
[chars] connected to interface [chars] in VLAN [dec] for |ease [dec] secs.

Explanation The lease for host identified by [chars] with IP address [chars] connected to
interface [chars] in VLAN [dec] with lease [dec] has expired.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 5- DHCP_SNOOPI NG PERM T: [dec] ARP nessages ([chars]) on [chars],
vlan [dec]. ([[chars]/[chars]/[chars]/[chars]/[chars]])

Explanation Packet-count [dec] ARPs (arp-type [chars]) on interface [chars], vlan [dec].
([sender-mac [chars]/sender-ip [chars]/ target-mac [chars]/target-ip [chars]/ time-of-day
[chars]])



Recommended Action No action is required.
Error Message DHCP_SNOOP- 5- VLANDI SABLE: DHCP Snoopi ng di sabl ed on vl an [dec]

Explanation DHCP Snooping was disabled on a given vlan. [dec] is the VLAN-ID that
identifies the vlan. This is an informational message.

Recommended Action No action is required.
Error Message DHCP_SNOOP- 5- VLANENABLE: DHCP Snoopi ng enabl ed on vl an [ dec]

Explanation DHCP Snooping was enabled on a given vlan. [dec] is the VLAN-ID that
identifies the vlan. This is an informational message.

Recommended Action No action is required.

DHCP_SNOOP-6

Error Message DHCP_SNOOP- 6- DAl VLANDI SABLE: DAl disabl ed on vlan [dec]

Explanation Dynamic ARP Inspection was disabled on a given vlan. [dec] is the VLAN-ID
that identifies the vlan. This is an informational message.

Recommended Action No action is required.
Error Message DHCP_SNOOP- 6- DAl VLANENABLE: DAl enabl ed on vl an [dec]

Explanation Dynamic ARP Inspection was enabled on a given vlan. [dec] is the VLAN-ID
that identifies the vlan. This is an informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- DHCPBI NDSYNC: Bi nding entry with MAC [chars] interface [chars]
VLAN [dec] | P address [chars] and | ease tinme [dec] secs is synced.

Explanation Binding entry identified by [chars] has been synced. [chars] identifies the
interface. [dec] identifies the VLAN. [chars] identifies IP address. [dec] identifies the lease time
in secs. This is an informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- DHCPEXI T: DHCP Daemon shutting down graceful |y.



Explanation DHCP Daemon is shutting down gracefully. This is an informational message.
Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- DHCPPERM TTEDARP: ARP frame pernitted due to DHCP snoopi ng bi ndi ng
on interface [chars] vlan [dec] sender mac [chars] sender ip [chars] target mac [chars] target

ip [chars].

Explanation [chars] identifies interface and [dec] identifies the vlan on which ARP packets
have been permitted. [chars] identifies sender mac and [chars] identifies the sender ip. [chars]
identifies the target mac and [chars] identifies the target ip.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- DHCPPKTFWD: Graceful |y forwardi ng DHCP packet. Reason: [chars]
Explanation Gracefully forwarding DHCP packet. reason [chars]
Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- DHCPUP: DHCP Daenon Up.

Explanation DHCP Daemon was created successfully and is up and running. This is an
informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- 1 NFO. [ chars]
Explanation An event during switchover. [chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- | NTFDI SABLE: | P Src Guard disabled on intf [chars]

Explanation IP Src Guard was disabled on a given intf. [chars] is the intf-ID string that
identifies the intf. This is an informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP-6- | NTFENABLE: | P Src Guard enabl ed on intf [chars]



Explanation IP Src Guard was enabled on a given intf. [chars] is the intf-ID string that
identifies the intf. This is an informational message.

Recommended Action No action is required.

Error Message DHCP_SNOOP- 6- NONDHCPPKTFWD: Non DHCP packet with src port:[dec] dst port:[dec]

on intf:[chars] vlan:[dec]. Forwarding on [chars]

Explanation Non DHCP packet arrived with UDP src/dst ports [dec], [dec] on interface
[chars], vlan [dec]. Forwarding the packet on [chars]

Recommended Action No action is required.
Error Message DHCP_SNOOP- 6- OPT82I NSTFAI L: [chars] [chars]

Explanation Insertion of Option82 suboptions failed. [chars] tells the failure. [chars] explains
the reason for failure. This is an informational message.

Recommended Action No action is required.

DIAGCLIENT Messages

This section contains the DIAGCLIENT messages.

DIAGCLIENT-2

Error Message DI AGCLI ENT- 2- DI AG_BOOTUP_COMPLETE: Modul e <[ dec]> Bootup Test <[chars]> has

reported <[chars]>
Explanation Bootup Test completed

Recommended Action Nothing to be done if the test reports SUCCESS otherwise copy the
error message exactly as it appears on the console, gather the output of show tech-support,
and contact your Cisco technical support representative with the gathered information

Error Message DI AGCLI ENT- 2- EEM ACTI ON_HM SHUTDOWN: Test <[chars]> has been disabled as a part
of default EEM action

Explanation Informational Syslog
Recommended Action No action is required.

Error Message DI AGCLI ENT-2- PSS_READ FAI LURE: Read from PSS failed on Mdul e <[dec]>



Explanation Read operation from PSS store failed

Recommended Action No action is required.

Error Message DI AGCLI ENT- 2- PSS WRI TE_FAI LURE: Wite to PSS failed on Mdul e <[dec]>

Explanation Write operation on PSS store failed

Recommended Action No action is required.

DIAGCLIENT-3

Error Message DI AGCLI ENT- 3- ONDEMAND_FAI L_EXCESS: Modul e <[dec]> Test <[chars]> has fail ed
nore than <[dec] > nunmber of tines

Explanation Ondemand test has failed more than configured number of times

Recommended Action Copy the error message exactly as it appears on the console, gather
the output of show tech-support, and contact your Cisco technical support representative with
the gathered information

DIAGCLIENT-4

Error Message DI AGCLI ENT-4-LC_OFFLI NE_FOR_CURR SLOT: Received LC of fline event for the
current slot:[dec]. Ignoring it

Explanation Informational Syslog

Recommended Action No action is required.

Error Message DI AGCLI ENT-4- MIS_SEND_FAI LURE: MTS send failed, nts_opc: [chars], dest slot:
[dec], dest SAP: [dec], error-id: [hex]

Explanation MTS send reports failure

Recommended Action No action is required.

DIAGCLIENT-5

Error Message DI AGCLI ENT-5- CALLOC FAI LURE: Menory al | ocation fail ed

Explanation DiagClient process could not allocate memory



Recommended Action No action is required.

Error Message DI AGCLI ENT- 5- DI AG_ONDEMAND_TEST_FI NI SH: Modul e [dec]: Ondenand test [chars]
finished

Explanation Informational Syslog

Recommended Action No action is required.

Error Message DI AGCLI ENT- 5- DI AG_ONDEMAND_TEST_START: Mdul e [dec]: Ondemand test [chars]
started

Explanation Informational Syslog

Recommended Action No action is required.

Error Message DI AGCLI ENT- 5- DI AG_ONDEMAND_TEST_STOP: Mdul e [dec]: Ondenmand test [chars]
st opped

Explanation Informational Syslog

Recommended Action No action is required.

Error Message DI AGCLI ENT-5- DI AG SCHED_COMVPLETE: Modul e <[dec]> Test <[chars]> has conpl et ed
Schedul ed Testi ng

Explanation A scheduled Test was completed

Recommended Action No action is required.

Error Message DI AGCLI ENT-5- ONDEMAND FAI L: Modul e <[dec]> Test <[chars]> has failed in
Test _Iteration <[chars]>

Explanation The specified test has reported FAILURE in this Iteration

Recommended Action No action is required.

Error Message DI AGCLI ENT-5- ONDEMAND_SUCCESS: Modul e <[ dec] > Test <[chars]> has conpl et ed
successfully in Test_lteration <[chars]>

Explanation The specified test has reported SUCCESS in this Iteration



Recommended Action No action is required.

DIAGCLIENT-7

Error Message DI AGCLI ENT-7- DI AG HM FAI L: Mbdul e <[dec]> Heal th Monitoring Test <[chars]> has
failed. Please use 'show diagnostic result

Explanation A Health Monitoring Test has reported failure

Recommended Action Ensure the line card is firmly in the slot, reseat if necessary, and
attempt to run the test again if the line card is not seated properly in the slot. If the line card
was properly seated in the slot, copy the error message exactly as it appears on the console,
gather the output of show tech-support, and contact your Cisco technical support
representative with the gathered information.

Error Message DI AGCLI ENT- 7- PER_PORT_TEST_FAI L: Mdul e <[dec]> Test <[chars]> has failed on
Ports <[chars]> Pl ease use 'show di agnostic result

Explanation Per Port Test has failed on the above all ports

Recommended Action No action is required.

DIAGMGR Messages

This section contains the DIAGMGR messages.

DIAGMGR-2

Error Message DI AGMGR- 2- MIS_SEND FAI LURE: MTS send failed, nts_opc: [chars], dest slot:
[dec], dest SAP: [dec], error-id: [hex]

Explanation MTS send reports failure

Recommended Action No action is required.

Error Message DI AGMGR- 2- PSS_DELETE_FAI LURE: Read from PSS failed on Mdul e <[dec]>

Explanation Read operation from PSS store failed

Recommended Action No action is required.

Error Message DI AGMGR- 2- PSS_WRI TE_FAI LURE: Wite to PSS failed on Mdul e <[dec]>



Explanation Write operation on PSS store failed

Recommended Action No action is required.

DIAGMGR-3

Error Message DI AGVGR- 3- DI AG MAJOR DEFECT: Mbdul e <[ dec] > Test <[chars]> detected a Maj or
Error Pl ease use 'show diagnostic result

Explanation A major error was detected during diagnostic testing

Recommended Action Re-seat the card and retry the test. If the same result occurs after
reseating the card and retrying the test, copy the error message exactly as it appears on the
screen and gather the output of show tech-support and any other relevant information.
Contact your technical support representative with the gathered information.

Error Message DI AGVGR- 3- DI AG M NOR_DEFECT: Mvdul e <[ dec] > Test <[chars]> detected a M nor
Error Pl ease use 'show diagnostic result

Explanation A minor error was detected during diagnostic testing

Recommended Action Re-seat the card and retry the test. If the same result occurs after
reseating the card and retrying the test, copy the error message exactly as it appears on the
screen and gather the output of show tech-support and any other relevant information.
Contact your technical support representative with the gathered information

Error Message DI AGMGR-3- GET_CURR SLOT_FAIL: Failed to get the current slot for the process.
Error:[chars]

Explanation The process initialization failed to get the current slot.

Recommended Action This is an informational message stating that a process initialization
failure.

DIAGMGR-4

Error Message DI AGVGR- 4- CURR_SLOT_OFFLI NE: Recevied an LC offline event for the current
slot:[dec]. lgnoring it

Explanation The process received an offline event for the slot it is running. Ignoring it.

Recommended Action This is an informational message stating that an unexpected event
has been encountered.



Error Message DI AGMGR- 4- DI SRPT_TST_START: Starting Test <[chars]> on Mdule <[dec]> is
Di sruptive

Explanation Starting a Disruptive Test can disturb the system's normal functionality

Recommended Action Reset target module

Error Message DI AGMGR- 4- FI XED_| NTRVL_CHANGED: The users are not allowed to change nonitoring
interval of Test <[chars]>

Explanation The specified health monitoring test interval is not user-configurable and
therefore cannot be changed

Recommended Action Nothing. The specific health monitoring interval is not user-
configurable by design so nothing can be done to change the interval

DIAGMGR-5

Error Message DI AGVGR- 5- BOOTUP_CONF: Di agnostic Bootup Level : <[chars]>

Explanation Current Diagnostic BootUp Level being configure or changed

Recommended Action No action is required.

Error Message DI AGMGR-5- CALLOC FAI LURE: Menory al | ocation failure

Explanation Memory allocation in a call to malloc/calloc has failed

Recommended Action No action is required.

Error Message DI AGVGR- 5- CHANGE_ALWAYS_HM Heal th Monitoring test <[chars]> in Mdul e <[dec]>
is a must run and cannot be nodified

Explanation The specified health monitoring test must be run and cannot be disabled

Recommended Action Nothing. The specific health monitoring test cannot be disabled by
design. The system is working properly.

Error Message DI AGMGR-5- HV START: Heal th nonitoring test <[chars]> for Mdul e <[dec]>

Explanation Health Monitoring Test started



Recommended Action No action is required.

Error Message DI AGVGR-5-HM STOP: Disabling health nonitoring test <[chars]> for Mdul e
<[ dec] >

Explanation Health Monitoring Test has been stopped It can be enabled through the
diagnostic monitor..... command

Recommended Action No action is required.

Error Message DI AGVGR-5-1 NTRVL_I NCORRECT: Monitoring Interval is |ess than mninum of [dec]
seconds required for Mdul e <[dec]> test <[chars]>

Explanation Health Monitoring cannot be enabled for the specified test because the interval
for the test has been incorrectly set

Recommended Action The system is working properly and no user action is required. If you
want to specify a smaller testing interval, the error message text provides the lowest possible
configurable interval for the specified monitoring interval

Error Message DI AGMGR- 5- MODULE_M SSI NG Di agnosti c conmand i ssued on non-exi sting Mdul e
<[ dec] >

Explanation A line card could not be located in a slot where a diagnostic action was
requested

Recommended Action Ensure the targeted line card is properly seated in the specified slot.
If the line card is properly seated, ensure the correct slot was indicated in the command-line
interface. If the line card is well-seated and the correct slot was specified, copy the error
message exactly as it appears on the screen as well as the output of show tech-support and
paste the output into a separate file. Contact your technical support representative with the
gathered information

Error Message DI AGMGR- 5- NONHM_AS_HM The Test <[chars]> cannot be used as health nonitoring
t est

Explanation Non-HM test cannot be scheduled to run as a Health Monitoring test

Recommended Action No action is required.

DIAGMGR-6

Error Message DI AGMGR- 6- BOOTUP_DI AG_OK: Modul e <[ dec] >: Passed Online Di agnostics



Explanation The diagnostic tests did not detect any error on the card.

Recommended Action This is an informational message stating that the line card passed
the diagnostic tests.

Error Message DI AGMGR- 6- BOOTUP_TEST_STARTED: Mbdul e <[dec]>: Running [chars] Di agnostics
Explanation Starting bootup testing for above module

Recommended Action No action is required.

DIAG PORT LB Messages

This section contains the DIAG_PORT_LB messages.

DIAG_PORT LB-2

Error Message DI AG PORT_LB-2- FI PS_RANDOM ERROR. Random Nunber Generation Failure

Explanation Random Number genration failed in FIPS module

Recommended Action No action is required.

Error Message DI AG PORT_LB-2- L2ACLREDI RECT_LOOPBACK_TEST_FAI L: Mbdul e: [ dec]
Test: L2ACLRedi rect Loopback failed [dec] consecutive tines. Faulty nodul e:[chars] [chars]
Error:[chars]

Explanation L2ACLRedirect Loopback test failed on the module consecutively

Recommended Action No action is required.

Error Message DI AG PORT_LB-2-LCM RESP_SEND FAI LURE: LC Inserted request response send to
Mbdul e Manager failed . Error:[chars]

Explanation Failed to send the response for LC insertion to Module Manager.

Recommended Action No action is required.

Error Message DI AG PORT_LB-2-LIF_GET_ERROR [chars]([dec]) [chars] Error:[chars]

Explanation Port Loopback test process failed to get Diagnostic LIF id



Recommended Action No action is required.

Error Message DI AG PORT_LB-2- MALLOC FAI LURE: [chars]([dec]) Menory allocation fail ed.

Explanation Port Loopback test process could not allocate memory

Recommended Action No action is required.

Error Message DI AG_PORT_LB- 2- PORTLOOPBACK_TEST_FAI L: Mdul e: [dec] Test: Port Loopback fail ed
[dec] consecutive times. Faulty nodul e:[chars] [chars] Error:[chars]

Explanation PortLoopback test failed on the module consecutively

Recommended Action No action is required.

Error Message DI AG PORT_LB-2-PROC | NI T_FAILURE: [chars]([dec]) [chars] Error:[chars]

Explanation Port Loopback test process failed in process initialization

Recommended Action No action is required.

Error Message DI AG PORT_LB-2- REWRI TE_ENG NE_LOOPBACK_TEST_FAI L: Mbdul e: [ dec]
Test: Rew it eEngi ne Loopback failed [dec] consecutive tines. Faulty mnodul e:[chars] [chars]
Error:[chars]

Explanation Rewrite Engine Loopback test failed on the module consecutively

Recommended Action No action is required.

Error Message DI AG_PORT_LB- 2- SNAKE_TEST_LOOPBACK_TEST_FAI L: Mdul e: [ dec] Test: SnakeLoopback
failed [dec] consecutive times. Faulty nmodul e:[chars] affected ports:[chars] Error:[chars]

Explanation Snake test failed on the module consecutively

Recommended Action No action is required.

DIAG_PORT_LB-3

Error Message D AG PORT_LB- 3- DI AG FWD_PATH_SETUP_FAI LURE: [chars]. Modul e: [ dec]
Error:[chars].



Explanation Forwarding path setup for port loopback tests failed

Recommended Action No action is required.

Error Message DI AG_PORT_LB- 3- DI AG_PKT_SEND_FAI LURE: [chars]([dec]) [chars]. Error:[chars]

Explanation Port Loopback test process failed to send loopback packets.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-FSM LI B ERROR [chars]([dec]) [chars]. Error:[chars]

Explanation Port Loopback test process failed in MTS API.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-GET_DI AG BD FAIL: [chars]([dec]) Failed to get the BD for Diag
VLAN: [dec]. Error:[chars].

Explanation Failed to get the BD corresponding to the Diag VLAN

Recommended Action No action is required.

Error Message DI AG_PORT_LB- 3-1 FI NDEX_LI B_FAI LURE: [chars]([dec]) [chars] [chars]:[hex]
[chars] [chars]

Explanation Port Loopback test process failed in if_index library API

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-1 NVALI D TEST_REQUEST: [chars]([dec]) [chars]:[dec]

Explanation Port Loopback test process failed to get test request info.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-1NVALI D TEST_RUN: [chars]([dec]) [chars]:[dec]

Explanation Port Loopback test process failed to get the current test run information



Recommended Action No action is required.

Error Message DI AG PORT_LB-3-PDB_LIB API_ERROR Failed to [chars]. Error:[dec].

Explanation The port loopback test was not able to get chassis info

Recommended Action No action is required.

Error Message DI AG_PORT_LB-3-PI XM LI B_ERROR [chars]([dec]) Failed to convert [chars]:[hex]
to [chars]. Error:[chars]

Explanation Port Loopback test process failed to convert port ifindex <-> port index.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-PORT_CLIENT_LI B_ERROR [chars]([dec]) [chars]. Error:[chars]

Explanation Port Loopback test process failed in Port Client API.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3- RESULT_ADD FAI LURE: [chars]([dec]) [chars]:[dec]

Explanation Port Loopback test process failed to add the port test result

Recommended Action No action is required.

Error Message DI AG_PORT_LB- 3- RESULT_SEND_FAI LURE: [chars]([dec]) [chars]

Explanation Port Loopback test process failed to send the test results

Recommended Action No action is required.

Error Message DI AG PORT_LB- 3- RW ENG NE_LOOPBACK_TEST_SPI NE_PATH FAI L: Mbdul e: [ dec]
Test: Rew it eEngi ne Loopback Spine path:[dec] failed [dec] consecutive tines. Error:[chars]

Explanation Rewrite Engine Loopback test failed on the spine path consecutively

Recommended Action No action is required.



Error Message DI AG PORT_LB- 3- SOCKET_ERROR [chars] ([dec]) [chars] Error:[chars]

Explanation Port Loopback test process failed in socket operations

Recommended Action No action is required.

Error Message DI AG PORT_LB-3- STATS_LI B_ERROR [chars] ([dec]) [chars]:[dec]

Explanation Port Loopback test process failed in stats infra lib API.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-TEST_RES_SEND FAIL: Failed to send [chars] test results back to
Di agnostics Infrastucture. Error:[chars].

Explanation The port loopback test was not able to send the test results

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-TIMER LI B_ERROR: [chars] ([dec]) [chars]

Explanation Port Loopback test process timer handling failure.

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-VLAN_ERROR [chars] ([dec]) [chars] Error:[chars]

Explanation Port Loopback test process failed to get Diagnostic VLAN info

Recommended Action No action is required.

Error Message DI AG PORT_LB-3-VQ _GET_FAIL: Failed to get the Diag VQ from XBM Error:[chars]

Explanation Rewrite Engine Loopback test failed to get the Diag VQi from XBAR Mgr

Recommended Action No action is required.

Error Message DI AG_PORT_LB- 3- XBM CFG REQ FAI L: Failed to conigure the XBAR mask while running
the RewriteEngi neLoopback test. Error:[chars]. Mdul e:[dec] could have gone offline



Explanation Rewrite Engine Loopback test failed to set the XBAR mask while running the
test. The target module could have gone offline

Recommended Action No action is required.

DIAG_PORT LB-4

Error Message DI AG PORT_LB-4-MIS_LIB_ERROR [chars]([dec]) [chars]. Warning:[chars]

Explanation Port Loopback test process failed in MTS API.

Recommended Action No action is required.

Error Message DI AG PORT_LB- 4- PORT_CFG REQ SEND: [chars]([dec]) Failed to send request to
configure port ifindex:[dec] for port |oopback test

Explanation Failed to configure/restore the port to do/cleanup port loopback testing

Recommended Action No action is required.

DIAG_PORT LB-5

Error Message DI AG PORT_LB-5-Di AG PORT_LB_DI SABLED: DI AG PORT_LB Di sabl ed
Explanation DIAG_PORT_LB Service Disabled
Recommended Action No action is required.

Error Message DI AG PORT_LB-5-DI AG PORT_LB_ENABLED: DI AG PORT_LB Enabl ed
Explanation DIAG_PORT_LB Service nabled

Recommended Action No action is required.

DPVM Messages

This section contains the DPVM messages.

DPVM-2

Error Message DPVM 2-ALLOC_FAILED: Menory allocation failed for size:[dec] for [chars]



Explanation Memory allocation failed for size [dec] for [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message DPVM 2- DPVM DUPL_REJECT: [chars]
Explanation Rejected duplicate pwwn query

Recommended Action Dpvm overwrite-duplicate-pwwn

DPVM-3

Error Message DPVM 3-DB _ERR [ chars]

Explanation An error occured during an DPVM database operation. [chars] indicates the
reason for the error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message DPVM 3- DDAS_MODE_| NVALI D: [ char s]
Explanation DDAS mode Invalid. [chars]
Recommended Action Flip DDAS mode

Error Message DPVM 3-1NIT_FAIL: [chars]

Explanation An error happened during DPVM Initialization. [chars] indicates the reason for
failure

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DPVM 3-MI'S_ERR [ chars]

Explanation An error occured in processing of an MTS message. [chars] indicates the error
that occured



Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message DPVM 3- PSS ERR [ chars]

Explanation An error occured during an DPVM PSS operation. [chars] indicates the PSS
operation that caused the error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

DPVM-4

Error Message DPVM 4- ACTI VATI ON_FAI L: [chars]

Explanation Activation of DPVM device mappings failed due to [chars]

Recommended Action Correct the error and reactivate database again

Error Message DPVM 4- FEATURE_DI SABLED: [ chars]

Explanation DPVM is unavailable and disabled now

Recommended Action No action is required.

DPVM-6

Error Message DPVM 6- FEATURE_ENABLED: [chars]

Explanation DPVM is available and enabled now

Recommended Action No action is required.

Error Message DPVM 6-1NFQ [chars]

Explanation An event happened that affects DPVM. [chars] indicates the event

Recommended Action No action is required.



DSTATS Messages

This section contains the DSTATS messages.

DSTATS-2

Error Message DSTATS-2-PSS_INIT_FAIL: pss initialization failed due to error: [hex]
Explanation Dstats process pss initialization failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

DSTATS-3

Error Message DSTATS-3- PSS_CREATE FAIL: pss create runtime database failed due to error:
[ hex]

Explanation Dstats process pss create runtime database failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS-3-PSS_DELETE FAIL: pss delete runtime entry key:[hex] failed due to
error: [hex]

Explanation Dstats process pss delete runtime entry key [hex] failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS-3-PSS_MAX_KEY_FAIL: pss set runtime max key failed due to error: [hex]
Explanation Dstats process pss set runtime max key failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS-3-PSS_MAX_VALUE FAIL: pss set runtime max value failed due to error:
[ hex]

Explanation Dstats process pss set runtime max value failure due to error [hex].



Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS- 3- PSS_OPEN_FAI L: pss open runtine database failed due to error: [hex]
Explanation Dstats process pss open runtime database failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS- 3- PSS_RELOAD FAIL: pss reload runtinme database failed due to error:
[ hex]

Explanation Dstats process pss reload runtime database failure due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS- 3- PSS_SNAPSHOT_DEBUG FAI L: pss snapshot runtime debug to uri:[chars]

failed due to error: [hex]

Explanation Dstats process pss snapshot of runtime debug to uri [string] failed due to error
[hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS- 3- PSS_SNAPSHOT_FAI L: pss snapshot runtime to uri:[chars] failed due to

error: [hex]
Explanation Dstats process pss snapshot of runtime to uri [string] failed due to error [hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.

Error Message DSTATS- 3- PSS_STORE_FAIL: pss store runtinme entry key:[hex] val:[hex] failed due

to error: [hex]

Explanation Dstats process pss store runtime entry key [hex] value [hex] failure due to error
[hex].

Recommended Action Collect more information using command 'show flash'. See pss
system error codes for reason.



DT HELPER Messages

This section contains the DT_HELPER messages.

DT _HELPER-2

Error Message DT_HELPER-2- MALLOC FAI LURE: Merory al |l ocation failed
Explanation GOLD Test Helper process could not allocate memory

Recommended Action No action is required.

ECHAT Messages

This section contains the ECHAT messages.

ECHAT-2

Error Message ECHAT-2- ECHAT_STATUS: TEST: [chars].

Explanation ECHAT status is reported as [chars].

Recommended Action No action is required.

ECHAT-3

Error Message ECHAT-3- ECHAT_I NVALI D_ADV: Received an invalid advertisenment from Jabber |ID:
[chars].

Explanation Received an invalid advertisement

Recommended Action No action is required.

Error Message ECHAT- 3- ECHAT_I NVALI D_SUMM POLI CY: Received and invalid summarization policy.

Explanation Summarization policy is invalid

Recommended Action No action is required.

ECHAT-5

Error Message ECHAT-5- ECHAT_CE_OFFLI NE: Jabber 1D [chars] has gone of fline.



Explanation Received presence information
Recommended Action No action is required.
Error Message ECHAT-5- ECHAT_CE_ONLI NE: Jabber 1D [chars] has cone online.
Explanation Received presence information
Recommended Action No action is required.
Error Message ECHAT-5- ECHAT_CHANGED SUMM POLI CY: Summari zation policy has been changed.
Explanation Summarization policy has been changed
Recommended Action No action is required.

Error Message ECHAT- 5- ECHAT_SEQUENCE_SYNC: Received a sequence nunber out of sync from Jabber
ID: [chars].

Explanation Received an out of sync sequence number

Recommended Action No action is required.

ECHAT-6

Error Message ECHAT- 6- ECHAT_TOPO_CHANGE: Topol ogy change caused by advertisenment from Jabber
ID: [chars].

Explanation Graph topology has been changed

Recommended Action No action is required.

ELTMC Messages

This section contains the ELTMC messages.

ELTMC-SLOT#-2

Error Message ELTMC SLOT#- 2- ELTMC_GENERI C_DEBUG [ char s]

Explanation Logging some generic debugging info



Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_| NTERFACE_| NTERNAL_ERRCR: Internal error: [chars]:[chars],
col l ect output of show tech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

Error Message ELTMC- SLOT#-2- ELTMC_ | NTERNAL_ERROR: Internal error: [chars], collect output of
show t ech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_I NTF_NOT_FOUND: Interface [chars] not found in ELTM
dat abase [ char s]

Explanation ELTM database doesn't have the interface.

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_I NTF_NOT_SUPP: | nterface [chars] not supported by ELTM
[ chars]

Explanation ELTM doesn't support the interface for the specified operation

Recommended Action No action is required.

Error Message ELTMC- SLOT#-2-ELTMC_INTF_TO LTL: Failed to get LTL for interface [chars] return
status [chars]

Explanation ELTM Failed to get LTL for interface. Packets received on this interface might
not be handled correctly by the forwarding engine

Recommended Action No action is required.

Error Message ELTMC- SLOT#-2- ELTMC_ I NTF_TO SLOT: Failed to get slot for interface [chars]
return status [chars]

Explanation ELTM Failed to get Slot for interface. Port-channels and L2 Learning might be



effected

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_L2_LI F_ALLOC FAIL_INTF: Failed to allocate L2 LIF entries
in forwardi ng engine for interfac [chars]

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. This will effect
Layer 2 and Layer 3 forwarding for the interface

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_L2_LI F_ALLOC FAIL_VDC: Failed to allocate L2 LIF entries in
f orwar di ng engi ne

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. This will effect
Layer 2 and Layer 3 forwarding in this VDC

Recommended Action No action is required.

Error Message ELTMC- SLOT#-2-ELTMC L2_LIF_REALLOC FAIL_INTF: Failed to realloc L2 LIF entries
in forwardi ng engine for interface [chars]

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. This will effect
Layer 2 and Layer 3 forwarding for the interface. ISSU failed for certain interfaces

Recommended Action No action is required.

Error Message ELTMC- SLOT#-2- ELTMC L3_| NGRESS_LI F_ALLOC FAIL_INTF: Failed to allocate L3
Ingress LIF entries in forwarding engine for interfac [chars]

Explanation ELTM Failed to allocate L3 Ingress LIF entries in forwarding engine. This will
effect Layer 3 forwarding for the interface

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_LDB_REALLOC FAIL: Failed to realloc LDB in forwarding
engine for interface [chars] for non-XL linecard

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. ISSU failed for this
VDC. Shutdown the interfaces



Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_LTL_| SSUE_EXT_COMP: Critical LTL clean-up issue (either
ETHPM PI XM [ chars]

Explanation LTL didnt get cleaned-up either bcos of ETHPM not sending DELETE or PIXM
issuing a duplicate LTL

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_NONXL_LDB_REALLOC FAIL: Failed to realloc LDB in forwarding
engine for certain interfaces for non-XL |inecard

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. ISSU failed for this
VDC. Shutdown the interfaces

Recommended Action No action is required.

Error Message ELTMC- SLOT#-2- ELTMC_RSVD VLAN: Failed to get the reserved vlans. Failed with
error [chars]

Explanation ELTM Failed to get the reserved vlan's. This will effect multicast forwarding on
SVI interfaces

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_VDC LI F_REALLOC _FAI L: Failed to realloc LDB in forwarding
engine for vdc [dec]. Reload VDC after config reduction

Explanation ELTM Failed to allocate L2 LIF entries in forwarding engine. ISSU failed for this
VDC. Remove the interfaces and then reload VDC

Recommended Action No action is required.

Error Message ELTMC- SLOT#- 2- ELTMC_VLAN_| NTERNAL_ERROR: I nternal error: VLAN [dec]:[chars],
col l ect output of show tech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

ELTM Messages




This section contains the ELTM messages.

ELTM-2

Error Message ELTM 2-1 NTERFACE_| NTERNAL_ERROR Internal error: [chars]:[chars], collect
out put of show tech-support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

Error Message ELTM 2-1NTERNAL_ERROR Internal error: [chars], collect output of show tech-
support eltm

Explanation ELTM hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

Error Message ELTM 2-1NTF_NOT_FOUND: Interface [chars] not found in ELTM dat abase [chars]

Explanation ELTM database doesn't have the interface.

Recommended Action No action is required.

Error Message ELTM 2-1NTF_NOT_SUPP: Interface [chars] not supported by ELTM [chars]

Explanation ELTM doesn't support the interface for the specified operation

Recommended Action No action is required.

Error Message ELTM 2-INTF_TO LTL: Failed to get LTL for interface [chars] return status
[ chars]

Explanation ELTM Failed to get LTL for interface. Packets received on this interface might
not be handled correctly by the forwarding engine

Recommended Action No action is required.

Error Message ELTM 2-Q NQ TRANSI T_ENABLE: ELTM Failed to set/reset ging_transit_enable

Explanation ELTM Failed to set/reset gqing_transit_enable



Recommended Action No action is required.

ELTM-3

Error Message ELTM 3- OTV_FEATURE_FAIL: Feature OTV failed : [chars]
Explanation Error in ELTM while handling feature OTV request from OIM

Recommended Action No action is required.

ELTM-5

Error Message ELTM 5-EXT_COW_ERR [chars] conponent error [chars]

Explanation Recently applied Multicast config on the interface was unsuccessful, so
reverting to the old state (before config)

Recommended Action No action is required.

ELTM-6

Error Message ELTM 6-SVI_LI F_NOT_PRESENT: [chars]:[chars], collect output of show tech-
support eltmvlan/interface-vlan

Explanation Mismatch between SVI and vlan-mgr.

Recommended Action No action is required.

EOU Messages

This section contains the EOU messages.

EOQOU-2

Error Message EOU 2- PBACL_APPLI CATI ON_FAI LURE: [chars] of host [chars] to/from pbacl group
[chars] failed. Error : [chars]

Explanation Failure of host addition/deletion to/from pbacl group

Recommended Action Please verify the addition/deletion of the host using the cli "show
object-group”. If it was a delete request that failed, manual deletion of the host from the group
is recommended



EOU-5

Error Message EOU 5-L2NAC DI SABLED: EQU Di sabl ed

Explanation Service EOU Disabled

Recommended Action No action is required.

Error Message EOU 5-L2NAC ENABLED: EQU Enabl ed

Explanation Service EOU enabled

Recommended Action No action is required.

EOQOU-6

Error Message EOU 6-AAA DOMN: Default Policy ip: [chars]:retained

Explanation Policy retained

Recommended Action No action is required.

Error Message EOU 6- AUTHTYPE: Authtype: ip: [chars] Authtype:[chars]

Explanation Authentication type

Recommended Action No action is required.

Error Message EOU 6-BAD PKT: Bad Packet: ip: [chars] Wiy: [chars]

Explanation Bad Packet because of reason specified

Recommended Action No action is required.

Error Message EQU- 6- CTA: CTA: ip: [chars] status(detected/not detected): [chars]

Explanation CTA detected or not

Recommended Action No action is required.

Error Message EOU 6-1DENTI TY_MATCH Identity Match: ip: [chars] Policy: [chars]



Explanation Identity Matched or not

Recommended Action No action is required.

Error Message EOQU 6- PBACL_APPLI CATI ON_STATUS: [chars] of host [chars] to/from pbacl group
[ chars] succeeded

Explanation Status of host addition/deletion to pbacl group

Recommended Action No action is required.

Error Message EQU-6-POLICY: Policy on ip: [chars]: [chars]: [chars]

Explanation Policy applied

Recommended Action No action is required.

Error Message EQU- 6- POSTURE: Posture:ip: [chars] Status: [chars], Interface: [chars]

Explanation Posture of host

Recommended Action No action is required.

Error Message EQU- 6- SESSI ON: Session ip: [chars] Action:[chars] , Interface: [chars]

Explanation Session detected

Recommended Action No action is required.

Error Message EOQU 6- SOCKET: Service eou on port: [dec]

Explanation Eou using above port

Recommended Action No action is required.

Error Message EOU 6-SQ EAP_MSG Status Query: ip: [chars] status: [chars]

Explanation Status query state

Recommended Action No action is required.



Error Message EQU- 6- UNKN_EVENT_ERR: Unknow Event Err: ip: [chars] Message: [chars]
Explanation Error due to unknown event
Recommended Action No action is required.

Error Message EQU- 6- VERSI ON_M SMATCH: Eou version mismatch ip: [chars] and version [dec]
Explanation Eou version mismatch

Recommended Action No action is required.

EOQU-7

Error Message EOU 7-EQU DI SABLED | NTF: eou di sabl ed on interface [chars]
Explanation Eou service disabled on interface
Recommended Action No action is required.

Error Message EOU 7- EQU ENABLED | NTF: eou enabl ed on interface [chars]
Explanation Eou service enabled on interface

Recommended Action No action is required.

EPP Messages

This section contains the EPP messages.
EPP-5

Error Message EPP-5-EPP_FAILURE: Interface [chars] EPP Failure

Explanation Trunk protocol failed

Recommended Action 'show epp internal event-history err' will indicate the errors
encountered

Error Message EPP-5-EPP_LOOPBACK: Interface [chars] is | ooped back to the same switch



Explanation The interface is looped back to another interface on the same switch

Recommended Action Check the connectivity of this interface and ensure that it is
connected to another switch

Error Message EPP-5- EPP_TRUNK_PROTOCOL_STATUS: epp trunk protocol is [chars] on switch
Explanation Epp trunk protocol enabled/disabled on the switch

Recommended Action No action is required.

ETH-PORT-SEC Messages

This section contains the ETH-PORT-SEC messages.

ETH-PORT-SEC-2

Error Message ETH PORT- SEC-2- ETH PORT_SEC ADDR_SEEN. MAC address al ready secured on peer-
switch. Please re-configure after VPC cones up, if this interface is supposed to be a VPC PO

Explanation Mac already secured on peer
Recommended Action No action is required.

Error Message ETH PORT- SEC-2- ETH_PORT_SEC M SCONFI G MAC Addresses present exceed the al | owed
nunber of MAC addresses on Port [chars]. Fix the inconsistency on this port.

Explanation MAC Addresses present exceed the allowed number of MAC addresses.
Recommended Action No action is required.

Error Message ETH PORT- SEC- 2- ETH_PORT_SEC REGVAC_ADD FAIL: Unable to add regmac [chars] for
<[chars], vlan [dec]> since it is already registered for <[chars], vlan [dec]>

Explanation Duplicate regmac detected
Recommended Action No action is required.

Error Message ETH PORT- SEC-2- ETH_PORT_SEC SECURI TY_VI OLATI ON: Triggered viol ation [chars] on
Port [chars]

Explanation Violation action triggered on port due to security violation.



Recommended Action No action is required.

ETH-PORT-SEC-3

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC_CONFI G MAC_FAI LED: Failed to configure MAGCs

Explanation Failed to configure MACs

Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC_| NVALI D_VLAN: I nvalid VLAN configuration

Explanation Invalid VLAN configuration

Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC PKTSENDFAI L: Failed to send packet, - [chars]

Explanation Failed to send packet. [char] identifies the reason.

Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC _SECURI TY_VI OLATI ON_ANOTHER_PORT: Host [chars] bound
to Port [chars] in Vlan [dec] is trying to access Port [chars] in Vlan [dec]

Explanation Moved the port to violation state due to a mac address seen on one port being
seen on another

Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC_SECURI TY_VI OLATI ON_MAX_MAC_VLAN: Port [chars] moved
to [chars] state as host [chars] is trying to access the port in vlan [dec]

Explanation Moved the port to violation state due to exceeding address count

Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH PORT_SEC UNABLE_TO DI SABLE: Unabl e to disable eth_port_sec
[chars].

Explanation Unable to disable eth_port_sec Service



Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC _UNABLE_TO ENABLE: Unabl e to enable eth_port_sec
[chars].

Explanation Unable to enable eth_port_sec Service

Recommended Action No action is required.

Error Message ETH PORT- SEC- 3- ETH_PORT_SEC_VI OL_UPDATE_FAI LED: Failed to update viol ation node

Explanation Failed to update violation mode

Recommended Action No action is required.

ETH-PORT-SEC-5

Error Message ETH PORT- SEC- 5- ETH_PORT_SEC_AGE_TI ME_EXPI RY: Age Tine expired for host [chars]
in VLAN [dec] in port [chars]

Explanation Age time expired for host

Recommended Action No action is required.

Error Message ETH PORT- SEC- 5- ETH_PORT_SEC DI SABLED: et h_port_sec Di sabl ed on if_index: [ hex]

Explanation Eth_port_sec Service Disabled

Recommended Action No action is required.

Error Message ETH PORT- SEC-5- ETH_PORT_SEC DYNAM C_MAC_ADDRESS_CLEARED: Dynami ¢ MAC addr esses
for port [chars] cleared

Explanation Dynamic MAC address for port cleared

Recommended Action No action is required.

Error Message ETH PORT- SEC- 5- ETH_PORT_SEC _ENABLED: et h_port_sec Enabl ed on if_i ndex: [ hex]

Explanation Eth_port_sec Service Enabled



Recommended Action No action is required.

Error Message ETH PORT- SEC- 5- ETH_PORT_SEC_HOST_ADDI TI ON: A new Host [chars] |earnt on Port

[chars] in MVl an [dec]
Explanation A new host is learnt on a port
Recommended Action No action is required.

Error Message ETH PORT- SEC- 5- ETH_PORT_SEC_HOST_DELETI ON: Host [chars] bound to secure port
[chars] in Vlan [dec] has been renpved

Explanation A host has been removed
Recommended Action No action is required.

Error Message ETH PORT- SEC- 5- ETH PORT_SEC I NI TFAIL: Eth Port Security Initialization failed:

[ chars]
Explanation Eth Port Security Initialization failed.[chars] explains the reason for the failure.
Recommended Action No action is required.

Error Message ETH PORT- SEC- 5- ETH_PORT_SEC _MAX_LI M T_EXCEED: WMax Addr per port config cannot
be accepted as it will violate the System Max linit. [chars]

Explanation System wide Max Limit Exceeds

Recommended Action No action is required.

ETHPORT Messages

This section contains the ETHPORT messages.

ETHPORT-2

Error Message ETHPORT-2-1F_CRI TI CAL_FAI LURE: (Debug syslog)Critical failure: [chars], [chars]

Explanation There was a critical failure in the component.

Recommended Action Please follow instructions on the syslog.



Error Message ETHPORT- 2- | F_DOWN_ERRCR DI SABLED: Interface [chars] is down (Error disabled.
Reason: [ chars])

Explanation The interface encountered an error while configuring it

Recommended Action Collect more information about failed interface using command 'show
port internal all interface [char]'. In most cases, you can recover using a 'shutdown’ followed a
'no shutdown' on the interface or removing and re-inserting the fibre optic cable.

Error Message ETHPORT-2-1F_ERROR SHUT_LAN NO DCX: Shutting lan on interface [chars] that
doesn't connect to a DCBX capabl e adaptor.

Explanation Shutting lan on interface that doesn't connect to a DCBX capable adaptor.

Recommended Action No action is required.

Error Message ETHPORT- 2- SEQ TI MEQUT: Conponent [chars] timed out on response to opcode
[chars] ([chars])

Explanation Some component did not respond to a request in stipulated time.

Recommended Action None

Error Message ETHPORT-2-SYSLOG ETHPM CRITICAL: Critical failure: [chars]

Explanation There was a critical failure in the component.

Recommended Action Please collect system tech-support

ETHPORT-3

Error Message ETHPORT- 3- | F_DOAN_CHANNEL_ERR DI SABLED: Interface [chars] is down (Channel
error di sabl ed)

Explanation This interface belongs to a PortChannel and the PortChannel is error disabled

Recommended Action Perform 'shut' and 'no shutdown' on the PortChannel interface that it
belongs to

Error Message ETHPORT- 3- | F_ERROR_VLANS_REMOVED: VLANs [chars] on Interface [chars] are
renoved from suspended state.



Explanation The VLANS on an interface are being removed from the suspended state

Recommended Action No action is required.

Error Message ETHPORT- 3- | F_ERROR_VLANS_SUSPENDED: VLANs [chars] on Interface [chars] are

bei ng suspended. (Reason: [chars])

Explanation The VLANSs on an interface are being suspended due to some protocol action

Recommended Action No action is required.
Error Message ETHPORT-3-1F_SFP_ALARM Interface [chars], [chars]
Explanation There was an alarm on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message ETHPORT-3-1F_SFP_ERROR Interface [chars], [chars]
Explanation There was an error on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message ETHPORT- 3- | F_UNSUPPORTED_TRANSCEI VER: Transcei ver on interface [chars] is not
supported

Explanation The transceiver for the interface specified in the error message is not a Cisco
supported module

Recommended Action Replace the module with a compatible transceiver. If the transceiver
was purchased from Cisco, please contact Cisco TAC to get the transceiver replaced

Error Message ETHPORT-3-1F_XCVR ALARM Interface [chars], [chars]
Explanation There was an alarm on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message ETHPORT-3-1F_XCVR ERROR Interface [chars], [chars]



Explanation There was an error on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

ETHPORT-4

Error Message ETHPORT- 4- 1 F_NON_QUALI FI ED_TRANSCEI VER: Non-qualified transceiver on interface
[chars] was detected

Explanation The transceiver for the interface specified has not been qualified on this
platform for this software release

Recommended Action Replace the module with a supported transceiver. Contact Cisco
TAC to get platform transceiver qualification details

Error Message ETHPORT-4-1F_SFP_WARNING Interface [chars], [chars]
Explanation There was an warning on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message ETHPORT-4-1F_XCVR WARNING Interface [chars], [chars]
Explanation There was an warning on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message ETHPORT-4-1NVALI D_MACADDR: Interface [chars] rejected | Pv6-enbedded mac [chars]
config

Explanation The IPv6 derived mac-address is an invalid one.

Recommended Action No action is required.

ETHPORT-5

Error Message ETHPORT-5-1F_ADM N_UP: Interface [chars] is adnin up [chars]

Explanation Interface is admin up



Recommended Action No action is required.

Error Message ETHPORT-5-1F_BANDW DTH CHANGE: I nterface [chars], bandwi dth changed to [chars]
Kbi t

Explanation Bandwidth of the interface (port channel) has changed and this change is
updated

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_ADM N_DOWN: Interface [chars] is down (Adninistratively down)

Explanation Interface has been configured to be administratively down

Recommended Action Perform 'no shutdown'

Error Message ETHPORT-5-1F_DOAN_CFG CHANGE: Interface [chars] is down(Config change)

Explanation FCIP interface temporarily down due to reconfiguration

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_CHANNEL_ADM N_DOAN: I nterface [chars] is down (Channel adnin
down)

Explanation This interface belongs to a PortChannel and the PortChannel is configured to be
administratively down

Recommended Action Perform 'no shutdown' on the PortChannel interface that it belongs to

Error Message ETHPORT-5-1F_DOAN_CHANNEL_MEMBERSHI P_UPDATE | N_PROGRESS: Interface [chars] is
down (Channel menbership update in progress)

Explanation The interface belongs to a PortChannel and a configuration is being attempted
on the interface while there is a configuration in progress on the PortChannel

Recommended Action Retry the configuration again

Error Message ETHPORT-5-1F_DOAN_DOVAI N_ADDR_ASSI GN_FAI LURE_I SOLATION: Interface [chars] is
down (Isolation due to domain id assignment failure)

Explanation Isolated due to a failure while assigning a domain



Recommended Action No action is required.

Error Message ETHPORT- 5- | F_DOAN_DOVAI N_| NVALI D_RCF_RECEI VED: Interface [chars] is down
(I'solation due to invalid fabric reconfiguration)

Explanation Invalid RCF received

Recommended Action No action is required.

Error Message ETHPORT- 5- | F_DOAN_DOVAI N_MANAGER DI SABLED: Interface [chars] is down (lsolation
due to domai n manager di sabl ed)

Explanation Isolated due to domain manager being disabled

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_DOVAI N_MAX_RETRANSM SSI ON_FAI LURE: Interface [chars] is down
(I'solation due to domai n manager other side not respondi ng)

Explanation Remote end domain manager not responding

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_DOVAI N_OTHER S| DE_EPORT_| SOLATED: Interface [chars] is down
(I'solation due to donain other side eport isolated)

Explanation Isolating this interface due to the remote end being isolated

Recommended Action No action is required.

Error Message ETHPORT- 5- | F_DOAN_DOVAI N_OVERLAP_| SOLATI ON: Interface [chars] is down
(I'solation due to donmain overl ap)

Explanation Isolated due to domain overlap

Recommended Action No action is required.

Error Message ETHPORT- 5- 1 F_DOWN_ELP_FAI LURE_| SOLATION: Interface [chars] is down (lsolation
due to ELP failure)

Explanation ELP failed on the interface



Recommended Action Check the output of 'show port internal info' in the 'ELP failure
reason' field

Error Message ETHPORT-5-1 F_DOWN_EPP_FAI LURE: Interface [chars] is down (Error Disabled - EPP
Fai |l ure)

Explanation Trunk protocol failed

Recommended Action 'show port internal event-history msgs' will indicate the trunk protocol
exchanges to determine why it failed

Error Message ETHPORT- 5- 1 F_DOWN_ESC_FAI LURE_| SOLATION: Interface [chars] is down (lsolation
due to ESC failure)

Explanation ESC failed on the interface

Recommended Action Check the output of 'show port internal event-history' to determine
the ESC protocol exchanges to determine how it failed

Error Message ETHPORT-5-1F_DOAM ETH | F_DOWN: I nterface [chars] is down(Tunnel port src
interface down)

Explanation Ethernet link to which the FCIP interface is bound is down

Recommended Action Ensure that the ethernet cable is connected, the interface is
administratively enabled

Error Message ETHPORT-5-1F_DOAM _ETH LI NK_DOM: Interface [chars] is down(Tunnel port src
interface |ink down)

Explanation Ethernet link to which the FCIP interface is bound is down

Recommended Action Ensure that the ethernet cable is connected and the remote end is
also active

Error Message ETHPORT- 5- 1 F_DOWN_FCOT_NOT_PRESENT: Interface [chars] is down (FCOT not
present)

Explanation The FCOT has been removed

Recommended Action Insert an FCOT



Error Message ETHPORT- 5- | F_DOWN_FCOT_VENDCOR_NOT_SUPPORTED: Interface [chars] is down (Error
di sabl ed - Fcot vendor not supported)

Explanation Fcot inserted is not a supported one

Recommended Action Please contact customer support for a list of authorized transceiver
vendors

Error Message ETHPORT-5-1F_DOAN_HW FAI LURE: Interface [chars] is down (Hardware Fail ure)

Explanation The module's hardware has failed

Recommended Action Collect more information about failed module using command 'show
module internal all module'

Error Message ETHPORT-5-1F_DOWN | NACTI VE: Interface [chars] is down (Inactive)

Explanation The port VSAN has been suspended or deleted

Recommended Action Assign a new active port VSAN to the interface

Error Message ETHPORT- 5- | F_DOAN_| NCOVPATI BLE_ADM N_MODE: Interface [chars] is down (Error
di sabl ed - I nconpatible adm n port node)

Explanation The configured mode is not supported on this interface

Recommended Action Perform a 'show port internal info' to determine the list of modes
supported on this interface

Error Message ETHPORT- 5- | F_DOWN_| NCOVPATI BLE_ADM N_RXBBCREDI T: Interface [chars] is down
(Error disabled - Inconpatible admn port rxbbcredit)

Explanation The configured receive B2B credit size is not supported

Recommended Action Get the allowed receive B2B credit size from 'show port internal info'

Error Message ETHPORT- 5- | F_DOWN_| NCOVPATI BLE_ADM N_RXBUFSI ZE: | nterface [chars] is down
(Error disabled - Inconpatible admn port rxbufsize)

Explanation The configured receive buffer size is not supported

Recommended Action Get the allowed receive buffer size from 'show port internal info'



Error Message ETHPORT- 5- | F_DOWN_| NCOMPATI BLE_ADM N_SPEED: Interface [chars] is down (Error
di sabl ed - | nconpatible adm n port speed)

Explanation The configured speed is not supported on this interface

Recommended Action Perform a 'show port internal info' to determine the range of speed
supported on this interface

Error Message ETHPORT-5-1F _DOMN I NITIALIZING Interface [chars] is down (Initializing)

Explanation The interface is in the process of coming up

Recommended Action If the interface is stuck in this state for a while, check the output of
'show port internal event-history' to determine what it is waiting for

Error Message ETHPORT-5-1F_DOAN | NTERFACE_REMOVED: Interface [chars] is down (Interface
r enoved)

Explanation Interface removed

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAMN LI NK_FAI LURE: Interface [chars] is down (Link failure)

Explanation The physical link has gone down

Recommended Action Ensure that the cable is connected and the remote end is not shut
down

Error Message ETHPORT- 5- | F_DOWN_LOCOPBACK_DI AG_FAI LURE: Interface [chars] is down (Diag
failure)

Explanation Diag failed on the interface

Recommended Action Collect more information about failed interface using command
‘attach module' to connect to module

Error Message ETHPORT- 5- | F_DOWN_LOOPBACK | SOLATION: Interface [chars] is down (Isolation due
to port | oopback to sane switch)

Explanation The interface is looped back to another interface on the same switch



Recommended Action Check the connectivity of this interface and ensure that it is
connected to another switch

Error Message ETHPORT-5-1F_DOAN_MODULE_REMOVED: Interface [chars] is down (nodul e renoved)

Explanation Interface is down because the module was removed

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_NONE: Interface [chars] is down ([chars])

Explanation Interface is down with a possible reason.

Recommended Action Collect more information about port using command 'show port
internal info/event-history' to determine why it went down

Error Message ETHPORT- 5- | F_DOWN_NON_PARTI CI PATING Interface [chars] is down (Non
partici pating)

Explanation The loop port has been put into non participating mode

Recommended Action No action is required.

Error Message ETHPORT-5-1F _DOAN_OFFLINE: Interface [chars] is down (Offline)

Explanation The interface has been placed into the offline state

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_PARENT_ADM N_DOWN: Interface [chars] is down (Parent
interface down)

Explanation Parent interface is down

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_PARENT_DOWKN: Interface [chars] is down (Parent interface is
down)

Explanation The physical link on the parent interface has gone down



Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_PEER CLOSE: Interface [chars] is down(TCP conn. closed by
peer)

Explanation The FCIP peer connected to this interface closed the TCP connection

Recommended Action This command will provide the peer IP address of this FCIP
interface: show interface. Check to see why the peer closed the TCP connection

Error Message ETHPORT-5-1F_DOAWN_PEER RESET: Interface [chars] is down(TCP conn. reset by
peer)

Explanation TCP connection to the FCIP peer got reset

Recommended Action The following commands will provide the IP address of the peer and
the route used connect to this FCIP peer: show interface, show ip route. Check to see why the
peer reset the TCP connection

Error Message ETHPORT- 5- | F_DOWN_PORT_CHANNEL_MEMBERS_DOWN: Interface [chars] is down (No

oper ati onal nenbers)

Explanation This is a PortChannel interface and all its members are operationally down

Recommended Action Enable at least one of the PortChannel's members

Error Message ETHPORT- 5- | F_DOAN_PORT_VSAN_M SMATCH_| SOLATION: I nterface [chars] is down
(I'solation due to port vsan m smatch)

Explanation Isolated due to a mismatch in the configured port VSAN of the local and remote
ends

Recommended Action Configure the port VSAN of the local and remote interfaces to be the
same and perform a 'shutdown' and a 'no shutdown'

Error Message ETHPORT- 5- 1 F_DOMN_RCF_I N_PROCRESS: Interface [chars] is down (RCF in progress)

Explanation There is an RCF in progress

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_SOFTWARE FAI LURE: Interface [chars] is down (Port software



failure)

Explanation The software servicing the data path on the port has failed

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_SRC MOD NOT_ONLINE: Interface [chars] is down(Tunnel source
nodul e not online)

Explanation Module that has the tunnel source port of this FCIP interface is not fully online

Recommended Action The module that has the tunnel src port is coming online. Please use
show mod to find module status

Error Message ETHPORT-5-1F_DOAN_SRC PORT_NOT_BOUND: Interface [chars] is down (Tunnel port
src interface unbound)

Explanation Tunnel port source interface unbound

Recommended Action No action is required.

Error Message ETHPORT-5-1F_DOAN_SRC PORT_REMOVED: Interface [chars] is down(Tunnel src port
r enoved)

Explanation Tunnel source port of this FCIP interface has been removed

Recommended Action The src interface with ip address that matches the ip address of the
bound entity is removed. This happens normally due to the module on which the src interface
exists is removed

Error Message ETHPORT- 5- | F_DOWN_SUSPENDED_BY_MODE: Interface [chars] is down (Suspended due
to inconpati bl e node)

Explanation This interface belongs to a PortChannel and operational mode of the interface is
different from that of the PortChannel

Recommended Action Change the mode and the trunking mode of the PortChannel from
‘auto’ and check to ensure that the remote end of the interface also belongs to the same
PortChannel

Error Message ETHPORT- 5- | F_DOWN_SUSPENDED_BY_SPEED: Interface [chars] is down (Suspended due
to inconpati bl e speed)



Explanation This interface belongs to a PortChannel and operational speedode of the
interface is different from that of the PortChannel

Recommended Action Change the speed of the PortChannel from 'auto’ and check to
ensure that the remote end of the interface also belongs to the same PortChannel

Error Message ETHPORT- 5- | F_DOWN_SUSPENDED_BY_WW: Interface [chars] is down (Suspended due to
inconpatible remote switch WW)

Explanation This interface belongs to a PortChannel and remote switch WWN of the
interface is different from that of the PortChannel

Recommended Action Ensure that this interface is connected to the same remote switch as
all the other interfaces in the PortChannel

Error Message ETHPORT-5-1F_DOAN_SUSPENDED: Interface [chars] is down (Suspended)

Explanation This interface belongs to a PortChannel and has been suspended due to an
error while bringing it up

Recommended Action Perform a 'shutdown' and a 'no shutdown'. If this happens again
obtain output of 'show port internal info/event-history' on the interface

Error Message ETHPORT- 5- 1 F_DOWN_TCP_KEEP_ALI VE_EXPI RED: Interface [chars] is down(TCP conn.

cl osed - Keep alive expired)
Explanation TCP session to the FCIP peer got closed due to loss of TCP keep alive

Recommended Action This may be due to loss of IP connectivity. The following commands
will provide the IP address of the peer and the route used connect to this FCIP peer: show
interface, show ip route. Please do a trace route to check the connectivity to the peer using
command:traceroute ipaddr

Error Message ETHPORT- 5- 1 F_DOMWN_TCP_MAX_RETRANSM T: Interface [chars] is down(TCP conn.

closed - retransmt failure)
Explanation Interface is down due to maximum retransmission failure

Recommended Action This may be due to loss of IP connectivity. The following commands
will provide the IP address of the peer and the route used connect to this FCIP peer: show
interface, show ip route. Please do a trace route to check the connectivity to the peer using
command:traceroute ipaddr

Error Message ETHPORT- 5- 1 F_DOWN_TCP_PERSI ST_TI MER_EXPI RED: Interface [chars] is down(TCP



conn. closed - Persist timer expired)
Explanation TCP session to the FCIP peer closed because TCP persist timer expired

Recommended Action This may be due to loss of IP connectivity. The following commands
will provide the IP address of the peer and the route used connect to this FCIP peer: show
interface, show ip route. Please do a trace route to check the connectivity to the peer using

command:traceroute ipaddr

Error Message ETHPORT- 5- | F_DOWN_UPCRADE_| N_PROGRESS: Interface [chars] is down (Linecard

upgrade in progress)
Explanation Upgrade of the linecard software is in progress
Recommended Action No action is required.
Error Message ETHPORT-5-1F_DOAN VRF_UNUSABLE: Interface [chars] is down (Vrf down)

Explanation The vrf for which this interface is a member is removed

Recommended Action No action is required.

Error Message ETHPORT- 5- | F_DOWN_VSAN_M SMATCH | SCLATION: Interface [chars] is down (lsolation

due to vsan m smat ch)

Explanation This is a trunking interface and the VSANs configured do not match with the
VSANSs configured on the remote end

Recommended Action Check the VSANSs configured on the local end with the remote end

Error Message ETHPORT- 5- | F_DOWN_ZONE_MERGE_FAI LURE_|I SOLATION: I nterface [chars] is down

(I'solation due to zone nerge failure)
Explanation Isolated due to a failure during zone merge
Recommended Action No action is required.

Error Message ETHPORT- 5- | F_DOWN_ZONE_REMOTE_NO RESP_| SOLATION: Interface [chars] is down

(I'solation due to renpte zone server not responding)

Explanation Isolated due to remote zone server not responding



Recommended Action No action is required.

Error Message ETHPORT-5-1 F_DUPLEX: Interface [chars], operational duplex node changed to
[ chars]

Explanation Operational duplex mode has changed when link came up

Recommended Action No action is required.

Error Message ETHPORT-5-1 F_ERRDI S_RECOVERY: Interface [chars] is being recovered from error
di sabl ed state (Last Reason:[chars])

Explanation Interface is being recovered from error disabled state

Recommended Action No action is required.

Error Message ETHPORT-5-1 F_HARDWARE: Interface [chars], hardware type changed to [chars]

Explanation There was a change in the hardware characteristic of an interface, such as a
transceiver module plugged in or removed

Recommended Action No action is required.

Error Message ETHPORT-5-1F_L2MP_MODE: Interface [chars], |2np-node changed to [chars]

Explanation The I2mp-mode on the port has changed

Recommended Action No action is required.

Error Message ETHPORT-5-1 F_PEER LI NK_DELAY_TI MER_CFF: The delay tiner for peer-link [chars]
has been turned off

Explanation The bringup delay timer for the peer-link has been turned off as a result of which
the peer-link bringup will be resumed

Recommended Action No action is required.

Error Message ETHPORT-5-1 F_PEER LI NK_DELAY_TI MER_ON: The delay tiner for peer-link [chars]
has been turned on

Explanation The bringup delay timer for the peer-link is on as a result of which the peer-link
bringup will be delayed with the delay indicated by the configured value of the timer. Execute



\show vpc\ to find out how much time is remaining

Recommended Action No action is required.

Error Message ETHPORT-5-1 F_RX_FLOW CONTROL: Interface [chars], operational Receive Fl ow
Control state changed to [chars]

Explanation Operational receive flow control has changed when link came up

Recommended Action No action is required.

Error Message ETHPORT-5-1F_TRUNK_DOWN: Interface [chars], vlan [chars] down

Explanation Interface [chars] is trunking, VLANS [chars] are down

Recommended Action The following commands will help determine why this VSAN is down
on this interface: show interface, show port internal info interface VSAN, show port internal
event-history interface vsan

Error Message ETHPORT-5-1F_TRUNK_UP: Interface [chars], vlan [chars] up

Explanation Interface [chars] is trunking, VLANSs [chars] are up

Recommended Action No action is required.

Error Message ETHPORT-5-1F_TX_FLON CONTROL: Interface [chars], operational Transmit Flow
Control state changed to [chars]

Explanation Operational transmit flow control has changed when link came up

Recommended Action No action is required.

Error Message ETHPORT-5-1F_UP: Interface [chars] is up [chars]

Explanation Interface is up in mode specified, if applicable

Recommended Action No action is required.

Error Message ETHPORT- 5- SPEED: I nterface [chars], operational speed changed to [chars]

Explanation Operational speed has changed when link came up



Recommended Action No action is required.

Error Message ETHPORT- 5- STORM CONTROL_ABOVE_THRESHOLD: Traffic in port [chars] exceeds the
configured threshold [chars]

Explanation Traffic on specified port is beyond the configured storm-control threshold, and
the excess traffic is being dropped

Recommended Action Identify source of traffic storm

Error Message ETHPORT- 5- STORM _CONTROL_BELOW THRESHOLD: Traffic in port [chars] has fallen
bel ow t he configured threshold [chars]

Explanation Traffic on specified port has returned to within configured storm-control
threshold

Recommended Action No action is required.

Error Message ETHPORT- 5- SYSTEM | NTERFACE_SHUTDOWN: The physical interfaces are being brought
down as VDC goi ng into nmai ntenance node

Explanation The physical interfaces are being brought down as VDC going into maintenance
mode

Recommended Action No action is required.

ETH PORT CHANNEL Messages

This section contains the ETH_PORT_CHANNEL messages.

ETH_PORT_CHANNEL-1

Error Message ETH PORT_CHANNEL- 1- LC CFG FAI LURE: configuring nodul e [dec] failed [[chars]]

Explanation Module configuration failed

Recommended Action Module will be automatically reset

Error Message ETH PORT_CHANNEL- 1- MALLOC FAI LED: cannot al |l ocate menmory (size [dec])

Explanation No enough memory



Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 1- MAP_PARAM FAI LURE: mappi ng paraneter failed for [chars]
[[chars]]

Explanation Parameter mapping failed

Recommended Action Specified service is misbehaving; check its status

Error Message ETH _PORT_CHANNEL- 1- MCAST_SEND_FAI LURE: failed to send nulticast [chars]:
[ chars]

Explanation Failed to send a multicast message to all modules, usually because some
module went down

Recommended Action Run show port-channel consistency to check consistency

ETH PORT_CHANNEL-2

Error Message ETH PORT_CHANNEL- 2- RESET_MODULE: reset nodul e [dec] for not responding or
returning error

Explanation A module is reset for not responding or returning error

Recommended Action No action is required.

ETH _PORT_CHANNEL-3

Error Message ETH PORT_CHANNEL- 3- ADD_REM MEMBERS_FAI LURE: [ chars]

Explanation Some service(s) failed to add or remove ports to port-channel

Recommended Action None

Error Message ETH PORT_CHANNEL- 3- ALL_DROP_TI MEQUT: Some conponent (s) (sap:[chars]) tinmed out
on dropping notif:[chars] (for:[chars]); Please collect

Explanation Some component did not respond to a request in stipulated time.

Recommended Action None

Error Message ETH PORT_CHANNEL- 3- CLEAR_PORT_CLI ENT_STATS_FAI LURE: [chars]



Explanation Failed to clear stats for port [chars] err: [hex] ([chars])

Recommended Action None

Error Message ETH_PORT_CHANNEL- 3- COMPAT_CHECK_FAI LURE: [chars] is not conpatible

Explanation Compatibility check failed when adding ports to port-channel

Recommended Action Make sure the compatibility parameters are consistent while adding
ports to port-channel, or use force option

Error Message ETH PORT_CHANNEL- 3- GENERAL_ERROR [ char s]

Explanation General error

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 3- M NLI NK_REQ NOT_MET_DUE_TO BFD_CHANNEL_REI NI T: [chars] does
not meet min-link requirenent based on BFD state. Reinit port-channel

Explanation Port-channel does not meet min-link requirement based on BFD state

Recommended Action None

Error Message ETH_PORT_CHANNEL- 3- MSG_SEND_FAI LURE: failed to send [chars] to sap [dec]:
[ chars]

Explanation Failed to send a message

Recommended Action No action is required.

Error Message ETH_PORT_CHANNEL- 3- NUM_ACTI VE_PORTS_ERROR: Port-channel : [ chars] active_nports
[dec]; No nenmber is active; Please collect

Explanation Port-channel num active ports error

Recommended Action None

Error Message ETH_PORT_CHANNEL- 3- PCM_HWCFG_FAI L_ERROR: Port-channel : [chars] mnbr:[chars] SAP
[dec] returned error [chars] for opc [chars]; if lacp port-channel please collect



Explanation Port-channel hwcfg fail error

Recommended Action None

Error Message ETH_PORT_CHANNEL- 3- PCM_| NTERNAL_ERRCR: Port-channel : [chars] nbr:[chars]; if
| acp port-channel please collect

Explanation Port-channel internal error

Recommended Action None

Error Message ETH_PORT_CHANNEL- 3- PCM_PORT_DEL_I N_PC_UP_ERROR: Port-channel : [ char s]
nbr:[chars]; if lacp port-channel please collect

Explanation Port-channel port del in pc_up. Shut resp recvd before bundle member down

Recommended Action None

Error Message ETH_PORT_CHANNEL- 3- PCM_PORT_DOWN_| N_PC_UP_ERROR: Port-channel : [ chars]
nbr:[chars]; if lacp port-channel please collect

Explanation Port-channel port down in pc_up. No bundle member down

Recommended Action None

Error Message ETH PORT_CHANNEL- 3- PORT_CHANNEL_NOT_FOUND: [chars] is not found

Explanation Cannot find port-channel in its database, which indicates an inconsistency with
an external component

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 3- RESOURCE_ALLOC_FAI LED PORT_CHANNEL_DELETED: [chars] del eted

Explanation Port-channel deleted from running config

Recommended Action May need to re-configure the port-channel and its members

Error Message ETH PORT_CHANNEL- 3- RSP_TI MEQUT: Conponent [chars] timed out on response to
opcode: [chars] (for:[chars])



Explanation Some component did not respond to a request in stipulated time.

Recommended Action None

Error Message ETH PORT CHANNEL- 3- SHADOW MBR_CHANGE_FAI LURE: [chars]

Explanation Some service failed shadow member change to port-channel

Recommended Action None

Error Message ETH PORT_CHANNEL- 3- SHADOW PC_CREATE_FAI LURE: [ char s]

Explanation Some service failed shadow port-channel create

Recommended Action None

Error Message ETH PORT_CHANNEL- 3- SHADOW PC_DELETE_FAI LURE: [chars]

Explanation Some service failed shadow port-channel delete

Recommended Action None

Error Message ETH PORT_CHANNEL- 3- TI MEOUT: tined out after [dec] seconds [type [chars], state
[chars]]

Explanation Some operation timed out

Recommended Action Run show port-channel consistency to check all module connectivity
and consistency

ETH_PORT_CHANNEL-4

Error Message ETH PORT_CHANNEL- 4- PORT_CFG DELETED: [chars] renoved from [chars] (different
nodul e i nserted)

Explanation Port is removed from a port-channel because a different module was inserted to
the same slot

Recommended Action You lost some ports from port-channel, check if you want to add
ports in the new module to the same port-channel.



Error Message ETH_PORT_CHANNEL- 4- PORT_CHANNEL_RANCE: The total nunber of port channels

configured in the range exceeds maxi mum [dec].
Explanation The total number of port channels configured in the range exceeds maximum
Recommended Action No action is required.

Error Message ETH_PORT_CHANNEL- 4- PORT_CHANNEL_RESTORE: The total nunber of port channels
restored: [dec] exceeds maxi num [dec]. This may corrupt TCAM entries. Please reduce port

channel nunber to no greater than naxi num
Explanation The total number of port channels restored exceeds maximum
Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 4- PORT_I NDI VI DUAL: port [chars] is operationally individual

Explanation The port is operating as an individual link even though it is locally or remotely
configured to be part of a port channel

Recommended Action Check the configuration of the port locally and remotely to ensure
that it can operate as part of a port channel

Error Message ETH PORT_CHANNEL- 4- PORT_NOT_FOUND: port [chars] is not part of port-channel

Explanation Cannot find the port in port-channel database, which indicates an inconsistency
with an external component

Recommended Action No action is required.
Error Message ETH PORT_CHANNEL- 4- RACE_WARN: [ chars]

Explanation Warning of possible race condition

Recommended Action No action is required.

Error Message ETH_PORT_CHANNEL- 4- UNEXPECTED_RESPONSE: unexpected response [chars] from

[ chars]

Explanation Received an unexpected response and discarded

Recommended Action No action is required.



ETH_PORT_CHANNEL-5

Error Message ETH_PORT_CHANNEL- 5- AUTO _CREATE_FAI LURE: [chars] [chars]

Explanation Auto create process on the port failed

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 5- CREATED: [chars] created

Explanation A port-channel is created

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL-5- DELETED: [chars] del et ed

Explanation A port-channel is deleted

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL-5- FOP_CHANGED: [chars]: first operational port changed from
[chars] to [chars]

Explanation The first operational port in a port-channel is changed

Recommended Action No action is required.

Error Message ETH_PORT_CHANNEL-5- | F_DOAN_SUSPENDED BY _MODE: Interface [chars] is down
(Suspended due to inconpatible node

Explanation Compatibility check failed when adding ports to port-channel

Recommended Action Make sure the compatibility parameters are consistent between the
ports and the port-channel

Error Message ETH _PORT_CHANNEL- 5- | F_DOAN_SUSPENDED BY_SPEED: Interface [chars] is down
(Suspended due to inconpatible speed

Explanation Operational compatibility check failed on the port in a port-channel

Recommended Action Make sure the compatibility parameters are consistent between the



ports and the port-channel

Error Message ETH_PORT_CHANNEL- 5- MAX_CHANNEL_DI SALLONED: Modul e failed to conme online because
port channel interface

Explanation The port-channel number configured on the switch is larger than 128

Recommended Action Delete the set of port channel interface

Error Message ETH PORT_CHANNEL- 5- PORT_ADDED: [chars] added to [chars]

Explanation Ports are added to a port-channel

Recommended Action No action is required.

Error Message ETH _PORT_CHANNEL- 5- PORT_CHANNEL_DELAYED LACP: [chars]: port-channel is up with
nmenber [chars] in del ayed-1acp node

Explanation Port-channel is up in delayed-lacp mode

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 5- PORT_CHANNEL_LACP_MODE: [chars]: [chars]

Explanation Port-channel is coming up in lacp mode

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 5- PORT_DOWN: [chars]: [chars] is down

Explanation Port goes down in a port-channel

Recommended Action No action is required.

Error Message ETH _PORT_CHANNEL- 5- PORT_HOT_STANDBY_DOWN: [chars]: hot-standby port [chars] is
down

Explanation Port-channel hot-standby member goes down

Recommended Action No action is required.



Error Message ETH PORT_CHANNEL- 5- PORT_HOT_STANDBY: [chars]: [chars] goes to hot-standby

Explanation Port goes to hot-standby in a port-channel

Recommended Action No action is required.

Error Message ETH_PORT_CHANNEL- 5- PORT_I NDI VI DUAL_DOWN: i ndi vi dual port [chars] is down

Explanation Port-channel member operating in individual mode goes down

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 5- PORT_REMOVED: [chars] renoved from [ chars]

Explanation Ports are removed from a port-channel

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 5- PORT_SUSPENDED: [chars]: [chars] is suspended

Explanation Portis suspended in a port-channel

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL-5- PORT_UP: [chars]: [chars] is up

Explanation Port comes up in a port-channel

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 5- PORT_WAI T_BFD: [chars] waiting for BFD session to get
est abl i shed

Explanation Port waiting for BFD session establishment

Recommended Action None

Error Message ETH_PORT_CHANNEL- 5- SUBGROUP_I D_CHANCE: Interface [chars] in port-channel [ dec]
subgroup-id changed from[dec] to [dec]



Explanation The port's subgroup-id got changed

Recommended Action No action is required.

ETH_PORT_CHANNEL-6

Error Message ETH PORT_CHANNEL- 6- RESYNC: resyncing [chars] with all nodul es

Explanation Resync modules with sup after an error or switchover

Recommended Action No action is required.

ETH _PORT_CHANNEL-7

Error Message ETH PORT_CHANNEL- 7- GSYNC_DONE: gl obal synchronization i s done

Explanation Port-channel manager finished global synchronization

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 7- GSYNC_REQ requesting gl obal synchroni zation

Explanation Port-channel manager requested a global synchronization from active sup

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 7- START_ACTI VE: started in active node

Explanation Port-channel manager started in active mode

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 7- START_DEFAULT: started with default configuration

Explanation Port-channel manager started with default configuration

Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 7- START_STANDBY: started in standby nmode



Explanation Port-channel manager started in standby mode
Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 7- START_STATEFUL: started stateful |y
Explanation Port-channel manager started with running configuration
Recommended Action No action is required.

Error Message ETH PORT_CHANNEL- 7- START_STATELESS: started statel essly
Explanation Port-channel manager started with startup configuration

Recommended Action No action is required.

EVMC Messages

This section contains the EVMC messages.

EVMC-3

Error Message EVMC- 3- MI'S_OPERATI ON_FAI LED: [chars] ([dec]): [chars]

Explanation Internal IPC operation failed in Event Manager Client

Recommended Action No action is required.

EVMC-4

Error Message EVMC 4- ACTI ON_CFG MONI TOR_COLLECT: [chars] ([dec]): Action configuration
di sal l oned for Mnitor Collect Policy

Explanation Configuring Policy Action for Monitor Collect Policy isnot allowed and hence,
has been rejected

Recommended Action No action is required.

EVMC-5

Error Message EVMC-5-AVL_CREATE FAIL: [chars]([dec]): AVL Tree creation failure



Explanation Event Manager could not initialize local policy store
Recommended Action No action is required.

Error Message EVMC-5-MALLOC FAI LURE: [chars]([dec]): Menory allocation failure
Explanation Event Manager Client process could not allocate memory
Recommended Action No action is required.

Error Message EVMC 5-RT_PSS_OP_FAI LURE: [chars]([dec]): Failed to [chars]. Error:[chars]
Explanation Event Manager Client could not access HA store

Recommended Action No action is required.

EVMED Messages

This section contains the EVMED messages.

EVMED-2

Error Message EVMED-2- EVMED_PSS_DELETE_FAI LURE: Delete from PSS fail ed

Explanation Delete from PSS failed

Recommended Action No action is required.

Error Message EVMED-2- EVMED PSS WRI TE_FAILURE: Wite to PSS failed

Explanation Write to PSS failed

Recommended Action No action is required.

EVMED-5

Error Message EVMED-5- EVMED_DI SABLED: Event Detectors Disabl ed

Explanation Event manager event detector service disabled

Recommended Action No action is required.



Error Message EVMED-5- EVMED ENABLED: Event Detectors Enabl ed
Explanation Event manager event detector service enabled

Recommended Action No action is required.

EXAMPLE TEST Messages

This section contains the EXAMPLE_TEST messages.

EXAMPLE_TEST-5

Error Message EXAVPLE_TEST- 5- EXAVMPLE_TEST_DI SABLED. EXAMPLE_TEST Di sabl ed
Explanation EXAMPLE_TEST Service Disabled
Recommended Action No action is required.

Error Message EXAVPLE_TEST- 5- EXANMPLE_TEST_ENABLED: EXAMPLE_TEST Enabl ed
Explanation EXAMPLE_TEST Service nabled
Recommended Action No action is required.

EXCEPTIONLOG Messages

This section contains the EXCEPTIONLOG messages.

EXCEPTIONLOG-SLOT#-2

Error Message EXCEPTI ONLOG SLOT#- 2-LC_EXP_MSG Linecard exception: [chars] is the affected
Port bit map. [dec] Additional information - [chars]

Explanation LC Exception event.

Recommended Action No action is required.

EX SYSLOG Messages

This section contains the EX_SYSLOG messages.

EX_SYSLOG-0




Error Message EX_SYSLOG 0-EMER MSG Energency Message - [dec]

Explanation A Dummy emergency message to test syslogd from ex_syslog. [dec] is the
message count

Recommended Action No action is required.

EX_SYSLOG-1

Error Message EX_SYSLOG 1-ALERT_MSG Alert Message - [chars] [dec]

Explanation A Dummy alert message to test syslogd from ex_syslog. [chars] is the a dummy
text. [dec] is the message count

Recommended Action No action is required.

EX_SYSLOG-2

Error Message EX_SYSLOG 2-CRIT_MSG Critical Message - [dec]

Explanation A Dummy critical message to test syslogd from ex_syslog. [dec] is the message
count

Recommended Action No action is required.

EX_SYSLOG-3

Error Message EX_SYSLOG 3-ERR MSG Error Message - [dec]

Explanation A Dummy error message to test syslogd from ex_syslog. [dec] is the message
count

Recommended Action No action is required.

EX_SYSLOG-4

Error Message EX_SYSLOG 4- WARNI NG MSG War ni ng Message - [dec]

Explanation A Dummy warning message to test syslogd from ex_syslog. [dec] is the
message count

Recommended Action No action is required.



EX_SYSLOG-5

Error Message EX_SYSLOG 5-NOTI CE_MSG Notice Message - [dec]

Explanation A Dummy notice message to test syslogd from ex_syslog. [dec] is the message
count

Recommended Action No action is required.

EX_SYSLOG-6

Error Message EX_SYSLOG 6-1NFO MSG |nfo Message - [dec]

Explanation A Dummy info message to test syslogd from ex_syslog. [dec] is the message
count

Recommended Action No action is required.

EX_SYSLOG-/

Error Message EX_SYSLOG 7- DEBUG MSG Debug Message - [dec]

Explanation A Dummy debug message to test syslogd from ex_syslog. [dec] is the message
count

Recommended Action No action is required.

FCDOMAIN Messages

This section contains the FCDOMAIN messages.

FCDOMAIN-2

Error Message FCDOVAI N-2- DOVB_CONFLI CT: Conflict detected: ([dec]) dommin ID [dec] WAN
[ chars]

Explanation Conflict detected ([dec]) domain ID [dec] with WWN [chars].

Recommended Action Check which switches have the same WWN and change either one;
then change either's domain ID.

Error Message FCDOVAI N- 2- EPORT_I SOLATED: |sol ation of interface [chars] (reason: [chars])



Explanation Fcdomain has isolated interface [chars] (reason: [chars].) Perform a show
interface. Based on the reason specified, you might have to ensure domains are adequate
and unique in the VSAN and perform a disruptive restart [fcdomain restart disruptive vsan

Recommended Action No action is required.

Error Message FCDOWAI N-2- FC2BI ND_FAI LED: Bind to FC2 Service failed
Explanation Fcdomain has not been able to contact the FC2 module.
Recommended Action No action is required.

Error Message FCDOVAI N- 2- FC2_I NI TI ALI ZATI ON_FAI LED: FC initialization sequence failed

Explanation The fcdomain has not been able to complete the initialization sequence with the
Fibre Channel subsystem. fcdomain depends on resources not available at the moment: the
switch might be short in memory or some other component might be unable to provide the
necessary information to fcdomain.

Recommended Action No action is required.

Error Message FCDOVAI N- 2- FC2_SET_SOCKOPT_DM SOCK_FAI LED: set sockopt to FC2 Service failed
Explanation Fcdomain has not been able to setsockopt to the FC2 module.
Recommended Action No action is required.

Error Message FCDOWAI N-2- FCl D_PERSI STENT_TBL_COWPLETELY_FULL: FCID persistent table is
conpletely full

Explanation The FCID persistent table is full. Perform [show fcdomain fcid persistent vsan

Recommended Action Purge stale entries [purge fcdomain fcid] to obtain more free entries
OR disable the feature on certain VSANs which are not critical enough [no fcdomain fcid
persistent].

Error Message FCDOVAIN-2- Hl GH PRI ORI TY_MTSBI ND_FAI LED: Bind for high priority IPC failed

Explanation Fcdomain has not been able to contact the Inter Process Communication (IPC)
module for its high priority queue.

Recommended Action No action is required.



Error Message FCDOVAI N- 2- | NI TI ALl ZATI ON_FAI LED: I nitialization sequence failed

Explanation The fcdomain has not been able to complete the initialization sequence.
fcdomain depends on resources not available at the moment: the switch might be short in
memory or some other component might be unable to provide the necessary information to

fcdomain.
Recommended Action No action is required.
Error Message FCDOWVAI N-2- MI'SBI ND_FAI LED: Bind to | PC failed

Explanation Fcdomain has not been able to contact the Inter Process Communication (IPC)
module.

Recommended Action No action is required.

Error Message FCDOVAI N- 2- MTSREG STRATI ON_FAI LED: Regi stration of opcodes with | PC Service
failed

Explanation Fcdomain has not been able to register its messages with the Inter Process
Communication (IPC) module.

Recommended Action No action is required.
Error Message FCDOVAI N- 2- MTS_I NI TI ALI ZATI ON_FAI LED: I PC initialization sequence failed

Explanation The fcdomain has not been able to complete the initialization sequence with the
IPC (Inter Process Communication) subsystem. fcdomain depends on resources not available
at the moment: the switch might be short in memory or some other component might be
unable to provide the necessary information to fcdomain.

Recommended Action No action is required.

Error Message FCDOVAI N- 2- MY_NON_VI RTUAL_DOM CONFLI CTS: During VSAN nerge detected that the
|l ocal switch has the sane domain |ID [dec] and WMW [chars] of another switch

Explanation It has been detected that the local switch has the same domain ID [dec] and
WWN [chars] of another switch.

Recommended Action Check which switches have the same WWN and change either one;
then change either's domain ID.

Error Message FCDOVAI N- 2- NON_VI RTUAL_DOMS_CONFLI CTS: During VSAN nerge detected conflict



bet ween two switches having the sane non-virtual domain ID [dec] and the same WA [ chars]

Explanation It has been detected that two switches have the same non-virtual domain ID
[dec] and the same WWN |[chars].

Recommended Action Check which switches have the same WWN and change either one;
then change either's domain ID.

Error Message FCDOWAI N-2-PSSBI ND_FAI LED: Bind to Persistent Storage Service failed
Explanation Fcdomain has not been able to contact the Persistent Storage Service (PSS).
Recommended Action No action is required.

Error Message FCDOVAI N- 2- RDI RJIT: Rej ected request for domain |ID [dec], WA requestor [chars]
reason code [dec] reason_code_expln [dec]

Explanation An invalid request for domain IDs has been rejected by fcdomain.
Recommended Action Perform [show fcdomain vsan

Error Message FCDOWAI N-2- SYSBI ND_FAILED: Bind to System Manager service failed
Explanation Fcdomain has not been able to contact the System Manager.
Recommended Action No action is required.

Error Message FCDOVAI N- 2- SYSMGR | NI TI ALI ZATI ON_FAI LED: System Manager initialization sequence
failed

Explanation The fcdomain has not been able to complete the initialization sequence with the
System Manager. fcdomain depends on resources not available at the moment: the switch
might be short in memory or some other component might be unable to provide the necessary
information to fcdomain.

Recommended Action No action is required.

FCDOMAIN-3

Error Message FCDOVAI N- 3- COWM TERRORLOCALI NVALI DALLOAEDDOVS: A renote switch attenpted to
locally apply an illicit allowed domai ns configuration



Explanation A remote switch attempted to locally apply an allowed domains configuration
that doesn't include all currently assigned domains or the locally configured domain.

Recommended Action No action is required.

Error Message FCDOVAI N- 3- COVMM TERRORREMOTEI NVALI DALLOAEDDOVS: A renote switch (domain ID
[dec], WAN [chars]) refuses to locally apply the proposed all owed domai ns

Explanation The remote switch with domain ID [dec] and WWN [chars] refuses to locally
apply the proposed allowed domains probably due to incompatibility with its local configured
domain or the domain ID list.

Recommended Action Check the configuration on the remote switch, and make sure that
the proposed allowed domains include it. Also, make sure that the the proposed allowed
domains include all the domains in the domain ID list.

Error Message FCDOWAI N-3- MTSOPENTRX_FAI LED: | PC failure (opening of a transaction fail ed)
Explanation Fcdomain was not able to open a transaction( HA Purposes.)
Recommended Action No action is required.

Error Message FCDOWAI N-3- MTSRECV_FAI LED: | PC failure (receiving of a nessage fail ed)

Explanation Fcdomain has not been able to receive a message from the Inter Process
Communication (IPC) module.

Recommended Action Please perform fcdomain restart in the affected VSAN (non
disruptive.)

Error Message FCDOVAI N- 3- MTSRESP_FAI LED: | PC failure replying to a request message (error
[ hex])

Explanation Fcdomain has not been able to reply to a request coming from the Inter Process
Communication (IPC) module (error [hex]).

Recommended Action Please perform fcdomain restart in the affected VSAN (non
disruptive).

Error Message FCDOWAI N-3- MTSSENDREQ FAI LED: | PC failure (sending of a request failed)

Explanation Fcdomain was not able to send a request using the Inter Process
Communication module.



Recommended Action Please perform [fcdomain restart vsan

Error Message FCDOVAI N- 3- MTSSEND_FAI LED: | PC failure (sending of a message (syserr [hex], opc
[dec], ntsq [dec], sap.node [hex], sap_addr [dec]) fail ed)

Explanation Fcdomain has not been able to send a message to the Message Transactional
Service (MTS).

Recommended Action Please perform [fcdomain restart vsan

Error Message FCDOWAIN-3-MIS_H RECV_FAILED: |PC failure (receiving of a message fail ed)

Explanation Fcdomain has not been able to receive a message from the Inter Process
Communication (IPC) module.

Recommended Action Please perform fcdomain restart in the affected VSAN (non
disruptive.)

Error Message FCDOWVAI N-3- NVRAMFAI LURE: NVRAM open fai | ed

Explanation Reading the last assigned runtime domain IDs from Non Volatile RAM (NVRAM)
failed.

Recommended Action Fcdomain is able to continue without access to the Non Volatile RAM
(NVRAM.)

Error Message FCDOVAI N- 3- PORT_SUSPENDED: Response (Cnd Code [hex]) for SWLS [hex] intended
for [chars] is received on [chars]

Explanation An FC2 response frame (Command Code [hex]) for SWILS [hex] that was
intended for interface [chars] has been received on [chars] instead.

Recommended Action Check the configuration of both interfaces on the local switch and the
interfaces on the other side of their corresponding links. In particular, check whether they
should all belong to the same port-channel.

Error Message FCDOWAI N-3- SDWRAPBI ND_FAI LED: Bind to debug server failed

Explanation Fcdomain feature has not been able to contact the debug service. Any problems
occurring in the fcdomain feature will not be logged.

Recommended Action No action is required.



Error Message FCDOVAI N- 3- SDWRAPHI STI NI T_FAI LED: I nitialization of history nessage |i st
failed.

Explanation Fcdomain feature has not been able to contact the debug history service. Any
problems occurring in the fcdomain feature will not be logged to this debug history.

Recommended Action No action is required.

Error Message FCDOVAI N- 3- VSAN_VERGE_DETECTED: Merge detected with VSAN [dec] (Common Fabric
Name [chars])

Explanation The local VSAN and VSAN [dec] have the same principal switch [chars], hence
are connected in the same logical fabric.

Recommended Action No action is required.

FCDOMAIN-4

Error Message FCDOVAI N- 4- DM_ALLOWNED_DM LI ST_MOD_ON_SUBORDI NATE: Al | owed domain |ist for vsan
[dec] nodified on subordinate switch with fcdonain distribution enabl ed

Explanation When distribution is enabled, it is recommended to modify the allow domain list
on the principal switch only.

Recommended Action Abort the current session on the local switch and start a new one on
the principal switch.

Error Message FCDOVAI N-4- FABRI CCONFSTARTRCF: Di sruptive reconfiguration started

Explanation A disruptive reconfiguration (RCF phase) of the VSAN has started. This can
happen when two or more fabrics merge disruptively, or when the user manually triggers a
diruptive reconfiguration of the VSAN.

Recommended Action No action is required.

Error Message FCDOVAI N-4- FC2_CORRUPTED: Recei ved nal formed FC2 [chars] frane

Explanation Fcdomain received a malformed FC2-SWILS frame.

Recommended Action No action is required.

Error Message FCDOVAI N- 4- FCI D_PERSI STENT_TBL_ALMOST_FULL: FCI D persistent table is al nost
full



Explanation Fcdomain has 80% or more of the FCID persistent table full with entries.
Perform [show fcdomain fcid persistent vsan

Recommended Action Purge stale entries [purge fcdomain fcid] to obtain more free entries.

Error Message FCDOVAI N- 4- SELECTI VE_RESTART_I N_I NTEROP: Not all fcdomain optimzations are
supported in interop VSANs. Selective-Restart disabled forcefully in VSAN [dec]

Explanation Selective-restart optimization is not supported in interop VSANs and disabled
forcefully in affected VSAN

Recommended Action No action is required.

FCDOMAIN-5

Error Message FCDOVAI N- 5- DOVAI N_TYPE_| S_PREFERRED: The donmain ID type is currently configured
as preferred in all the existing VSANs

Explanation All the currently existing VSANs have the domain ID type configured as
preferred. This means that with a low probability the domain ID of the local VSAN might
change afer a reconfiguration. A reconfiguration can happen when two or more VSANSs are
merged or a principal link flaps. A principal link is either an upstream or a downstream link.

Recommended Action Type [fcdomain domain

Error Message FCDOVAI N-5-FCl DP_DI SABLED: FCI D persistency feature is currently not enabled in
any of the existing VSANs

Explanation All the currently existing VSANSs have the FCID persistency feature disabled.
Recommended Action Type [fcdomain fcid persistent vsan
Error Message FCDOVAIN-5- FCI D_PERSI STENT_TBL_HALF_FULL: FCID persistent table is half full

Explanation Fcdomain has 50% of the FCID persistent table full with entries. Perform [show
fcdomain fcid persistent vsan

Recommended Action You may want to purge stale entries [purge fcdomain fcid] to obtain
more free entries.

Error Message FCDOVAI N- 5- UNKNOANDOVAI NI NCFSDATAREQUEST:  Recei ved CFS Data request from
unknown domai n [dec].



Explanation A CFS Data request from the unknown domain [dec] has been received.

Recommended Action No action is required.

Error Message FCDOVAI N-5- UNKNOARNDOMAI NI NCFSLOCKREQUEST:  Recei ved CFS Lock request from
unknown domai n [ dec].

Explanation A CFS Lock request from the unknown domain [dec] has been received.

Recommended Action No action is required.

Error Message FCDOVAI N- 5- UNKNOARNDOMAI NI NCFSRELEASEREQUEST: Recei ved CFS Rel ease request from
unknown domai n [ dec].

Explanation A CFS Release request from the unknown domain [dec] has been received.

Recommended Action No action is required.

Error Message FCDOVAI N- 5- UNKNOARDOMAI NI NUNKNOWNCFSREQUEST:  Recei ved CFS request from unknown
domai n [dec].

Explanation A CFS request from the unknown domain [dec] has been received.

Recommended Action No action is required.

FCDOMAIN-6

Error Message FCDOWAI N-6- BF_STARTED: BF started by [chars]

Explanation Build Fabric has been started in this VSAN

Recommended Action No action is required.

Error Message FCDOVAI N-6- CANNOTFREESI NGLEFCI D: | npossi bl e to free single FCl Ds

Explanation Impossible to free single FCIDs.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- CLEARLOCKNOTI FI CATI ONRECEI VED: I nplict |ock rel ease.



Explanation Lock has been implicitly released due to a clear session operation.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- DEVI CEALREADYOANSDI FFERENTFCI DS:  The devi ce al ready owns different
FCl Ds

Explanation Requested different FCIDs without any freeing in between.

Recommended Action No action is required.

Error Message FCDOWAI N-6- DOVAINID_| NVALI D: Local domain ID invalid

Explanation The local domain ID is invalid.

Recommended Action No action is required.

Error Message FCDOWAI N-6- DOVAI NI D_VALI D: Local domain ID [dec] avail able

Explanation The domain ID [dec] is available.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- DOANSTREAM SW TCHED: Downstream i nterface has been fast-switched
from[chars] to [chars]

Explanation Because of a link failure the downstream interface has been fast-switched from
[dec] to [dec].

Recommended Action No action is required.

Error Message FCDOWAI N-6- EPORT_ALREADY_CREATED: Interface [chars] already created

Explanation Interface [chars] already created.

Recommended Action No action is required.

Error Message FCDOWAI N-6- EPORT_ALREADY_DOWN: I nterface [chars] is al ready down

Explanation Interface [chars] already down.



Recommended Action No action is required.

Error Message FCDOVAI N- 6- EPORT_CLEANUP: | nterface [chars] received cl eanup request
Explanation Fcdomain on interface [chars] has received a cleanup request.
Recommended Action No action is required.

Error Message FCDOWAI N-6- EPORT_CREATED: Creation of interface [chars]
Explanation Fcdomain is going to create interface [chars].

Recommended Action No action is required.

Error Message FCDOWAI N-6- EPORT_DOM: Interface [chars] is down
Explanation Fcdomain is going to remove interface [chars] from its database.
Recommended Action No action is required.

Error Message FCDOWAI N-6- FABRI CCONFSTARTBF: Non di sruptive reconfiguration started

Explanation A non disruptive reconfiguration (BF phase) of the VSAN has started. This can
happen when two or more fabrics merge, or when the user manually triggers a non diruptive
reconfiguration of the VSAN.

Recommended Action No action is required.

Error Message FCDOWAI N-6- FABRI CNAME_| NVALI D: Fabric name not avail abl e
Explanation Fabric name not available.
Recommended Action No action is required.

Error Message FCDOWAI N-6- FABRI CNAME_VALI D: Fabric name [chars] avail abl e
Explanation Fabric name [chars] available.

Recommended Action No action is required.



Error Message FCDOWAI N-6- FCl DALREADYFREE: FCI Ds al ready free

Explanation FCIDs already free.

Recommended Action No action is required.

Error Message FCDOWAI N-6- FCl DNOTSTORED: FCl Ds not stored

Explanation FCIDs not stored.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- FCI DP_ENABLED _DOM TYPE_PREFERRED: FCI D persi stency i s enabl ed, but
the domain ID type is configured as preferred

Explanation The FCID persistency feature is enabled, but the domain ID type is configured
as preferred. This means that with a low probability the domain ID of the local VSAN might
change afer a reconfiguration. A reconfiguration can happen when two or more VSANS are
merged or a principal link flaps. A principal link is either an upstream or a downstream link.
Should the domain ID change, all the FCIDs associated with it would be invalidated.

Recommended Action Type [fcdomain domain

Error Message FCDOVAI N- 6- FCI DS_ASSI GNED:  Assi gned a sequence of 256 contiguous FClIDs starting
from FCI D [ hex]:[hex]:[hex]

Explanation Assigned a sequence of 256 contiguous FCIDs starting from FCID
[hex]:[hex]:[hex].

Recommended Action No action is required.

Error Message FCDOVAI N- 6- FCI DS_FREED: Freed a sequence of 256 contiguous FCIDs starting from
FCI D [ hex]: [ hex]: [ hex]

Explanation Freed a sequence of 256 contiguous FCIDs starting from FCID [hex]:[hex]:[heX].

Recommended Action No action is required.

Error Message FCDOWAI N-6-FCl D_ASSI GNED:  Assi gned single FCI D [ hex]:[hex]:[hex]

Explanation Assigned single FCID [hex]:[hex]:[heX].



Recommended Action No action is required.

Error Message FCDOWAIN-6-FCl D_FREED: Freed single FCI D [hex]:[hex]:[hex]

Explanation Freed single FCID [hex]:[hex]:[heX].

Recommended Action No action is required.

Error Message FCDOVAI N-6- | NCORRECTDOVAI NRANGE: Requested FCIDs with domain field not in
expected range

Explanation Requested FCIDs with domain field not in expected range.

Recommended Action No action is required.

Error Message FCDOWAI N-6-1 NCORRECTDOMAI N: Requested FCIDs with domain field different from
| ocal domain

Explanation Requested FCIDs with domain field different from local domain.

Recommended Action No action is required.

Error Message FCDOWAI N-6-1NVALI DARG Requested FCI D of type 00.00.YY, but specifying an
entire area

Explanation Requested FCID of type 00.00.YY, but specifying an entire area.

Recommended Action No action is required.

Error Message FCDOWAI N-6- MY_SAVE_WAN DI FFERENT_DOMS_CONFLI CTS: During VSAN nerge detect ed
local WAWN [chars] is already in use by another switch (the two switches have different domain
I Ds: [dec] (local) and [dec])

Explanation It has been detected that the local switch has the same WWN [chars] of another
switch, and that they have different domain IDs: [dec] (local) and [dec].

Recommended Action Check which switches have the same WWN and change either one.

Error Message FCDOVAI N-6- NODOVAI N: Local domain not avail abl e

Explanation The local domain is not available yet.



Recommended Action No action is required.

Error Message FCDOWAI N-6- NOFREEFCID: No free FCl Ds

Explanation No free FCIDs.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- NOTOWNER:  Feature [dec] cannot free FCID [dec]:[dec]:[dec] (feature
[dec] is the actual owner)

Explanation Feature UUID [dec] cannot free FCID [dec]:[dec]:[dec] because it is not its
owner (UUID actual owner is [dec]).

Recommended Action No action is required.

Error Message FCDOWAI N-6- OTHER S| DE_VI RTUAL_| VR_DOMS_OVERLAPPI NG During VSAN nerge detected
overlap with virtual 1VR domain ID [dec] fromacross the |ink

Explanation It has been detected an overlap with the virtual IVR domain ID [dec] from across
the link during an attempt to merge the local VSAN.

Recommended Action No action is required.

Error Message FCDOVAI N-6- PSWSSTARTED: Princi pal Switch Sel ection started

Explanation Fcdomain started a principal switch selection phase to elect a principal switch in
this VSAN.

Recommended Action No action is required.

Error Message FCDOWAI N-6- RCF_STARTED: RCF started by [chars]

Explanation Reconfigure Fabric has been started in this VSAN

Recommended Action No action is required.

Error Message FCDOVAI N- 6- REQSI NGLEFCI DW THI NRESERVEDRANGE: Requested single FCIDs in area
[dec] within the reserved range

Explanation Requested single FCIDs in area [dec] within the reserved range.



Recommended Action No action is required.

Error Message FCDOVAI N-6- REQUESTEDFCI DNOTFREE: Request ed FCI Ds not free

Explanation Requested FCIDs not free.

Recommended Action No action is required.

Error Message FCDOWAI N-6- REQUESTEDFCI DRESERVED: Request ed reserved FCl Ds

Explanation Requested reserved FCIDs.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- REQUESTEDRESERVEDFCI DM SMATCH:  Request ed persistent FCI Ds, but there
is a msmtch

Explanation Requested persistent FCIDs, but there is a mismatch.

Recommended Action No action is required.

Error Message FCDOWAI N-6- SAVE_WANS_DI FFERENT_DOVS_CONFLI CTS: During VSAN nerge detected two
switches with sane WAN [chars] and different non-virtual domain IDs [dec] and [dec]

Explanation It has been detected that two switches have the same WWN [chars], but
different non-virtual domain IDs: [dec] and [dec].

Recommended Action Check which switches have the same WWN and change either one.

Error Message FCDOVAI N-6- TI MER_ UNKNOWK: f cdomai n has received a notification for an unknown
timer expiration

Explanation A timer unknown to fcdomain has expired.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- UPSTREAM_SW TCHED: Upstream i nterface has been fast-sw tched from
[chars] to [chars]

Explanation Because of a link failure the upstream interface has been fast-switched from
[dec] to [dec].



Recommended Action No action is required.

Error Message FCDOWAI N-6- UUI DNOSPACEFOUND: No avai | abl e space to store the identity of the
requestor the FClDs

Explanation No available space to store the identity of the requestor the FCIDs.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- UUI DNOTFQUND:  Uni ver sal Unique ID (UU D) not found

Explanation Universal Unique ID (UUID) not found.

Recommended Action No action is required.

Error Message FCDOVAI N- 6- VI RTUAL_I VR_DOVS_OVERLAPPI NG During VSAN nerge detected overl ap
with local virtual |IVR domain |ID [dec]

Explanation It has been detected an overlap with the local virtual IVR domain ID [dec] during
an attempt to merge the local VSAN.

Recommended Action No action is required.

FCDOMAIN-7

Error Message FCDOVAI N- 7- EPORT_ALREADY_| SOLATED: Interface [chars] is already isolated or
down

Explanation Fcdomain was going to isolate interface [chars], but the interface is already
isolated.

Recommended Action No action is required.

Error Message FCDOMAI N- 7- FABRI CCONFCOVPLETEDBF: Non di sruptive reconfiguration conpl eted

Explanation A non disruptive reconfiguration (BF phase) completed. This can happen when
two or more fabrics merged, or when the user manually triggered a non diruptive
reconfiguration of the VSAN.

Recommended Action No action is required.

Error Message FCDOMAI N- 7- FABRI CCONFCOVPLETEDRCF: Di srupti ve reconfiguration conpl eted



Explanation A disruptive reconfiguration (RCF phase) of the VSAN has completed. This can
happen when two or more fabrics merged disruptively, or when the user manually triggered a
diruptive reconfiguration of the VSAN.

Recommended Action No action is required.

Error Message FCDOWAI N-7-FC2_RETRY: Retransnission of FC2 frame on interface [chars] (Cmd
Code: [hex])

Explanation Fcdomain is retrying an FC2 frame on interface [chars] due to loss/no response.
The Command Code of the frame is [hex].

Recommended Action No action is required.

Error Message FCDOWAIN-7-FCl D | N_USE_PURG NG FOR_FI CON_MGR FI CON needs to purge the
persistent FCID table, but at least one FCID is still in use, preventing this purge from

conpletely renove all entries belonging to the VSAN.

Explanation There may be a problem in the sequence that shuts down all interfaces before
fcdomain receives a request from FICON Manager to purge the persistent FCID table.

Recommended Action No action is required.

Error Message FCDOVAI N- 7- FSM_FAI LED: FSM transition failed on interface [chars] (current

state [chars])

Explanation Fcdomain state machine generated an invalid event on interface [chars], for
which no proper action was defined (current state [chars].)

Recommended Action No action is required.

Error Message FCDOWAI N-7- FSM FORBI DDEN_TRANSI TI ON:  f cdomai n state machine has hit a forbidden

transition

Explanation Fcdomain state machine has tried to execute a forbidden transition.
Recommended Action No action is required.
Error Message FCDOWAI N-7-1 NTERFACERDY: Interface [chars] ready

Explanation Interface [chars] is ready.



Recommended Action No action is required.

Error Message FCDOWVAI N-7- PREACTI ONTYPE_UNKNOM: f cdomai n state machi ne has hit an unknown
pre-action type

Explanation An undefined pre-action type has been used.
Recommended Action No action is required.

Error Message FCDOWAI N-7- PSWSCOVPLETED: Princi pal Switch Sel ection conpl et ed
Explanation A Principal Switch Selection (PSwS phase) completed.
Recommended Action No action is required.

Error Message FCDOWAIN-7-RDI ACC. Assigned domain I D [dec], WAN of requestor [chars]
(requested donmain I D [dec])

Explanation Domain ID [dec] has been received by VSAN with WWN [chars] (requested
domain ID was [dec].)

Recommended Action No action is required.

FCD Messages

This section contains the FCD messages.
FCD-7

Error Message FCD- 7- SB3_ABTS_EXCHANGE: sb3 aborted exchange [hex] from vsan:[dec] ch:[hex]
chi:[hex] ccw [hex] token:[hex] cnd:[hex] reason:[chars] state:[chars]:[dec]

Explanation SB3 aborted exchange due to reason given. Aborts are caused by either the
channel or control unit detecting a device protocol error. Recovery actions are performed to
restore communication. In certain circumstances aborts occur in normal operations.

Recommended Action No action is required if communication with CUP device is still
operational.

Error Message FCD-7-SB3_UCS_PER FILE FN. VSAN: [dec] Unit Check for performfile function,
reason: [chars]

Explanation SB3 failed perform file function. Failure is caused by error in the file main frame



sent to director.

Recommended Action No action is required if communication with CUP device is still
operational.

FCFWD Messages

This section contains the FCFWD messages.

FCEFWD-3

Error Message FCFWD-3- ERROR: [ chars]
Explanation Fcfwd encountered an error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

FCFWD-4

Error Message FCFWD-4-WARNING [ char s]
Explanation Fcfwd is generating a relevant notification

Recommended Action No action is required.

FCEWD-6

Error Message FCFWD-6-1NFO [ chars]
Explanation An fcfwd event occurred

Recommended Action No action is required.

FCNS Messages

This section contains the FCNS messages.

FCNS-2

Error Message FCNS-2-DB HARD LIMT: : [chars]



Explanation Name server database is full. The max number of entries, [dec], of ports is
already present in the database

Recommended Action No action is required.

Error Message FCNS-2-DB_SOFT_LIMT: : [chars]

Explanation Number of FCNS DB entries should not exceed scale soft limit.

Recommended Action No action is required.

Error Message FCNS-2-1NT_FAILURE: : [chars]

Explanation Fcns initialisation has failed due to [chars].

Recommended Action No action is required.

Error Message FCNS-2-NO RESPONSE: for query [chars] from domain [dec]

Explanation No response for query [chars] from domain [dec].

Recommended Action No action is required.

Error Message FCNS-2-PSS_VERSI ON_M SMATCH: : for [chars]

Explanation Version mismatch for pss of type [chars].

Recommended Action No action is required.

Error Message FCNS-2-RELOAD FAILURE: : [chars]

Explanation Failed to reload information from PSS: [chars].

Recommended Action No action is required.

FCNS-3

Error Message FCNS-3-BAD FRAME: : [chars]

Explanation Received a bad frame from the network: [chars].



Recommended Action No action is required.

Error Message FCNS-3-CFG FAILURE: : [chars]

Explanation A failure related to fcns configuration: [chars].

Recommended Action No action is required.

Error Message FCNS-3- CHUNK_FAI LURE: : [chars]

Explanation Chunk memory failure: [chars].

Recommended Action No action is required.

Error Message FCNS-3-DB_FAILURE: : [chars]

Explanation A failure occured in fcns database: [chars].

Recommended Action No action is required.

Error Message FCNS-3-MALLOC FAILURE: : [chars]

Explanation Malloc failed: [chars].

Recommended Action No action is required.

Error Message FCNS-3-MaMI_SEC SDB_ERR [chars] : [chars]

Explanation Mgmt-security shared-db [chars] : [chars].

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FCNS-3-MIS_FAILURE: : [chars] [chars]

Explanation Failure occured trying to do an MTS operation: [chars] [chars].

Recommended Action No action is required.



Error Message FCNS-3-PSS_FAILURE: : [chars]

Explanation Pss failure: [chars].

Recommended Action No action is required.

FCNS-4

Error Message FCNS- 4- MGMI_SEC RJT: FC CT Managnent request rejected: [chars]. command [ hex],
from FCI D [ hex]

Explanation Mgmt-security has rejected FC CT mgmt Server query: [chars]. command [heX].
from FCID [hex].

Recommended Action No action is required.

Error Message FCNS-4- QUERY_NO RESPONSE: for query [chars] from domain [dec]

Explanation No response for query [chars] from domain [dec].

Recommended Action No action is required.

FCNS-6

Error Message FCNS-6-DB INFO : [chars] [hex]

Explanation Database modification:[chars] for entry [hex].

Recommended Action No action is required.

Error Message FCNS-6- MGMI_SERVER REQ FCNS recei ved FC CT Mgnt Server [chars]. Conmand [hex],
from FCI D [ hex]

Explanation FCNS: received management server FC CT [chars]. Command [heX], from
FCID [hex]

Recommended Action No action is required.

Error Message FCNS-6- PORT_NAME_MODI FY: FCID: [chars] Mdifying pwwn from[chars] to [chars].
Coll ect fcns/fcr tech-support and | ogs

Explanation Port Name for an existing NS entry is being changed



Recommended Action No action is required.
Error Message FCNS-6- STATUS_INFO : [chars]
Explanation A change in fcns status: [chars].

Recommended Action No action is required.

FCOELC Messages

This section contains the FCOELC messages.

FCOELC-2

Error Message FCOELC- 2- FCOELC PSS _RESTORE _FAI LED: FCoE-LC PSS Restore operation failed,
error: [chars]

Explanation FCoE-LC PSS Restore operation failed

Recommended Action No action is required.

FCOE MGR Messages

This section contains the FCOE_MGR messages.

FCOE_MGR-2

Error Message FCOE_MGR- 2- FCOE_MGR_MODULE_NOT_LI CENSED: FCoE Manager Modul e: [dec] not |icensed

Explanation FCOE_MGR Line Card not licensed

Recommended Action No action is required.

Error Message FCOE_MGR- 2- FCOE_MGR_PSS_RESTORE_FAI LED: FCoE Manager PSS Restore operation
failed, error: [chars]

Explanation FCoE Manager PSS Restore operation failed

Recommended Action No action is required.

FCOE_MGR-5




Error Message FCOE_MGR-5- FCOE_MGR DI SABLED: FCOE_MGR Di sabl ed

Explanation FCOE_MGR Service Disabled

Recommended Action No action is required.

Error Message FCOE_MGR-5- FCOE_MGR_ENABLED: FCOE_MGR Enabl ed

Explanation FCOE_MGR Service Enabled

Recommended Action No action is required.

Error Message FCOE_MGR-5- FCOE_MGR | NFO. [ char s]

Explanation FCoE Manager general info

Recommended Action No action is required.

Error Message FCOE_MCR- 5- FCOE_MGR_MODULE LI CENSE_CHECKI N:  FCoE Manager License Checki n: [ dec]

Explanation FCOE_MGR Line Card license checked in

Recommended Action No action is required.

Error Message FCOE_MGR-5- FCOE_MGR_MODULE_LI CENSE_CHECKOUT: FCoE Manager License
Checkout : [ dec]

Explanation FCOE_MGR Line Card license checked out

Recommended Action No action is required.

Error Message FCOE_MCR- 5- FCOE_MGR_SCLI Cl TATI ON_FROM_SAME_MAC: FCoE Manager received Mili cast
Solication fromsanme MAC: [chars]

Explanation FCoE Manager received Mulicast Solication from same MAC

Recommended Action No action is required.

Error Message FCOE_MCR- 5- FCOE_MGR_VE_DUPLI CATE_PEER _MAC: FCoE Manager has al ready received
uni cast advertisenent from MAC [chars] on a different VE link. Bringing down this |link



Explanation FCoE Manager has already received unicast advertisement from same MAC on
a different VE link

Recommended Action No action is required.

FCSP-MGR Messages

This section contains the FCSP-MGR messages.

FCSP-MGR-2

Error Message FCSP-MGR-2-DBG | NI T_FAILED: Debug Infrastructure Initialization failed (
[chars] )

Explanation .

Recommended Action No action is required.

Error Message FCSP-MGR-2-FC2_E_ | NI T_FAILED. Fibre-Channel Initialization of an E_Port failed
( [chars] )

Explanation FC-SP Manager has been unable to initialize with the FC-2 E-Port
infrastructure.

Recommended Action No action is required.

Error Message FCSP-MGR-2-FC2_F_|I NI T_FAILED. Fi bre-Channel Initialization of an F_Port failed
( [chars] )

Explanation FC-SP Manager has been unable to initialize with the FC-2 F-Port
infrastructure.

Recommended Action No action is required.

Error Message FCSP- MGR- 2- FC2_UNKNOWN_FRM RECD_CRI T: Recei ved an unexpect ed/ unknown FC-2 frane
on [char s]

Explanation .

Recommended Action No action is required.

Error Message FCSP- MGR- 2- FCSP_AUTHENT_FAI LURE: FC-SP Aut hentication failure on Port [chars]
(FC-SP Failure Reason: [chars] [chars])



Explanation Fibre-Channel Authentication failure on Port [chars].(Reason Code [chars]
Detail [chars]). Please check password configurations and ensure appropriate security modes
on this port as well as peer port

Recommended Action No action is required.

Error Message FCSP-MGR-2- FCSP_ESP_M SMATCH ESP paraneters nismatch failure on Port [chars]
(reason:[chars])

Explanation Fibre-Channel ESP parameters mismatch with the peer on Port
[chars].(Reason: [chars]). Please check ESP configurations on both side of the link and
ensure appropriate ESP mode on this port as well as peer port

Recommended Action No action is required.

Error Message FCSP-MGR-2-FSMJU_I NI T_FAILED: State Machine Infrastructure Initialization failed
( [chars] )

Explanation .

Recommended Action No action is required.

Error Message FCSP- MCR- 2- 1 PC_I NI T_FAI LED: | PC (I nter Process Conmmunication) Initialization
failed ( [chars] )

Explanation FC-SP Manager has been unable to initialize with the IPC infrastructure.

Recommended Action No action is required.

Error Message FCSP- MCR- 2- LI CENSE_UNAVAI LABLE: License:[chars] unavail abl e, service exiting

Explanation License of [chars] is unavailable. Service will exit now

Recommended Action Please install the license file to continue using the feature.

Error Message FCSP- MCR- 2- MEM_FAI LED: Menory operations failed File: [chars] Line [dec] for
size [hex] bytes

Explanation .

Recommended Action No action is required.



Error Message FCSP-MGR-2-POST_INI T_FAILED: Post-Initialization failed ( [chars] )
Explanation
Recommended Action No action is required.

Error Message FCSP-MGR-2-PSS_I NI T_FAILED: PSS Infrastructure Initialization failed ( [chars]
)

Explanation

Recommended Action No action is required.

FCS Messages

This section contains the FCS messages.
FCS-2

Error Message FCS-2-ALLOC FAILED: Menory allocation failed for size:[dec]
Explanation Memory allocation failed for size [dec]
Recommended Action Restart the process

Error Message FCS-2- CHUNK_ALLOC FAI LED: Chunk nmenory allocation failed for [chars] chunk
Explanation Chunk memory allocation failed. [chars] indicates the chunk name
Recommended Action Restart the process

Error Message FCS-2-NO RESPONSE: Retried maxi mum nunber of times for [chars] to domain [dec]
in VSAN [dec]

Explanation Maximum number of retires completed for [chars] form domain [dec] in VSAN
[dec].

Recommended Action No action is required.

Error Message FCsS-2-PSS VER FAIL: PSS file [chars] has version [dec].[dec].[dec], expected
version [dec].[dec].[dec]



Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service,
[dec].[dec].[dec] its current version number and [dec].[dec].[dec] the expected version

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message FCS-2- RANDNUM FAI L: [chars]

Explanation There was a critical error during random number generation. [chars] indicates
details of the error

Recommended Action No action is required.

FCS-3

Error Message FCs-3-DB ERR [chars]

Explanation An error occurred during an FCS database operation. [chars] indicates the
reason for the error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message FCs-3-FCS MGWI_SEC SDB ERR: [chars] : [chars]
Explanation FC CT Mgmt Security shared db operation : [chars] : [chars].

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message FCS-3-INIT_FAIL: [chars]

Explanation An error happened during FCS Initialization. [chars] indicates the reason for
failure

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message FCS-3-MIS_API_ERR [chars] : [chars]



Explanation An error occurred in send or receive of an MTS message. [chars] indicates the
error that occurred and [chars] indicates the error number

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FCs-3-MIS_ERR [chars]

Explanation An error occurred in processing of an MTS message. [chars] indicates the error
that occurred

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FCS-3-NO MIS_RESP: [chars]

Explanation There was no response to an MTS request. [chars] indicates details of the MTS
message

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FCS- 3- NO_ REMOTE_RESP: No response for request [chars] fromdomain [dec] in VSAN
[ dec]

Explanation There was no response to an FC2 request. [chars] indicates FCS request [dec]
indicates the remote domain and [dec] the VSAN ID

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FCS- 3-OTHER ERR [ chars]

Explanation An FCS generic error occurred. [chars] indicates the description of the error

Recommended Action No action is required.

Error Message FCs-3-PSS ERR [chars]



Explanation An error occurred during an FCS PSS operation. [chars] indicates the PSS
operation that caused the error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message FCs-3-SOCK_ERR sd: [dec], [chars]

Explanation An FC-2 Socket error occurred on socket-ID [dec]. [chars] indicates the reason
for failure

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

FCS-4

Error Message FCS- 4- FCS_MGMI_SEC RJT: FC CT Managenent Server query Rejected: [chars]. from
FCI D [ hex]

Explanation Mgmt-security has rejected FC CT Management Server query: [chars]. from
FCID [hex].

Recommended Action No action is required.

FCS-5

Error Message FCS-5-API_FAIL: [chars]: [chars]

Explanation An API called by FCS failed. [chars] indicates the APl name failed and [chars]
the reason for failure

Recommended Action If this message is seen during a cold boot, it means that the queried
module came up after FCS and this case can be ignored

Error Message FCs-5-DB _NOTI CE: [chars]

Explanation An error occurred during an FCS database operation. [chars] indicates the
reason for the error

Recommended Action No action is required.



FCS-6

Error Message FCS-6-BAD CT_FRAME: Invalid FCS frame: [chars] received from [ hex]
Explanation An invalid FCS FC-CT frame with [chars] received from FC-ID [heX].
Recommended Action No action is required.

Error Message FCs-6-FCS MGWIT_SERVER REQ FCS received FC CT Mgnt Server [chars]. Conmand code
[hex], from FCI D [hex].

Explanation FC CT request has been received from Managment Server. It is [chars].
Command code [hex], from FCId [hex]

Recommended Action No action is required.

Error Message FCS-6-1 NFORVATI ON: [ chars]
Explanation An event happend that affects FCS. [chars] indicates the event
Recommended Action No action is required.

Error Message FCS-6-REXM T_PKT: Retransnitting request [chars] to domain [dec] in VSAN [dec]

Explanation There was a retransmission of an FC2 request. [chars] indicates FCS request
[dec] indicates the remote domain and [dec] the VSAN ID

Recommended Action No action is required.

FEATURE-MGR Messages

This section contains the FEATURE-MGR messages.

FEATURE-MGR-2

Error Message FEATURE- MGR- 2- FM_AUTOCKPT_FAI LED:  Aut oCheckpoi nt [chars] failed to be created
for reason: [chars] ([hex])

Explanation AutoCheckpoint with the given name has been created successfully

Recommended Action No action is required.



Error Message FEATURE- MGR- 2- FM FEATURE_LI CENSE_ERROR | icense [chars] checkout failure for
[chars], error [hex] ([chars])

Explanation License operation was not successful, check license validity for the feature

Recommended Action Please contact FM team

Error Message FEATURE- MGR- 2- FM_FEATURE_OP_CENERI C_ERROR: Service [chars] with uuid [dec]
([hex]) encountered error:[hex]([chars]).Disabl e dependent features or contact service owner for
det ail s.

Explanation Operation was not successful

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FEATURE_OP_TI MEQUT_ERROR: feature [chars] operation failed on
response timeout fromservice: [chars] with uuid ([hex])

Explanation The error seen at FM and service communication

Recommended Action Please contact service owner with given uuid and FM team

Error Message FEATURE- MGR- 2- FM_FSET_ADD_CONFCHECK_ERROR: fail ed to add confcheck [ hex]
([chars]) at installing feature-set [chars]

Explanation Failed to add confcheck at enabling feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_CFG_ALLOW ERROR: Pot enti al vdc_mgr issue: the allow
request failed [hex] ([chars])

Explanation Vdc_magr failed to response the allow request

Recommended Action Please contact FM/vdc_mgr team

Error Message FEATURE- MGR- 2- FM FSET_CKPT_ERROR Checkpoi nt issue: failed on checkpoint with
error [hex] ([chars]) at feature-set [chars]

Explanation Checkpoint did not response

Recommended Action Please contact FM/vdc_mgr and rollback team



Error Message FEATURE- MGR- 2- FM_FSET_DI SABLE_ERROR: Potenti al sysmgr issue: disable feature-
set [chars] on sup failed with error [hex] ([chars])

Explanation Some issues while disabling feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_DI SABLE_FEATURES_ERROR: features failed to disable at
feature-set [chars] with error [hex] ([chars])

Explanation Failed to disable feature at disabling feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_DI SABLE_FEATURES_TI MEQUT: Potenti al [chars] issue:
feature [chars] did not conplete its disabling

Explanation Failed to disable feature at disabling feature-set

Recommended Action Please contact FM/sysmgr team and the feature owner

Error Message FEATURE- MGR- 2- FM_FSET_I NSTALL_ERROR: instal| feature-set [chars] returns error
OX[ hex] ([chars])

Explanation Somes issues during install feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_LCS_DI SABLE_ERROR: Potential sysnmgr issue: disable
feature-set [chars] failed on nmodule [dec] with error [hex] ([chars])

Explanation Some issues on the Ic while disabling feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_LCS_ENABLE_ERROR: enabling feature-set [chars] on nodul e
[dec] returns error OX hex] ([chars])

Explanation Somes issue on the Ic while enabling feature-set

Recommended Action Please contact FM/sysmgr team



Error Message FEATURE- MGR- 2- FM_FSET_PRESEQ REJECT: It rejects pre-sequence due to a service
with sap [dec]: [chars]

Explanation The message seen when an application rejects feature-set disable request

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_SUP_ENABLE_ERROR: enabling feature-set [chars] on sup
returns error OX[ hex] ([chars])

Explanation Some issues during enabling feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_UNGRACEFUL_DI SABLE_ERROR: Pot enti al sysngr issue:
ungraceful disable feature-set [chars] failed with error [hex] ([chars])

Explanation Some issues while ungraceful disable feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_UNGRACEFUL_UNI NSTALL_ERROR: Potential sysngr issue:
ungraceful uninstall feature-set [chars] failed with error [hex] ([chars])

Explanation Some issues while ungraceful uninstall feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM_FSET_UNI NSTALL_ERRCR: Pot enti al sysngr issue: uninstall
feature-set [chars] failed with error [hex] ([chars])

Explanation Some issues while uninstall feature-set

Recommended Action Please contact FM/sysmgr team

Error Message FEATURE- MGR- 2- FM FSET_VMM OP_ERROR [ chars]

Explanation The error seen at FM and VMM interaction

Recommended Action Please contact FM/VMM team



Error Message FEATURE- MGR- 2- FM_MPLS_NVE_DEPENDENCY: Feature MPLS Static and NV Overlay can't
be confi gured together

Explanation Feature MPLS Static and NV Overlay can't be configured togethe

Recommended Action No action is required.

Error Message FEATURE- MGR- 2- FM_MPLS_SR VPC_DEPENDENCY: Feature MPLS SEGVENT ROUTI NG and VPC
can't be configured together

Explanation Feature MPLS SEGMENT ROUTING and VPC can't be configured together

Recommended Action No action is required.

Error Message FEATURE- MGR- 2- FM_MPLS_VPC_DEPENDENCY: Feature MPLS Static and VPC can't be
configured together

Explanation Feature MPLS Static and VPC can't be configured together

Recommended Action No action is required.

Error Message FEATURE- MGR- 2- MODULE_FM DONE: f eat ure manager conpl et ed

Explanation Feature manager completed

Recommended Action No action is required.

Error Message FEATURE- MGR- 2- MODULE_FM STARTED: feature nmanager started

Explanation Feature manager started

Recommended Action No action is required.

FEATURE-MGR-6

Error Message FEATURE- MGR- 6- FM_AUTOCKPT_|I N_PROGRESS: Aut oCheckpoi nt [chars]'s creation in
progress...

Explanation AutoCheckpoint creation has been requested and it should be in progress

Recommended Action No action is required.



Error Message FEATURE- MGR- 6- FM_AUTOCKPT_SUCCEEDED: Aut oCheckpoi nt [chars] created
successful ly

Explanation AutoCheckpoint with the given name has been created successfully
Recommended Action No action is required.

Error Message FEATURE- MGR- 6- FM_FCOE_AUTO NSTALL_ON_NOT_I| SOLA: auto-install feature-set fcoe
on non-isol a

Explanation Auto-install feature-set fcoe could be done on isola only
Recommended Action Please contact FM team

Error Message FEATURE- MGR- 6- FM_FSET_ENABLED_AT_UNI NSTALL: Uninstall aborted because feature
set is still enabled in vdc [dec]

Explanation Feature setis in enabled state

Recommended Action No action is required.

FEX Messages

This section contains the FEX messages.
FEX-2

Error Message FEX-2- FEXCONFI G ON_VPC. A green start is a nust after 1SSU for VPC config on
FPC([ hex]) for AA-FEX bringup. Please ignore if you already reloaded the switch after upgradi ng
to version >= 7.0.3(15)2

Explanation Green start (post ISSU) is a must to ensure programming correctness before
configuring AA-FEXes

Recommended Action No action is required.

Error Message FEX-2- FEX_NOT_ONLI NE_SUP_I SSU: FEX [dec] did not come online after SUP | SSU

Explanation FEX did not come online after sup ISSU

Recommended Action No action is required.



Error Message FEX-2- FEX_OFFLINE: FEX [dec] has gone OFFLINE

Explanation FEX has gone OFFLINE

Recommended Action No action is required.

Error Message FEX-2-FEX_ONLI NE: FEX [dec] has come ONLI NE

Explanation FEX has come ONLINE

Recommended Action No action is required.

Error Message FEX-2- FEX_PORT_STATUS CRIT: Uplink-1D [dec] of Fex [dec] that is connected with
[chars] changed its status from[chars] to [chars]

Explanation Fex [decimal-digit] changed port status

Recommended Action No action is required.

Error Message FEX-2- NOHMS_ENV_FEX_OFFLI NE: [ chars]

Explanation Fex off-line

Recommended Action Show inventory

Error Message FEX-2- NOHMS_ENV_FEX_ONLI NE: [ chars]

Explanation Fex on-line

Recommended Action Show inventory

FEX-4

Error Message FEX-4- FEX_SCALI NG LI M TS_REACHED: You have exceeded the advisabl e FEX scaling
limts.

Explanation More FEX/FEX ports in the system than recommended by Cisco.

Recommended Action No action is required.



FEX-5

Error Message FEX-5-FEX DI SABLED: FEX Di sabl ed
Explanation FEX Service Disabled
Recommended Action No action is required.

Error Message FEX-5- FEX_ENABLED: FEX Enabl ed
Explanation FEX Service Enabled
Recommended Action No action is required.

Error Message FEX-5- FEX_PORT_STATUS NOTI: Uplink-1D [dec] of Fex [dec] that is connected with
[chars] changed its status from|[chars] to [chars]

Explanation Fex [decimal-digit] changed port status
Recommended Action No action is required.
Error Message FEX-5-PI NNl NG CHANGED: Fex [dec] pinning information i s changed
Explanation Fex pinning information changed
Recommended Action No action is required.

Error Message FEX-5- SATMGR DI SABLE FAI LED: Disabling of feature FEX failed. Please renove FEX
related configs frominterfaces

Explanation Disabling of FEX feature failed

Recommended Action No action is required.

FIB Messages

This section contains the FIB messages.

FIB-SLOT#-0

Error Message FiB-SLOT#-0- EMERG [ chars]



Explanation Fib caused a system failure

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

FIB-SLOT#-1

Error Message FiIB-SLOT#- 1- ALERT: [chars]
Explanation Fib caused failures in other services

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message Fi B- SLOT#- 1- HW RESOURCE: [ char s]
Explanation Hardware resources are approaching limit.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message Fi B- SLOT#- 1- HW RESOURCE: [ char s]
Explanation Hardware resources are approaching limit.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

FIB-SLOT#-2

Error Message FIB-SLOT#-2-CRIT: [chars]
Explanation Fib encountered a catastrophic error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

FIB-SLOT#-3




Error Message FiIB-SLOT#-3-ERR [chars]

Explanation Fib encountered an error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FiIB-SLOT#-3-HW FAIL: [chars]

Explanation Failed to program route into the hardware.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FiIB-SLOT#-3-NO MEM Qut of nmenory

Explanation Fib does not have enough memory to continue proper operation.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message FiB-SLOT#- 3- SEND_SUP: Cannot talk to supervisor

Explanation Fib to supervisor IPC failure

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

FIB-SLOT#-4

Error Message FiIB-SLOT#-4- CPU_HOG | nactive or busy

Explanation Either fib was not scheduled to run, or fib was busy, and fib did not service the
message or timer queue for an extended period.

Recommended Action Please perform ‘debug fib error’, then recreate the operation
scenario, to find out more details.

Error Message FiIB-SLOT#-4-WARN: [chars]



Explanation Fib encountered a possible error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

FIB-SLOT#-6

Error Message FiIB-SLOT#-6-FIB_INFO [chars]
Explanation Information that a corrective action was taken by FIB

Recommended Action Message is informational only

FICON Messages

This section contains the FICON messages.

FICON-2

Error Message FI CON-2- E_ DUPLI CATE_PN_BRI NGUP_FAI L: [chars]

Explanation This port has the same port number assigned to other port in the same FICON
VSAN. No more than one port with duplicate port number can be up in each FICON VSAN

Recommended Action Avoid duplicate number assignment in each FICON VSAN\n

Error Message FI CON-2-E PN_PA_NOT_I N _BOUND: [chars]

Explanation Port number or port address in startup-configure is out of bound.

Recommended Action Change ficon port number assign configuration and save to startup-
configure.\n

Error Message FI CON-2-E SAVE FILE: [chars]

Explanation Failed to save file. Possibly due to asymmetric pdcm matrix. Look for retval for
actual reason.

Recommended Action Configure port prohibits in symmetrically.\n

Error Message FI CON-2- SHUTDOAN: FI CON Manager process shutting down: [chars]



Explanation FICON Manager shutting down

Recommended Action This is a severe error. Provide the reason given in the message\n

FICON-3

Error Message FI CON3- E_ASSI GN_BI NDI NG _PN_FAI L: [chars]

Explanation Port number has fcip or port channle binding can not be removed nor changed.

Recommended Action Remove port number binding of the logical interface first.\n

Error Message FI CON3- E_ASSI GN_I NVALI D_PN_PARAM [ char s]

Explanation Invalid port number parameters in command.

Recommended Action Check port numbers in the command.\n

Error Message FI CON 3- E_ASSI GN_OVERLAP_PN_FAI L: [chars]

Explanation Port number assigned to physical and logical can not overlap.

Recommended Action Check port numbers in the command.\n

Error Message FI CON 3- E_ASSI GN_PN_NOT_DOAN_FAI L: [chars]

Explanation Only port number assigned to a port in down state can be removed or changed.

Recommended Action Bring down the port first.\n

Error Message FI CON 3- E_ASSI GN_PROH BI T_PN_FAI L: [chars]

Explanation Logical port address can not be prohibited.

Recommended Action Check port numbers in the command.\n

Error Message FI CON 3- E_DUPLI CATE_PN_ASSI GN_WARNI NG [ char s]

Explanation This port has the same port number assigned to other port in the same FICON
VSAN. No more than one port should have the same port number in each FICON VSAN



Recommended Action Avoid duplicate number assignment in each FICON VSAN\n

Error Message FI CON-3-E_I NVALI D_PA BRI NGUP_FAI L: [chars]

Explanation This port either has an invalid port address assigned or has no port address
assigned.

Recommended Action Assign a valid ficon port number to the port.\n

Error Message FI CON-3- E_PORT_PRCHI BI T_BRI NGUP_FAI L: [chars]

Explanation This port has been prohibited. Prohibiting E or TE ports is not allowed. This port
can not be configured in E mode or TE mode until the prohibit mask configuration is changed

Recommended Action Correct the prohibit mask (PDCM) for this port if you wish to bring it
up as an E or TE portin a FICON VSAN\n

Error Message Fl CON-3-E_UNASSI GN_NO PN_FAI L: [chars]

Explanation Only port number already assigned can be removed.

Recommended Action Check port numbers in the command.\n

Error Message FI CON-3- PDCM CHANGE_REJ_E_PORT: [ char s]

Explanation The FICON Prohibit Dynamic Connectivity Mask(PDCM) change rejected
because an E or TE port is being prohibited. Prohibiting an E or TE port in not allowed

Recommended Action Correct the prohibit mask (PDCM) for this port if you wish to bring the
port up as an E or TE port in a FICON VSAN\n

FICON-5

Error Message FI CON5- STARTING FI CON Manager process starting

Explanation FICON Manager process is being started

Recommended Action No action is required.

FICON-6

Error Message FI CON-6- PDCM CHANGE:  VSAN [ dec] port-address [dec] prohibit mask set to [chars]



Explanation The FICON Prohibit Dynamic Connectivity Mask (PDCM) for this port has
changed. VSAN [dec], port address [dec] prohibit mask (PDCM) is now set to [chars]

Recommended Action No action is required.

Error Message FI CON-6- PORT_SWAP: port number [dec] [dec] swapped
Explanation FICON porthumbers swapped
Recommended Action No action is required.

Error Message Fl CON-6- VSAN DI SABLED: FI CON di sabl ed on VSAN [ dec]
Explanation FICON has been disabled on the given VSAN
Recommended Action No action is required.

Error Message Fl CON-6- VSAN ENABLED: FI CON enabl ed on VSAN [ dec]
Explanation FICON has been enabled on the given VSAN

Recommended Action No action is required.

FIPS Messages

This section contains the FIPS messages.

FIPS-0

Error Message FiIPS-0-FI PS_POST_CLEANUP_FAI LED: Error cleaning up keys in FIPS node : [chars]

Explanation FIPS cleanup failed [chars]

Recommended Action No action is required.

Error Message FiIPS-0-SET_FI PS_MODE_FAI LED: Error when setting FIPS node : [chars]

Explanation FIPS mode failed [chars]

Recommended Action No action is required.



FIPS-6

Error Message FiIPS-6-SET_FIPS_MODE: FIPS node is [chars] for service [chars]
Explanation FIPS mode is changed [chars] [chars]

Recommended Action No action is required.

FLOGI Messages

This section contains the FLOGI messages.

FLOGI-1

Error Message FLOG -1- MSG FDI SC REJECT_TOO MANY_LOG NS: [VSAN [dec], Interface [chars]] FDI SC
rejected - this interface has reached the nax numof N-Ports ([dec])

Explanation An FDISC was rejected because the F-Port has reached the maximum allowed
number of devices.

Recommended Action Check the configuration of the NPIV device connected to the port.

Error Message FLOG -1-MsG FLOG _REJECT_FCI D_ERROR: [ VSAN [dec], Interface [chars]] (pwan:
[chars]) FLOG rejected - FCID allocation failed with error [hex].

Explanation An FLOGI was rejected because the FCID allocation failed.

Recommended Action Check the fcid-interop configuration, purge the persistency table and
check the output of "show flogi database details" and see if any of the "A area FCID
allocation” entries can be turned to single fcid allocation as per Configuration Guide

Error Message FLOG -1-MsG FLOG _REJECT_TOO MANY_LOG NS: [VSAN [dec], Interface [chars]] FLOG
rejected - this interface has reached the nax num of NL-Ports ([dec])

Explanation An FLOGI was rejected because the FL-Port has reached the maximum allowed
number of devices.

Recommended Action Reduce the number of devices on the loop

Error Message FLOG - 1- MSG_NPI V_NOT_SUPPORTED W TH_TRUNKI NG [ VSAN [dec], Interface [chars]]
NPl V not supported - on this platform NPIV is not supported on trunking interfaces

Explanation The N_Port requested NP1V, but this platform does not support NPIV on



trunking F_Ports.

Recommended Action Disable NPIV, or move the N_Port to a switch that supports NPIV on
trunking F_Ports

FLOGI-2

Error Message FLOG -2- MSG FLOG _REJECT_NO ACL_TCAM AVAI LABLE: [VSAN [dec], Interface [chars]]
FLOE rejected - ACLTCAM resource exausted

Explanation An FLOGI was rejected because the ACLTCAM hardware resource is
completely used.

Recommended Action Reduce the number of nodes.

FLOGI-4

Error Message FLOG -4- MSG VF_FLOG _FROM NON_Cl SCO QUi : [VSAN [dec], Interface [chars]] FLOG
with VF bit set from QU [hex]:[hex]:[hex] (nwwn: [chars])

Explanation This interface received an FLOGI with VF bit set from a non CISCO OUI; in this
release Virtual Fabrics are not supported on interfaces connected to third-party devices

Recommended Action Set the trunk mode of this interface to off

FLOGI-5

Error Message FLOG -5- MG FLOG _DROP_DUE_TO SUSPENDED VSAN: [ VSAN [dec], Interface [chars]]
FLOE (pwwn: [chars]) has been dropped because the VSAN is suspended on this trunking interface

Explanation The switch received an FLOGI from a trunking interface on a VSAN which has
been suspended; the FLOGI frame has been dropped.

Recommended Action To bring up the VSAN again on the trunking port, remove it from the
allowed VSAN list and add it again

Error Message FLOG -5- MG FLOG _DUPLI CATE_WAPN: [ VSAN [dec], Interface [chars]] FLOG (pwan:
[chars]) has been dropped because the host has a duplicate W\PN

Explanation The switch received an FLOGI from the interface, which has a duplicate PWWN
value.

Recommended Action No action is required.



Error Message FLOG - 5- MSG_| F_REI NI T_ALPA_CONFLI CT: [VSAN [dec], Interface [chars]] FL/TL
interface [chars] re-initialized as ALPA - PWW map conflict occurred

Explanation The FL/TL interface is re-initialized as ALPA used by device conflicts with an
existing FLOGI session after the Loop Initialization Protocol (LIP). All the devices will re-login

with new ALPA and PWWN mapping
Recommended Action No action is required.

Error Message FLOG -5-MSG PORT_LOGGED_IN: [ VSAN [dec], Interface [chars]] Nx Port [chars]
with FCID [chars] |ogged IN

Explanation Nx port logged in with the specified information.
Recommended Action No action is required.

Error Message FLOG -5-MSG PORT_LOGGED_OUT: [VSAN [dec], Interface [chars]] Nx Port [chars]
| ogged QUT.

Explanation Nx port logged out. The following commands will help determine why this Nx
port logged out: 'show interface, show VSAN, show module'

Recommended Action No action is required.

FS-DAEMON Messages

This section contains the FS-DAEMON messages.

FS-DAEMON-2

Error Message Fs- DAEMON- 2- FSD_ENOSPC_BOOTFLASH. Due to insufficient space, [chars] inmge
coul d not be copied to standby bootflash. [chars] image is not present on standby. Pl ease copy

\'"[chars]\' manually.
Explanation Move system images from RAM to bootflash to free up some memory

Recommended Action Please remove some unnecessary files on bootflash using \'delete\’
CLI command and copy images from active supervisor or from remote location

FS-DAEMON-6

Error Message Fs-DAEMON- 6- FSD_ENOSPC_LOGFLASH: System | ogf | ash usage has reached [dec] % You

may del ete sonme old files on |ogflash to free up space



Explanation System logflash space is almost full
Recommended Action Use 'clear core archived' or 'delete’ CLI to free up space on logflash

Error Message Fs- DAEMON-6- FSD_ENOSPC_ROOT: System root usage has reached [dec] % You may
delete sone old files fromroot or /var/log to free up space

Explanation System root space is almost full

Recommended Action Use 'clear core archived' or 'delete’ CLI to free up space on root dir
or /var/log

Error Message FS- DAEMON- 6- FSD_ENOSPC_TMP: System tenporary directory usage has reached
[ dec] %

Explanation System /tmp space usage.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message Fs- DAEMON- 6- FSD_REEXPORT_NFS: Re-exported NFS nounts
Explanation Exported NFS mounts are not visible in kernel and had to be reexported

Recommended Action Please use 'show system internal flash' to make sure there are no
Stale NFS handles

FSCM Messages

This section contains the FSCM messages.

FSCM-2

Error Message FSCM 2- FABRI C_START_CFG MGR_PROGRAM EXI T: Fabric Start Cfg Myr daenon exiti ng:
[ chars]

Explanation FABRIC_START_CFG_MGR daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.



FSPF Messages

This section contains the FSPF messages.

FSPF-2

Error Message FSPF-2- SHUTDOAN: Routing daenon shutting down : [chars]
Explanation FSPF routing daemon is shutting down because of [chars] reason.

Recommended Action This is a severe bug. Provide the reason provided and the log files
for FSPF.

FSPF-3

Error Message FSPF-3-BAD FC2_PKT: Received bad FC2 packet on interface [chars] : [chars]

Explanation FSPF received a bad FC2 packet on [chars] interface , error description is
[chars].

Recommended Action FSPF daemon has received a bad FC frame. Provide the output of
'debug fc2 pkt .

Error Message FSPF-3- CHECKSUM FAI L: Checksumtest failed for LSR domain [dec]
Explanation Periodic database checksum test failed for LSR for domain [dec]

Recommended Action This indicates that the internal database got corrupted because of
some memory corruption bug. Provide output of 'show fspf database ‘. May need to power
cycle the switch

Error Message FSPF-3-FC2_PROC ERR Error in processing [chars] packet on interface [chars],
Error = [chars]

Explanation An error occurred in processing a [chars] FC2 packet on [chars] interface. The
internal error code is [chars].

Recommended Action Turn on 'debug fspf error' to get more information. Make sure there is
no misconfiguration of FSPF parameters on the two ends of the interface. Provide output of
'show fspf vsan x' 'show fspf vsan x interface' and ‘debug fspf fc pkt ' for the specific interface

Error Message FSPF-3-FLOOD ERR Error in flooding the local LSR, Error = [chars]



Explanation FSPF had an error in flooding the local LSR , error description is [chars].

Recommended Action Provide output of 'debug fspf flood' , ‘debug fspf error'. If error is
reported in transmitting packet check if interface is up and turn on 'debug fc2 error’

Error Message FSPF-3-HELLO M SMATCH: M smatch in [chars] in the Hello packet on interface
[ chars]

Explanation There is a mismatch in the [chars] entry in the hello packet received on interface
[chars]. The packet will be dropped.

Recommended Action Check the configuration of hello or dead interval on the switches on
the two ends of the interface to see if there is a mismatch.

Error Message FSPF- 3- I NTF_TI MER_ERR: Error in processing interface timer event [chars] for
interface [chars] , error = [chars]

Explanation FSPF had an error in processing timer event for interface chars, error is [chars].

Recommended Action Provide output of 'debug fspf error'

Error Message FSPF- 3-1 PC_PROC_ERR: Error in processing | PC nessage : Opcode = [dec], Error
code = [hex]

Explanation FSPF had an error in processing message of [dec] opcode , the internal error
code is [dec].

Recommended Action Possibly some wrong IPC message is received by FSPF . Provide
output of 'debug fspf mts pkt' and 'debug fspf error ' trace.

Error Message FSPF-3-LOCK_FAIL: FSPF failure in gaining |ock

Explanation There is a software failure in gaining lock of the shared resource between FSPF
threads.

Recommended Action Provide output of 'debug fspf all '

Error Message FSPF-3-MIS_MSG BEFORE_GSYNC. FSPF in standby recei ved MIS message opcode =
[ hex] before GSYNC

Explanation FSPF in standby received an MTS message of opcode [dec] before receiving
the GSYNC message.



Recommended Action Provide output of 'debug fspf mts pkt '

Error Message FSPF-3-RIB_ERR Error in RIB: [chars]

Explanation FSPF had an error in interacting with RIB, error description is [chars].

Recommended Action Check if rib application is running using 'show processes'. Provide
output of 'debug fspf route’ and RIB debug traces.

Error Message FSPF- 3- ROUTE_COMPUTE_ERR: Error in conputing or sending routes : Error =
[ chars]

Explanation FSPF had an error in computing routes , error description is [chars].

Recommended Action Provide the error code and output of 'debug fspf error' and 'debug
fspf route’ if problem is reproducible

Error Message FSPF-3-UNLOCK_FAIL: FSPF failure in releasing |ock

Explanation There is a software failure in releasing lock of the shared resource between
FSPF threads.

Recommended Action Provide output of 'debug fspf all '

Error Message FSPF- 3- VSAN_TI MER_ERR: Error in processing VSAN timer event [chars], error
description = [chars]

Explanation FSPF had an internal error in processing timer event , error description is
[chars].

Recommended Action Provide output of 'debug fspf error'

FSPF-4

Error Message FSPF-4-FC2_DOAN_| NTF: Recei ved FC2 packet on DOMN interface [chars]

Explanation FSPF received a FC2 packet on inactive interface [chars] .

Recommended Action This message may be printed for the first FSPF packet when an
interface is brought up. If the message is seen continuously check if FSPF is disabled on one
end for the interface or the VSAN. Otherwise check 'show interface ' output to see if interface
is physically up only on one side. Also check if there is any error message printed for
IPC_PROC_ERR



Error Message FSPF-4- FC2_DOAN_VSAN: Received FC2 packet on inactive vsan
Explanation FSPF received a FC2 packet on inactive vsan.

Recommended Action If message seen continuously check if FSPF is disabled on the
VSAN Investigate if VSAN is active and valid domain has been assigned on the switch Also
check if IPC_PROC_ERR message is printed in the syslog

Error Message FSPF-4-1LLEGAL_FSM EVENT: |llegal FSMevent for state [chars] in interface

[ chars]

Explanation An illegal protocol event has occurred for the FSPF state machine. The old state
was [chars] for the interface [chars].

Recommended Action It is possible to get this message if some protocol packet gets
dropped but the it should recover and move back to FULL state. Do 'show fspf interface’ to
check the state of the interface. If it is stuck in state other than FULL provide output of ‘debug
fspf event' and 'debug fspf fc pkt ' for the interfaces involved.

Error Message FSPF- 4- LSR_DROPPED: [chars], Dropping LSR [dec] received on interface [chars]

Explanation A LSR packet is dropped due to [chars] reason. LSR belonged to domain [dec]
and was received on interface [chars].

Recommended Action Provide the reason given for dropping the LSR and output of ‘debug
fspf fc pkt' If the reason is checksum failure investigate possible packet corruption or
truncation

Error Message FSPF-4- LSR_ M N_LS ARRI VAL: Packet arrived before MN_LS ARRI VAL, Dropping LSR

[dec] on interface [chars]

Explanation A LSR packet is dropped as it arrived before MIN_LS_ARRIVAL. LSR belonged
to domain [dec] and was received on interface [chars].

Recommended Action This can occur in transient situation and protocol recovers by
retransmitting the LSR. If the message is seen continuously provide output of 'debug fspf flood
", 'debug fspf retrans' and 'debug fspf error '. The message may be seen more often when
interoperating with other vendors

Error Message FSPF- 4- LSU RX_INIT: Dropping LSU received in state INIT on interface [chars]

Explanation A LSU packet is dropped as interface [char] is in INIT state when it received the
LSU.



Recommended Action This can occur in some transient situation. If the problem persists
provide output of 'show fspf vsan x interface' and 'debug fspf fc pkt ' and 'debug fspf event
vsan x'

FSPF-5

Error Message FSPF-5-STARTING Routing daeron started

Explanation FSPF routing daemon has been started.

Recommended Action No action is required.

FSPF-6

Error Message FSPF-6-ADD LSR New LSR added for domain [dec]

Explanation A new LSR is added to the database for domain [dec] .

Recommended Action No action is required.

Error Message FSPF-6-DELETE_LSR LSR del eted for domain [dec]

Explanation The LSR for domain [dec] is deleted from the database.

Recommended Action No action is required.

Error Message FSPF-6-1NTF_OPER DOW: Down on interface [chars]

Explanation FSPF has become operationally down on interface [chars].

Recommended Action No action is required.

Error Message FSPF-6-1NTF_OPER UP: Up on interface [chars]

Explanation FSPF has become operational on interface [chars].

Recommended Action No action is required.

Error Message FSPF-6-MAX _AGE: LSR [dec] reached Maxage

Explanation The LSR for domain [dec] reached the maximum age and will be deleted from



all the connected switches .
Recommended Action No action is required.
Error Message FSPF-6-ROLLOVER Rol ling over the incarnation nunber of Local LSR

Explanation The incarnation number of local LSR reached the maximum value and is rolling
over.

Recommended Action No action is required.
Error Message FSPF-6- SELF_ORI G NATED: Received | ocal LSR with higher incarnation number

Explanation A LSR for the local domain was received with incarnation number higher than
the one in database. This situation should only occur initially on a topology change. If this
situation persists the domain assignment of switches may not be unique

Recommended Action If this message is received continuously check if domain assignment
is unique in the fabric.

Error Message FSPF-6- STATE CREATED: Internal state created [chars]
Explanation FSPF has created its internal state stateless/stateful [chars].
Recommended Action No action is required.

Error Message FSPF-6- VSAN OPER DOAN: Down on vsan
Explanation FSPF has become operationally down on VSAN.
Recommended Action No action is required.

Error Message FSPF-6-VSAN OPER UP: Up with |ocal domain [dec]
Explanation FSPF has started with local domain [dec].

Recommended Action No action is required.

FSPF-7

Error Message FSPF-7- ROUTE_THREAD STARTED: Thread nunber [dec] started



Explanation Route computation thread number [dec] has been started for FSPF.

Recommended Action No action is required.

HSRP ENGINE Messages

This section contains the HSRP_ENGINE messages.

HSRP_ENGINE-3

Error Message HSRP_ENG NE- 3- BFD_GLOBAL_SESSI ON_ REMOVAL_ERROR: Failed to renove all the HSRP-
BFD sessions([hex] [hex]), Refer |ogs

Explanation Refer logs for more details

Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- BFD_| F_SESSI ON_REMOVAL_ERROR  Fail ed to renove few HSRP- BFD
sessions([hex] [hex]), Refer I|ogs

Explanation Refer logs for more details.

Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- BFD_SESSI ON_ADD _ERROR: Failed to add few HSRP-BFD sessi ons([ hex]
[hex]), Refer logs

Explanation TRefer logs for more details.

Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- BFD_SESSI ON_CREATI ON_ERROR Failed to create BFD session
information([hex] [hex]), Refer |ogs

Explanation Refer logs for more details.

Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- BFD_SESSI ON_REMOVAL_ERROR Failed to remove few HSRP- BFD
sessions([hex] [hex]), Refer I|ogs

Explanation Refer logs for more details.



Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- BUNDLE_ASI D REG FAIL: Switch-id:[dec] DRAP registration failed
for bundl e:[dec].

Explanation DRAP registration failure
Recommended Action No action is required.
Error Message HSRP_ENG NE- 3- BUNDLE_LPSS_FAIL: LPSS [chars] for bundl e:[dec] failed.
Explanation Libanycast ADD/DEL is failing
Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- BUNDLE_VLAN DOAN: VI an [dec] DOMN for Bundle [dec], Traffic for

group [dec] will be lost on this node.

Explanation If any of the Vlan for the bundle goes down, then bundle remains UP untill the
last Vlan of the bundle also goes down, this results into traffic loss for Vlans which are down

but bundle is UP.

Recommended Action User can shut the bundle on this node, so that all traffic coming to
this node can be switched to other anycast nodes

Error Message HSRP_ENG NE- 3- ERROR | N_ADD_VI P_TO UBRIB: Failed to Add VIP [chars] to USRI B
(errno [hex]), Refer |ogs

Explanation Refer logs for more details.
Recommended Action No action is required.

Error Message HSRP_ENG NE- 3- ERROR_I N_DEL_VI P_FROM U6RI B: Failed to delete VIP [chars] from
USRI B (errno [hex]), Refer Iogs

Explanation Refer logs for more details.
Recommended Action No action is required.
Error Message HSRP_ENG NE- 3- NOSOCKET: Unabl e to open socket

Explanation The system was unable to initialize an IP connection for the Hot Standby



protocol.

Recommended Action Make sure that there is at least one interface configured to run IP.

Error Message HSRP_ENG NE-3-VI P_ADD FAILEDL: Falied to retain Address on interface [chars]

G p [dec] address [chars] is already assigned to, or overlaps with, an address on interface
[chars] address renoved.

Explanation The HSRP virtual IP address cannot be reapplied as as it is already assigned
to, or overlaps with, an address on another interface or application.

Recommended Action Verify that the reported IP address is not present on the device/vdc
in the same vrf. If its not present, collect show tech-support netstack detail and show tech-
support hsrp.

Error Message HSRP_ENG NE-3-VI P_ADD FAILED2: Falied to retain Address on interface [chars]

G p [dec] address [chars] is already assigned to, or overlaps with, an address on anot her
interface or application address renoved.

Explanation The HSRP virtual IP address cannot be reapplied as as it is already assigned
to, or overlaps with, an address on another interface or application.

Recommended Action Verify that the reported IP address is not present on the device/vdc
in the same vrf. If its not present, collect show tech-support netstack detail and show tech-
support hsrp.

HSRP_ENGINE-4

Error Message HSRP_ENG NE- 4- BADAUTH2: Bad aut henti cation from [chars]
Explanation Two routers participating in HSRP disagree on the valid authentication string.

Recommended Action Use the HSRP authentication command to repair the HSRP

authentication discrepancy between the local system and the one whose IP address is
reported.

Error Message HSRP_ENG NE- 4- BADAUTH: Bad aut hentication from[chars], group [dec], renote
state [chars]

Explanation Two routers participating in HSRP disagree on the valid authentication string.

Recommended Action Use the HSRP authentication command to repair the HSRP

authentication discrepancy between the local system and the one whose IP address is
reported.



Error Message HSRP_ENG NE- 4- BUNDLE_GROUP_NOTEXI ST: Group [dec] not found on Intf [chars] for
Bundl e [dec], Traffic for this group will be lost on this node.

Explanation If any of the groups for the bundle are missing due to misconfig and the bundle
is UP, this results into traffic loss for groups which are not configured.

Recommended Action User need to configure the missing groups for the bundle on this
node

Error Message HSRP_ENGQ NE- 4- DI FFVI P1: [chars] G p [dec] active routers virtual |P address
[chars] is different to the locally configured address [chars]

Explanation The HSRP virtual IP address contained in the Hello message from the Active
router is different to that configured locally.

Recommended Action Check the configuration on all HSRP routers.

Error Message HSRP_ENG NE- 4- DUPADDR Duplicate address % on [chars], sourced by %

Explanation The IP address in an HSRP message received on the interface is the same as
the router's own IP address. This may be because of misconfiugration, or because of a
malfunctioning switch

Recommended Action Check the configurations on all the HSRP routers, and make sure
that any switches you have are functioning properly.

Error Message HSRP_ENGQ NE- 4- DUPVI P1: [chars] G p [dec] address [chars] is already assigned to
a HSRP group on this interface

Explanation The HSRP virtual IP address contained in the Hello message cannot be learnt
as it is already assigned to a different HSRP group.

Recommended Action Check the configuration on all HSRP routers.

Error Message HSRP_ENG NE- 4- DUPVI P2: [chars] G p [dec] address [chars] is already assigned on
this interface

Explanation The HSRP virtual IP address contained in the Hello message cannot be learnt
as it is already assigned to this interface.

Recommended Action Check the configuration on all HSRP routers.

Error Message HSRP_ENG NE- 4- DUPVI P3: [chars] G p [dec] address [chars] is already assigned



to, or overlaps with, an address on another interface or application

Explanation The HSRP virtual IP address contained in the Hello message cannot be learnt
as it is already assigned to, or overlaps with, an address on another interface or application.

Recommended Action Check the configuration on all HSRP routers.

HSRP_ENGINE-5

Error Message HSRP_ENG NE- 5- ACTI VEROUTERPRI ORI TY: Interface [chars] [chars] G p [dec] Active
router priority changed to [dec]

Explanation The priority of the Active router for the group has changed.

Recommended Action No action is required.

Error Message HSRP_ENGQ NE- 5- ACTI VE_CHANGE: Interface [chars] [chars] G p [dec] Active router
is [chars]

Explanation The Active router for the group has changed.

Recommended Action No action is required.

Error Message HSRP_ENG NE- 5- AUTOCONFI G VI PLEARN: Interface [chars] grp [dec] |earnt
autoconfig virtual ip address [chars]

Explanation The local router has generate virtual ip address

Recommended Action No action is required.

Error Message HSRP_ENG NE- 5- BUNDLE_DOAN_REASON: Cannot bringup bundl e <[dec]:[chars]>,
Reason: [chars]

Explanation Display the reason why bundle is down

Recommended Action Address the reason why the bundle is down

Error Message HSRP_ENG NE- 5- BUNDLE_STATE_CHANGE: Bundl e State change from [chars] To:
[chars].

Explanation Bundle State change



Recommended Action No action is required.

Error Message HSRP_ENG NE- 5- GRPSTATECHANGE: Interface [chars] [chars] G p [dec] state changed
from[chars] to [chars] reason [chars]

Explanation The HSRP router has changed state

Recommended Action No action is required.

Error Message HSRP_ENG NE- 5- MACADDRESS_CHANGE: I nterface [chars] [chars] G p [dec] mac-
address changed to [chars]

Explanation The mac address of the group has changed.

Recommended Action No action is required.

Error Message HSRP_ENG NE-5- MASTER NAME_CHNGD: Master Name conflict for grp [dec], using
def aul t

Explanation Name conflict between two master, later will fallback to default

Recommended Action No action is required.

Error Message HSRP_ENGQ NE-5- PRIORITY: Interface [chars] [chars] Gp [dec] priority changed to
[ dec]

Explanation The current priority of the HSRP group has changed.

Recommended Action No action is required.

Error Message HSRP_ENG NE- 5- STANDBYROUTERPRI ORI TYCHANGE: Interface [chars] [chars] G p [dec]
Standby router priority changed to [dec]

Explanation The priority of the Standby router for the group has changed.

Recommended Action No action is required.

Error Message HSRP_ENG NE-5- STANDBY_CHANGE: Interface [chars] [chars] G p [dec] Standby
router is [chars]

Explanation The Standby router for the group has changed.



Recommended Action No action is required.

Error Message HSRP_ENGQ NE-5-TI MER Interface [chars] [chars] G p [dec] [chars] tinmer changed
to [dec] [chars]

Explanation The hello/hold timer value for the HSRP group has changed

Recommended Action No action is required.

Error Message HSRP_ENGQ NE- 5- VI PLEARN: Interface [chars] [chars] G p [dec] learnt virtual ip
address [chars]

Explanation The local router has learnt virtual ip address from the incoming HSRP packet.

Recommended Action No action is required.

HSRP_ENGINE-6

Error Message HSRP_ENGQ NE- 6- STATECHANGE2: [chars] [chars] G p [dec] state nmoving from [chars]
Explanation The router has changed state
Recommended Action No action is required.

Error Message HSRP_ENG NE- 6- STATECHANGE: [chars] [chars] G p [dec] state nove to [chars]
Explanation The router has changed state

Recommended Action No action is required.

ICAM Messages

This section contains the ICAM messages.

ICAM-2

Error Message | CAM 2- APBR_CORRUPT: RISE APBR in Corrupt State, RS IP: [chars], port: [dec],
Proto: [dec], nhop IP: [chars], slot ID: [dec], vlan: [dec]. Reason: [chars].

Explanation RMAP

Recommended Action ACL cannot be completely deleted.



Error Message | CAM 2- DI SCOVERY_CHANNEL_DOWN: service '[chars]' is down (slot id [dec]),
Reason: [chars]

Explanation See reason string in the error message with the following possibilities: 1. Error
in bootstrap/health-monitoring response. 2. Timed out while waiting for bootstrap/health-
monitoring response. 3. Failed to send bootstrap/health-monitorying message. 4. Control
VLAN interface is not operational. 5. RISE interface [chars] is not operational. 6. RISE
interface [chars] does not have control VLAN [dec] as trunk member. 7. Control VLAN ([dec])
interface does not have valid IP. 8. RISE port channel po [dec] has no member ports. 9.
Failed to send vlan-group. 10. RISE IP [chars] is already assigned to another service, slot id
[dec].

Recommended Action Take corrective action per the reason

Error Message | CAM 2-1 TD_LI CENSE_EXPI RED: | TD Li cense: |icense grace-period expired. Please
instal |l ENHANCED LAYER2_PKG

Explanation License or grace-period has expired.

Recommended Action Take steps to renew license. Feature will be disabled.

Error Message | CAM 2-1 TD_LI CENSE_M SSING Feature | TD |icense mi ssing: ENHANCED_LAYER2_PKG

Explanation License does not exist when attempting to enable ITD feature.

Recommended Action Acquire license or grace-period permission.

Error Message | CAM 2- LI CENSE_EXPI RED: RI SE License: |icense grace-period expired. Please
instal |l ENHANCED LAYER2_PKG

Explanation License or grace-period has expired.

Recommended Action Take steps to renew license. Feature will be disabled.

Error Message | CAM 2-LI CENSE_M SSI NG _COPY_RS: RI SE |icense nmissing: ENHANCED LAYER2_PKG.
Rermovi ng RI SE confi g.

Explanation RISE license missing after NXOS version upgrade. Previous version ran RISE
without a license.

Recommended Action Acquire license or grace-period permission.

Error Message 1 CAM 2- LI CENSE_M SSING | SSU: RISE |icense nissing: ENHANCED LAYER2_PKG



Rermovi ng RI SE confi g.

Explanation RISE license missing after ISSU. Previous version ran RISE without a license.

Recommended Action Acquire license or grace-period permission.

Error Message 1CAM 2-LI CENSE_M SSING RI SE |icense missing: ENHANCED LAYER2_PKG

Explanation License does not exist when attempting to enable RISE feature.

Recommended Action Acquire license or grace-period permission.

ICAM-3

Error Message | CAM 3- APBR_ACLMGR ERROR. RISE APBR. ACL was not [chars], apbr payl oad:
[chars].

Explanation Acl was not created/deleted.

Recommended Action Check TCAM resource limit, and the sys admin.

Error Message | CAM 3- APBR_| NGRESS_| NT_NOT_FOUND: RI SE APBR: can't find the ingress interface
for RS IP: [chars].

Explanation 7K cannot find a route to the real server.

Recommended Action Check real server network reachablity in the current switch.

Error Message | CAM 3- APBR_PURGE_ERROR RI SE APBR Purge failure, slot id: [dec].

Explanation PBR entries for RISE cannot be deleted cleanly.

Recommended Action Manually delete pbr entries.

Error Message | CAM 3- APBR_RPM ERROR: RI SE APBR RPMreturns internal error, rpmresp nsg:
[chars], apbr payload: [chars].

Explanation Rmap step was not completed.

Recommended Action Check TCAM resource limit, or rmap collision on the same interface,
and the sys admin.



Error Message |1 CAM 3-RHI_ROUTE_ I SSUE: RISE RHI: slot [dec] route [chars] cannot be [chars].

Reason: [ chars] .

Explanation URIB dropped this RHI request. See reason string with the following
possibilities: 1. SVI for data vlan [dec] does not exist. 2. SVI for data vlan [dec] is down. 3. urib
issues.

Recommended Action Take corrective action per the reason.

ICAM-4

Error Message | CAM 4- APBR_MAX_LIM T: RISE APBR Reached max apbr entries [dec] per RISE. slot
id: [dec].

Explanation PBR entries for RISE cannot be deleted cleanly.
Recommended Action Manually delete pbr entries.

Error Message |1 CAM 4- APBR_PBR DI SABLED. RI SE APBR feature PBR Disabl ed.
Explanation APBR will not function correctly without pbr feature.
Recommended Action Manually enable pbr feature.

Error Message | CAM 4-1 SSU_PRE_UPGRADE_TI MEQUT: RI SE | SSU: pre-upgrade tinmed out, reason:
[chars].

Explanation See the reason.
Recommended Action Try again with the upgrade.

Error Message | CAM 4- 1 SSU_UNEXPECTED SLOT_MSG RI SE | SSU: unexpected nsg from sl ot [dec],
opcode: [dec].

Explanation Application should not send msg during ISSU. iSCM will ignore.
Recommended Action No action is required.

Error Message | CAM 4- LI CENSE_EXPI RING Rl SE Li cense: ENHANCED LAYER2_PKG | i cense expires in
[dec] days [dec] hours [chars]econds.

Explanation License or grace-period expiration warning.



Recommended Action Take steps to renew license. Prepare for feature disable.

ICAM-5

Error Message | CAM 5- NAM CLI _| SSUE_CARD I D: Modul e [dec] card type is NOT NAM
Explanation See the reason.
Recommended Action Check show module to see which module is NAM.

Error Message | CAM 5-NAM CLI _| SSUE_SC_ONLI NE: Modul e [dec] not in SC_ONLINE
Explanation See the reason.
Recommended Action Check show module to see if app state is OK.

Error Message | CAM 5- NAM CLI _|I SSUE_SVC: Service cannot be found for the given nodul e [dec]
Explanation See the reason.
Recommended Action Check the module using show service nam summary.

Error Message | CAM 5- TRANSPORT _| SSUE: RI SE Transport: slot [dec] failed to send, reason :
[chars].

Explanation See the reason.

Recommended Action Check the network connectivity and the appliance status.

IDEHSD Messages

This section contains the IDEHSD messages.

IDEHSD-1

Error Message | DEHSD- 1- MANUAL_FORMAT: | ogf | ash needs to be formatted

Explanation Logflash is not accessible; use \format logflash:\ to format it

Recommended Action No action is required.



IDEHSD-2

Error Message | DEHSD- 2- AUTO _FORMAT: | ogf | ash auto-format [chars]

Explanation Logflash auto-format event

Recommended Action No action is required.

Error Message | DEHSD- 2- DI SK_BUSY_FAI LED: Cannot unount [chars],

Explanation The specified disk interface is in use it can not be un mounted, The user may
experience file system correuption

Recommended Action Make sure slotO is not being used either by mounting or by any
command and re-insert the disk again

Error Message | DEHSD-2- DI SK_FSCK_FAIL: file system check returned error on slot [dec]

Explanation Flash fliesyetm may be corrupted, the flash was taken while it was being
accessed

Recommended Action Reformat the extarnal flash

Error Message | DEHSD- 2- DI SK_MOUNT_FAI L: di sk mount unsuccessful on [chars]

Explanation Unknown flash filesystem or not cleanly un mounted

Recommended Action Use vfat flash only and make sure external slot is not being
accessed then re-insert flash

Error Message | DEHSD- 2- DI SK_RESCAN FAI L: disk rescan unsuccessful on [chars]

Explanation Flash fliesyetm was not cleanly un mounted

Recommended Action Make sure external slot is not being accessed and re-inset the flash

Error Message | DEHSD- 2- DI SK_UMOUNT_FAI L: di sk unount unsuccessful for [chars]

Explanation Flash fliesyetm is busy the system could noy un-mount it

Recommended Action Make sure external slot is not being accessed and re-inset the flash



Error Message |1 DEHSD 2-FORK: fork failed ([chars] process)

Explanation The flash daemon failed to fork

Recommended Action No action is required.

Error Message | DEHSD- 2- I NTERNAL_ERROR. Internal Error [dec]

Explanation The flash daemon interface returns error

Recommended Action Restart the idehsd deamon

Error Message | DEHSD- 2- MOUNT: [chars] online

Explanation Flash daemon mounting slot

Recommended Action No action is required.

Error Message | DEHSD- 2- UMOUNT: [chars] offline

Explanation Flash daemon un mounting slot

Recommended Action No action is required.

Error Message | DEHSD- 2- USB_SWAP: USB insertion or renoval detected

Explanation USB swap event

Recommended Action No action is required.

IDEHSD-3

Error Message | DEHSD- 3- DEVI CEOPEN_FAI LED: devi ce open failed. Conponent [chars]

Explanation The flash daemon device open failed The failure is due to the sub-component
[chars]

Recommended Action No action is required.

IDEHSD-5



Error Message | DEHSD-5- DI SK_SWAP: [chars] [chars]

Explanation Compach flash swap event

Recommended Action No action is required.

IDEHSD-6

Error Message | DEHSD- 6- DI SK_BUSY: trying to un mount disk [chars]

Explanation Flash daemon trying to umount busy slot

Recommended Action No action is required.

Error Message | DEHSD- 6- DI SK_EVENT: sl ot [dec] [chars]

Explanation Flash daemon found a disk hotswap handler event

Recommended Action No action is required.

Error Message | DEHSD- 6- 1 DEHSD_| NFO [ char s]

Explanation Flash daemon informational message

Recommended Action No action is required.

Error Message | DEHSD-6-10CTL: ioctl: [chars] returns [dec]

Explanation Flash daemon trying to umount busy slot

Recommended Action No action is required.

Error Message | DEHSD- 6- STARTI NG deanon started

Explanation The compact flash swap daemon successfully started

Recommended Action No action is required.

IDEHSD-7



Error Message | DEHSD- 7- | DEHSD_TRACE: [chars] () [chars]:[dec] disk=[dec]
Explanation Flash daemon debug message to trace code path

Recommended Action No action is required.

IFTMC Messages

This section contains the IFTMC messages.

I[FTMC-SLOT#-1

Error Message | FTMC- SLOT#- 1- | FTMC_GENERI C_ERROR [ char s]
Explanation [chars]
Recommended Action No action is required.

Error Message | FTMC- SLOT#- 1- | FTMC_MPLS_SUBI NTF_WARNI NG Pl ease enabl e npls on main interface
al so, for subinterface npls forwarding to work

Explanation MPLS on subinterface cannot work without enabling on main interface. Please
configure on main interface too.

Recommended Action No action is required.

IFTMC-SLOT#-2

Error Message | FTMC- SLOT#- 2- ELTMC_| NTERFACE_| NTERNAL_ERROR: Internal error: [chars]:[chars],
col l ect output of show tech-support eltm

Explanation IFTMC hit a internal error. Collect show tech-support eltm for futher analysis.
Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC | NTERNAL_ERROR. Internal error: [chars], collect output of

show t ech-support eltm

Explanation IFTMC hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.



Error Message | FTMC- SLOT#- 2- ELTMC_| NTF_NOT_FOUND: Interface [chars] not found in | FTMC
dat abase [ char s]

Explanation IFTMC database doesn't have the interface.

Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC_| NTF_NOT_SUPP: Interface [chars] not supported by |IFTMC
[ chars]

Explanation IFTMC doesn't support the interface for the specified operation

Recommended Action No action is required.

Error Message | FTMC- SLOT#-2- ELTMC_INTF_TO LTL: Failed to get LTL for interface [chars] return
status [chars]

Explanation IFTMC Failed to get LTL for interface. Packets received on this interface might
not be handled correctly by the forwarding engine

Recommended Action No action is required.

Error Message | FTMC- SLOT#-2- ELTMC_ | NTF_TO SLOT: Failed to get slot for interface [chars]
return status [chars]

Explanation IFTMC Failed to get Slot for interface. Port-channels and L2 Learning might be
effected

Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC_| NVALI D_FTAG NUM | FTMC recei ved | NVALI D Nurmber of FTAGs in
t he message.. [chars]

Explanation IFTMC Failed: Received INVALID Ftags

Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC_L2_LI F_ALLOC FAIL_INTF: Failed to allocate L2 LIF entries
in forwardi ng engine for interfac [chars]

Explanation IFTMC Failed to allocate L2 LIF entries in forwarding engine. This will effect
Layer 2 and Layer 3 forwarding for the interface



Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC_L2_LI F_ALLOC FAIL_VDC: Failed to allocate L2 LIF entries in
f orwar di ng engi ne

Explanation IFTMC Failed to allocate L2 LIF entries in forwarding engine. This will effect
Layer 2 and Layer 3 forwarding in this VDC

Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC_L3_| NGRESS_LI F_ALLOC FAIL_INTF: Failed to allocate L3
Ingress LIF entries in forwarding engine for interfac [chars]

Explanation IFTMC Failed to allocate L3 Ingress LIF entries in forwarding engine. This will
effect Layer 3 forwarding for the interface

Recommended Action No action is required.

Error Message | FTMC- SLOT#-2- ELTMC_RSVD_VLAN: Failed to get the reserved vlans. Failed with
error [chars]

Explanation IFTMC Failed to get the reserved vlan's. This will effect multicast forwarding on
SVI interfaces

Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- ELTMC_VLAN_| NTERNAL_ERROR: I nternal error: VLAN [dec]:[chars],
col l ect output of show tech-support eltm

Explanation IFTMC hit a internal error. Collect show tech-support eltm for futher analysis.

Recommended Action No action is required.

Error Message | FTMC- SLOT#- 2- | FTMC_FCOE_FEATURE_REQ FAI L: FCCE feature request for interface
[chars] cannot be processed

Explanation FCOE feature request cannot be processed with ILM sharing, failure status
does not get returned to calling app. Possible ACLQOS verify/commit fail prior to this feature
request.

Recommended Action No action is required.



Error Message | FTMC- SLOT#- 2- | FTMC_RES_ALLOC _FAI L: | FTMC resource all ocation failure: [chars]
Explanation IFTMC failed resource allocation
Recommended Action No action is required.

Error Message | FTMC SLOT#- 2- | FTMC_RSVD_VLAN: FEX_RESERVED VLAN ERR: [chars]
Explanation VLAN_MGR SDB call returned FAILURE for FEX

Recommended Action No action is required.

IKE Messages

This section contains the IKE messages.
IKE-3

Error Message |KE-3-CRYPTO INIT_ERROR | KEv2 crypto init error: [chars]

Explanation Crypto initialization error

Recommended Action No action is required.

Error Message |KE-3-ENABLE_ERROR Unable to store enable flag in configuration (error-id
[hex]).

Explanation Service failed to store the enable flag in configuration. As a result, it will exit

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message |Ke-3-FI PS_MODE_ERROR Coul d not set FIPS node

Explanation The FIPS mode could not be set by IKE

Recommended Action No action is required.

Error Message |KE-3-1KE_PROGRAM EXI T: [chars]



Explanation IKE process did an abnormal exit

Recommended Action No action is required.

Error Message | KE- 3- MVAX_HALF_CONN LI M T_REACHED: | KEvl : Exceeded the linmt for nunber of
hal f open Phase 1 connections

Explanation The number of half open connections has exceeded the maximum limit

Recommended Action No action is required.

Error Message | KE- 3- PHASE1_NEGOTI ATI ON_FAI LED: | KEvl: Phase 1 negotiation failed for peer
[ chars]

Explanation IKE policy negotiation failed for peer [chars].

Recommended Action No action is required.

Error Message | KE- 3- PHASE1_PROPOSAL_M SMATCH: | KEvl: No matchi ng phase 1 proposal found for
peer [chars]

Explanation There is a IKE policy mismatch for the peer.

Recommended Action No action is required.

Error Message | KE- 3- PHASE2_NEGOTI ATI ON_FAI LED: | KEvl: Phase 2 negotiation failed for peer
[ chars]

Explanation IPsec policy negotiation failed for peer [chars].

Recommended Action No action is required.

Error Message | KE- 3- PHASE2_PROPOSAL_M SMATCH: | KEvl: No matchi ng phase 2 proposal found for
peer [chars]

Explanation There is a IPsec policy mismatch for the peer.

Recommended Action No action is required.

Error Message | KE- 3- UNSUPPORTED_EXCHANGE: | KEvl: Unsupported exchange [dec] received from
[ chars]



Explanation A unsupported IKE exchange type [digits] was received from [chars]

Recommended Action No action is required.

IKE-4

Error Message | KE-4-1NVALI D_PAYLOAD APPEAR | KEv2 received nessage (from [chars]) with
payl oad ([chars]) appeared in [chars]([chars])

Explanation Received a payload in an inappropriate exchange

Recommended Action No action is required.

Error Message | KE- 4- MESSAGE_ERROR: | KEv2 nessage (from[chars]) nessage error: [chars]

Explanation Received a malformed message which doesn't adhere to the protocol

Recommended Action No action is required.

Error Message | KE- 4- PARSI NG_ERROR: | KEv2 nessage (from[chars]) parsing error: [chars]

Explanation Received a malformed message which can not be parsed appropriately

Recommended Action No action is required.

Error Message | KE- 4- UNKNOAWN_PAYLOAD: | KEv2 received nessage (from[chars]) w th un-recognized
payl oad ([chars])

Explanation Received an invalid payload

Recommended Action No action is required.

Error I\/Iessage | KE- 4- UNSUPPORT: [chars] is not supported (nessage from[chars])

Explanation Received something unsupported

Recommended Action No action is required.

IKE-6

Error Message |KE-6-POLL_START_DONE: |KE is exiting since it is not enabled



Explanation IKE is exiting since it is not enabled in the configuration

Recommended Action No action is required.

ILC-SPAN Messages

This section contains the ILC-SPAN messages.

ILC-SPAN-3

Error Message |LC SPAN-3-ERROR [chars]
Explanation llc_span_mgr encountered an error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

IMAGE DNLD Messages

This section contains the IMAGE_DNLD messages.

IMAGE_DNLD-SLOT#-2

Error Message | MAGE_DNLD- SLOT#- 2- ADDON_| MG DNLD_FAI LED: Mbdul e i mage downl oad process fail ed.
[ chars]

Explanation Addon image download to module failed. This module is not operational until an
addon image has been successfully installed.

Recommended Action Verify the location and version of your module image. Use the install
module cli command to download a new module image.

Error Message | MAGE_DNLD- SLOT#- 2- | MG_DNLD_COVPLETE: Mbdul e i mage downl oad process. [chars]
Explanation Image download completed. Module image is being installed.
Recommended Action No action is required.

Error Message | MAGE_DNLD- SLOT#- 2- | MG_DNLD_FAI LED: Modul e i mage downl oad process. [chars]

Explanation Image download failed. Module may be inoperable.



Recommended Action Use show module cli command to verify the state of this module.
Retry image download with install module cli command.

Error Message | MAGE_DNLD- SLOT#- 2- | MG_DNLD_FI LE_SYSTEM CHECK_ERROR Fil e System check fail ed:
[ chars]

Explanation File system consistency check failed

Recommended Action File-system repair is needed using fsck

Error Message | MAGE_DNLD- SLOT#- 2- | MG_DNLD_STARTED: Modul e i mage downl oad process. [chars]

Explanation Image download started. Module image downloads are non-disruptive to
module operation.

Recommended Action No action is required.

IMAGE_DNLD-SLOT#-4

Error Message | MAGE_DNLD- SLOT#- 4- | MG_DNLD_FI LE_SYSTEM RECREATI ON: [chars]. Partition was
erased and successfully recreated.

Explanation File system checking and recreation if necessary for /images\.

Recommended Action No action is required.

IMAGE_DNLD-SLOT#-5

Error Message | MAGE_DNLD- SLOT#- 5- ADDON_| MG DNLD_COMVPLETE: Addon nodul e i mage downl oad process
conpl eted. [chars]

Explanation Addon image download to module has completed.The module should now be
installing this new image.

Recommended Action This message is informational only.

Error Message | MAGE_DNLD- SLOT#- 5- ADDON_| MG DNLD_STARTED: Addon nodul e i mage downl oad process
started. [chars]

Explanation Addon image download to module has started. This is a disruptive download
and this module will be inoperable until this download process is complete.



Recommended Action This message is informational only.

Error Message | MAGE_DNLD- SLOT#- 5- ADDON_| MG _DNLD_SUCCESSFUL: Addon nodul e i nrage downl oad and
install process successful. [chars]

Explanation Addon image download and install to module is successful.

Recommended Action Use the show module cli command to verify the module's operational
status.

IMP Messages

This section contains the IMP messages.
IMP-5

Error Message | MP-5-1MP_DI SABLED: | MP Di sabl ed
Explanation IMP Service Disabled
Recommended Action No action is required.

Error Message | MP-5-1 MP_ENABLED: | MP Enabl ed
Explanation IMP Service nabled

Recommended Action No action is required.

IM Messages

This section contains the IM messages.
IM-3

Error Message | M 3-1MIF_FEATURE BI ND_FAI LURE: Interface feature bind failed [chars]

Explanation Interface feature bind failed, so applications in that feature set may not behave
correctly.

Recommended Action No action is required.

Error Message 1M 3-1MLC OFFLINE_ERROR: LC Ofline could not be sent to vdc:[dec]



Explanation LC Offline was not relayed to some vdc, so applications may not behave
correctly.

Recommended Action No action is required.

Error Message I M 3-1 M_RESP_ERROR: Conponent [chars] opcode:[chars] in vdc:[dec] returned
error:[chars]

Explanation Some component returned an error.

Recommended Action No action is required.

Error Message I M3-1 M SEQ ERROR Error ([chars]) while comunicating with conponent [chars]
opcode: [chars] (for:[chars])

Explanation Some component did not respond to a request in stipulated time.

Recommended Action No action is required.

IM-5

Error Message | M 5-1MDEMUX_ERROR [chars]

Explanation Demux function returned error

Recommended Action No action is required.

Error Message 1M 5-1MINTERNAL_ERROR [chars]

Explanation Internal error occurred

Recommended Action No action is required.

Error Message | M5-1 M MGVI_I NTF_STATE: [chars] [chars]

Explanation Management interface state changed.

Recommended Action No action is required.

Error Message | M 5-1 M UNKNOAN_| NTERFACE: [ char s]



Explanation Interface is not supported or not found

Recommended Action No action is required.

INSTALLER Messages

This section contains the INSTALLER messages.

INSTALLER-1

Error Message | NSTALLER- 1- UPGRADE_EXCEEDED DOWNTI ME: Swi tch control plane down nore than 80
seconds.

Explanation This message indicates that control plane was down for more than 80 seconds.

Recommended Action No action is required.

INSTALLER-5

Error Message | NSTALLER- 5- UPGRADE_ABORTED: Syst em upgrade abort ed.

Explanation This message indicates that system wide upgrade has aborted.

Recommended Action No action is required.

Error Message | NSTALLER- 5- UPGRADE_COVPLETED: System upgr ade conpl et ed.

Explanation This message indicates system wide upgrade has completed.

Recommended Action No action is required.

Error Message | NSTALLER- 5- UPGRADE | NI TI ATED: System upgrade initi at ed.

Explanation System wide upgrade has been initiated by the user.

Recommended Action No action is required.

Error Message | NSTALLER- 5- UPGRADE_LOW SPACE: System upgrade stopped. Please [chars]

Explanation This message indicates that memory available to perform issu is low.



Recommended Action No action is required.
Error Message | NSTALLER- 5- UPGRADE_STOPPED: Syst em upgrade st opped.

Explanation This message indicates that system wide upgrade has been stopped by the
user.

Recommended Action No action is required.

INTERFACE VLAN Messages

This section contains the INTERFACE_VLAN messages.

INTERFACE_VLAN-4

Error Message | NTERFACE_VLAN- 4- SVI _| F_CONFI G_DELETED NOTI F_DELAYED DROPPED: Interface VLAN
Del ete Notification Not Processed on Tinme by SAP [dec] ([chars])

Explanation This SAP took long time in processing Interface VLAN delete notification and
caused timeout

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-4- SVI _| F_CONFI G_REMOVED_NOTI F_DELAYED DROPPED: Interface VLAN
Renmove Notification Not Processed on Tinme by SAP [dec] ([chars])

Explanation This SAP took long time in processing Interface VLAN remove notification and
caused timeout

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-4- SVI _VLAN_DOES _NOT_EXI ST: Wl an [dec] does not exi st
Explanation Vlan not created before assignment
Recommended Action Interface-vlan

Error Message | NTERFACE_VLAN-4- SVI_WARN_SVI _UP_I N_NON_ROUTABLE_VDC. Interface VLAN [dec] is
bei ng kept up in non-routable VDC. Reason: nanagenent configuration enabled. Please disable al

the routing protocols

Explanation Keeping Interface VLAN up in non-routable VDC may cause potenital traffic
blackhole



Recommended Action No action is required.

INTERFACE_VLAN-5

Error Message | NTERFACE _VLAN-5-1 F_DOAN_ADM N DOAN: Interface [chars] is down(Adninistratively
Down)

Explanation Interface has been configured to be administratively down

Recommended Action No action is required.

Error Message | NTERFACE _VLAN-5-1 F_DOAN_ERROR DI SABLED: Interface [chars] is down. Reason
[ dec]

Explanation The interface encountered an error while configuring it

Recommended Action No action is required.

Error Message | NTERFACE _VLAN-5-1F _DOAN_| NACTI VE: Interface [chars] is down (Inactive)

Explanation Interface VLAN has been suspended or deleted

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-5- SVl _DI SABLED: SVI Di sabl ed

Explanation SVI Service Disabled

Recommended Action No action is required.

Error Message | NTERFACE _VLAN-5- SVI _ENABLED: SVI Enabl ed

Explanation SVI Service Enabled

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-5- SVI _GET_MAC FAI LED: Failed to acquire MAC address for SV
[ hex]

Explanation SVI failed to acquire MAC address



Recommended Action No action is required.

Error Message | NTERFACE_ VLAN-5-SVI _INIT: SVI intialization failed with error [hex]

Explanation SVI initialziation error

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-5- SVI _| OD_RELEASE ERROR RESPONSE: IMfailed to rel ease SVI |1 OD
error [hex]

Explanation IM failed to release SVI IOD

Recommended Action No action is required.

Error Message | NTERFACE_VLAN- 5- SVI _MI'S_SEND_FAI LURE: MIS send failure for opcode [dec], error
[ hex]

Explanation SVI encountered an error in with MTS message

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-5-SVI _MIS_TI ME_QUT: MS send timed out

Explanation SVI did not recieve response for mts message

Recommended Action No action is required.

Error Message | NTERFACE_VLAN- 5- SVI _RSRVD_VLAN_FAI LED: Failed to get list of reserved vlans
[ hex]

Explanation SVI failed to get the list reserved vlans

Recommended Action No action is required.

Error Message | NTERFACE_VLAN- 5- SVI _SDB_UPDATE_FAI LED: sdb update failed with ret_val [dec]

Explanation SDB updated failed for SVI

Recommended Action No action is required.



Error Message | NTERFACE_VLAN- 5- SVI _SEC VLAN FAI LED: Failed to get list of secondary vlans

[ hex]

Explanation SVI failed to get the list of secondary vlans

Recommended Action No action is required.

Error Message | NTERFACE_VLAN-5- UPDOWK: Line Protocol on Interface [chars],

[ chars]
Explanation Line protocol status changed for an interface

Recommended Action No action is required.

IOA LC Messages

This section contains the IOA_LC messages.

IOA_LC-5

Error Message 10A LG 5-10A DI SABLED: | QA Di sabl ed
Explanation IOA Service Disabled
Recommended Action No action is required.

Error Message 10A LG 5-10A ENABLED: | QA Enabl ed
Explanation IOA Service nabled

Recommended Action No action is required.

IPFIB Messages

This section contains the IPFIB messages.

IPFIB-2

changed state to

Error Message | PFI B- 2- FI B_HW ECVP_ADJ_CREATE_FAI LURE: ECMP har dwar e programmi ng fail ed.

Explanation Programming of ECMP adjacency in hardware failed. Programming only one

next-hop.



Recommended Action No action is required.

Error Message | PFI B- 2- FI B_HW ECMP_AUTO _RECOVERY_COWPLETE: ECMP auto recovery conpl eted. [dec]
v4 and [dec] v6 routes recovered.

Explanation ECMP auto recovery process completed.

Recommended Action No action is required.

Error Message | PFI B- 2- FI B_HW ECMP_AUTO _RECOVERY_PARTI AL_COVPLETE: ECMP auto recovery
partially conpleted. [dec] v4 and [dec] v6 routes recovered.

Explanation ECMP auto recovery process completed. Routes were recovered partially

Recommended Action No action is required.

Error Message | PFI B- 2- FI B_HW ECMP_AUTO_RECOVERY_START: ECMP auto recovery start.

Explanation ECMP auto recovery process started.

Recommended Action No action is required.

Error Message | PFI B- 2- FI B_WEI GHTED_ROUTES_NOT_SUPPORTED: Wi ght ed Routes are not supported in
Resilient Mdde. Disable using CLI:"no hardware profile ecnp resilient"

Explanation Weighted Routes are not supported in Resilient Mode.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW ECMP_AUTO RECOVERY_DI SABLED: ECMP auto recovery di sabl ed.

Explanation ECMP auto recovery disabled.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW ECVP_AUTO_RECOVERY_ENABLED: ECMP auto recovery enabl ed,
trigger will kick-in if atleast [dec] hardware ECMP path(s) are free.

Explanation ECMP auto recovery enabled.

Recommended Action No action is required.



Error Message | PFI B- SLOT#- 2- FI B_HW ECMP_FP_ENTRY_EXHAUSI ON:  Har dware MPLS ACL entries
exceeded in hardware TCAM ECMP MPLS forwardi ng may not worKk.

Explanation Hardware ACL resources exhausted

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW ECMP_TABLE_FULL: ECWP hardware table full.

Explanation ECMP hardware table full condition detected.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW | PV4_TUNNEL_DECAP_TABLE_FULL_CLRD: |Pv4 tunnel decap
hardware table full exception cleared

Explanation The Tunnel IPv4 decap table is with in limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW | PV4_TUNNEL_DECAP_TABLE_FULL: |Pv4 tunnel decap hardware
table full. IP tunnel decapsulation may not work for sone GRE/IPinlP traffic

Explanation The Tunnel V4 decap table is full.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW | PV6_TUNNEL_DECAP_TABLE_FULL_CLRD: |Pv6 tunnel decap
hardware table full exception cleared

Explanation The Tunnel IPv6 decap table is with in limits.

Recommended Action Ipfib

Error Message | PFI B- SLOT#- 2- FI B_HW | PV6_TUNNEL_DECAP_TABLE_FULL: |Pv6 tunnel decap hardware
table full. IP tunnel decapsulation may not work for sone GRE/IPinlP traffic

Explanation The Tunnel V6 decap table is full.

Recommended Action No action is required.



Error Message | PFI B- SLOT#- 2- FI B_HW | P_TUNNEL_DECAP_TABLE FULL_CLRD: | P TUNNEL decap har dware
table full exception cleared

Explanation The Tunnel decap table is with in limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW | P_TUNNEL_DECAP_TABLE FULL: |P TUNNEL decap hardware table
full. I'P tunnel decapsul ation may not work for some GRE/IPinlP traffic

Explanation The Tunnel decap table is full.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW MPLS_| | F_ENTRY_EXHAUSI ON:  MPLS L3 | F hardware table full.
MPLS forwarding may not work on this |linecard

Explanation MPLS L3 IF hardware table full condition detected

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW MPLS_TUNNEL_TABLE FULL: MPLS TUNNEL hardware table full.
MPLS tunnel encapsul ation may not work for |IP->MPLS traffic on this linecard

Explanation MPLS TUNNEL hardware table full condition detected

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW TUNNEL_DMAC TABLE FULL: MPLS DMAC hardware table full.
MPLS forwarding may not work on this |linecard

Explanation MPLS DMAC hardware table is full. MPLS forwarding may not work on this
linecard

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_HW TUNNEL_ENCAP_TABLE_FULL: MPLS Encap hardware table full.
MPLS tunnel encap/decap may not work on this linecard

Explanation MPLS Encap hardware table is full. MPLS tunnel encap/decap may not work on
this linecard



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_MCAST_BI DI R_ACL_M SSI NG_N3K: MCAST- Bl DI R TCAM r egi on not
carved , use 'hardware profile tcamregion ntast-bidir 256' to carve the region.

Explanation FIB MCAST-BIDIR tcam not carved

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_MCAST_BI DI R_ACL_M SSI NG ntast-bidir TCAMregi on not carved
on unit: [dec] or failed init. Use 'hardware profile tcamresource tenplate

Explanation FIB MCAST Bidir tcam not carved

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_.MCAST_LIM T_REACHD: Ml ticast Route Limt Exceeded.

Explanation The Multicast Route Limit in the host table has reached.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_MCAST_LOAD_BALANCI NG O FL Sharing Enabl ed. Load Bal anci ng
for Miulticast traffic across groups is not possible.

Explanation OIFL Sharing Enabled. Load Balancing for Multicast traffic across groups is not
possible.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_MCAST_REPL_RESOURCE_EXHAUSTI ON:  FI B MCAST replication
resource exhaustion

Explanation FIB MCAST replication resource exhaustion. Failed to program IPMC index
[dec] on unit [dec]

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_MCAST_TABLE_FULL: Milticast route add failed due to Table
full or Hash collision. vrf/vlan [dec] group [chars] source [chars].

Explanation The multicast route table is full.



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_MPLS_EGRESS SW | NDEX_ALLOC FAI LURE: MPLS egress software
index alloc failure

Explanation FIB MPLS egress sw index alloc failure

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXCEP_CLRD: FI B TCAM resource usage exception
cl eared

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXCEP_LPM 65_TO 127_| PV6_CLRD: FI B TCAM
resource usage exception for IPV6 routes in LPM65_TO 127 cl eared

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXHAUSTI ON_HOST_| PV4: FI B TCAM exhaust ed f or
IPV4 routes in Host table, IPV4 Host routes will be programmed in LPMtable if possible

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV4 entries in host table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM _RESOURCE_EXHAUSTI ON_HOST_| PV6: FI B TCAM exhaust ed for
I PV6 routes in Host table

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV6 entries in host table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM _RESOURCE_EXHAUSTI ON_HOST: FI B TCAM exhaust ed for
I PV4/ 1 PV6 routes in the Host table



Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV4/IPV6 entries in the host table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXHAUSTI ON_LPM 128 | PV6: FI B TCAM exhausted for
IPV6 routes in LPM 128 table

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV6 entries in LPM-128 table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXHAUSTI ON_LPM 65_TO 127_1 PV6: FI B TCAM
exhausted for 1PV6 routes in LPM 65_TO 127 table

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV6 entries in LPM-65_TO_127 table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXHAUSTI ON_LPM | PV4: FI B TCAM exhausted for
IPV4 routes in LPMtable

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV4 entries in LPM table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM _RESOURCE_EXHAUSTI ON_LPM | PV6: FI B TCAM exhausted for
IPV6 routes in LPMtable

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV6 entries in LPM table.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM _RESOURCE_EXHAUSTI ON_LPM FI B TCAM exhaust ed for
I PV4/ 1 PV6 routes in the LPMtable

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits for
IPV4/IPV6 entries in the LPM table.



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TCAM RESOURCE_EXHAUSTI ON: FI B TCAM exhaust ed

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TRI E_RESOURCE_EXCEP_CLRD: FI B TRI E resource usage exception
cl eared

Explanation The TRIE resources in the L3 forwarding ASIC is within system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TRI E_RESOURCE_EXHAUSTI ON_LPM | PV4: FI B TRI E exhausted for
| PV4 LPM routes

Explanation The TRIE tiles in the L3 forwarding ASIC has reached its system limits for IPV4
entries

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TRI E_RESOURCE_EXHAUSTI ON_LPM | PV6: FI B TRI E exhausted for
| PV6 LPM routes

Explanation The TRIE tiles in the L3 forwarding ASIC has reached its system limits for IPV6
entries

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- FI B_TUNNEL_DEL_PENDI NG Tunnel [hex] del ete in-progress, please
wait for conpletion

Explanation Tunnel interface is deleted but there are still routes depend on it

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TAHCE_TCAM SI ZE BELOW FULL: Tcam resource is avail able
in I PSG tcam region[[dec]/[dec]].

Explanation Can add new TCAM entries. tcam resource is available.



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TAHOE_TCAM S| ZE_BELON THRESHOLD: | PSG t cam region's
usage has been below its threshold [dec] % [[dec]/[dec]].

Explanation Less than 90 percent of entries are used in TCAM IPSG region

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TAHOE_TCAM SI ZE_FULL: No resource available in | PSG
tcamregion[[dec]/[dec]].IPSGtcamis full.

Explanation Cannot add new TCAM entries. All entries are used.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TAHOE_TCAM S| ZE_OVER _THRESHOLD: | PSG tcam region's
usage has reached its threshold [dec] % [[dec]/[dec]].

Explanation More than 90 percent of entries are used in TCAM IPSG region

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TCAM S| ZE BELOW FULL: Tcamresource is available in
I PSG tcam regi on[[dec]/[dec]] on instance [dec] of Slot [dec].

Explanation Can add new TCAM entries. tcam resource is available.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TCAM S| ZE_BELOW THRESHOLD: | PSG tcam regi on' s usage
has been below its threshold [dec]% [[dec]/[dec]] on instance [dec] of Slot [dec]

Explanation Less than 90 percet of entries are used in TCAM IPSG region

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TCAM SI ZE _FULL: No resource available in I PSG tcam
region[[dec]/[dec]] on instance [dec] of Slot [dec].IPSGtcamis full.

Explanation Cannot add new TCAM entries. All entries are used.



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TCAM S| ZE_OVER_THRESHOLD: | PSG tcam regi on's usage has
reached its threshold [dec]% [[dec]/[dec]] on instance [dec] of Slot [dec]

Explanation More than 90 percet of entries are used in TCAM IPSG region

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- | PFI B_I PSG_TCAM SI ZE ZERC. | PSG tcam region is not configured.
Pl ease configure I PSG TCAM region and retry

Explanation Cannot add TCAM entries. IPSG TCAM region is not configured.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- LFI B_HASH COLLI SION: MPLS | abel create failed due to hash
collision for [chars] unit [dec] VRF: [dec], [dec], flags:[hex], Error: [chars]([hex])

Explanation MPLS Label creation failed due to hash collision

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- LFI B_MAX_LABEL_STACK LI M T_REACHED: Max Label count exceeded,
truncating the | abel stack

Explanation Max limit for number of labels in the stack exceeded hence pruning extra labels.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFI B_BI DI R_GENERI C_ERROR: Unexpected confition verified. [chars]
Pl ease collect mfib | ogs

Explanation Generic bidir error

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFI B_MAX_BI DI R_GRP_RANCGE_REACHED: Num of Bi Dir group ranges
installed [dec] has reached maxi mum Bidir group range lint. Please correct the Bidir config to
be within limt

Explanation Num of maximum Bidir group ranges supported exceeded



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFl B_MAX_BI DI R_ROUTES_REACHED_EXPAND: Num of BiDir routes
install ed exceeded max al |l owed [dec] while expanding ([chars]/[dec]). Please correct the Bidir
config to be within limt

Explanation Num of maximum Bidir routes supported exceeded

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFI B_MAX_BI DI R_ROUTES_REACHED: Num of BiDir routes installed
exceeded max allowed [dec] . Please correct the Bidir config to be within limt

Explanation Num of maximum Bidir routes supported exceeded

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFI B_MAX_ROUTE_LI M T_REACHED: Maxi num nunber of routes
reached. (8192)

Explanation The maximum number of total (*,G) and (S,G) allowed on the system are 8192.
And this limit is reached

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFI B_NON_SSM TO_SSM CONV: Converting Routes from Non-SSMto SSM
Pl ease run "clear ip nroute *".

Explanation Converting Routes from Non-SSM to SSM. Clear all routes

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- MFI B_SSM TO BI DI R_CONV: Converting Routes from SSMto Bidir.
Pl ease run "clear ip nroute *".

Explanation Converting Routes from SSM to Bidir. Clear all routes

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_GRP_CREATE: Ml ticast IPv4 (*, G create failed for
[ chars]



Explanation Multicast group creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_VA_GRP_UPDATE: Multicast IPv4 (*, G update failed for
[ chars]

Explanation Multicast group update failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_| NVALI D_ARGUVMENT: Ml ticast | Pv4 invalid argument for
(*,[chars])

Explanation Multicast invalid argument

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_MCAST_DA_TCAM FULL: Ml ti cast DA TCAM resource
exhaustion ([chars])

Explanation Multicast DA TCAM FULL

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_MCAST_SA_TCAM FULL: Ml ti cast SA TCAM resource
exhaustion ([chars])

Explanation Multicast SA TCAM FULL

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_MCI NFO_L2PTR: Mul ticast | Pv4 get ntinfo [ 2ptr failed
for ([chars],[chars])

Explanation Multicast mcinfo |12ptr error

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_MCI NFO_LCC: Ml ticast |Pv4 ntinfo get |ocation failed
for ([chars],[chars])



Explanation Multicast mcinfo get loc error

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_MCI NFO WRI TE: Mul ti cast | Pv4 ntinfo progranm ng
failed for ([chars],[chars])

Explanation Multicast mcinfo creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_SG CREATE: Multicast IPv4 (S, G create failed for
([chars], [chars])

Explanation Multicast (S,G) creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_SG PGM Multicast IPv4 (S, G progranmng failed for
([chars], [chars])

Explanation Multicast (S,G) programming failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_SG UPDATE: Mil ticast IPv4 (S, G update failed for
([chars], [chars])

Explanation Multicast (S,G) update failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_SRC_CREATE: Ml ticast |Pv4 source create failed for
[ chars] /[ dec]

Explanation Multicast S/32 creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_TABLE_FULL: Ml ticast S/ 32 or GG 32 create failed for
([chars],[chars]) due to hash collision



Explanation Insert failed due to hash collision

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V4_TCAM | NVALI D_| NDEX: Mul ticast |Pv4 invalid tcam index
for (*,[chars])

Explanation Multicast invalid tcam index

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_GRP_CREATE: Ml ticast IPv6 (*, G create failed for
[ chars]

Explanation Multicast group creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_GRP_UPDATE: Multicast 1P64 (*, G update failed for
[ chars]

Explanation Multicast group update failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_1 NVALI D_ARGUVMENT: Ml ticast |Pv6 invalid argument for
(*,[chars])

Explanation Multicast invalid argument

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_MCI NFO_L2PTR: Mul ticast | Pv6 get ntinfo | 2ptr failed
for ([chars],[chars])

Explanation Multicast mcinfo |12ptr error

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_MCI NFO_LCC: Ml ticast |Pv6 ntinfo get |ocation failed
for ([chars],[chars])



Explanation Multicast mcinfo get loc error

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_MCI NFO WRI TE: Mul ti cast | Pv6 ntinfo progranm ng
failed for ([chars],[chars])

Explanation Multicast mcinfo creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_SG CREATE: Multicast IPv6 (S, G create failed for
([chars], [chars])

Explanation Multicast (S,G) creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_SG PGM Multicast IPv6 (S, G progranmng failed for
([chars], [chars])

Explanation Multicast (S,G) programming failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_SG UPDATE: Mil ticast IPv6 (S, G update failed for
([chars], [chars])

Explanation Multicast (S,G) update failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_SRC_CREATE: Ml ticast |Pv6 source create failed for
[ chars] /[ dec]

Explanation Multicast S/128 creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_TABLE_FULL: Milticast S/ 128 or G 128 create failed
for ([chars],[chars]) due to hash collision



Explanation Insert failed due to hash collision

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- TAH_MFI B_V6_TCAM | NVALI D_| NDEX: Mul ticast |Pv6 invalid tcam index
for (*,[chars])

Explanation Multicast invalid tcam index

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_ADJ_ROLLBACK: Uni cast adj acency create failed, rolling back
for index: [dec], LIF: [dec], version: [dec], pos: [dec]

Explanation Unicast Routing route destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_BAD SW | NDEX: Egress Object destroy: Bad swindex for Egr-
1D [dec]

Explanation Unicast Routing route destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_EGRESS_TABLE_EXHAUSTI ON_CLEARED: Egress Adjacency Tabl e Ful |
exception cleared for unit [dec]

Explanation The TCAM device in the L3 forwarding ASIC is within system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_ECRESS_TABLE_EXHAUSTI ON: Egress Adjacency Tabl e Full
exception for unit [dec]

Explanation The TCAM device in the L3 forwarding ASIC has reached its system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFI B_HASH_COLLI SION:  Uni cast host create failed due to hash
collision for [chars] unit [dec] VRF: [dec], [chars], flags:[hex], Error: [chars]([hex])



Explanation Unicast Routing Host route creation failed due to hash collision

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_HOST_CREATE: Uni cast host create failed for [chars] unit
[dec] VRF: [dec], [chars]/[dec], flags:[hex], intf:[hex], Error: [chars]([dec])

Explanation Unicast Routing Host route creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFI B_MALLOC FAI L: Heap menory alloc fail at [chars]
([chars]:[dec]) type [dec] for [dec] bytes

Explanation Allocated heap has exceeded configured heap size

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFlI B_MJLTI PATH_EGRESS_CREATE: Uni cast Routing ECMP-[dec] for size
[dec] creation failed [chars]([dec])

Explanation Unicast Routing multipath ecmp-group creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFI B_MJLTI PATH_EGRESS_MAX_CREATE: Uni cast ecnp max size [dec]
create fail [chars]([dec]) ([dec] [dec] [hex] [dec])

Explanation Unicast Routing multipath ecmp-group creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_MJULTI PATH_TABLE_EXHAUSTI ON: Uni cast ecnp tabl e exhausted -
max i ndex [dec]

Explanation Unicast Routing multipath ecmp-group creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_ROUTE_CREATE: Uni cast route create failed for [chars] unit
[dec], VRF: [dec], [chars]/[dec], flags:[hex], intf:[hex], Error: [chars]([dec])



Explanation Unicast Routing route creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFI B_SA_ROUTE_CREATE: Uni cast route create failed in Milticast SA
TCAM for [chars] unit [dec], VRF: [dec], [chars]/[dec], flags:[hex], intf:[hex], Error:
[chars] ([dec])

Explanation Multicast SA tcam route creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 2- UFl B_VOBJ_ROLLBACK: Uni cast vobj create failed, rolling back for
i ndex: [dec], numcnhs: [dec], bcm nhcount: [dec], ecnp-id: [dec]

Explanation Unicast Routing route destroy failed

Recommended Action No action is required.

IPFIB-SLOT#-3

Error Message | PFI B- SLOT#- 3- FI B_MCAST_ROUTE_DELETI ON_FAI LED: FI B MCAST route deletion failed

Explanation FIB MCAST route deletion failed Failed to delete hw route ([chars], [chars]) vlan
[dec] on unit [dec]

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 3- UFl B_BCM _MULTI PATH_EGRESS_DESTROY: Uni cast Routing ecnp-group for
unit [dec], index [dec] destroy failed [chars]([dec])

Explanation Unicast Routing multipath ecmp-group destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 3- UFI B_HOST_DESTROY: Uni cast host destroy failed for [chars] unit
[dec] VRF: [dec], [chars]/[dec], flags:[hex], intf:[hex], Error: [chars]([dec])

Explanation Unicast Routing host route destroy failed

Recommended Action No action is required.



Error Message | PFI B- SLOT#- 3- UFI B_MJULTI PATH_EGRESS_DESTROY: Uni cast Routing ecnp-group for
index [dec] destroy failed [chars]([dec])

Explanation Unicast Routing multipath ecmp-group destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 3- UFl B_ROUTE_DESTROY: Uni cast route destroy failed for [chars] unit
[dec] VRF: [dec], [chars]/[dec], flags:[hex], intf:[hex], Error: [chars]([dec])

Explanation Unicast Routing route destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 3- UFI B_V4_EGRESS_CREATE: Uni cast | Pv4 Egress-create failed for
[chars]/[chars], unit [dec], flags [hex], error: [chars]([dec])

Explanation Unicast Routing next-hop Egress object creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 3- UFI B_V6_EGRESS_CREATE: Uni cast | Pv6 Egress-create failed for
[chars]/[chars], unit [dec], flags [hex], error: [chars]([dec])

Explanation Unicast Routing next-hop Egress object creation failed

Recommended Action No action is required.

IPFIB-SLOT#-4

Error Message | PFI B- SLOT#- 4- FI B_HW ENABLE_MPLS_TCAM WARNI NG MPLS TCAM regi on not carved ,
use ' hardware access-list tcamregion' to carve a region.

Explanation Enable MPLS TCAM for MPLS forwarding to work

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- FI B_MCAST_TABLE_ALMOST_FULL: Milticast Route entry table is
[dec] % ful I .

Explanation The Multicast Route entry table is threshold% full.



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- FI B_MCAST_TABLE_EXCEEDED OR FULL: Milticast Route entry table is
[dec] exceeded or full.

Explanation The Multicast Route entry table is exceeded or full.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- FI B_LNS_CACHE_FULL: Forwardi ng cache entries for EOQ is full,
some flows will not use EOQ buffers.

Explanation Cache entries needed for EOQ operation have reached its system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- FI B_TCAM RESOURCE_WARNI NG FI B TCAM usage is at 95 percent

Explanation The TCAM device in the L3 forwarding ASIC is reaching its system limits.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_BCM EGRESS_DESTROY: Uni cast Routing next-hop for unit [dec],
index [dec] destroy failed [chars]([dec])

Explanation Unicast Routing multipath ecmp-group destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_DEFAULT_RCOUTE: Default route created for VRF: [dec],
[chars]/[dec], flags:[hex], intf:[hex], ret: [chars]([dec])

Explanation Unicast Routing route creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFI B_ECMP_PROG ECMP-i d [hex] Mor-cnt [dec] Intf [hex] Hw egr-adj
[ dec]

Explanation Unicast Routing route creation failed



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_EGRESS_CREATE_PORT_I NFO_M SSI NG Uni cast Routi ng next-hop
creation port [dec] error [chars]

Explanation Unicast Routing next-hop creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_ECRESS_CREATE: Ucast | Pv[dec] Egress swindex [dec] Update
in the same buffer as Create, Error!

Explanation Unicast Routing next-hop creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_ECGRESS_DESTROY: Uni cast Routing next-hop for index [dec]
destroy failed [chars]([dec])

Explanation Unicast Routing multipath ecmp-group destroy failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFlI B_NH_BUFFER_FAI LED: Cannot al | ocate SDK Next-hop buffer of
si ze [dec]

Explanation Unicast Routing next-hop creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFlI B_NUM _EGRESS_CREATE: Fl ushing [dec] (FIB numtlvs [dec])
Egress-creat e/ update TLVs

Explanation Unicast Routing next-hop creation failed

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFI B_PI XMC_ERR Uni cast adj acency dnod/ dport | ookup failed
ifindex: [hex], lif:[dec] error [dec] ([chars])

Explanation Unicast Routing next-hop creation failed



Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_PLATFORM ERR Uni cast get platofrmcard-id type failed

Explanation Unicast Routing failed to get the right fib mode for entry population

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_PLATFORM TABLE I D ERR: Failed to get table id for intf
[ hex], vrf [dec]

Explanation Failed to get the table id

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_PLATFORM VPN_ERR: Reserved / Unsupported vpn id passed, vrf
[ dec]

Explanation Reserved / Unsupported vpn id

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 4- UFl B_TABLE_THRESHOLD_REACHED: Uni cast Routing [chars] table usage
has reached [dec] %t hreshol d

Explanation Unicast Routing Host/LPM Table usage has reached the threshold value

Recommended Action No action is required.

IPFIB-SLOT#-6

Error Message | PFI B- SLOT#- 6- FI B_MCAST_TABLE LESS_THAN ALMOST_FULL: Mil ticast Route entry
table is now |l ess than [dec]%full.

Explanation The Multicast Route entry table is now less than threshold% full.

Recommended Action No action is required.

Error Message | PFI B- SLOT#- 6- UFl B_TABLE_BELOW THRESHOLD: Uni cast Routing [chars] table usage
has conme bel ow [dec] %t hreshol d



Explanation Unicast Routing Host/LPM Table usage has come below the threshold value

Recommended Action No action is required.

IPOOSMGR Messages

This section contains the IPQOSMGR messages.

IPQOSMGR-2

Error Message | PQOSMGR- 2- QUSMGR_DCBXP_PFC_CMP_FAI L_MSG [chars] - qos config [chars] not
conpatible with the peer

Explanation Port_id [chars] has qos config [chars] which is incompatible with the peer.

Recommended Action No action is required.

Error Message | PQOSMGR- 2- QUSMGR_HA FAI LURE: Failed to do high availability operation:
[chars].

Explanation Failed to do high availability operation. [chars] is the reason.
Recommended Action No action is required.

Error Message | PQOSMER-2- QUSMER I NI T_FAILED: Initialization failed for QS Manager: [chars],
reason: [hex].

Explanation Initialization failed for QoS Manager due to [chars], reason: [heX].
Recommended Action No action is required.

Error Message | PQOSMGR- 2- QUSMGR_LLFC_APPLY_FAI LURE_BUFFER FULL: Unabl e to apply flowcontrol
configuraiton on interface: [chars] due to \'[chars]\'. Please nanually renove the configuration

Explanation Failed to apply flow-control configuration on Port_id [chars] due to error [chars]

Recommended Action Manually delete flow-control configuration on the port to keep the
config accurate

Error Message | PQOSMGR- 2- QUSMGR_LLFC_APPLY_FAI LURE: Unabl e to apply flowcontrol
configuraiton on interface: [chars] due to \'[chars]\'.



Explanation Failed to apply flow-control configuration on Port_id [chars] due to error [chars]

Recommended Action No action is required.

Error Message | PQOSMGR- 2- QUSMGR_MI'S_FAI LURE: Failed to do MIS operation: [chars].

Explanation Failed to do MTS operation. [chars] is the reason.

Recommended Action No action is required.

Error Message | PQOSMCR- 2- QUSMER_MI'S_REG STRATI ON_FAI LED: MTS options setting to [hex] failed
for opCode: [dec].

Explanation MTS options setting to [hex] failed for opCode: [dec].

Recommended Action No action is required.

Error Message | PQOSMCR- 2- QUSMGER_NETWORK_QOS_POLI CY_CHANGE: Policy [chars] is now active

Explanation [chars] is the new active network-qos policy

Recommended Action No action is required.

Error Message | PQOSMGR- 2- QUSMGR_PSS_FAI LURE: Failed to do PSS operation: [chars], reason:
[ hex].

Explanation Failed to do PSS operation [chars]. [heX] is the reason.

Recommended Action No action is required.

Error Message | PQOSMCR- 2- QUSMER_PSS_VER FAIL: PSS file [chars] has version [dec].[dec].[dec],
expected version [dec].[dec].[dec].

Explanation There was a mismatch in the PSS version. [chars] indicates the PSS service,
[dec].[dec].[dec] its current version number and [dec].[dec].[dec] the expected version.

Recommended Action No action is required.

IPQOSMGR-3

Error Message | PQOSMGER- 3- QUSMER_CONFI G_ERROR Configuration error: [chars].



Explanation Configuration error. [chars] is the reason.

Recommended Action No action is required.

Error Message | PQOSMGR- 3- QUSMGR_NVDC_PFF_ERROR PPF verify/comit failed in vdc [dec] error:
[hex] for global qos comrand

Explanation For global gos command, PPF verify/commit failed in vdc [dec] with reason
[hex].

Recommended Action No action is required.

Error Message | PQOSMGR- 3- QUSMGR_PPF_ERROR PPF library error: [chars].

Explanation PPF library errors. [chars] is the reason.

Recommended Action No action is required.

IPQOSMGR-4

Error Message | PQOSMGR- 4- QOSMGR_I NG_QUEUI NG_DCBX_WARNI NG | nput direction queuing config is
bei ng al l owed for FCoE/ DCBX exchange but will not be appli ed.

Explanation Input direction Queuing config is unsupported on N9K but config is being
allowed for DCBX compatibility with peer.

Recommended Action No action is required.

Error Message | PQOSMGER- 4- QUSMER_LC ERROR MSG Linecard [dec] returned an error: [chars]

Explanation Linecard [dec] returned an error message which is reported as [chars].

Recommended Action No action is required.

Error Message | PQOSMGER- 4- QUSMGR _POLI Cl ES_PRESENT_ON_DELETED VLANS: Sone VLANs (id: [chars])
which are getting deleted now are still having qos service-policy attached. These policies wll
be effective only when the VLANs get created again.

Explanation VLAN(s) [chars] is(are) getting deleted now. This is an informationsl message to
notify that qos service-policies are present when the vlan is deleted. If the service-policies are
not needed, please detach them from the vlans



Recommended Action No action is required.
Error Message | PQOSMGR- 4- QUSMGR_PPF_WARNI NG PPF |ibrary warning: [chars].
Explanation PPF library warning. [chars] is the reason.
Recommended Action No action is required.
Error Message | PQOSMGR- 4- QUSMGR_WARNI NG_MSG [ chars] [ dec]
Explanation QOSMGR warning messages is reported as [chars] [dec].

Recommended Action No action is required.

IPQOSMGR-5

Error Message | PQOSMCGR- 5- QUSMGR_LC_STAT_SESSI ON_ERROR_MSG  Li necard [dec] returned the

following error for [chars] session: [chars].

Explanation Linecard [dec] returned an error message for session of type [chars] which is
reported as [chars]. This message may be seen during linecard reload if there is an active

session going on.

Recommended Action No action is required.

IPQOSMGR-6

Error Message | PQOSMGR- 6- QOSMGR_DCBXP_CMP_FAI L_MSG [chars] - qos config [chars] not
conpatible with the peer

Explanation Dcbxp warning: Port_id [chars] has qos config [chars] which is incompatible with
the peer.

Recommended Action No action is required.

Error Message | PQOSMER- 6- QUSMER | NFO QOSMGR I nfo: [chars].
Explanation QOSMGR info is reported as [chars].
Recommended Action No action is required.

Error Message | PQOSMGR- 6- QUSMGR_STATUS: QOSMGR Status: [chars].



Explanation QOSMGR status is reported as [chars].

Recommended Action No action is required.

IPS Messages

This section contains the IPS messages.
IPS-2

Error Message 1PS-2-1SCSI_IPS_INIT: IPSinitialization of [chars] [chars]

Explanation IPS initialization failed

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

IPS-3

Error Message | Ps-3-DUP_I PV4_ADDR DETECTED. duplicate |P address ([chars]) sent fromlink
address ([chars])

Explanation Duplicate IPv4 address is configured in the network
Recommended Action No action is required.

Error Message | PS- 3- FCl P_FTA_ACCEL_CHAI N_ABORTED: Exch Aborted FC oxid [hex] My oxid [hex]
State [chars] Event [chars] CH FCID: [hex] CH : [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN:
[dec] (Internal [hex]:[hex])

Explanation FTA Exch being aborted

Recommended Action Informational no action required

Error Message |Ps-3-FCl P_FTA DATA SENSE: Sense data with ERA [hex] sent to CH FCI D [hex]
CH : [hex] fromFCIP CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec]

Explanation Sense data with ERA sent

Recommended Action SYSLOGDOC_CONTACT_TAC



Error Message |1Ps-3-FCl P_FTA ERA 35: ERA 0x35 presented to CH FCID: [hex] CHI: [hex] from
FCIP CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec]

Explanation FCIP got an ERA 35

Recommended Action SYSLOGDOC_ CONTACT_TAC

Error Message | PS- 3- FCl P_FTA_ERA 38: ERA 0x38 received CH FCID: [hex] CH : [hex] from FC P CU
FCID [hex] CU: [hex] DA [hex] VSAN. [dec] at tape capacity: [dec] MB

Explanation FCIP got an ERA 38

Recommended Action SYSLOGDOC_ CONTACT_TAC

Error Message | PS- 3- FCl P_FTA_LOCATE_RBI D_M SVATCH. Permanent Error due to Locate RBID
M smatch, CH FCID: [hex] CH: [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN [dec]

Explanation FCIP-FTA got a Permanent Error

Recommended Action Informational no action required

Error Message | PS- 3- FCl P_FTA_PERM ERR: Permanent Error, ERA [hex] rcvd CH FCID: [hex] CHI:
[hex] CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec] sense_byte[2,6]: [[hex], [hex]]

Explanation FCIP-FTA got a Permanent Error

Recommended Action Informational no action required

Error Message | PS- 3- FCl P_FTA_RETRY_ERROR: [chars] retries [dec] FC oxid [hex] My oxid [hex]
State [chars] Event [chars] CH FCID: [hex] CH : [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN:
[ dec]

Explanation FTA Command timed out

Recommended Action Informational no action required

Error Message |1PS-3-FCl P_LI NK_STAT_LOSS OF_SYNC:. [chars]: Loss of Sync ([chars])

Explanation FCIP Link Failed with Loss of Sync.

Recommended Action No action is required.



Error Message | PS- 3- 1 PS_CRYPTO_FI PS_FAI LED: | PS nodul e [dec] has failed FIPS tests. FIPS info
- [chars]

Explanation FIPS error occurred in the IPS module.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message | PS-3- I PS_EGRESS_PERR: Parity error on dma-bridge egress. Count: [dec]

Explanation Parity error occured in dma-bridge egress direction.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message 1Ps-3-1PS_FIPS_MODE_ERROR | PS FIPS error: [chars]

Explanation IPS module FIPS mode error

Recommended Action No action is required.

Error Message | PS-3- 1 PS_FI PS_TEST_FAI LED: I PS FIPS conpliance test failed

Explanation IPS FIPS compliance test failed

Recommended Action No action is required.

Error Message I PS-3- 1 PS_I NGRESS_PERR: Parity error on dma-bridge ingress. Count: [dec]

Explanation Parity error occured in dma-bridge ingress direction.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message 1Ps-3-1SLB_CFS_CLEAR FAI LED: [chars]

Explanation An error occurred while clearing the CFS lock. The reason for the failure :
[chars]



Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1Ps-3-1SLB_CFS_COW T_FAILED: [chars]; [chars]

Explanation An error occurred while commiting the cfs config data. The reason for the failure
. [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1Ps-3-1SLB_CFS_CONFI G FAI LED: [chars]; [chars]

Explanation An error occurred while distributing the CFS config data. The reason for the
failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1Ps-3-1SLB_CFS_LOCK_FAI LED: [chars]

Explanation An error occurred while acquiring the CFS lock. The reason for the failure :
[chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message |PS- 3-1SLB_CFS_MERGE_ACTI VATI ON_FAI LED: [chars]; [chars]

Explanation An error occurred while activating merged configuration. The reason for the
failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1Ps-3-1SLB_CFS_MERGE_CLEARED: [chars]

Explanation Merge cleared, reason: [chars]



Recommended Action No action is required.
Error Message 1Ps-3-1SLB_CFS_MERGE_COWM T_FAI LED: [chars]; [chars]

Explanation An error occurred while commiting the cfs merge config data. The reason for the
failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message 1Ps-3-1SLB_CFS_MERGE_CONFI G FAI LED: [chars]; [chars]

Explanation An error occurred while distributing the CFS merge config data. The reason for
the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message 1Ps-3-1SLB_CFS_MERGE_FAI LED: [chars]; [chars]

Explanation An error occurred while merging the iSLB CFS fabrics. The reason for the
failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message 1Ps-3-1SLB_CFS_MERGE_PRECOMWM T_FAI LED: [chars]; [chars]

Explanation An error occurred while precommiting merge data. The reason for the failure :
[chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message |Ps-3-1SLB_CFS_MERGE_REQ REJECTED: [chars]
Explanation Merge requested rejected, reason: [chars]

Recommended Action No action is required.



Error Message 1Ps-3-1SLB_CFS_MERG NG_CONFI G DB_FAI LED: [chars]; [chars]

Explanation An error occurred while merging the config data. The reason for the failure :
[chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message |1Ps-3-1SLB_CFS_PRECOMW T_FAI LED: [chars]; [chars]
Explanation An error occurred while precommiting data. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1PSs-3-1SLB_CFS_PWW_RESV_CLAI M FAI LED: [chars]
Explanation PWWN reservation claim failed. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1PSs-3-1SLB_CFS_PWA_RESV_RELEASE FAI LED: [chars]
Explanation PWWN reservation release failed. The reason for the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.
Error Message 1Ps-3-1SLB_CFS_UNLOCK_FAI LED: [chars]

Explanation An error occurred while releasing the CFS lock. The reason for the failure :
[chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message 1Ps-3-1SLB_CFS_VRRP_DI ST_FAI LED: [chars]



Explanation An error occurred while distributing the VRRP CFS runtime data. The reason for
the failure : [chars]

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message | PS- 3-1 SLB_ZONE_ACTI VATI ON_FAI LED: i SLB zoneset activation returned [hex] for
VSAN [ dec]

Explanation ISLB zoneset activation failed.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message | PS- 3-1 SLB_ZONE_ACTI VATI ON_RETRY: i SLB zoneset activation returned [hex] for
VSAN [ dec]

Explanation ISLB zoneset activation failed. Zone server busy.
Recommended Action Retry the iSLB zonest activation.

Error Message | PS- 3-1 SLB_ZONE_NO_ACTI VE_ZONESET: i SLB zoneset activation returned [hex] for
VSAN [ dec]

Explanation ISLB zoneset activation failed. No active zoneset.
Recommended Action Activate a zoneset in the specified VSAN and retry

Error Message | Ps-3- RED PACKET_DROPS: Congestion detected on G gabitEthernet port (buffer

pool size: [dec])
Explanation Congestion detected on GigabitEthernet port due to RED threshold limit

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

IPS-4

Error Message |PS-4-FCl P_FTA_CFG M SMATCH. [chars]: Msmatch in FCIP Ficon Tape Accel eration
configuration with peer



Explanation The FCIP Ficon Tape Acceleration configuration does not match with peer's
configuration

Recommended Action Fix the FCIP Ficon Tape Acceleration configuration to be consistent
with the peer

Error Message | PS- 4- FCl P_FTA_VSAN_UPDATE_WARNI NG FCI P FI CON tape accel erati on VSAN updat e
had an error ([chars]) on interface [chars] causing a flap of the interface

Explanation The FCIP FICON tape acceleration VSAN configuration experienced an error
when disabling and enabling the VSAN over the FCIP tunnel. The FCIP tunnel was disabled
and re-enabled as a result of this error to ensure data integrity.

Recommended Action No action is required.

Error Message |1PS-4-FCl P_LI CENSE_BI ND_FAI LED: Bind failed for [chars] due to [chars] for
license failure; configuration accepted but bind failed

Explanation The FCIP configuration was accepted, but the FCIP interface did not bind to a
physical interface because the appropriate license was not available. If a license becomes
available in the future, this FCIP interface will bind to a physical interface automatically.

Recommended Action Check the license state with "show license usage" and acquire the
necessary FCIP license

Error Message |PS-4-FCl P_XRCE_LI CENSE_FAI LED: XRC Accel eration deactivated due to |icense
failure

Explanation The XRC Acceleration configuration was accepted, but will remain inactive until
a valid license is available. When the appropriate license is installed, XRC accelaration will be
activated.

Recommended Action Check the license state with "show license usage" and acquire the
necessary XRC_ACCL license

Error Message |PS-4-FCl P_XRCE_LI CENSE_I NSTALLED: XRC Accel eration activated due to valid
license

Explanation The XRC Acceleration configuration is activated as a valid license has been
installed.

Recommended Action No action is required.



IPS-5

Error Message 1PS-5-FCIP_BIND FAILED: Bind failed for [chars] due to [chars] for [chars]

Explanation FCIP/ISCSI Interface bind to Ethernet port failed

Recommended Action No action is required.

Error Message | Ps-5-FCl P_BPORT_KEEPALI VES_NOT_SUPPORTED. Bport Keepalives not supported for
FCl P [ char s]

Explanation Bport Keepalives not supported in this release

Recommended Action Informational no action required

Error Message | Ps-5-FCl P_BPORT_NOT_SUPPORTED: Bport not supported for FCI P [chars]

Explanation Bport not supported in this releas

Recommended Action Informational no action required

Error Message |Ps-5-FCl P_FTA_ALREADY_OFF: FTA Already Off, [chars] VSAN. [dec]

Explanation FTA Already Off

Recommended Action Informational no action required

Error Message |PS-5-FCl P_FTA_ALREADY_ON: FTA Already ON, [chars] VSAN. [dec]

Explanation FTA Already ON

Recommended Action Informational no action required

Error Message 1PS-5-FCIP_FTA_CB_ DOW\: FTA [chars] is DOW

Explanation FTA is DOWN

Recommended Action Informational no action required

Error Message 1PS-5-FCIP_FTA_ CB_UP:. FTA [chars], is UP



Explanation FTAis UP

Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTA_DI SBAND_GRP_CMD: Di sbhand Group message processed PA D: [chars]
CH FCID: [hex] CHI: [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec]

Explanation FCIP Disbanded a Group

Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTA_EST_GRP_CMD: Path Group establised for PG@D: [chars] CH FClID:
[hex] CHI: [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN [dec]

Explanation FCIP established a Path Group

Recommended Action Informational no action required

Error Message | Ps-5-FCl P_FTA_NPORT_PATH RSCN_CLNUP_PASS1: RSCN O eanup Passl [chars] FCl Di:
[hex] FCI D2: [hex] VSAN: [dec]

Explanation Doing RSCN Cleanup, Pass 1

Recommended Action Informational no action required

Error Message |Ps-5-FCl P_FTA_NPORT_PATH RSCN_CLNUP_PASS2: RSCN O eanup Pass2 [chars] FCl Di:
[hex] FCI D2: [hex] VSAN: [dec]

Explanation Doing RSCN Cleanup, Pass 2

Recommended Action Informational no action required

Error Message |1Ps-5-FCl P_FTA RESI GN_GRP_CMD: Resign group processed for PG D: [chars] CH
FCID: [hex] CH: [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec]

Explanation FCIP Resigned a Group

Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTA_RESP_3490: 3490 devi ce di scovered by FCIP CH FCID: [hex] CHI:
[hex] device at CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec]



Explanation Device type discovered is 3490

Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTA_RESP_3590: 3590 devi ce di scovered by FCIP CH FCID: [hex] CHI:
[hex] CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec]

Explanation Device type discovered is 3590

Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTA_RESP_NOT_TAPE: Non-tape devi ce discovered by FCIP CH FCID: [ hex]
CH : [hex] device at CU FCID [hex] CU : [hex] DA [hex] VSAN: [dec]

Explanation FCIP discovered a non-tape device

Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTA_TURN_COFF_LAST_VSAN: FTA turned off for the Last VSAN, [chars]
VSAN: [dec]

Explanation FTA turned off for the Last Vsan

Recommended Action Informational no action required

Error Message 1Ps-5-FCl P_FTA_TURN_OFF_NONLAST_VSAN: FTA turned off for the Non-Last VSAN,
[chars] VSAN: [dec]

Explanation FTA turned off for the Non-Last Vsan

Recommended Action Informational no action required

Error Message 1PS-5-FCIP_FTA_ TURN. ON: Turn ON FTA, [chars] VSAN. [dec]

Explanation FTA turned ON

Recommended Action Informational no action required

Error Message |1Ps-5-FCl P_FTA_ WARNING FTA Warning :[chars]

Explanation Generic FTA Warning



Recommended Action Informational no action required

Error Message | PS-5- FCl P_FTRA_CFG_M SMATCH. [chars]: Msmatch in FCIP FI CON Tape Read

Accel erator configuration with peer

Explanation The FCIP FICON Tape Read Accelerator configuration does not match with
peer's configuration

Recommended Action Fix the FCIP FICON Tape Read Accelerator configuration to be
consistent with the peer

Error Message 1PS-5-FCIP_IF_CRDEL: Interface [chars] [chars]
Explanation FCIP Interface was Created or Deleted
Recommended Action No action is required.

Error Message | Ps-5-FCl P_MODE1_CHANGED TO MODE2: Changi ng nodel conpression to node2 for
[chars], on a MSM SSN- 16 |inecard

Explanation Change model compression to mode2 on a MSM/SSN-16 linecard
Recommended Action Informational no action required

Error Message | PS-5- FCl P_NUM_TCP_CONNS_M SVATCH: [chars]: configured for 2 tcp connections

but currently operating with 1 connection

Explanation Number of configured tcp connections don't match number of connections
currently up

Recommended Action No action is required.

Error Message | PS-5- FCl P_PEER CAVIUM Peer FCIP [chars] is a MSM SSN-16 |inecard
Explanation Peer linecard is a MSM/SSN-16
Recommended Action Informational no action required

Error Message | PS-5- FCl P_PEER_NON_CAVIUM Peer FCIP [chars] is a non MSM SSN-16 |inecard

Explanation Peer linecard is non MSM/SSN-16



Recommended Action Informational no action required

Error Message |1Ps-5-FClP_RA_CFG M SMATCH: [chars]: Msmatch in FCI P Tape Read Accel eration
capability with peer

Explanation The FCIP Tape Read Acceleration capability does not match with peer's
configuration

Recommended Action Fix the FCIP Tape Read Acceleration capability to be consistent with
the peer

Error Message | Ps-5-FCl P_SF_NOT_SUPPORTED: Speci al - Frane not supported for FCIP [chars]
Explanation Spl-Frame not supported in this release
Recommended Action Informational no action required

Error Message |1PS-5-FClP_TA CFG M SMATCH: [chars]: Msmatch in FCI P Tape Accel eration

configuration with peer

Explanation The FCIP Tape Acceleration configuration does not match with peer's
configuration

Recommended Action Fix the FCIP Tape Acceleration configuration to be consistent with
the peer

Error Message 1PS-5-FCIP_TA I TL_M SMATCH [chars]: Msmatch in FCIP Wite/ Tape Accel eration

software capability with peer

Explanation The FCIP Write/Tape Acceleration software capability does not match with
peer's software capability

Recommended Action Fix the FCIP software to be consistent with the peer

Error Message |Ps-5-FCl P_TSTAMP_CHK_FAI LED: [chars]: Tinestanp check failed on ingressing

franmes

Explanation Timestamp between local and remote side exceeds the configured tolerance

Recommended Action No action is required.

Error Message | PS-5- FCl P_UNBI ND_FAI LED: UNBIND failed for [chars] due to [chars] for [chars]



Explanation FCIP/ISCSI Interface UNBIND from Ethernet port failed

Recommended Action No action is required.

Error Message |1PS-5-FClP_WA_CFG M SMATCH: [chars]: Msmatch in FCIP Wite Accel eration
configuration with peer

Explanation The FCIP Write Acceleration configuration does not match with peer's
configuration

Recommended Action Fix the FCIP Write Acceleration configuration to be consistent with
the peer

Error Message | PS-5- FCl P_WA_XFER RDY_ERR: [chars]: FCIP Wite Acceleration received XFER-RDY
after exhcange cl eanup. Host [hex] Target [hex]

Explanation FCIP Write/Tape Acceleration received XFER-RDY after exchange cleanup

Recommended Action No action is required.

Error Message |Ps-5-FCl P_XRCE_CFG M SMATCH [chars]: Msmatch in FCI P XRC Emul at or
configuration with peer

Explanation The FCIP XRC Emulator configuration does not match with peer's configuration

Recommended Action Fix the FCIP XRC Emulator configuration to be consistent with the
peer

Error Message 1PS-5-1PS_| PACL_LOG MSG [chars]

Explanation Details of the packet dropped due to ACLs

Recommended Action No action is required.

Error Message | PS-5-1 PS_MGR_FEATURE_ENABLE: ips:[dec] iscsi:[dec] fcip:[dec] iscsi-intf-
vsan: [dec] ips-Ic:[dec]

Explanation IPS Manager feature enabled/disabled

Recommended Action No action is required.

Error Message I PS-5-1 PS_TCP_PORT_I N_USE: Cannot bringup interface [chars], |ocal port already



in use

Explanation FCIP and iSCSI interface are trying to use the same local port, please use
different ports

Recommended Action No action is required.

Error Message 1Ps-5-1SCSI_BAD DATA DI GEST_CRC. i SCSI ingress data digest error frominitiator
[chars] alias [chars] S ID [hex] to D_ID [hex]

Explanation ISCSI Ingress Data Digest CRC failed

Recommended Action No action is required.

Error Message |1PS-5-1SCSI_CONN_DOAN _BATCH: [chars]: [dec] iSCSlI sessions failed in |ast
[chars], reason: [chars]

Explanation Number of iISCSI session down during the last time interval

Recommended Action No action is required.

Error Message I PS-5-1SCSI _CONN_DOWN: [chars]: iSCSI session down frominitiator [chars] alias
[chars] ip [chars] to target [chars], reason: [chars]

Explanation ISCSI session goes down

Recommended Action No action is required.

Error Message | PS-5-1SCSI _CONN_UP: [chars]: iSCSI session up frominitiator [chars] alias
[chars] ip [chars] to target [chars]

Explanation ISCSI session comes up and reaches Full-Feature phase

Recommended Action No action is required.

Error Message | PS-5-1 SCSI _PORT_FAI LOVER [chars]: iSCSI initiator [chars] alias [chars] ip
[chars] target [chars]. FC session failed over to port [chars]

Explanation FC session for the iSCSI session failed over to newly active port

Recommended Action No action is required.



Error Message |1PS-5-1SCSI_SB_GET_TGT: iSCSI SB get [dec] targets, initiator [chars] alias
[chars] ip [chars]

Explanation ISCSI FCNS query response

Recommended Action No action is required.

Error Message | PS-5-1 SCSI _SESSI ON_CREATE_FAI LURE: [chars]: i SCSI Session initiator [chars]
target [chars] create failed. [chars]

Explanation ISCSI Session Create failed

Recommended Action No action is required.

Error Message | PS-5-1 SCSI _SESSI ON_CREATE_REDI RECT: [chars]: i SCSI Session initiator [chars]
target [chars] redirected to [chars]/[chars]

Explanation ISCSI Session Create redirected

Recommended Action No action is required.

Error Message | PS-5-1 SCSI _SESSI ON_REDI RECT_TI MEQUT: i SCSI Session initiator [chars] to
[chars] redirected to [chars] tineout

Explanation ISCSI Session Redirect timeout

Recommended Action No action is required.

Error Message |1Ps-5-1SLB_CFS_SESSI ON_CLEARED: CFS Session O eared

Explanation CFS Session Cleared by user

Recommended Action No action is required.

Error Message | PS-5- LRTP_HDR_FCl D_M SMATCH: LRTP header s_id([hex]) d_id([hex]) do not natch
I nner header s_id([hex]) d_id([hex]) Initiator ([chars]) Target([chars])

Explanation The s_id and/or the d_id field in the frame's LRTP header does not match the
s_id or d_id field in the inner header

Recommended Action No action is required.



Error Message | PS- 5- PORT_| PCFG_FAI LED: Cannot configure |IP address for interface [chars]

Explanation Cannot configure IPS port IP address

Recommended Action No action is required.

Error Message | PS-5- SB_MGR_CORE_FAI LED: Et hernet Processing core [chars] failed due to
[ chars]

Explanation Ethernet Processing Core failed

Recommended Action No action is required.

Error Message | PS-5- SFRAVE_ENTI TY_I D M SMATCH: [chars]: special frame profile | D mismatch

Explanation Special frame received and destination profile ID does not match local profile ID

Recommended Action No action is required.

Error Message | Ps-5- SFRAVE_FABRI C_ WAN_M SMATCH: [chars]: special frame fabric wan nismatch

Explanation Special frame received and source/destination fabric wwn does not match local
destination/ source fabric wwn

Recommended Action No action is required.

Error Message |PS-5-SFRAVE | F_ADM N DOMN: [chars]: special frame received if down

Explanation Special frame received and interface is admin down

Recommended Action No action is required.

Error Message |PsS-5-SFRAVE | F_NOT_ENABLED: [chars]: special frame not enabl ed

Explanation Special frame received and interface special frame configuration is disabled

Recommended Action No action is required.

Error Message | PS- 5- SFRAME | NVALI D_NONCE: [chars]: special frame response has invalid nonce
for FCIP



Explanation Special frame response has a different nonce than was originally sent in the
special frame

Recommended Action No action is required.

Error Message | PS-5- SFRAME_NOT_RECV: [chars]: special frane was not received by passive-side
FCl P

Explanation Special frame was not received by the passive-side of the FCIP TCP tunnel
within given time period

Recommended Action No action is required.

Error Message | PS- 5- SFRAME_RESP_M SVATCH: [chars]: special frame response has byte m snmatch
for FCIP

Explanation Special frame response has a mismiatch in one of the bytes from what was sent
from the FCIP special frame sender

Recommended Action No action is required.

Error Message | PS- 5- SFRAME_RESP_NOT_RECV: [chars]: special frame response was not received by
active-side FC P

Explanation Special frame response was not received by the active-side of the FCIP TCP
tunnel within given time period

Recommended Action No action is required.

IPS-6

Error Message |Ps-6-FCl P_FTA_READ ACCEL_STARTED: Read Accel eration started for CH FCID: [hex]
CH : [hex] CU FCID [hex] CU : [hex] DA [hex] VSAN:. [dec]

Explanation FCIP-FTA Read Acceleration started
Recommended Action Informational no action required

Error Message |Ps-6-FCl P_FTA READ ACCEL_STOPPED: Read Accel eration stopped for CH FCID: [hex]
CH : [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN:. [dec] due to [chars] after [dec] MB reads

Explanation FCIP-FTA Read Acceleration stopped



Recommended Action Informational no action required

Error Message | PS- 6- FCl P_FTA_WRI TE_ACCEL_STARTED: Wite Acceleration started for CH FCID:
[hex] CHI: [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN [dec]

Explanation FCIP-FTA Write Acceleration started

Recommended Action Informational no action required

Error Message | PS- 6- FCl P_FTA_WRI TE_ACCEL_STOPPED: Wite Accel eration stopped for CH FCID:
[hex] CHI: [hex] CU FCID [hex] CU: [hex] DA [hex] VSAN: [dec] due to [chars] after [dec] MB
wites

Explanation FCIP-FTA Write Acceleration stopped

Recommended Action Informational no action required

IPS-7

Error Message 1PS-7-1SCSI_FCNS_QUERY_REQ return [hex], wait [dec], VSAN [dec], Init: [chars]

Explanation ISCSI FCNS query

Recommended Action No action is required.

Error Message 1PS-7-1SCSI_FCNS_QUERY_RESP: result [hex], [dec] targets, wait [dec], Init:
[ chars]

Explanation ISCSI FCNS query response

Recommended Action No action is required.

Error Message | PS-7-1SCSI _NEW FCNS_QUERY_REQ return [hex], VSANs [chars], Init: [chars]

Explanation ISCSI FCNS query

Recommended Action No action is required.

Error Message 1PS-7-1SCSI_NEW FCNS_QUERY_RESP: result [hex], [dec] entries, [dec] targets,
[dec] total targets Init: [chars]



Explanation ISCSI FCNS query response
Recommended Action No action is required.

Error Message I PS-7-1 SNS_SVR_ERR _RESPONSE: i SNS server returned follow ng error code on i SNS
request for interface [chars] : [dec]

Explanation ISNS server returned an error for register/deregister request. For select error
codes iSNS client would retry and re-register all target nodes corresponding to the interface

Recommended Action No action is required.

IPV6 Messages

This section contains the IPV6 messages.

IPV6-2

Error Message |1PV6-2-ALLOC_ MEMORY: Menory al |l ocation failed

Explanation The IP Configuration Manager failed to allocate a block of dynamic memory.

Recommended Action No action is required.

IPV6-3

Error Message 1PV6-3-FILE WRI TE_FAILED: Witing to file [chars] failed - error: [chars]

Explanation Writing to a file failed probably due to no space.

Recommended Action Ipv6

Error Message 1PV6-3-INIT_FAILED: Initialization failed. Conponent [chars]

Explanation The service failed to start. The failure occurred while initializing the component
[chars].

Recommended Action Show processes to check the status of the other processes, debug
the specified component.

IPV6-4



Error Message | PV6-4-DAD FAI LED EVENT: Duplicate address detection failed for [chars] on
[ chars]

Explanation Duplicate address detection for IP address failed.

Recommended Action Ipv6

IPV6-6

Error Message | PV6-6- CONFI G EVENT: | P Configuration Msg: [chars]

Explanation Configuration message that needs to be logged.

Recommended Action No action is required.

Error Message | PV6-6-1 NTERFACE_DELETED: The interface [chars] has been del et ed

Explanation The specified interface has been deleted. The service will delete all the
configuration on that interface.

Recommended Action No action is required.

Error Message |PV6-6-1 NTERFACE_EVENT: | P address [chars] [chars] on interface [chars]

Explanation The IP address [chars] has been successfully [chars] on the interface [chars].

Recommended Action No action is required.

Error Message | PV6-6- ROUTE_NOT_ACTI VE: The [chars] is not active

Explanation The specified route is successfully configured but currently is not active.

Recommended Action Check that the route is correct and the outgoing interface is
operationally up.

Error Message |1PV6-6-STARTING |P configuration Manager started

Explanation The IP Configuration Manager service has successfully started.

Recommended Action No action is required.



IP Messages

This section contains the IP messages.

IP-1

Error Message | P-1-DHCP_CLI ENT_FAI LED: dhcp-client failed to get the ip address

Explanation Dhcp-client failed to get the ip from server, probably due to server lease
unavailability or cable disconnectivity .

Recommended Action Ip

N

P-

Error Message |P-2-ALLOC MEMORY: Menory al |l ocation failed

Explanation The IP Configuration Manager failed to allocate a block of dynamic memory.

Recommended Action No action is required.

IP-

w

Error Message 1P-3-FILE WRI TE_FAILED: Witing to file [chars] failed - error: [chars]

Explanation Writing to a file failed probably due to no space.

Recommended Action Ip
Error Message 1P-3-INIT_FAILED: Initialization failed. Conponent [chars]

Explanation The service failed to start. The failure occurred while initializing the component
[chars].

Recommended Action Show processes to check the status of the other processes, debug
the specified component.

P-4

Error Message | P-4- DAD_FAI LED_EVENT: Duplicate address detected for [chars] on [chars]

Explanation Duplicate address detected for IP address.



Recommended Action Ip

IP-6

Error Message |P-6-CONFI G EVENT: | P Configuration Msg: [chars]

Explanation Configuration message that needs to be logged.

Recommended Action No action is required.

Error Message | P- 6- DHCP_CLI ENT_SUCCESS: dhcp_client got ip address:[chars], netmask: [ chars]
for ngm interface,got from server:[chars]

Explanation Dhcp-client is able to get the ip address from server,

Recommended Action No action is required.

Error Message | P-6-1 NTERFACE_DELETED: The interface [chars] has been del eted

Explanation The specified interface has been deleted. The service will delete all the
configuration on that interface.

Recommended Action No action is required.

Error Message |P-6-1NTERFACE_EVENT: |P address [chars] [chars] on interface [chars]

Explanation The IP address [chars] has been successfully [chars] on the interface [chars].

Recommended Action No action is required.

Error Message | P-6-ROUTE_NOT_ACTI VE: The [chars] is not active

Explanation The specified route is successfully configured but currently is not active.

Recommended Action Check that the route is correct and the outgoing interface is
operationally up.

Error Message |P-6-STARTING |P configuration Manager started

Explanation The IP Configuration Manager service has successfully started.



Recommended Action No action is required.

ISNS Messages

This section contains the ISNS messages.

ISNS-2

Error Message | SNS-2-1SNS_CFS_OPERATI ON_FAI LED: i SNS CFS [chars] failed
Explanation ISNS CFS operation failed

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

Error Message 1SNS-2-1SNS INIT: iSNS initialization of [chars] [chars]
Explanation ISNS initialization failed

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

KIM Messages

This section contains the KIM messages.

KIM-2

Error Message Ki M 2-Ki MBI ND_MOUNT_FAI LED: Bind nount of /proc/self/ns/net frompid [dec] for
namespace [chars] failed with errno [dec] ([chars])

Explanation NS bind mount failed

Recommended Action No action is required.

Error Message KM 2-K M GET_LNX_| FI NDEX_FAI LED: Failed to get linux ifindex for interface
[chars] (ifindex [dec]). err: [dec] errno: [dec] (sock: [dec])

Explanation Get of linux ifindex failed

Recommended Action No action is required.



Error Message Ki M 2-KI M GET_RSVD_VLAN FAI LED: Failed to get the reserved vlan range

Explanation Get of reserved vlan range failed

Recommended Action No action is required.

Error Message KI'M 2- KIM_MOUNT_BI ND_FAI LED: nount --bind of [chars] failed with errno: [dec]
([chars])

Explanation Mount bind failed

Recommended Action No action is required.

Error Message Ki M 2-KI M_MOUNT_SHARED FAI LED: nount --make-shared of [chars] failed with
errno: [dec] ([chars])

Explanation Mount shared failed

Recommended Action No action is required.

Error Message KI' M 2- KIM_NS_CREATE_FAI LED: Failed to create a new network namespace "[chars]"
errno: [dec] ([chars])

Explanation Namespace creation failed

Recommended Action No action is required.

Error Message Ki M 2-KI M NS _FILE NOT_PRESENT: Nanmespace file [chars] doesn't exist. access
returned errno: [dec] ([chars])

Explanation NS file not present

Recommended Action No action is required.

Error Message KI M 2-KI M_NS_OPEN_FAI LED: Open of [chars] failed with errno: [dec] ([chars])

Explanation NS file open failed

Recommended Action No action is required.

Error Message KI'M 2- KI M_UNLI NK_NETNS_FAI LED: Unl i nk of nanespace file [chars] from pid [dec]



failed with errno: [dec] ([chars])
Explanation NS unlink failed

Recommended Action No action is required.

L2ZMCAST Messages

This section contains the LZMCAST messages.

L2ZMCAST-SLOT#-0

Error Message L2MCAST- SLOT#- 0- L2MCAST_CLI _I NI T_FAILED: CLI library initialization failed!

Explanation L2ZMCAST failed to initialize CLI infrastructure\'s backend library. This is a fatal
error.

Recommended Action No action is required.

Error Message L2MCAST- SLOT#- 0- L2MCAST_TI MER_| NI T_FAI LED: Ti mer subsystem initialization
fail ed!

Explanation L2MCAST failed to initialize timer library. This is a fatal error.

Recommended Action No action is required.

L2ZMCAST-SLOT#-2

Error Message L2MCAST- SLOT#- 2- L2ZMCAST_MAC FULL_LC: Failed to insert entry in MAC table for FE
[dec] swidx [dec] ([hex]) with err ([chars]). To avoid possible nulticast traffic |oss, disable
OW. Use the configuration CLI: "no ip ignp snhooping optimse-multicast-flood"

Explanation Failed to program the MAC table. MAC table line full for this entry

Recommended Action No action is required.

Error Message L2MCAST- SLOT#- 2- L2ZMCAST_VLAN_NOT_FQOUND: VLAN [dec] not found in L2MCAST
dat abase!

Explanation L2MCAST failed to find VLAN [dec] in its database. L2 MAC learning & aging on
VLAN [dec] may be affected.



Recommended Action No action is required.

Error Message L2MCAST- SLOT#-2- L2MCAST: Menory al | ocation failed. [chars]

Explanation Memory allocation failed. This is a critical failure

Recommended Action No action is required.

L2ZMCAST-SLOT#-3

Error Message L2MCAST- SLOT#- 3- L2ZMCAST_HW | NSTALL_FAIL: Hw install failed for vlan [dec]
([dec], [chars], [chars]) entry!

Explanation L2MCAST failed to insert bd, g, s entry in hardware. Igmp snooping may not be
effective on vlan for that group and source

Recommended Action No action is required.

L2MCAST-SLOT#-6

Error Message L2MCAST- SLOT#- 6- L2MCAST_I NI TI ALI ZED: Internal state created [chars]

Explanation L2ZMCAST has created its internal state stateless/stateful [chars].

Recommended Action No action is required.

Error Message L2MCAST- SLOT#- 6- L2MCAST_VDC_CREATED: VDC [dec] creat ed

Explanation Request to create VDC [dec] in LZMCAST was successful.

Recommended Action No action is required.

Error Message L2MCAST- SLOT#- 6- L2MCAST_VDC_REMOVED: VDC [ dec] Renoved

Explanation L2ZMCAST has successfully removed VDC [dec] from its databases.

Recommended Action No action is required.

Error Message L2MCAST- SLOT#- 6- L2MCAST_VDC_VLAN_CREATED: VLAN [dec] creat ed

Explanation L2ZMCAST has added VLAN [dec].



Recommended Action No action is required.
Error Message L2MCAST- SLOT#- 6- L2MCAST_VDC_VLAN REMOVED: VLAN [dec] renoved from VDC [ dec]
Explanation L2ZMCAST has successfully removed VLAN [dec] from VDC [dec].

Recommended Action No action is required.

LACP Messages

This section contains the LACP messages.

LACP-3

Error Message LACP-3- GENERAL_ERROR [chars]

Explanation General error

Recommended Action No action is required.

Error Message LACP-3- LACP_SUSPEND HALF_DUPLEX_PORT: Port [chars] is in half duplex node.
suspend port

Explanation LACP is not supported in half duplex mode. Suspend port

Recommended Action No action is required.

Error Message LACP-3-LACP_SUSPEND M NLI NK: LACP port [chars] of port-channel [chars] is
suspended as mn-link requirenment not net.

Explanation LACP suspend ports due to min-link

Recommended Action No action is required.

Error Message LACP-3- LACP_UPGRADE READY_FAI LED: Upgrade ready fail ed.

Explanation Upgrade ready event failed because atleast one port channel member is in
intermediate state.

Recommended Action No action is required.



Error Message LACP-3-PACKET_TRANSM T_ERR [chars]: Coul d not send LACP packet err=[dec]

Explanation There was an error in sending LACP packet

Recommended Action No action is required.

Error Message LACP-3-SYN_COLL_DI'S EN: [chars] [[chars]]: SYNC, COLLECT and DI STRI BUTE f | ags
enabl ed too early by partner

Explanation Potential interop issue. Partner system seems to have enabled sync as well
collecting or distributing flags too early even before actor has selected an aggregator

Recommended Action No action is required.

Error Message LACP-3-SYSTEM MAC ERR [chars]: Coul d not get system mac[[chars]]

Explanation There was an error in acquiring system mac from VDC Mgr

Recommended Action No action is required.

LACP-5

Error Message LACP-5-LACP_DI SABLED: LACP Di sabl ed

Explanation LACP Service Disabled

Recommended Action No action is required.

Error Message LACP- 5- LACP_DCES _NOT_MEET_M NLI NK_REQ LACP port-channel [chars] is brought
down as mn-link requirenment not met.

Explanation LACP port-channel down as min-link requirement not met

Recommended Action No action is required.

Error Message LACP-5- LACP_ENABLED: LACP Enabl ed

Explanation LACP Service Enabled

Recommended Action No action is required.



Error Message LACP-5-LACP_MEETS M NLINK_REQ LACP port-channel [chars] neets min-link
requi rement. Reint port-channel

Explanation LACP port-channel meets min-link requirement

Recommended Action No action is required.

Error Message LACP- 5- LACP_RATE_FAST_NOT_RECOVENDED: 'l acp rate fast' not reconended if 'vpc
peer-1ink' configured.

Explanation Can cause traffic outage

Recommended Action No action is required.

Error Message LACP-5- LACP_REMOTE_NOTI FY_SUCCESS: Remote notify event.

Explanation Remote notify event was successful.

Recommended Action No action is required.

Error Message LACP-5-LACP_REMOTE_PDU SEND: Pre/ Post |SSU hell o sent.

Explanation Remote notify event was successful.

Recommended Action No action is required.

Error Message LACP-5-LACP_SUSPEND | NDI VI DUAL: LACP port [chars] of port-channel [chars] not
recei ving any LACP BPDUs suspendi ng (individual) port

Explanation LACP suspend individual ports

Recommended Action No action is required.

Error Message LACP-5- LACP_UPGRADE_READY_SUCCESS: Upgrade ready successful .

Explanation Upgrade ready event is successful as all port channel members are in steady
state.

Recommended Action No action is required.

Error Message LACP-5-PORT_PRI ORI TY_CHANGED: [chars]: LACP port priority changed from[dec] to



[ dec]
Explanation LACP port priority has been changed
Recommended Action No action is required.

Error Message LACP-5- SYSTEM PRI ORI TY_CHANGED: LACP system priority changed from [hex] to
[ hex]

Explanation LACP system priority has been changed

Recommended Action No action is required.

LC-SPAN Messages

This section contains the LC-SPAN messages.

LC-SPAN-3

Error Message LC SPAN-3-ERROR [chars]
Explanation Lc_span_mgr encountered an error

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

LC PORT CHANNEL Messages

This section contains the LC_PORT_CHANNEL messages.

LC_PORT_CHANNEL-SLOT#-1

Error Message LC_PORT_CHANNEL- SLOT#- 1- MALLOC FAI LED: cannot al | ocate nenory (size [dec])

Explanation No enough memory

Recommended Action No action is required.

LC_PORT_CHANNEL-SLOT#-3

Error Message LC_PORT_CHANNEL- SLOT#- 3- LC_PORT_CHANNEL_| DXMAP_FAI LURE: coul d not | ookup port
index for interface [chars]



Explanation Could not look up port index

Recommended Action No action is required.

LDAP Messages

This section contains the LDAP messages.

LDAP-2

Error Message LDAP-2- LDAP_PROGRAM EXI T: LDAP daenon exiting: [chars]

Explanation LDAP daemon is exiting.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for
support.

LDAP-3

Error Message LDAP-3- LDAP_ERROR MESSAGE: [chars]

Explanation LDAP Error Message

Recommended Action No action is required.

LDAP-5

Error Message LDAP-5-LDAP_MONI TOR STATUS: [chars] [chars]

Explanation Notifying Ldap server monitor status change

Recommended Action No action is required.

Error Message LDAP-5-LDAP_SERVER STATUS: [chars] server [chars] with port [dec] status has
changed from[chars] to [chars]. Server was in previous-state for [chars], and total dead tine
of the server is [chars]

Explanation Notifying Ldap server status change

Recommended Action No action is required.



LDAP-6

Error Message LDAP-6-LDAP_MESSAGE: [chars]
Explanation LDAP Message

Recommended Action No action is required.

LIBBASE SVC Messages

This section contains the LIBBASE_SVC messages.

LIBBASE_SVC-2

Error Message LI BBASE _SVC- 2- | T_NEXUS_MAX_| NTERFACE_LI M T_REACHED: [chars] cannot be bound for
site [chars], as the interfaces reached the maximumflow |imt

Explanation IT Load Balancing failed

Recommended Action No action is required.

Error Message LI BBASE _SVC 2- LOG ERR BASE_SVC TOM ABORTED: SME O uster [chars] Message |d:
[ hex] aborted

Explanation An SME Cluster Message was aborted by the Cluster process

Recommended Action No action is required.

LIBBASE SVC-4

Error Message LI BBASE_SVC 4- FCR_ VER2_NOT_ENABLED: FCR Version2 is not enabled. My affect
flows. Please enable fc-redirect version2

Explanation FCR Version2 not enabled

Recommended Action No action is required.

LIBBASE_SVC-5

Error Message LI BBASE_SVC- 5- FLON NOT_ALLOWED: Fl ow [chars] <-> [chars] disallowed in nultiple
clusters

Explanation Flow creation failed



Recommended Action No action is required.

Error Message LIBBASE SVC- 5-1T_NEXUS_FAI LURE: [chars]. [chars] bind failure. Reason: [chars]:
[ hex]

Explanation IT Nexus bind failed
Recommended Action No action is required.

Error Message LIBBASE_SVC- 5-1 T_NEXUS_OPTI MUM | NTERFACE_LI M T_REACHED: Interface [chars]
exceeded the optimumflow limt

Explanation Iterface Flow Limit

Recommended Action No action is required.

LIBIFMGR Messages

This section contains the LIBIFMGR messages.

LIBIEFMGR-5

Error Message LIBI FMGR-5- ALL_COUNTERS_CLEARED: Al | interface counters cleared by user
Explanation All interface counters cleared by user.
Recommended Action LOG_STD_SH _TECH_ACTION

Error Message LI BI FMGR-5- 1 NTF_COUNTERS_CLEARED: Interface [chars]counters cleared by user
Explanation Interface counters cleared by user.

Recommended Action LOG_STD_SH _TECH_ACTION

LICMGR Messages

This section contains the LICMGR messages.

LICMGR-0

Error Message LI CMER-0-LOG LI C_ GRACE_EXPI RED: Grace period expired for feature [chars].



Explanation Unlicensed feature [chars] has exceeded it's grace time period. Applications
using will be shut down immediately.

Recommended Action Please install the license file to continue using the feature.

LICMGR-1

Error Message LICMER-1-LOG LI C LI CENSE_EXPI RED: Eval uation |icense expired for feature
[chars].

Explanation The named feature has exceeded it's evaluation time period. Applications using
the license will be shut down after a grace period.

Recommended Action Please install the license file to continue using the feature.

Error Message LI CMGR- 1- LOG_LI C_LI CENSE_EXPI RY_WARNI NG_ALERT: Eval uation license for feature
[chars] will expire in [dec] days.

Explanation Feature [chars] has very limited time for expiry. Feature will expire in [dec] days
and will be shut down.

Recommended Action Please install the license file to continue using the feature.

Error Message LICMER-1-LOG LIC NO LI C_ALERT: No license(s) present for feature [chars].
Application(s) running in grace-period and will be shut down in [dec] days.

Explanation Feature [chars] has not been licensed. The feature will work for a grace period
of [dec] days after which application(s) using the feature will be shut down.

Recommended Action Please install the license file to continue using the feature.

LICMGR-2

Error Message LI CMER-2-LOG LI CAPP_EXPI RY_WARNI NG Appl i cation [chars] eval uation |icense
[chars] expiry in [dec] days.

Explanation Application [charsl] will exceed it's evaluation time period in [dec] days and will
be shut down after a grace period unless a permanent license for feature [chars2] is installed.

Recommended Action Please install the license file to continue using the feature.

Error Message LI CMER-2-LOG LI CAPP_NO LI C. Application [chars] running without [chars]
license, shut down in [dec] days.



Explanation Application [charsl] has not been licensed. The application will work for a grace
period of [dec] days after which it will be shut down unless a license file for feature [chars2] is
installed.

Recommended Action Please install the license file to continue using the feature.
Error Message LICMGR-2-LOG LIC EXIT: License manager exiting: [chars]
Explanation License manager exiting.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message LI CMGR- 2- LOG LI C_I NVALI D_SERVER LI NE: License file [chars] contains invalid
"SERVER' |ine. Contact TAC

Explanation Invalid SERVER line in license file.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message LICMGR-2-LOG LIC NOLIC No license(s) present for feature [chars].
Application(s) shut down in [dec] days.

Explanation Feature [chars] has not been licensed. The feature will work for a grace period
of [dec] days after which application(s) using the feature will be shut down.

Recommended Action Please install the license file to continue using the feature.

Error Message LI CMGR-2- LOG LI C_NO CE_LICENSE: M ssing license to run NXOS on open environnent
platform wll be shut down in [dec] days.

Explanation Open environment platform requires a license to run NXOS. Please get a
license and instal it. Features will not be able to function properly, the box will shut down after
few days unless licensed.

Recommended Action Please install the license file to continue using the feature.

Error Message LI CMGR-2-LOG LI C_NVRAM DI SABLED: Licensing NVRAM i s not avail able. Grace period

wi Il be disabled: [chars]



Explanation The Supervisor NVRAM block may have a hardware problem and may need to
be replaced

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message LI CMGR- 2- LOG_LI C_VENDOR _DOMWN: License file contains invalid "SERVER' |ine.

Vendor daermon down
Explanation Vendor daemon is down

Recommended Action Licensing

LICMGR-3

Error Message LICMER-3-LOG LIC FILE M SSING License file(s) missing for feature [chars].
Explanation One or more license files for feature [chars] are missing and must be reinstalled.
Recommended Action Please install the license file to continue using the feature.

Error Message LICMER-3-LOG LIC I NVALID HOSTID: Invalid |icense hostid VDH=[chars] for feature
[chars].

Explanation Feature [chars2] has a license with an invalid license hostid VDH=[chars1]. This
can occur if a supervisor card with licensed features for one switch is installed on another
switch.

Recommended Action No action is required.

Error Message LI CMGR- 3- LOG_LI C_MESSAGE_ERROR: coul d not handl e message: [chars] of type [dec]
from addr [dec]:[dec].

Explanation Could not handle a IPC message [chars] of type [decl] sent by a component
running on node [dec2] with sap [dec3].

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message LI CMER-3-L0OG LI C_ SERVER DOMN: License Server Down [dec]



Explanation A connection to the license server was lost.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

Error Message LICMGR-3-LOG LIC SPROM LIC: Feature [chars] issued [dec] |icenses without a

valid license file.

Explanation Feature [chars] has been licensed [dec] times without a valid license file. This
means one or more license files are missing for feature [chars] and must be reinstalled.

Recommended Action Please install the license file to continue using the feature.

Error Message LI CMGR- 3-LOG LI C_TOO MANY_LIC: Only [dec] licenses are supported for [chars]
feature, where as [dec] licenses are installed.

Explanation More licenses are installed than allowed.

Recommended Action Please contact the Cisco reseller through which you procured the
product for support. If you have purchased a Cisco support contract please call Cisco TAC for

support.

LICMGR-4

Error Message LI CMER-4-L0OG LI C LI CENSE_EXPI RY_WARNI NG Eval uation |icense for feature [chars]
will expire in [dec] days.

Explanation Feature [chars] will exceed it's evaluation time period in [dec] days and will be
shut down.

Recommended Action Please install the license file to continue using the feature.

LICMGR-6

Error Message LI CMGER-6- LOG_CHECKPO NT_CREATED: auto checkpoint [chars] created during |icense
expiry.

Explanation When a license expires, auto checkpoint is created to prevent configuration
loss.

Recommended Action Rollback can be done to the created checkpoint when a new license
is installed.



Error Message LI CMGR-6-LOG LI C FEATURE_CLEARED: O eared [dec] |icense(s) for feature [chars].
Explanation Uninstalled [dec] license(s) for feature [chars].

Recommended Action Use the 'show license usage' command to verify this license feature
removal.

Error Message LI CMGR-6-LOG LI C FEATURE | NSTALLED: Installed [dec] license(s) for feature

[chars].
Explanation Installed [dec] license(s) for feature [chars].

Recommended Action Use the 'show license usage' command to verify this license feature
installation.

Error Message LI CMGR-6-LOG LIC LI CENSE_CLEARED ALL: Ceared all |icenses.
Explanation Cleared all license files.
Recommended Action No action is required.
Error Message LICMGR-6-LOG LIC LI CENSE_CLEARED: O eared license file [chars].
Explanation Uninstalled the named license file.
Recommended Action Use the 'show license' command to verify this license removal.
Error Message LI CMGR-6-LOG LIC LI CENSE_| NSTALLED: Installed license file [chars].
Explanation Installed the named license file.

Recommended Action Use the 'show license' command to verify this license installation.

LIM Messages

This section contains the LIM messages.
LIM-2

Error Message LIM2-1F _CRITICAL_FAILURE: (Debug syslog)Critical failure: [chars], [chars]



Explanation There was a critical failure in the component.

Recommended Action Please follow instructions on the syslog.

Error Message LI M2-1F_DOAN_ERROR DI SABLED: Interface [chars] is down (Error disabl ed.
Reason: [ chars])

Explanation The interface encountered an error while configuring it

Recommended Action Collect more information about failed interface using command 'show
port internal all interface [char]'. In most cases, you can recover using a 'shutdown’ followed a
'no shutdown' on the interface or removing and re-inserting the fibre optic cable.

Error Message LIM2-1F_DOMN LI NK_FAILURE CRIT: Interface [chars] is down (Link failure)

Explanation The physical link has gone down

Recommended Action Ensure that the cable is connected and the remote end is not shut
down

Error Message LI M 2- SEQ TI MEQUT: Conponent [chars] timed out on response to opcode [chars]
([chars])

Explanation Some component did not respond to a request in stipulated time.

Recommended Action None

Error Message LIM2-SYSLOG LIMCRITICAL: Critical failure: [chars]

Explanation There was a critical failure in the component.

Recommended Action Please collect system tech-support

LIM-3

Error Message LI M 3-1 F_DOAN_CHANNEL_ERR DI SABLED: Interface [chars] is down (Channel error
di sabl ed)

Explanation This interface belongs to a PortChannel and the PortChannel is error disabled

Recommended Action Perform 'shut' and 'no shutdown' on the PortChannel interface that it
belongs to



Error Message LI M 3-1F_ERROR VLANS REMOVED: VLANs [chars] on Interface [chars] are renoved

from suspended st ate.
Explanation The VLANS on an interface are being removed from the suspended state
Recommended Action No action is required.

Error Message LI M 3- | F_ERROR_VLANS_SUSPENDED: VLANs [chars] on Interface [chars] are being

suspended. (Reason: [chars])
Explanation The VLANS on an interface are being suspended due to some protocol action
Recommended Action No action is required.

Error Message LIM3-1F_SFP_ALARM Interface [chars], [chars]
Explanation There was an alarm on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message LIM3-1F_SFP_ERROR Interface [chars], [chars]
Explanation There was an error on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message LI M 3-1F_UNSUPPORTED TRANSCEI VER Transceiver on interface [chars] is not
supported

Explanation The transceiver for the interface specified in the error message is not a Cisco
supported module

Recommended Action Replace the module with a compatible transceiver. If the transceiver
was purchased from Cisco, please contact Cisco TAC to get the transceiver replaced

Error Message LIM3-1F_XCVR ALARM Interface [chars], [chars]
Explanation There was an alarm on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more



information
Error Message LIM3-1F_XCVR ERROR Interface [chars], [chars]
Explanation There was an error on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

LIM-4

Error Message LI M 4-1F_NON_QUALI FI ED_TRANSCEI VER: Non-qual i fied transceiver on interface

[chars] was detected

Explanation The transceiver for the interface specified has not been qualified on this
platform for this software release

Recommended Action Replace the module with a supported transceiver. Contact Cisco
TAC to get platform transceiver qualification details

Error Message LIM4-1F _SFP_WARNING Interface [chars], [chars]
Explanation There was an warning on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

Error Message LIM4-1F XCVR WARNING Interface [chars], [chars]
Explanation There was an warning on the transceiver module

Recommended Action Please do show interface transceiver details to obtain more
information

LIM-5

Error Message LIM5-1F ADM N UP: Interface [chars] is admin up [chars]
Explanation Interface is admin up

Recommended Action No action is required.



Error Message LI M 5-1 F_BANDW DTH_CHANGE: | nterface [chars], bandw dth changed to [chars] Kbit

Explanation Bandwidth of the interface (port channel) has changed and this change is
updated

Recommended Action No action is required.

Error Message LIM5-1F_DOAN_ADM N_DOWN: I nterface [chars] is down (Adnministratively down)

Explanation Interface has been configured to be administratively down

Recommended Action Perform 'no shutdown'

Error Message LIM5-1F_DOW_CFG CHANGE: Interface [chars] is down(Config change)

Explanation FCIP interface temporarily down due to reconfiguration

Recommended Action No action is required.

Error Message LI M5-1F_DOAN_CHANNEL_ADM N_DOM: Interface [chars] is down (Channel admin
down)

Explanation This interface belongs to a PortChannel and the PortChannel is configured to be
administratively down

Recommended Action Perform 'no shutdown' on the PortChannel interface that it belongs to

Error Message LI M 5-1F_DOAN_CHANNEL_MEMBERSHI P_UPDATE_I N_PROGRESS: Interface [chars] is down
(Channel nenbership update in progress)

Explanation The interface belongs to a PortChannel and a configuration is being attempted
on the interface while there is a configuration in progress on the PortChannel

Recommended Action Retry the configuration again

Error Message LI M 5-1F_DOAN_DOVAI N_ADDR ASSI GN_FAI LURE_| SOLATION: I nterface [chars] is down
(I'solation due to domain id assignnent failure)

Explanation Isolated due to a failure while assigning a domain

Recommended Action No action is required.



Error Message LI M 5-1 F_DOAN_DOVAI N_I NVALI D_RCF_RECEI VED: Interface [chars] is down (lsolation
due to invalid fabric reconfiguration)

Explanation Invalid RCF received

Recommended Action No action is required.

Error Message LI M 5-1 F_DOAN_DOVAI N_MANAGER_DI SABLED: Interface [chars] is down (Isolation due
to domai n manager di sabl ed)

Explanation Isolated due to domain manager being disabled

Recommended Action No action is required.

Error Message LI M 5-1 F_DOAN_DOVAI N_MAX_RETRANSM SSI ON_FAI LURE: Interface [chars] is down
(I'solation due to domai n manager other side not respondi ng)

Explanation Remote end domain manager not responding

Recommended Action No action is required.

Error Message LI M 5-1 F_DOAN_DOVAI N_OTHER_SI DE_EPORT_| SOLATED: |nterface [chars] is down
(I'solation due to donain other side eport isolated)

Explanation Isolating this interface due to the remote end being isolated

Recommended Action No action is required.

Error Message LI M 5-1 F_DOAN_DOVAI N_OVERLAP_| SOLATION: Interface [chars] is down (Isolation
due to donmai n overl ap)

Explanation Isolated due to domain overlap

Recommended Action No action is required.

Error Message LI M 5-1 F_DOANN_ELP_FAI LURE_| SOLATION: Interface [chars] is down (Isolation due
to ELP failure)

Explanation ELP failed on the interface

Recommended Action Check the output of 'show port internal info' in the 'ELP failure
reason' field



Error Message LIM5-1F_DOANN_EPP_FAILURE: Interface [chars] is down (Error Disabled - EPP
Fai | ure)

Explanation Trunk protocol failed

Recommended Action 'show port internal event-history msgs' will indicate the trunk protocol
exchanges to determine why it failed

Error Message LI M 5-1 F_DOANN_ESC_FAI LURE_| SOLATION: Interface [chars] is down (Isolation due
to ESC failure)

Explanation ESC failed on the interface

Recommended Action Check the output of 'show port internal event-history' to determine
the ESC protocol exchanges to determine how it failed

Error Message LIM5-1F_DONMN_ETH | F_DOMN: Interface [chars] is down(Tunnel port src interface
down)

Explanation Ethernet link to which the FCIP interface is bound is down

Recommended Action Ensure that the ethernet cable is connected, the interface is
administratively enabled

Error Message LIM5-1F_DOW_ETH LINK_DOM: Interface [chars] is down(Tunnel port src
interface |ink down)

Explanation Ethernet link to which the FCIP interface is bound is down

Recommended Action Ensure that the ethernet cable is connected and the remote end is
also active

Error Message LIM5-1F_DOAN_FCOT_NOT_PRESENT: Interface [chars] is down (FCOT not present)

Explanation The FCOT has been removed

Recommended Action Insert an FCOT

Error Message LI M 5-1 F_DOAN_FCOT_VENDOR _NOT_SUPPORTED: |nterface [chars] is down (Error
di sabl ed - Fcot vendor not supported)

Explanation Fcot inserted is not a supported one



Recommended Action Please contact customer support for a list of authorized transceiver
vendors

Error Message LIM5-1F_DOAN_HW FAILURE: Interface [chars] is down (Hardware Fail ure)

Explanation The module's hardware has failed

Recommended Action Collect more information about failed module using command 'show
module internal all module'

Error Message LIM5-1F_DOAN_I NACTIVE: Interface [chars] is down (Inactive)

Explanation The port VSAN has been suspended or deleted

Recommended Action Assign a new active port VSAN to the interface

Error Message LI M 5-1 F_DOAN_I NCOVPATI BLE_ADM N_MCDE: I nterface [chars] is down (Error
di sabl ed - I nconpatible adm n port node)

Explanation The configured mode is not supported on this interface

Recommended Action Perform a 'show port internal info' to determine the list of modes
supported on this interface

Error Message LI M 5-1 F_DOAN_| NCOVPATI BLE_ADM N_RXBBCREDI T: Interface [chars] is down (Error
di sabl ed - I nconpatible adm n port rxbbcredit)

Explanation The configured receive B2B credit size is not supported

Recommended Action Get the allowed receive B2B credit size from 'show port internal info'

Error Message LI M 5-1 F_DOAN_| NCOVPATI BLE_ADM N_RXBUFSI ZE: Interface [chars] is down (Error
di sabl ed - | nconpatible adm n port rxbufsize)

Explanation The configured receive buffer size is not supported

Recommended Action Get the allowed receive buffer size from 'show port internal info'

Error Message LI M 5-1 F_DOAN_I NCOVPATI BLE_ADM N_SPEED: |nterface [chars] is down (Error
di sabl ed - | nconpatible adm n port speed)

Explanation The configured speed is not supported on this interface



Recommended Action Perform a 'show port internal info' to determine the range of speed
supported on this interface

Error Message LIM5-1F_DOM_INITIALIZING Interface [chars] is down (Initializing)

Explanation The interface is in the process of coming up

Recommended Action If the interface is stuck in this state for a while, check the output of
'show port internal event-history' to determine what it is waiting for

Error Message LI M5-1F_DOW_| NTERFACE_REMOVED: |Interface [chars] is down (Interface renoved)

Explanation Interface removed

Recommended Action No action is required.

Error Message LIM5-1F_DOM LI NK_FAILURE: Interface [chars] is down (Link failure)

Explanation The physical link has gone down

Recommended Action Ensure that the cable is connected and the remote end is not shut
down

Error Message LI M 5-1 F_DOAN_LOOPBACK_DI AG FAI LURE: Interface [chars] is down (Diag failure)

Explanation Diag failed on the interface

Recommended Action Collect more information about failed interface using command
‘attach module' to connect to module

Error Message LI M5-1F_DOW_LOOPBACK | SOLATION: Interface [chars] is down (Isolation due to
port | oopback to same switch)

Explanation The interface is looped back to another interface on the same switch

Recommended Action Check the connectivity of this interface and ensure that it is
connected to another switch

Error Message LIM5-1F_DOAN_MODULE_REMOVED: Interface [chars] is down (nodul e renoved)

Explanation Interface is down because the module was removed



Recommended Action No action is required.

Error Message LIM5-1F_DOW_NONE: Interface [chars] is down ([chars])

Explanation Interface is down with a possible reason.

Recommended Action Collect more information about port using command 'show port
internal info/event-history' to determine why it went down

Error Message LI M5-1F_DOAN_NON_PARTI Cl PATING Interface [chars] is down (Non participating)

Explanation The loop port has been put into non participating mode

Recommended Action No action is required.

Error Message LIM5-1F_DOM_OFFLINE: Interface [chars] is down (Offline)

Explanation The interface has been placed into the offline state

Recommended Action No action is required.

Error Message LI M5-1F_DOANN_PARENT_ADM N_DOMN: |nterface [chars] is down (Parent interface
down)

Explanation Parent interface is down

Recommended Action No action is required.

Error Message LI M5-1 F_DOANN_PEER CLOSE: |nterface [chars] is down(TCP conn. closed by peer)

Explanation The FCIP peer connected to this interface closed the TCP connection

Recommended Action This command will provide the peer IP address of this FCIP
interface: show interface. Check to see why the peer closed the TCP connection

Error Message LI M 5-1 F_DOANN_PEER _RESET: Interface [chars] is down(TCP conn. reset by peer)

Explanation TCP connection to the FCIP peer got reset

Recommended Action The following commands will provide the IP address of the peer and
the route used connect to this FCIP peer: show interface, show ip route. Check to see why the



peer reset the TCP connection

Error Message LI M 5-1 F_DOAN_PORT_CHANNEL_MEMBERS _DOWN: | nterface [chars] is down (No

oper ati onal nenbers)

Explanation This is a PortChannel interface and all its members are operationally down
Recommended Action Enable at least one of the PortChannel's members

Error Message LI M 5-1 F_DOANN_PORT_VSAN_M SMATCH | SOLATI ON: Interface [chars] is down

(I'solation due to port vsan m smatch)

Explanation Isolated due to a mismatch in the configured port VSAN of the local and remote
ends

Recommended Action Configure the port VSAN of the local and remote interfaces to be the
same and perform a 'shutdown' and a 'no shutdown'

Error Message LIM5-1F_DOAN_RCF_| N PROGRESS: Interface [chars] is down (RCF in progress)
Explanation There is an RCF in progress
Recommended Action No action is required.

Error Message LI M5-1F_DOAN_SOFTWARE FAI LURE: Interface [chars] is down (Port software

failure)
Explanation The software servicing the data path on the port has failed
Recommended Action No action is required.

Error Message LIM5-1F_DOAN_SRC MOD NOT_ONLINE: Interface [chars] is down(Tunnel source

nodul e not online)

Explanation Module that has the tunnel source port of this FCIP interface is not fully online

Recommended Action The module that has the tunnel src port is coming online. Please use
show mod to find module status

Error Message LIM5-1F_DOAN_SRC PORT_NOT_BOUND: Interface [chars] is down (Tunnel port src

i nterface unbound)



Explanation Tunnel port source interface unbound
Recommended Action No action is required.

Error Message LIM5-1F_DOAN_SRC PORT_REMOVED: Interface [chars] is down(Tunnel src port
r emoved)

Explanation Tunnel source port of this FCIP interface has been removed

Recommended Action The src interface with ip address that matches the ip address of the

bound entity is removed. This happens normally due to the module on which the src interface
exists is removed

Error Message LI M5-1F_DOAN_SUSPENDED BY MODE: Interface [chars] is down (Suspended due to
i nconpati bl e node)

Explanation This interface belongs to a PortChannel and operational mode of the interface is
different from that of the PortChannel

Recommended Action Change the mode and the trunking mode of the PortChannel from

‘auto’ and check to ensure that the remote end of the interface also belongs to the same
PortChannel

Error Message LI M 5-1 F_DOANN_SUSPENDED BY_SPEED: Interface [chars] is down (Suspended due to
i nconmpati bl e speed)

Explanation This interface belongs to a PortChannel and operational speedode of the
interface is different from that of the PortChannel

Recommended Action Change the speed of the PortChannel from 'auto’ and check to
ensure that the remote end of the interface also belongs to the same PortChannel

Error Message LI M5-1F_DOAN_SUSPENDED BY WAN: Interface [chars] is down (Suspended due to
inconpatible remote switch WW)

Explanation This interface belongs to a PortChannel and remote switch WWN of the
interface is different from that of the PortChannel

Recommended Action Ensure that this interface is connected to the same remote switch as
all the other interfaces in the PortChannel

Error Message LIM5-1F_DOAN_SUSPENDED: Interface [chars] is down (Suspended)



Explanation This interface belongs to a PortChannel and has been suspended due to an
error while bringing it up

Recommended Action Perform a 'shutdown' and a 'no shutdown'. If this happens again
obtain output of 'show port internal info/event-history' on the interface

Error Message LI M 5-1 F_DOANN_TCP_KEEP_ALI VE_EXPI RED: Interface [chars] is down(TCP conn.

cl osed - Keep alive expired)
Explanation TCP session to the FCIP peer got closed due to loss of TCP keep alive

Recommended Action This may be due to loss of IP connectivity. The following commands
will provide the IP address of the peer and the route used connect to this FCIP peer: show
interface, show ip route. Please do a trace route to check the connectivity to the peer using

command:traceroute ipaddr

Error Message LIM5-1F_DOAN_TCP_MAX_RETRANSM T: Interface [chars] is down(TCP conn. closed -

retransmt failure)
Explanation Interface is down due to maximum retransmission failure

Recommended Action This may be due to loss of IP connectivity. The following commands
will provide the IP address of the peer and the route used connect to this FCIP peer: show
interface, show ip route. Please do a trace route to check the connectivity to the peer using
command:traceroute ipaddr

Error Message LI M 5-1 F_DOANN_TCP_PERSI ST_TI MER_EXPI RED: | nterface [chars] is down(TCP conn.

closed - Persist tinmer expired)
Explanation TCP session to the FCIP peer closed because TCP persist timer expired

Recommended Action This may be due to loss of IP connectivity. The following commands
will provide the IP address of the peer and the route used connect to this FCIP peer: show
interface, show ip route. Please do a trace route to check the connectivity to the peer using
command:traceroute ipaddr

Error Message LI M 5-1 F_DOANN_UPGRADE_I N_PROCRESS: Interface [chars] is down (Linecard upgrade

in progress)
Explanation Upgrade of the linecard software is in progress
Recommended Action No action is required.

Error Message LIM5-1F_DOW_VRF_UNUSABLE: Interface [chars] is down (Vrf down)



Explanation The vrf for which this interface is a member is removed

Recommended Action No action is required.

Error Message LI M 5-1 F_DOAN_VSAN_M SVATCH_| SOLATION: Interface [chars] is down (Isolation due
to vsan m smat ch)

Explanation This is a trunking interface and the VSANSs configured do not match with the
VSANSs configured on the remote end

Recommended Action Check the VSANSs configured on the local end with the remote end

Error Message LI M 5-1 F_DOANN_ZONE_MERGE_FAI LURE_| SOLATION: Interface [chars] is down
(I'solation due to zone nerge failure)

Explanation Isolated due to a failure during zone merge

Recommended Action No action is required.

Error Message LI M 5-1 F_DOANN_ZONE_REMOTE_NO _RESP_| SOLATI ON: Interface [chars] is down
(I'solation due to renpte zone server not responding)

Explanation Isolated due to remote zone server not responding

Recommended Action No action is required.

Error Message LI M5-1F_DUPLEX: Interface [chars], operational duplex node changed to [chars]

Explanation Operational duplex mode has changed when link came up

Recommended Action No action is required.

Error Message LI M 5-1 F_ERRDI S_RECOVERY: Interface [chars] is being recovered fromerror
di sabl ed state (Last Reason:[chars])

Explanation Interface is being recovered from error disabled state

Recommended Action No action is required.

Error Message LI M 5-1 F_HARDWARE: |nterface [chars], hardware type changed to [chars]



Explanation There was a change in the hardware characteristic of an interface, such as a
transceiver module plugged in or removed

Recommended Action No action is required.

Error Message LIM5-1F_L2MP_MODE: Interface [chars], |2np-node changed to [chars]

Explanation The I2mp-mode on the port has changed

Recommended Action No action is required.

Error Message LI M 5-1 F_RX_FLOW CONTROL: Interface [chars], operational Receive Flow Control
state changed to [chars]

Explanation Operational receive flow control has changed when link came up

Recommended Action No action is required.

Error 