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This appendix includes the following major topics:

• Converged Plantwide Ethernet (CPwE), page A-1

• Other References, page A-3

Converged Plantwide Ethernet (CPwE)
• Design Zone for Manufacturing-Converged Plantwide Ethernet:

http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-manufacturing/landing_ettf.html

• Industrial Network Architectures-Converged Plantwide Ethernet:
https://www.rockwellautomation.com/en-us/capabilities/industrial-networks/design-guides.html

• Converged Plantwide Ethernet (CPwE) Design and Implementation Guide:

– Rockwell Automation site:
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td001_-en-p.pdf

– Cisco site:
http://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/CPwE_DIG.html

• Deploying A Resilient Converged Plantwide Ethernet Architecture Design and Implementation Guide:

– Rockwell Automation site:
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td010_-en-p.pdf

– Cisco site:
http://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/REP/CPwE_REP_DG.html

• Deploying Device Level Ring within a Converged Plantwide Ethernet Architecture: 

– Rockwell Automation site: 
https://literature.rockwellautomation.com/idc/groups/litera-ture/documents/td/enet-td015_-en-p.pd
f

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/DLR/DIG/CPwE-5-1-DLR- 
DIG.html

• Physical Infrastructure for the Converged Plantwide Ethernet Architecture Application Guide:
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– Rockwell Automation site: 
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td020_-en-p.pdf

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/Phy_Arch/CPwE_PhyArch_
AppGuide.html

• Deploying Identity Services within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site:
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td008_-en-p.pdf

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/3-5-1/ISE/DIG/CPwE_ISE_CV
D.html

• Securely Traversing IACS Data Across the IDMZ Using Cisco FirePOWER® Threat Defense:

– Rockwell Automation site:
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td013_-en-p.pdf

– Cisco site:
http://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/3-5-1/IDMZ/DIG/CPwE_IDMZ_ 
CVD.html

• Deploying Industrial Firewalls within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site:
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td002_-en-p.pdf

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-0/Firewalls/DIG/CPwE-5-IFS-
DIG.html

• Cloud Connectivity to a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site:
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td017_-en-p.pdf

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/Cloud/DIG/CPwE_Cloud_C
onnect_CVD.html

• Deploying Network Security within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site:
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td019_-en-p.pdf

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/Network_Security/DIG/CPw
E-5-1-NetworkSecurity-DIG.html

• Deploying CIP Security within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site: 
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td022_-en-p.pdf

– Cisco site: 
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/CIP_Secu-rity/DIG/CPwE_C
I PSec_CVD.html

• Deploying Scalable Time Distribution within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site: 
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td016_-en-p.pdf
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– Cisco site: 
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/STD/DIG/CPwE-5-1-STD-D 
IG.html

• Deploying Network Address Translation within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site: 
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td007_-en-p.pdf

– Cisco site: 
http://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/3-5-1/NAT/DIG/CPwE_NAT_CV 
D.html

• OEM Networking within a Converged Plantwide Ethernet Architecture

– Rockwell Automation site:
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td018_-en-p.pdf

– Cisco site:
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/OEM/WP/CPwE-5-1-OEM- 
WP/CPwE-5-1-OEM-WP.html

• Deploying 802.11 Wireless LAN Technology within a Converged Plantwide Ethernet Architecture:

– Rockwell Automation site: 
http://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td006_-en-p.pdf

– Cisco site: 
http://www.cisco.com/c/en/us/td/docs/solutions/Verti-cals/CPwE/NovCVD/CPwE_WLAN_CVD.
html

Other References
• EtherNet/IP Parallel Redundancy Protocol Application Technique 

https://literature.rockwellautomation.com/idc/groups/literature/documents/at/enet-at006_-en-p.pdf

• Stratix Managed Switches User Manual 
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007_-en-p.pdf

• Stratix 5800 Managed Switches User Manual 
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um012_-en-p.pdf

• High Availability Systems Reference Manual 
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/highav-rm002_-en-p.pdf

• PlantPAx Distributed Control System Configuration and Implementation User Manual 
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/proces-um100_-en-p.pdf

• PlantPAx Distributed Control System Selection Guide 
https://literature.rockwellautomation.com/idc/groups/literature/documents/sg/proces-sg001_-en-p.pdf
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