
1.
2.

●

●

●

●

●

●

●

●

●

●

●

●

●

●

AsyncOS 13.8.0 API - Addendum to the Getting Started
Guide for Cisco Security Management Appliances - LD
(Limited Deployment)
 
AsyncOS 13.8.0 API - Addendum to the Getting Started
Guide for Cisco Security Management Appliances
 
Access
 

HTTP Basic Authentication
APIKey KeyParamName:jwtToken KeyInQuery:false KeyInHeader:true
  

Methods
 
[ Jump to Models ] 
 
Table of Contents
  
AdvancedPhishingProtectionSummary
 

get /sma/api/v2.0/reporting/advanced_phishing_protection_summary
  

AmpThreatSummaryDetails
 

get /sma/api/v2.0/reporting/mail_amp_threat_summary
  

ArchivedReports
 

delete /sma/api/v2.0/config/archived_reports

get /sma/api/v2.0/config/archived_reports

post /sma/api/v2.0/config/archived_reports
  

BatchSummaryOfMailboxOnDemandRemediatedMessages
 

get /sma/api/v2.0/reporting/mail_mor_batch_summary

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_total
  

Blocklist
 

delete /sma/api/v2.0/quarantine/blocklist

get /sma/api/v2.0/quarantine/blocklist

post /sma/api/v2.0/quarantine/blocklist
  

CentralizedReporting
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post /sma/api/v2.0/config/centralizedServices/centralizedReporting/allGroups

delete /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

get /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

post /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

put /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups
  

Config
 

post /sma/api/v2.0/config/local_quarantines

delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get /sma/api/v2.0/config/quarantine_users
  

ConfigApi
 

delete /sma/api/v2.0/config/archived_reports

get /sma/api/v2.0/config/archived_reports

post /sma/api/v2.0/config/archived_reports

get /sma/api/v2.0/config/legacy_archived_reports

delete /sma/api/v2.0/config/periodic_reports

get /sma/api/v2.0/config/periodic_reports

post /sma/api/v2.0/config/periodic_reports
  

ConfigCentralizedServicesApi
 

post /sma/api/v2.0/config/centralizedServices/centralizedReporting/allGroups

delete /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

get /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

post /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

put /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

get /sma/api/v2.0/config/centralizedServices/serviceStatus

put /sma/api/v2.0/config/centralizedServices/serviceStatus

get /sma/api/v2.0/config/centralizedServices/systemStatus
  

Delete
 

delete /sma/api/v2.0/config/archived_reports

delete /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

delete /sma/api/v2.0/config/periodic_reports

delete /sma/api/v2.0/quarantine/blocklist

delete /sma/api/v2.0/quarantine/messages

delete /sma/api/v2.0/quarantine/rules

delete /sma/api/v2.0/quarantine/safelist
  

Get
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get /sma/api/v2.0/config/archived_reports

get /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

get /sma/api/v2.0/config/centralizedServices/serviceStatus

get /sma/api/v2.0/config/centralizedServices/systemStatus

get /sma/api/v2.0/config/legacy_archived_reports

get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/periodic_reports

get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get /sma/api/v2.0/config/quarantine_users

get /sma/api/v2.0/quarantine/blocklist

get /sma/api/v2.0/quarantine/messages/attachment

get /sma/api/v2.0/quarantine/messages/details

get /sma/api/v2.0/quarantine/messages

get /sma/api/v2.0/quarantine/rules

get /sma/api/v2.0/quarantine/rules_search

get /sma/api/v2.0/quarantine/safelist

get /sma/api/v2.0/reporting/advanced_phishing_protection_summary

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/completed_timestamp

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/console_url

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/interim_verdict

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/msg_direction

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/run_id

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/score

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/status

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/submit_timestamp

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/url

get /sma/api/v2.0/reporting/mail_amp_reputation_update/console_url

get /sma/api/v2.0/reporting/mail_amp_reputation_update/filenames

get /sma/api/v2.0/reporting/mail_amp_reputation_update

get /sma/api/v2.0/reporting/mail_amp_reputation_update/msg_direction

get /sma/api/v2.0/reporting/mail_amp_reputation_update/old_disposition

get /sma/api/v2.0/reporting/mail_amp_reputation_update/timestamped_tuple

get /sma/api/v2.0/reporting/mail_amp_threat_summary

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_disallow

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_disallow

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fallback
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get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/noauth

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/total

get /sma/api/v2.0/reporting/mail_authentication_summary

get /sma/api/v2.0/reporting/mail_authentication_summary/received_auth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_fail

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_success

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_fail

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_success

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_noauth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_total

get /sma/api/v2.0/reporting/mail_authentication_summary/received_noauth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_total

get /sma/api/v2.0/reporting/mail_content_filter_incoming

get /sma/api/v2.0/reporting/mail_content_filter_incoming/recipients_matched

get /sma/api/v2.0/reporting/mail_content_filter_outgoing

get /sma/api/v2.0/reporting/mail_content_filter_outgoing/recipients_matched

get /sma/api/v2.0/reporting/mail_content_filter_users

get /sma/api/v2.0/reporting/mail_content_filter_users/recipients_matched

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_last_tls_status

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_plain

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_total

get /sma/api/v2.0/reporting/mail_destination_domain_detail/delivered

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_destination_domain_detail/encrypted_tls

get /sma/api/v2.0/reporting/mail_destination_domain_detail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/hard_bounces

get /sma/api/v2.0/reporting/mail_destination_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_delivered

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_dropped

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_encrypted

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail
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get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_delivered

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_dropped

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_encrypted

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_quarantined

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_none

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_quarantined

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_rejected

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_total

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_passed

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_total_attempted

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_incidents

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_rejected_rcpts

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit

get /sma/api/v2.0/reporting/mail_env_sender_stats

get /sma/api/v2.0/reporting/mail_env_sender_stats/num_msgs

get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming

get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming/recipients_matched

get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats

get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats/num_matches

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/blacklist

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clamav_lowrisk

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clean

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/custom_threshold

get /sma/api/v2.0/reporting/mail_incoming_amp_summary

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/lowrisk

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/malware

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unknown

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unscannable

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_plain

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_fail
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get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_success

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_total

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/encrypted_tls

get /sma/api/v2.0/reporting/mail_incoming_domain_detail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_throttled_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/dns_verified

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/sbrs_score

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_hat_connections

get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_connections

get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_messages

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_amp
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get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/dns_verified

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/sbrs_score

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_threat_recipients

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/amp_verdict_tim

e

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/console_url

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/score

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_name

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_type

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/upload_flag

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp_files

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_network_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_network_detail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_network_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_recipients



●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_throttled_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_throttled_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/malicious_url

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/social_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_fail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_success

get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details

get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details/rewrite_reason

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users/users_count

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/allowed

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/blocked

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/msg_count
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get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/unknown

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/action

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/completed_timestamp

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/filenames

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_failure

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_success

get /sma/api/v2.0/reporting/mail_mar_summary

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_total

get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type

get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type/total_recipients

get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type

get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type/total_recipients

get /sma/api/v2.0/reporting/mail_mor_batch_summary

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_total

get /sma/api/v2.0/reporting/mail_mor_summary

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_total

get /sma/api/v2.0/reporting/mail_msg_filter_stats

get /sma/api/v2.0/reporting/mail_msg_filter_stats/num_matches

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/blacklist

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clamav_lowrisk

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clean

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/custom_threshold

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/lowrisk

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/malware

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unknown

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unscannable

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/amp_verdict_tim

e

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/console_url

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/score
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get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_name

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_type

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/upload_flag

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp_files

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_spam

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_virus

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/malicious_url

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/threat_content_filter

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_clean_recipients

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_hard_bounces

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_delivered

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_processed

get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details

get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details/rewrite_reason

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users/users_count

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/allowed

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/blocked

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/msg_count

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/unknown

get /sma/api/v2.0/reporting/mail_safeprint_details

get /sma/api/v2.0/reporting/mail_security_summary

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_plain

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_fail

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_success

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_total

get /sma/api/v2.0/reporting/mail_security_summary/received_encrypted_tls

get /sma/api/v2.0/reporting/mail_security_summary/received_total

get /sma/api/v2.0/reporting/mail_security_summary/received_unencrypted

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_plain

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_total
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get /sma/api/v2.0/reporting/mail_security_summary/sent_encrypted_tls

get /sma/api/v2.0/reporting/mail_security_summary/sent_total

get /sma/api/v2.0/reporting/mail_security_summary/sent_unencrypted

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_sender_domain_detail

get /sma/api/v2.0/reporting/mail_sender_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/awful

get /sma/api/v2.0/reporting/mail_sender_domain_reputation

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/good

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/neutral

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/not_scanned

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/poor

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/tainted

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unknown

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unscannable

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/weak

get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories

get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories/total_threat_messages

get /sma/api/v2.0/reporting/mail_sender_group_detail

get /sma/api/v2.0/reporting/mail_sender_group_detail/total_connections

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_accept

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_reject

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_relay

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_tcp_refuse

get /sma/api/v2.0/reporting/mail_sender_group_summary

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_amp

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_spam

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_virus

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_subject_stats

get /sma/api/v2.0/reporting/mail_subject_stats/num_msgs

get /sma/api/v2.0/reporting/mail_system_capacity/bytes_in

get /sma/api/v2.0/reporting/mail_system_capacity/bytes_out

get /sma/api/v2.0/reporting/mail_system_capacity

get /sma/api/v2.0/reporting/mail_system_capacity/incoming_connections

get /sma/api/v2.0/reporting/mail_system_capacity/incoming_messages

get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_connections
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get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_messages

get /sma/api/v2.0/reporting/mail_system_capacity/res_con_start_count

get /sma/api/v2.0/reporting/mail_system_capacity/workqueue_messages_max

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/domain

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/file_hash

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/url

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_consumed

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_type

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/domain_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/file_hash_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/ip_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/total_messages_matched

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/url_indicator

get /sma/api/v2.0/reporting/mail_url_category_summary

get /sma/api/v2.0/reporting/mail_url_category_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_category_summary/outgoing_count

get /sma/api/v2.0/reporting/mail_url_domain_summary

get /sma/api/v2.0/reporting/mail_url_domain_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_domain_summary/outgoing_count

get /sma/api/v2.0/reporting/mail_url_reputation_summary

get /sma/api/v2.0/reporting/mail_url_reputation_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_reputation_summary/outgoing_count

get /sma/api/v2.0/reporting/mail_users_content_filter_incoming

get /sma/api/v2.0/reporting/mail_users_content_filter_incoming/recipients_matched

get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing

get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing/recipients_matched

get /sma/api/v2.0/reporting/mail_users_detail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_bulk_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_amp

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_spam

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_virus

get /sma/api/v2.0/reporting/mail_users_detail/incoming_graymail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_marketing_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_social_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_threat_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_clean_recipients

get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_recipients

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_amp

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_spam

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_virus

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_threat_content_filter
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get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_clean_recipients

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail

get /sma/api/v2.0/reporting/mail_virus_type_detail/incoming_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail/outgoing_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail/total_recipients

get /sma/api/v2.0/reporting/mail_vof_specific_threat_summary

get /sma/api/v2.0/reporting/mail_vof_threat_details

get /sma/api/v2.0/reporting/mail_vof_threat_details/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threat_summary

get /sma/api/v2.0/reporting/mail_vof_threat_summary/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_by_level

get /sma/api/v2.0/reporting/mail_vof_threats_by_level/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type

get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold

get

/sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/local_store_quarantine_message_ex

it

get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/quarantine_message_exit

get /sma/api/v2.0/reporting/mail_vof_threats_by_type

get /sma/api/v2.0/reporting/mail_vof_threats_by_type/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url

get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url/rewritten_url

get /sma/api/v2.0/reporting/reporting_system
  

LegacyArchivedReports
 

get /sma/api/v2.0/config/legacy_archived_reports
  

MailAmpFileAnalysisByFilename
 

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/completed_timestamp

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/console_url

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/interim_verdict

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/msg_direction

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/run_id

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/score

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/status

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/submit_timestamp

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/url
  

MailAmpReputationUpdate
 

get /sma/api/v2.0/reporting/mail_amp_reputation_update/console_url

get /sma/api/v2.0/reporting/mail_amp_reputation_update/filenames

get /sma/api/v2.0/reporting/mail_amp_reputation_update
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get /sma/api/v2.0/reporting/mail_amp_reputation_update/msg_direction

get /sma/api/v2.0/reporting/mail_amp_reputation_update/old_disposition

get /sma/api/v2.0/reporting/mail_amp_reputation_update/timestamped_tuple
  

MailAuthenticationIncomingDomain
 

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_disallow

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/noauth

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/total
  

MailAuthenticationIncomingDomainIp
 

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_disallow

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fallback

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_success
  

MailAuthenticationSummary
 

get /sma/api/v2.0/reporting/mail_authentication_summary

get /sma/api/v2.0/reporting/mail_authentication_summary/received_auth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_fail

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_success

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_fail

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_success

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_noauth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_total

get /sma/api/v2.0/reporting/mail_authentication_summary/received_noauth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_total
  

MailContentFilterIncoming
 

get /sma/api/v2.0/reporting/mail_content_filter_incoming

get /sma/api/v2.0/reporting/mail_content_filter_incoming/recipients_matched
  

MailContentFilterOutgoing
 

get /sma/api/v2.0/reporting/mail_content_filter_outgoing
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get /sma/api/v2.0/reporting/mail_content_filter_outgoing/recipients_matched
  

MailContentFilterUsers
 

get /sma/api/v2.0/reporting/mail_content_filter_users

get /sma/api/v2.0/reporting/mail_content_filter_users/recipients_matched
  

MailDestinationDomainDetail
 

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_last_tls_status

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_plain

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_total

get /sma/api/v2.0/reporting/mail_destination_domain_detail/delivered

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_destination_domain_detail/encrypted_tls

get /sma/api/v2.0/reporting/mail_destination_domain_detail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/hard_bounces

get /sma/api/v2.0/reporting/mail_destination_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_threat_recipients
  

MailDlpOutgoingPolicyDetail
 

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_delivered

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_dropped

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_encrypted

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/total_dlp_incidents
  

MailDlpOutgoingTrafficSummary
 

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_medium
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get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/total_dlp_incidents
  

MailDlpUsersPolicyDetail
 

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_delivered

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_dropped

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_encrypted

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_quarantined

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/total_dlp_incidents
  

MailDmarcIncomingTrafficSummary
 

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_none

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_quarantined

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_rejected

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_total

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_passed

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_total_attempted

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary
  

MailEnvSenderRateLimit
 

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_incidents

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_rejected_rcpts

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit
  

MailEnvSenderStats
 

get /sma/api/v2.0/reporting/mail_env_sender_stats

get /sma/api/v2.0/reporting/mail_env_sender_stats/num_msgs
  

MailFedContentFilterIncoming
 

get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming

get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming/recipients_matched
  

MailHvmMsgFilterStats
 

get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats

get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats/num_matches
  

MailIncomingAmpSummary
 

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/blacklist
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get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clamav_lowrisk

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clean

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/custom_threshold

get /sma/api/v2.0/reporting/mail_incoming_amp_summary

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/lowrisk

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/malware

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unknown

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unscannable
  

MailIncomingDomainDetail
 

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_plain

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_fail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_success

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_total

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/encrypted_tls

get /sma/api/v2.0/reporting/mail_incoming_domain_detail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_throttled_recipients
  

MailIncomingDomainIpDetail
 

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_virus
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get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/dns_verified

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/sbrs_score

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_threat_recipients
  

MailIncomingHatConnections
 

get /sma/api/v2.0/reporting/mail_incoming_hat_connections

get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_connections

get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_messages
  

MailIncomingIpHostnameDetail
 

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/dns_verified

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/sbrs_score

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_threat_recipients
  

MailIncomingMalwareThreatFileDetail
 

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail
  

MailIncomingMalwareThreatFileDetailByFilename
 

get
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/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/amp_verdict_tim

e

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/console_url

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/score

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_name

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_type

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/upload_flag
  

MailIncomingMalwareThreatFileDetailSummary
 

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp_files

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary
  

MailIncomingNetworkDetail
 

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_network_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_network_detail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_network_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_throttled_recipients
  

MailIncomingNetworkDomainDetail
 

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_amp
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get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_throttled_recipients
  

MailIncomingTrafficSummary
 

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/malicious_url

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/social_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_fail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_success
  

MailIncomingUrlclickTrackDetails
 

get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details

get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details/rewrite_reason
  

MailIncomingWebInteractionTrackMaliciousUsers
 

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users/users_count
  

MailIncomingWebInteractionTrackUrls
 

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/allowed
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get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/blocked

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/msg_count

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/unknown
  

MailMdAttachmentIncomingFileType
 

get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type

get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type/total_recipients
  

MailMdAttachmentOutgoingFileType
 

get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type

get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type/total_recipients
  

MailMsgFilterStats
 

get /sma/api/v2.0/reporting/mail_msg_filter_stats

get /sma/api/v2.0/reporting/mail_msg_filter_stats/num_matches
  

MailOutgoingAmpSummary
 

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/blacklist

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clamav_lowrisk

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clean

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/custom_threshold

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/lowrisk

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/malware

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unknown

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unscannable
  

MailOutgoingMalwareThreatFileDetailByFilename
 

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/amp_verdict_tim

e

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/console_url

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/score

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_name

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_type

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/upload_flag
  

MailOutgoingMalwareThreatFileDetailSummary
 

get
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/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp_files

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary
  

MailOutgoingTrafficSummary
 

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_spam

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_virus

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/malicious_url

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/threat_content_filter

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_clean_recipients

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_hard_bounces

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_delivered

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_processed
  

MailOutgoingUrlclickTrackDetails
 

get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details

get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details/rewrite_reason
  

MailOutgoingWebInteractionTrackMaliciousUsers
 

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users/users_count
  

MailOutgoingWebInteractionTrackUrls
 

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/allowed

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/blocked

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/msg_count

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/unknown
  

MailSecuritySummary
 

get /sma/api/v2.0/reporting/mail_security_summary

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_plain

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_fail

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_success

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_total

get /sma/api/v2.0/reporting/mail_security_summary/received_encrypted_tls

get /sma/api/v2.0/reporting/mail_security_summary/received_total
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get /sma/api/v2.0/reporting/mail_security_summary/received_unencrypted

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_plain

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_total

get /sma/api/v2.0/reporting/mail_security_summary/sent_encrypted_tls

get /sma/api/v2.0/reporting/mail_security_summary/sent_total

get /sma/api/v2.0/reporting/mail_security_summary/sent_unencrypted
  

MailSenderDomainDetail
 

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_sender_domain_detail

get /sma/api/v2.0/reporting/mail_sender_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_threat_recipients
  

MailSenderDomainReputation
 

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/awful

get /sma/api/v2.0/reporting/mail_sender_domain_reputation

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/good

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/neutral

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/not_scanned

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/poor

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/tainted

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unknown

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unscannable

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/weak
  

MailSenderDomainThreatCategories
 

get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories

get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories/total_threat_messages
  

MailSenderGroupDetail
 

get /sma/api/v2.0/reporting/mail_sender_group_detail

get /sma/api/v2.0/reporting/mail_sender_group_detail/total_connections
  

MailSenderGroupSummary
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get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_accept

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_reject

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_relay

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_tcp_refuse

get /sma/api/v2.0/reporting/mail_sender_group_summary
  

MailSenderIpHostnameDetail
 

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_amp

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_spam

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_virus

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_threat_recipients
  

MailSubjectStats
 

get /sma/api/v2.0/reporting/mail_subject_stats

get /sma/api/v2.0/reporting/mail_subject_stats/num_msgs
  

MailSystemCapacity
 

get /sma/api/v2.0/reporting/mail_system_capacity/bytes_in

get /sma/api/v2.0/reporting/mail_system_capacity/bytes_out

get /sma/api/v2.0/reporting/mail_system_capacity

get /sma/api/v2.0/reporting/mail_system_capacity/incoming_connections

get /sma/api/v2.0/reporting/mail_system_capacity/incoming_messages

get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_connections

get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_messages

get /sma/api/v2.0/reporting/mail_system_capacity/res_con_start_count

get /sma/api/v2.0/reporting/mail_system_capacity/workqueue_messages_max
  

MailThreatfeedsIndicatorSummary
 

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/domain

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/file_hash

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/url
  

MailThreatfeedsIndicatorValueDetail
 

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_consumed

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_type
  

MailThreatfeedsSourceDetail
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get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/domain_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/file_hash_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/ip_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/total_messages_matched

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/url_indicator
  

MailUrlCategorySummary
 

get /sma/api/v2.0/reporting/mail_url_category_summary

get /sma/api/v2.0/reporting/mail_url_category_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_category_summary/outgoing_count
  

MailUrlDomainSummary
 

get /sma/api/v2.0/reporting/mail_url_domain_summary

get /sma/api/v2.0/reporting/mail_url_domain_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_domain_summary/outgoing_count
  

MailUrlReputationSummary
 

get /sma/api/v2.0/reporting/mail_url_reputation_summary

get /sma/api/v2.0/reporting/mail_url_reputation_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_reputation_summary/outgoing_count
  

MailUsersContentFilterIncoming
 

get /sma/api/v2.0/reporting/mail_users_content_filter_incoming

get /sma/api/v2.0/reporting/mail_users_content_filter_incoming/recipients_matched
  

MailUsersContentFilterOutgoing
 

get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing

get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing/recipients_matched
  

MailUsersDetail
 

get /sma/api/v2.0/reporting/mail_users_detail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_bulk_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_amp

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_spam

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_virus

get /sma/api/v2.0/reporting/mail_users_detail/incoming_graymail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_marketing_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_social_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_threat_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_clean_recipients
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get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_recipients

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_amp

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_spam

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_virus

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_threat_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_clean_recipients

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_recipients
  

MailVirusTypeDetail
 

get /sma/api/v2.0/reporting/mail_virus_type_detail

get /sma/api/v2.0/reporting/mail_virus_type_detail/incoming_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail/outgoing_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail/total_recipients
  

MailVofSpecificThreatSummary
 

get /sma/api/v2.0/reporting/mail_vof_specific_threat_summary
  

MailVofThreatDetails
 

get /sma/api/v2.0/reporting/mail_vof_threat_details

get /sma/api/v2.0/reporting/mail_vof_threat_details/threat_detected
  

MailVofThreatSummary
 

get /sma/api/v2.0/reporting/mail_vof_threat_summary

get /sma/api/v2.0/reporting/mail_vof_threat_summary/threat_detected
  

MailVofThreatsByLevel
 

get /sma/api/v2.0/reporting/mail_vof_threats_by_level

get /sma/api/v2.0/reporting/mail_vof_threats_by_level/threat_detected
  

MailVofThreatsByThreatType
 

get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type

get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type/threat_detected
  

MailVofThreatsByTimeThreshold
 

get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold

get

/sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/local_store_quarantine_message_ex

it

get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/quarantine_message_exit
  

MailVofThreatsByType



●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

●

get /sma/api/v2.0/reporting/mail_vof_threats_by_type

get /sma/api/v2.0/reporting/mail_vof_threats_by_type/threat_detected
  

MailVofThreatsRewrittenUrl
 

get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url

get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url/rewritten_url
  

MailboxAutoRemediatedMessages
 

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_total
  

MailboxAutoRemediatedMessagesReport
 

get /sma/api/v2.0/reporting/mail_mar_summary
  

MailboxAutoRemediation
 

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/action

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/completed_timestamp

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/filenames

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_failure

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_success
  

MessageTracking
 

get /sma/api/v2.0/message-tracking/amp-details

get /sma/api/v2.0/message-tracking/connection-details

get /sma/api/v2.0/message-tracking/details

get /sma/api/v2.0/message-tracking/dlp-details

get /sma/api/v2.0/message-tracking/messages

get /sma/api/v2.0/message-tracking/url-details
  

Monitoring
 

get /sma/api/v2.0/reporting/advanced_phishing_protection_summary

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/completed_timestamp

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/console_url

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/interim_verdict

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/msg_direction

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/run_id

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/score

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/status
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get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/submit_timestamp

get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/url

get /sma/api/v2.0/reporting/mail_amp_reputation_update/console_url

get /sma/api/v2.0/reporting/mail_amp_reputation_update/filenames

get /sma/api/v2.0/reporting/mail_amp_reputation_update

get /sma/api/v2.0/reporting/mail_amp_reputation_update/msg_direction

get /sma/api/v2.0/reporting/mail_amp_reputation_update/old_disposition

get /sma/api/v2.0/reporting/mail_amp_reputation_update/timestamped_tuple

get /sma/api/v2.0/reporting/mail_amp_threat_summary

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_disallow

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_disallow

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fail

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fallback

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_success

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/noauth

get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/total

get /sma/api/v2.0/reporting/mail_authentication_summary

get /sma/api/v2.0/reporting/mail_authentication_summary/received_auth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_fail

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_success

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_fail

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_success

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_noauth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_total

get /sma/api/v2.0/reporting/mail_authentication_summary/received_noauth

get /sma/api/v2.0/reporting/mail_authentication_summary/received_total

get /sma/api/v2.0/reporting/mail_content_filter_incoming

get /sma/api/v2.0/reporting/mail_content_filter_incoming/recipients_matched

get /sma/api/v2.0/reporting/mail_content_filter_outgoing

get /sma/api/v2.0/reporting/mail_content_filter_outgoing/recipients_matched

get /sma/api/v2.0/reporting/mail_content_filter_users

get /sma/api/v2.0/reporting/mail_content_filter_users/recipients_matched

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_last_tls_status

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_plain

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_fail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_fail
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get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_success

get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_total

get /sma/api/v2.0/reporting/mail_destination_domain_detail/delivered

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_destination_domain_detail/encrypted_tls

get /sma/api/v2.0/reporting/mail_destination_domain_detail

get /sma/api/v2.0/reporting/mail_destination_domain_detail/hard_bounces

get /sma/api/v2.0/reporting/mail_destination_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_delivered

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_dropped

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_encrypted

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail

get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary

get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_delivered

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_dropped

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_encrypted

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_quarantined

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_critical

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_high

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_low

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_medium

get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_none

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_quarantined

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_rejected

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_total

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_passed

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_total_attempted

get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_incidents
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get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_rejected_rcpts

get /sma/api/v2.0/reporting/mail_env_sender_rate_limit

get /sma/api/v2.0/reporting/mail_env_sender_stats

get /sma/api/v2.0/reporting/mail_env_sender_stats/num_msgs

get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming

get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming/recipients_matched

get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats

get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats/num_matches

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/blacklist

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clamav_lowrisk

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clean

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/custom_threshold

get /sma/api/v2.0/reporting/mail_incoming_amp_summary

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/lowrisk

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/malware

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unknown

get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unscannable

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_plain

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_fail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_success

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_total

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/encrypted_tls

get /sma/api/v2.0/reporting/mail_incoming_domain_detail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_throttled_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/bulk_mail
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get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/dns_verified

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/sbrs_score

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_hat_connections

get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_connections

get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_messages

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/dns_verified

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/sbrs_score

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_threat_recipients

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/amp_verdict_tim

e

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/console_url

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/score

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_name

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_type

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/upload_flag
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get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail

get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp_files

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_network_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_network_detail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group

get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group_name

get /sma/api/v2.0/reporting/mail_incoming_network_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_network_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_throttled_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/bulk_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/social_mail

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_accepted_connections

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_rejected_connections

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_throttled_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_dmarc

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_invalid_recipient

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_reputation

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/bulk_mail
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get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_spam

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_virus

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/malicious_url

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/marketing_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/social_mail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/threat_content_filter

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_clean_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_graymail_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_threat_recipients

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_fail

get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_success

get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details

get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details/rewrite_reason

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users/users_count

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/allowed

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/blocked

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/msg_count

get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/unknown

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/action

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/completed_timestamp

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/filenames

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_failure

get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_success

get /sma/api/v2.0/reporting/mail_mar_summary

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mar_summary/msgs_total

get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type

get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type/total_recipients

get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type

get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type/total_recipients

get /sma/api/v2.0/reporting/mail_mor_batch_summary

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_total

get /sma/api/v2.0/reporting/mail_mor_summary

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_deleted
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get /sma/api/v2.0/reporting/mail_mor_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_total

get /sma/api/v2.0/reporting/mail_msg_filter_stats

get /sma/api/v2.0/reporting/mail_msg_filter_stats/num_matches

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/blacklist

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clamav_lowrisk

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clean

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/custom_threshold

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/lowrisk

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/malware

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unknown

get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unscannable

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/amp_verdict_tim

e

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/console_url

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/score

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_name

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_type

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/upload_flag

get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp_files

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_amp

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_spam

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_virus

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/malicious_url

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/threat_content_filter

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_clean_recipients

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_hard_bounces

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_delivered

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients

get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_processed

get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details

get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details/rewrite_reason

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users/users_count

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/allowed
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get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/blocked

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/msg_count

get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/unknown

get /sma/api/v2.0/reporting/mail_safeprint_details

get /sma/api/v2.0/reporting/mail_security_summary

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_plain

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_fail

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_success

get /sma/api/v2.0/reporting/mail_security_summary/received_conn_total

get /sma/api/v2.0/reporting/mail_security_summary/received_encrypted_tls

get /sma/api/v2.0/reporting/mail_security_summary/received_total

get /sma/api/v2.0/reporting/mail_security_summary/received_unencrypted

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_plain

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_fail

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_success

get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_total

get /sma/api/v2.0/reporting/mail_security_summary/sent_encrypted_tls

get /sma/api/v2.0/reporting/mail_security_summary/sent_total

get /sma/api/v2.0/reporting/mail_security_summary/sent_unencrypted

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_amp

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_spam

get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_virus

get /sma/api/v2.0/reporting/mail_sender_domain_detail

get /sma/api/v2.0/reporting/mail_sender_domain_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/awful

get /sma/api/v2.0/reporting/mail_sender_domain_reputation

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/good

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/neutral

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/not_scanned

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/poor

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/tainted

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unknown

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unscannable

get /sma/api/v2.0/reporting/mail_sender_domain_reputation/weak

get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories

get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories/total_threat_messages

get /sma/api/v2.0/reporting/mail_sender_group_detail
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get /sma/api/v2.0/reporting/mail_sender_group_detail/total_connections

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_accept

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_reject

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_relay

get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_tcp_refuse

get /sma/api/v2.0/reporting/mail_sender_group_summary

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_amp

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_spam

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_virus

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/threat_content_filter

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_clean_recipients

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_dlp_incidents

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_recipients_processed

get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_threat_recipients

get /sma/api/v2.0/reporting/mail_subject_stats

get /sma/api/v2.0/reporting/mail_subject_stats/num_msgs

get /sma/api/v2.0/reporting/mail_system_capacity/bytes_in

get /sma/api/v2.0/reporting/mail_system_capacity/bytes_out

get /sma/api/v2.0/reporting/mail_system_capacity

get /sma/api/v2.0/reporting/mail_system_capacity/incoming_connections

get /sma/api/v2.0/reporting/mail_system_capacity/incoming_messages

get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_connections

get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_messages

get /sma/api/v2.0/reporting/mail_system_capacity/res_con_start_count

get /sma/api/v2.0/reporting/mail_system_capacity/workqueue_messages_max

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/domain

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/file_hash

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/url

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_consumed

get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_type

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/domain_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/file_hash_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/ip_indicator

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/total_messages_matched

get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/url_indicator

get /sma/api/v2.0/reporting/mail_url_category_summary

get /sma/api/v2.0/reporting/mail_url_category_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_category_summary/outgoing_count

get /sma/api/v2.0/reporting/mail_url_domain_summary

get /sma/api/v2.0/reporting/mail_url_domain_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_domain_summary/outgoing_count

get /sma/api/v2.0/reporting/mail_url_reputation_summary

get /sma/api/v2.0/reporting/mail_url_reputation_summary/incoming_count

get /sma/api/v2.0/reporting/mail_url_reputation_summary/outgoing_count
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get /sma/api/v2.0/reporting/mail_users_content_filter_incoming

get /sma/api/v2.0/reporting/mail_users_content_filter_incoming/recipients_matched

get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing

get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing/recipients_matched

get /sma/api/v2.0/reporting/mail_users_detail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_bulk_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_amp

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_spam

get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_virus

get /sma/api/v2.0/reporting/mail_users_detail/incoming_graymail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_marketing_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_social_mail

get /sma/api/v2.0/reporting/mail_users_detail/incoming_threat_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_clean_recipients

get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_recipients

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_amp

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_ims_spam_increment_over_case

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_spam

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_virus

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_threat_content_filter

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_clean_recipients

get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail

get /sma/api/v2.0/reporting/mail_virus_type_detail/incoming_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail/outgoing_total_recipients

get /sma/api/v2.0/reporting/mail_virus_type_detail/total_recipients

get /sma/api/v2.0/reporting/mail_vof_specific_threat_summary

get /sma/api/v2.0/reporting/mail_vof_threat_details

get /sma/api/v2.0/reporting/mail_vof_threat_details/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threat_summary

get /sma/api/v2.0/reporting/mail_vof_threat_summary/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_by_level

get /sma/api/v2.0/reporting/mail_vof_threats_by_level/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type

get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold

get

/sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/local_store_quarantine_message_ex

it

get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/quarantine_message_exit

get /sma/api/v2.0/reporting/mail_vof_threats_by_type

get /sma/api/v2.0/reporting/mail_vof_threats_by_type/threat_detected

get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url

get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url/rewritten_url
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get /sma/api/v2.0/reporting/reporting_system
  

MorSummaryReport
 

get /sma/api/v2.0/reporting/mail_mor_summary

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_deleted

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_failed

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded_deleted

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded

get /sma/api/v2.0/reporting/mail_mor_summary/msgs_total
  

PeriodicReports
 

delete /sma/api/v2.0/config/periodic_reports

get /sma/api/v2.0/config/periodic_reports

post /sma/api/v2.0/config/periodic_reports
  

Post
 

post /sma/api/v2.0/config/archived_reports

post /sma/api/v2.0/config/centralizedServices/centralizedReporting/allGroups

post /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

post /sma/api/v2.0/config/local_quarantines

post /sma/api/v2.0/config/periodic_reports

post /sma/api/v2.0/quarantine/blocklist

post /sma/api/v2.0/quarantine/messages

post /sma/api/v2.0/quarantine/rules

post /sma/api/v2.0/quarantine/safelist
  

Put
 

put /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

put /sma/api/v2.0/config/centralizedServices/serviceStatus

put /sma/api/v2.0/config/local_quarantines/{quarantine_name}
  

PvoQuarantine
 

post /sma/api/v2.0/config/local_quarantines

delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get /sma/api/v2.0/config/quarantine_users

get /sma/api/v2.0/quarantine/messages/attachment

delete /sma/api/v2.0/quarantine/messages

get /sma/api/v2.0/quarantine/messages

post /sma/api/v2.0/quarantine/messages

delete /sma/api/v2.0/quarantine/rules

get /sma/api/v2.0/quarantine/rules
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post /sma/api/v2.0/quarantine/rules

get /sma/api/v2.0/quarantine/rules_search
  

Quarantine
 

post /sma/api/v2.0/config/local_quarantines

delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get /sma/api/v2.0/config/quarantine_users
  

ReportingSystem
 

get /sma/api/v2.0/reporting/reporting_system
  

SafePrintReport
 

get /sma/api/v2.0/reporting/mail_safeprint_details
  

Safelist
 

delete /sma/api/v2.0/quarantine/safelist

get /sma/api/v2.0/quarantine/safelist

post /sma/api/v2.0/quarantine/safelist
  

ServiceStatus
 

get /sma/api/v2.0/config/centralizedServices/serviceStatus

put /sma/api/v2.0/config/centralizedServices/serviceStatus
  

SpamQuarantine
 

delete /sma/api/v2.0/quarantine/blocklist

get /sma/api/v2.0/quarantine/blocklist

post /sma/api/v2.0/quarantine/blocklist

delete /sma/api/v2.0/quarantine/messages

get /sma/api/v2.0/quarantine/messages/details

get /sma/api/v2.0/quarantine/messages

post /sma/api/v2.0/quarantine/messages

delete /sma/api/v2.0/quarantine/safelist

get /sma/api/v2.0/quarantine/safelist

post /sma/api/v2.0/quarantine/safelist
  

SystemStatus
 

get /sma/api/v2.0/config/centralizedServices/systemStatus
  

AdvancedPhishingProtectionSummary
 



Up
get /sma/api/v2.0/reporting/advanced_phishing_protection_summary

advanced phishing protection summary (
smaApiV20ReportingAdvancedPhishingProtectionSummaryGet)
Query parameters

startDate (optional)



AmpThreatSummaryDetails
 
Up
get /sma/api/v2.0/reporting/mail_amp_threat_summary

amp threat summary details ( smaApiV20ReportingMailAmpThreatSummaryGet)
Query parameters

startDate (optional)



ArchivedReports
 
Up
delete /sma/api/v2.0/config/archived_reports

Delete archived report ( smaApiV20ConfigArchivedReportsDelete)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/archived_reports

Retrieve archived entries ( smaApiV20ConfigArchivedReportsGet)
Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/archived_reports

Add archived report ( smaApiV20ConfigArchivedReportsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body archived_report_post_request-body (required)



BatchSummaryOfMailboxOnDemandRemediatedMessages
 
Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary

details of mailbox on demand remediated messages ( smaApiV20ReportingMailMorBatchSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_deleted

details of mailbox on demand remediated messages deleted (
smaApiV20ReportingMailMorBatchSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_failed

details of mailbox on demand remediated messages failed (
smaApiV20ReportingMailMorBatchSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded_deleted

details of mailbox on demand remediated messages forwarded deleted (
smaApiV20ReportingMailMorBatchSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded

details of mailbox on demand remediated messages forwarded (
smaApiV20ReportingMailMorBatchSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_total

details of mailbox on demand remediated messages total (
smaApiV20ReportingMailMorBatchSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Blocklist
 
Up
delete /sma/api/v2.0/quarantine/blocklist

Delete blocklist entries ( smaApiV20QuarantineBlocklistDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body (required)



Up
get /sma/api/v2.0/quarantine/blocklist

Retrieve Blocklist entries ( smaApiV20QuarantineBlocklistGet)
Query parameters

action (optional)



Up
post /sma/api/v2.0/quarantine/blocklist

Add, edit and append Blocklist entries ( smaApiV20QuarantineBlocklistPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_blocklist_post_request-body (required)



CentralizedReporting
 
Up
post /sma/api/v2.0/config/centralizedServices/centralizedReporting/allGroups

Add/Edit/Remove reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingAllGroupsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
delete /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Delete reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsDelete)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Retrieve Centralized Reporting Groups summary (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsGet)
Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Add reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
put /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Edit reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsPut)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Config
 
Up
post /sma/api/v2.0/config/local_quarantines

add pvo quarantine ( smaApiV20ConfigLocalQuarantinesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_4 (required)



Up
delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

delete pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNameDelete)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get pvo quarantine details ( smaApiV20ConfigLocalQuarantinesQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

edit pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNamePut)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get quarantine users ( smaApiV20ConfigQuarantineFiltersQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_users

get quarantine users ( smaApiV20ConfigQuarantineUsersGet)
Query parameters

device_type (optional)



ConfigApi
 
Up
delete /sma/api/v2.0/config/archived_reports

Delete archived report ( smaApiV20ConfigArchivedReportsDelete)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/archived_reports

Retrieve archived entries ( smaApiV20ConfigArchivedReportsGet)
Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/archived_reports

Add archived report ( smaApiV20ConfigArchivedReportsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body archived_report_post_request-body (required)



Up
get /sma/api/v2.0/config/legacy_archived_reports

Retrieve legacy archived entries ( smaApiV20ConfigLegacyArchivedReportsGet)
Query parameters

device_type (optional)



Up
delete /sma/api/v2.0/config/periodic_reports

Delete periodic report ( smaApiV20ConfigPeriodicReportsDelete)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/periodic_reports

Retrieve periodic reports summary ( smaApiV20ConfigPeriodicReportsGet)
Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/periodic_reports

Add periodic report ( smaApiV20ConfigPeriodicReportsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body periodic_report_post_request-body (required)



ConfigCentralizedServicesApi
 
Up
post /sma/api/v2.0/config/centralizedServices/centralizedReporting/allGroups

Add/Edit/Remove reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingAllGroupsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
delete /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Delete reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsDelete)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Retrieve Centralized Reporting Groups summary (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsGet)
Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Add reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
put /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Edit reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsPut)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/serviceStatus

get centralized services status ( smaApiV20ConfigCentralizedServicesServiceStatusGet)
Query parameters

device_type (optional)



Up
put /sma/api/v2.0/config/centralizedServices/serviceStatus

edit centralized services status ( smaApiV20ConfigCentralizedServicesServiceStatusPut)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/systemStatus

get centralized system status ( smaApiV20ConfigCentralizedServicesSystemStatusGet)
Query parameters

device_type (optional)



Delete
 
Up
delete /sma/api/v2.0/config/archived_reports

Delete archived report ( smaApiV20ConfigArchivedReportsDelete)
Query parameters

device_type (optional)



Up
delete /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Delete reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsDelete)
Query parameters

device_type (optional)



Up
delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

delete pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNameDelete)
Path parameters

quarantine_name (required)



Up
delete /sma/api/v2.0/config/periodic_reports

Delete periodic report ( smaApiV20ConfigPeriodicReportsDelete)
Query parameters

device_type (optional)



Up
delete /sma/api/v2.0/quarantine/blocklist

Delete blocklist entries ( smaApiV20QuarantineBlocklistDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body (required)



Up
delete /sma/api/v2.0/quarantine/messages

Delete messages that match various attribute ( smaApiV20QuarantineMessagesDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_2 (required)



Up
delete /sma/api/v2.0/quarantine/rules

Delete messages from the rule summary that match multiple attributes (
smaApiV20QuarantineRulesDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_pvo_rules_delete_request-body (required)



Up
delete /sma/api/v2.0/quarantine/safelist

Delete safelist entries ( smaApiV20QuarantineSafelistDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_3 (required)



Get
 
Up
get /sma/api/v2.0/config/archived_reports

Retrieve archived entries ( smaApiV20ConfigArchivedReportsGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Retrieve Centralized Reporting Groups summary (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/serviceStatus

get centralized services status ( smaApiV20ConfigCentralizedServicesServiceStatusGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/centralizedServices/systemStatus

get centralized system status ( smaApiV20ConfigCentralizedServicesSystemStatusGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/legacy_archived_reports

Retrieve legacy archived entries ( smaApiV20ConfigLegacyArchivedReportsGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get pvo quarantine details ( smaApiV20ConfigLocalQuarantinesQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/periodic_reports

Retrieve periodic reports summary ( smaApiV20ConfigPeriodicReportsGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get quarantine users ( smaApiV20ConfigQuarantineFiltersQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_users

get quarantine users ( smaApiV20ConfigQuarantineUsersGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/quarantine/blocklist

Retrieve Blocklist entries ( smaApiV20QuarantineBlocklistGet)
Query parameters

action (optional)



Up
get /sma/api/v2.0/quarantine/messages/attachment

Download an attachment accompanying a message in a quarantine (
smaApiV20QuarantineMessagesAttachmentGet)
Query parameters

mid (optional)



Up
get /sma/api/v2.0/quarantine/messages/details

Retrieve details of a message that match multiple attributes (
smaApiV20QuarantineMessagesDetailsGet)
Query parameters

mid (optional)



Up
get /sma/api/v2.0/quarantine/messages

Search for messages in the spam quarantine that match multiple attributes (
smaApiV20QuarantineMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/quarantine/rules

Retrieve the rule summary ( smaApiV20QuarantineRulesGet)
Query parameters

quarantineType (optional)



Up
get /sma/api/v2.0/quarantine/rules_search

Search for messages in quarantine that match a specific rule ID (
smaApiV20QuarantineRulesSearchGet)
Query parameters

quarantineType (optional)



Up
get /sma/api/v2.0/quarantine/safelist

Retrieve Safelist entries ( smaApiV20QuarantineSafelistGet)
Query parameters

action (optional)



Up
get /sma/api/v2.0/reporting/advanced_phishing_protection_summary

advanced phishing protection summary (
smaApiV20ReportingAdvancedPhishingProtectionSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/completed_timestamp

mail amp file analysis by filename completed timestamp (
smaApiV20ReportingMailAmpFileAnalysisByFilenameCompletedTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/console_url

mail amp file analysis by filename console url (
smaApiV20ReportingMailAmpFileAnalysisByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename

mail amp file analysis by filename ( smaApiV20ReportingMailAmpFileAnalysisByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/interim_verdict

mail amp file analysis by filename interim verdict (
smaApiV20ReportingMailAmpFileAnalysisByFilenameInterimVerdictGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/msg_direction

mail amp file analysis by filename msg direction (
smaApiV20ReportingMailAmpFileAnalysisByFilenameMsgDirectionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/run_id

mail amp file analysis by filename run id (
smaApiV20ReportingMailAmpFileAnalysisByFilenameRunIdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/score

mail amp file analysis by filename score (
smaApiV20ReportingMailAmpFileAnalysisByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/status

mail amp file analysis by filename status (
smaApiV20ReportingMailAmpFileAnalysisByFilenameStatusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/submit_timestamp

mail amp file analysis by filename submit timestamp (
smaApiV20ReportingMailAmpFileAnalysisByFilenameSubmitTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/url

mail amp file analysis by filename url ( smaApiV20ReportingMailAmpFileAnalysisByFilenameUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/console_url

mail amp reputation update console url (
smaApiV20ReportingMailAmpReputationUpdateConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/filenames

mail amp reputation update filenames (
smaApiV20ReportingMailAmpReputationUpdateFilenamesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update

mail amp reputation update ( smaApiV20ReportingMailAmpReputationUpdateGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/msg_direction

mail amp reputation update msg direction (
smaApiV20ReportingMailAmpReputationUpdateMsgDirectionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/old_disposition

mail amp reputation update old disposition (
smaApiV20ReportingMailAmpReputationUpdateOldDispositionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/timestamped_tuple

mail amp reputation update timestamped tuple (
smaApiV20ReportingMailAmpReputationUpdateTimestampedTupleGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_threat_summary

amp threat summary details ( smaApiV20ReportingMailAmpThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_disallow

mail authentication incoming domain auth disallow (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthDisallowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_fail

mail authentication incoming domain auth fail (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_success

mail authentication incoming domain auth success (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fail

mail authentication incoming domain cert fail (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_fail

mail authentication incoming domain cert fallback fail (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFallbackFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_success

mail authentication incoming domain cert fallback success (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFallbackSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_success

mail authentication incoming domain cert success (
smaApiV20ReportingMailAuthenticationIncomingDomainCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain

mail authentication incoming domain ( smaApiV20ReportingMailAuthenticationIncomingDomainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip

mail authentication incoming domain ip (
smaApiV20ReportingMailAuthenticationIncomingDomainIpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_disallow

mail authentication incoming domain ip last auth disallow (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthDisallowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_fail

mail authentication incoming domain ip last auth fail (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_success

mail authentication incoming domain ip last auth success (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fail

mail authentication incoming domain ip last cert fail (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fallback

mail authentication incoming domain ip last cert fallback (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertFallbackGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_success

mail authentication incoming domain ip last cert success (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/noauth

mail authentication incoming domain noauth (
smaApiV20ReportingMailAuthenticationIncomingDomainNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/total

mail authentication incoming domain total (
smaApiV20ReportingMailAuthenticationIncomingDomainTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary

mail authentication summary ( smaApiV20ReportingMailAuthenticationSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_auth

mail authentication summary received auth (
smaApiV20ReportingMailAuthenticationSummaryReceivedAuthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_fail

mail authentication summary received conn auth fail (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_success

mail authentication summary received conn auth success (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_fail

mail authentication summary received conn cert fail (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_success

mail authentication summary received conn cert success (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_noauth

mail authentication summary received conn noauth (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_total

mail authentication summary received conn total (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_noauth

mail authentication summary received noauth (
smaApiV20ReportingMailAuthenticationSummaryReceivedNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_total

mail authentication summary received total (
smaApiV20ReportingMailAuthenticationSummaryReceivedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_incoming

mail content filter incoming ( smaApiV20ReportingMailContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_incoming/recipients_matched

mail content filter incoming recipients matched (
smaApiV20ReportingMailContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_outgoing

mail content filter outgoing ( smaApiV20ReportingMailContentFilterOutgoingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_outgoing/recipients_matched

mail content filter outgoing recipients matched (
smaApiV20ReportingMailContentFilterOutgoingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_users

mail content filter users ( smaApiV20ReportingMailContentFilterUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_users/recipients_matched

mail content filter users recipients matched (
smaApiV20ReportingMailContentFilterUsersRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_fail

mail destination domain detail conn dane fail (
smaApiV20ReportingMailDestinationDomainDetailConnDaneFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_success

mail destination domain detail conn dane success (
smaApiV20ReportingMailDestinationDomainDetailConnDaneSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_last_tls_status

mail destination domain detail conn last tls status (
smaApiV20ReportingMailDestinationDomainDetailConnLastTlsStatusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_plain

mail destination domain detail conn plain (
smaApiV20ReportingMailDestinationDomainDetailConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_fail

mail destination domain detail conn tls fail (
smaApiV20ReportingMailDestinationDomainDetailConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_fail

mail destination domain detail conn tls opt fail (
smaApiV20ReportingMailDestinationDomainDetailConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_success

mail destination domain detail conn tls opt success (
smaApiV20ReportingMailDestinationDomainDetailConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_success

mail destination domain detail conn tls success (
smaApiV20ReportingMailDestinationDomainDetailConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_total

mail destination domain detail conn tls total (
smaApiV20ReportingMailDestinationDomainDetailConnTlsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/delivered

mail destination domain detail delivered (
smaApiV20ReportingMailDestinationDomainDetailDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_amp

mail destination domain detail detected amp (
smaApiV20ReportingMailDestinationDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_spam

mail destination domain detail detected spam (
smaApiV20ReportingMailDestinationDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_virus

mail destination domain detail detected virus (
smaApiV20ReportingMailDestinationDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/encrypted_tls

mail destination domain detail encrypted tls (
smaApiV20ReportingMailDestinationDomainDetailEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail

mail destination domain detail ( smaApiV20ReportingMailDestinationDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/hard_bounces

mail destination domain detail hard bounces (
smaApiV20ReportingMailDestinationDomainDetailHardBouncesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/threat_content_filter

mail destination domain detail threat content filter (
smaApiV20ReportingMailDestinationDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_clean_recipients

mail destination domain detail total clean recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients

mail destination domain detail total recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients_processed

mail destination domain detail total recipients processed (
smaApiV20ReportingMailDestinationDomainDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_threat_recipients

mail destination domain detail total threat recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_delivered

mail dlp outgoing policy detail dlp action delivered (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_dropped

mail dlp outgoing policy detail dlp action dropped (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionDroppedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_encrypted

mail dlp outgoing policy detail dlp action encrypted (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionEncryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_critical

mail dlp outgoing policy detail dlp incidents critical (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_high

mail dlp outgoing policy detail dlp incidents high (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_low

mail dlp outgoing policy detail dlp incidents low (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_medium

mail dlp outgoing policy detail dlp incidents medium (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail

mail dlp outgoing policy detail ( smaApiV20ReportingMailDlpOutgoingPolicyDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/total_dlp_incidents

mail dlp outgoing policy detail total dlp incidents (
smaApiV20ReportingMailDlpOutgoingPolicyDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_critical

mail dlp outgoing traffic summary dlp incidents critical (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_high

mail dlp outgoing traffic summary dlp incidents high (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_low

mail dlp outgoing traffic summary dlp incidents low (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_medium

mail dlp outgoing traffic summary dlp incidents medium (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary

mail dlp outgoing traffic summary ( smaApiV20ReportingMailDlpOutgoingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/total_dlp_incidents

mail dlp outgoing traffic summary total dlp incidents (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail

mail dlp users policy detail ( smaApiV20ReportingMailDlpUsersPolicyDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_delivered

mail dlp users policy detail outgoing dlp action delivered (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_dropped

mail dlp users policy detail outgoing dlp action dropped (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionDroppedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_encrypted

mail dlp users policy detail outgoing dlp action encrypted (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionEncryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_quarantined

mail dlp users policy detail outgoing dlp action quarantined (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionQuarantinedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_critical

mail dlp users policy detail outgoing dlp incidents critical (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_high

mail dlp users policy detail outgoing dlp incidents high (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_low

mail dlp users policy detail outgoing dlp incidents low (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_medium

mail dlp users policy detail outgoing dlp incidents medium (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/total_dlp_incidents

mail dlp users policy detail total dlp incidents (
smaApiV20ReportingMailDlpUsersPolicyDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_none

mail dmarc incoming traffic summary dmarc failed none (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedNoneGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_quarantined

mail dmarc incoming traffic summary dmarc failed quarantined (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedQuarantinedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_rejected

mail dmarc incoming traffic summary dmarc failed rejected (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedRejectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_total

mail dmarc incoming traffic summary dmarc failed total (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_passed

mail dmarc incoming traffic summary dmarc passed (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcPassedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_total_attempted

mail dmarc incoming traffic summary dmarc total attempted (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcTotalAttemptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary

mail dmarc incoming traffic summary ( smaApiV20ReportingMailDmarcIncomingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_incidents

mail env sender rate limit env sender incidents (
smaApiV20ReportingMailEnvSenderRateLimitEnvSenderIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_rejected_rcpts

mail env sender rate limit env sender rejected rcpts (
smaApiV20ReportingMailEnvSenderRateLimitEnvSenderRejectedRcptsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit

mail env sender rate limit ( smaApiV20ReportingMailEnvSenderRateLimitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_stats

mail env sender stats ( smaApiV20ReportingMailEnvSenderStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_stats/num_msgs

mail env sender stats num msgs ( smaApiV20ReportingMailEnvSenderStatsNumMsgsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming

mail fed content filter incoming ( smaApiV20ReportingMailFedContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming/recipients_matched

mail fed content filter incoming recipients matched (
smaApiV20ReportingMailFedContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats

mail hvm msg filter stats ( smaApiV20ReportingMailHvmMsgFilterStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats/num_matches

mail hvm msg filter stats num matches ( smaApiV20ReportingMailHvmMsgFilterStatsNumMatchesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/blacklist

mail incoming amp summary blacklist ( smaApiV20ReportingMailIncomingAmpSummaryBlacklistGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clamav_lowrisk

mail incoming amp summary clamav lowrisk (
smaApiV20ReportingMailIncomingAmpSummaryClamavLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clean

mail incoming amp summary clean ( smaApiV20ReportingMailIncomingAmpSummaryCleanGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/custom_threshold

mail incoming amp summary custom threshold (
smaApiV20ReportingMailIncomingAmpSummaryCustomThresholdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary

mail incoming amp summary ( smaApiV20ReportingMailIncomingAmpSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/lowrisk

mail incoming amp summary lowrisk ( smaApiV20ReportingMailIncomingAmpSummaryLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/malware

mail incoming amp summary malware ( smaApiV20ReportingMailIncomingAmpSummaryMalwareGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unknown

mail incoming amp summary unknown (
smaApiV20ReportingMailIncomingAmpSummaryUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unscannable

mail incoming amp summary unscannable (
smaApiV20ReportingMailIncomingAmpSummaryUnscannableGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_dmarc

mail incoming domain detail blocked dmarc (
smaApiV20ReportingMailIncomingDomainDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_invalid_recipient

mail incoming domain detail blocked invalid recipient (
smaApiV20ReportingMailIncomingDomainDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_reputation

mail incoming domain detail blocked reputation (
smaApiV20ReportingMailIncomingDomainDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/bulk_mail

mail incoming domain detail bulk mail ( smaApiV20ReportingMailIncomingDomainDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_plain

mail incoming domain detail conn plain (
smaApiV20ReportingMailIncomingDomainDetailConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_fail

mail incoming domain detail conn tls fail (
smaApiV20ReportingMailIncomingDomainDetailConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_fail

mail incoming domain detail conn tls opt fail (
smaApiV20ReportingMailIncomingDomainDetailConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_success

mail incoming domain detail conn tls opt success (
smaApiV20ReportingMailIncomingDomainDetailConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_success

mail incoming domain detail conn tls success (
smaApiV20ReportingMailIncomingDomainDetailConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_total

mail incoming domain detail conn tls total (
smaApiV20ReportingMailIncomingDomainDetailConnTlsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_amp

mail incoming domain detail detected amp (
smaApiV20ReportingMailIncomingDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_spam

mail incoming domain detail detected spam (
smaApiV20ReportingMailIncomingDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_virus

mail incoming domain detail detected virus (
smaApiV20ReportingMailIncomingDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/encrypted_tls

mail incoming domain detail encrypted tls (
smaApiV20ReportingMailIncomingDomainDetailEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail

mail incoming domain detail ( smaApiV20ReportingMailIncomingDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group

mail incoming domain detail last sender group (
smaApiV20ReportingMailIncomingDomainDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group_name

mail incoming domain detail last sender group name (
smaApiV20ReportingMailIncomingDomainDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/marketing_mail

mail incoming domain detail marketing mail (
smaApiV20ReportingMailIncomingDomainDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/social_mail

mail incoming domain detail social mail (
smaApiV20ReportingMailIncomingDomainDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/threat_content_filter

mail incoming domain detail threat content filter (
smaApiV20ReportingMailIncomingDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_accepted_connections

mail incoming domain detail total accepted connections (
smaApiV20ReportingMailIncomingDomainDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_clean_recipients

mail incoming domain detail total clean recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_graymail_recipients

mail incoming domain detail total graymail recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_recipients

mail incoming domain detail total recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_rejected_connections

mail incoming domain detail total rejected connections (
smaApiV20ReportingMailIncomingDomainDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_threat_recipients

mail incoming domain detail total threat recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_throttled_recipients

mail incoming domain detail total throttled recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_dmarc

mail incoming domain ip detail blocked dmarc (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_invalid_recipient

mail incoming domain ip detail blocked invalid recipient (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_reputation

mail incoming domain ip detail blocked reputation (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/bulk_mail

mail incoming domain ip detail bulk mail (
smaApiV20ReportingMailIncomingDomainIpDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_amp

mail incoming domain ip detail detected amp (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_spam

mail incoming domain ip detail detected spam (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_virus

mail incoming domain ip detail detected virus (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/dns_verified

mail incoming domain ip detail dns verified (
smaApiV20ReportingMailIncomingDomainIpDetailDnsVerifiedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail

mail incoming domain ip detail ( smaApiV20ReportingMailIncomingDomainIpDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group

mail incoming domain ip detail last sender group (
smaApiV20ReportingMailIncomingDomainIpDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group_name

mail incoming domain ip detail last sender group name (
smaApiV20ReportingMailIncomingDomainIpDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/marketing_mail

mail incoming domain ip detail marketing mail (
smaApiV20ReportingMailIncomingDomainIpDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/sbrs_score

mail incoming domain ip detail sbrs score (
smaApiV20ReportingMailIncomingDomainIpDetailSbrsScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/social_mail

mail incoming domain ip detail socail mail (
smaApiV20ReportingMailIncomingDomainIpDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/threat_content_filter

mail incoming domain ip detail threat content filter (
smaApiV20ReportingMailIncomingDomainIpDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_clean_recipients

mail incoming domain ip detail total clean recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_graymail_recipients

mail incoming domain ip detail total graymail recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_recipients

mail incoming domain ip detail total recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_threat_recipients

mail incoming domain ip detail total threat recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections

mail incoming hat connections ( smaApiV20ReportingMailIncomingHatConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_connections

mail incoming hat connections total hat connections (
smaApiV20ReportingMailIncomingHatConnectionsTotalHatConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_messages

mail incoming hat connections total hat messages (
smaApiV20ReportingMailIncomingHatConnectionsTotalHatMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_dmarc

mail incoming ip hostname detail blocked dmarc (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_invalid_recipient

mail incoming ip hostname detail blocked invalid recipient (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_reputation

mail incoming ip hostname detail blocked reputation (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/bulk_mail

mail incoming ip hostname detail bulk mail (
smaApiV20ReportingMailIncomingIpHostnameDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_amp

mail incoming ip hostname detail detected amp (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_spam

mail incoming ip hostname detail detected spam (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_virus

mail incoming ip hostname detail detected virus (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/dns_verified

mail incoming ip hostname detail dns verified (
smaApiV20ReportingMailIncomingIpHostnameDetailDnsVerifiedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail

mail incoming ip hostname detail ( smaApiV20ReportingMailIncomingIpHostnameDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group

mail incoming ip hostname detail last sender group (
smaApiV20ReportingMailIncomingIpHostnameDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group_name

mail incoming ip hostname detail last sender group name (
smaApiV20ReportingMailIncomingIpHostnameDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/marketing_mail

mail incoming ip hostname detail marketing mail (
smaApiV20ReportingMailIncomingIpHostnameDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/sbrs_score

mail incoming ip hostname detail sbrs score (
smaApiV20ReportingMailIncomingIpHostnameDetailSbrsScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/social_mail

mail incoming ip hostname detail social mail (
smaApiV20ReportingMailIncomingIpHostnameDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/threat_content_filter

mail incoming ip hostname detail threat content filter (
smaApiV20ReportingMailIncomingIpHostnameDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_clean_recipients

mail incoming ip hostname detail total clean recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_graymail_recipients

mail incoming ip hostname detail total graymail recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_recipients

mail incoming ip hostname detail total recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_threat_recipients

mail incoming ip hostname detail total threat recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/amp_verdict_time

mail incoming malware threat file detail by filename amp verdict time (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameAmpVerdictTimeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/console_url

mail incoming malware threat file detail by filename console url (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/detected_amp

mail incoming malware threat file detail by filename detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename

mail incoming malware threat file detail by filename (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/score

mail incoming malware threat file detail by filename score (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_name

mail incoming malware threat file detail by filename threat name (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameThreatNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_type

mail incoming malware threat file detail by filename threat type (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/upload_flag

mail incoming malware threat file detail by filename upload flag (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameUploadFlagGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail/detected_amp

mail incoming malware threat file detail detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail

mail incoming malware threat file detail (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp_files

mail incoming malware threat file detail summary detected amp files (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryDetectedAmpFilesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp

mail incoming malware threat file detail summary detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary

mail incoming malware threat file detail summary (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_dmarc

mail incoming network detail blocked dmarc (
smaApiV20ReportingMailIncomingNetworkDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_invalid_recipient

mail incoming network detail blocked invalid recipient (
smaApiV20ReportingMailIncomingNetworkDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_reputation

mail incoming network detail blocked reputation (
smaApiV20ReportingMailIncomingNetworkDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/bulk_mail

mail incoming network detail bulk mail (
smaApiV20ReportingMailIncomingNetworkDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_amp

mail incoming network detail detected amp (
smaApiV20ReportingMailIncomingNetworkDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_spam

mail incoming network detail detected spam (
smaApiV20ReportingMailIncomingNetworkDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_virus

mail incoming network detail detected virus (
smaApiV20ReportingMailIncomingNetworkDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail

mail incoming network detail ( smaApiV20ReportingMailIncomingNetworkDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group

mail incoming network detail last sender group (
smaApiV20ReportingMailIncomingNetworkDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group_name

mail incoming network detail last sender group name (
smaApiV20ReportingMailIncomingNetworkDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/marketing_mail

mail incoming network detail marketing mail (
smaApiV20ReportingMailIncomingNetworkDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/social_mail

mail incoming network detail social mail (
smaApiV20ReportingMailIncomingNetworkDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/threat_content_filter

mail incoming network detail threat content filter (
smaApiV20ReportingMailIncomingNetworkDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_accepted_connections

mail incoming network detail total accepted connections (
smaApiV20ReportingMailIncomingNetworkDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_clean_recipients

mail incoming network detail total clean recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_graymail_recipients

mail incoming network detail total graymail recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_recipients

mail incoming network detail total recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_rejected_connections

mail incoming network detail total rejected connections (
smaApiV20ReportingMailIncomingNetworkDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_threat_recipients

mail incoming network detail total threat recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_throttled_recipients

mail incoming network detail total throttled recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_dmarc

mail incoming network domain detail blocked dmarc (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_invalid_recipient

mail incoming network domain detail blocked invalid recipient (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_reputation

mail incoming network domain detail blocked reputation (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/bulk_mail

mail incoming network domain detail bulk mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_amp

mail incoming network domain detail detected amp (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_spam

mail incoming network domain detail detected spam (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_virus

mail incoming network domain detail detected virus (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail

mail incoming network domain detail ( smaApiV20ReportingMailIncomingNetworkDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/marketing_mail

mail incoming network domain detail marketing mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/social_mail

mail incoming network domain detail social mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/threat_content_filter

mail incoming network domain detail threat content filter (
smaApiV20ReportingMailIncomingNetworkDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_accepted_connections

mail incoming network domain detail total accepted connections (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_clean_recipients

mail incoming network domain detail total clean recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_graymail_recipients

mail incoming network domain detail total graymail recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_recipients

mail incoming network domain detail total recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_rejected_connections

mail incoming network domain detail total rejected connections (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_threat_recipients

mail incoming network domain detail total threat recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_throttled_recipients

mail incoming network domain detail total throttled recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_dmarc

mail incoming traffic summary blocked dmarc (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_invalid_recipient

mail incoming traffic summary blocked invalid recipient (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_reputation

mail incoming traffic summary blocked reputation (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/bulk_mail

mail incoming traffic summary bulk mail (
smaApiV20ReportingMailIncomingTrafficSummaryBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp

mail incoming traffic summary detected amp (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_spam

mail incoming traffic summary detected spam (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_virus

mail incoming traffic summary detected virus (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary

mail incoming traffic summary ( smaApiV20ReportingMailIncomingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/ims_spam_increment_over_case

mail incoming traffic summary ims spam increment over case (
smaApiV20ReportingMailIncomingTrafficSummaryImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/malicious_url

mail incoming traffic summary malicious url (
smaApiV20ReportingMailIncomingTrafficSummaryMaliciousUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/marketing_mail

mail incoming traffic summary marketing mail (
smaApiV20ReportingMailIncomingTrafficSummaryMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/social_mail

mail incoming traffic summary social mail (
smaApiV20ReportingMailIncomingTrafficSummarySocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/threat_content_filter

mail incoming traffic summary threat content filter (
smaApiV20ReportingMailIncomingTrafficSummaryThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_clean_recipients

mail incoming traffic summary total clean recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_graymail_recipients

mail incoming traffic summary total graymail recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_recipients

mail incoming traffic summary total recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_threat_recipients

mail incoming traffic summary total threat recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_fail

mail incoming traffic summary verif decrypt fail (
smaApiV20ReportingMailIncomingTrafficSummaryVerifDecryptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_success

mail incoming traffic summary verif decrypt success (
smaApiV20ReportingMailIncomingTrafficSummaryVerifDecryptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details

mail incoming urlclick track details ( smaApiV20ReportingMailIncomingUrlclickTrackDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details/rewrite_reason

mail incoming urlclick track details rewrite reason (
smaApiV20ReportingMailIncomingUrlclickTrackDetailsRewriteReasonGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users

mail incoming web interaction track malicious users (
smaApiV20ReportingMailIncomingWebInteractionTrackMaliciousUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users/users_count

mail incoming web interaction track malicious users users count (
smaApiV20ReportingMailIncomingWebInteractionTrackMaliciousUsersUsersCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/allowed

mail incoming web interaction track urls allowed (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsAllowedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/blocked

mail incoming web interaction track urls blocked (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsBlockedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls

mail incoming web interaction track urls (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/msg_count

mail incoming web interaction track urls msg count (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsMsgCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/unknown

mail incoming web interaction track urls unknown (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/action

mailbox auto remediation action ( smaApiV20ReportingMailMailboxAutoRemediationActionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/completed_timestamp

mailbox auto remediation completed timestamp (
smaApiV20ReportingMailMailboxAutoRemediationCompletedTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/filenames

mailbox auto remediation filenames (
smaApiV20ReportingMailMailboxAutoRemediationFilenamesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation

mailbox auto remediation ( smaApiV20ReportingMailMailboxAutoRemediationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_failure

mailbox auto remediation rcpts failure (
smaApiV20ReportingMailMailboxAutoRemediationRcptsFailureGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_success

mailbox auto remediation rcpts success (
smaApiV20ReportingMailMailboxAutoRemediationRcptsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary

summary of the mailbox auto remediated messages ( smaApiV20ReportingMailMarSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_deleted

summary of the mailbox auto remediated messages deleted (
smaApiV20ReportingMailMarSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_failed

summary of the mailbox auto remediated messages forwarded (
smaApiV20ReportingMailMarSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded_deleted

summary of the mailbox auto remediated messages forwarded deleted (
smaApiV20ReportingMailMarSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded

summary of the mailbox auto remediated messages forwarded (
smaApiV20ReportingMailMarSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_total

summary of the mailbox auto remediated messages total (
smaApiV20ReportingMailMarSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type

mail md attachment incoming file type (
smaApiV20ReportingMailMdAttachmentIncomingFileTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type/total_recipients

mail md attachment incoming file type total recipients (
smaApiV20ReportingMailMdAttachmentIncomingFileTypeTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type

mail md attachment outgoing file type (
smaApiV20ReportingMailMdAttachmentOutgoingFileTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type/total_recipients

mail md attachment outgoing file type total recipients (
smaApiV20ReportingMailMdAttachmentOutgoingFileTypeTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary

details of mailbox on demand remediated messages ( smaApiV20ReportingMailMorBatchSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_deleted

details of mailbox on demand remediated messages deleted (
smaApiV20ReportingMailMorBatchSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_failed

details of mailbox on demand remediated messages failed (
smaApiV20ReportingMailMorBatchSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded_deleted

details of mailbox on demand remediated messages forwarded deleted (
smaApiV20ReportingMailMorBatchSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded

details of mailbox on demand remediated messages forwarded (
smaApiV20ReportingMailMorBatchSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_total

details of mailbox on demand remediated messages total (
smaApiV20ReportingMailMorBatchSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary

summary of the mailbox on demand remediated messages (
smaApiV20ReportingMailMorSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_deleted

summary of the mailbox on demand remediated messages deleted (
smaApiV20ReportingMailMorSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_failed

summary of the mailbox on demand remediated messages failed (
smaApiV20ReportingMailMorSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded_deleted

summary of the mailbox on demand remediated messages forwarded deleted (
smaApiV20ReportingMailMorSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded

summary of the mailbox on demand remediated messages forwarded (
smaApiV20ReportingMailMorSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_total

summary of the mailbox on demand remediated messages total (
smaApiV20ReportingMailMorSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_msg_filter_stats

mail msg filter stats ( smaApiV20ReportingMailMsgFilterStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_msg_filter_stats/num_matches

mail msg filter stats num matches ( smaApiV20ReportingMailMsgFilterStatsNumMatchesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/blacklist

mail outgoing amp summary blacklist ( smaApiV20ReportingMailOutgoingAmpSummaryBlacklistGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clamav_lowrisk

mail outgoing amp summary clamav lowrisk (
smaApiV20ReportingMailOutgoingAmpSummaryClamavLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clean

mail outgoing amp summary clean ( smaApiV20ReportingMailOutgoingAmpSummaryCleanGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/custom_threshold

mail outgoing amp summary custom threshold (
smaApiV20ReportingMailOutgoingAmpSummaryCustomThresholdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary

mail outgoing amp summary unscannable ( smaApiV20ReportingMailOutgoingAmpSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/lowrisk

mail outgoing amp summary lowrisk ( smaApiV20ReportingMailOutgoingAmpSummaryLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/malware

mail outgoing amp summary malware ( smaApiV20ReportingMailOutgoingAmpSummaryMalwareGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unknown

mail outgoing amp summary unknown ( smaApiV20ReportingMailOutgoingAmpSummaryUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unscannable

mail outgoing amp summary unscannable (
smaApiV20ReportingMailOutgoingAmpSummaryUnscannableGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/amp_verdict_time

mail outgoing malware threat file detail by filename amp verdict time (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameAmpVerdictTimeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/console_url

mail outgoing malware threat file detail by filename console url (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/detected_amp

mail outgoing malware threat file detail by filename (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename

mail outgoing malware threat file detail by filename detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/score

mail outgoing malware threat file detail by filename score (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_name

mail outgoing malware threat file detail by filename threat name (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameThreatNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_type

mail outgoing malware threat file detail by filename threat type (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/upload_flag

mail outgoing malware threat file detail by filename upload flag (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameUploadFlagGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp_files

mail outgoing malware threat file detail summary detected amp files (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryDetectedAmpFilesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp

mail outgoing malware threat file detail summary detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary

mail outgoing malware threat file detail summary detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_amp

mail outgoing traffic summary detected amp (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_spam

mail outgoing traffic summary detected spam (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_virus

mail outgoing traffic summary detected virus (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary

mail outgoing traffic summary ( smaApiV20ReportingMailOutgoingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/ims_spam_increment_over_case

mail outgoing traffic summary ims spam increment over case (
smaApiV20ReportingMailOutgoingTrafficSummaryImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/malicious_url

mail outgoing traffic summary malicious url (
smaApiV20ReportingMailOutgoingTrafficSummaryMaliciousUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/threat_content_filter

mail outgoing traffic summary threat content filter (
smaApiV20ReportingMailOutgoingTrafficSummaryThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_clean_recipients

mail outgoing traffic summary total clean recipients (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_dlp_incidents

mail outgoing traffic summary total dlp incidents (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_hard_bounces

mail outgoing traffic summary total hard bounces (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalHardBouncesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_delivered

mail outgoing traffic summary total recipients delivered (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients

mail outgoing traffic summary total recipients (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_processed

mail outgoing traffic summary total recipients processed (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details

mail outgoing urlclick track details ( smaApiV20ReportingMailOutgoingUrlclickTrackDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details/rewrite_reason

mail outgoing urlclick track details rewrite reason (
smaApiV20ReportingMailOutgoingUrlclickTrackDetailsRewriteReasonGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users

mail outgoing web interaction track malicious users (
smaApiV20ReportingMailOutgoingWebInteractionTrackMaliciousUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users/users_count

mail outgoing web interaction track malicious users users count (
smaApiV20ReportingMailOutgoingWebInteractionTrackMaliciousUsersUsersCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/allowed

mail outgoing web interaction track urls allowed (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsAllowedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/blocked

mail outgoing web interaction track urls blocked (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsBlockedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls

mail outgoing web interaction track urls (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/msg_count

mail outgoing web interaction track urls msg count (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsMsgCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/unknown

mail outgoing web interaction track urls unknown (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_safeprint_details

Safe Print original attachment details ( smaApiV20ReportingMailSafeprintDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary

mail security summary ( smaApiV20ReportingMailSecuritySummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_plain

mail security summary received conn plain (
smaApiV20ReportingMailSecuritySummaryReceivedConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_fail

mail security summary received conn tls fail (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_fail

mail security summary received conn tls opt fail (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_success

mail security summary received conn tls opt success (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_success

mail security summary received conn tls success (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_total

mail security summary received conn total (
smaApiV20ReportingMailSecuritySummaryReceivedConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_encrypted_tls

mail security summary received encrypted tls (
smaApiV20ReportingMailSecuritySummaryReceivedEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_total

mail security summary received total ( smaApiV20ReportingMailSecuritySummaryReceivedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_unencrypted

mail security summary received unencrypted (
smaApiV20ReportingMailSecuritySummaryReceivedUnencryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_fail

mail security summary sent conn dane fail (
smaApiV20ReportingMailSecuritySummarySentConnDaneFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_success

mail security summary sent conn dane success (
smaApiV20ReportingMailSecuritySummarySentConnDaneSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_plain

mail security summary sent conn plain (
smaApiV20ReportingMailSecuritySummarySentConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_fail

mail security summary sent conn tls fail (
smaApiV20ReportingMailSecuritySummarySentConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_fail

mail security summary sent conn tls opt fail (
smaApiV20ReportingMailSecuritySummarySentConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_success

mail security summary sent conn tls opt success (
smaApiV20ReportingMailSecuritySummarySentConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_success

mail security summary sent conn tls success (
smaApiV20ReportingMailSecuritySummarySentConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_total

mail security summary sent conn total (
smaApiV20ReportingMailSecuritySummarySentConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_encrypted_tls

mail security summary sent encrypted tls (
smaApiV20ReportingMailSecuritySummarySentEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_total

mail security summary sent total ( smaApiV20ReportingMailSecuritySummarySentTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_unencrypted

mail security summary sent unencrypted (
smaApiV20ReportingMailSecuritySummarySentUnencryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_amp

mail sender domain detail detected amp (
smaApiV20ReportingMailSenderDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_spam

mail sender domain detail detected spam (
smaApiV20ReportingMailSenderDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_virus

mail sender domain detail detected virus (
smaApiV20ReportingMailSenderDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail

mail sender domain detail ( smaApiV20ReportingMailSenderDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/threat_content_filter

mail sender domain detail threat content filter (
smaApiV20ReportingMailSenderDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_clean_recipients

mail sender domain detail total clean recipients (
smaApiV20ReportingMailSenderDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_dlp_incidents

mail sender domain detail total dlp incidents (
smaApiV20ReportingMailSenderDomainDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_recipients_processed

mail sender domain detail total recipients processed (
smaApiV20ReportingMailSenderDomainDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_threat_recipients

mail sender domain detail total threat recipients (
smaApiV20ReportingMailSenderDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/awful

mail sender domain reputation awful ( smaApiV20ReportingMailSenderDomainReputationAwfulGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation

mail sender domain reputation ( smaApiV20ReportingMailSenderDomainReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/good

mail sender domain reputation good ( smaApiV20ReportingMailSenderDomainReputationGoodGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/neutral

mail sender domain reputation neutral (
smaApiV20ReportingMailSenderDomainReputationNeutralGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/not_scanned

mail sender domain reputation not scanned (
smaApiV20ReportingMailSenderDomainReputationNotScannedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/poor

mail sender domain reputation poor ( smaApiV20ReportingMailSenderDomainReputationPoorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/tainted

mail sender domain reputation tainted (
smaApiV20ReportingMailSenderDomainReputationTaintedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unknown

mail sender domain reputation unknown (
smaApiV20ReportingMailSenderDomainReputationUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unscannable

mail sender domain reputation unscannable (
smaApiV20ReportingMailSenderDomainReputationUnscannableGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/weak

mail sender domain reputation weak ( smaApiV20ReportingMailSenderDomainReputationWeakGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories

mail sender domain threat categories ( smaApiV20ReportingMailSenderDomainThreatCategoriesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories/total_threat_messages

mail sender domain threat categories total threat messages (
smaApiV20ReportingMailSenderDomainThreatCategoriesTotalThreatMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_detail

mail sender group detail ( smaApiV20ReportingMailSenderGroupDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_detail/total_connections

mail sender group detail total connections (
smaApiV20ReportingMailSenderGroupDetailTotalConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_accept

mail sender group summary connections accept (
smaApiV20ReportingMailSenderGroupSummaryConnectionsAcceptGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_reject

mail sender group summary connections reject (
smaApiV20ReportingMailSenderGroupSummaryConnectionsRejectGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_relay

mail sender group summary connections relay (
smaApiV20ReportingMailSenderGroupSummaryConnectionsRelayGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_tcp_refuse

mail sender group summary connections tcp refuse (
smaApiV20ReportingMailSenderGroupSummaryConnectionsTcpRefuseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary

mail sender group summary ( smaApiV20ReportingMailSenderGroupSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_amp

mail sender ip hostname detail detected amp (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_spam

mail sender ip hostname detail detected spam (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_virus

mail sender ip hostname detail detected virus (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail

mail sender ip hostname detail ( smaApiV20ReportingMailSenderIpHostnameDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/threat_content_filter

mail sender ip hostname detail threat content filter (
smaApiV20ReportingMailSenderIpHostnameDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_clean_recipients

mail sender ip hostname detail total clean recipients (
smaApiV20ReportingMailSenderIpHostnameDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_dlp_incidents

mail sender ip hostname detail total dlp incidents (
smaApiV20ReportingMailSenderIpHostnameDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_recipients_processed

mail sender ip hostname detail total recipients processed (
smaApiV20ReportingMailSenderIpHostnameDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_threat_recipients

mail sender ip hostname detail total threat recipients (
smaApiV20ReportingMailSenderIpHostnameDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_subject_stats

mail subject stats ( smaApiV20ReportingMailSubjectStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_subject_stats/num_msgs

mail subject stats num msgs ( smaApiV20ReportingMailSubjectStatsNumMsgsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/bytes_in

mail system capacity bytes in ( smaApiV20ReportingMailSystemCapacityBytesInGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/bytes_out

mail system capacity bytes out ( smaApiV20ReportingMailSystemCapacityBytesOutGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity

mail system capacity ( smaApiV20ReportingMailSystemCapacityGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/incoming_connections

mail system capacity incoming connections (
smaApiV20ReportingMailSystemCapacityIncomingConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/incoming_messages

mail system capacity incoming messages (
smaApiV20ReportingMailSystemCapacityIncomingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_connections

mail system capacity outgoing connections (
smaApiV20ReportingMailSystemCapacityOutgoingConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_messages

mail system capacity outgoing messages (
smaApiV20ReportingMailSystemCapacityOutgoingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/res_con_start_count

mail system capacity res con start count (
smaApiV20ReportingMailSystemCapacityResConStartCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/workqueue_messages_max

mail system capacity workqueue messages max (
smaApiV20ReportingMailSystemCapacityWorkqueueMessagesMaxGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/domain

mail threatfeeds indicator summary domain (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryDomainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/file_hash

mail threatfeeds indicator summary file hash (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryFileHashGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary

mail threatfeeds indicator summary ( smaApiV20ReportingMailThreatfeedsIndicatorSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/url

mail threatfeeds indicator summary url (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail

mail threatfeeds indicator value detail (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_consumed

mail threatfeeds indicator value detail ioc consumed (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailIocConsumedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_type

mail threatfeeds indicator value detail ioc type (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailIocTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/domain_indicator

mail threatfeeds source detail domain indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailDomainIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/file_hash_indicator

mail threatfeeds source detail file hash indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailFileHashIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail

mail threatfeeds source detail ( smaApiV20ReportingMailThreatfeedsSourceDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/ip_indicator

mail threatfeeds source detail ip indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailIpIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/total_messages_matched

mail threatfeeds source detail total messages matched (
smaApiV20ReportingMailThreatfeedsSourceDetailTotalMessagesMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/url_indicator

mail threatfeeds source detail url indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailUrlIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary

mail url category summary ( smaApiV20ReportingMailUrlCategorySummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary/incoming_count

mail url category summary incoming count (
smaApiV20ReportingMailUrlCategorySummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary/outgoing_count

mail url category summary outgoing count (
smaApiV20ReportingMailUrlCategorySummaryOutgoingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary

mail url domain summary ( smaApiV20ReportingMailUrlDomainSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary/incoming_count

mail url domain summary incoming count (
smaApiV20ReportingMailUrlDomainSummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary/outgoing_count

mail url domain summary outgoing count (
smaApiV20ReportingMailUrlDomainSummaryOutgoingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary

mail url reputation summary ( smaApiV20ReportingMailUrlReputationSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary/incoming_count

mail url reputation summary incoming count (
smaApiV20ReportingMailUrlReputationSummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary/outgoing_count

mail url reputation summary outgoing count (
smaApiV20ReportingMailUrlReputationSummaryOutgoingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_incoming

mail users content filter incoming ( smaApiV20ReportingMailUsersContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_incoming/recipients_matched

mail users content filter incoming recipients matched (
smaApiV20ReportingMailUsersContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing

mail users content filter outgoing ( smaApiV20ReportingMailUsersContentFilterOutgoingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing/recipients_matched

mail users content filter outgoing recipients matched (
smaApiV20ReportingMailUsersContentFilterOutgoingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail

mail users detail ( smaApiV20ReportingMailUsersDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_bulk_mail

mail users detail incoming bulk mail ( smaApiV20ReportingMailUsersDetailIncomingBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_amp

mail users detail incoming detected amp (
smaApiV20ReportingMailUsersDetailIncomingDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_content_filter

mail users detail incoming detected content filter (
smaApiV20ReportingMailUsersDetailIncomingDetectedContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_ims_spam_increment_over_case

mail users detail incoming detected ims spam increment over case (
smaApiV20ReportingMailUsersDetailIncomingDetectedImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_spam

mail users detail incoming detected spam (
smaApiV20ReportingMailUsersDetailIncomingDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_virus

mail users detail incoming detected virus (
smaApiV20ReportingMailUsersDetailIncomingDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_graymail

mail users detail incoming graymail ( smaApiV20ReportingMailUsersDetailIncomingGraymailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_marketing_mail

mail users detail incoming marketing mail (
smaApiV20ReportingMailUsersDetailIncomingMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_social_mail

mail users detail incoming social mail ( smaApiV20ReportingMailUsersDetailIncomingSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_threat_content_filter

mail users detail incoming threat content filter (
smaApiV20ReportingMailUsersDetailIncomingThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_clean_recipients

mail users detail incoming total clean recipients (
smaApiV20ReportingMailUsersDetailIncomingTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_recipients

mail users detail incoming total recipients (
smaApiV20ReportingMailUsersDetailIncomingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_amp

mail users detail outgoing detected amp (
smaApiV20ReportingMailUsersDetailOutgoingDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_content_filter

mail users detail outgoing detected content filter (
smaApiV20ReportingMailUsersDetailOutgoingDetectedContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_ims_spam_increment_over_case

mail users detail outgoing detected ims spam increment over case (
smaApiV20ReportingMailUsersDetailOutgoingDetectedImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_spam

mail users detail outgoing detected spam (
smaApiV20ReportingMailUsersDetailOutgoingDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_virus

mail users detail outgoing detected virus (
smaApiV20ReportingMailUsersDetailOutgoingDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_threat_content_filter

mail users detail outgoing threat content filter (
smaApiV20ReportingMailUsersDetailOutgoingThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_clean_recipients

mail users detail outgoing total clean recipients (
smaApiV20ReportingMailUsersDetailOutgoingTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_recipients

mail users detail outgoing total recipients (
smaApiV20ReportingMailUsersDetailOutgoingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail

mail virus type detail ( smaApiV20ReportingMailVirusTypeDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/incoming_total_recipients

mail virus type detail incoming total recipients (
smaApiV20ReportingMailVirusTypeDetailIncomingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/outgoing_total_recipients

mail virus type detail outgoing total recipients (
smaApiV20ReportingMailVirusTypeDetailOutgoingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/total_recipients

mail virus type detail total recipients ( smaApiV20ReportingMailVirusTypeDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_specific_threat_summary

mail vof specific threat summary ( smaApiV20ReportingMailVofSpecificThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_details

mail vof threat details ( smaApiV20ReportingMailVofThreatDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_details/threat_detected

mail vof threat details threat detected (
smaApiV20ReportingMailVofThreatDetailsThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_summary

mail vof threat summary ( smaApiV20ReportingMailVofThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_summary/threat_detected

mail vof threat summary threat detected (
smaApiV20ReportingMailVofThreatSummaryThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_level

mail vof threats by level ( smaApiV20ReportingMailVofThreatsByLevelGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_level/threat_detected

mail vof threats by level threat detected (
smaApiV20ReportingMailVofThreatsByLevelThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type

mail vof threats by threat type ( smaApiV20ReportingMailVofThreatsByThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type/threat_detected

mail vof threats by threat type threat detected (
smaApiV20ReportingMailVofThreatsByThreatTypeThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold

mail vof threats by time threshold ( smaApiV20ReportingMailVofThreatsByTimeThresholdGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/local_store_quarantine_message_exit

mail vof threats by time threshold local store quarantine message exit (
smaApiV20ReportingMailVofThreatsByTimeThresholdLocalStoreQuarantineMessageExitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/quarantine_message_exit

mail vof threats by time threshold quarantine message exit (
smaApiV20ReportingMailVofThreatsByTimeThresholdQuarantineMessageExitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_type

mail vof threats by type ( smaApiV20ReportingMailVofThreatsByTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_type/threat_detected

mail vof threats by type threat detected (
smaApiV20ReportingMailVofThreatsByTypeThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url

mail vof threats rewritten url ( smaApiV20ReportingMailVofThreatsRewrittenUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url/rewritten_url

mail vof threats rewritten url rewritten url (
smaApiV20ReportingMailVofThreatsRewrittenUrlRewrittenUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/reporting_system

reporting system ( smaApiV20ReportingReportingSystemGet)
Query parameters

startDate (optional)



LegacyArchivedReports
 
Up
get /sma/api/v2.0/config/legacy_archived_reports

Retrieve legacy archived entries ( smaApiV20ConfigLegacyArchivedReportsGet)
Query parameters

device_type (optional)



MailAmpFileAnalysisByFilename
 
Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/completed_timestamp

mail amp file analysis by filename completed timestamp (
smaApiV20ReportingMailAmpFileAnalysisByFilenameCompletedTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/console_url

mail amp file analysis by filename console url (
smaApiV20ReportingMailAmpFileAnalysisByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename

mail amp file analysis by filename ( smaApiV20ReportingMailAmpFileAnalysisByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/interim_verdict

mail amp file analysis by filename interim verdict (
smaApiV20ReportingMailAmpFileAnalysisByFilenameInterimVerdictGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/msg_direction

mail amp file analysis by filename msg direction (
smaApiV20ReportingMailAmpFileAnalysisByFilenameMsgDirectionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/run_id

mail amp file analysis by filename run id (
smaApiV20ReportingMailAmpFileAnalysisByFilenameRunIdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/score

mail amp file analysis by filename score (
smaApiV20ReportingMailAmpFileAnalysisByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/status

mail amp file analysis by filename status (
smaApiV20ReportingMailAmpFileAnalysisByFilenameStatusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/submit_timestamp

mail amp file analysis by filename submit timestamp (
smaApiV20ReportingMailAmpFileAnalysisByFilenameSubmitTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/url

mail amp file analysis by filename url ( smaApiV20ReportingMailAmpFileAnalysisByFilenameUrlGet)
Query parameters

startDate (optional)



MailAmpReputationUpdate
 
Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/console_url

mail amp reputation update console url (
smaApiV20ReportingMailAmpReputationUpdateConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/filenames

mail amp reputation update filenames (
smaApiV20ReportingMailAmpReputationUpdateFilenamesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update

mail amp reputation update ( smaApiV20ReportingMailAmpReputationUpdateGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/msg_direction

mail amp reputation update msg direction (
smaApiV20ReportingMailAmpReputationUpdateMsgDirectionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/old_disposition

mail amp reputation update old disposition (
smaApiV20ReportingMailAmpReputationUpdateOldDispositionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/timestamped_tuple

mail amp reputation update timestamped tuple (
smaApiV20ReportingMailAmpReputationUpdateTimestampedTupleGet)
Query parameters

startDate (optional)



MailAuthenticationIncomingDomain
 
Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_disallow

mail authentication incoming domain auth disallow (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthDisallowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_fail

mail authentication incoming domain auth fail (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_success

mail authentication incoming domain auth success (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fail

mail authentication incoming domain cert fail (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_fail

mail authentication incoming domain cert fallback fail (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFallbackFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_success

mail authentication incoming domain cert fallback success (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFallbackSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_success

mail authentication incoming domain cert success (
smaApiV20ReportingMailAuthenticationIncomingDomainCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain

mail authentication incoming domain ( smaApiV20ReportingMailAuthenticationIncomingDomainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/noauth

mail authentication incoming domain noauth (
smaApiV20ReportingMailAuthenticationIncomingDomainNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/total

mail authentication incoming domain total (
smaApiV20ReportingMailAuthenticationIncomingDomainTotalGet)
Query parameters

startDate (optional)



MailAuthenticationIncomingDomainIp
 
Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip

mail authentication incoming domain ip (
smaApiV20ReportingMailAuthenticationIncomingDomainIpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_disallow

mail authentication incoming domain ip last auth disallow (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthDisallowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_fail

mail authentication incoming domain ip last auth fail (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_success

mail authentication incoming domain ip last auth success (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fail

mail authentication incoming domain ip last cert fail (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fallback

mail authentication incoming domain ip last cert fallback (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertFallbackGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_success

mail authentication incoming domain ip last cert success (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertSuccessGet)
Query parameters

startDate (optional)



MailAuthenticationSummary
 
Up
get /sma/api/v2.0/reporting/mail_authentication_summary

mail authentication summary ( smaApiV20ReportingMailAuthenticationSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_auth

mail authentication summary received auth (
smaApiV20ReportingMailAuthenticationSummaryReceivedAuthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_fail

mail authentication summary received conn auth fail (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_success

mail authentication summary received conn auth success (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_fail

mail authentication summary received conn cert fail (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_success

mail authentication summary received conn cert success (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_noauth

mail authentication summary received conn noauth (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_total

mail authentication summary received conn total (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_noauth

mail authentication summary received noauth (
smaApiV20ReportingMailAuthenticationSummaryReceivedNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_total

mail authentication summary received total (
smaApiV20ReportingMailAuthenticationSummaryReceivedTotalGet)
Query parameters

startDate (optional)



MailContentFilterIncoming
 
Up
get /sma/api/v2.0/reporting/mail_content_filter_incoming

mail content filter incoming ( smaApiV20ReportingMailContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_incoming/recipients_matched

mail content filter incoming recipients matched (
smaApiV20ReportingMailContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



MailContentFilterOutgoing
 
Up
get /sma/api/v2.0/reporting/mail_content_filter_outgoing

mail content filter outgoing ( smaApiV20ReportingMailContentFilterOutgoingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_outgoing/recipients_matched

mail content filter outgoing recipients matched (
smaApiV20ReportingMailContentFilterOutgoingRecipientsMatchedGet)
Query parameters

startDate (optional)



MailContentFilterUsers
 
Up
get /sma/api/v2.0/reporting/mail_content_filter_users

mail content filter users ( smaApiV20ReportingMailContentFilterUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_users/recipients_matched

mail content filter users recipients matched (
smaApiV20ReportingMailContentFilterUsersRecipientsMatchedGet)
Query parameters

startDate (optional)



MailDestinationDomainDetail
 
Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_fail

mail destination domain detail conn dane fail (
smaApiV20ReportingMailDestinationDomainDetailConnDaneFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_success

mail destination domain detail conn dane success (
smaApiV20ReportingMailDestinationDomainDetailConnDaneSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_last_tls_status

mail destination domain detail conn last tls status (
smaApiV20ReportingMailDestinationDomainDetailConnLastTlsStatusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_plain

mail destination domain detail conn plain (
smaApiV20ReportingMailDestinationDomainDetailConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_fail

mail destination domain detail conn tls fail (
smaApiV20ReportingMailDestinationDomainDetailConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_fail

mail destination domain detail conn tls opt fail (
smaApiV20ReportingMailDestinationDomainDetailConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_success

mail destination domain detail conn tls opt success (
smaApiV20ReportingMailDestinationDomainDetailConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_success

mail destination domain detail conn tls success (
smaApiV20ReportingMailDestinationDomainDetailConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_total

mail destination domain detail conn tls total (
smaApiV20ReportingMailDestinationDomainDetailConnTlsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/delivered

mail destination domain detail delivered (
smaApiV20ReportingMailDestinationDomainDetailDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_amp

mail destination domain detail detected amp (
smaApiV20ReportingMailDestinationDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_spam

mail destination domain detail detected spam (
smaApiV20ReportingMailDestinationDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_virus

mail destination domain detail detected virus (
smaApiV20ReportingMailDestinationDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/encrypted_tls

mail destination domain detail encrypted tls (
smaApiV20ReportingMailDestinationDomainDetailEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail

mail destination domain detail ( smaApiV20ReportingMailDestinationDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/hard_bounces

mail destination domain detail hard bounces (
smaApiV20ReportingMailDestinationDomainDetailHardBouncesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/threat_content_filter

mail destination domain detail threat content filter (
smaApiV20ReportingMailDestinationDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_clean_recipients

mail destination domain detail total clean recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients

mail destination domain detail total recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients_processed

mail destination domain detail total recipients processed (
smaApiV20ReportingMailDestinationDomainDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_threat_recipients

mail destination domain detail total threat recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



MailDlpOutgoingPolicyDetail
 
Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_delivered

mail dlp outgoing policy detail dlp action delivered (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_dropped

mail dlp outgoing policy detail dlp action dropped (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionDroppedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_encrypted

mail dlp outgoing policy detail dlp action encrypted (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionEncryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_critical

mail dlp outgoing policy detail dlp incidents critical (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_high

mail dlp outgoing policy detail dlp incidents high (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_low

mail dlp outgoing policy detail dlp incidents low (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_medium

mail dlp outgoing policy detail dlp incidents medium (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail

mail dlp outgoing policy detail ( smaApiV20ReportingMailDlpOutgoingPolicyDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/total_dlp_incidents

mail dlp outgoing policy detail total dlp incidents (
smaApiV20ReportingMailDlpOutgoingPolicyDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



MailDlpOutgoingTrafficSummary
 
Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_critical

mail dlp outgoing traffic summary dlp incidents critical (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_high

mail dlp outgoing traffic summary dlp incidents high (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_low

mail dlp outgoing traffic summary dlp incidents low (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_medium

mail dlp outgoing traffic summary dlp incidents medium (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary

mail dlp outgoing traffic summary ( smaApiV20ReportingMailDlpOutgoingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/total_dlp_incidents

mail dlp outgoing traffic summary total dlp incidents (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryTotalDlpIncidentsGet)
Query parameters

startDate (optional)



MailDlpUsersPolicyDetail
 
Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail

mail dlp users policy detail ( smaApiV20ReportingMailDlpUsersPolicyDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_delivered

mail dlp users policy detail outgoing dlp action delivered (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_dropped

mail dlp users policy detail outgoing dlp action dropped (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionDroppedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_encrypted

mail dlp users policy detail outgoing dlp action encrypted (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionEncryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_quarantined

mail dlp users policy detail outgoing dlp action quarantined (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionQuarantinedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_critical

mail dlp users policy detail outgoing dlp incidents critical (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_high

mail dlp users policy detail outgoing dlp incidents high (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_low

mail dlp users policy detail outgoing dlp incidents low (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_medium

mail dlp users policy detail outgoing dlp incidents medium (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/total_dlp_incidents

mail dlp users policy detail total dlp incidents (
smaApiV20ReportingMailDlpUsersPolicyDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



MailDmarcIncomingTrafficSummary
 
Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_none

mail dmarc incoming traffic summary dmarc failed none (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedNoneGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_quarantined

mail dmarc incoming traffic summary dmarc failed quarantined (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedQuarantinedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_rejected

mail dmarc incoming traffic summary dmarc failed rejected (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedRejectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_total

mail dmarc incoming traffic summary dmarc failed total (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_passed

mail dmarc incoming traffic summary dmarc passed (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcPassedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_total_attempted

mail dmarc incoming traffic summary dmarc total attempted (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcTotalAttemptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary

mail dmarc incoming traffic summary ( smaApiV20ReportingMailDmarcIncomingTrafficSummaryGet)
Query parameters

startDate (optional)



MailEnvSenderRateLimit
 
Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_incidents

mail env sender rate limit env sender incidents (
smaApiV20ReportingMailEnvSenderRateLimitEnvSenderIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_rejected_rcpts

mail env sender rate limit env sender rejected rcpts (
smaApiV20ReportingMailEnvSenderRateLimitEnvSenderRejectedRcptsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit

mail env sender rate limit ( smaApiV20ReportingMailEnvSenderRateLimitGet)
Query parameters

startDate (optional)



MailEnvSenderStats
 
Up
get /sma/api/v2.0/reporting/mail_env_sender_stats

mail env sender stats ( smaApiV20ReportingMailEnvSenderStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_stats/num_msgs

mail env sender stats num msgs ( smaApiV20ReportingMailEnvSenderStatsNumMsgsGet)
Query parameters

startDate (optional)



MailFedContentFilterIncoming
 
Up
get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming

mail fed content filter incoming ( smaApiV20ReportingMailFedContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming/recipients_matched

mail fed content filter incoming recipients matched (
smaApiV20ReportingMailFedContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



MailHvmMsgFilterStats
 
Up
get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats

mail hvm msg filter stats ( smaApiV20ReportingMailHvmMsgFilterStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats/num_matches

mail hvm msg filter stats num matches ( smaApiV20ReportingMailHvmMsgFilterStatsNumMatchesGet)
Query parameters

startDate (optional)



MailIncomingAmpSummary
 
Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/blacklist

mail incoming amp summary blacklist ( smaApiV20ReportingMailIncomingAmpSummaryBlacklistGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clamav_lowrisk

mail incoming amp summary clamav lowrisk (
smaApiV20ReportingMailIncomingAmpSummaryClamavLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clean

mail incoming amp summary clean ( smaApiV20ReportingMailIncomingAmpSummaryCleanGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/custom_threshold

mail incoming amp summary custom threshold (
smaApiV20ReportingMailIncomingAmpSummaryCustomThresholdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary

mail incoming amp summary ( smaApiV20ReportingMailIncomingAmpSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/lowrisk

mail incoming amp summary lowrisk ( smaApiV20ReportingMailIncomingAmpSummaryLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/malware

mail incoming amp summary malware ( smaApiV20ReportingMailIncomingAmpSummaryMalwareGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unknown

mail incoming amp summary unknown (
smaApiV20ReportingMailIncomingAmpSummaryUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unscannable

mail incoming amp summary unscannable (
smaApiV20ReportingMailIncomingAmpSummaryUnscannableGet)
Query parameters

startDate (optional)



MailIncomingDomainDetail
 
Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_dmarc

mail incoming domain detail blocked dmarc (
smaApiV20ReportingMailIncomingDomainDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_invalid_recipient

mail incoming domain detail blocked invalid recipient (
smaApiV20ReportingMailIncomingDomainDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_reputation

mail incoming domain detail blocked reputation (
smaApiV20ReportingMailIncomingDomainDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/bulk_mail

mail incoming domain detail bulk mail ( smaApiV20ReportingMailIncomingDomainDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_plain

mail incoming domain detail conn plain (
smaApiV20ReportingMailIncomingDomainDetailConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_fail

mail incoming domain detail conn tls fail (
smaApiV20ReportingMailIncomingDomainDetailConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_fail

mail incoming domain detail conn tls opt fail (
smaApiV20ReportingMailIncomingDomainDetailConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_success

mail incoming domain detail conn tls opt success (
smaApiV20ReportingMailIncomingDomainDetailConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_success

mail incoming domain detail conn tls success (
smaApiV20ReportingMailIncomingDomainDetailConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_total

mail incoming domain detail conn tls total (
smaApiV20ReportingMailIncomingDomainDetailConnTlsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_amp

mail incoming domain detail detected amp (
smaApiV20ReportingMailIncomingDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_spam

mail incoming domain detail detected spam (
smaApiV20ReportingMailIncomingDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_virus

mail incoming domain detail detected virus (
smaApiV20ReportingMailIncomingDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/encrypted_tls

mail incoming domain detail encrypted tls (
smaApiV20ReportingMailIncomingDomainDetailEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail

mail incoming domain detail ( smaApiV20ReportingMailIncomingDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group

mail incoming domain detail last sender group (
smaApiV20ReportingMailIncomingDomainDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group_name

mail incoming domain detail last sender group name (
smaApiV20ReportingMailIncomingDomainDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/marketing_mail

mail incoming domain detail marketing mail (
smaApiV20ReportingMailIncomingDomainDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/social_mail

mail incoming domain detail social mail (
smaApiV20ReportingMailIncomingDomainDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/threat_content_filter

mail incoming domain detail threat content filter (
smaApiV20ReportingMailIncomingDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_accepted_connections

mail incoming domain detail total accepted connections (
smaApiV20ReportingMailIncomingDomainDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_clean_recipients

mail incoming domain detail total clean recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_graymail_recipients

mail incoming domain detail total graymail recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_recipients

mail incoming domain detail total recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_rejected_connections

mail incoming domain detail total rejected connections (
smaApiV20ReportingMailIncomingDomainDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_threat_recipients

mail incoming domain detail total threat recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_throttled_recipients

mail incoming domain detail total throttled recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



MailIncomingDomainIpDetail
 
Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_dmarc

mail incoming domain ip detail blocked dmarc (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_invalid_recipient

mail incoming domain ip detail blocked invalid recipient (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_reputation

mail incoming domain ip detail blocked reputation (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/bulk_mail

mail incoming domain ip detail bulk mail (
smaApiV20ReportingMailIncomingDomainIpDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_amp

mail incoming domain ip detail detected amp (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_spam

mail incoming domain ip detail detected spam (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_virus

mail incoming domain ip detail detected virus (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/dns_verified

mail incoming domain ip detail dns verified (
smaApiV20ReportingMailIncomingDomainIpDetailDnsVerifiedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail

mail incoming domain ip detail ( smaApiV20ReportingMailIncomingDomainIpDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group

mail incoming domain ip detail last sender group (
smaApiV20ReportingMailIncomingDomainIpDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group_name

mail incoming domain ip detail last sender group name (
smaApiV20ReportingMailIncomingDomainIpDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/marketing_mail

mail incoming domain ip detail marketing mail (
smaApiV20ReportingMailIncomingDomainIpDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/sbrs_score

mail incoming domain ip detail sbrs score (
smaApiV20ReportingMailIncomingDomainIpDetailSbrsScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/social_mail

mail incoming domain ip detail socail mail (
smaApiV20ReportingMailIncomingDomainIpDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/threat_content_filter

mail incoming domain ip detail threat content filter (
smaApiV20ReportingMailIncomingDomainIpDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_clean_recipients

mail incoming domain ip detail total clean recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_graymail_recipients

mail incoming domain ip detail total graymail recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_recipients

mail incoming domain ip detail total recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_threat_recipients

mail incoming domain ip detail total threat recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



MailIncomingHatConnections
 
Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections

mail incoming hat connections ( smaApiV20ReportingMailIncomingHatConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_connections

mail incoming hat connections total hat connections (
smaApiV20ReportingMailIncomingHatConnectionsTotalHatConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_messages

mail incoming hat connections total hat messages (
smaApiV20ReportingMailIncomingHatConnectionsTotalHatMessagesGet)
Query parameters

startDate (optional)



MailIncomingIpHostnameDetail
 
Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_dmarc

mail incoming ip hostname detail blocked dmarc (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_invalid_recipient

mail incoming ip hostname detail blocked invalid recipient (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_reputation

mail incoming ip hostname detail blocked reputation (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/bulk_mail

mail incoming ip hostname detail bulk mail (
smaApiV20ReportingMailIncomingIpHostnameDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_amp

mail incoming ip hostname detail detected amp (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_spam

mail incoming ip hostname detail detected spam (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_virus

mail incoming ip hostname detail detected virus (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/dns_verified

mail incoming ip hostname detail dns verified (
smaApiV20ReportingMailIncomingIpHostnameDetailDnsVerifiedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail

mail incoming ip hostname detail ( smaApiV20ReportingMailIncomingIpHostnameDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group

mail incoming ip hostname detail last sender group (
smaApiV20ReportingMailIncomingIpHostnameDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group_name

mail incoming ip hostname detail last sender group name (
smaApiV20ReportingMailIncomingIpHostnameDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/marketing_mail

mail incoming ip hostname detail marketing mail (
smaApiV20ReportingMailIncomingIpHostnameDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/sbrs_score

mail incoming ip hostname detail sbrs score (
smaApiV20ReportingMailIncomingIpHostnameDetailSbrsScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/social_mail

mail incoming ip hostname detail social mail (
smaApiV20ReportingMailIncomingIpHostnameDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/threat_content_filter

mail incoming ip hostname detail threat content filter (
smaApiV20ReportingMailIncomingIpHostnameDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_clean_recipients

mail incoming ip hostname detail total clean recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_graymail_recipients

mail incoming ip hostname detail total graymail recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_recipients

mail incoming ip hostname detail total recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_threat_recipients

mail incoming ip hostname detail total threat recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



MailIncomingMalwareThreatFileDetail
 
Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail/detected_amp

mail incoming malware threat file detail detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail

mail incoming malware threat file detail (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailGet)
Query parameters

startDate (optional)



MailIncomingMalwareThreatFileDetailByFilename
 
Up
get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/amp_verdict_time

mail incoming malware threat file detail by filename amp verdict time (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameAmpVerdictTimeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/console_url

mail incoming malware threat file detail by filename console url (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/detected_amp

mail incoming malware threat file detail by filename detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename

mail incoming malware threat file detail by filename (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/score

mail incoming malware threat file detail by filename score (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_name

mail incoming malware threat file detail by filename threat name (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameThreatNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_type

mail incoming malware threat file detail by filename threat type (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/upload_flag

mail incoming malware threat file detail by filename upload flag (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameUploadFlagGet)
Query parameters

startDate (optional)



MailIncomingMalwareThreatFileDetailSummary
 
Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp_files

mail incoming malware threat file detail summary detected amp files (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryDetectedAmpFilesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp

mail incoming malware threat file detail summary detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary

mail incoming malware threat file detail summary (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryGet)
Query parameters

startDate (optional)



MailIncomingNetworkDetail
 
Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_dmarc

mail incoming network detail blocked dmarc (
smaApiV20ReportingMailIncomingNetworkDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_invalid_recipient

mail incoming network detail blocked invalid recipient (
smaApiV20ReportingMailIncomingNetworkDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_reputation

mail incoming network detail blocked reputation (
smaApiV20ReportingMailIncomingNetworkDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/bulk_mail

mail incoming network detail bulk mail (
smaApiV20ReportingMailIncomingNetworkDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_amp

mail incoming network detail detected amp (
smaApiV20ReportingMailIncomingNetworkDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_spam

mail incoming network detail detected spam (
smaApiV20ReportingMailIncomingNetworkDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_virus

mail incoming network detail detected virus (
smaApiV20ReportingMailIncomingNetworkDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail

mail incoming network detail ( smaApiV20ReportingMailIncomingNetworkDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group

mail incoming network detail last sender group (
smaApiV20ReportingMailIncomingNetworkDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group_name

mail incoming network detail last sender group name (
smaApiV20ReportingMailIncomingNetworkDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/marketing_mail

mail incoming network detail marketing mail (
smaApiV20ReportingMailIncomingNetworkDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/social_mail

mail incoming network detail social mail (
smaApiV20ReportingMailIncomingNetworkDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/threat_content_filter

mail incoming network detail threat content filter (
smaApiV20ReportingMailIncomingNetworkDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_accepted_connections

mail incoming network detail total accepted connections (
smaApiV20ReportingMailIncomingNetworkDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_clean_recipients

mail incoming network detail total clean recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_graymail_recipients

mail incoming network detail total graymail recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_recipients

mail incoming network detail total recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_rejected_connections

mail incoming network detail total rejected connections (
smaApiV20ReportingMailIncomingNetworkDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_threat_recipients

mail incoming network detail total threat recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_throttled_recipients

mail incoming network detail total throttled recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



MailIncomingNetworkDomainDetail
 
Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_dmarc

mail incoming network domain detail blocked dmarc (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_invalid_recipient

mail incoming network domain detail blocked invalid recipient (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_reputation

mail incoming network domain detail blocked reputation (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/bulk_mail

mail incoming network domain detail bulk mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_amp

mail incoming network domain detail detected amp (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_spam

mail incoming network domain detail detected spam (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_virus

mail incoming network domain detail detected virus (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail

mail incoming network domain detail ( smaApiV20ReportingMailIncomingNetworkDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/marketing_mail

mail incoming network domain detail marketing mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/social_mail

mail incoming network domain detail social mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/threat_content_filter

mail incoming network domain detail threat content filter (
smaApiV20ReportingMailIncomingNetworkDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_accepted_connections

mail incoming network domain detail total accepted connections (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_clean_recipients

mail incoming network domain detail total clean recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_graymail_recipients

mail incoming network domain detail total graymail recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_recipients

mail incoming network domain detail total recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_rejected_connections

mail incoming network domain detail total rejected connections (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_threat_recipients

mail incoming network domain detail total threat recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_throttled_recipients

mail incoming network domain detail total throttled recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



MailIncomingTrafficSummary
 
Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_dmarc

mail incoming traffic summary blocked dmarc (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_invalid_recipient

mail incoming traffic summary blocked invalid recipient (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_reputation

mail incoming traffic summary blocked reputation (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/bulk_mail

mail incoming traffic summary bulk mail (
smaApiV20ReportingMailIncomingTrafficSummaryBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp

mail incoming traffic summary detected amp (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_spam

mail incoming traffic summary detected spam (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_virus

mail incoming traffic summary detected virus (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary

mail incoming traffic summary ( smaApiV20ReportingMailIncomingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/ims_spam_increment_over_case

mail incoming traffic summary ims spam increment over case (
smaApiV20ReportingMailIncomingTrafficSummaryImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/malicious_url

mail incoming traffic summary malicious url (
smaApiV20ReportingMailIncomingTrafficSummaryMaliciousUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/marketing_mail

mail incoming traffic summary marketing mail (
smaApiV20ReportingMailIncomingTrafficSummaryMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/social_mail

mail incoming traffic summary social mail (
smaApiV20ReportingMailIncomingTrafficSummarySocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/threat_content_filter

mail incoming traffic summary threat content filter (
smaApiV20ReportingMailIncomingTrafficSummaryThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_clean_recipients

mail incoming traffic summary total clean recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_graymail_recipients

mail incoming traffic summary total graymail recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_recipients

mail incoming traffic summary total recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_threat_recipients

mail incoming traffic summary total threat recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_fail

mail incoming traffic summary verif decrypt fail (
smaApiV20ReportingMailIncomingTrafficSummaryVerifDecryptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_success

mail incoming traffic summary verif decrypt success (
smaApiV20ReportingMailIncomingTrafficSummaryVerifDecryptSuccessGet)
Query parameters

startDate (optional)



MailIncomingUrlclickTrackDetails
 
Up
get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details

mail incoming urlclick track details ( smaApiV20ReportingMailIncomingUrlclickTrackDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details/rewrite_reason

mail incoming urlclick track details rewrite reason (
smaApiV20ReportingMailIncomingUrlclickTrackDetailsRewriteReasonGet)
Query parameters

startDate (optional)



MailIncomingWebInteractionTrackMaliciousUsers
 
Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users

mail incoming web interaction track malicious users (
smaApiV20ReportingMailIncomingWebInteractionTrackMaliciousUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users/users_count

mail incoming web interaction track malicious users users count (
smaApiV20ReportingMailIncomingWebInteractionTrackMaliciousUsersUsersCountGet)
Query parameters

startDate (optional)



MailIncomingWebInteractionTrackUrls
 
Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/allowed

mail incoming web interaction track urls allowed (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsAllowedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/blocked

mail incoming web interaction track urls blocked (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsBlockedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls

mail incoming web interaction track urls (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/msg_count

mail incoming web interaction track urls msg count (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsMsgCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/unknown

mail incoming web interaction track urls unknown (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsUnknownGet)
Query parameters

startDate (optional)



MailMdAttachmentIncomingFileType
 
Up
get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type

mail md attachment incoming file type (
smaApiV20ReportingMailMdAttachmentIncomingFileTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type/total_recipients

mail md attachment incoming file type total recipients (
smaApiV20ReportingMailMdAttachmentIncomingFileTypeTotalRecipientsGet)
Query parameters

startDate (optional)



MailMdAttachmentOutgoingFileType
 
Up
get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type

mail md attachment outgoing file type (
smaApiV20ReportingMailMdAttachmentOutgoingFileTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type/total_recipients

mail md attachment outgoing file type total recipients (
smaApiV20ReportingMailMdAttachmentOutgoingFileTypeTotalRecipientsGet)
Query parameters

startDate (optional)



MailMsgFilterStats
 
Up
get /sma/api/v2.0/reporting/mail_msg_filter_stats

mail msg filter stats ( smaApiV20ReportingMailMsgFilterStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_msg_filter_stats/num_matches

mail msg filter stats num matches ( smaApiV20ReportingMailMsgFilterStatsNumMatchesGet)
Query parameters

startDate (optional)



MailOutgoingAmpSummary
 
Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/blacklist

mail outgoing amp summary blacklist ( smaApiV20ReportingMailOutgoingAmpSummaryBlacklistGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clamav_lowrisk

mail outgoing amp summary clamav lowrisk (
smaApiV20ReportingMailOutgoingAmpSummaryClamavLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clean

mail outgoing amp summary clean ( smaApiV20ReportingMailOutgoingAmpSummaryCleanGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/custom_threshold

mail outgoing amp summary custom threshold (
smaApiV20ReportingMailOutgoingAmpSummaryCustomThresholdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary

mail outgoing amp summary unscannable ( smaApiV20ReportingMailOutgoingAmpSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/lowrisk

mail outgoing amp summary lowrisk ( smaApiV20ReportingMailOutgoingAmpSummaryLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/malware

mail outgoing amp summary malware ( smaApiV20ReportingMailOutgoingAmpSummaryMalwareGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unknown

mail outgoing amp summary unknown ( smaApiV20ReportingMailOutgoingAmpSummaryUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unscannable

mail outgoing amp summary unscannable (
smaApiV20ReportingMailOutgoingAmpSummaryUnscannableGet)
Query parameters

startDate (optional)



MailOutgoingMalwareThreatFileDetailByFilename
 
Up
get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/amp_verdict_time

mail outgoing malware threat file detail by filename amp verdict time (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameAmpVerdictTimeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/console_url

mail outgoing malware threat file detail by filename console url (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/detected_amp

mail outgoing malware threat file detail by filename (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename

mail outgoing malware threat file detail by filename detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/score

mail outgoing malware threat file detail by filename score (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_name

mail outgoing malware threat file detail by filename threat name (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameThreatNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_type

mail outgoing malware threat file detail by filename threat type (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/upload_flag

mail outgoing malware threat file detail by filename upload flag (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameUploadFlagGet)
Query parameters

startDate (optional)



MailOutgoingMalwareThreatFileDetailSummary
 
Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp_files

mail outgoing malware threat file detail summary detected amp files (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryDetectedAmpFilesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp

mail outgoing malware threat file detail summary detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary

mail outgoing malware threat file detail summary detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryGet)
Query parameters

startDate (optional)



MailOutgoingTrafficSummary
 
Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_amp

mail outgoing traffic summary detected amp (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_spam

mail outgoing traffic summary detected spam (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_virus

mail outgoing traffic summary detected virus (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary

mail outgoing traffic summary ( smaApiV20ReportingMailOutgoingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/ims_spam_increment_over_case

mail outgoing traffic summary ims spam increment over case (
smaApiV20ReportingMailOutgoingTrafficSummaryImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/malicious_url

mail outgoing traffic summary malicious url (
smaApiV20ReportingMailOutgoingTrafficSummaryMaliciousUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/threat_content_filter

mail outgoing traffic summary threat content filter (
smaApiV20ReportingMailOutgoingTrafficSummaryThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_clean_recipients

mail outgoing traffic summary total clean recipients (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_dlp_incidents

mail outgoing traffic summary total dlp incidents (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_hard_bounces

mail outgoing traffic summary total hard bounces (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalHardBouncesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_delivered

mail outgoing traffic summary total recipients delivered (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients

mail outgoing traffic summary total recipients (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_processed

mail outgoing traffic summary total recipients processed (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



MailOutgoingUrlclickTrackDetails
 
Up
get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details

mail outgoing urlclick track details ( smaApiV20ReportingMailOutgoingUrlclickTrackDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details/rewrite_reason

mail outgoing urlclick track details rewrite reason (
smaApiV20ReportingMailOutgoingUrlclickTrackDetailsRewriteReasonGet)
Query parameters

startDate (optional)



MailOutgoingWebInteractionTrackMaliciousUsers
 
Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users

mail outgoing web interaction track malicious users (
smaApiV20ReportingMailOutgoingWebInteractionTrackMaliciousUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users/users_count

mail outgoing web interaction track malicious users users count (
smaApiV20ReportingMailOutgoingWebInteractionTrackMaliciousUsersUsersCountGet)
Query parameters

startDate (optional)



MailOutgoingWebInteractionTrackUrls
 
Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/allowed

mail outgoing web interaction track urls allowed (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsAllowedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/blocked

mail outgoing web interaction track urls blocked (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsBlockedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls

mail outgoing web interaction track urls (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/msg_count

mail outgoing web interaction track urls msg count (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsMsgCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/unknown

mail outgoing web interaction track urls unknown (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsUnknownGet)
Query parameters

startDate (optional)



MailSecuritySummary
 
Up
get /sma/api/v2.0/reporting/mail_security_summary

mail security summary ( smaApiV20ReportingMailSecuritySummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_plain

mail security summary received conn plain (
smaApiV20ReportingMailSecuritySummaryReceivedConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_fail

mail security summary received conn tls fail (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_fail

mail security summary received conn tls opt fail (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_success

mail security summary received conn tls opt success (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_success

mail security summary received conn tls success (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_total

mail security summary received conn total (
smaApiV20ReportingMailSecuritySummaryReceivedConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_encrypted_tls

mail security summary received encrypted tls (
smaApiV20ReportingMailSecuritySummaryReceivedEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_total

mail security summary received total ( smaApiV20ReportingMailSecuritySummaryReceivedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_unencrypted

mail security summary received unencrypted (
smaApiV20ReportingMailSecuritySummaryReceivedUnencryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_fail

mail security summary sent conn dane fail (
smaApiV20ReportingMailSecuritySummarySentConnDaneFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_success

mail security summary sent conn dane success (
smaApiV20ReportingMailSecuritySummarySentConnDaneSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_plain

mail security summary sent conn plain (
smaApiV20ReportingMailSecuritySummarySentConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_fail

mail security summary sent conn tls fail (
smaApiV20ReportingMailSecuritySummarySentConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_fail

mail security summary sent conn tls opt fail (
smaApiV20ReportingMailSecuritySummarySentConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_success

mail security summary sent conn tls opt success (
smaApiV20ReportingMailSecuritySummarySentConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_success

mail security summary sent conn tls success (
smaApiV20ReportingMailSecuritySummarySentConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_total

mail security summary sent conn total (
smaApiV20ReportingMailSecuritySummarySentConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_encrypted_tls

mail security summary sent encrypted tls (
smaApiV20ReportingMailSecuritySummarySentEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_total

mail security summary sent total ( smaApiV20ReportingMailSecuritySummarySentTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_unencrypted

mail security summary sent unencrypted (
smaApiV20ReportingMailSecuritySummarySentUnencryptedGet)
Query parameters

startDate (optional)



MailSenderDomainDetail
 
Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_amp

mail sender domain detail detected amp (
smaApiV20ReportingMailSenderDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_spam

mail sender domain detail detected spam (
smaApiV20ReportingMailSenderDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_virus

mail sender domain detail detected virus (
smaApiV20ReportingMailSenderDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail

mail sender domain detail ( smaApiV20ReportingMailSenderDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/threat_content_filter

mail sender domain detail threat content filter (
smaApiV20ReportingMailSenderDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_clean_recipients

mail sender domain detail total clean recipients (
smaApiV20ReportingMailSenderDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_dlp_incidents

mail sender domain detail total dlp incidents (
smaApiV20ReportingMailSenderDomainDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_recipients_processed

mail sender domain detail total recipients processed (
smaApiV20ReportingMailSenderDomainDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_threat_recipients

mail sender domain detail total threat recipients (
smaApiV20ReportingMailSenderDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



MailSenderDomainReputation
 
Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/awful

mail sender domain reputation awful ( smaApiV20ReportingMailSenderDomainReputationAwfulGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation

mail sender domain reputation ( smaApiV20ReportingMailSenderDomainReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/good

mail sender domain reputation good ( smaApiV20ReportingMailSenderDomainReputationGoodGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/neutral

mail sender domain reputation neutral (
smaApiV20ReportingMailSenderDomainReputationNeutralGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/not_scanned

mail sender domain reputation not scanned (
smaApiV20ReportingMailSenderDomainReputationNotScannedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/poor

mail sender domain reputation poor ( smaApiV20ReportingMailSenderDomainReputationPoorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/tainted

mail sender domain reputation tainted (
smaApiV20ReportingMailSenderDomainReputationTaintedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unknown

mail sender domain reputation unknown (
smaApiV20ReportingMailSenderDomainReputationUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unscannable

mail sender domain reputation unscannable (
smaApiV20ReportingMailSenderDomainReputationUnscannableGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/weak

mail sender domain reputation weak ( smaApiV20ReportingMailSenderDomainReputationWeakGet)
Query parameters

startDate (optional)



MailSenderDomainThreatCategories
 
Up
get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories

mail sender domain threat categories ( smaApiV20ReportingMailSenderDomainThreatCategoriesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories/total_threat_messages

mail sender domain threat categories total threat messages (
smaApiV20ReportingMailSenderDomainThreatCategoriesTotalThreatMessagesGet)
Query parameters

startDate (optional)



MailSenderGroupDetail
 
Up
get /sma/api/v2.0/reporting/mail_sender_group_detail

mail sender group detail ( smaApiV20ReportingMailSenderGroupDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_detail/total_connections

mail sender group detail total connections (
smaApiV20ReportingMailSenderGroupDetailTotalConnectionsGet)
Query parameters

startDate (optional)



MailSenderGroupSummary
 
Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_accept

mail sender group summary connections accept (
smaApiV20ReportingMailSenderGroupSummaryConnectionsAcceptGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_reject

mail sender group summary connections reject (
smaApiV20ReportingMailSenderGroupSummaryConnectionsRejectGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_relay

mail sender group summary connections relay (
smaApiV20ReportingMailSenderGroupSummaryConnectionsRelayGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_tcp_refuse

mail sender group summary connections tcp refuse (
smaApiV20ReportingMailSenderGroupSummaryConnectionsTcpRefuseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary

mail sender group summary ( smaApiV20ReportingMailSenderGroupSummaryGet)
Query parameters

startDate (optional)



MailSenderIpHostnameDetail
 
Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_amp

mail sender ip hostname detail detected amp (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_spam

mail sender ip hostname detail detected spam (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_virus

mail sender ip hostname detail detected virus (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail

mail sender ip hostname detail ( smaApiV20ReportingMailSenderIpHostnameDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/threat_content_filter

mail sender ip hostname detail threat content filter (
smaApiV20ReportingMailSenderIpHostnameDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_clean_recipients

mail sender ip hostname detail total clean recipients (
smaApiV20ReportingMailSenderIpHostnameDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_dlp_incidents

mail sender ip hostname detail total dlp incidents (
smaApiV20ReportingMailSenderIpHostnameDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_recipients_processed

mail sender ip hostname detail total recipients processed (
smaApiV20ReportingMailSenderIpHostnameDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_threat_recipients

mail sender ip hostname detail total threat recipients (
smaApiV20ReportingMailSenderIpHostnameDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



MailSubjectStats
 
Up
get /sma/api/v2.0/reporting/mail_subject_stats

mail subject stats ( smaApiV20ReportingMailSubjectStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_subject_stats/num_msgs

mail subject stats num msgs ( smaApiV20ReportingMailSubjectStatsNumMsgsGet)
Query parameters

startDate (optional)



MailSystemCapacity
 
Up
get /sma/api/v2.0/reporting/mail_system_capacity/bytes_in

mail system capacity bytes in ( smaApiV20ReportingMailSystemCapacityBytesInGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/bytes_out

mail system capacity bytes out ( smaApiV20ReportingMailSystemCapacityBytesOutGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity

mail system capacity ( smaApiV20ReportingMailSystemCapacityGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/incoming_connections

mail system capacity incoming connections (
smaApiV20ReportingMailSystemCapacityIncomingConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/incoming_messages

mail system capacity incoming messages (
smaApiV20ReportingMailSystemCapacityIncomingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_connections

mail system capacity outgoing connections (
smaApiV20ReportingMailSystemCapacityOutgoingConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_messages

mail system capacity outgoing messages (
smaApiV20ReportingMailSystemCapacityOutgoingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/res_con_start_count

mail system capacity res con start count (
smaApiV20ReportingMailSystemCapacityResConStartCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/workqueue_messages_max

mail system capacity workqueue messages max (
smaApiV20ReportingMailSystemCapacityWorkqueueMessagesMaxGet)
Query parameters

startDate (optional)



MailThreatfeedsIndicatorSummary
 
Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/domain

mail threatfeeds indicator summary domain (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryDomainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/file_hash

mail threatfeeds indicator summary file hash (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryFileHashGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary

mail threatfeeds indicator summary ( smaApiV20ReportingMailThreatfeedsIndicatorSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/url

mail threatfeeds indicator summary url (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryUrlGet)
Query parameters

startDate (optional)



MailThreatfeedsIndicatorValueDetail
 
Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail

mail threatfeeds indicator value detail (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_consumed

mail threatfeeds indicator value detail ioc consumed (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailIocConsumedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_type

mail threatfeeds indicator value detail ioc type (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailIocTypeGet)
Query parameters

startDate (optional)



MailThreatfeedsSourceDetail
 
Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/domain_indicator

mail threatfeeds source detail domain indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailDomainIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/file_hash_indicator

mail threatfeeds source detail file hash indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailFileHashIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail

mail threatfeeds source detail ( smaApiV20ReportingMailThreatfeedsSourceDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/ip_indicator

mail threatfeeds source detail ip indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailIpIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/total_messages_matched

mail threatfeeds source detail total messages matched (
smaApiV20ReportingMailThreatfeedsSourceDetailTotalMessagesMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/url_indicator

mail threatfeeds source detail url indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailUrlIndicatorGet)
Query parameters

startDate (optional)



MailUrlCategorySummary
 
Up
get /sma/api/v2.0/reporting/mail_url_category_summary

mail url category summary ( smaApiV20ReportingMailUrlCategorySummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary/incoming_count

mail url category summary incoming count (
smaApiV20ReportingMailUrlCategorySummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary/outgoing_count

mail url category summary outgoing count (
smaApiV20ReportingMailUrlCategorySummaryOutgoingCountGet)
Query parameters

startDate (optional)



MailUrlDomainSummary
 
Up
get /sma/api/v2.0/reporting/mail_url_domain_summary

mail url domain summary ( smaApiV20ReportingMailUrlDomainSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary/incoming_count

mail url domain summary incoming count (
smaApiV20ReportingMailUrlDomainSummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary/outgoing_count

mail url domain summary outgoing count (
smaApiV20ReportingMailUrlDomainSummaryOutgoingCountGet)
Query parameters

startDate (optional)



MailUrlReputationSummary
 
Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary

mail url reputation summary ( smaApiV20ReportingMailUrlReputationSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary/incoming_count

mail url reputation summary incoming count (
smaApiV20ReportingMailUrlReputationSummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary/outgoing_count

mail url reputation summary outgoing count (
smaApiV20ReportingMailUrlReputationSummaryOutgoingCountGet)
Query parameters

startDate (optional)



MailUsersContentFilterIncoming
 
Up
get /sma/api/v2.0/reporting/mail_users_content_filter_incoming

mail users content filter incoming ( smaApiV20ReportingMailUsersContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_incoming/recipients_matched

mail users content filter incoming recipients matched (
smaApiV20ReportingMailUsersContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



MailUsersContentFilterOutgoing
 
Up
get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing

mail users content filter outgoing ( smaApiV20ReportingMailUsersContentFilterOutgoingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing/recipients_matched

mail users content filter outgoing recipients matched (
smaApiV20ReportingMailUsersContentFilterOutgoingRecipientsMatchedGet)
Query parameters

startDate (optional)



MailUsersDetail
 
Up
get /sma/api/v2.0/reporting/mail_users_detail

mail users detail ( smaApiV20ReportingMailUsersDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_bulk_mail

mail users detail incoming bulk mail ( smaApiV20ReportingMailUsersDetailIncomingBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_amp

mail users detail incoming detected amp (
smaApiV20ReportingMailUsersDetailIncomingDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_content_filter

mail users detail incoming detected content filter (
smaApiV20ReportingMailUsersDetailIncomingDetectedContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_ims_spam_increment_over_case

mail users detail incoming detected ims spam increment over case (
smaApiV20ReportingMailUsersDetailIncomingDetectedImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_spam

mail users detail incoming detected spam (
smaApiV20ReportingMailUsersDetailIncomingDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_virus

mail users detail incoming detected virus (
smaApiV20ReportingMailUsersDetailIncomingDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_graymail

mail users detail incoming graymail ( smaApiV20ReportingMailUsersDetailIncomingGraymailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_marketing_mail

mail users detail incoming marketing mail (
smaApiV20ReportingMailUsersDetailIncomingMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_social_mail

mail users detail incoming social mail ( smaApiV20ReportingMailUsersDetailIncomingSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_threat_content_filter

mail users detail incoming threat content filter (
smaApiV20ReportingMailUsersDetailIncomingThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_clean_recipients

mail users detail incoming total clean recipients (
smaApiV20ReportingMailUsersDetailIncomingTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_recipients

mail users detail incoming total recipients (
smaApiV20ReportingMailUsersDetailIncomingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_amp

mail users detail outgoing detected amp (
smaApiV20ReportingMailUsersDetailOutgoingDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_content_filter

mail users detail outgoing detected content filter (
smaApiV20ReportingMailUsersDetailOutgoingDetectedContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_ims_spam_increment_over_case

mail users detail outgoing detected ims spam increment over case (
smaApiV20ReportingMailUsersDetailOutgoingDetectedImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_spam

mail users detail outgoing detected spam (
smaApiV20ReportingMailUsersDetailOutgoingDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_virus

mail users detail outgoing detected virus (
smaApiV20ReportingMailUsersDetailOutgoingDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_threat_content_filter

mail users detail outgoing threat content filter (
smaApiV20ReportingMailUsersDetailOutgoingThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_clean_recipients

mail users detail outgoing total clean recipients (
smaApiV20ReportingMailUsersDetailOutgoingTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_recipients

mail users detail outgoing total recipients (
smaApiV20ReportingMailUsersDetailOutgoingTotalRecipientsGet)
Query parameters

startDate (optional)



MailVirusTypeDetail
 
Up
get /sma/api/v2.0/reporting/mail_virus_type_detail

mail virus type detail ( smaApiV20ReportingMailVirusTypeDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/incoming_total_recipients

mail virus type detail incoming total recipients (
smaApiV20ReportingMailVirusTypeDetailIncomingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/outgoing_total_recipients

mail virus type detail outgoing total recipients (
smaApiV20ReportingMailVirusTypeDetailOutgoingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/total_recipients

mail virus type detail total recipients ( smaApiV20ReportingMailVirusTypeDetailTotalRecipientsGet)
Query parameters

startDate (optional)



MailVofSpecificThreatSummary
 
Up
get /sma/api/v2.0/reporting/mail_vof_specific_threat_summary

mail vof specific threat summary ( smaApiV20ReportingMailVofSpecificThreatSummaryGet)
Query parameters

startDate (optional)



MailVofThreatDetails
 
Up
get /sma/api/v2.0/reporting/mail_vof_threat_details

mail vof threat details ( smaApiV20ReportingMailVofThreatDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_details/threat_detected

mail vof threat details threat detected (
smaApiV20ReportingMailVofThreatDetailsThreatDetectedGet)
Query parameters

startDate (optional)



MailVofThreatSummary
 
Up
get /sma/api/v2.0/reporting/mail_vof_threat_summary

mail vof threat summary ( smaApiV20ReportingMailVofThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_summary/threat_detected

mail vof threat summary threat detected (
smaApiV20ReportingMailVofThreatSummaryThreatDetectedGet)
Query parameters

startDate (optional)



MailVofThreatsByLevel
 
Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_level

mail vof threats by level ( smaApiV20ReportingMailVofThreatsByLevelGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_level/threat_detected

mail vof threats by level threat detected (
smaApiV20ReportingMailVofThreatsByLevelThreatDetectedGet)
Query parameters

startDate (optional)



MailVofThreatsByThreatType
 
Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type

mail vof threats by threat type ( smaApiV20ReportingMailVofThreatsByThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type/threat_detected

mail vof threats by threat type threat detected (
smaApiV20ReportingMailVofThreatsByThreatTypeThreatDetectedGet)
Query parameters

startDate (optional)



MailVofThreatsByTimeThreshold
 
Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold

mail vof threats by time threshold ( smaApiV20ReportingMailVofThreatsByTimeThresholdGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/local_store_quarantine_message_exit

mail vof threats by time threshold local store quarantine message exit (
smaApiV20ReportingMailVofThreatsByTimeThresholdLocalStoreQuarantineMessageExitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/quarantine_message_exit

mail vof threats by time threshold quarantine message exit (
smaApiV20ReportingMailVofThreatsByTimeThresholdQuarantineMessageExitGet)
Query parameters

startDate (optional)



MailVofThreatsByType
 
Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_type

mail vof threats by type ( smaApiV20ReportingMailVofThreatsByTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_type/threat_detected

mail vof threats by type threat detected (
smaApiV20ReportingMailVofThreatsByTypeThreatDetectedGet)
Query parameters

startDate (optional)



MailVofThreatsRewrittenUrl
 
Up
get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url

mail vof threats rewritten url ( smaApiV20ReportingMailVofThreatsRewrittenUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url/rewritten_url

mail vof threats rewritten url rewritten url (
smaApiV20ReportingMailVofThreatsRewrittenUrlRewrittenUrlGet)
Query parameters

startDate (optional)



MailboxAutoRemediatedMessages
 
Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_deleted

summary of the mailbox auto remediated messages deleted (
smaApiV20ReportingMailMarSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_failed

summary of the mailbox auto remediated messages forwarded (
smaApiV20ReportingMailMarSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded_deleted

summary of the mailbox auto remediated messages forwarded deleted (
smaApiV20ReportingMailMarSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded

summary of the mailbox auto remediated messages forwarded (
smaApiV20ReportingMailMarSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_total

summary of the mailbox auto remediated messages total (
smaApiV20ReportingMailMarSummaryMsgsTotalGet)
Query parameters

startDate (optional)



MailboxAutoRemediatedMessagesReport
 
Up
get /sma/api/v2.0/reporting/mail_mar_summary

summary of the mailbox auto remediated messages ( smaApiV20ReportingMailMarSummaryGet)
Query parameters

startDate (optional)



MailboxAutoRemediation
 
Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/action

mailbox auto remediation action ( smaApiV20ReportingMailMailboxAutoRemediationActionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/completed_timestamp

mailbox auto remediation completed timestamp (
smaApiV20ReportingMailMailboxAutoRemediationCompletedTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/filenames

mailbox auto remediation filenames (
smaApiV20ReportingMailMailboxAutoRemediationFilenamesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation

mailbox auto remediation ( smaApiV20ReportingMailMailboxAutoRemediationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_failure

mailbox auto remediation rcpts failure (
smaApiV20ReportingMailMailboxAutoRemediationRcptsFailureGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_success

mailbox auto remediation rcpts success (
smaApiV20ReportingMailMailboxAutoRemediationRcptsSuccessGet)
Query parameters

startDate (optional)



MessageTracking
 
Up
get /sma/api/v2.0/message-tracking/amp-details

Retrieve details of AMP action details of messages with different attributes (
smaApiV20MessageTrackingAmpDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/message-tracking/connection-details

Retrieve connection details of messages with different attributes (
smaApiV20MessageTrackingConnectionDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/message-tracking/details

Retrieve details of messages with different attributes ( smaApiV20MessageTrackingDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/message-tracking/dlp-details

Retrieve details of DLP of messages with different attributes (
smaApiV20MessageTrackingDlpDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/message-tracking/messages

Message-tracking messages ( smaApiV20MessageTrackingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/message-tracking/url-details

Retrieve details of URL details of messages with different attributes (
smaApiV20MessageTrackingUrlDetailsGet)
Query parameters

startDate (optional)



Monitoring
 
Up
get /sma/api/v2.0/reporting/advanced_phishing_protection_summary

advanced phishing protection summary (
smaApiV20ReportingAdvancedPhishingProtectionSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/completed_timestamp

mail amp file analysis by filename completed timestamp (
smaApiV20ReportingMailAmpFileAnalysisByFilenameCompletedTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/console_url

mail amp file analysis by filename console url (
smaApiV20ReportingMailAmpFileAnalysisByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename

mail amp file analysis by filename ( smaApiV20ReportingMailAmpFileAnalysisByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/interim_verdict

mail amp file analysis by filename interim verdict (
smaApiV20ReportingMailAmpFileAnalysisByFilenameInterimVerdictGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/msg_direction

mail amp file analysis by filename msg direction (
smaApiV20ReportingMailAmpFileAnalysisByFilenameMsgDirectionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/run_id

mail amp file analysis by filename run id (
smaApiV20ReportingMailAmpFileAnalysisByFilenameRunIdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/score

mail amp file analysis by filename score (
smaApiV20ReportingMailAmpFileAnalysisByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/status

mail amp file analysis by filename status (
smaApiV20ReportingMailAmpFileAnalysisByFilenameStatusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/submit_timestamp

mail amp file analysis by filename submit timestamp (
smaApiV20ReportingMailAmpFileAnalysisByFilenameSubmitTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_file_analysis_by_filename/url

mail amp file analysis by filename url ( smaApiV20ReportingMailAmpFileAnalysisByFilenameUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/console_url

mail amp reputation update console url (
smaApiV20ReportingMailAmpReputationUpdateConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/filenames

mail amp reputation update filenames (
smaApiV20ReportingMailAmpReputationUpdateFilenamesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update

mail amp reputation update ( smaApiV20ReportingMailAmpReputationUpdateGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/msg_direction

mail amp reputation update msg direction (
smaApiV20ReportingMailAmpReputationUpdateMsgDirectionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/old_disposition

mail amp reputation update old disposition (
smaApiV20ReportingMailAmpReputationUpdateOldDispositionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_reputation_update/timestamped_tuple

mail amp reputation update timestamped tuple (
smaApiV20ReportingMailAmpReputationUpdateTimestampedTupleGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_amp_threat_summary

amp threat summary details ( smaApiV20ReportingMailAmpThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_disallow

mail authentication incoming domain auth disallow (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthDisallowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_fail

mail authentication incoming domain auth fail (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/auth_success

mail authentication incoming domain auth success (
smaApiV20ReportingMailAuthenticationIncomingDomainAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fail

mail authentication incoming domain cert fail (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_fail

mail authentication incoming domain cert fallback fail (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFallbackFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_fallback_success

mail authentication incoming domain cert fallback success (
smaApiV20ReportingMailAuthenticationIncomingDomainCertFallbackSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/cert_success

mail authentication incoming domain cert success (
smaApiV20ReportingMailAuthenticationIncomingDomainCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain

mail authentication incoming domain ( smaApiV20ReportingMailAuthenticationIncomingDomainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip

mail authentication incoming domain ip (
smaApiV20ReportingMailAuthenticationIncomingDomainIpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_disallow

mail authentication incoming domain ip last auth disallow (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthDisallowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_fail

mail authentication incoming domain ip last auth fail (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_auth_success

mail authentication incoming domain ip last auth success (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fail

mail authentication incoming domain ip last cert fail (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_fallback

mail authentication incoming domain ip last cert fallback (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertFallbackGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain_ip/last_cert_success

mail authentication incoming domain ip last cert success (
smaApiV20ReportingMailAuthenticationIncomingDomainIpLastCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/noauth

mail authentication incoming domain noauth (
smaApiV20ReportingMailAuthenticationIncomingDomainNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_incoming_domain/total

mail authentication incoming domain total (
smaApiV20ReportingMailAuthenticationIncomingDomainTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary

mail authentication summary ( smaApiV20ReportingMailAuthenticationSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_auth

mail authentication summary received auth (
smaApiV20ReportingMailAuthenticationSummaryReceivedAuthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_fail

mail authentication summary received conn auth fail (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnAuthFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_auth_success

mail authentication summary received conn auth success (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnAuthSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_fail

mail authentication summary received conn cert fail (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnCertFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_cert_success

mail authentication summary received conn cert success (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnCertSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_noauth

mail authentication summary received conn noauth (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_conn_total

mail authentication summary received conn total (
smaApiV20ReportingMailAuthenticationSummaryReceivedConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_noauth

mail authentication summary received noauth (
smaApiV20ReportingMailAuthenticationSummaryReceivedNoauthGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_authentication_summary/received_total

mail authentication summary received total (
smaApiV20ReportingMailAuthenticationSummaryReceivedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_incoming

mail content filter incoming ( smaApiV20ReportingMailContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_incoming/recipients_matched

mail content filter incoming recipients matched (
smaApiV20ReportingMailContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_outgoing

mail content filter outgoing ( smaApiV20ReportingMailContentFilterOutgoingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_outgoing/recipients_matched

mail content filter outgoing recipients matched (
smaApiV20ReportingMailContentFilterOutgoingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_users

mail content filter users ( smaApiV20ReportingMailContentFilterUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_content_filter_users/recipients_matched

mail content filter users recipients matched (
smaApiV20ReportingMailContentFilterUsersRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_fail

mail destination domain detail conn dane fail (
smaApiV20ReportingMailDestinationDomainDetailConnDaneFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_dane_success

mail destination domain detail conn dane success (
smaApiV20ReportingMailDestinationDomainDetailConnDaneSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_last_tls_status

mail destination domain detail conn last tls status (
smaApiV20ReportingMailDestinationDomainDetailConnLastTlsStatusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_plain

mail destination domain detail conn plain (
smaApiV20ReportingMailDestinationDomainDetailConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_fail

mail destination domain detail conn tls fail (
smaApiV20ReportingMailDestinationDomainDetailConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_fail

mail destination domain detail conn tls opt fail (
smaApiV20ReportingMailDestinationDomainDetailConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_opt_success

mail destination domain detail conn tls opt success (
smaApiV20ReportingMailDestinationDomainDetailConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_success

mail destination domain detail conn tls success (
smaApiV20ReportingMailDestinationDomainDetailConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/conn_tls_total

mail destination domain detail conn tls total (
smaApiV20ReportingMailDestinationDomainDetailConnTlsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/delivered

mail destination domain detail delivered (
smaApiV20ReportingMailDestinationDomainDetailDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_amp

mail destination domain detail detected amp (
smaApiV20ReportingMailDestinationDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_spam

mail destination domain detail detected spam (
smaApiV20ReportingMailDestinationDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/detected_virus

mail destination domain detail detected virus (
smaApiV20ReportingMailDestinationDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/encrypted_tls

mail destination domain detail encrypted tls (
smaApiV20ReportingMailDestinationDomainDetailEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail

mail destination domain detail ( smaApiV20ReportingMailDestinationDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/hard_bounces

mail destination domain detail hard bounces (
smaApiV20ReportingMailDestinationDomainDetailHardBouncesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/threat_content_filter

mail destination domain detail threat content filter (
smaApiV20ReportingMailDestinationDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_clean_recipients

mail destination domain detail total clean recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients

mail destination domain detail total recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_recipients_processed

mail destination domain detail total recipients processed (
smaApiV20ReportingMailDestinationDomainDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_destination_domain_detail/total_threat_recipients

mail destination domain detail total threat recipients (
smaApiV20ReportingMailDestinationDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_delivered

mail dlp outgoing policy detail dlp action delivered (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_dropped

mail dlp outgoing policy detail dlp action dropped (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionDroppedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_action_encrypted

mail dlp outgoing policy detail dlp action encrypted (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpActionEncryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_critical

mail dlp outgoing policy detail dlp incidents critical (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_high

mail dlp outgoing policy detail dlp incidents high (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_low

mail dlp outgoing policy detail dlp incidents low (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/dlp_incidents_medium

mail dlp outgoing policy detail dlp incidents medium (
smaApiV20ReportingMailDlpOutgoingPolicyDetailDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail

mail dlp outgoing policy detail ( smaApiV20ReportingMailDlpOutgoingPolicyDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_policy_detail/total_dlp_incidents

mail dlp outgoing policy detail total dlp incidents (
smaApiV20ReportingMailDlpOutgoingPolicyDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_critical

mail dlp outgoing traffic summary dlp incidents critical (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_high

mail dlp outgoing traffic summary dlp incidents high (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_low

mail dlp outgoing traffic summary dlp incidents low (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/dlp_incidents_medium

mail dlp outgoing traffic summary dlp incidents medium (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary

mail dlp outgoing traffic summary ( smaApiV20ReportingMailDlpOutgoingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_outgoing_traffic_summary/total_dlp_incidents

mail dlp outgoing traffic summary total dlp incidents (
smaApiV20ReportingMailDlpOutgoingTrafficSummaryTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail

mail dlp users policy detail ( smaApiV20ReportingMailDlpUsersPolicyDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_delivered

mail dlp users policy detail outgoing dlp action delivered (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_dropped

mail dlp users policy detail outgoing dlp action dropped (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionDroppedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_encrypted

mail dlp users policy detail outgoing dlp action encrypted (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionEncryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_action_quarantined

mail dlp users policy detail outgoing dlp action quarantined (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpActionQuarantinedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_critical

mail dlp users policy detail outgoing dlp incidents critical (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsCriticalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_high

mail dlp users policy detail outgoing dlp incidents high (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsHighGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_low

mail dlp users policy detail outgoing dlp incidents low (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsLowGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/outgoing_dlp_incidents_medium

mail dlp users policy detail outgoing dlp incidents medium (
smaApiV20ReportingMailDlpUsersPolicyDetailOutgoingDlpIncidentsMediumGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dlp_users_policy_detail/total_dlp_incidents

mail dlp users policy detail total dlp incidents (
smaApiV20ReportingMailDlpUsersPolicyDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_none

mail dmarc incoming traffic summary dmarc failed none (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedNoneGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_quarantined

mail dmarc incoming traffic summary dmarc failed quarantined (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedQuarantinedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_rejected

mail dmarc incoming traffic summary dmarc failed rejected (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedRejectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_failed_total

mail dmarc incoming traffic summary dmarc failed total (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcFailedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_passed

mail dmarc incoming traffic summary dmarc passed (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcPassedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary/dmarc_total_attempted

mail dmarc incoming traffic summary dmarc total attempted (
smaApiV20ReportingMailDmarcIncomingTrafficSummaryDmarcTotalAttemptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_dmarc_incoming_traffic_summary

mail dmarc incoming traffic summary ( smaApiV20ReportingMailDmarcIncomingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_incidents

mail env sender rate limit env sender incidents (
smaApiV20ReportingMailEnvSenderRateLimitEnvSenderIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit/env_sender_rejected_rcpts

mail env sender rate limit env sender rejected rcpts (
smaApiV20ReportingMailEnvSenderRateLimitEnvSenderRejectedRcptsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_rate_limit

mail env sender rate limit ( smaApiV20ReportingMailEnvSenderRateLimitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_stats

mail env sender stats ( smaApiV20ReportingMailEnvSenderStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_env_sender_stats/num_msgs

mail env sender stats num msgs ( smaApiV20ReportingMailEnvSenderStatsNumMsgsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming

mail fed content filter incoming ( smaApiV20ReportingMailFedContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_fed_content_filter_incoming/recipients_matched

mail fed content filter incoming recipients matched (
smaApiV20ReportingMailFedContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats

mail hvm msg filter stats ( smaApiV20ReportingMailHvmMsgFilterStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_hvm_msg_filter_stats/num_matches

mail hvm msg filter stats num matches ( smaApiV20ReportingMailHvmMsgFilterStatsNumMatchesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/blacklist

mail incoming amp summary blacklist ( smaApiV20ReportingMailIncomingAmpSummaryBlacklistGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clamav_lowrisk

mail incoming amp summary clamav lowrisk (
smaApiV20ReportingMailIncomingAmpSummaryClamavLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/clean

mail incoming amp summary clean ( smaApiV20ReportingMailIncomingAmpSummaryCleanGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/custom_threshold

mail incoming amp summary custom threshold (
smaApiV20ReportingMailIncomingAmpSummaryCustomThresholdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary

mail incoming amp summary ( smaApiV20ReportingMailIncomingAmpSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/lowrisk

mail incoming amp summary lowrisk ( smaApiV20ReportingMailIncomingAmpSummaryLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/malware

mail incoming amp summary malware ( smaApiV20ReportingMailIncomingAmpSummaryMalwareGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unknown

mail incoming amp summary unknown (
smaApiV20ReportingMailIncomingAmpSummaryUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_amp_summary/unscannable

mail incoming amp summary unscannable (
smaApiV20ReportingMailIncomingAmpSummaryUnscannableGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_dmarc

mail incoming domain detail blocked dmarc (
smaApiV20ReportingMailIncomingDomainDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_invalid_recipient

mail incoming domain detail blocked invalid recipient (
smaApiV20ReportingMailIncomingDomainDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/blocked_reputation

mail incoming domain detail blocked reputation (
smaApiV20ReportingMailIncomingDomainDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/bulk_mail

mail incoming domain detail bulk mail ( smaApiV20ReportingMailIncomingDomainDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_plain

mail incoming domain detail conn plain (
smaApiV20ReportingMailIncomingDomainDetailConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_fail

mail incoming domain detail conn tls fail (
smaApiV20ReportingMailIncomingDomainDetailConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_fail

mail incoming domain detail conn tls opt fail (
smaApiV20ReportingMailIncomingDomainDetailConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_opt_success

mail incoming domain detail conn tls opt success (
smaApiV20ReportingMailIncomingDomainDetailConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_success

mail incoming domain detail conn tls success (
smaApiV20ReportingMailIncomingDomainDetailConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/conn_tls_total

mail incoming domain detail conn tls total (
smaApiV20ReportingMailIncomingDomainDetailConnTlsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_amp

mail incoming domain detail detected amp (
smaApiV20ReportingMailIncomingDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_spam

mail incoming domain detail detected spam (
smaApiV20ReportingMailIncomingDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/detected_virus

mail incoming domain detail detected virus (
smaApiV20ReportingMailIncomingDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/encrypted_tls

mail incoming domain detail encrypted tls (
smaApiV20ReportingMailIncomingDomainDetailEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail

mail incoming domain detail ( smaApiV20ReportingMailIncomingDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group

mail incoming domain detail last sender group (
smaApiV20ReportingMailIncomingDomainDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/last_sender_group_name

mail incoming domain detail last sender group name (
smaApiV20ReportingMailIncomingDomainDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/marketing_mail

mail incoming domain detail marketing mail (
smaApiV20ReportingMailIncomingDomainDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/social_mail

mail incoming domain detail social mail (
smaApiV20ReportingMailIncomingDomainDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/threat_content_filter

mail incoming domain detail threat content filter (
smaApiV20ReportingMailIncomingDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_accepted_connections

mail incoming domain detail total accepted connections (
smaApiV20ReportingMailIncomingDomainDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_clean_recipients

mail incoming domain detail total clean recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_graymail_recipients

mail incoming domain detail total graymail recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_recipients

mail incoming domain detail total recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_rejected_connections

mail incoming domain detail total rejected connections (
smaApiV20ReportingMailIncomingDomainDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_threat_recipients

mail incoming domain detail total threat recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_detail/total_throttled_recipients

mail incoming domain detail total throttled recipients (
smaApiV20ReportingMailIncomingDomainDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_dmarc

mail incoming domain ip detail blocked dmarc (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_invalid_recipient

mail incoming domain ip detail blocked invalid recipient (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/blocked_reputation

mail incoming domain ip detail blocked reputation (
smaApiV20ReportingMailIncomingDomainIpDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/bulk_mail

mail incoming domain ip detail bulk mail (
smaApiV20ReportingMailIncomingDomainIpDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_amp

mail incoming domain ip detail detected amp (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_spam

mail incoming domain ip detail detected spam (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/detected_virus

mail incoming domain ip detail detected virus (
smaApiV20ReportingMailIncomingDomainIpDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/dns_verified

mail incoming domain ip detail dns verified (
smaApiV20ReportingMailIncomingDomainIpDetailDnsVerifiedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail

mail incoming domain ip detail ( smaApiV20ReportingMailIncomingDomainIpDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group

mail incoming domain ip detail last sender group (
smaApiV20ReportingMailIncomingDomainIpDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/last_sender_group_name

mail incoming domain ip detail last sender group name (
smaApiV20ReportingMailIncomingDomainIpDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/marketing_mail

mail incoming domain ip detail marketing mail (
smaApiV20ReportingMailIncomingDomainIpDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/sbrs_score

mail incoming domain ip detail sbrs score (
smaApiV20ReportingMailIncomingDomainIpDetailSbrsScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/social_mail

mail incoming domain ip detail socail mail (
smaApiV20ReportingMailIncomingDomainIpDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/threat_content_filter

mail incoming domain ip detail threat content filter (
smaApiV20ReportingMailIncomingDomainIpDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_clean_recipients

mail incoming domain ip detail total clean recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_graymail_recipients

mail incoming domain ip detail total graymail recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_recipients

mail incoming domain ip detail total recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_domain_ip_detail/total_threat_recipients

mail incoming domain ip detail total threat recipients (
smaApiV20ReportingMailIncomingDomainIpDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections

mail incoming hat connections ( smaApiV20ReportingMailIncomingHatConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_connections

mail incoming hat connections total hat connections (
smaApiV20ReportingMailIncomingHatConnectionsTotalHatConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_hat_connections/total_hat_messages

mail incoming hat connections total hat messages (
smaApiV20ReportingMailIncomingHatConnectionsTotalHatMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_dmarc

mail incoming ip hostname detail blocked dmarc (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_invalid_recipient

mail incoming ip hostname detail blocked invalid recipient (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/blocked_reputation

mail incoming ip hostname detail blocked reputation (
smaApiV20ReportingMailIncomingIpHostnameDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/bulk_mail

mail incoming ip hostname detail bulk mail (
smaApiV20ReportingMailIncomingIpHostnameDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_amp

mail incoming ip hostname detail detected amp (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_spam

mail incoming ip hostname detail detected spam (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/detected_virus

mail incoming ip hostname detail detected virus (
smaApiV20ReportingMailIncomingIpHostnameDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/dns_verified

mail incoming ip hostname detail dns verified (
smaApiV20ReportingMailIncomingIpHostnameDetailDnsVerifiedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail

mail incoming ip hostname detail ( smaApiV20ReportingMailIncomingIpHostnameDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group

mail incoming ip hostname detail last sender group (
smaApiV20ReportingMailIncomingIpHostnameDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/last_sender_group_name

mail incoming ip hostname detail last sender group name (
smaApiV20ReportingMailIncomingIpHostnameDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/marketing_mail

mail incoming ip hostname detail marketing mail (
smaApiV20ReportingMailIncomingIpHostnameDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/sbrs_score

mail incoming ip hostname detail sbrs score (
smaApiV20ReportingMailIncomingIpHostnameDetailSbrsScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/social_mail

mail incoming ip hostname detail social mail (
smaApiV20ReportingMailIncomingIpHostnameDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/threat_content_filter

mail incoming ip hostname detail threat content filter (
smaApiV20ReportingMailIncomingIpHostnameDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_clean_recipients

mail incoming ip hostname detail total clean recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_graymail_recipients

mail incoming ip hostname detail total graymail recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_recipients

mail incoming ip hostname detail total recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_ip_hostname_detail/total_threat_recipients

mail incoming ip hostname detail total threat recipients (
smaApiV20ReportingMailIncomingIpHostnameDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/amp_verdict_time

mail incoming malware threat file detail by filename amp verdict time (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameAmpVerdictTimeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/console_url

mail incoming malware threat file detail by filename console url (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/detected_amp

mail incoming malware threat file detail by filename detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename

mail incoming malware threat file detail by filename (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/score

mail incoming malware threat file detail by filename score (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_name

mail incoming malware threat file detail by filename threat name (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameThreatNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/threat_type

mail incoming malware threat file detail by filename threat type (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_by_filename/upload_flag

mail incoming malware threat file detail by filename upload flag (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailByFilenameUploadFlagGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail/detected_amp

mail incoming malware threat file detail detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail

mail incoming malware threat file detail (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp_files

mail incoming malware threat file detail summary detected amp files (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryDetectedAmpFilesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary/detected_amp

mail incoming malware threat file detail summary detected amp (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_malware_threat_file_detail_summary

mail incoming malware threat file detail summary (
smaApiV20ReportingMailIncomingMalwareThreatFileDetailSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_dmarc

mail incoming network detail blocked dmarc (
smaApiV20ReportingMailIncomingNetworkDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_invalid_recipient

mail incoming network detail blocked invalid recipient (
smaApiV20ReportingMailIncomingNetworkDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/blocked_reputation

mail incoming network detail blocked reputation (
smaApiV20ReportingMailIncomingNetworkDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/bulk_mail

mail incoming network detail bulk mail (
smaApiV20ReportingMailIncomingNetworkDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_amp

mail incoming network detail detected amp (
smaApiV20ReportingMailIncomingNetworkDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_spam

mail incoming network detail detected spam (
smaApiV20ReportingMailIncomingNetworkDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/detected_virus

mail incoming network detail detected virus (
smaApiV20ReportingMailIncomingNetworkDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail

mail incoming network detail ( smaApiV20ReportingMailIncomingNetworkDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group

mail incoming network detail last sender group (
smaApiV20ReportingMailIncomingNetworkDetailLastSenderGroupGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/last_sender_group_name

mail incoming network detail last sender group name (
smaApiV20ReportingMailIncomingNetworkDetailLastSenderGroupNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/marketing_mail

mail incoming network detail marketing mail (
smaApiV20ReportingMailIncomingNetworkDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/social_mail

mail incoming network detail social mail (
smaApiV20ReportingMailIncomingNetworkDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/threat_content_filter

mail incoming network detail threat content filter (
smaApiV20ReportingMailIncomingNetworkDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_accepted_connections

mail incoming network detail total accepted connections (
smaApiV20ReportingMailIncomingNetworkDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_clean_recipients

mail incoming network detail total clean recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_graymail_recipients

mail incoming network detail total graymail recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_recipients

mail incoming network detail total recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_rejected_connections

mail incoming network detail total rejected connections (
smaApiV20ReportingMailIncomingNetworkDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_threat_recipients

mail incoming network detail total threat recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_detail/total_throttled_recipients

mail incoming network detail total throttled recipients (
smaApiV20ReportingMailIncomingNetworkDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_dmarc

mail incoming network domain detail blocked dmarc (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_invalid_recipient

mail incoming network domain detail blocked invalid recipient (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/blocked_reputation

mail incoming network domain detail blocked reputation (
smaApiV20ReportingMailIncomingNetworkDomainDetailBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/bulk_mail

mail incoming network domain detail bulk mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_amp

mail incoming network domain detail detected amp (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_spam

mail incoming network domain detail detected spam (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/detected_virus

mail incoming network domain detail detected virus (
smaApiV20ReportingMailIncomingNetworkDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail

mail incoming network domain detail ( smaApiV20ReportingMailIncomingNetworkDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/marketing_mail

mail incoming network domain detail marketing mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/social_mail

mail incoming network domain detail social mail (
smaApiV20ReportingMailIncomingNetworkDomainDetailSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/threat_content_filter

mail incoming network domain detail threat content filter (
smaApiV20ReportingMailIncomingNetworkDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_accepted_connections

mail incoming network domain detail total accepted connections (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalAcceptedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_clean_recipients

mail incoming network domain detail total clean recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_graymail_recipients

mail incoming network domain detail total graymail recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_recipients

mail incoming network domain detail total recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_rejected_connections

mail incoming network domain detail total rejected connections (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalRejectedConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_threat_recipients

mail incoming network domain detail total threat recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_network_domain_detail/total_throttled_recipients

mail incoming network domain detail total throttled recipients (
smaApiV20ReportingMailIncomingNetworkDomainDetailTotalThrottledRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_dmarc

mail incoming traffic summary blocked dmarc (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedDmarcGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_invalid_recipient

mail incoming traffic summary blocked invalid recipient (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedInvalidRecipientGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/blocked_reputation

mail incoming traffic summary blocked reputation (
smaApiV20ReportingMailIncomingTrafficSummaryBlockedReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/bulk_mail

mail incoming traffic summary bulk mail (
smaApiV20ReportingMailIncomingTrafficSummaryBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_amp

mail incoming traffic summary detected amp (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_spam

mail incoming traffic summary detected spam (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/detected_virus

mail incoming traffic summary detected virus (
smaApiV20ReportingMailIncomingTrafficSummaryDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary

mail incoming traffic summary ( smaApiV20ReportingMailIncomingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/ims_spam_increment_over_case

mail incoming traffic summary ims spam increment over case (
smaApiV20ReportingMailIncomingTrafficSummaryImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/malicious_url

mail incoming traffic summary malicious url (
smaApiV20ReportingMailIncomingTrafficSummaryMaliciousUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/marketing_mail

mail incoming traffic summary marketing mail (
smaApiV20ReportingMailIncomingTrafficSummaryMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/social_mail

mail incoming traffic summary social mail (
smaApiV20ReportingMailIncomingTrafficSummarySocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/threat_content_filter

mail incoming traffic summary threat content filter (
smaApiV20ReportingMailIncomingTrafficSummaryThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_clean_recipients

mail incoming traffic summary total clean recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_graymail_recipients

mail incoming traffic summary total graymail recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalGraymailRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_recipients

mail incoming traffic summary total recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/total_threat_recipients

mail incoming traffic summary total threat recipients (
smaApiV20ReportingMailIncomingTrafficSummaryTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_fail

mail incoming traffic summary verif decrypt fail (
smaApiV20ReportingMailIncomingTrafficSummaryVerifDecryptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_traffic_summary/verif_decrypt_success

mail incoming traffic summary verif decrypt success (
smaApiV20ReportingMailIncomingTrafficSummaryVerifDecryptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details

mail incoming urlclick track details ( smaApiV20ReportingMailIncomingUrlclickTrackDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_urlclick_track_details/rewrite_reason

mail incoming urlclick track details rewrite reason (
smaApiV20ReportingMailIncomingUrlclickTrackDetailsRewriteReasonGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users

mail incoming web interaction track malicious users (
smaApiV20ReportingMailIncomingWebInteractionTrackMaliciousUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_malicious_users/users_count

mail incoming web interaction track malicious users users count (
smaApiV20ReportingMailIncomingWebInteractionTrackMaliciousUsersUsersCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/allowed

mail incoming web interaction track urls allowed (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsAllowedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/blocked

mail incoming web interaction track urls blocked (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsBlockedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls

mail incoming web interaction track urls (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/msg_count

mail incoming web interaction track urls msg count (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsMsgCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_incoming_web_interaction_track_urls/unknown

mail incoming web interaction track urls unknown (
smaApiV20ReportingMailIncomingWebInteractionTrackUrlsUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/action

mailbox auto remediation action ( smaApiV20ReportingMailMailboxAutoRemediationActionGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/completed_timestamp

mailbox auto remediation completed timestamp (
smaApiV20ReportingMailMailboxAutoRemediationCompletedTimestampGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/filenames

mailbox auto remediation filenames (
smaApiV20ReportingMailMailboxAutoRemediationFilenamesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation

mailbox auto remediation ( smaApiV20ReportingMailMailboxAutoRemediationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_failure

mailbox auto remediation rcpts failure (
smaApiV20ReportingMailMailboxAutoRemediationRcptsFailureGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mailbox_auto_remediation/rcpts_success

mailbox auto remediation rcpts success (
smaApiV20ReportingMailMailboxAutoRemediationRcptsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary

summary of the mailbox auto remediated messages ( smaApiV20ReportingMailMarSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_deleted

summary of the mailbox auto remediated messages deleted (
smaApiV20ReportingMailMarSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_failed

summary of the mailbox auto remediated messages forwarded (
smaApiV20ReportingMailMarSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded_deleted

summary of the mailbox auto remediated messages forwarded deleted (
smaApiV20ReportingMailMarSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_forwarded

summary of the mailbox auto remediated messages forwarded (
smaApiV20ReportingMailMarSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mar_summary/msgs_total

summary of the mailbox auto remediated messages total (
smaApiV20ReportingMailMarSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type

mail md attachment incoming file type (
smaApiV20ReportingMailMdAttachmentIncomingFileTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_incoming_file_type/total_recipients

mail md attachment incoming file type total recipients (
smaApiV20ReportingMailMdAttachmentIncomingFileTypeTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type

mail md attachment outgoing file type (
smaApiV20ReportingMailMdAttachmentOutgoingFileTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_md_attachment_outgoing_file_type/total_recipients

mail md attachment outgoing file type total recipients (
smaApiV20ReportingMailMdAttachmentOutgoingFileTypeTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary

details of mailbox on demand remediated messages ( smaApiV20ReportingMailMorBatchSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_deleted

details of mailbox on demand remediated messages deleted (
smaApiV20ReportingMailMorBatchSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_failed

details of mailbox on demand remediated messages failed (
smaApiV20ReportingMailMorBatchSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded_deleted

details of mailbox on demand remediated messages forwarded deleted (
smaApiV20ReportingMailMorBatchSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_forwarded

details of mailbox on demand remediated messages forwarded (
smaApiV20ReportingMailMorBatchSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_batch_summary/msgs_total

details of mailbox on demand remediated messages total (
smaApiV20ReportingMailMorBatchSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary

summary of the mailbox on demand remediated messages (
smaApiV20ReportingMailMorSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_deleted

summary of the mailbox on demand remediated messages deleted (
smaApiV20ReportingMailMorSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_failed

summary of the mailbox on demand remediated messages failed (
smaApiV20ReportingMailMorSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded_deleted

summary of the mailbox on demand remediated messages forwarded deleted (
smaApiV20ReportingMailMorSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded

summary of the mailbox on demand remediated messages forwarded (
smaApiV20ReportingMailMorSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_total

summary of the mailbox on demand remediated messages total (
smaApiV20ReportingMailMorSummaryMsgsTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_msg_filter_stats

mail msg filter stats ( smaApiV20ReportingMailMsgFilterStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_msg_filter_stats/num_matches

mail msg filter stats num matches ( smaApiV20ReportingMailMsgFilterStatsNumMatchesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/blacklist

mail outgoing amp summary blacklist ( smaApiV20ReportingMailOutgoingAmpSummaryBlacklistGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clamav_lowrisk

mail outgoing amp summary clamav lowrisk (
smaApiV20ReportingMailOutgoingAmpSummaryClamavLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/clean

mail outgoing amp summary clean ( smaApiV20ReportingMailOutgoingAmpSummaryCleanGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/custom_threshold

mail outgoing amp summary custom threshold (
smaApiV20ReportingMailOutgoingAmpSummaryCustomThresholdGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary

mail outgoing amp summary unscannable ( smaApiV20ReportingMailOutgoingAmpSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/lowrisk

mail outgoing amp summary lowrisk ( smaApiV20ReportingMailOutgoingAmpSummaryLowriskGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/malware

mail outgoing amp summary malware ( smaApiV20ReportingMailOutgoingAmpSummaryMalwareGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unknown

mail outgoing amp summary unknown ( smaApiV20ReportingMailOutgoingAmpSummaryUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_amp_summary/unscannable

mail outgoing amp summary unscannable (
smaApiV20ReportingMailOutgoingAmpSummaryUnscannableGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/amp_verdict_time

mail outgoing malware threat file detail by filename amp verdict time (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameAmpVerdictTimeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/console_url

mail outgoing malware threat file detail by filename console url (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameConsoleUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/detected_amp

mail outgoing malware threat file detail by filename (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename

mail outgoing malware threat file detail by filename detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/score

mail outgoing malware threat file detail by filename score (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameScoreGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_name

mail outgoing malware threat file detail by filename threat name (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameThreatNameGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/threat_type

mail outgoing malware threat file detail by filename threat type (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_by_filename/upload_flag

mail outgoing malware threat file detail by filename upload flag (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailByFilenameUploadFlagGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp_files

mail outgoing malware threat file detail summary detected amp files (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryDetectedAmpFilesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary/detected_amp

mail outgoing malware threat file detail summary detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_malware_threat_file_detail_summary

mail outgoing malware threat file detail summary detected amp (
smaApiV20ReportingMailOutgoingMalwareThreatFileDetailSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_amp

mail outgoing traffic summary detected amp (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_spam

mail outgoing traffic summary detected spam (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/detected_virus

mail outgoing traffic summary detected virus (
smaApiV20ReportingMailOutgoingTrafficSummaryDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary

mail outgoing traffic summary ( smaApiV20ReportingMailOutgoingTrafficSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/ims_spam_increment_over_case

mail outgoing traffic summary ims spam increment over case (
smaApiV20ReportingMailOutgoingTrafficSummaryImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/malicious_url

mail outgoing traffic summary malicious url (
smaApiV20ReportingMailOutgoingTrafficSummaryMaliciousUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/threat_content_filter

mail outgoing traffic summary threat content filter (
smaApiV20ReportingMailOutgoingTrafficSummaryThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_clean_recipients

mail outgoing traffic summary total clean recipients (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_dlp_incidents

mail outgoing traffic summary total dlp incidents (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_hard_bounces

mail outgoing traffic summary total hard bounces (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalHardBouncesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_delivered

mail outgoing traffic summary total recipients delivered (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsDeliveredGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients

mail outgoing traffic summary total recipients (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_traffic_summary/total_recipients_processed

mail outgoing traffic summary total recipients processed (
smaApiV20ReportingMailOutgoingTrafficSummaryTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details

mail outgoing urlclick track details ( smaApiV20ReportingMailOutgoingUrlclickTrackDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_urlclick_track_details/rewrite_reason

mail outgoing urlclick track details rewrite reason (
smaApiV20ReportingMailOutgoingUrlclickTrackDetailsRewriteReasonGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users

mail outgoing web interaction track malicious users (
smaApiV20ReportingMailOutgoingWebInteractionTrackMaliciousUsersGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_malicious_users/users_count

mail outgoing web interaction track malicious users users count (
smaApiV20ReportingMailOutgoingWebInteractionTrackMaliciousUsersUsersCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/allowed

mail outgoing web interaction track urls allowed (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsAllowedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/blocked

mail outgoing web interaction track urls blocked (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsBlockedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls

mail outgoing web interaction track urls (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/msg_count

mail outgoing web interaction track urls msg count (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsMsgCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_outgoing_web_interaction_track_urls/unknown

mail outgoing web interaction track urls unknown (
smaApiV20ReportingMailOutgoingWebInteractionTrackUrlsUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_safeprint_details

Safe Print original attachment details ( smaApiV20ReportingMailSafeprintDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary

mail security summary ( smaApiV20ReportingMailSecuritySummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_plain

mail security summary received conn plain (
smaApiV20ReportingMailSecuritySummaryReceivedConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_fail

mail security summary received conn tls fail (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_fail

mail security summary received conn tls opt fail (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_opt_success

mail security summary received conn tls opt success (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_tls_success

mail security summary received conn tls success (
smaApiV20ReportingMailSecuritySummaryReceivedConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_conn_total

mail security summary received conn total (
smaApiV20ReportingMailSecuritySummaryReceivedConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_encrypted_tls

mail security summary received encrypted tls (
smaApiV20ReportingMailSecuritySummaryReceivedEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_total

mail security summary received total ( smaApiV20ReportingMailSecuritySummaryReceivedTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/received_unencrypted

mail security summary received unencrypted (
smaApiV20ReportingMailSecuritySummaryReceivedUnencryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_fail

mail security summary sent conn dane fail (
smaApiV20ReportingMailSecuritySummarySentConnDaneFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_dane_success

mail security summary sent conn dane success (
smaApiV20ReportingMailSecuritySummarySentConnDaneSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_plain

mail security summary sent conn plain (
smaApiV20ReportingMailSecuritySummarySentConnPlainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_fail

mail security summary sent conn tls fail (
smaApiV20ReportingMailSecuritySummarySentConnTlsFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_fail

mail security summary sent conn tls opt fail (
smaApiV20ReportingMailSecuritySummarySentConnTlsOptFailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_opt_success

mail security summary sent conn tls opt success (
smaApiV20ReportingMailSecuritySummarySentConnTlsOptSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_tls_success

mail security summary sent conn tls success (
smaApiV20ReportingMailSecuritySummarySentConnTlsSuccessGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_conn_total

mail security summary sent conn total (
smaApiV20ReportingMailSecuritySummarySentConnTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_encrypted_tls

mail security summary sent encrypted tls (
smaApiV20ReportingMailSecuritySummarySentEncryptedTlsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_total

mail security summary sent total ( smaApiV20ReportingMailSecuritySummarySentTotalGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_security_summary/sent_unencrypted

mail security summary sent unencrypted (
smaApiV20ReportingMailSecuritySummarySentUnencryptedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_amp

mail sender domain detail detected amp (
smaApiV20ReportingMailSenderDomainDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_spam

mail sender domain detail detected spam (
smaApiV20ReportingMailSenderDomainDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/detected_virus

mail sender domain detail detected virus (
smaApiV20ReportingMailSenderDomainDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail

mail sender domain detail ( smaApiV20ReportingMailSenderDomainDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/threat_content_filter

mail sender domain detail threat content filter (
smaApiV20ReportingMailSenderDomainDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_clean_recipients

mail sender domain detail total clean recipients (
smaApiV20ReportingMailSenderDomainDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_dlp_incidents

mail sender domain detail total dlp incidents (
smaApiV20ReportingMailSenderDomainDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_recipients_processed

mail sender domain detail total recipients processed (
smaApiV20ReportingMailSenderDomainDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_detail/total_threat_recipients

mail sender domain detail total threat recipients (
smaApiV20ReportingMailSenderDomainDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/awful

mail sender domain reputation awful ( smaApiV20ReportingMailSenderDomainReputationAwfulGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation

mail sender domain reputation ( smaApiV20ReportingMailSenderDomainReputationGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/good

mail sender domain reputation good ( smaApiV20ReportingMailSenderDomainReputationGoodGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/neutral

mail sender domain reputation neutral (
smaApiV20ReportingMailSenderDomainReputationNeutralGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/not_scanned

mail sender domain reputation not scanned (
smaApiV20ReportingMailSenderDomainReputationNotScannedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/poor

mail sender domain reputation poor ( smaApiV20ReportingMailSenderDomainReputationPoorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/tainted

mail sender domain reputation tainted (
smaApiV20ReportingMailSenderDomainReputationTaintedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unknown

mail sender domain reputation unknown (
smaApiV20ReportingMailSenderDomainReputationUnknownGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/unscannable

mail sender domain reputation unscannable (
smaApiV20ReportingMailSenderDomainReputationUnscannableGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_reputation/weak

mail sender domain reputation weak ( smaApiV20ReportingMailSenderDomainReputationWeakGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories

mail sender domain threat categories ( smaApiV20ReportingMailSenderDomainThreatCategoriesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_domain_threat_categories/total_threat_messages

mail sender domain threat categories total threat messages (
smaApiV20ReportingMailSenderDomainThreatCategoriesTotalThreatMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_detail

mail sender group detail ( smaApiV20ReportingMailSenderGroupDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_detail/total_connections

mail sender group detail total connections (
smaApiV20ReportingMailSenderGroupDetailTotalConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_accept

mail sender group summary connections accept (
smaApiV20ReportingMailSenderGroupSummaryConnectionsAcceptGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_reject

mail sender group summary connections reject (
smaApiV20ReportingMailSenderGroupSummaryConnectionsRejectGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_relay

mail sender group summary connections relay (
smaApiV20ReportingMailSenderGroupSummaryConnectionsRelayGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary/connections_tcp_refuse

mail sender group summary connections tcp refuse (
smaApiV20ReportingMailSenderGroupSummaryConnectionsTcpRefuseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_group_summary

mail sender group summary ( smaApiV20ReportingMailSenderGroupSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_amp

mail sender ip hostname detail detected amp (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_spam

mail sender ip hostname detail detected spam (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/detected_virus

mail sender ip hostname detail detected virus (
smaApiV20ReportingMailSenderIpHostnameDetailDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail

mail sender ip hostname detail ( smaApiV20ReportingMailSenderIpHostnameDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/threat_content_filter

mail sender ip hostname detail threat content filter (
smaApiV20ReportingMailSenderIpHostnameDetailThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_clean_recipients

mail sender ip hostname detail total clean recipients (
smaApiV20ReportingMailSenderIpHostnameDetailTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_dlp_incidents

mail sender ip hostname detail total dlp incidents (
smaApiV20ReportingMailSenderIpHostnameDetailTotalDlpIncidentsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_recipients_processed

mail sender ip hostname detail total recipients processed (
smaApiV20ReportingMailSenderIpHostnameDetailTotalRecipientsProcessedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_sender_ip_hostname_detail/total_threat_recipients

mail sender ip hostname detail total threat recipients (
smaApiV20ReportingMailSenderIpHostnameDetailTotalThreatRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_subject_stats

mail subject stats ( smaApiV20ReportingMailSubjectStatsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_subject_stats/num_msgs

mail subject stats num msgs ( smaApiV20ReportingMailSubjectStatsNumMsgsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/bytes_in

mail system capacity bytes in ( smaApiV20ReportingMailSystemCapacityBytesInGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/bytes_out

mail system capacity bytes out ( smaApiV20ReportingMailSystemCapacityBytesOutGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity

mail system capacity ( smaApiV20ReportingMailSystemCapacityGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/incoming_connections

mail system capacity incoming connections (
smaApiV20ReportingMailSystemCapacityIncomingConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/incoming_messages

mail system capacity incoming messages (
smaApiV20ReportingMailSystemCapacityIncomingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_connections

mail system capacity outgoing connections (
smaApiV20ReportingMailSystemCapacityOutgoingConnectionsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/outgoing_messages

mail system capacity outgoing messages (
smaApiV20ReportingMailSystemCapacityOutgoingMessagesGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/res_con_start_count

mail system capacity res con start count (
smaApiV20ReportingMailSystemCapacityResConStartCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_system_capacity/workqueue_messages_max

mail system capacity workqueue messages max (
smaApiV20ReportingMailSystemCapacityWorkqueueMessagesMaxGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/domain

mail threatfeeds indicator summary domain (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryDomainGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/file_hash

mail threatfeeds indicator summary file hash (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryFileHashGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary

mail threatfeeds indicator summary ( smaApiV20ReportingMailThreatfeedsIndicatorSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_summary/url

mail threatfeeds indicator summary url (
smaApiV20ReportingMailThreatfeedsIndicatorSummaryUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail

mail threatfeeds indicator value detail (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_consumed

mail threatfeeds indicator value detail ioc consumed (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailIocConsumedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_indicator_value_detail/ioc_type

mail threatfeeds indicator value detail ioc type (
smaApiV20ReportingMailThreatfeedsIndicatorValueDetailIocTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/domain_indicator

mail threatfeeds source detail domain indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailDomainIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/file_hash_indicator

mail threatfeeds source detail file hash indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailFileHashIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail

mail threatfeeds source detail ( smaApiV20ReportingMailThreatfeedsSourceDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/ip_indicator

mail threatfeeds source detail ip indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailIpIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/total_messages_matched

mail threatfeeds source detail total messages matched (
smaApiV20ReportingMailThreatfeedsSourceDetailTotalMessagesMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_threatfeeds_source_detail/url_indicator

mail threatfeeds source detail url indicator (
smaApiV20ReportingMailThreatfeedsSourceDetailUrlIndicatorGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary

mail url category summary ( smaApiV20ReportingMailUrlCategorySummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary/incoming_count

mail url category summary incoming count (
smaApiV20ReportingMailUrlCategorySummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_category_summary/outgoing_count

mail url category summary outgoing count (
smaApiV20ReportingMailUrlCategorySummaryOutgoingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary

mail url domain summary ( smaApiV20ReportingMailUrlDomainSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary/incoming_count

mail url domain summary incoming count (
smaApiV20ReportingMailUrlDomainSummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_domain_summary/outgoing_count

mail url domain summary outgoing count (
smaApiV20ReportingMailUrlDomainSummaryOutgoingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary

mail url reputation summary ( smaApiV20ReportingMailUrlReputationSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary/incoming_count

mail url reputation summary incoming count (
smaApiV20ReportingMailUrlReputationSummaryIncomingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_url_reputation_summary/outgoing_count

mail url reputation summary outgoing count (
smaApiV20ReportingMailUrlReputationSummaryOutgoingCountGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_incoming

mail users content filter incoming ( smaApiV20ReportingMailUsersContentFilterIncomingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_incoming/recipients_matched

mail users content filter incoming recipients matched (
smaApiV20ReportingMailUsersContentFilterIncomingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing

mail users content filter outgoing ( smaApiV20ReportingMailUsersContentFilterOutgoingGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_content_filter_outgoing/recipients_matched

mail users content filter outgoing recipients matched (
smaApiV20ReportingMailUsersContentFilterOutgoingRecipientsMatchedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail

mail users detail ( smaApiV20ReportingMailUsersDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_bulk_mail

mail users detail incoming bulk mail ( smaApiV20ReportingMailUsersDetailIncomingBulkMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_amp

mail users detail incoming detected amp (
smaApiV20ReportingMailUsersDetailIncomingDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_content_filter

mail users detail incoming detected content filter (
smaApiV20ReportingMailUsersDetailIncomingDetectedContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_ims_spam_increment_over_case

mail users detail incoming detected ims spam increment over case (
smaApiV20ReportingMailUsersDetailIncomingDetectedImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_spam

mail users detail incoming detected spam (
smaApiV20ReportingMailUsersDetailIncomingDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_detected_virus

mail users detail incoming detected virus (
smaApiV20ReportingMailUsersDetailIncomingDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_graymail

mail users detail incoming graymail ( smaApiV20ReportingMailUsersDetailIncomingGraymailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_marketing_mail

mail users detail incoming marketing mail (
smaApiV20ReportingMailUsersDetailIncomingMarketingMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_social_mail

mail users detail incoming social mail ( smaApiV20ReportingMailUsersDetailIncomingSocialMailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_threat_content_filter

mail users detail incoming threat content filter (
smaApiV20ReportingMailUsersDetailIncomingThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_clean_recipients

mail users detail incoming total clean recipients (
smaApiV20ReportingMailUsersDetailIncomingTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/incoming_total_recipients

mail users detail incoming total recipients (
smaApiV20ReportingMailUsersDetailIncomingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_amp

mail users detail outgoing detected amp (
smaApiV20ReportingMailUsersDetailOutgoingDetectedAmpGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_content_filter

mail users detail outgoing detected content filter (
smaApiV20ReportingMailUsersDetailOutgoingDetectedContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_ims_spam_increment_over_case

mail users detail outgoing detected ims spam increment over case (
smaApiV20ReportingMailUsersDetailOutgoingDetectedImsSpamIncrementOverCaseGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_spam

mail users detail outgoing detected spam (
smaApiV20ReportingMailUsersDetailOutgoingDetectedSpamGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_detected_virus

mail users detail outgoing detected virus (
smaApiV20ReportingMailUsersDetailOutgoingDetectedVirusGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_threat_content_filter

mail users detail outgoing threat content filter (
smaApiV20ReportingMailUsersDetailOutgoingThreatContentFilterGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_clean_recipients

mail users detail outgoing total clean recipients (
smaApiV20ReportingMailUsersDetailOutgoingTotalCleanRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_users_detail/outgoing_total_recipients

mail users detail outgoing total recipients (
smaApiV20ReportingMailUsersDetailOutgoingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail

mail virus type detail ( smaApiV20ReportingMailVirusTypeDetailGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/incoming_total_recipients

mail virus type detail incoming total recipients (
smaApiV20ReportingMailVirusTypeDetailIncomingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/outgoing_total_recipients

mail virus type detail outgoing total recipients (
smaApiV20ReportingMailVirusTypeDetailOutgoingTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_virus_type_detail/total_recipients

mail virus type detail total recipients ( smaApiV20ReportingMailVirusTypeDetailTotalRecipientsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_specific_threat_summary

mail vof specific threat summary ( smaApiV20ReportingMailVofSpecificThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_details

mail vof threat details ( smaApiV20ReportingMailVofThreatDetailsGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_details/threat_detected

mail vof threat details threat detected (
smaApiV20ReportingMailVofThreatDetailsThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_summary

mail vof threat summary ( smaApiV20ReportingMailVofThreatSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threat_summary/threat_detected

mail vof threat summary threat detected (
smaApiV20ReportingMailVofThreatSummaryThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_level

mail vof threats by level ( smaApiV20ReportingMailVofThreatsByLevelGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_level/threat_detected

mail vof threats by level threat detected (
smaApiV20ReportingMailVofThreatsByLevelThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type

mail vof threats by threat type ( smaApiV20ReportingMailVofThreatsByThreatTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_threat_type/threat_detected

mail vof threats by threat type threat detected (
smaApiV20ReportingMailVofThreatsByThreatTypeThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold

mail vof threats by time threshold ( smaApiV20ReportingMailVofThreatsByTimeThresholdGet)
Query parameters

startDate (optional)



Up
get

/sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/local_store_quarantine_message_exit

mail vof threats by time threshold local store quarantine message exit (
smaApiV20ReportingMailVofThreatsByTimeThresholdLocalStoreQuarantineMessageExitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_time_threshold/quarantine_message_exit

mail vof threats by time threshold quarantine message exit (
smaApiV20ReportingMailVofThreatsByTimeThresholdQuarantineMessageExitGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_type

mail vof threats by type ( smaApiV20ReportingMailVofThreatsByTypeGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_by_type/threat_detected

mail vof threats by type threat detected (
smaApiV20ReportingMailVofThreatsByTypeThreatDetectedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url

mail vof threats rewritten url ( smaApiV20ReportingMailVofThreatsRewrittenUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_vof_threats_rewritten_url/rewritten_url

mail vof threats rewritten url rewritten url (
smaApiV20ReportingMailVofThreatsRewrittenUrlRewrittenUrlGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/reporting_system

reporting system ( smaApiV20ReportingReportingSystemGet)
Query parameters

startDate (optional)



MorSummaryReport
 
Up
get /sma/api/v2.0/reporting/mail_mor_summary

summary of the mailbox on demand remediated messages (
smaApiV20ReportingMailMorSummaryGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_deleted

summary of the mailbox on demand remediated messages deleted (
smaApiV20ReportingMailMorSummaryMsgsDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_failed

summary of the mailbox on demand remediated messages failed (
smaApiV20ReportingMailMorSummaryMsgsFailedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded_deleted

summary of the mailbox on demand remediated messages forwarded deleted (
smaApiV20ReportingMailMorSummaryMsgsForwardedDeletedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_forwarded

summary of the mailbox on demand remediated messages forwarded (
smaApiV20ReportingMailMorSummaryMsgsForwardedGet)
Query parameters

startDate (optional)



Up
get /sma/api/v2.0/reporting/mail_mor_summary/msgs_total

summary of the mailbox on demand remediated messages total (
smaApiV20ReportingMailMorSummaryMsgsTotalGet)
Query parameters

startDate (optional)



PeriodicReports
 
Up
delete /sma/api/v2.0/config/periodic_reports

Delete periodic report ( smaApiV20ConfigPeriodicReportsDelete)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/config/periodic_reports

Retrieve periodic reports summary ( smaApiV20ConfigPeriodicReportsGet)
Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/periodic_reports

Add periodic report ( smaApiV20ConfigPeriodicReportsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body periodic_report_post_request-body (required)



Post
 
Up
post /sma/api/v2.0/config/archived_reports

Add archived report ( smaApiV20ConfigArchivedReportsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body archived_report_post_request-body (required)



Up
post /sma/api/v2.0/config/centralizedServices/centralizedReporting/allGroups

Add/Edit/Remove reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingAllGroupsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Add reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
post /sma/api/v2.0/config/local_quarantines

add pvo quarantine ( smaApiV20ConfigLocalQuarantinesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_4 (required)



Up
post /sma/api/v2.0/config/periodic_reports

Add periodic report ( smaApiV20ConfigPeriodicReportsPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body periodic_report_post_request-body (required)



Up
post /sma/api/v2.0/quarantine/blocklist

Add, edit and append Blocklist entries ( smaApiV20QuarantineBlocklistPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_blocklist_post_request-body (required)



Up
post /sma/api/v2.0/quarantine/messages

Release messages that match various attribute ( smaApiV20QuarantineMessagesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_1 (required)



Up
post /sma/api/v2.0/quarantine/rules

Release messages from the rule summary that match multiple attributes (
smaApiV20QuarantineRulesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_pvo_rules_release_request-body (required)



Up
post /sma/api/v2.0/quarantine/safelist

Add, edit and append Safelist entries ( smaApiV20QuarantineSafelistPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_safelist_post_request-body (required)



Put
 
Up
put /sma/api/v2.0/config/centralizedServices/centralizedReporting/reportingGroups

Edit reporting groups (
smaApiV20ConfigCentralizedServicesCentralizedReportingReportingGroupsPut)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
put /sma/api/v2.0/config/centralizedServices/serviceStatus

edit centralized services status ( smaApiV20ConfigCentralizedServicesServiceStatusPut)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



Up
put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

edit pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNamePut)
Path parameters

quarantine_name (required)



PvoQuarantine
 
Up
post /sma/api/v2.0/config/local_quarantines

add pvo quarantine ( smaApiV20ConfigLocalQuarantinesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_4 (required)



Up
delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

delete pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNameDelete)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get pvo quarantine details ( smaApiV20ConfigLocalQuarantinesQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

edit pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNamePut)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get quarantine users ( smaApiV20ConfigQuarantineFiltersQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_users

get quarantine users ( smaApiV20ConfigQuarantineUsersGet)
Query parameters

device_type (optional)



Up
get /sma/api/v2.0/quarantine/messages/attachment

Download an attachment accompanying a message in a quarantine (
smaApiV20QuarantineMessagesAttachmentGet)
Query parameters

mid (optional)



Up
delete /sma/api/v2.0/quarantine/messages

Delete messages that match various attribute ( smaApiV20QuarantineMessagesDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_2 (required)



Up
get /sma/api/v2.0/quarantine/messages

Search for messages in the spam quarantine that match multiple attributes (
smaApiV20QuarantineMessagesGet)
Query parameters

startDate (optional)



Up
post /sma/api/v2.0/quarantine/messages

Release messages that match various attribute ( smaApiV20QuarantineMessagesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_1 (required)



Up
delete /sma/api/v2.0/quarantine/rules

Delete messages from the rule summary that match multiple attributes (
smaApiV20QuarantineRulesDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_pvo_rules_delete_request-body (required)



Up
get /sma/api/v2.0/quarantine/rules

Retrieve the rule summary ( smaApiV20QuarantineRulesGet)
Query parameters

quarantineType (optional)



Up
post /sma/api/v2.0/quarantine/rules

Release messages from the rule summary that match multiple attributes (
smaApiV20QuarantineRulesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_pvo_rules_release_request-body (required)



Up
get /sma/api/v2.0/quarantine/rules_search

Search for messages in quarantine that match a specific rule ID (
smaApiV20QuarantineRulesSearchGet)
Query parameters

quarantineType (optional)



Quarantine
 
Up
post /sma/api/v2.0/config/local_quarantines

add pvo quarantine ( smaApiV20ConfigLocalQuarantinesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_4 (required)



Up
delete /sma/api/v2.0/config/local_quarantines/{quarantine_name}

delete pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNameDelete)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/local_quarantines/{quarantine_name}

get pvo quarantine details ( smaApiV20ConfigLocalQuarantinesQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
put /sma/api/v2.0/config/local_quarantines/{quarantine_name}

edit pvo quarantine ( smaApiV20ConfigLocalQuarantinesQuarantineNamePut)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_filters/{quarantine_name}

get quarantine users ( smaApiV20ConfigQuarantineFiltersQuarantineNameGet)
Path parameters

quarantine_name (required)



Up
get /sma/api/v2.0/config/quarantine_users

get quarantine users ( smaApiV20ConfigQuarantineUsersGet)
Query parameters

device_type (optional)



ReportingSystem
 
Up
get /sma/api/v2.0/reporting/reporting_system

reporting system ( smaApiV20ReportingReportingSystemGet)
Query parameters

startDate (optional)



SafePrintReport
 
Up
get /sma/api/v2.0/reporting/mail_safeprint_details

Safe Print original attachment details ( smaApiV20ReportingMailSafeprintDetailsGet)
Query parameters

startDate (optional)



Safelist
 
Up
delete /sma/api/v2.0/quarantine/safelist

Delete safelist entries ( smaApiV20QuarantineSafelistDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_3 (required)



Up
get /sma/api/v2.0/quarantine/safelist

Retrieve Safelist entries ( smaApiV20QuarantineSafelistGet)
Query parameters

action (optional)



Up
post /sma/api/v2.0/quarantine/safelist

Add, edit and append Safelist entries ( smaApiV20QuarantineSafelistPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_safelist_post_request-body (required)



ServiceStatus
 
Up
get /sma/api/v2.0/config/centralizedServices/serviceStatus

get centralized services status ( smaApiV20ConfigCentralizedServicesServiceStatusGet)
Query parameters

device_type (optional)



Up
put /sma/api/v2.0/config/centralizedServices/serviceStatus

edit centralized services status ( smaApiV20ConfigCentralizedServicesServiceStatusPut)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Query parameters

device_type (optional)



SpamQuarantine
 
Up
delete /sma/api/v2.0/quarantine/blocklist

Delete blocklist entries ( smaApiV20QuarantineBlocklistDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body (required)



Up
get /sma/api/v2.0/quarantine/blocklist

Retrieve Blocklist entries ( smaApiV20QuarantineBlocklistGet)
Query parameters

action (optional)



Up
post /sma/api/v2.0/quarantine/blocklist

Add, edit and append Blocklist entries ( smaApiV20QuarantineBlocklistPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_blocklist_post_request-body (required)



Up
delete /sma/api/v2.0/quarantine/messages

Delete messages that match various attribute ( smaApiV20QuarantineMessagesDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_2 (required)



Up
get /sma/api/v2.0/quarantine/messages/details

Retrieve details of a message that match multiple attributes (
smaApiV20QuarantineMessagesDetailsGet)
Query parameters

mid (optional)



Up
get /sma/api/v2.0/quarantine/messages

Search for messages in the spam quarantine that match multiple attributes (
smaApiV20QuarantineMessagesGet)
Query parameters

startDate (optional)



Up
post /sma/api/v2.0/quarantine/messages

Release messages that match various attribute ( smaApiV20QuarantineMessagesPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_1 (required)



Up
delete /sma/api/v2.0/quarantine/safelist

Delete safelist entries ( smaApiV20QuarantineSafelistDelete)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body body_3 (required)



Up
get /sma/api/v2.0/quarantine/safelist

Retrieve Safelist entries ( smaApiV20QuarantineSafelistGet)
Query parameters

action (optional)



Up
post /sma/api/v2.0/quarantine/safelist

Add, edit and append Safelist entries ( smaApiV20QuarantineSafelistPost)
Consumes
This API call consumes the following media types via the Content-Type request header:

application/json●

Request body

body quarantine_safelist_post_request-body (required)



SystemStatus
 
Up
get /sma/api/v2.0/config/centralizedServices/systemStatus

get centralized system status ( smaApiV20ConfigCentralizedServicesSystemStatusGet)
Query parameters

device_type (optional)
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