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With Cisco Security Cloud Sign On, you can easily access many Cisco Security products with one set of
credentials from any device. Once you sign in with your username and password, all your Cisco Security
products are displayed as apps in your customizable dashboard.

* Click an app and you're automatically signed-in, for seamless workflows across your Cisco Security
products. You no longer have to remember and juggle multiple passwords.

* Integration with Duo's Multi-Factor Authentication (MFA) means adaptive, layered, and simplified
authentication. One push notification, one tap, instant access.

* Optionally, use Security Provisioning and Administration to integrate your own identity provider (IdP)
with Security Cloud Sign On.

products

This guide lists Cisco security products that support Security Cloud Sign On. Some products support Security
Cloud Sign On by default and require no configuration changes. Other Cisco security products require you
to opt-in to Security Cloud Sign On or migrate your users.

For each product listed below it's indicated if Security Cloud Sign On is enabled by default or requires you
to opt-in or migrate your users. For products that require opt-in or user migration, links are provided to the
relevant documentation.

Product Opt-in Documentation
required?

Cisco Cloudlock Yes Opt-in guide

Cisco Defense Orchestrator Yes Opt-in guide

Cisco Meraki Yes Opt-in guide
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https://www.cisco.com/c/en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/integrating-identity-providers.html
https://docs.umbrella.com/cloudlock-documentation/docs/authentication-and-api
https://umbrella.cisco.com/products/cloud-access-security-broker-casb
https://docs.defenseorchestrator.com/#!c-migrating-to-cisco-secure-sign-on-identity-provider.html
https://www.cisco.com/c/en/us/products/security/defense-orchestrator/index.html
https://documentation.meraki.com/zGeneral_Administration/Managing_Dashboard_Access/Cisco_SecureX_Sign-On_Integration
https://meraki.cisco.com/
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Product Opt-in Documentation
required?
Cisco Secure Access No Secure Access Single Sign-On
Authentication
Cisco Secure Cloud Analytics (formerly Stealthwatch | Yes Migration guide
Cloud)
Cisco Secure Email Threat Defense (formerly Cloud | No N/A
Mailbox)
Cisco Secure Endpoint (formerly Advanced Malware | No N/A
Protection for Endpoints)
Cisco Secure Malware Analytics (formerly Threat |Yes Opt-in guide (requires sign in)
Grid)
Cisco Umbrella Yes Opt-in guide
Cisco XDR No N/A

Supported products in emerging technology and incubation

The following lists products in emerging technology and incubation that support Security Cloud Sign On.

Product Opt-in Documentation
required?

Cisco No N/A

Panoptica
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https://docs.sse.cisco.com/sse-user-guide/docs/secure-access-single-sign-on-authentication
https://docs.sse.cisco.com/sse-user-guide/docs/secure-access-single-sign-on-authentication
https://www.cisco.com/site/us/en/products/security/secure-access/index.html
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/cloud/portal/Migration_to_Secure_Sign_On_Guide_DV_2_1.pdf
https://www.cisco.com/c/en/us/products/security/stealthwatch-cloud/index.html
https://www.cisco.com/c/en/us/products/security/cloud-mailbox-defense/index.html
https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
https://panacea.threatgrid.com/mask/doc/mask/help-securex-sign-on
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://docs.umbrella.com/deployment-umbrella/docs/enable-cisco-secure-sign-on
https://www.cisco.com/c/en/us/products/security/umbrella/index.html
https://www.cisco.com/site/us/en/products/security/xdr/index.html
https://www.panoptica.app/
https://www.panoptica.app/
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