Verify the ACI Endpoint Update App

Verify the ACI endpoint update app is working properly by checking the network objects in the management

center.

* Verify the ACI Endpoint Update App in the Management Center, on page 1
* Verify the Endpoint Update App in the ASA, on page 3

Verify the ACI Endpoint Update App in the Management Center

When an APIC endpoint is pulled and pushed to the management center, it’s put into either a dynamic object

Step 1
Step 2

or a network object. The object is named

StePrefix_TenantName ApplicationProfileName ApplicationEPGName.

Following is an example APIC tenant on which the information in this section is based.
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Log in to the management center.

Click one of the following:
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* Network object: Click Objects > Object Management > Network.

* Dynamic object: Click Objects > Object Management > External Attributes> Dynamic Objects.
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Verify the ACI Endpoint Update App |
. Verify the ACI Endpoint Update App in the Management Center

AAA Server Network prrrT— o] & Filter

Access List Show Unused Objects
A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, intrusion rules, identity rules, network discovery rules,

Address Pools
event searches, reports, and so on.

Application Filters

AS Path Name Domain Value Type Override
Cipher Suite List

any Global o0 Group aum
Community List
Distinguished Name any-ipva Global 0.0.00/0 Network Qs h
DN SSentenGrolp any-ipv6. Global 40 Host Qus
External Attributes
EbEs AP143_DOCUMENTATIONTEST_APPPROFILE1_ESG-DOCUMENTATIONTESTES Global 127.00.1 Group L)

ile List

FlexConfig AP143_DOCUMENTATIONTEST_APPPROFILE1_PROFILE1EPG1 Global 127.00.1 Group e R
Geolocation

AP143_DOCUMENTATIONTEST_APPPROFILE1_USEGTEST Global 127.00.1 Group )

What to do next

For troubleshooting purposes, you can track endpoints in the APIC's EP Tracker and Object Store Browser:

e AP QGO O
cisco . 5

L4-L7 Services Admin Operations

Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualzation

EP Tracker o

End Paint Search
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Leamed At Tenant Application EPG P
m app-prof web 70.0.0.100
State Transitions
« Date P MAC EPG VRF Action Node nterface Encap
Page ofro Dbjscts Per Page: | 15 | MNa Objects Found
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Additional notes:

Object Store

Property

ound Show URL and response of last query @

unif/tn-T1 fap

app-prol/epg-app

vian-3002

learned
local
BC:16:65:B4:7A76

not-applicable

Verify the Endpoint Update App in the ASA .

Operation Value

Empty Properties m Hide )

cep-BC:16:65:B4:7A: 76 A

* During the push process, the REST operation (POST, PUT, or DELETE) is determined based on the
comparison of what data is on the APIC and what is on the management center.

* For diff calculation, each tenant updates only the data of its own tenant.

» When all endpoints are deleted from an APIC endpoint group (EPG), the corresponding object group on
the management center gets deleted too. But if the object group is referenced or used in any access rule
on the management center, because there is a dependency, the object group cannot get deleted. In this
case, we keep the group name and put the localhost IP address, 127.0.0.1, inside the group instead.

Verify the Endpoint Update App in the ASA

When an APIC endpoint is pushed to the ASA, it’s put into a network object group named
StePrefix# TenantName#ApplicationProfileName#ApplicationEPGName.

Step 1 Start ASDM.
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. Verify the Endpoint Update App in the ASA

Step 2 Log in to the ASA.

Step 3 Click Configuration > Firewall.

Step 4 In the right pane, expand Network Objects.

Step 5 Network objects created by the Endpoint Update App are displayed under Network Object Groups, similar to the

following.
o0 e Cisco ASDM 7.16(1) for ASA - 172.29.187.35
@} Home {5 Configuration| 7] Monitoring | [ Save @ Refresh | () Back () 2 Help | Type topic s
+ Device List oouiuaiio, O Configuration > Firewall > Access Rules - Addresses g
000 Device List - oo Addresses
o [ e - .
% Add [ Delete & Connect * Add - B die I 4+ IW® - QFind & Diagram @ Expont - % Add - B Edit @ Y Q Not Used
* Enabled Source Criteria:
Find: Source User Security Group Source Service Filter:
= 10.89.5.26 —* management (0 implicit incoming rules) R 5
= 10.89.5.. v B Global (1 implicit rule) ¥ Network Objects
¥]172.29.187.35:15219 1 @ any @ any
@ any4
200 Firewall @ any6
4 management-network /27
(3 NAT Rules =1, 81.30.30.81
Q Senvice Policy Rules =, 81.40.40.81
B AAA Rules Ne k Object Groups.

£ Filter Rules

ITEL#TenantTest#AP_Test#APP
ITEL#TenantTest#AP_TestAWEB
ITE1#TenantTest#coke_prof#EPG_COKE_EXT
ITEL#TenantTesticoke_prof#EPC_COKEINT
ITEL#TenantTest#testspan#targetEPG
ITE2_TENANTFAYAZ_APTENANTFAYAZ_APP
ITE2_TENANTFAYAZ_APTENANTFAYAZ_WEB

B4 Ethertype Rules

(E Public Servers

B URL Filtering Servers
& Threat Detection
& Identity Options
84 \dentity by TrustSec
B4 VM Autribute Agent

» & Botnet Traffic Filter

» [ objects

» fly Unified Communications

» 3 Advanced

o, Device Setup

7 Firewall

€47 Remote Access VPN

{59 site-to-site veN

[, Device Management
2 Advanced... Reset Apply

Device configuration refreshed successfully. admin 2
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