Firepower Threat Defense Deployment with FMC

Note

\}

Firepower version 7.0 isthe final supported version for the ASA 5508-X and 5516-X.

Is This Chapter for You?

This chapter explains how to complete the initial configuration of your Firepower Threat Defense (FTD) and
how to register the device to a Firepower Management Center (FMC). In atypical deployment on alarge
network, you install multiple managed devices on network segments. Each device controls, inspects, monitors,
and analyzes traffic, and then reports to a managing FMC. The FMC provides a centralized management
console with aweb interface that you can use to perform administrative, management, analysis, and reporting
tasks in service to securing your local network.

For networks that include only asingle device or just afew, where you do not need to use a high-powered
multiple-device manager like the FM C, you can use the integrated Firepower Device Manager (FDM). Use
the FDM web-based device setup wizard to configure the basi ¢ features of the software that are most commonly
used for small network deployments.

Note

The Cisco ASA 5508-X and 5516-X can run either FTD software or ASA software. Switching between FTD
and ASA requires you to reimage the device. See Reimage the Cisco ASA or Firepower Threat Defense
Device.

Note

Privacy Collection Statement—The ASA 5508-X and 5516-X do not require or actively collect
personally-identifiable information. However, you can use personally-identifiable information in the
configuration, for example for usernames. In this case, an administrator might be able to see thisinformation
when working with the configuration or when using SNMP.,

« Before You Start, on page 2

* End-to-End Procedure, on page 2

 Review the Network Deployment, on page 3

« Cable the Device, on page 8

 Power on the Device, on page 12

» Complete the FTD Initial Configuration Using the CLI, on page 13
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* Log Into the Firepower Management Center, on page 18
* Obtain Licenses for the FMC, on page 19

* Register the FTD with the FMC, on page 20

« Configure a Basic Security Policy, on page 23

* Access the Firepower Threat Defense CLI, on page 33

« Power Off the Device, on page 33

» What's Next?, on page 35

Before You Start

Deploy and perform initial configuration of the FMC. See the FMC getting started guide.

End-to-End Procedure

See the following tasks to deploy the FTD with FMC on your chassis.
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(1)  |Pre-Configuration Review the Network Deployment, on page 3.
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Review the Network Deployment .

( é \ Pre-Configuration Cable the Device, on page 8.
é \ Pre-Configuration Power on the Device, on page 12.
4 FTD CLI Completethe FTD Initial Configuration Using the CLI, on page 13.
( 5 \ Firepower Management | Log Into the Firepower Management Center, on page 18.
h e Center
:f-"'é"\..l Smart Software Manager | Obtain Licenses for the FMC, on page 19: Generate a license token for the FMC.
7 Firepower Management | Obtain Licenses for the FMC, on page 19: Register the FMC with the Smart Licensing server.
N Center
( 8 Firepower Management | Register the FTD with the FMC, on page 20.
/| Center
9 Firepower Management | Configure a Basic Security Policy, on page 23.
Center

Review the Network Deployment

You can manage the FTD using FMC from the Management 1/1 interface, or in 6.7 and later, adatainterface.
By default, the Management 1/1 interface is enabled and configured asa DHCP client. You can configure the
Management interface and an FMC access data interface during initial setup at the console port. You can
configure other data interfaces after you connect the FTD to the FMC.
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\)

Note FMC access from adatainterface has the following limitations:

* You can only enable FMC access on one physical, datainterface. You cannot use a subinterface or
EtherChannel.

« Thisinterface cannot be management-only.
* Routed firewall mode only, using a routed interface.
* High Availability is not supported. You must use the Management interface in this case.

 PPPOE is not supported. If your | SP requires PPPoE, you will have to put a router with PPPOE support
between the FTD and the WAN modem.

* The interface must be in the global VRF only.
* You cannot use separate management and event-only interfaces.

» SSH is not enabled by default for data interfaces, so you will have to enable SSH later using FMC.
Because the Management interface gateway will be changed to be the data interfaces, you also cannot
SSH to the Management interface from aremote network unlessyou add a static route for the Management
interface using the configure network static-routes command.

\}

Note In6.5and earlier, the Management interface is configured with an 1P address (192.168.45.45).

See the following sample network deployments for ideas on how to place your FTD device in your network.

Separate Management Network
Both the FMC and FTD require internet access from management for licensing and updates.

The following figure shows a possible network deployment for the ASA 5508-X or 5516-X where the FMC
and management computer connect to the management network. The management network has a path to the
internet for licensing and updates.
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Review the Network Deployment .

Figure 1: Separate Management Network
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6.7 and Later Remote Management Deployment

Note

For aremote branch setup, we recommend that you use the standal one document specific to that deployment.

Thefollowing figure shows the recommended network deployment for the ASA 5508-X or 5516-X using the
outside interface for management. This scenario isideal for managing branch offices from a central
headquarters. You can perform initial setup of the FTD at headquarters and then send a pre-configured device
to abranch location.

Either the FTD or FMC needs apublic IP address or hostname. If the FTD receives a public | P address using
DHCEP, then you can optionally configure Dynamic DNS (DDNS) for the outside interface. DDNS ensures
the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the FTD's | P address changes.
If the FTD receives a private IP address, then the FMC needs to have a public IP address or hostname.
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Figure 2: Remote Management Deployment
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6.7 and Later Inside Management Deployment

Thefollowing figure shows the recommended network deployment for the ASA 5508-X or 5516-X using the
inside interface for management.
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Figure 3: Inside Management Deployment
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6.6 and Earlier Edge Network Deployment

The FMC can only communicate with the FTD on the management interface in 6.6 and earlier. Moreover,
both the FMC and FTD require internet access from management for licensing and updates.

The following figure shows a possible network deployment for the ASA 5508-X or 5516-X where the ASA
acts asthe internet gateway for the FMC and FTD managamement.You can also use this scenario in 6.7 and
later for aHigh Availability deployment, for example.

Inthefollowing diagram, the ASA 5508-X or 5516-X actsastheinternet gateway for the management interface
and the FM C by connecting Management 1/1 to an inside interface through aLayer 2 switch, and by connecting
the FM C and management computer to the switch. (Thisdirect connection is allowed because the management
interface is separate from the other interfaces onthe FTD.)
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Figure 4: Edge Network Deployment
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Cable the Device

To cable one of the above scenarios on the ASA 5508-X or 5516-X, see the following steps.

N

Note Other topologies can be used, and your deployment will vary depending on your basic logical network
connectivity, ports, addressing, and configuration reguirements.

Procedure

Step 1 Cable for a separate management network.
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Step 2

Cable the Device .

Figure 5: Cabling a Separate Management Network
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Note For version 6.5 and earlier, the Management 1/1 default |P addressis 192.168.45.45.

a) Cablethefollowing to your management network:
» Management 1/1 interface
* Firepower Management Center
» Management computer

b) Connect the management computer to the console port. You need to use the console port to access the
CLI for initial setup if you do not use SSH to the Management interface.

¢) Connect theinside interface (for example, GigabitEthernet 1/2) to your inside router.
d) Connect the outside interface (for example, GigabitEthernet 1/1) to your outside router.
€) Connect other networks to the remaining interfaces.

(6.7 and later) Cable for aremote management deployment:

Firepower Threat Defense Deployment with FMC i



Firepower Threat Defense Deployment with FMC |
. Cable the Device

Figure 6: Cabling a Remote Management Deployment
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The FMC and your management computer reside at a remote headquarters, and can reach the FTD over the
internet.

a) Connect the management computer to the console port. You need to use the console port to access the
CLI for initial setup.

You can performinitial CLI setup at headquarters, and then send the FTD to the remote branch office.
At the branch office, the console connection is not required for everyday use; it may be required for
troubleshooting purposes.

b) Cableyour inside network (for example, GigabitEthernet 1/2).
¢) Connect the outside interface (for example, GigabitEthernet 1/1) to your outside router.
d) Connect other networks to the remaining interfaces.

Step 3 (6.7 and later) Cable for an inside management deployment:
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Step 4

Cable the Device .

Figure 7: Cabling an Inside Management Deployment
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The FMC and your management computer reside on the inside network with your other inside end points.

a) Connect the management computer to the console port. You need to use the console port to access the
CLI for initial setup.

b) Cablethefollowing to the inside network (for example, GigabitEthernet 1/2):

* Firepower Management Center

» Management computer

¢) Connect the outside interface (for example, GigabitEthernet 1/1) to your outside router.
d) Connect other networks to the remaining interfaces.

(6.6 and earlier) Cable for an edge deployment.
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Figure 8: Cabling an Edge Deployment
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Note For version 6.5 and earlier, the Management 1/1 default |P addressis 192.168.45.45.

a) Cablethefollowing to alLayer 2 Ethernet switch:
* Inside interface (for example, GigabitEthernet 1/2)

» Management 1/1 interface
* Firepower Management Center

* Management computer

b) Connect the management computer to the console port. You need to use the console port to access the
CLI for initial setup if you do not use SSH to the Management interface.

¢) Connect the outside interface (for example, GigabitEthernet 1/1) to your outside router.
d) Connect other networks to the remaining interfaces.

Power on the Device

System power is controlled by arocker power switch located on the rear of the device.

Before you begin

It's important that you provide reliable power for your device (for example, using an uninterruptable power
supply (UPS)). Loss of power without first shutting down can cause serious file system damage. There are
many processes running in the background all thetime, and losing power does not allow the graceful shutdown
of your system.
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Procedure

Step 1 Attach the power cord to the device, and connect it to an electrical outlet.

Step 2 Turn the power on using the standard rocker-type power on/off switch located on the rear of the chassis,
adjacent to the power cord.

Step 3 Check the Power LED on the front or rear of the device; if it is solid green, the deviceis powered on.

Figure 9: Rear Panel
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Step 4 Check the Status LED on the front or rear of the device; after it issolid green, the system has passed power-on
diagnostics.

Complete the FTD Initial Configuration Using the CLI

Connect to the FTD CLI to perform initial setup, including setting the Management | P address, gateway, and
other basic networking settings using the setup wizard. The dedicated Management interface is a special
interface with its own network settings. In 6.7 and later: If you do not want to use the Management interface
for FMC access, you can use the CL1 to configure a data interface instead. You will also configure FMC
communication settings.

Procedure

Step 1 Connect to the FTD CLI, either from the console port or using SSH to the Management interface, which
obtains an | P address from a DHCP server by default. If you intend to change the network settings, we
recommend using the console port so you do not get disconnected.

Step 2 Log in with the username admin and the password Admin123.
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Step 3

Note If the password was already changed, and you do not know it, you must reimage the device to reset
the password to the default. See the reimage guide for instructions.

Thefirst time you log in to FTD, you are prompted to accept the End User License Agreement (EULA) and
to change the admin password. You are then presented with the CL1 setup script.

Note You cannot repeat the CL1 setup wizard unless you clear the configuration; for example, by
reimaging. However, all of these settings can be changed later at the CLI using configure networ k
commands. See the FTD command reference.

Defaults or previously entered values appear in brackets. To accept previously entered values, press Enter.

Note In 6.7 and later: The Management interface settings are used even when you enable FMC access
on adatainterface. For example, the management traffic that is routed over the backplane through
the data interface will resolve FQDNSs using the Management interface DNS servers, and not the
datainterface DNS servers.

See the following guidelines:

« ConfigurelPv4via DHCP or manually?—In 6.7 and later: If you want to use adatainterfacefor FMC
access instead of the management interface, choose manual. Although you do not plan to use the
Management interface, you must set an | P address, for example, a private address. You cannot configure
adatainterface for management if the management interfaceis set to DHCP, because the default route,
which must be data-interfaces (see the next bullet), might be overwritten with one received from the
DHCP server.

« Enter the | Pv4 default gateway for the management interface—In 6.7 and later: If you want to use
adatainterfacefor FM C accessinstead of the management interface, set the gateway to be data-inter faces.
This setting forwards management traffic over the backplane so it can be routed through the FM C access
datainterface. If you want to use the Management interface for FM C access, you should set a gateway
IP address on the Management 1/1 network.

« If your networking information has changed, you will need to reconnect—If you are connected with
SSH but you change the | P address at initial setup, you will be disconnected. Reconnect with the new
IP address and password. Console connections are not affected.

» Managethedevicelocally?—Enter no to use FMC. A yesanswer meansyou will use Firepower Device
Manager instead.

* Configure firewall mode?—We recommend that you set the firewall mode at initial configuration.
Changing the firewall mode after initial setup erases your running configuration. Note that datainterface
FMC accessis only supported in routed firewall mode.

Example:

You must accept the EULA to conti nue.
Press <ENTER> to display the EULA
End User License Agreenent

[...]
Pl ease enter 'YES' or press <ENTER> to AGREE to the EULA:

Systeminitialization in progress. Please stand by.
You must change the password for 'adnmin' to continue.
Enter new password: ****xxxx

Confirm new password: *******x
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Complete the FTD Initial Configuration Using the CLI .

You must configure the network to continue
You must configure at |east one of |Pv4 or |Pv6

Do
Do

you want to configure IPv4? (y/n) [y]
you want to configure IPv6? (y/n) [n]

Configure | Pv4 via DHCP or manual | y? (dhcp/ manual ) [manual]:

Ent
Ent
Ent
Ent
Ent
Ent
| f

For

er an | Pv4 address for the managenment interface [192.168.45.45]: 10.10.10.15
er an | Pv4 netmask for the managenment interface [255.255.255.0]: 255.255.255.192
er the IPv4 default gateway for the nanagenent interface [data-interfaces]: 10.10.10.1
er a fully qualified hostname for this system[firepower]: ftd-1.cisco.com
er a comma-separated |ist of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
er a comma-separated |list of search domains or 'none' []:
your networking infornation has changed, you will need to reconnect.
HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall nmpbde? (routed/transparent) [routed]:
Configuring firewall node ...

Updat e policy depl oynent information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Managenent Center and use the

Fir
to

epower Managerment Center to nanage it. Note that registering the sensor
a Firepower Managenent Center disables on-sensor Firepower Services

managenent capabilities.

When registering the sensor to a Firepower Managenent Center, a unique

al phanuneric registration key is always required. |n npst cases, to register
a sensor to a Firepower Managenment Center, you nust provide the hostnanme or
the | P address along with the registration key.

'configure nanager add [hostnane | ip address ] [registration key ]'

However, if the sensor and the Firepower Managenent Center are separated by a
NAT device, you nust enter a unique NAT ID, along with the unique registration
key.

'configure nanager add DONTRESOLVE [registration key ] [ NAT ID ]’

Lat

er, using the web interface on the Firepower Mnagenent Center, you nust

use the sane registration key and, if necessary, the same NAT |ID when you add

t hi
>

s sensor to the Firepower Management Center.

Identify the FMC that will manage this FTD.
configure manager add { hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]

* { hosthame | IPv4_address|IPv6_address| DONTRESOLVE} —Specifies either the FQDN or | P address
of the FMC. If the FMC is not directly addressable, use DONTRESOLVE and also specify the nat_id.
At least one of the devices, either the FMC or the FTD, must have areachable |P address to establish
the two-way, SSL-encrypted communication channel between the two devices. If you specify
DONTRESOLVE in this command, then the FTD must have a reachable | P address or hostname.

« reg_key—Specifies a one-time registration key of your choice that you will also specify on the FMC
when you register the FTD. Theregistration key must not exceed 37 characters. Valid charactersinclude
aphanumerical characters (A—Z, a—z, 0-9) and the hyphen (-).

* nat_id—Specifies a unique, one-time string of your choice that you will aso specify on the FMC when
you register the FTD when one side does not specify areachable |P address or hostname. It is required
if you set the FMC to DONTRESOLVE. The NAT ID must not exceed 37 characters. Valid characters
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Step 5

include alphanumerical characters (A—Z, a—z, 0-9) and the hyphen (-). ThisID cannot be used for any
other devices registering to the FMC.

Note If you use a data interface for management, then you must specify the NAT 1D on both the
FTD and FMC for registration.

Example:

> configure manager add MC. exanpl e.com 123456
Manager successfully configured.

If the FMC isbehind a NAT device, enter aunique NAT ID along with the registration key, and specify
DONTRESOLVE instead of the hostname, for example:

Example:

> configure nmanager add DONTRESOLVE regk3y78 nati d90
Manager successfully configured.

If the FTD isbehind a NAT device, enter aunique NAT ID along with the FMC I P address or hostname, for
example:

Example:

> configure nanager add 10.70.45.5 regk3y78 nati d56
Manager successfully configured.

(Optional) (6.7 and Later) Configure a data interface for FM C access.
configure networ k management-data-interface
You are then prompted to configure basic network settings for the data interface.

Note You should use the consol e port when using this command. If you use SSH to the Management
interface, you might get disconnected and have to reconnect to the consol e port. See below for more
information about SSH usage.

See the following details for using this command:

« Theorigina Management interface cannot use DHCP if you want to use adatainterface for management.
If you did not set the IP address manually during initial setup, you can set it now using the configure
network {ipv4 |ipv6} manual command. If you did not aready set the Management interface gateway
to data-inter faces, this command will set it now.

* FMC access from a data interface has the following limitations:

* You can only enable FM C access on one physical, data interface. You cannot use a subinterface or
EtherChannel.

* Thisinterface cannot be management-only.
* Routed firewall mode only, using arouted interface.
* High Availability is not supported. You must use the Management interface in this case.

* PPPOE is not supported. If your ISP requires PPPoE, you will have to put a router with PPPoE
support between the FTD and the WAN modem.

* Theinterface must bein the global VRF only.
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* You cannot use separate management and event-only interfaces.

» SSH is not enabled by default for datainterfaces, so you will have to enable SSH later using FMC.
Because the Management interface gateway will be changed to be the data interfaces, you also
cannot SSH to the Management interface from a remote network unless you add a static route for
the Management interface using the configure network static-routes command.

When you add the FTD to the FMC, the FM C discovers and maintains the interface configuration,
including the following settings: interface name and | P address, static route to the gateway, DNS servers,
and DDNS server. For more information about the DNS server configuration, see below. In FMC, you
can later make changesto the FM C access interface configuration, but make sure you don't make changes
that can prevent the FTD or FMC from re-establishing the management connection. If the management
connectionisdisrupted, the FTD includesthe configure poalicy rollback command to restore the previous
deployment.

If you configureaDDNS server update URL, the FTD automatically adds certificatesfor al of the major
CAsfrom the Cisco Trusted Root CA bundle so that the FTD can validate the DDNS server certificate
for the HTTPS connection. The FTD supports any DDNS server that uses the DynDNS Remote API
specification (https.//hel p.dyn.com/remote-access-api/).

This command sets the data interface DNS server. The Management DNS server that you set with the
setup script (or using the configure network dns server s command) is used for management traffic.
The data DNS server is used for DDNS (if configured) or for security policies applied to thisinterface.

Onthe FMC, the data interface DNS servers are configured in the Platform Settings policy that you
assign to this FTD. When you add the FTD to the FMC, the local setting is maintained, and the DNS
servers are not added to a Platform Settings policy. However, if you later assign a Platform Settings
policy to the FTD that includes a DNS configuration, then that configuration will overwrite the local
setting. We suggest that you actively configure the DNS Platform Settings to match this setting to bring
the FMC and the FTD into sync.

Also, local DNS servers are only retained by FMC if the DNS servers were discovered at initial
registration. For example, if you registered the device using the Management interface, but then later
configure a data interface using the configure networ k management-data-interface command, then
you must manually configure all of these settingsin FMC, including the DNS servers, to match the FTD
configuration.

You can change the management interface after you register the FTD to the FMC, to either the
Management interface or another datainterface.

The FQDN that you set in the setup wizard will be used for thisinterface.

You can clear the entire device configuration as part of the command; you might use thisoptionin a
recovery scenario, but we do not suggest you useit for initial setup or normal operation.

To disable data managemement, enter the configure networ k management-data-interface disable
command.

Example:

> configure network managenent -data-interface

Data interface to use for nmanagenent: ethernetl/1

Specify a nane for the interface [outside]:

| P address (manual / dhcp) [dhcp]:

DDNS server update URL [ nhone]:

https://jcrichton: pa$$wir d17@lomai ns. exanpl e. conl ni ¢/ updat e?host name=<h>&nyi p=<a>
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Do you wish to clear all the device configuration before applying ? (y/n) [n]:
Configuration done with option to allow FMC access fromany network, if you wish to change
the FMC access network

use the 'client' option in the conmand 'configure network managenent-data-interface'.

Setting | Pv4 network configuration.
Net wor k settings changed.

>

Example:

> configure network managenent -data-interface

Data interface to use for nmanagenent: ethernetl/1

Specify a nane for the interface [outside]: internet

| P address (manual / dhcp) [dhcp]: manual

| Pv4/ 1 Pv6 address: 10.10.6.7

Net mask/ | Pv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Come- separated |ist of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [ nhone]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:
Configuration done with option to allow FMC access fromany network, if you wish to change
the FMC access network

use the '"client' option in the comrmand 'configure network managenent-data-interface'.

Setting | Pv4 network configuration.
Net wor k settings changed.

>

Step 6 (Optional) (6.7 and Later) Limit data interface access to an FMC on a specific network.
configure network management-data-interface client ip_address netmask

By default, al networks are allowed.

What to do next
Register your deviceto a FMC.

Log Into the Firepower Management Center

Use the FMC to configure and monitor the FTD.

Before you begin

For information on supported browsers, refer to the release notes for the version you are using (see
https://www.cisco.com/go/firepower-notes).

Procedure

Step 1 Using a supported browser, enter the following URL.
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https://fmc_ip_address

Step 2 Enter your username and password.
Step 3 Click Log In.

Obtain Licenses for the FMC

All licenses are supplied to the FTD by the FMC. You can purchase the following licenses:
* Threat—Security Intelligence and Next-Generation IPS
* Malware—Malware
* URL—URL Filtering
* RA VPN—AnyConnect Plus, AnyConnect Apex, or AnyConnect VPN Only

For amore detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

Before you begin
» Have amaster account on the Smart Software Manager.

If you do not yet have an account, click the link to set up a new account. The Smart Software Manager
lets you create a master account for your organization.

* Your Smart Software Licensing account must qualify for the Strong Encryption (3DES/AES) license to
use some features (enabled using the export-compliance flag).

Procedure

Step 1 Make sure your Smart Licensing account contains the available licenses you need.

When you bought your device from Cisco or areseller, your licenses should have been linked to your Smart
Software License account. However, if you need to add licensesyourself, usethe Find Productsand Solutions
search field on the Cisco Commerce Workspace. Search for the following license PIDs:

Figure 11: License Search

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

Note If aPID is not found, you can add the PID manually to your order.

 Threat, Malware, and URL license combination:
» L-ASA5508T-TMC=
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* L-ASA5516T-TMC=

When you add one of the above PIDs to your order, you can then choose a term-based subscription
corresponding with one of the following PIDs:

» L-ASA5508T-TMC-1Y
* L-ASA5508T-TMC-3Y
* L-ASA5508T-TMC-5Y
* L-ASA5516T-TMC-1Y
* L-ASA5516T-TMC-3Y
* L-ASA5516T-TMC-5Y

* RA VPN—See the Cisco AnyConnect Ordering Guide.

Step 2 If you have not already done so, register the FM C with the Smart Licensing server.

Registering requires you to generate a registration token in the Smart Software Manager. See the FMC
configuration guide for detailed instructions.

Register the FTD with the FMC

Register the FTD to the FMC.

Before you begin
* Gather the following information that you set in the FTD initial configuration:
» The FTD management IP address or hostname, and NAT ID
» The FMC registration key

Procedure

Step 1 In the FMC, choose Devices > Device M anagement.
Step 2 From the Add drop-down list, choose Add Device.

| Firepower Threat Defense Deployment with FMC


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config
https://cisco.com/go/firepower-config

| Firepower Threat Defense Deployment with FMC
Register the FTD with the FMC [}

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

| Cancel | Register

Set the following parameters:

» Host—Enter the | P address or hostname of the FTD you want to add. You can leave thisfield blank if
you specified both the FMC IP address and a NAT ID in the FTD initial configuration.

« Display Name—Enter the name for the FTD as you want it to display in the FMC.

* Registration Key—Enter the same registration key that you specified in the FTD initial configuration.
» Domain—Assign the device to aleaf domain if you have a multidomain environment.

» Group—Assign it to adevice group if you are using groups.

* Access Control Policy—Choose an initia policy. Unless you aready have a customized policy you
know you need to use, choose Create new palicy, and choose Block all traffic. You can change this
later to allow traffic; see Allow Traffic from Inside to Outside, on page 31.
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Figure 12: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None v

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery

» Smart Licensing—Assign the Smart Licenses you need for the features you want to deploy: Malware
(if you intend to use malware inspection), Threat (if you intend to use intrusion prevention), and URL
(if you intend to implement category-based URL filtering). Note: You can apply an AnyConnect remote
access VPN license after you add the device, from the System > Licenses > Smart Licenses page.

* Unique NAT | D—Specify the NAT ID that you specified in the FTD initial configuration.

* Transfer Packets—Allow the deviceto transfer packetsto the FMC. When eventslike IPS or Snort are
triggered with this option enabled, the device sends event metadata information and packet data to the
FMC for inspection. If you disable it, only event information will be sent to the FMC, but packet data
isnot sent.

Step 3 Click Register, and confirm a successful registration.

If the registration succeeds, the device is added to thelist. If it fails, you will see an error message. If the FTD
fails to register, check the following items:

» Ping—Accessthe FTD CL1, and ping the FMC | P address using the following command:
ping system ip_address

If the ping is not successful, check your network settings using the show networ k command. If you need
to changethe FTD Management | P address, use the configurenetwork {ipv4 | ipv6} manual command.
If you configured a data interface for FM C access, use the configure networ k
management-data-inter face command.

* Registration key, NAT ID, and FMC IP address—Make sure you are using the same registration key,
and if used, NAT ID, on both devices. You can set the registration key and NAT ID on the FMC using
the configure manager add command.
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For more troubleshooting information, see https://cisco.com/go/fmc-reg-error.

Configure a Basic Security Policy

This section describes how to configure a basic security policy with the following settings:

« Inside and outside interfaces—Assign a static |P address to the inside interface, and use DHCP for the
outside interface.

* DHCP server—Use a DHCP server on the inside interface for clients.
« Default route—Add a default route through the outside interface.
« NAT—Useinterface PAT on the outside interface.

» Access control—Allow traffic from inside to outside.

To configure a basic security policy, complete the following tasks.

1 | Configure Interfaces, on page 23.

O
(2) Configure the DHCP Server, on page 26.
( é \ | Add the Default Route, on page 27.

(4 | Configure NAT, on page 29,

Allow Traffic from Inside to Outside, on page 31.

6 Deploy the Configuration, on page 32.

Configure Interfaces

Enable FTD interfaces, assign them to security zones, and set the | P addresses. Typically, you must configure
at least aminimum of two interfaces to have a system that passes meaningful traffic. Normally, you would
have an outside interface that faces the upstream router or internet, and one or more inside interfaces for your
organization’s networks. Some of these interfaces might be “demilitarized zones” (DMZs), where you place
publically-accessible assets such as your web server.

A typical edge-routing situation isto obtain the outside interface address through DHCP from your | SP, while
you define static addresses on the inside interfaces.

The following example configures a routed mode inside interface with a static address and a routed mode
outside interface using DHCP.
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Procedure

Step 1 Choose Devices > Device M anagement, and click the Edit (-l"f) for the firewall.
Step 2 Click Interfaces.

Overview Analysis Policies JeEIEER Objects = AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :i”: . Inline Sets DHCP

4, Search by name & Sync Device | | @ Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernet1/2 Physical (B
E Ethernet1/3.1 Sublnterface F] &
Ethernetl/a diagnostic Physical Lzl &
Ethernet1/5 Physical L3 &
Step 3 Click Edit (f ) for the interface that you want to use for inside.
The General tab appears.
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
MName: inside Enabled Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 = = R,
QK Cancel

a) Enter aName up to 48 charactersin length.
For example, name the interface inside.

b) Check the Enabled check box.

c) Leavethe Mode set to None.

d) From the Security Zone drop-down list, choose an existing inside security zone or add a new one by
clicking New.
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For example, add a zone called inside_zone. Each interface must be assigned to a security zone and/or
interface group. An interface can belong to only one security zone, but can also belong to multipleinterface
groups. You apply your security policy based on zones or groups. For example, you can assign the inside
interface to the inside zone; and the outside interface to the outside zone. Then you can configure your
access control policy to enable traffic to go from inside to outside, but not from outside to inside. Most
policies only support security zones; you can use zones or interface groupsin NAT policies, prefilter
policies, and QoS policies.

€) Click the IPv4 and/or | Pv6 tab.

* | Pv4—Choose Use Static | P from the drop-down list, and enter an | P address and subnet mask in
slash notation.

For example, enter 192.168.1.1/24

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use Static IP hd

IP Address: 192.168.1.1/24| e

* | Pv6—Check the Autoconfiguration check box for stateless autoconfiguration.
f) Click OK.

Step 4 Click the Edit (-‘/ ) for the interface that you want to use for outside.
The General tab appears.

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None Ed

Security Zone: outside_zone it

MTU: 1500 L= =R,

QK Cancel
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Note

Firepower Threat Defense Deployment with FMC |

If you pre-configured this interface for FM C access management, then the interface will already be
named, enabled, and addressed. You should not alter any of these basic settings because doing so
will disrupt the FMC management connection. You can still configure the Security Zone on this
screen for through traffic policies.

a) Enter aName up to 48 charactersin length.

For example, name the interface outside.

b) Check the Enabled check box.
¢) Leavethe Mode set to None.

d) From the Security Zone drop-down list, choose an existing outside security zone or add a new one by
clicking New.

For example, add a zone called outside_zone.

€) Click thelPv4 and/or |1 Pv6 tab.

* | Pv4—Choose Use DHCP, and configure the following optional parameters:

» Obtain default route using DHCP—Obtains the default route from the DHCP server.

* DHCP route metric—Assigns an administrative distance to the learned route, between 1 and
255. The default administrative distance for the learned routesis 1.

Edit Physical Interface

General m IPvE Advanced Hardware Configuration
IP Type: Use DHCP v

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* | Pv6—Check the Autoconfigur ation check box for stateless autoconfiguration.

f) Click OK.
Step 5 Click Save.

Configure the DHCP Server

Enable the DHCP server if you want clients to use DHCP to obtain I P addresses from the FTD.

Procedure

Step 1 Choose Devices > Device M anagement, and click the Edit (-""f) for the device.
Step 2 Choose DHCP > DHCP Server.
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Step 3 On the Server page, click Add, and configure the following options:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
QK Cancel

* Interface—Choose the interface from the drop-down list.

*» Address Pool—Set the range of |P addresses from lowest to highest that are used by the DHCP server.
The range of |P addresses must be on the same subnet as the selected interface and cannot include the
IP address of the interface itself.

* Enable DHCP Server—Enable the DHCP server on the selected interface.

Step 4 Click OK.
Step 5 Click Save.

Add the Default Route

The default route normally points to the upstream router reachable from the outside interface. If you use
DHCP for the outside interface, your device might have already received a default route. If you need to
manually add the route, complete this procedure. If you received a default route from the DHCP server, it
will show in the | Pv4 Routes or | Pv6 Routes table on the Devices > Device M anagement > Routing >
Static Route page.

Procedure

Step 1 Choose Devices > Device Management, and click the Edit (-"'f) for the device.
Step 2 Choose Routing > Static Route, click Add Route, and set the following:
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[ Add the Default Route

Add Static Route Configuration
Type: ® 1mvd O 1Pve

Interface™® outside w

Available Network (5 & Selected Network

|4 Search | =2 any-ipva

5= IPv4-Benchmark-Tests
52 IPv4-Link-Local

5= IPv4-Multicast

== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
= IPv4-Private-All-RFC191
52 IPve-to-IPv4-Relay-Any:

Add

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: b+ ]

OK

Firepower Threat Defense Deployment with FMC |

Cancel

» Type—Click the IPv4 or I Pv6 radio button depending on the type of static route that you are adding.

* Interface—Choose the egress interface; typically the outside interface.

* Available Networ k—Choose any-ipv4 for an | Pv4 default route, or any-ipv6 for an |Pv6 default route

and click Add to move it to the Selected Network list.

» Gateway or | Pv6 Gateway—Enter or choose the gateway router that is the next hop for this route. You

can provide an IP address or a Networks/Hosts object.

» Metric—Enter the number of hops to the destination network. Valid values range from 1 to 255; the

default valueis 1.

Step 3 Click OK.
The route is added to the static route table.

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Deploy % System Help v admin v

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
10 89 5 20 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing Interfaces Inline Sets DHCP
OsPF ) Add Route
OSPFv3 N
Network Interface Gateway Tunneled Metric Tracked
RIP
. ﬂ_:] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes
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Step 4

Configure NAT .

Click Save.

Configure NAT

Step 1
Step 2

Step 3

Step 4

A typical NAT rule convertsinternal addressesto a port on the outside interface P address. Thistype of NAT
ruleis called interface Port Address Trandation (PAT).

Procedure

Choose Devices > NAT, and click New Policy > Threat Defense NAT.
Name the policy, select the device(s) that you want to use the policy, and click Save.
New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this polig
Available Devices

| Dy Search by name or value

Add to Policy

Save | | Cancel

The policy is added the FMC. You still have to add rules to the policy.

Click Add Rule.
The Add NAT Rule dialog box appears.

Configure the basic rule options:

Add NAT Rule
NAT Rule: Auto NAT Rule i
Type: Dynamic 7

Interface Objects m PAT Pool  Advanced

* NAT Rule—Choose Auto NAT Rule.
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» Type—Choose Dynamic.

On the I nterface Obj ects page, add the outside zone from the Available I nterface Objects areato the

Step 5
Destination I nterface Objects area.
© Add NAT Rule 2 x |
MAT Rule: Auto NAT Rule b
Type: Dynamic v

b TN T Sl Translation  PAT Pool  Advanced

Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| &outside zone &

| _}, Search by name

a -
san/t inside_zone

oL‘ outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
Step 6 On the Trandlation page, configure the following options:
Add NAT Rule 7%
MAT Rule: Auto MAT Rule R
Type: Dynamic v

Interface Objects Tralulaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* Translated Source:

Original Port: TCP

Destination Interface IP

* Original Source—Click Add (+) to add a network object for all 1Pv4 traffic (0.0.0.0/0).

New Network Object ? X
Name all-ipvd
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel
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Note You cannot use the system-defined any-ipv4 object, because Auto NAT rules add NAT as
part of the object definition, and you cannot edit system-defined objects.

* Translated Sour ce—Choose Destination I nterface | P.

Step 7 Click Saveto add the rule.
Theruleis saved to the Rules table.

Overview Analysis Policies [ il Objects | AMP Intelligence Deploy | @,

System Help v admin v

Device Management ~ NAT = VPNv QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes | [=] Save | [ €3 Cancel
[7] Pelicy Assignments (1)
i Filter by Device ©  AddRule
r Packe \NTr Translated Packs 2 )
# Direction  Type Source Destination original original original Transiated Transiated Transiated options
Interface Objects Interface Objects ‘Sources Destinations Services Sources Destinations Services

¥ NAT Rules Before

¥ Auto NAT Rules
L Dynamic & any 5% outside_zone i all-ipva @ Interface @@ Dnsifalse P

¥ NAT Rules After

Step 8 Click Save on the NAT page to save your changes.

Allow Traffic from Inside to OQutside

If you created a basic Block all traffic access control policy when you registered the FTD with the FMC,
then you need to add rules to the policy to alow traffic through the device. The following procedure adds a
rule to allow traffic from the inside zone to the outside zone. If you have other zones, be sure to add rules
allowing traffic to the appropriate networks.

See the FM C configuration guide to configure more advanced security settings and rules.

Procedure

Step 1 Choose Palicy > Access Policy > Access Palicy, and click the Edit (f) for the access control policy assigned
to the FTD.

Step 2 Click Add Rule, and set the following parameters:

Add Rule ? %
Mame | inside te outside Enabled Insert | inte Mandatory ~7
Action | Allow il

) networks  VLANTags - Users Applications Ports  URLs  SGT/ISE Attributes Inspection  Logging  Comments
Available Zones c Source Zones (1) Destination Zones (1)

4 Search by name saw /A inside_zane i} saw /i outside_zone u]
aw /8 inside_zone

<o/ outside_zone

Add to
Source

Add to
Destination
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Step 3

Step 4

« Name—Name this rule, for example, inside_to_outside.
» Source Zones—Select the inside zone from Available Zones, and click Add to Sour ce.

* Destination Zones—Sel ect the outside zone from Available Zones, and click Add to Destination.

L eave the other settings asis.

Click Add.
Theruleis added to the Rules table.

Overview Analysis JIUISEER Devices Objects =~ AMP  Intelligence Deploy y System Help v

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ved changes (/A Show Warnings | (_ analyze Hit counts | [ [El save | [ @ cancel |

ftd_ac_policy

Prefilter Policy: Default Prefilter Policy, SSL Poliey: None Identity Policy: None

m Security Intelligence ~ HTTP Responses  Logging  Advanced

#A Filter by Device " Show Rule Confiicts &) @ Add Category @ Add Rule | Search Rules

Name Source Zo... Dest Zones ‘Source Ne... Dest Netw...  VLAN Tags Users Applications  Source Po... Dest Ports URLs ISE/SGT A... Action - - o)
2 Pl T B
3 o L8

inside_zon o Allow K]

1 A inside_to_outside i inside e 4 Cutside_zone
v Default - ftd_ac_policy (=)
There are no rules i tion. Add Rule or Add Category

g |

Click Save.

Deploy the Configuration

Step 1

Step 2

Step 3

Deploy the configuration changesto the FTD; none of your changes are active on the device until you deploy
them.

Procedure

Click Deploy in the upper right.

Deploy 4 System Help »

| e Cancel |

Select the device in the Deploy Policies dialog box, then click Deploy.

Deploy Policies Wersion:2019-03-05 03:17 PM 279

Device Inspect Interruption Type Group Current Version o3

=#152.168.0.16 Mo FTD 2019-02-28 07:11 AM

Ensure that the deployment succeeds. Click theicon to the right of the Deploy button in the menu bar to see
status for deployments.
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Deploy | @ | System Help v

Deployments 0 Health Tasks - ]
1 total 1 running O success 0w I 0 fa Show History

" 192.168.0.16 Deployment - Collecting policies and objects. 10s

Access the Firepower Threat Defense CLI

Step 1

Step 2

Use the command-line interface (CLI) to set up the system and do basic system troubleshooting. You cannot
configure policies through a CLI session. You can access the CLI by connecting to the console port.

You can SSH to the management interface of the FTD device. You can a so connect to the address on a data
interface if you open the interface for SSH connections. SSH access to data interfaces is disabled by default.

Procedure

To log into the CLI, connect your management computer to the console port.. The ASA 5508-X and 5516-X
ship with aUSB A-to-B serial cable. Be sure to install any necessary USB serial drivers for your operating
system (see the hardware guide). Use the following seria settings:

* 9600 baud
* 8 data bits
 No parity
« 1 stop hit

Logintothe FTD CLI using the admin username and the password you set at initial setup (the default is
Admin123).

After logging in, for information on the commands availablein the CLI, enter help or 2. For usage information,
see the Cisco Firepower Threat Defense Command Reference.

Power Off the Device

It's important that you shut down your system properly. Simply unplugging the power or pressing the power
switch can cause serious file system damage. Remember that there are many processes running in the
background all the time, and unplugging or shutting off the power does not allow the graceful shutdown of
your Firepower system.
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Step 1

Step 2

Firepower Threat Defense Deployment with FMC |

Procedure

Connect to the console port to access the FTD CLI, and then shut down the FTD.
shutdown

Example:

> shut down

This command will shutdown the system Continue?

Pl ease enter 'YES or 'NO: yes

INIT: Stopping G sco Threat Defense...... ok

Shutting down sfifd... [
Clearing static routes

Unconfiguring default route [
Unconfiguring address on brl [
Unconfiguring | Pv6 [
Downi ng i nterface [
St oppi ng xi net d:

St oppi ng nscd. .. [
St oppi ng system | og daenon. .. [
St oppi ng Threat Defense ...

St oppi ng system nessage bus: dbus. [
Un- nount i ng disk partitions ...

devi ce-mapper: renove ioctl on root failed: Device or resource busy
[...1]

ndadm Cannot get excl usive access to /dev/nd0: Perhaps a runni ng process, nounted fil esystem
or active vol ume group?

St oppi ng OpenBSD Secure Shell server: sshd

st opped /usr/shin/sshd (pid 3520)

done.

St oppi ng Advanced Configuration and Power |nterface daenon: stopped /usr/shin/acpid (pid

3525)

acpi d.

St oppi ng system nessage bus: dbus.

St oppi ng i nternet superserver: xinetd.

no /etc/sysconfig/ kdunp. conf

Deconfiguring network interfaces... ifdown: interface brl not configured

done.

SSP- Security-Mdule is shutting down ...

Sendi ng ALL processes the TERM si gnal

acpi d: exiting

Sendi ng ALL processes the KILL signal

Deactivating swap. ..

Unnounting local filesystens...

R KRR RRRR ]

Fi repower Threat Defense stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N

After the FTD shuts down, and the console showsthat "It is safe to power off now", you can then turn off the
power switch and unplug the power to physically remove power from the chassis if necessary.

Alternatively, you can reboot the system by typing y at the prompt.
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What's Next?

To continue configuring your FTD, see the documents available for your software version at Navigating the
Cisco Firepower Documentation.

For information related to using FM C, see the Firepower Management Center Configuration Guide.
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