Firepower Threat Defense Deployment with FDM

Note

Firepower version 7.0 isthe final supported version for the ASA 5508-X and 5516-X.

Is This Chapter for You?

This chapter explains how to complete the initial set up and configuration of your Firepower Threat Defense
(FTD) device using the Firepower Device Manager (FDM) web-based device setup wizard.

FDM lets you configure the basic features of the software that are most commonly used for small networks.
Itisespecialy designed for networks that include a single device or just afew, where you do not want to use
a high-powered multiple-device manager to control alarge network containing many FDM devices.

If you are managing large numbers of devices, or if you want to use the more complex features and
configurations that FTD allows, use the Firepower Management Center (FMC) instead.

The Cisco ASA 5508-X and 5516-X hardware can run either FTD software or ASA software. Switching
between FTD and ASA requires you to reimage the device. See Reimage the Cisco ASA or Firepower Threat
Defense Device.

Privacy Collection Statement—The ASA 5508-X and 5516-X does not require or actively collect
personally-identifiable information. However, you can use personally-identifiable information in the
configuration, for example for usernames. In this case, an administrator might be able to see thisinformation
when working with the configuration or when using SNMP,

* End-to-End Procedure, on page 2

» Review the Network Deployment and Default Configuration, on page 3
* Cablethe Device, on page 5

« Power on the Device, on page 6

* (Optional) Change Management Network Settings at the CLI, on page 7
e Log Into FDM, on page 9

» Complete the Initial Configuration, on page 9

« Configure Licensing, on page 11

* Configure the Firewall in Firepower Device Manager, on page 17

« Access the Firepower Threat Defense CLI, on page 20

* Power Off the Device, on page 21

» What's Next?, on page 22
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. End-to-End Procedure

End-to-End Procedure
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See the following tasks to deploy FTD with FDM on your chassis.
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(1) Pre-Configuration Review the Network Deployment and Default Configuration, on page 3.
)
(2) Pre-Configuration Cable the Device, on page 5
;”5\‘. Pre-Configuration Power on the Device, on page 6.
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Review the Network Deployment and Default Configuration .

4 FTD CLI (Optional) Change Management Network Settings at the CLI, on page 7.
( 5 \ | Firepower Device Log Into FDM, on page 9.
~=/ | Manager
6\ Firepower Device Complete the Initial Configuration, on page 9.
/| Manager
/- | Cisco Commerce Configure Licensing, on page 11: Obtain license features.
2/ | Workspace
8 Smart Software Manager | Configure Licensing, on page 11: Generate a license token.
9 Firepower Device Configure Licensing, on page 11: Register the device with the Smart Licensing Server.
2/ | Manager
.IO\ Firepower Device Configure the Firewall in Firepower Device Manager, on page 17.
~~ | Manager

Review the Network Deployment and Default Configuration

You can manage the FTD using FDM from either the Management 1/1 interface or the inside interface. The
dedicated Management interface is a special interface with its own network settings.

The following figure shows the recommended network deployment. If you connect the outside interface
directly to a cable modem or DSL modem, we recommend that you put the modem into bridge mode so the
FTD performs all routing and NAT for your inside networks. If you need to configure PPPoE for the outside
interface to connect to your ISP, you can do so after you completeinitial setup in FDM.

Note

If you cannot use the default management | P address (for exampl e, your management network does not include
a DHCP server), then you can connect to the console port and perform initial setup at the CLI, including
setting the Management | P address, gateway, and other basic networking settings.

If you need to change the inside | P address, you can do so after you complete initial setup in FDM. For
example, you may need to change the inside | P address in the following circumstances:

* (7.0and later) Theinside |Paddressis192.168.95.1. (6.7 and earlier) Theinside |P addressis192.168.1.1.
If the outside interface tries to obtain an | P address on the 192.168.1.0 network, which isacommon
default network, the DHCP lease will fail, and the outside interface will not obtain an IP address. This
problem occurs because the FTD cannot have two interfaces on the same network. In this case you must
change the inside IP address to be on a new network.

« If you add the FTD to an existing inside network, you will need to change the inside | P address to be on
the existing network.

Thefollowing figure showsthe default network deployment for FTD using FDM with the default configuration.
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. Default Configuration

Figure 1: Suggested Network Deployment
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Note For 6.7 and earlier, the GigabitEthernet 1/2 inside | P address is 192.168.1.1.
For 6.5 and earlier, the Management 1/1 default IP addressis 192.168.45.45.

Default Configuration

The configuration for the f after initial setup includes the following:
* inside—GigabitEthernet 1/2, IP address (7.0 and later) 192.168.95.1; (pre-7.0) 192.168.1.1.

* outside—Ethernet 1/1, IP address from |Pv4 DHCP and | Pv6 autoconfiguration

* inside—outside traffic flow

* management—Management 1/1 (management)
* (6.6 and later) IP address from DHCP
* (6.5 and earlier) IP address 192.168.45.45
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Cable the Device .

A\

Note TheManagement 1/1interfaceisaspecial interface separate from datainterfaces
that is used for management, Smart Licensing, and database updates. The physical
interface is shared with a second logical interface, the Diagnostic interface.
Diagnostic isadatainterface, but islimited to other types of management traffic
(to-the-device and from-the-device), such as syslog or SNMP. The Diagnostic
interface is not typically used. See the FDM configuration guide for more
information.

» DNS server for management—OpenDNS: (1Pv4) 208.67.222.222, 208.67.220.220; (1Pv6)
2620:119:35::35, or serversyou specify during setup. DNS servers obtained from DHCP are never used.

* NTP—Cisco NTP servers: 0.sourcefire.pool .ntp.org, 1.sourcefire.pool .ntp.org, 2.sourcefire.pool.ntp.org,
or servers you specify during setup

* Default routes
* Data interfaces—Obtained from outside DHCP, or a gateway |P address you specify during setup

» Management interface—(6.6 and later) Obtained from management DHCP. If you do not receive
agateway, then the default route is over the backplane and through the data interfaces. (6.5 and
earlier) Over the backplane and through the data interfaces

Note that the Management interface requires internet access for licensing and updates, either over
the backplane or using a separate internet gateway. Note that only traffic originating on the
Management interface can go over the backplane; otherwise, Management does not allow through
traffic for traffic entering Management from the network.

» DHCP server—Enabled on the inside interface and (6.5 and earlier only) management interface

» FDM access—All hosts allowed on Management and inside interfaces.

* NAT—Interface PAT for all traffic from inside to outside

Cable the Device

GigabitEthernet 11
outside, DHCP and IPv6 autoconfig  GigabitEthernet 1/2 (
from outside nw  inside, 192.168.95.1

>

lternative) Management 1/1
HCP from management nw
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(Optional) Console ports

Outside %\\

Management Computer
DHCP from inside ifc: 192.168.95.x Other Data Networks
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. Power on the Device

\)
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Note

Step 1

Step 2

Step 3

For 6.7 and earlier, the GigabitEthernet 1/2 inside | P addressis 192.168.1.1.
For 6.5 and earlier, the Management 1/1 default |P addressis 192.168.45.45.

Manage the ASA 5508-X or 5516-X on either Management 1/1 or GigabitEthernet 1/2. The default
configuration also configures GigabitEthernet 1/1 as outside.

Procedure

Connect your management computer to one of the following interfaces:

* GigabitEthernet 1/2—Connect your management computer directly to GigabitEthernet 1/2 for initia
configuration, or connect GigabitEthernet 1/2 to your inside network. GigabitEthernet 1/2 has a default
IP address (192.168.95.1) and also runs a DHCP server to provide | P addresses to clients (including the
management computer), so make sure these settings do not conflict with any existing inside network
Settings

» Management 1/1—Connect your management computer to the management network. The Management
V1 interface obtains an | P address from DHCRP, so make sure your network includes a DHCP server.

If you need to change the Management 1/1 IP address from the default to configure a static | P address,
you must also cable your management PC to the console port. See (Optional) Change Management
Network Settings at the CLI1, on page 7.

You can later configure FDM management access from other interfaces; see the FDM configuration guide.

Connect the outside network to the GigabitEthernet 1/1 interface.

By default, the |P address is obtained using I1Pv4 DHCP and | Pv6 autoconfiguration, but you can set a static
address during initial configuration.

Connect other networks to the remaining interfaces.

Power on the Device

Step 1

System power is controlled by arocker power switch located on the rear of the device.

Before you begin

It'simportant that you provide reliable power for your device (for example, using an uninterruptable power
supply (UPS)). Loss of power without first shutting down can cause serious file system damage. There are
many processes running in the background all thetime, and losing power does not allow the graceful shutdown
of your system.

Procedure

Attach the power cord to the device, and connect it to an electrical outlet.
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Step 2

Step 3

Step 4

(Optional) Change Management Network Settings at the CLI .

Turn the power on using the standard rocker-type power on/off switch located on the rear of the chassis,
adjacent to the power cord.

Check the Power LED on the front or rear of the device; if it is solid green, the device is powered on.

Figure 2: Rear Panel
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Check the Status LED on the front or rear of the device; after it issolid green, the system has passed power-on
diagnostics.

(Optional) Change Management Network Settings at the CLI

\}

If you cannot use the default management | P address, then you can connect to the console port and perform
initial setup at the CL1, including setting the Management | P address, gateway, and other basic networking

settings. You can only configure the Management interface settings; you cannot configure inside or outside
interfaces, which you can later configure in the GUI.

Note

Step 1

You cannot repeat the CLI setup script unlessyou clear the configuration; for example, by reimaging. However,
all of these settings can be changed later at the CLI using configure network commands. See the threat
defense command reference.

Procedure

Connect to the FTD console port. See Access the Firepower Threat Defense CLI, on page 20 for more
information.

Log in with the admin user and the default password, Admin123.
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. (Optional) Change Management Network Settings at the CLI

Step 2

Note

If the password was already changed, and you do not know it, you must reimage the device to reset
the password to the default. See the reimage guide for instructions.

Thefirst time you log in to FTD, you are prompted to accept the End User License Agreement (EULA) and
to change the admin password. You are then presented with the CL1 setup script.

Defaults or previously-entered values appear in brackets. To accept previously entered values, press Enter.

See the following guidelines:

« Enter the | Pv4 default gateway for the management interface—If you set amanual | P address, enter

either data-interfacesor the | P address of the gateway router. The data-inter faces setting sends outbound
management traffic over the backplane to exit a data interface. This setting is useful if you do not have
a separate Management network that can access the internet. Traffic originating on the Management
interface includes license registration and database updates that require internet access. If you use
data-interfaces, you can till use the FDM (or SSH) on the Management interface if you are
directly-connected to the Management network, but for remote management for specific networks or
hosts, you should add a static route using the configure network static-routes command. Note that
FDM management on datainterfaces is not affected by this setting. If you use DHCP, the system uses
the gateway provided by DHCP and uses the data-inter faces as a fallback method if DHCP doesn't
provide a gateway.

« If your networking information has changed, you will need to reconnect—If you are connected with

SSH to the default I P address but you change the | P address at initial setup, you will be disconnected.
Reconnect with the new 1P address and password. Console connections are not affected.

» Manage the device locally?—Enter yesto use the FDM or the CDO. A no answer means you intend to

use the FMC to manage the device.

Example:

You must accept the EULA to conti nue.
Press <ENTER> to display the EULA:
End User License Agreenent

[..

-]

Pl ease enter 'YES or press <ENTER> to AGREE to the EULA:

Systeminitialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****xxxx

Confirm new password: ******x*xx

You must configure the network to continue.

You must configure at |east one of |Pv4 or |Pv6.

Do you want to configure |IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure I Pv4 via DHCP or manual | y? (dhcp/ manual ) [manual]:

Enter an | Pv4 address for the managenent interface [192.168.45.45]: 10.10.10.15

Enter an | Pv4 netmask for the managenment interface [255.255.255.0]: 255.255.255.192
Enter the | Pv4 default gateway for the nanagenent interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system|[firepower]: ftd-1.cisco.com

Enter a comma-separated |ist of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated |list of search domains or 'none' []:

I f your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy’

Manage the device |locally? (yes/no) [yes]: yes

>
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Step 3 Log into the FDM on the new Management | P address.

Log Into FDM

Log into FDM to configure your FTD.

Before you begin

» Use acurrent version of Firefox, Chrome, Safari, Edge, or Internet Explorer.

Procedure

Step 1 Enter the following URL in your browser.
* (7.0 and later) Inside (GigabitEthernet 1/2)—https://192.168.95.1.
« (6.7 and earlier) Inside (GigabitEthernet 1/2)—https://192.168.1.1.

* (6.6 and later) Management—https://management_ip. The Management interfaceis a DHCP client, so
the | P address depends on your DHCP server. If you changed the Management | P address at the CL |
setup, then enter that address.

* (6.5 and earlier) Management—https://192.168.45.45. If you changed the Management | P address at
the CL1 setup, then enter that address.

Step 2 Log in with the username admin, and thedefault password Admin123.

What to do next
* Run through the FDM setup wizard; see Complete the Initial Configuration, on page 9.

Complete the Initial Configuration

Use the setup wizard when you first log into FDM to complete the initial configuration. After you complete
the setup wizard, you should have a functioning device with afew basic policiesin place:

 An outside (GigabitEthernetl/1) and an inside interface (GigabitEthernet1/2).
* Security zones for the inside and outside interfaces.
» An access rule trusting al inside to outside traffic.

» Aninterface NAT rule that translates all inside to outside traffic to unique ports on the IP address of the
outside interface.

» A DHCP server running on the inside interface.
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. Complete the Initial Configuration

\)

Note

Step 1

Step 2

Step 3

Step 4

If you performed the (Optional) Change Management Network Settings at the CL 1, on page 7 procedure,
then some of thesetasks, specifically changing the admin password and configuring the outsi de and management
interfaces, should have already been completed.

Procedure

You are prompted to read and accept the End User License Agreement and change the admin password.

You must compl ete these steps to continue.

Configure the following options for the outside and management interfaces and click Next.

Note Your settings are deployed to the device when you click Next. Theinterface will be named “ outside”
and it will be added to the “outside_zone” security zone. Ensure that your settings are correct.

a) Outside Interface—Thisisthe data port that you connected to your gateway router. You cannot select
an alternative outside interface during initial device setup. The first datainterfaceis the default outside
interface.

Configure | Pvd—The IPv4 address for the outside interface. You can use DHCP or manually enter a
static | P address, subnet mask, and gateway. You can aso select Off to not configure an | Pv4 address.
You cannot configure PPPOE using the setup wizard. PPPOE may be required if the interface is connected
to aDSL modem, cable modem, or other connection to your ISP, and your | SP uses PPPoE to provide
your | P address. You can configure PPPoE after you compl ete the wizard.

Configure | Pv6—The |Pv6 address for the outside interface. You can use DHCP or manually enter a
static | P address, prefix, and gateway. You can also select Off to not configure an | Pv6 address.

b) Management Interface

DNS Servers—The DNS server for the system’'s management address. Enter one or more addresses of
DNS servers for name resolution. The default isthe OpenDNS public DNS servers. If you edit the fields
and want to return to the default, click Use OpenDNS to rel oad the appropriate | P addresses into the
fields.

Firewall Hostname—The hostname for the system's management address.

Configure the system time settings and click Next.
a) Time Zone—Select the time zone for the system.

b) NTP Time Server—Select whether to use the default NTP servers or to manually enter the addresses of
your NTP servers. You can add multiple servers to provide backups.

(Optional) Configure the smart licenses for the system.

Your purchase of aFirepower Threat Defense device automatically includes a Base license. All additional
licenses are optional.

You must have a smart license account to obtain and apply the licenses that the system requires. Initially, you
can use the 90-day evaluation license and set up smart licensing later.

To register the device now, click thelink tolog into your Smart Software Manager account, and see Configure
Licensing, on page 11.
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Step 5

Configure Licensing .

To use the evaluation license, select Start 90 day evaluation period without registration.

Click Finish.

What to do next

« Although you can continue using the evaluation license, we recommend that you register and license
your device; see Configure Licensing, on page 11.

* You can also choose to configure the device using FDM; see Configure the Firewall in Firepower Device
Manager, on page 17.

Configure Licensing

Step 1

The FTD uses Smart Software Licensing, which lets you purchase and manage a pool of licenses centraly.

When you register the chassis, the Smart Software Manager issuesan I D certificate for communication between
the chassis and the Smart Software Manager. It also assigns the chassis to the appropriate virtual account.

For amore detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

The Baselicenseisincluded automatically. Smart Licensing does not prevent you from using product features
that you have not yet purchased. You can start using alicense immediately, aslong as you are registered with
the Smart Software Manager, and purchase the license later. This allows you to deploy and use afeature, and
avoid delays due to purchase order approval. See the following licenses:

 Threat—Security Intelligence and Next-Generation IPS

* Malware—Malware

* URL—URL Filtering

* RA VPN—AnyConnect Plus, AnyConnect Apex, or AnyConnect VPN Only

Before you begin
» Have a master account on the Smart Software Manager.

If you do not yet have an account, click the link to set up a new account. The Smart Software Manager
lets you create amaster account for your organization.

* Your Smart Software Licensing account must qualify for the Strong Encryption (3DES/AES) license to
use some features (enabled using the export-compliance flag).

Procedure

Make sure your Smart Licensing account contains the available licenses you need.

When you bought your device from Cisco or areseller, your licenses should have been linked to your Smart
Software License account. However, if you need to add licenses yourself, usethe Find Productsand Solutions
search field on the Cisco Commerce Workspace. Search for the following license PIDs:

Firepower Threat Defense Deployment with FDM .


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

Firepower Threat Defense Deployment with FDM |
Configure Licensing

Figure 4: License Search

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

Note If aPID isnot found, you can add the PID manually to your order.

* Threat, Malware, and URL license combination:
» L-ASA5508T-TMC=
» L-ASA5516T-TMC=

When you add one of the above PIDs to your order, you can then choose a term-based subscription
corresponding with one of the following PIDs:

* L-ASA5508T-TMC-1Y
» L-ASA5508T-TMC-3Y
» L-ASA5508T-TMC-5Y
* L-ASA5516T-TMC-1Y
* L-ASA5516T-TMC-3Y
* L-ASA5516T-TMC-5Y

* RA VPN—See the Cisco AnyConnect Ordering Guide.

Step 2 In the Smart Software Manager, request and copy a registration token for the virtual account to which you
want to add this device.

a) Click Inventory.
Cisco Software Ceniral > Smart Software Licensing

Smart Software Licensing
Alerts License Conversion Reports Email Notification Satellites Activity

b) Onthe General tab, click New Token.
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWUIMzY 1MZEZJNmOS00MjF.. B 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
¢) OntheCreateRegistration Token dialog box enter the following settings, and then click Create Token:

Create Registration Token .

This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description
* Expire After—Cisco recommends 30 days.

* Allow export-controlled functionaility on the productsregistered with thistoken—Enables the
export-compliance flag if you arein a country that allows for strong encryption. You must select
this option now if you plan to use this functionality. If you enable this functionality later, you will
need to re-register your device with a new product key and reload the device. If you do not see this
option, your account does not support export-controlled functionality.

The token is added to your inventory.

d) Click thearrow icon to the right of the token to open the Token dialog box so you can copy the token ID
to your clipboard. Keep this token ready for later in the procedure when you need to register the FTD.
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. Configure Licensing

Figure 5: View Token

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registrafion tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]IhYTIIZGGAOSUOYJk2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions +
Figure 6: Copy Token
Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

Step 3 In the FDM, click Device, and then in the Smart License summary, click View Configuration.

You see the Smart License page.

Step 4 Click Register Device.

Device Summary
Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90 e

Then follow the instructions on the Smart License Registration dialog box to paste in your token:
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Configure Licensing .

Smart License Registration

'i' Create or log in into your Cisco Smart Software Manager account.
|
ui_:.'z._:.' On your assigned virtual account, under “General tab”, click on “New Token™
| tocreate token.
"E' ) Copy the token and paste it here:
|
Nzly%0A0Dg5Mzh8SUQSY. mNSM316K3owZ3oyVmpme3Vtal
JLO2FFeGhEWmIW%.0AWCIWTTO0%3D%0A P
Select Region

“(a)

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region
SSE US Region v
(5 ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

Step 5 Click Register Device.
You return to the Smart License page. While the device registers, you see the following message:

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

After the device successfully registers and you refresh the page, you see the following:

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

Step 6 Click the Enable/Disable control for each optional license as desired.
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SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
must have this license to apply intrusion policies in access rules. You also must have this Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
license to apply file policies that control files based on file type. and block malware in files transmitted over your network.

Includes: T Intrusion Policy Includes: Cy File Policy

URL License RA VPN License Type  PLUS v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Firepower Device Manager does not support any of the advanced features covered by the
traffic based on category and reputation. Apex license.

Includes: URL Reputation Includes: RA-VPN

» Enable—Registers the license with your Cisco Smart Software Manager account and enables the
controlled features. You can now configure and deploy policies controlled by the license.

« Disable—Unregisters the license with your Cisco Smart Software Manager account and disables the
controlled features. You cannot configure the features in new policies, nor can you deploy policies that
use the feature.

« If you enabled the RA VPN license, select the type of license you want to use: Plus, Apex, VPN Only,
or Plusand Apex.

-l PLUS v DISABLE

VPN ONLY

PLUS
sle remo that
dvanced BREX the

APEX AND PLUS

After you enable features, if you do not have the licensesin your account, you will see the following
non-compliance message after you refresh the page:

Device Summary

Smart License

o LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM
OUT OF COMPLIANCE Next sync: 10 Jul 2019
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance
Step 7 Choose Resync Connection from the gear drop-down list to synchronize license information with Cisco
Smart Software Manager.
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Configure the Firewall in Firepower Device Manager .

Go to Cloud Services

Resync connection

Unregister Device

Configure the Firewall in Firepower Device Manager

Step 1

Step 2

The following steps provide an overview of additional features you might want to configure. Please click the
help button (?) on a page to get detailed information about each step.

Procedure

If you wired other interfaces, choose Device, and then click the link in the I nter faces summary.

Click the edit icon (0) for each interface to set the mode and define the | P address and other settings.

The following example configures an interface to be used as a“ demilitarized zone” (DMZ), where you place
publicly-accessible assets such as your web server. Click Save when you are finished.

Figure 7: Edit Interface

Edit Physical Interface

Interface Name Status
®©
Description
Pvd Address IPvE Address Advanced Options

Type

Static e

IP Address and Subnet Mask

192.168.6.1 24

If you configured new interfaces, choose Objects, then select Security Zones from the table of contents.

Edit or create new zones as appropriate. Each interface must belong to azone, because you configure policies
based on security zones, not interfaces. You cannot put the interfaces in zones when configuring them, so you
must always edit the zone objects after creating new interfaces or changing the purpose of existing interfaces.

The following example shows how to create a new dmz-zone for the dmz interface.

Firepower Threat Defense Deployment with FDM .



Firepower Threat Defense Deployment with FDM |

. Configure the Firewall in Firepower Device Manager

Step 3

Step 4

Figure 8: Security Zone Object

Add Security Zone

Name

dmz-zone

Description

Interfaces

E] dmz

If you want internal clients to use DHCP to obtain an | P address from the device, choose Device > System
Settings > DHCP Server, then select the DHCP Serverstab.

Thereis aready a DHCP server configured for the inside interface, but you can edit the address pool or even
deleteit. If you configured other inside interfaces, it isvery typical to set up aDHCP server on thoseinterfaces.
Click + to configure the server and address pool for each inside interface.

You can aso fine-tune the WINS and DNS list supplied to clients on the Configuration tab. The following
exampl e shows how to set up a DHCP server on the inside2 interface with the address pool
192.168.4.50-192.168.4.240.

Figure 9: DHCP Server

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

Choose Device, then click View Configuration (or Create First Static Route) in the Routing group and
configure a default route.

The default route normally pointsto the upstream or | SP router that resides off the outside interface. A default
IPv4 route is for any-ipv4 (0.0.0.0/0), whereas a default 1Pv6 route is for any-ipv6 (::0/0). Creste routes for
each IP version you use. If you use DHCP to obtain an address for the outside interface, you might already
have the default routes that you need.

Note The routes you define on this page are for the data interfaces only. They do not impact the
management interface. Set the management gateway on Device > System Settings > M anagement
Interface.
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Step 5

Configure the Firewall in Firepower Device Manager .

The following example shows a default route for 1Pv4. In this example, isp-gateway is a network object that
identifies the I P address of the | SP gateway (you must obtain the address from your |SP). You can create this
object by clicking Create New Network at the bottom of the Gateway drop-down list.

Figure 10: Default Route

Add Static Route

Protocol

@ 1Pva IPvB

Gateway

Interface

outside

Choose Palicies and configure the security policies for the network.

The device setup wizard enables traffic flow between the inside-zone and outside-zone, and interface NAT
for al interfaces when going to the outside interface. Even if you configure new interfaces, if you add them
to the inside-zone object, the access control rule automatically applies to them.

However, if you have multiple inside interfaces, you need an access control rule to alow traffic flow from
inside-zone to inside-zone. If you add other security zones, you need rules to allow traffic to and from those
zones. These would be your minimum changes.

In addition, you can configure other policies to provide additional services, and fine-tune NAT and access
rules to get the results that your organization requires. You can configure the following policies:

» SSL Decryption—If you want to inspect encrypted connections (such asHTTPS) for intrusions, malware,
and so forth, you must decrypt the connections. Use the SSL decryption policy to determine which
connections need to be decrypted. The system re-encrypts the connection after inspecting it.

* I dentity—If you want to correlate network activity to individual users, or control network access based
on user or user group membership, use the identity policy to determine the user associated with a given
source | P address.

* Security Intelligence—Use the Security Intelligence policy to quickly drop connections from or to
blacklisted | P addresses or URLSs. By blacklisting known bad sites, you do not need to account for them
in your access control policy. Cisco provides regularly updated feeds of known bad addresses and URL s
so that the Security Intelligence blacklist updates dynamically. Using feeds, you do not need to edit the
policy to add or remove itemsin the blacklist.

* NAT (Network Address Translation)—Usethe NAT policy to convert internal | P addressesto externally
routeable addresses.

Firepower Threat Defense Deployment with FDM .
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. Access the Firepower Threat Defense CLI

Step 6

Step 7

* Access Control—Use the access control policy to determine which connections are allowed on the
network. You can filter by security zone, I P address, protocol, port, application, URL, user or user group.
You also apply intrusion and file (malware) policies using access control rules. Use this policy to
implement URL filtering.

* Intrusion—Usetheintrusion policiesto inspect for known threats. Although you apply intrusion policies
using access control rules, you can edit the intrusion policiesto selectively enable or disable specific
intrusion rules.

Thefollowing example shows how to alow traffic between theinside-zone and dmz-zonein the access control
policy. In this example, no options are set on any of the other tabs except for L ogging, where At End of
Connection is selected.

Figure 11: Access Control Policy

Add Access Rule @ x

Order Title Acticn

e Inside_DMZ

Source/Destination Applications URLs Users Intrusion Pelicy File policy Logging
SOURCE DESTINATION
Zones t 1 Port i Zones

@ insin 20 g arzzme

Choose Device, then click View Configuration in the Updates group and configure the update schedules for
the system databases.

If you are using intrusion policies, set up regular updatesfor the Rulesand VDB databases. If you use Security
Intelligence feeds, set an update schedul e for them. If you use geolocation in any security policiesas matching
criteria, set an update schedule for that database.

Click the Deploy button in the menu, then click the Deploy Now button ( ), to deploy your changesto
the device.

Changes are not active on the device until you deploy them.

Access the Firepower Threat Defense CLI

Use the command-line interface (CLI) to set up the system and do basic system troubleshooting. You cannot
configure policies through a CLI session. You can access the CL1 by connecting to the console port.

You can SSH to the management interface of the FTD device. You can also connect to the address on a data
interface if you open the interface for SSH connections. SSH access to data interfaces is disabled by default.
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Step 1

Step 2

Power Off the Device .

Procedure

To log into the CLI, connect your management computer to the console port.. The ASA 5508-X and 5516-X
ship with aUSB A-to-B serial cable. Be sure to install any necessary USB serial driversfor your operating
system (see the hardware guide). Use the following seria settings:

* 9600 baud
* 8 data bits
* No parity
« 1 stop hit

Logintothe FTD CLI using the admin username and the password you set at initial setup (the default is
Admin123).

After logging in, for information on the commands availablein the CLI, enter help or 2. For usage information,
see the Cisco Firepower Threat Defense Command Reference.

Power Off the Device

Step 1

It's important that you shut down your system properly. Simply unplugging the power or pressing the power
switch can cause serious file system damage. Remember that there are many processes running in the
background all the time, and unplugging or shutting off the power does not allow the graceful shutdown of
your Firepower system.

Procedure

Connect to the console port to access the FTD CLI, and then shut down the FTD.
shutdown

Example:

> shut down

This comand wi |l shutdown the system Continue?

Pl ease enter 'YES or 'NO: yes

INI'T: Stopping Cisco Threat Defense...... ok

Shutting down sfifd... [
Clearing static routes

Unconfiguring default route [
Unconfiguring address on brl [
Unconfiguring | Pv6 [
Downi ng i nterface [
St oppi ng xi netd:

St oppi ng nscd. .. [
St oppi ng system | og daenon. .. [
St oppi ng Threat Defense ...

St oppi ng system nmessage bus: dbus. [
Un- nmounti ng di sk partitions ...

devi ce- mapper: renove ioctl on root failed: Device or resource busy

KRR RRRR ]

Firepower Threat Defense Deployment with FDM .
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[...]

mdadm Cannot get exclusive access to /dev/ndO: Perhaps a running process, nounted fil esystem
or active volume group?

St oppi ng OpenBSD Secure Shell server: sshd

st opped /usr/sbhin/sshd (pid 3520)

done.

St oppi ng Advanced Configurati on and Power Interface daenon: stopped /usr/sbhin/acpid (pid

3525)

acpi d.

St oppi ng system nessage bus: dbus.

St oppi ng i nternet superserver: Xinetd.

no /etc/sysconfig/ kdunp. conf

Deconfiguring network interfaces... ifdown: interface brl not configured

done.

SSP- Security-Mdule is shutting down ...

Sendi ng ALL processes the TERM si gnal

acpi d: exiting

Sendi ng ALL processes the KILL signal

Deactivating swap. ..

Unnounting local filesystens...

Fi repower Threat Defense stopped.
It is safe to power off now

Do you want to reboot instead? [y/N]

Step 2 After the FTD shuts down, and the console showsthat "It is safe to power off now", you can then turn off the
power switch and unplug the power to physically remove power from the chassis if necessary.

Alternatively, you can reboot the system by typing y at the prompt.

What's Next?

To continue configuring your FTD, see the documents available for your software version at Navigating the
Cisco Firepower Documentation.

For information related to using FDM, see Cisco Firepower Threat Defense Configuration Guide for Firepower
Device Manager.
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