ASA and ASA FirePOWER Module Deployment
with ASDM

Note

ASA version 9.16 is the final supported version for the ASA 5508-X and 5516-X.

Is This Chapter for You?

This chapter describes how to deploy the ASA 5508-X or 5516-X in your network with the ASA FirePOWER
module and how to perform initial configuration. This chapter does not cover the following deployments, for
which you should refer to the ASA configuration guide:

* Failover
* Clustering (ASA 5516-X only)

« CLI configuration

This chapter also walks you through configuring a basic security policy; if you have more advanced
requirements, refer to the configuration guide.

The ASA 5508-X and 5516-X hardware can run either ASA software or FTD software. Switching between
ASA and FTD requires you to reimage the device. See Reimage the Cisco ASA or Firepower Threat Defense
Device.

Privacy Collection Statement—The ASA 5508-X or 5516-X do not require or actively collect
personally-identifiable information. However, you can use personally-identifiable information in the
configuration, for example for usernames. In this case, an administrator might be able to see thisinformation
when working with the configuration or when using SNMP,

 About the ASA, on page 2

 End-to-End Procedure, on page 2

* Review the Network Deployment and Default Configuration, on page 4
* Cable the Device, on page 7

* Power on the ASA, on page 7

* (Optional) Change the IP Address, on page 8

* Log Into ASDM, on page 9

* (Optional) Configure ASA Licensing, on page 10

* Configure the ASA, on page 11
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* Configure the ASA FirePOWER Module, on page 14
» Accessthe ASA CLI, on page 16
» What's Next?, on page 17

About the ASA

The ASA provides advanced stateful firewall and VPN concentrator functionality in one device, and with the
included ASA FirePOWER module, next-generation firewall services including Next-Generation Intrusion
Prevention System (NGIPS), Application Visibility and Control (AVC), URL filtering, and Advanced Malware
Protection (AMP).

You can manage the ASA using one of the following managers:
» ASDM (covered in this guide)—A single device manager included on the device.
e CLI
* Cisco Defense Orchestrator—A simplified, cloud-based multi-device manager

* Cisco Security Manager—A multi-device manager on a separate server.

You can manage the ASA FirePOWER module using one of the following managers:
* ASDM (Covered in this guide)—A single device manager included on the device.

* Firepower Management Center (FMC)—A full-featured, multidevice manager on a separate server.

You can also access the FirePOWER CL1 for troubleshooting purposes.

End-to-End Procedure

See the following tasks to deploy and configure the ASA on your chassis.
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End-to-End Procedure .

=N A W

Pre- '-\_! / Review the '\g__,-' Cable the '-\E,- Power on the
Configuration network and device device

default config —p —>

v

ASA CLI 4 ) (optional)

Change the IP

address

P l e o A -

ASDM \5, Log into '\(_5/" (Optional) \9, (Optional) L 0/ Configure the 1 1/ Configure the

ASDM View the serial Apply the ASA ASA

—p Number activationkey —p —» FirePOWER
to the device Module
A
~

Cisco \7 _/ (Optional)
Commerce C_)btain feature
Workspace licenses
Smart (8 ) (optional)
Software Obtain the
Manager activation key

: .I\ Pre-Configuration Review the Network Deployment and Default Configuration, on page 4.
2
(5 | Pre-Configuration Cable the Device, on page 7.
\</
(=" | Pre-Configuration Power on the ASA, on page 7.
\3)
4 ASA CLI (Optional) Change the IP Address, on page 8.
'(éj' ASDM Log Into ASDM, on page 9.
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. Review the Network Deployment and Default Configuration

— [ASDM

(Optional) Configure ASA Licensing, on page 10: View the serial number.

/2™ | Cisco Commerce (Optional) Configure ASA Licensing, on page 10: Obtain feature licenses.

2/ | Workspace

Smart Software Manager | (Optional) Configure ASA Licensing, on page 10: Obtain the activation key.

8
9 ASDM (Optional) Configure ASA Licensing, on page 10: Apply the activation key to the device.
‘I 0\ ASDM Configure the ASA, on page 11.
ASDM Configure the ASA FirePOWER Module, on page 14.

)

Review the Network Deployment and Default Configuration

The following figure shows atypical edge deployment for the ASA 5508-X and 5516-X using the default
configuration. In this deployment, the ASA acts as the internet gateway for the ASA FirePOWER module,
which needsinternet accessfor database updates. You can connect the Management 1/1 interface to the same
network (through a switch) asthe inside interface if you do not set the Management 1/1 |P address for the
ASA. (You can set the Management 1/1 |P address for the ASA FirePOWER module to be on the same
network asinside because it is a separate system from the ASA.)

If you connect the outside interface directly to a cable modem or DSL modem, we recommend that you put
the modem into bridge mode so the ASA performsall routing and NAT for your inside networks. If you need
to configure PPPOE for the outside interface to connect to your ISP, you can do so as part of the ASDM Startup
Wizard.

Note

If you cannot use the default inside I P address for ASDM access, you can set theinside | P address at the ASA
CLI. See (Optional) Change the |P Address, on page 8. For example, you may need to change theinside IP
addressin the following circumstances:

« If the outside interface tries to obtain an | P address on the 192.168.1.0 network, which isacommon
default network, the DHCP lease will fail, and the outside interface will not obtain an IP address. This
problem occurs because the ASA cannot have two interfaces on the same network. In this case you must
change the inside IP address (and | ater, the ASA FirePOWER | P address) to be on a new network.

« If you add the ASA to an existing inside network, you will need to change the inside I P address (and
|ater, the ASA FirePOWER | P address) to be on the existing network.
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ASA 5506-X, 5508-X, and 5516-X Default Configuration .

Internet

Gigabitethernet 1/1
DHCP from outside nw
outside Management 1/1
No ASA IP address
ASA FirePOWER IP address:

set to 192.168.1.2

(Optional)

Firepower
inside Iéayffrf Management
GigabitEthernet 1/2 il Center:

ASA FirePOWER
Gateway

192.168.1.1

A= DHCP from inside ifc

N
==

Management
Computer:
DHCP from inside ifc

ASA 5506-X, 5508-X, and 5516-X Default Configuration
The default factory configuration for the ASA 5506-X series, 5508-X, and 5516-X configures the following:
* inside --> outside traffic flow—GigabitEthernet 1/1 (outside), GigabitEthernet 1/2 (inside)
* outside | P address from DHCP
e inside| P address—192.168.1.1
* (ASA 5506W-X) wifi <-->inside, wifi --> outside traffic flow—GigabitEthernet 1/9 (wifi)
* (ASA 5506W-X) wifi | P address—192.168.10.1

» DHCP server oninside and wifi. The access point itself and al its clients use the ASA asthe DHCP
server.

» Default route from outside DHCP

» Management 1/1 interfaceis Up, but otherwise unconfigured. The ASA FirePOWER module can then
use this interface to access the ASA inside network and use the inside interface as the gateway to the
Internet.

* ASDM access—inside and wifi hosts allowed.
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* NAT—Interface PAT for al traffic from inside, wifi, and management to outside.

The configuration consists of the following commands:

interface Managenent1/1
managenent - onl y
no nanei f
no security-Ileve
no i p address
no shut down
interface G gabitEthernetl/1
nanei f outside
security-level 0
i p address dhcp setroute
no shut down
interface G gabitEthernetl/2
nanei f inside
security-level 100
i p address 192.168.1.1 255.255.255.0
no shut down
|
obj ect network obj _any
subnet 0.0.0.0 0.0.0.0
nat (any, outside) dynamic interface
|
http server enable
http 192.168.1. 0 255. 255. 255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.5-192. 168. 1. 254 i nsi de
dhcpd enabl e inside

|

iogging asdm i nformati ona
For the ASA 5506W-X, the following commands are also included:

same-security-traffic permt inter-interface
|
interface G gabitEthernet 1/9
security-level 100
namei f wifi
i p address 192.168.10.1 255. 255. 255.0
no shut down
|

http 192.168. 10. 0 255. 255.255.0 wi f
!

dhcpd address 192.168. 10. 2-192. 168. 10. 254 wi f
dhcpd enabl e wif
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Cable the Device .

Cable the Device

Management 1/1 )
GigabitEthernet 1/1 Set t0192.168.1.2 (Optional) Console ports
outside, DHCP from outside nw (ASA FirePOWER Management) ‘
| J

GigabitEthernet 1/2
inside, 192.168.1.1

(ASA Management;
Gateway)

Outside Management Computer

Layer 2 Switch DHCP from inside ifc

(Optional) Firepower Management Center:
DHCP from inside ifc

Manage the ASA 5508-X or 5516-X on the GigabitEthernet 1/2 interface, and manage the ASA FirePOWER
module on the Management 1/1 interface. The default configuration also configures GigabitEthernet 1/1 as
outside.

Procedure

Step 1 Cable the following to aLayer 2 Ethernet switch:
* GigabitEthernet 1/2 (inside)
* Management 1/1
» Management computer

* (Optional) Firepower Management Center

Step 2 (Optional) Connect the management computer to the console port.

If you need to change the inside I P address from the default, you must also cable your management computer
to the console port. See (Optional) Change the |P Address, on page 8.

Step 3 Connect the GigabitEthernet 1/1 interface (outside) to your outside router.
Step 4 Connect other networks to the remaining interfaces.

Power on the ASA

System power is controlled by arocker power switch located on the rear of the device.
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. (Optional) Change the IP Address

Step 1
Step 2

Step 3

Step 4

Procedure

Attach the power cord to the device, and connect it to an electrical outlet.

Turn the power on using the standard rocker-type power on/off switch located on the rear of the chassis,
adjacent to the power cord.

Check the Power LED on the front or rear of the device; if it is solid green, the deviceis powered on.

Figure 1: Rear Panel

[SIsls]alsIe]s

W TaleTaTatetars BB E
Power LED J
Status LED

Figure 2: Front Panel

Power LED —
Status LED —

©

Q0 8]
S ACTHE STATUS PORER

Check the Status LED on the front or rear of the device; after it issolid green, the system has passed power-on
diagnostics.

(Optional) Change the IP Address

\}

If you cannot use the default I P address for ASDM access, you can set the | P address of the inside interface
at the ASA CLI.

Note

Step 1

Step 2

This procedure restores the default configuration and also sets your chosen IP address, so if you made any
changes to the ASA configuration that you want to preserve, do not use this procedure.

Procedure

Connect to the ASA console port, and enter global configuration mode. See Accessthe ASA CLI, on page
16 for more information.

Restore the default configuration with your chosen |P address.
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Step 3

Log Into AsDM [J|§

configure factory-default [ip_address [masK]]

Example:

ci scoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the nanagenent |P address and nask, the DHCP address
pool size is reduced to 103 fromthe platformlimt 256

WARNI NG The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next rel oad.

Verify there is a valid inmage on diskO:/ or the systemw||
not boot.

Begin to apply factory-default configuration

Clear all configuration

Executing conmmand: interface gigabitethernetl/2
Executing conmand: naneif inside

INFO Security level for "inside" set to 100 by default.
Executing comuand: ip address 10.1.1.151 255.255.255.0
Executing command: security-Ievel 100

Executing conmmand: no shut down

Executing comand: exit

Executing comand: http server enable

Executing command: http 10.1.1.0 255.255. 255. 0 managenent
Executing command: dhcpd address 10.1.1.152-10.1.1.254 nmanagenent
Executi ng command: dhcpd enabl e nanagenent

Executing command: | oggi ng asdm i nformati onal
Factory-default configuration is conpleted

ci scoasa(config)#

Save the default configuration to flash memory.

write memory

Log Into ASDM

Step 1

Launch ASDM so you can configure the ASA.

Before you begin

*» Seethe ASDM release notes on Cisco.com for the requirements to run ASDM.

Procedure

Enter the following URL in your browser.
* https://192.168.1.1—Inside (GigabitEthernet 1/2) interface IP address.

Note Be sureto specify https:.//, and not http:// or just the | P address (which defaultsto HTTP); the ASA
does not automatically forward an HTTP request to HTTPS.

ASA and ASA FirePOWER Module Deployment with ASDM  [Ji]


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html

ASA and ASA FirePOWER Module Deployment with ASDM |

. (Optional) Configure ASA Licensing

Step 2
Step 3

Step 4

The Cisco ASDM web page appears. You may see browser security warnings because the ASA does not have
a certificate installed; you can safely ignore these warnings and visit the web page.

Click one of these available options. Install ASDM Launcher or Run ASDM.
Follow the onscreen instructions to launch ASDM according to the option you chose.

The Cisco ASDM-IDM Launcher appears.

L eave the username and password fields empty, and click OK.

The main ASDM window appears.

(Optional) Configure ASA Licensing

Step 1

Step 2

The ASA 5508-X or ASA 5516-X includes the Base license by defaullt.

It also comes pre-installed with the Strong Encryption (3DES/AES) license if you qualify for its use; this
license is not available for some countries depending on United States export control policy. The Strong
Encryption license allows traffic with strong encryption, such as VPN traffic.

This procedure describes how to obtain and activate additional licenses. You do not need to follow this
procedure unless you obtain new licenses.

If you need to manually request the Strong Encryption license (which isfree), see
https://www.cisco.com/go/license.

You can optionally purchase the following licenses:

* 5 Security Contexts

* AnyConnect Plus or Apex

To ingtall additional ASA licenses, perform the following steps.

Procedure

Obtain the seria number for your ASA in ASDM by choosing Configuration > Device Management >
Licensing > Activation Key.

Note The serial number used for licensing is different from the chassis serial number printed on the
outside of your hardware. The chassis serial number is used for technical support, but not for
licensing. To view the licensing serial number, enter the show version | grep Serial command or
see the ASDM Configuration > Device Management > Licensing Activation Key page.

See http://www.cisco.com/go/ccw to purchase the 5 Security Context license using the following PID:
L-ASA-SC-5=. The ASA supports 2 contexts with the Base license.

For AnyConnect License PIDs, see the Cisco AnyConnect Ordering Guide and the AnyConnect Licensing
Frequently Asked Questions (FAQ).

After you order alicense, you will then receive an email with a Product Authorization Key (PAK) so you can
obtain the license activation key. For the AnyConnect licenses, you receive a multi-use PAK that you can

Il ASAand ASA FirePOWER Module Deployment with ASDM


https://www.cisco.com/go/license
http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

| ASA and ASA FirePOWER Module Deployment with ASDM

Step 3

Step 4

Step 5

Configure the ASA .

apply to multiple ASAsthat use the same pool of user sessions. The PAK email can take several daysin some
Cases.

Obtain the activation key from the following licensing website: https.//www.cisco.com/go/license
Enter the following information, when prompted:

* Product Authorization Keys

* The serial number of your ASA

* Your e-mail address

An activation key isautomatically generated and sent to the e-mail addressthat you provide. Thiskey includes
all features you have registered so far for permanent licenses.

Onthe ASDM Configuration > Device Management > Licensing > Activation Key pane, enter the New
Activation Key.

The key is afive-element hexadecimal string with one space between each element. The leading Ox specifier
is optional; all values are assumed to be hexadecimal. For example:

ASAOxd11b3d48 Oxa80ad4c0Oa 0x48e0f dlc 0xb0443480 0x843fc490

Click Update Activation Key.

Configure the ASA

Step 1

Using ASDM, you can use wizardsto configure basic and advanced features. You can also manually configure
features not included in wizards.

Procedure

Choose Wizards > Startup Wizard, and click the M odify existing configuration radio button.
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. Configure the ASA

Step 2

Step 3

@& Launcher File View Tools m Window Help
g Startup Wizard...
VPM Wizlirds

. High Availability and Scalability Wizard...
7~ Device List- hookatksy | Unified Communication Wizard...

000 Device List _ ASDM Identity Certificate Wizard...
% Add [ Delete ¥ Connect { Packet Capture Wizard...
T

Cisco

@ X . 3 I ;
0 Configuration @ Monltor. .ard‘ ? Help‘ Type topid GCo

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

w A
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup_}'n‘izard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: !ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

The Startup Wizard walks you through configuring:
* The enable password
« Interfaces, including setting the inside and outside interface | P addresses and enabling interfaces.
* Static routes
* The DHCP server

* And more...

Configure the ASA FirePOWER module management | P address.
Note The ASA FirePOWER module is supported with 9.16 and earlier only.

a) Configure additional ASA settings as desired, or skip screens until you reach the ASA FirePOWER
Basic Configuration screen.
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Configure the ASA .

() Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard (o

é Startup Wizard ASA FirePDWER Basic Configuration (Step 9 of 12)

In order ko establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information.

Mote: ASA FirePO'WER-related configuration is intended for bootstrapping. Modifying an
existing ASA FirePOWER configuration may lead to undesired results,

Metwork Settings
IP Address:  192.168.1.2 I

Subnet Mask: | 255.,255.255.0w

Gateway: 192.168.1.1 |

Please read the following license agreement, You must accept the terms of this agreement
befare continuing the wizard,

End User License Agreement A
IMPORTANT: PLEASE READ THIS END USER. LICENSE AGREEMENT

CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROYED

SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE i
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
APPROVED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO DR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF = W
< | 1 [

) 1 accept the agreement

[ < Back ” Next > “ Finish J [Qancal ‘ ’ Help ]

L y

b) Set the following values to work with the default configuration:

¢ |P Address—192.168.1.2. If you changed the ASA default | P address according to (Optional) Change
the IP Address, on page 8, then use an available | P address on the same network. Be sure not to
use an |P address in the DHCP server range (if you used the configure factor y-default command,
do not use any address higher than the ASA address you specified).

* Subnet M ask—255.255.255.0
* Gateway—192.168.1.1

c) Click | accept the agreement, and click Next or Finish to complete the wizard.
d) Quit ASDM, and then relaunch. You should see ASA FirePOWER tabs on the Home page.
Step 4 (Optional) From the Wizar ds menu, run other wizards.

Step 5 To continue configuring your ASA, see the documents available for your software version at Navigating the
Cisco ASA Series Documentation.
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. Configure the ASA FirePOWER Module

Configure the ASA FirePOWER Module
Use ASDM toingtall licenses, configure the module security policy, and send traffic to the module.
Y

Note You can aternatively use the Firepower Management Center to manage the ASA FirePOWER module. See
the ASA FirePOWER Module Quick Start Guide for more information.

™, | Configure FirePOWER Licensing, on page 14.

(2) Configure the FirePOWER Security Policy, on page 15.

( '3* \ | Send ASA Traffic to the FirePOWER Module, on page 15.

Configure FirePOWER Licensing

The ASA FirePOWER modul e uses a separate licensing mechanism from the ASA. Nolicensesare pre-installed,
but the box includesa PAK on aprintout that | etsyou obtain alicense activation key for the following licenses:

* Control and Protection—Control is aso known as “Application Visibility and Control (AVC)” or
“Apps’. Protection isaso known as“1PS’. In addition to the activation key for these licenses, you also
need “right-to-use” subscriptions for automated updates for these features.

The Control (AVC) updates are included with a Cisco support contract.

The Protection (IPS) updates require you to purchase the IPS subscription from
http://www.cisco.com/go/ccw. This subscription includes entitlement to Rule, Engine, Vulnerability,
and Geol ocation updates. Note: This right-to-use subscription does not generate or require aPAK/license
activation key for the ASA FirePOWER module; it just provides the right to use the updates.

Other licenses that you can purchase include the following:

» Advanced Malware Protection (AMP)

* URL Filtering
These licenses generate a PAK/license activation key for the ASA FirePOWER module, which you should
receive in your email. See the Cisco Firepower System Feature Licenses for more information.

Toinstall ASA FirePOWER licenses, perform the following steps.

Procedure

Step 1 Obtain the License Key for your chassis by choosing Configuration > ASA FirePOWER Configuration >
Licensesand clicking Add New License.

The License Key is near the top; for example, 72:78:DA:6E:D9:93:35.
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Step 2

Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

Configure the FirePOWER Security Policy .

Click Get Licenseto launch the licensing portal. Alternatively, in your browser go to
https://www.cisco.com/go/license.

Enter the PAK's separated by commasin the Get New Licensesfield, and click Fulfill.
Provide the License Key and email address and other fields.

Copy the resulting license activation key from either the website display or from the zip file attached to the
licensing email that the system automatically delivers.

Return to the ASDM Configuration > ASA FirePOWER Configuration > Licenses > Add New License
screen.

Paste the license activation key into the License box.

Click Verify License to ensure that you copied the text correctly, and then click Submit License after
verification.

Click Return to License Page.

Configure the FirePOWER Security Policy

Configure the security policy for traffic that you send from the ASA to the FirePOWER module.

Procedure

Choose Configuration > ASA FirePOWER Configuration to configure the ASA FirePOWER security
policy.

Use the ASA FirePOWER pagesin ASDM for information to learn about the ASA FirePOWER security
policy. You can click Help in any page, or choose Help > ASA FirePOWER Help Topics, to learn more
about how to configure policies.

See also the ASA FirePOWER module configuration guide.

Send ASA Traffic to the FirePOWER Module

Step 1
Step 2
Step 3
Step 4

Configurethe ASA to send traffic to the FirePOWER module. By default, no trafficis sent to the FirePOWER
module. You can send all traffic or a subset of traffic to the module for next-generation firewall services.

Procedure

Choose Configuration > Firewall > Service Policy Rules.
Choose Add > Service Policy Rule
Choose whether to apply the policy to aparticular interface or apply it globally and click Next.

Configure the traffic match. For example, you could match Any Traffic so that all traffic that passes your
inbound access rulesis redirected to the module. Or, you could define stricter criteria based on ports, ACL
(source and destination criteria), or an existing traffic class. The other options are less useful for this policy.
After you complete the traffic class definition, click Next.
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B AccesstheAsAcL

Step 5
Step 6
Step 7

Step 8
Step 9
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On the Rule Actions page, click the ASA FirePOWER I nspection tab.
Check the Enable ASA FirePOWER for thistraffic flow check box.
(Optional) Inthe If ASA FirePOWER Card Fails area, click one of the following:

* Permit traffic—(Default) Setsthe ASA to allow all traffic through, uninspected, if the moduleis
unavailable.

* Close tr affic—Sets the ASA to block all traffic if the module is unavailable.

(Optional) Check Monitor-only to send aread-only copy of traffic to the module, i.e. passive mode.
Click Finish and then Apply.

Repeat this procedure to configure additional traffic flows as desired.

Access the ASA CLI

Step 1

Step 2

You can use the ASA CL1 to troubleshoot or configure the ASA instead of using ASDM. You can access the
CLI by connecting to the console port. You can later configure SSH accessto the ASA on any interface; SSH
access is disabled by default. See the ASA general operations configuration guide for more information.

You can a'so connect to the ASA FirePOWER module internal console port from the ASA CLI. For details
about the FirePOWER CL1, see the "Classic Device Command Reference" in the FMC configuration guide.

Procedure

Connect your management computer to the console port. The ASA 5508-X and 5516-X ship with aUSB
A-to-B serial cable. Be sureto install any necessary USB serial driversfor your operating system (see the
hardware guide). Use the following serial settings:

* 9600 baud
« 8 data bits
* No parity
« 1 stop hit

You connect to the ASA CLI. There are no user credentials required for consol e access by default.

Access privileged EXEC mode.
enable
You are prompted to change the password the first time you enter the enable command.

Example:

ci scoasa> enabl e

Passwor d:

The enabl e password is not set. Please set it now.
Enter Password: *xxxxx

Repeat Password: *xxxxx
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ci scoasa#

All non-configuration commands are available in privileged EXEC mode. You can also enter configuration
mode from privileged EXEC mode.

To exit privileged EXEC mode, enter the disable, exit, or quit command.

Step 3 Access global configuration mode.
configureterminal

Example:

ci scoasa# configure term nal
ci scoasa(config)#

You can begin to configure the ASA from global configuration mode. To exit global configuration mode,
enter the exit, quit, or end command.

Step 4 (Optional) Accessthe ASA FirePOWER module console.
session sfr

Log in with the admin username and the password. The default password is Admin123. The first time you
log in, you are prompted for a new password and for Management interface network settings. You can
alternatively set the network settings using ASDM.

Exit the FirePOWER CLI by typing Ctrl-Shift-6, X.

Example:

ci scoasa# session sfr
Openi ng comand session with nodul e sfr.
Connected to nodul e sfr. Escape character sequence is 'CTRL-"X .

FP3 1 ogin: adnmin

Passv\ord *kkkkkkk*k

Last login: Wed Mar 13 05:16:08 UTC 2019 on ttySl
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What's Next?

« To continue configuring your ASA, see the documents available for your software version at Navigating
the Cisco ASA Series Documentation.
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* Seethe online help or the ASA FirePOWER module local management configuration guide or the FMC
configuration guide for your version.
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