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Introduction

The Cisco Event Streamer (also known as eStreamer) allows you to stream Firepower System events to
external client applications. You can stream host, discovery, correlation, compliance white list, intrusion,
user activity, file, malware, and connection data from a Management Center.

Note that eStreamer is not supported on NGIPSv, Firepower Services, Firepower Threat Defense Virtual,
and Firepower Threat Defense. To stream events from these devices, you can configure eStreamer on the
Management Center that the device reports to.

eStreamer uses a custom application layer protocol to communicate with connected client applications.
As the purpose of eStreamer is simply to return data that the client requests, the majority of this guide
describes the eStreamer formats for the requested data.

There are three major steps to creating and integrating an eStreamer client with a Firepower System:

1. Write a client application that exchanges messages with the Management Center or managed device
using the eStreamer application protocol. The eStreamer SDK includes a reference client
application.

2. Configure a Management Center or device to send the required type of events to your client
application.

3. Connect your client application to the Management Center or device and begin exchanging data.

This guide provides the information you need to successfully create and run an eStreamer Version 7.0
client application.

Major Changes in eStreamer Version 7.0

Updated the following blocks:

¢ Intrusion Event
Changed name of Blocked field to Inline Result
Added Inline Result Reason field
Added Virtual Routing and Forwarding fields
Added Snort Version field

¢ Connection Statistics
Added Security Group Tag fields
Added Virtual Routing and Forwarding fields
Added Dynamic Attribute fields

e Malware Event
Added Virtual Routing and Forwarding fields

Firepower eStreamer Integration Guide
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B Using this Guide

File Event
Added Virtual Routing and Forwarding fields

Using this Guide

At the highest level, the eStreamer service is a mechanism for streaming data from the Firepower System
to a requesting client. The service can stream the following categories of data:

Intrusion event data and event extra data
Correlation (compliance) event data
Discovery event data

User event data

Metadata for events

Host information

Malware event data

Descriptions of the data structures returned by eStreamer make up the majority of this book. The
chapters in the book are:

Prerequisites

Understanding the eStreamer Application Protocol, page 2-1, which provides an overview of
eStreamer communications, details some of the requirements for writing eStreamer client
applications, and describes the four types of messages used to send commands to and receive data
from the eStreamer service.

Understanding Intrusion and Correlation Data Structures, page 3-1, which documents the data
formats used to return event data generated by the intrusion detection and correlation components
and the data formats used to represent the intrusion and correlation events.

Understanding Discovery & Connection Data Structures, page 4-1, which documents the data
formats used to return discovery, user, and connection event data.

Understanding Host Data Structures, page 5-1, which documents the data formats that eStreamer
uses to return full host information data when it receives a host information request message.

Configuring eStreamer, page 6-1, which documents how to configure the eStreamer on a
Management Center or managed device. The chapter also documents the eStreamer command-line
switches and provides instructions for manually starting and stopping the eStreamer service and for
configuring the Management Center or managed device to start eStreamer automatically.

Data Structure Examples, page A-1, which provides examples of eStreamer message packets in
binary format.

Understanding Legacy Data Structures, page B-1, which documents the structure of legacy data
structures that are no longer in use by the currently shipping product but may be used by older
clients.

To understand the information in this guide, you should be familiar with the features and nomenclature
of the Firepower System and the function of its components in general, and with the different types of
event data these components generate in particular. Definitions of unfamiliar or product-specific terms
can frequently be obtained from the Firepower eStreamer Integration Guide.

Firepower eStreamer Integration Guide
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Product Versions for Firepower System Releases Il

Product Versions for Firepower System Releases

Version numbers are used throughout this guide to describe the data format for events generated by the
Management Center and managed devices. The Firepower System Product Versions table lists versions
for each product by major release.

Table 1-1 Firepower System Product Versions

Release Management Center Version Managed Device Version
3D System 5.0 Management Center 5.0 5.0
3D System 5.1 Management Center 5.1 5.1
3D System 5.1.1 Management Center 5.1.1 5.1.1
3D System 5.2 Management Center 5.2 5.2
3D System 5.3 Management Center 5.3 53
Firepower System 5.3.1 Management Center 5.3.1 5.3.1
Firepower System 5.4 Management Center 5.4 5.4
Firepower System 6.0 Management Center 6.0 6.0
Firepower System 6.1 Management Center 6.1 6.1
Firepower System 6.2 Management Center 6.2 6.2
Firepower System 6.2.1 Management Center 6.2.1 6.2.1
Firepower System 6.2.2 Management Center 6.2.2 6.2.2
Firepower System 6.2.2 Management Center 6.2.3 6.2.3
Firepower System 6.3.0 Management Center 6.3.0 6.3.0
Firepower System 6.4.0 Management Center 6.4.0 6.4.0
Firepower System 6.5.0 Management Center 6.5.0 6.5.0
Firepower System 6.6.0 Management Center 6.6.0 6.6.0

Document Conventions

The eStreamer Message Data Type Conventions table lists the names used in this book to describe the
various data field formats employed in eStreamer messages. Numeric constants used by the eStreamer
service are typically unsigned integer values. Bit fields use low-order bits unless otherwise noted. For
example, in a one-byte field containing five bits of flag data, the low-order five bits will contain the data.

Table 1-2 eStreamer Message Data Type Conventions

Data Type Description

nn-bit field Bit field of nn bits

byte 8-bit byte containing data of arbitrary format
int8 Signed 8-bit byte

uint8 Unsigned 8-bit byte

intl6 Signed 16-bit integer

Firepower eStreamer Integration Guide
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Table 1-2 eStreamer Message Data Type Conventions (continued)

Data Type Description

uintl6 Unsigned 16-bit integer

int32 Signed 32-bit integer

uint32 Unsigned 32-bit integer

uint64 Unsigned 64-bit integer

string Variable length field containing character data

[n] Array subscript following any of the above data types to indicate n instances of
the indicated data type, for example, uint8[4]

variable Collection of various data types

BLOB Binary object of unspecified type, typically raw data as captured from a packet

IP Addresses

The Cisco database stores IPv4 and IPv6 addresses in the same fields in a BINARY format. To get IPv6
addresses, convert to hex notation, for example: 20010db8000000000000000000004321. The database
follows the RFC for storing IPv4 addresses by filling in bits 80-95 with 1°s, which yields an invalid IPv6
address. For example, the IPv4 address 10.5.15.1 would be stored as
00000000000000000000FFFFOA050F01.

Best Practices

When working with eStreamer, Cisco recommends the following for best use of the API.

Design
e Consider using the Cisco pluggable eStreamer client written in Python as a foundation to your client
so that all you need to build is a plug-in to format data for your SIEM’s schema.

¢ Build your eStreamer client to support everything the API can provide, as every bit of the schema is
important to at least some small part of the customer base.

— Understand the message structure — get to know the eStreamer Integration Guide.

— Spend time getting the records defined in metadata and code structures — a huge part of this is
being able to parse the messages.

— Understand how metadata works in a general sense, e.g. that metadata records are sent in
advance.

— Understand the object model — how the records inter-relate and what metadata relates to what
records.

e Implement robust error handling and logging so that when something goes wrong, you can see the
message and situation that caused the problem without necessarily needing to reproduce the error.

e Pick your language carefully. Parsing might not seem that computationally expensive but when there
are thousands of events per second, everything counts. Compiled languages such as C, C++, Go will
be faster than Python / JavaScript. The downside of such an approach is lack of portability.

[l Firepower eStreamer Integration Guide
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If you implement multi-threading or processing, understand that whatever handles the metadata has
to process the messages in order — which must include out-of-order delivery corrections.

Look at the existing eStreamer implementations to see how others have accomplished your goals in
the past. Some resources:

- https://splunkbase.splunk.com and search for eStreamer

— https://software.cisco.com/download/home/ next to “Select a Product” select “Browse All”,
then “Security”, followed by “Firewalls”, “Firewall Management”, “Firepower Management
Center Virtual Appliance”, then “Firepower System Tools and APIs”.

— https:/community.cisco.com and search for “eNcoreCLI”.

Make sure to work with the Cisco Security Technical Alliance team to keep up with changes to
eStreamer and other aspects of integrating with Cisco Firepower. You can contact them at
ask-csta-pm@cisco.com

Testing

When Cisco introduces a new version of Firepower, promptly test your client against it to make sure
the data collected by your client does not change.

Have a good test bed so you can test easily and frequently.

If you prefer to not build your own test bed, use the dcloud sandbox test bed. The Cisco Security
Technical Alliance will provide resources to assist in setting up and using it. Dcloud is free and
enables comprehensive testing. However, it is not necessarily complete for your use and does not
have 100% event coverage. Also, instances are only available for short periods of time. For more
information about dcloud, go to https://dcloud2-rtp.cisco.com
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Understanding the eStreamer Application
Protocol

The Firepower System Event Streamer (eStreamer) uses a message-oriented protocol to stream events
and host profile information to your client application. Your client can request event and host profile data
from a Management Center, and intrusion event data only from a managed device. Your client
application initiates the data stream by submitting request messages, which specify the data to be sent,
and then controls the message flow from the Management Center or managed device after streaming
begins.

Throughout this document, the eStreamer service on the Management Center or a managed device may
be referred to as the eStreamer server or eStreamer.

The following sections describe requirements for connecting to the eStreamer service and introduce
commands and data formats used in the eStreamer protocol:

Connection Specifications, page 2-1 describes the communication flow between the eStreamer
service and your client and describes how the client interacts with it.

Understanding eStreamer Communication Stages, page 2-2 describes the communication protocol
for client applications to submit data requests to the eStreamer server and for eStreamer to deliver
the requested information to the client.

Understanding eStreamer Message Types, page 2-6 describes the message types used in the
eStreamer protocol; discusses the basic structure of data packets used by eStreamer to return
intrusion event data, discovery event data, metadata, and host data to a client; and provides other
information to help you write a client that can interpret eStreamer messages.

Connection Specifications

The eStreamer service:

Communicates using TCP over an SSL connection (the client application must support SSL-based
authentication).

Accepts connection requests on port 8302.
Waits for the client to initiate all communication sessions.
Writes all message fields in network byte order (big endian).

Encodes text in UTF-8.
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Understanding eStreamer Communication Stages

There are four major stages of communication that occur between a client and the eStreamer service:

1. The client establishes a connection with the eStreamer server and the connection is authenticated by
both parties.

See Establishing an Authenticated Connection, page 2-2 for more information.

2. The client requests data from the eStreamer service and specifies the types of data to be streamed.
A single event request message can specify any combination of available event data, including event
metadata. A single host profile request can specify a single host or multiple hosts.

Two request modes are available for requesting event data:

— Event Stream Request — The client submits a message containing request flags that specify the
requested event types and version of each type, and the eStreamer server responds by streaming
the requested data.

— Extended Request — The client submits a request with the same message format as for Event
Stream requests but sets a flag for an extended request. This initiates a message interaction
between client and eStreamer server through which the client requests additional information
and version combinations not available via Event Stream requests.

For information on requesting data, see Requesting Data from eStreamer, page 2-3.
3. eStreamer establishes the requested data stream to the client.
See Accepting Data from eStreamer, page 2-5 for more information.

4. The connection terminates.
See Terminating Connections, page 2-5 for more information.

Establishing an Authenticated Connection

Note

Before a client can request data from eStreamer, the client must initiate an SSL-enabled TCP connection
with the eStreamer service. The client can request on any configured management interface on the
Management Center or managed device. Client connections do not enforce traffic channel configuration
for management interfaces so that configuration can be ignored when choosing an interface for your
connection. When the client initiates the connection, the eStreamer server responds, initiating an SSL
handshake with the client. As part of the SSL handshake, the eStreamer server requests the client’s
authentication certificate, and verifies that the certificate is valid (signed by the Internal Certifying
Authority [Internal CA] on the eStreamer server).

Cisco recommends that you also require your client to verify that the certificate presented by the
eStreamer server has been signed by a trusted Certifying Authority. This is the Internal CA certificate
included in the PKCS#12 file that Cisco provides when you register a new eStreamer client with the
Management Center or managed device. See Adding Authentication for eStreamer Clients, page 6-3 for
more information.

After the SSL session is established, the eStreamer server performs an additional post-connection
verification of the certificate. This includes verifying that the client connection originates from the host
specified in the certificate and that the subject name of the certificate contains the appropriate value. If
either post-connection check fails, the eStreamer server closes the connection. If necessary, you can
configure the eStreamer service so that it does not perform a client host name check (see eStreamer
Service Options, page 6-4 for more information).
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While the client is not required to perform post-connection verification, Cisco recommends that the

client perform this verification step. The authentication certificate contains the following field values in
the subject name of the certificate:

Table 2-1 Certificate Subject Name Fields
Field Value

title eStreamer
generationQualifier server

After the post-connection verification is finished, the eStreamer server awaits a data request from the
client.

Requesting Data from eStreamer

Your client performs the following high-level tasks in managing data requests:
e Initializing the request session — See Establishing a Session, page 2-3.

e Requesting events from the eStreamer event archive — Using Event Stream Requests and Extended

Requests to Initiate Event Streaming, page 2-3.
e Requesting host data — See Requesting Host Data, page 2-4.
¢ (Changing a request — See Changing a Request, page 2-5.

Establishing a Session

The client establishes a session by sending an initial Event Stream request to the eStreamer service.

In this initial message, you can either include data request flags or submit the data requests in a follow-on
message. This initial Event Stream request message itself is a prerequisite for all eStreamer requests,
whether for event data or for host data. For information about using the Event Stream request message,
see Event Stream Request Message Format, page 2-10.

Note  The eStreamer client can request on any configured management interface on the Management Center
or managed device. Client connections do not enforce traffic channel configuration for management
interfaces so that configuration can be ignored when choosing an interface for your connection.

Using Event Stream Requests and Extended Requests to Initiate Event Streaming

The eStreamer service provides two modes of requests for event streaming. Your request can combine
modes. In both modes, your client starts the request with an Event Stream request message but sets the

request flag bits differently. For details about the Event Stream message format, see Event Stream
Request Message Format, page 2-10.

When eStreamer receives an Event Stream request message, it processes the client request as follows:

e If the request message does not set bit 30 in the request flag field, eStreamer begins streaming any

events requested by other set bits in the request flag field. For information, see Submitting Event
Stream Requests, page 2-4.
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If bit 30 is set in the Event Stream request, eStreamer provides extended request processing.
Extended request flags must be sent if this bit is set. For information, see Submitting Extended
Requests, page 2-4. Note that eStreamer resolves any duplicate requests. If you request multiple
versions of the same data, either by multiple flags or multiple extended requests, the highest version
is used. For example, if eStreamer receives flag requests for discovery events version 1 and 6 and
an extended request for version 3, it sends version 6.

Submitting Event Stream Requests

Event stream requests use a simple process:

Your client sends a request message to the eStreamer service with a start date and time and a request
flag field that specifies the events and their version level to be included in the data stream.

eStreamer streams events beginning at the specified time. For information about the streaming
protocol, see Accepting Data from eStreamer, page 2-5.

For information on the format and content of the client’s Event Stream request message, see Event
Stream Request Message Format, page 2-10.

For information on the event types and versions of events that the client can request, see Table 2-6 on
page 2-12.

Submitting Extended Requests

If you set bit 30 in the request flags field of an Event Stream Request message, you initiate an extended
request, which starts a negotiation with the server. Extended request flags must be sent if this bit is set.
For the event types available by extended request, see Table 2-22 on page 2-36.

The steps for extended requests are as follows:

Your client sends an Event Streaming Request message to eStreamer with the request flags bit 30
set to 1, which signals an extended request. See Event Stream Request Message Format, page 2-10
for message format details.

eStreamer answers with a Streaming Information message that advertises the list of services
available to the client. For details about the Streaming Information message, see Streaming
Information Message Format, page 2-31.

The client returns a Streaming Request message that indicates the service it wants to use, with a
request list of event types and versions available from that service. The request list corresponds to
setting bits in the request flag field when making a standard event stream request. For details about
how to use the Streaming Request message to request events, see “Sample Extended Request
Messages” section on page 2-38.

eStreamer processes the client’s Streaming Request message and begins streaming the data at the
time specified in the message. For information about the streaming protocol, see Accepting Data
from eStreamer, page 2-5.

Requesting Host Data

Once you have established a session, you can submit a request for host data at any time. eStreamer
generates information for the requested hosts from the Firepower System network map.
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Changing a Request

To change request parameters for an established session, the client must disconnect and request a new
session.

Accepting Data from eStreamer

~

Note

The eStreamer server does not keep a history of the events it sends. Your client application must check
for duplicate events, which can inadvertently occur for a number of reasons. For example, when starting
up a new streaming session, the time specified by the client as the starting point for the new session can
have multiple messages, some of which may have been sent in the previous session and some of which
were not. eStreamer sends all message that meet the specified request criteria. Your application should
detect any resulting duplicates.

During periods of inactivity, eStreamer sends periodic null messages to the client to keep the connection
open. If it receives an error message from the client or an intermediate host, it closes the connection.

eStreamer transmits requested data to the client differently, depending on the request mode.

Event Stream Requests

If the client submits an event stream request, eStreamer returns data message by message. It may send
multiple messages in a row without waiting for a client acknowledgment. At a certain point, it pauses
and waits for the client. The client operating system buffers received data and lets the client process it
at its own pace.

If the client request includes a request for metadata, eStreamer sends the metadata first. The client should
store it in memory to be available when processing the event records that follow.

Extended Requests

If the client submits an extended request, eStreamer queues up messages and sends them in bundles.
eStreamer may send multiple bundles in a row without waiting for a client acknowledgment. At a certain
point, it pauses and waits for the client. The client operating system buffers received data and lets the
client read it off at its own pace.

The client unpacks each bundle, message by message, and uses the lengths of the records and the blocks
to parse each message. The overall message length in each message header can be used to calculate when
the end of each message has been reached, and the overall bundle length can be used to know when the
end of the bundle is reached. The bundle requires no index of its contents to be correctly parsed.

For information about the message bundling mechanism, see Message Bundle Format, page 2-39.

For information about the null message that the client can use for additional flow control, see Null
Message Format, page 2-7.

Terminating Connections

The eStreamer server attempts to send an error message before closing the connection. For information
on error messages, see Error Message Format, page 2-8.
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The eStreamer server can close a client connection for the following reasons:

e Any time sending a message results in an error. This includes both event data messages and the null
keep-alive message eStreamer sends during periods of inactivity.

e An error occurs while processing a client request.
¢ Client authentication fails (no error message is sent).
e eStreamer service is shutting down (no error message is sent).

Your client can close the connection to eStreamer server at any time and should attempt to use the error
message format to notify the eStreamer server of the reason.

Understanding eStreamer Message Types

The eStreamer application protocol uses a simple message format that includes a standard message
header and various sub-header fields followed by the record data which contains the message’s payload.
The message header is the same in all eStreamer message types; for more information, see eStreamer
Message Header, page 2-7.

Table 2-2 eStreamer Message Types
Message Type |Name Description
0 Null message Both the eStreamer server and the client send null messages

to control data flow. For information, see Null Message
Format, page 2-7.

1 Error message Both the eStreamer server and the client use error messages
to indicate why a connection closed. For information, see
Error Message Format, page 2-8.

2 Event Stream Request | A client sends this message type to the eStreamer service to
initiate a new streaming session and request data. For
information, see Event Stream Request Message Format,
page 2-10.

4 Event Data The eStreamer service uses this message type to send event
data and metadata to the client. For information, see Event
Data Message Format, page 2-17.

5 Host Data Request A client sends this message type to the eStreamer service to
request host data. A session must be started already via an
Event Stream Request message. For information, see Host
Request Message Format, page 2-25.

6 Single Host Data The eStreamer service uses this message type to send single
host data requested by the client. For information, see Host
Data and Multiple Host Data Message Format, page 2-30.

7 Multiple Host Data The eStreamer service uses this message type to send
multiple host data requested by the client. For information,
see Host Data and Multiple Host Data Message Format,
page 2-30.
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Table 2-2 eStreamer Message Types (continued)
Message Type |Name Description
2049 Streaming Request A client uses this message type in extended requests to

specify which of the advertised events from the Stream
Information message it wants. For information, see Sample
Extended Request Messages, page 2-38.

2051 Streaming The eStreamer service uses this message type in extended
Information requests to advertise the list of services available to the
client. For information, see Streaming Information Message
Format, page 2-31.

4002 Message Bundle The eStreamer service uses this message type to package
messages that it streams to clients. For information, see
Message Bundle Format, page 2-39.

eStreamer Message Header

All eStreamer messages start with the message header illustrated in the graphic below. The following
table explains the fields.

Byte 0 1 2 3
TTTTT T (T T (T (T[T (21212 22 2 222233
it [[12031elslefrfsfofolylolslalslelslelololi[olslalslelrllol0 0y
Header Version Message Type
Message Length
Table 2-3 Standard eStreamer Message Header Fields
Field Data Type Description
Header Version uint16 Indicates the version of the header used on the message. For the
current version of eStreamer, this value is always 1.
Message Type uintl6 Indicates the type of message transmitted. For the list of current
values, see Table 2-2 on page 2-6.
Message Length  |uint32 Indicates the length of the content that follows, and excludes the
bytes in the message header itself. A message with a header and no
data has a message length of zero.

Null Message Format

Both the client application and the eStreamer service send null messages. The null message has a type
of 0 and contains no data after the message header.

The client sends a null message to the eStreamer server to indicate readiness to accept more data. The
eStreamer service sends null messages to the client to keep the connection alive when no data is being
transmitted. The message length value for null messages is always set to o.
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Tip In data structure diagrams in this book, integers in parentheses such as (1) or (115) represent constant
field values. For example, Header Version (1) means that the field in the data structure under discussion
always has a value of 1.

The Null message format is shown below. The only non-zero value in the message is the header version.

Byte
Bit

0 1111111111122222222232233
oft23falslelrfslooliloslalslelgiglololilolslalslelisi0l0

Header Version (1) Message Type (0)

Message Length (0)

An example of a null message in binary format follows. Notice that the only non-zero value is in the
second byte, signifying a header version value of 1. The message type and length fields (shaded) each
have a value of o.

Byte
Bit

0 1
ol 2[sfalslelr]slololi ol alslelals o]

TTT
8.9
00000000O00O0O0O0OO0OO0OO0OT1[0000

2121212 (2121212[212[33
AHHHHAHHEHEHE
00000 0000

00000000000O00OO00OO0OO0OOOOOOOOOOOOOOOOO

Je

Tip Examples in this guide appear in binary format to clearly display which bits are set. This is important
for some messages, such as the event request message and event impact fields.

Error Message Format

Both the client application and the eStreamer service use error messages. Error messages have a message
type of 1 and contain a header, an error code, an error text length, and the actual error text. Error text can
contain between 0 and 65,535 bytes.

When you create custom error messages for your client application, Cisco recommends using -1 as the
error code.

The following graphic illustrates the basic error message format. Shaded fields are specific to error
messages.
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0|1\2\3O\4\5\6\7 8|9|$|%1\é\é\i\é é\%\é|é2|§|?\§\§ i\?\é\f\ﬂémi
Header Version (1) Message Type (1)
Message Length
Error Code
Error Text Length Error Text...

The following table describes each field in error code messages.

Table 2-4 Error Message

Fields

Field

Data Type |Description

Error Code int32

A number representing the error.

Error Text Length  |uintl6

The number of bytes included in the error text field.

Error Text variable

The error message. Up to 65,535 bytes.

The following diagram shows an example error message:

Byte
Bit
A

B

0 1
oft23alslelrfslofolylolslalslelglslololilalslalslelolslol0l
000000000000000100000000000000O0 1

0000000O0O0

00000000000O0O0O0O0O0O0O0OO0OO0O1T1T11

000000000O0O0O0O0O0O0O0O000000000OO0OO01TO0O0T11

0000000O0O0O0O0OO0O1O0OO0O1/0100111001101111

00100000011 10011011100000110000°1

0110001101100101

In the preceding example, the following information appears:

Letter

Description

A

The first two bytes indicate the standard header value of 1. The second two bytes show a value
of 1, which signifies that the transmission is an error message.

B

This line indicates the

amount of message data that follows it. In this example, 15 bytes (in

binary, 1111) of data follow.
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Letter |Description

C This line displays the error code. In this example, the message contains a value of 19 (10011).
Therefore, error number 19 is transmitted in the message.

D This line contains the number of bytes in the error message (1001, or nine bytes), and the error
message itself follows in the next nine bytes. The error message value, when converted to
ASCII text, equals “No space,” which is the error message that accompanies error code 19.

Event Stream Request Message Format

[l Firepower eStreamer Integration Guide

eStreamer clients use the Event Stream Request message to start a streaming session. The request
message includes a start time and a bit flag field to specify the data the eStreamer service should include,
which can be any combination of events, as well as intrusion event extra data and metadata. The Event
Stream Request message can initiate both event stream requests and extended requests. The message
type is 2.

You must submit an Event Stream Request message for all data requests, including a request exclusively
for host profile information. In such a case, you first submit an Event Stream Request message, then a
Host Request message (type 5) to specify the host data.

The following graphic illustrates the Event Stream Request message format. The message uses the
standard header. The shaded fields are specific to the request message and are described in the following
table.

Byte
Bit

IR RERERER! 22222222322
4‘5 6‘7‘8|9 0|1‘2‘3 4‘5 6‘7‘8|9|
Header Version (1) Message Type (2)

s I 111 T 3
oft23f4fs[e]7]8[ofolil5]5] .

i
Q

Message Length

Initial Timestamp

Request Flags

The following table describes each field in Event Stream Request messages.
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Table 2-5 Event Stream Request Message Fields

Field Data Type Description

Initial uint32 Defines the start of the session. To start at:
Timestamp

e the time the client connects to eStreamer, set all timestamp bits to
1.

e the oldest data available, set all timestamp bits to zero.

e agiven date and time, specify the UNIX timestamp (number of
seconds since January 1, 1970).

See Initial Timestamp, page 2-11 below for important information.

Request Flags |bits[32] Specifies the types and versions of events and metadata to be returned
in event stream requests. See Request Flags, page 2-11 for flag
definitions.

Setting bit 30 initiates an extended request, which can co-exist with
event stream requests in the same message.

Initial Timestamp

~

Note

Your client application should use the archival timestamp in the Initial Timestamp field when submitting
an event stream request, as explained below. This ensures that you do not inadvertently exclude events.
Devices transmit data to the Management Center using a “store and forward” mechanism with
transmission delays. If you request events by the generation timestamp assigned by the device that
detects it, delayed events may be missed.

When starting a session, a best practice is to start up from the archival timestamp (also known as the
“server timestamp”’) of the last record in the previous session. It is not a technical requirement but is
strongly recommended. By using the archival timestamp of the last record in the previous session, the
eStreamer service will not resend prior records or metadata. Under certain circumstances, if you use the
generation timestamp you can inadvertently exclude events from the new streaming session.

To include the archival timestamp in your streamed events, you must set bit 23 in the request flag field.

Note that only time-based events have archival timestamps. Events that eStreamer generates, such as
metadata, have zero in this field when extended event headers have been requested with bit 23 set.

Request Flags

You set bits O through 29 in the event data request flag field to select the types of events you want
eStreamer to send. You set bit 30 to activate the extended request mode. Setting bit 30 does not directly
request any data. Extended request flags must be sent if this bit is set. Your client requests data during
the server-client message dialog that follows submission of the Event Stream Request message. For
information on extended requests, see Requesting Data from eStreamer, page 2-3.

See Table 2-6 on page 2-12 for definitions of the bit settings in the Request Flags field. Different flags
request different versions of the event data. For example, to obtain data in Firepower System 4.9 format
instead of 4.10 format you set a different flag bit. For specific information on the flags to use when
requesting data for particular product versions, see Table 2-7 on page 2-15.
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Note that you request metadata by version, not by the individual metadata record. For information about
each supported version of metadata, see Request Flags, page 2-11.

The following diagram shades the bits in the flags field that are currently used:

Byte
Bit

11111111122
HHHHAHNNHA

3

2 2‘

1 Z
000000000O0O0O0OO0OO0OO0T1000O00O00O0

INBEDECHDEHNE
011

272(2
2‘34‘
000

=3 b

H
0

o PN
o N

H
1

3
1
0 0

000000000O0O0O0O0O0O00O0O000000000OO0O0O1O0O0O

6o011r111011111111101011101101000°1

000000000O0O0O0O00O000O0O00O0O0O0O0O0O0O0O0O0O0O0O100O0T11
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For information on each request flag bit, see the following table.

Table 2-6 Request Flags

Bit Field |Description

Bit 0 Requests the transmission of packet data associated with intrusion events. If set to 1, packet data is transmitted
with intrusion events. If set to o, packet data is not transmitted.

Bit 1 Requests the transmission of version 1 metadata associated with intrusion, discovery, correlation, and connection
events. If set to 1, version 1 metadata is transmitted with events. If set to o, version 1 metadata is not transmitted.

You can use metadata to resolve coded and numeric fields in events. See Understanding Metadata, page 2-40 for
general information on the way eStreamer transmits metadata to clients and how a client can use metadata.

Bit 2 Requests the transmission of intrusion events. If bit 2, bit 6, or both bit 2 and 6 are set to 1, but the extended
request flag, bit 30, is set to o, the system interprets this as a request from a Version 4.x client and record type
104/105 is sent. If no event type is specified when bit 2, bit 6, or both bit 2 and 6 are set to 1, and bit 30 is set to
1, the system interprets this as a request from a Version 5.0-5.1 client and record type 207/208 is sent. If bit 30
is set to 1, and a specific event type is requested, intrusion events are sent regardless of bits 2 and 6.

For details on requesting record types, see Submitting Extended Requests, page 2-4.

If bit 2, bit 6, and bit 30 are all set to o, intrusion events are not sent.
Bit 6 is used in a manner identical to bit 2. Either bit can be set to request intrusion events. Setting one of these

bits to o will not override the other bit; setting bit 2 to o and bit 6 to 1, or setting bit 2 to 1 and bit 6 to o, will be
interpreted as a request for intrusion events.

Bit 3 Requests the transmission of discovery data version 1 (Management Center 3.2). If set to o, discovery data
version 1 is not transmitted.

For more information about discovery events, see Understanding Discovery & Connection Data Structures,
page 4-1.

Bit 4 Requests the transmission of correlation data version 1 (Management Center 3.2). If set to o, correlation data
version 1 is not transmitted.
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Table 2-6 Request Flags (continued)

Bit Field |Description

Bit 5 Requests the transmission of impact correlation events (intrusion impact alerts). If set to 1, intrusion impact
alerts are transmitted. If set to o, intrusion impact alerts are not transmitted.

See Intrusion Impact Alert Data 5.3+, page 3-16 for more information about intrusion impact alerts.

Bit 6 Bit 6 is used in a manner identical to bit 2. See Bit 2, page 2-12.

Bit 7 Requests the transmission of discovery data version 2 (Management Center 4.0 - 4.1) if set to 1. If set to o,
discovery data version 2 is not transmitted.

Bit 8 Requests the transmission of connection data version 1 (Management Center 4.0 - 4.1) if set to 1. If set to o,
connection data version 1 is not sent.

Bit 9 Requests the transmission of correlation data version 2 (Management Center 4.0 - 4.1.x) if set to 1. If set to o,
correlation policy data version 2 is not transmitted.

Bit 10 Requests the transmission of discovery data version 3 (Management Center 4.5 - 4.6.1) if set to 1. If set to o,
discovery data version 3 is not transmitted.

For more information about legacy discovery events, see Legacy Discovery Data Structures, page B-106.

Bit 11 Disables transmission of events.

Bit 12 Requests the transmission of connection data version 3 (Management Center 4.5 - 4.6.1) if set to 1. If set to o,
connection data version 3 is not sent.

Bit 13 Requests the transmission of correlation data version 3 (Management Center 4.5 - 4.6.1). If set to o, correlation
data version 3 is not transmitted.

Bit 14 Requests the transmission of version 2 metadata associated with intrusion, discovery, correlation, and connection
events. If set to 1, version 2 metadata is transmitted with events. If set to o, version 2 metadata is not transmitted.

See Understanding Metadata, page 2-40 for general information on the way eStreamer transmits metadata to
clients and how a client can use metadata.

Bit 15 Requests the transmission of version 3 metadata associated with intrusion, correlation, discovery, and connection
events. If set to 1, version 3 metadata is transmitted with events. If set to o, version 3 metadata is not transmitted.

See Understanding Metadata, page 2-40 for general information on the way eStreamer transmits metadata to
clients and how a client can use metadata.

Bit 16 Unused

Bit 17 Requests the transmission of discovery data version 4 (Management Center 4.7 - 4.8.x). If set to o, discovery
data version 4 is not transmitted.

Bit 18 Requests the transmission of connection data version 4 (Management Center 4.7 - 4.9.0.x) if set to 1. If set to o,
connection data version 4 is not sent. See Connection Chunk Message, page 4-54 for more information.

Bit 19 Requests the transmission of correlation data version 4 (Management Center 4.7). If set to o, correlation data
version 4 is not transmitted.

See Legacy Correlation Event Data Structures, page B-297 for information about correlation events transmitted
in Management Center 4.7 format.
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Table 2-6 Request Flags (continued)

Bit Field |Description

Bit 20 Requests the transmission of version 4 metadata associated with intrusion, discovery, user activity, correlation,
and connection events. If set to 1, version 4 metadata is transmitted with events. If set to o, version 4 metadata
is not transmitted.

Version 4 metadata includes the following:
e correlation (compliance) rule information
e correlation (compliance) policy information
e fingerprint records
e client application records
e client application type records
e vulnerability records
e host criticality records
e network protocol records
e host attribute records
e scan type records
e user records
e service detection device (version 2) records
e event classification (version 2) records
e priority records
e rule information (version 2)
e malware information
If you request bit 20 with bit 22, user metadata is also sent.

See Understanding Metadata, page 2-40 for general information on the way eStreamer transmits metadata to
clients and how a client can use metadata.

Bit 21 Requests the transmission of version 1 user events. For more information on user events, see User Record,
page 4-19.
Bit 22 Requests the transmission of correlation data version 5 (Management Center 4.8.0.2 - 4.9.1). If set to o,

correlation data version 5 is not transmitted.
If you request bit 20 with bit 22, user metadata is also sent.

For more information about legacy correlation (compliance) events, see Legacy Correlation Event Data
Structures, page B-297.

Bit 23 Requests extended event headers. If set to 1, events are transmitted with the timestamp applied when the event
was archived for the eStreamer server to process and four bytes reserved for future use. If this field is set to o,
events are sent with a standard event header that only includes the record type and record length.

See eStreamer Message Header, page 2-7 for information about the event message header.

Bit 24 Requests the transmission of discovery data version 5 (Management Center 4.9.0.x). If set to o, discovery data
version 5 is not transmitted.

For more information about discovery events, see Understanding Discovery & Connection Data Structures,
page 4-1.
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Table 2-6 Request Flags (continued)

Bit Field |Description

Bit 25 Requests the transmission of discovery data version 6 (Management Center 4.9.1+). If set to o, discovery data
version 6 is not transmitted.

For more information about discovery events, see Understanding Discovery & Connection Data Structures,
page 4-1.

Bit 26 Requests the transmission of connection data version 5 (Management Center 4.9.1 - 4.10.x) if set to 1. If set to
0, connection data version 5 is not sent. See Connection Chunk Message, page 4-54 for more information.

Bit 27 Requests event extra data associated with an intrusion event in an Extra Data record.

For more information about event data, see Table 3-11Intrusion Event Extra Data Data Block Fields, page 3-26.

Bit 28 Requests the transmission of discovery data version 7 (Management Center 4.10.0+). If set to o, discovery data
version 7 is not transmitted.

For more information about discovery events, see Understanding Discovery & Connection Data Structures,
page 4-1.

Bit 29 Requests the transmission of correlation data version 6 (Management Center 4.10 - 4.10.x). If set to o, correlation
policy data version 6 is not transmitted.

If you request bit 20 with bit 29, user metadata is also sent.

For more information about correlation events, see earlier versions of the product.

Bit 30 Indicates an extended request to eStreamer. Extended request flags must be sent if this bit is set. For information
about extended requests, see Submitting Extended Requests, page 2-4.

To help you decide which flags to use to request data for a particular version, see the following table.
For Version 5.0 and later, see Submitting Extended Requests, page 2-4 for more information about using

Bit 30.

Table 2-7 Event Request Flags by Product Version

Type of Requested Data [4.9.0.x 4.9.1.x 4.10.x |50+ |5.1 5.1.1+
packet data Bit0 Bit0 |Bit0 |BitO |Bit0 |Bit0
intrusion events Bit 2 Bit2 |Bit2 |Bit2 |Bit2 |Bit30
metadata Bit 20 |Bit 20 |Bit 20 |Bit20 |Bit 20 |Bit 20
discovery events Bit 24 |Bit25 |Bit 28 |Bit30 |Bit 30 |Bit 30
correlation events Bit22 |Bit22 |Bit 29 |Bit30 |Bit 30 |Bit 30
event extra data — — Bit 27 |Bit27 |Bit 27 |Bit 27
impact event alerts Bit5 Bit5 |Bit5 |Bit5 |Bit5 |Bit5
connection data Bit 18 |Bit 26 |Bit 26 |Bit30 |Bit 30 |Bit 30
user events Bit21 |Bit21 |Bit21 |Bit30 |Bit 30 |Bit 30
malware events — — — — — Bit 30
file events — — — — — Bit 30
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A

Caution  In all event types, prior to version 5.x, the reference client labels detection engine ID fields as sensor
ID.

The following example requests intrusion events of type 7 (compatible with Firepower System 3.2+)
with both version 1 metadata and packet flags:

R P E D EOU RN M N HHHE HEHEHEEE

Bit 011121314(5/61718191011/2(3[4/5(617/8/9/(011
00000000000O0O0O0DCOO0TIIOOODODODODOO0DO0DOODODODOODOTIO
000000D00DO00DO0D0DO0O0ODO0ODOD0ODOODOODOODOODOODTITOODO
0011111011711 11T11T1T01011T1T01T1TO0O1O0OO0O0OT1
00000000DO00DOD0ODODO0ODODODODODODODOODOODODOTITOODOOT™ 1

Fla 3(2(212121212(2(2f(2(2(1|1|1)11f{1f{1|{1]1]1

B lolals|7|6|5|al3]2]1]0|ols|7]6]5|al3]2]1]0]|2|8]7]6]5]4|3|2]1]0

To request only data compatible with Firepower System 3.2 (including intrusion events, packets,
metadata, impact alerts, policy violation events, and version 2.0 events), use the following:

By'te 012304567891111111111122222222232233
pie (O[t[234isfosotol plalaisleloleiololyialalslsielrlsial0)
0000000000O00O00O0I1|00O0O00O00OCO00OO0OOOOOOOTO
00000000000000O00O000O0O00OO00OOOOOOTITOOO
o6o0r1r110111111111010111011010001
0000000000O00O0000O00O0O0O00O0OOO0OOOCOTIT I 11T1T171
menie SRR REERREREEEERRI T[] e

To request intrusion impact alerts, correlation events, discovery events, connection events, and intrusion
events of type 7 with packets and version 3 metadata in Management Center 4.6.1+ format, use the
following:
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Byte 0 —
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Event Data Message Format

The eStreamer service transmits event data and related metadata to clients when it receives an event
request. Event data messages have a message type of 3. Each message contains a single data record with
either event data or metadata.

Note that type 3 messages carry only event data and metadata. eStreamer transmits host information in
type 6 (single-host) and type 7 (multiple-host) messages. See Host Data and Multiple Host Data Message
Format, page 2-30 for information on host message formats.

Understanding the Organization of Event Data Messages

The event data and metadata messages that eStreamer sends contain the following sections:

e eStreamer message header — The standard message header defined at eStreamer Message Header,
page 2-7.

e Event-specific sub-headers — Sets of fields that vary by event type, with codes that describe
additional event details and determine the structure of the payload data that follows.

e Data record — Fixed-length fields and a data block.

~

Note  The client should unpack all messages on the basis of field length.

For the event message formats by event type, see the following:

¢ Intrusion Event and Metadata Message Format, page 2-18 for intrusion event data records and all
metadata records. These messages have fixed-length fields.

e Discovery Event Message Format, page 2-19 for messages with discovery event or user event data.
In addition to the standard eStreamer message header and a record header similar to the intrusion
event message, discovery messages have a distinctive discovery event header with an event type and
subtype field. The data record in discovery event messages is packaged in a series 1 block that can
have variable length fields and multiple layers of encapsulated blocks.

e Connection Event Message Format, page 2-21 for messages with connection statistics. Their general
structure is identical to discovery event messages. Their data block types, however, are specific for
connection statistics.
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e Correlation Event Message Format, page 2-21 for messages with correlation (compliance) event
data. The headers in these messages are the same as in intrusion event messages but the data blocks
are series 1 blocks.

e Event Extra Data Message Format, page 2-23 for a series of messages that deliver intrusion-related
record types with variable-length fields and multiple layers of nested data blocks such as intrusion
event extra data. See Event Extra Data Message Format, page 2-23 for general information on the
structure of this message series. See Data Block Header, page 2-24 for information about the
structures of this series of blocks which are similar to series 1 blocks but numbered separately.

Intrusion Event and Metadata Message Format

The graphic below shows the general structure of intrusion event and metadata messages.

Byte 9 1111111111122222222232233
it [0l t[2[304islel7]8lo ol olslalsle aisiololilolslaislelrigloio
Message Header
See eStreamer Message Header, page 2-7
Record Header
Data Record

The following graphic shows the details of the record header portion of the intrusion event and metadata
message format. The record header fields are shaded. The table that follows defines the fields.

Byt 0 1111111111122222222232233
pit [O[t[2[3]efs[el7I81900 ol alslelzlslololtioislais ellslolol]
Header Version (1) Message Type (3)
Message Length
Netmap ID Record Type

See Table 3-1 on page 3-1

Record Length

eStreamer Server Timestamp
(for events only, not used in metadata records)

Reserved for Future Use
(for events only, not used in metadata records)

Data

The following table describes each field in the header of intrusion events and metadata messages.
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Table 2-8 Intrusion Event and Metadata Record Header Fields
Field Data Type Description
Netmap ID uint16 The first bit of this field is a flag indicating whether the header is an

extended header containing an archive timestamp. The remaining 15 bits
are an optional field containing the Netmap ID for the domain on which
the event was detected. If this field is not used, it is left empty. Netmap
IDs map to domains as provided in metadata.

Record Type |uintl6 Identifies the data record content type. See Table 3-1Intrusion Event and
General Metadata Record Types, page 3-1 for the list of record types.

Record uint32 Length of the content of the message after the record header. Does not

Length include the 8 or 16 bytes of the record header. (Record Length plus the
length of the record header equals Message Length.)

eStreamer uint32 Indicates the timestamp applied when the event was archived by the

Server eStreamer server. Also called the archival timestamp.

Timestamp Field present only if bit 23 is set in the request message flags.

Reserved for |uint32 Reserved for future use.

future use

Field present only if bit 23 is set in the request message flags.

Discovery Event Message Format

The graphic below shows the structure of discovery event messages. The standard eStreamer message
header and event record header are followed by a discovery event header used only in discovery and user
event messages. The discovery event header section of the message contains the discovery event type
and subtype fields, which together form a key to the data block that follows. For the current discovery
event types and subtypes, see Table 4-29Discovery and Connection Events by Type and Subtype,

page 4-42.

By'te 012304567891111111111122222222232233

Bit |01 12/34156/7809 010503 alslegislololtiolslaisiolrlsonly
Message Header

See eStreamer Message Header, page 2-7

Discovery Event Record Header
See Discovery Event Message Headers, page 2-20 for field details.

Discovery Event Header
See Discovery Event Header 5.2+, page 4-40 for field details.

Series 1 Data Block
See Understanding Discovery (Series 1) Blocks, page 4-62
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Discovery Event Message Headers

The shaded section in the following graphic shows the fields of the record header in the discovery event
data message format, and shows the location of the event header that follows it. The following table
defines the fields of the discovery event message headers.

Byte L 1111111111122222222232233
Bit |0 1234516078900 ilp050alslelzislooltinl3lalsielrsio0l]
Header Version (1) Message Type (3)
Message Length
Netmap ID Record Type

See Table 4-1Discovery and Connection
Event Record Types, page 4-2

Record Length

eStreamer Server Timestamp
(for events only)

Reserved for Future Use
(for events only)

Discovery Event Header
See Table 4-28Discovery Event Header Fields, page 4-41

Series 1 Data Block
See Understanding Discovery (Series 1) Blocks, page 4-62

The following table describes the fields in the record header and the event header of the discovery event
message.

Table 2-9 Discovery Event Message Header Fields

Field Data Type Description

Netmap ID uint16 The first bit of this field is a flag indicating whether the header
is an extended header containing an archive timestamp. The
remaining 15 bits are an optional field containing the Netmap ID
for the domain on which the event was detected. If this field is
not used, it is left empty. Netmap IDs map to domains as
provided in metadata.

Record Type uint16 Identifies the data record content type. See Table 4-1Discovery
and Connection Event Record Types, page 4-2 for the list of
record types.

Record Length uint32 Length of the content of the message after the record header.
Does not include the 8 or 16 bytes of the record header. (Record
Length plus the length of the record header equals Message
Length.)
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Table 2-9 Discovery Event Message Header Fields (continued)

Field Data Type Description

eStreamer Server uint32 Indicates the timestamp applied when the event was archived by
Timestamp the eStreamer server. Also called the archival timestamp. Field

present only if bit 23 is set in the request flags field of the event
stream request.

Reserved for future |uint32 Reserved for future use. Field present only if bit 23 is set in the
use request message flags.

Discovery Event Varied Contains a number of fields, including the event type and
Header subtype, which together form a unique key to the data structure

that follows. See Discovery Event Header 5.2+, page 4-40 for
definitions of fields in the discovery event header.

Connection Event Message Format

Messages with connection statistics have a structure identical to discovery event messages. See
Discovery Event Message Format, page 2-19 for general message format information. Connection event
messages are distinct in terms of the data block types they incorporate.

Correlation Event Message Format

The graphic below shows the general structure of correlation (compliance) event messages. The standard
eStreamer message header and record header are followed immediately by a data block in the data record
section of the message. Correlation messages use Series 1 data blocks.

Byte
Bit

222 2
HHEHE
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Message Header
See eStreamer Message Header, page 2-7

Record Header
See Correlation Record Header, page 2-21 for field details.

Data Record Block

Correlation Record Header

The shaded section of the following graphic shows the fields of the record header in correlation event
messages. Note that correlation messages use series 1 data blocks; however, they do not have the
discovery header that appears in discovery event messages. Their header fields resemble those of
intrusion event messages. The table that follows the graphic below defines the record header fields for
correlation events.

Byte
Bit
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Header Version (1) Message Type (3)

Message Length

Netmap ID Record Type
See Table 3-1Intrusion Event and General
Metadata Record Types, page 3-1

Record Length

eStreamer Server Timestamp
(for events only, not used in metadata records)

Reserved for Future Use
(for events only, not used in metadata records)

Data Record Block
Uses Series 1 block, see Understanding Discovery (Series 1) Blocks, page 4-62

The following table describes each field in the record header of correlation event messages.

Table 2-10 Correlation Event Message Record Header Fields
Field Data Type Description
Netmap ID uint16 The first bit of this field is a flag indicating whether the header

is an extended header containing an archive timestamp. The
remaining 15 bits are an optional field containing the Netmap ID
for the domain on which the event was detected. If this field is
not used, it is left empty. Netmap IDs map to domains as
provided in metadata.

Record Type uintl6 Identifies the data record content type. See Table 3-1 on
page 3-1 for the list of intrusion, correlation, and metadata
record types.

Record Length uint32 Length of the content of the message after the record header.
Does not include the 8 or 16 bytes of the record header. (Record
Length plus the length of the record header equals Message

Length.)
eStreamer Server uint32 Indicates the timestamp applied when the event was archived by
Timestamp the eStreamer server. Also called the archival timestamp.

Field present only if bit 23 is set in the request message flags.

Field is zero for data generated by the Management Center such
as host profiles and metadata.

Reserved for future |uint32 Reserved for future use.
use

Field present only if bit 23 is set in the request message flags.
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Event Extra Data Message Format

The graphic below shows the structure of event extra data messages. The Intrusion Event Extra Data
message is an example of this message group.

Byt
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0 1
ol [2pafalselrlslololi ] alslellslo ol i]o]s
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Message Header
See eStreamer Message Header, page 2-7

Record Header
See Event Extra Data Message Record Header, page 2-23

Data Blocks...
See Understanding Series 2 Data Blocks, page 3-54

Event extra data messages have the same format as correlation event messages, with a data block directly
after the record header. Unlike correlation messages, they use series 2 data blocks, not series 1 data
blocks, which have a separate numbering sequence. For information about series 2 block types, see

Understanding Series 2 Data Blocks, page 3-54.

Event Extra Data Message Record Header

The shaded section of the following graphic shows the fields of the record header in event extra data
messages. The table that follows defines the record header fields for event extra data messages.

Byt 0 1111111111122222222232233
pit [0[1[21304/s/6]7]81900 505lalsleilslololiialslalslelrl5l0000]
Header Version (1) Message Type (3)
Message Length
Netmap ID Record Type

See Table 3-1Intrusion Event and General
Metadata Record Types, page 3-1

Record Length

eStreamer Server Timestamp
(for events only, not used in metadata records)

Reserved for Future Use
(for events only, not used in metadata records)

Data Record Block
Uses series 2 block, see Understanding Series 2 Data Blocks, page 3-54

The following table describes each field in the record header of event extra data messages.
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Table 2-11 Event Extra Data Message Record Header Fields

Field Data Type Description

Netmap ID uint16 The first bit of this field is a flag indicating whether the header is an
extended header containing an archive timestamp. The remaining 15
bits are an optional field containing the Netmap ID for the domain on
which the event was detected. If this field is not used, it is left empty.
Netmap IDs map to domains as provided in metadata.

Record Type uint16 Identifies the data record content type. See Table 3-1Intrusion Event
and General Metadata Record Types, page 3-1 for the list of event
extra data record types.

Record Length uint32 Length of the content of the message after the record header. Does
not include the 8 or 16 bytes of the record header. (Record Length
plus the length of the record header equals Message Length.)

eStreamer Server |uint32 Indicates the timestamp applied when the event was archived by the

Timestamp eStreamer server. Also called the archival timestamp.

Field present only if bit 23 is set in the request message flags. Field
is not present for events generated by the Management Center.

Reserved for uint32 Reserved for future use.

future use . e . . .
Field present only if bit 23 is set in the request message flags. Field
is not present for events generated by the Management Center.

Series 1 blocks and series 2 blocks have similar structures but distinct numbering. These blocks can
appear anywhere in the data portion of a discovery, correlation, connection, or event extra data message.
These blocks encapsulate other blocks at multiple levels of nesting.

The data blocks in both the first and second series begin with the header structure shown in the graphic
below. The following table provides information about the header fields. The header is followed
immediately by the data structure associated with the data block type.

Byte
Bit

9 1111111111122222222232233

01 [23]efstel7]89 gy o0alalslelalgololilaslalsieiglslololy
Data Block Type
Data Block Length
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Table 2-12

Field Data Type Description

Data Block Type |uint32 For series 1 block types, see Understanding Discovery (Series 1)
Blocks, page 4-62.
For series 2 block types, see Table 3-26Series 2 Block Types,
page 3-54.

Data Block Length |uint32 Length of the data block. Includes the number of bytes of data
plus the 8 bytes in the two data block header fields.

Host Request Message Format

Note

To receive host profiles, you submit Host Request messages. You can request data for a single host or
multiple hosts defined by an IP address range.

Note that it is mandatory for all data requests, including requests for host profile information, to first
initialize the session by submitting an Event Stream Request message. To set up for streaming host data
only, you can use any of the following request flag settings in your initial Event Stream Request
message:

¢ set the bit for the appropriate version of metadata (this can be beneficial when streaming host data)
e set no request flags
e set bit 11 (to suppress any default event streaming if using legacy versions of eStreamer)

After the initial message, you then use a Host Request message (type 5) to specify the hosts.

For legacy eStreamer versions with default event streaming, if you want to stream only host profile data,
you need to suppress the default event messages. First send the server an Event Stream Request message
with bit 11 in the Request Flags field set to 1; then, send the Host Request message.

The graphic below shows the format for the Host Request message. The shaded fields are specific to the
Host Request message format and are defined in the following table. The preceding three fields are the
standard message header.

Byte 0 1111111111122222222232233
it [O[t[2[3[4fs[e7]8 1900l 1alslalslelzlslololilalslaislellslol0ly
Header Version (1) Message Type (5)
Message Length
Data Type
Flags
Start IP Address

Start I[P Address, continued

Start IP Address, continued
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Start IP Address, continued

End IP Address
End IP Address, continued

End IP Address, continued

End IP Address, continued

The following table explains the message fields.
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Host Request Message Fields

Field

Data Type

Description

Data Type

uint32

Requests data for a single host or multiple hosts, using the following
codes:

o — Version 3.5 - 4.6 for a single host.

1 — Version 3.5 - 4.6 for multiple hosts (uses block 34).
2 — Version 4.7 - 4.8 for a single host (uses block 47).

3 — Version 4.7 - 4.8 for multiple hosts (uses block 47).
4 — Version 4.9 - 4.10 for a single host (uses block 92).
5 — Version 4.9 - 4.10 for multiple hosts (uses block 92).

6 — Version 5.0.x data for a single host (uses block 111, see Full
Host Profile Data Block 5.0 - 5.0.2, page B-313).

7 — Version 5.0.x data for multiple hosts (uses block 111, see Full
Host Profile Data Block 5.0 - 5.0.2, page B-313).

8 — Version 5.1.x data for multiple hosts (uses block 111, see Full
Host Profile Data Block 5.1.1, page B-322).

9 — Version 5.1.x data for multiple hosts (uses block 111, see Full
Host Profile Data Block 5.1.1, page B-322).

10 — Rule documentation data (uses block 27, see Rule
Documentation Message Format, page 2-29)

11 — Version 5.2x data for multiple hosts (uses block 111, see Full
Host Profile Data Block 5.2.x, page B-330).

12 — Version 5.2.x data for multiple hosts (uses block 111, see
Full Host Profile Data Block 5.2.x, page B-330).

13 — Version 5.3+ data for multiple hosts (uses block 111, see Full
Host Profile Data Block 5.3+, page 5-1).

14 — Version 5.3+ data for multiple hosts (uses block 111, see Full
Host Profile Data Block 5.3+, page 5-1).

Flags

32-bit field

0x00000001 — Causes the Notes field of the host profile to be
populated (with user-defined information about the host stored in
the Firepower System).

0x00000002 — Causes the Banner field of the service block to be

populated (with the first 256 bytes of the first packet detected for
the service). Banners are disabled by default and available only if
configured.

Start IP
Address

uint8[16]

IP address of the host whose data should be returned (if request is for a
single host), or the starting address in an IP address range (if request is
for multiple hosts). Can be either an IPv4 or IPv6 address.

End IP
Address

uint8[16]

Ending address in an IP address range (if request is for multiple hosts),
or the Start IP Address value (if request is for single host). Can be either
an [Pv4 or IPv6 address.
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The graphic below shows the format for the legacy Host Request message. eStreamer will still respond
to this request. The only difference from the current request is the smaller [Pv4 address fields. The
shaded fields are specific to the Host Request message format and are defined in the following table. The
preceding three fields are the standard message header.

Byte
Bit

0 1 2 3
ofzisiersierrsio ol olslalslelalelololilalslalselsllololy

Header Version (1) Message Type (5)

Message Length

Data Type

Flags

Start IP Address

End IP Address

The following table explains the message fields.

Table 2-14 Host Request Message Fields

Field Data Type |Description

Data Type |uint32 Requests data for a single host or multiple hosts, using the following codes:
e 0 — Version 3.5 - 4.6 for a single host.

e 1 — Version 3.5 - 4.6 for multiple hosts (uses block 34).

e 2 — Version 4.7 - 4.8 for a single host (uses block 47).

e 3 — Version 4.7 - 4.8 for multiple hosts (uses block 47).

e 4 — Version 4.9 - 4.10 for a single host (uses block 92).

e 5 — Version 4.9 - 4.10 for multiple hosts (uses block 92).

e 6 — Version 5.0+ data for a single host (uses block 111, see Full Host
Profile Data Block 5.3+, page 5-1).

e 7 — Version 5.0+ data for multiple hosts (uses block 111, see Full Host
Profile Data Block 5.3+, page 5-1).

Flags 32-bit * 0x00000001 — Causes the Notes field of the host profile to be populated
field (with user-defined information about the host stored in the Firepower
System).

® 0x00000002 — Causes the Banner field of the service block to be
populated (with the first 256 bytes of the first packet detected for the
service). Banners are disabled by default and available only if
configured.
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Table 2-14 Host Request Message Fields (continued)

Field Data Type |Description

Start IP uint8[4] |IP address of the host whose data should be returned (if request is for a single

Address host), or the starting address in an IP address range (if request is for multiple
hosts). Specify the address in IP address octets.

End IP uint8[4] |Ending address in an IP address range (if request is for multiple hosts), or the

Address Start IP Address value (if request is for single host).

Rule Documentation Message Format

To receive rule documentation profiles, you submit Rule Documentation messages. You request these by
generator ID, signature ID, and revision.

Note that it is mandatory for all data requests, including requests for rule documentation information, to
first initialize the session by submitting an Event Stream Request message. To set up for streaming host
data only, you can use any of the following request flag settings in your initial Event Stream Request
message:

¢ set the bit for the appropriate version of metadata (this can be beneficial when streaming host data)
e set no request flags
e set bit 11 (to suppress any default event streaming if using legacy versions of eStreamer)

After the initial message, you then use a Rule Documentation message (type 10) to specify the rule.

The graphic below shows the format for the Rule Documentation message. The shaded fields are specific
to the Rule Documentation message format and are defined in the following table. The preceding three
fields are the standard message header.

Byte 0 1111111111122222222232233
it [0[t[2[3]efs[el781o00 i olalalslelslslololrio5lals el xlolol]
Header Version (1) Message Type (5)
Message Length
Data Type
Flags
Signature ID

Generator ID

Revision

Reserved

Reserved, continued

Reserved, continued
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Reserved, continued

Reserved, continued

The following table explains the message fields.

Table 2-15 Rule Documentation Message Fields
Field Data Type Description
Data Type uint32 Requests data for a Rule Documentation Data Block. This value is

always 10. See Rule Documentation Data Block for 5.2+, page 3-105.

Flags 32-bit field | ® o0xo00000001 — Causes the Notes field of the Rule Documentation
data block to be populated (with user-defined information about
the host stored in the Firepower System).

* 0x00000002 — Causes the Banner field of the service block to be
populated (with the first 256 bytes of the first packet detected for
the service). Banners are disabled by default and available only if

configured.
Signature ID  |uint32 Identification number of the requested rule.
Generator ID |uint32 Identification number of the Firepower System preprocessor for the
requested rule.
Rule Revision |uint32 Rule revision number.
Reserved uint8[20] This field is not currently used.

Host Data and Multiple Host Data Message Format

eStreamer responds to host requests by sending host data messages, each with a full host profile data
block. eStreamer sends one host data message for each host specified in the request. eStreamer uses the
type 6 message to respond to requests for a single host profile, and uses the type 7 message to respond
to requests for multiple hosts. The formats of the type 6 and type 7 messages are identical, only the
message type is different.

Host data messages do not have a record type field. The structure of the message is communicated by
the message type and the data block type of the full host profile included in the message. Full host profile
data blocks are in the series a group of blocks.

The graphic below shows the format of the host data message and the table that follows defines the

shaded fields:
Byte L 1111111111122222222232233
Bit (0 123[4si6l7[890 0 lpls0alslelzinlololiinlslalsiolsislools
Header Version (1) Message Type (6 | 7)
Message Length
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See Table 4-30Host Discovery and Connection Data Block Types, page 4-63

Full Host Profile Data Block Type

Length

Full Host Profile Data Block

The fields specific to the Host Request message are:

Table 2-16

Field Data Type Description

Full Host Profile  |uint32 Specifies the block type for the full host profile data included in

Data Block Type the message. See Table 4-30Host Discovery and Connection Data
Block Types, page 4-63.

Length uint32 Length of the full host profile data in the message.

Full Host Profile  |variable The host data. For links to the definitions of current full host

Data Block

profile data blocks, see Table 4-30Host Discovery and Connection
Data Block Types, page 4-63.

Streaming Information Message Format

When the eStreamer service receives a request for an extended request, it sends the client the Streaming
Information message described below. This message advertises the server’s list of available services.
Currently, the only relevant option is the eStreamer service (6667), although the message can list other
services, which should be ignored. Each advertised service is represented by a Streaming Service
Request structure described in Streaming Service Request Structure, page 2-33.

The graphic below illustrates the format for the Streaming Information message. The shaded field is
specific to this message type. The preceding three fields are the standard message header.

Byte

0
it [0 1[2[34]s]6]7

1 2 3
s 0lolnlalalalslelalslololilo5lals el o]k ololy

Header Version (1) Message Type (2051)

Message Length

See Streaming Service Request Structure, page 2-33

Service...

The fields of the Streaming Information message are:
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Table 2-17 Streaming Information Message Fields

Field Data Type Description

Header Version |uintl6 Set to 1.

Message Type uint16 eStreamer message type. Set to 2051 for Streaming
Request messages.

Message Length |uint32 Length of the content of the message after the
message header. Does not include the bytes in the
Header Version, Message Type, and Message Length
fields.

Servicel[] array List of available services. See Streaming Service
Request Structure, page 2-33.

Streaming Request Message Format

The client uses the Streaming Request message to specify to eStreamer the service in the Streaming
Information message that it wants to use, followed by a set of requests for event types and versions to
be streamed. The graphic below shows the message structure and the following table defines the fields.
The requested service is represented by a Streaming Service Request structure described in Streaming
Service Request Structure, page 2-33.

The graphic below illustrates the format for the Streaming Information message. The shaded field is
specific to this message type. The preceding three fields are the standard message header.

Byte

Bit

0
0|1‘2‘3‘4‘5‘6‘7

1 2 3
809 o1 olslalslelalslololilolslalslelalslololy

Header Version (1) Message Type (2049)

Message Length

See Streaming Service Request Structure, page 2-33

Service...

The fields of the Streaming Request message are:

Table 2-18 Streaming Request Message Fields

Field Data Type |Description

Header Version |uintl6 Set to 1.

Message Type |uintl6 eStreamer message type. Set to 2049 for Streaming Request messages.

Message Length |uint32 Length of the content of the message after the message header. Does
not include the bytes in the Header Version, Message Type, and
Message Length fields.

Service[] array List of requested service structures. See Streaming Service Request

Structure, page 2-33.
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Streaming Service Request Structure

The eStreamer service sends one Streaming Service Request data structure in the Streaming Information
message for each service it advertises. The eStreamer service does not use the last field of the Streaming
Service Request, which provides for a list of event types to be included.

The client processes the Streaming Service Request structure from eStreamer and uses the same structure
in the response it returns to the server. In the Streaming Service Request that the client sends to the
server, it includes, first, a request for the service advertised by eStreamer, and, second, a list of Streaming
Event Type structures, which specify the requested event types the client wants to receive.

Each Streaming Event Type structure contains two fields to specify the event type and version for each
requested event type. For information on the Streaming Event Type structure, see , page 2-34.

The graphic below shows the fields of the Streaming Service Request structure. The table that follows

defines the fields.

By.te 012304567891111111111122222222232233
pit (01123 els[er]sololylpllalslelzlelololiloslalsel7 k00
Type
Length
Flags

Initial Timestamp

Streaming Event Type...

See , page 2-34

The fields of the Streaming Service Request structure are:

Table 2-19 Streaming Service Request Fields

Field Data Type

Description

Type uint32

Service ID.

In eStreamer server messages, this advertises an available
service.

In client messages, it specifies a requested service.
Current valid options:

* 6667 (for eStreamer service)

Length uint32

Service request length. Describes the length of the service
request, including Type and Length.

Note that Length must include all the Streaming Event
Type records in the message, plus the terminating one.

Flags uint32

In eStreamer’s Streaming Information messages: Always
0.

In client’s Streaming Request message: replicates the flag
settings in the original Event Stream Request message.
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Table 2-19 Streaming Service Request Fields (continued)

Field Data Type Description

Initial Timestamp uint32 In eStreamer’s Streaming Information messages: Always
0.

In client’s Streaming Request message: replicates the
timestamp in the original Event Stream Request message.

Streaming Event Type |array In eStreamer’s Streaming Information message:
e Reserved for future use. Has o length.
In client’s Streaming Request message:

¢ One Streaming Event Type entry for each requested
event type. See , page 2-34.

e Terminate the request list with a o Event Type entry,
with both Event Type and Version set to o.

See , page 2-34.

Domain Streaming Request Message Format

The client uses the Domain Streaming Request message to request events from a specific domain from
eStreamer. The graphic below shows the message structure and the following table defines the fields.
The shaded fields are specific to this message type. The preceding three fields are the standard message

header.
Byte 9 1111111111122222222232233
it [o[t[2[3]efsel781o00 i olalalslelsislololrio5lalslels slolol]
Header Version (1) Message Type (2052)
Message Length
String Block Type (0)
String Block Length
Domain...

The fields of the Domain Streaming Request message are:
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Table 2-20 Domain Streaming Request Message Fields

Field Data Type |Description

Header Version |uintl6 Set to 1.

Message Type |uintl6 eStreamer message type. Set to 2052 for Domain Streaming Request
messages.

Message Length |uint32 Length of the content of the message after the message header. Does

not include the bytes in the Header Version, Message Type, and
Message Length fields.

String Block uint32 Initiates a String data block containing the domain. This value is

Type always o.

String Block uint32 The number of bytes included in the domain String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the domain.

Domain string Domain from which streaming events are requested. If left blank, the
service will stream events for all domains to which the client has
access.

Streaming Event Type Structure

eStreamer clients use the Streaming Event Type structure to specify an event’s version and version. Each
event version/type combination is a request for an event stream.

Lists of Streaming Event Type structures must be terminated with a structure with all fields set to zero.
That is:

Event Version = 0

Event Type = 0

The following diagram illustrates the format for the Streaming Event Type structure.

By.te012304567891111111111122222222232233
it (0[t[2/314isl6l7[8o 0l ol5lalslelaislololiloislalslelrlsialoly
Event Version Event Type

The fields of the Streaming Event Type structure are:
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Table 2-21 Streaming Event Type Fields

Field Data Type |Description

Event Version |uintl6 Version number of event type. For list of versions supported for each
event type, see Table 2-22Event Types and Versions for Extended
Request, page 2-36.

Event Type uint16 Code for requested event type. For the current list of valid event types

and version codes, see Table 2-22Event Types and Versions for
Extended Request, page 2-36.

List of event types should be terminated with a zero event type and zero
event version.

The following table lists the event types and versions that clients can specify in extended requests. The
table indicates the Management Center software versions that correspond to each event type version. For
example, to request the correlation events that were supported by the Management Center in version
4.8.0.2 - 4.9.1, you should request Event Type 31, Version 5. If an event was recorded with a different
event type, it will be upgraded or downgraded to match the format of the requested event type.

Table 2-22 Event Types and Versions for Extended Request
To request... Use this event version number... And this event code
intrusion events 1 — 4.8.x and earlier 12
2—49-4.10.x
3—5.0-5.1
4—5.1.1x
5 —5.2.X
6 —35.3
7—15.3.1
8 —5.4.x
9— 6.X
10— 7.0+
metadata 1—32-45x 21
2 —4.6.0.x
3—4.6.1-4.6x
4 — 4.7+
correlation and compliance 1 — 3.2 and earlier 31
allow list events 2—4.0-44x
3—4.5-4.6.1
4 —4.7-438.0.1
5 —4.8.0.2-4.9.1.x
6 —4.10.0 - 4.10.x
7—5.0-5.0.2
8 —5.1-53x
9 — 5.4+
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Table 2-22 Event Types and Versions for Extended Request (continued)

To request... Use this event version number... And this event code
discovery events 1 — 3.2 and earlier 61
2—3.0-34x
3—35-46x
4 —47-48x
5 —4.9.0.x
6 —49.1-49xx
7—4.10.0 - 4.10.x
8 —5.0.x
9 —5.1x
10—52-53
11— 5.3.1+
connection events 1—4.0-4.1 71
3—45-46.1
4—4.7-49.0x
5 —49.1-4.10.x
6 —5.0.x
7—15.1.0.x
8 —5.1.1.x
9—5.2x
10—5.3
11 —5.3.1
12—54
13 —5.4.0.1-5.4.0.2
14 — 6.0.x
15 — 6.1.x
16 — 7.0+
user events 1—4.7-4.10x 91
2 —5.0.x
3—5.1-5.1.x
4—52
5— 6.0
6— 6.1
7— 6.2+
malware events 1—5.1.0.x 101
2—5.1.1x
3—5.2x
4—353
5 —5.3.1
6 —5.4.x
7— 6.X
s— 7.0+
file events 1—5.1.1-51x 111
2—5.2x
3—53
4 —53.1
5 —5.4.x
6— 6.X
7— 7.0+
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Table 2-22 Event Types and Versions for Extended Request (continued)
To request... Use this event version number... And this event code
impact correlation events 1 — 5.2.x and earlier 131
2 — 5.3+
terminating event type in a list |o 0

Sample Extended Request Messages

Streaming Information Message

In the sample below, the server advertises two services, the first type 6667 (eStreamer) and the second
type 5000. In Streaming Information messages from the server, the flags field and initial timestamp fields
are zero, and the message specifies no event types.

Table 2-23

Header Version: 1 [*always 1%/

Message Type: 2051 |/*streaming info msg*/
Message Length 32 /*bytes of msg content™®/
Service[1].Type 6667 |/[*eStreamer service ID*/
Service[l].Length 8

Service[1].Flags 0 /*no flags from server*/
Service[1].Initial Timestamp 0 [*always o*/
Service[2].Type 5000 |/*service-2 ID*/
Service[2].Length 8

Service[2].Flags 0 /*no flags from server*/
Service[2].Initial Timestamp 0 [*always o*/

Header Version: 1 [*always 1%/

Message Type: 2051  |/*streaming info msg*/

Streaming Request Message

Below is a Streaming Request message where the client requests service type 6667 (eStreamer) and
specifies two event types: version 6 of connection events (event type 71) and version 4 of metadata (event

type 21).

Table 2-24

Header Version: 1 [*always 1%/

Message Type: 2049 [*stream request msg*/

Message Length

28

/*payload bytes*/
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Table 2-24

Service[1].Type 6667 /*eStreamer service ID*/
Service[1].Length 20

Service[1].Flags 30 /*original flags value*/
Service[1].Initial Timestamp 0 /*original timestamp*/
Service[1].Event[1].Version 6 /*version 6%/
Service[1].Event[1].Type 71 /*connection events*/
Service[1].Event[2].Version 4 /* version 4%/
Service[l].Event[2].Type 21 /*metadata*/
Service[1].Event[3].Version 0 /*terminate event list*/
Service[1].Event[3].Type 0 /*terminate event list*/

Message Bundle Format

The eStreamer server sends messages in a bundle format when the client submits an extended request.

The client responds with a null message to acknowledge receipt of an entire bundle. The client should
not acknowledge receipt of individual messages in a bundle.

Message bundles have a message type of 4002.

The graphic below shows the structure of a message bundle. The shaded fields are specific to the bundle
message type. The following table describes the content of the fields and data structures.

Byte

0
it (2 1[2[34]s[6]7

1
s ololulalslals

111122222222232233
6‘7‘8|9|0|1‘2‘3 4‘5‘6‘7‘8|9|0‘1

Header Version (1)

Message Type (4002)

Message Length

Connection ID

Sequence Number

Event Messages...

The fields of a message bundle message are:

Table 2-25 Message Bundle Message Fields

Field Data Type |Description
Header Version uintl6 Always 1.
Message Type uint16 Always 4002.
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Table 2-25 Message Bundle Message Fields (continued)

Field Data Type |Description

Message Length uint32 Length of the content of the message after the message header. Does
not include the bytes in the bundle’s Header Version, Message Type,
and Message Length fields.

As the client loads a message from the bundle, it can subtract the
message’s total length (including header) from the length in this
field. As long as the remainder is positive, there are more messages

to process.
Connection ID uint32 A unique identifier for the connection with the server.
Sequence Number |uint32 Starts at 1 and increments by one for each bundle sent by the

eStreamer server.

Event Messages [] |array The events streamed by the server in the bundle. Each message has a
full set of headers, including message version number (1), archive
timestamp if requested, and so forth.

Understanding Metadata

The eStreamer server can provide metadata along with requested event records. To receive metadata, you
must explicitly request it. See Table 2-6Request Flags, page 2-12 for information on how to request a
given version of metadata. The metadata provides context information for codes and numeric identifiers
in the event records. For example, an intrusion event contains only the internal identifier of the detecting
device, and the metadata provides the device’s name.

Depending on the metadata requested and the environment, the amount of metadata sent may vary
considerably.

Metadata Transmission

If the request message specifies metadata, eStreamer sends the relevant metadata record before it sends
any related event records.

eStreamer keeps track of the metadata it has sent to the client and does not resend the same metadata
record. The client should cache each received metadata record. If the client application uses a limited
cache size, when the cache becomes full the client should flush the cache and reconnect to the eStreamer
service in order to ensure that the client receives all metadata values for the events that are being
streamed. eStreamer does not keep a history of metadata transmissions from one session to the next, so
when a new session starts and a request message specifies metadata, eStreamer restarts metadata
streaming from scratch. When reconnecting, the client can specify the "Initial Timestamp" in the
Request Message in order to avoid duplicate or missing events.
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Understanding Intrusion and Correlation Data
Structures

The eStreamer service transmits a number of data record types to deliver requested events and metadata
to the client. This chapter describes the structures of data records for the following types of event data:

e intrusion events data and event extra data generated by managed devices
e correlation (compliance) events generated by the Management Center
e metadata records
The following sections in this chapter define the event message structures:
¢ Intrusion Event and Metadata Record Types, page 3-1.

For a general overview eStreamer’s message format for transmitting data records, see Event Data
Message Format, page 2-17.

Intrusion Event and Metadata Record Types

The table that follows lists all currently supported record types for intrusion events, intrusion event extra
data, and metadata messages. The data for these record types is in fixed-length fields. By contrast,
correlation event records contain one or more levels of nested data blocks with variable lengths. The
table below provides a link to the chapter subsection that defines the associated data record structure.

For some record types, eStreamer supports more than one version. The table indicates the status of each
version (current or legacy). A current record is the latest version. A legacy record has been superseded
by a later version but can still be requested from eStreamer.

Table 3-1 Intrusion Event and General Metadata Record Types
Record |Block Record
Type Type Series  |Description Status Data Format Described in...
2 N/A N/A Packet Data (Version Current Packet Record 4.8.0.2+, page 3-5
4.8.0.2+)

N/A N/A Priority Metadata Current Priority Record, page 3-6

20 1 Intrusion Impact Alert Legacy Intrusion Impact Alert Data, page B-53

153 1 Intrusion Impact Alert Current Intrusion Impact Alert Data 5.3+, page 3-17
62 N/A 2 User Metadata Current User Record, page 3-20

Firepower eStreamer Integration Guide g



Chapter 3

M Intrusion Event and Metadata Record Types

Table 3-1 Intrusion Event and General Metadata Record Types (continued)

Record |Block Record

Type Type Series  |Description Status Data Format Described in...

66 N/A N/A Rule Message Metadata Current Rule Message Record for 4.6.1+, page 3-21
(Version 4.6.1+)

67 N/A N/A Classification Metadata Current Classification Record for 4.6.1+, page 3-22
(Version 4.6.1+)

69 N/A N/A Correlation Policy Metadata |Current Correlation Policy Record, page 3-23
(Version 4.6.1+)

70 N/A N/A Correlation Rule Metadata Current Correlation Rule Record, page 3-25
(Version 4.6.1+)

104 N/A N/A Intrusion Event (IPv4) Legacy earlier versions of the product
Record 4.9 - 4.10.x

105 N/A N/A Intrusion Event (IPv6) Legacy earlier versions of the product
Record 4.9-4.10.x

110 4 2 Intrusion Event Extra Data  |Current Intrusion Event Extra Data Record, page 3-26
(Version 4.10.0+)

111 5 2 Intrusion Event Extra Data  |Current Intrusion Event Extra Data Metadata, page 3-28
Metadata (Version 4.10.0+)

112 128 1 Correlation Event for Legacy Correlation Event for 5.1-5.3.x, page B-305
5.1-53.x

112 156 1 Correlation Event for 5.4+ Current Correlation Event for 5.4+, page 3-42

115 14 2 Security Zone Name Current Security Zone Name Record, page 3-29
Metadata

116 14 Interface Name Metadata Current Interface Name Record, page 3-31

117 14 Access Control Policy Name |Current Access Control Policy Name Record, page 3-32
Metadata

118 15 2 Intrusion Policy Name Current Intrusion Policy Name Record, page 4-22
Metadata

119 15 2 Access Control Rule ID Current Access Control Rule ID Record Metadata,
Metadata page 3-33

120 N/A N/A Access Control Rule Action |Current Access Control Rule Action Record Metadata,
Metadata page 4-23

121 N/A N/A URL Category Metadata Current URL Category Record Metadata, page 4-24

122 N/A N/A URL Reputation Metadata Current URL Reputation Record Metadata, page 4-25

123 N/A N/A Managed Device Metadata  |Current Managed Device Record Metadata, page 3-35

N/A 64 2 Access Control PolicyName |Current Access Control Policy Name Data Block,
Data Block page 3-79

124 59 2 Access Control Policy Rule |Current Access Control Policy Rule Reason Data Block
Reason Data Block for 6.0+, page 3-77

125 N/A 2 Malware Event Record Current Malware Event Record 5.1.1+, page 3-35
(Version 5.1.1+)
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Table 3-1 Intrusion Event and General Metadata Record Types (continued)

Record |Block Record

Type Type Series |Description Status Data Format Described in...

125 24 2 Malware Event (Version Legacy Malware Event Data Block 5.1.1.x, page B-59
5.1.1+)

125 33 2 Malware Event (Version Legacy Malware Event Data Block 5.2.x, page B-65
5.2.x)

125 35 2 Malware Event (Version 5.3) |Legacy Malware Event Data Block 5.3, page B-72

125 44 2 Malware Event (Version Legacy Malware Event Data Block 5.3.1, page B-79
5.3.1)

125 47 2 Malware Event (Version Legacy Malware Event Data Block 5.4.x, page B-86
5.4.x)

125 62 2 Malware Event (Version 6.x) |Legacy Malware Event Data Block 6.x, page B-96

125 80 2 Malware Event (Version Current Malware Event Data Block 7.0+, page 3-91
7.0+)

127 14 2 Cisco Advanced Malware Current Cisco Advanced Malware Protection Cloud Name
Protection Cloud Name Metadata, page 3-36
Metadata (Version 5.1+)

128 N/A N/A Malware Event Type Current Malware Event Type Metadata, page 3-38
Metadata (Version 5.1+)

129 N/A N/A Malware Event Subtype Current Malware Event Subtype Metadata, page 3-39
Metadata (Version 5.1+)

130 N/A N/A AMP for Endpoints Detector |Current AMP for Endpoints Detector Type Metadata,
Type Metadata (Version page 3-39
5.1+)

131 N/A N/A AMP for Endpoints File Type |Current AMP for Endpoints File Type Metadata, page 3-40
Metadata (Version 5.1+)

132 N/A N/A Security Context Name Current Security Context Name, page 3-41

140 27 2 Rule Documentation Data Current Rule Documentation Data Block for 5.2+,
Block for 5.2+ page 3-105

207 N/A N/A Intrusion Event (IPv4) Legacy Intrusion Event (IPv4) Record 5.0.x - 5.1,
Record 5.0.x - 5.1 page B-2

208 N/A N/A Intrusion Event (IPv6) Legacy Intrusion Event (IPv6) Record 5.0.x - 5.1,
Record 5.0.x - 5.1 page B-6

260 19 2 ICMP Type Data Data Block |Current ICMP Type Data Block, page 3-66

270 20 2 ICMP Code Data Block Current ICMP Code Data Block, page 3-67

282 N/A 2 Security Intelligence Current Security Intelligence Category Metadata for
Category Metadata for 5.4.1+ 5.4.1+, page 3-68

300 N/A N/A Realm Metadata for 6.0+ Current Realm Metadata for 6.0+, page 3-69

301 58 2 Endpoint Profile for 6.0+ Current Endpoint Profile Data Block for 6.0+, page 3-70

302 N/A N/A Security Group Metadata for |Current Security Group Metadata for 6.0+, page 3-71
6.0+
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Table 3-1 Intrusion Event and General Metadata Record Types (continued)

Record |Block Record

Type Type Series  |Description Status Data Format Described in...

320 N/A N/A DNS Record Type Metadata |Current DNS Record Type Metadata for 6.0+, page 3-72
for 6.0+

321 N/A N/A DNS Response Type Current DNS Response Type Metadata for 6.0+, page 3-74
Metadata for 6.0+

322 N/A N/A Sinkhole Metadata for 6.0+ |Current Sinkhole Metadata for 6.0+, page 3-75

350 N/A N/A Netmap Domain Metadata Current Netmap Domain Metadata for 6.0+, page 3-76
for 6.0+

400 34 2 Intrusion Event Record 5.2.x |Legacy Intrusion Event Record 5.2.x, page B-12

400 41 2 Intrusion Event Record 5.3  |Legacy Intrusion Event Record 5.3, page B-17

400 42 2 Intrusion Event Record 5.3.1 |Legacy Intrusion Event Record 5.3.1, page B-29

400 45 2 Intrusion Event Record 5.4.x |Legacy Intrusion Event Record 5.4.x, page B-36

400 60 2 Intrusion Event Record 6.x  |Legacy Intrusion Event Record 6.x, page B-44

400 81 2 Intrusion Event Record 7.0+ |Current Intrusion Event Record 7.0+, page 3-7

500 32 2 File Event (Version 5.2.x) Legacy File Event for 5.2.x, page B-260

500 38 2 File Event (Version 5.3) Legacy File Event for 5.3, page B-264

500 43 2 File Event (Version 5.3.1) Legacy File Event for 5.3.1, page B-270

500 46 2 File Event (Version 5.4.x) Current File Event for 7.0+, page 3-81

502 32 2 File Event (Version 5.2.x) Legacy File Event for 5.2.x, page B-260

502 38 2 File Event (Version 5.3) Legacy File Event for 5.3, page B-264

502 43 2 File Event (Version 5.3.1) Legacy File Event for 5.3.1, page B-270

502 46 2 File Event (Version 5.4.x) Legacy File Event for 5.4.x, page B-276

502 56 2 File Event (Version 6.x) Legacy File Event for 6.x, page B-286

502 79 2 File Event (Version 7.0+) Current File Event for 7.0+, page 3-81

510 N/A N/A File Type ID Metadata for Current File Type ID Metadata for 5.3+, page 3-104
5.3+

511 26 2 File Event SHA Hash for Legacy File Event SHA Hash for 5.1.1-5.2.x, page B-296
5.11-5.2.x

511 40 2 File Event SHA Hash for Current File Event SHA Hash for 5.3+, page 3-102
5.3+

515 N/A N/A Filelog Storage Metadata for |Current Filelog Storage Metadata for 6.0+, page 3-109
6.0+

516 N/A N/A Filelog Sandbox Metadata Current Filelog Sandbox Metadata for 6.0+, page 3-109
for 6.0+

517 N/A N/A Filelog Spero Metadata for  |Current Filelog Spero Metadata for 6.0+, page 3-110
6.0+

518 N/A N/A Filelog Archive Metadata for |Current Filelog Archive Metadata for 6.0+, page 3-111
6.0+
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Table 3-1 Intrusion Event and General Metadata Record Types (continued)

Record |Block Record

Type Type Series |Description Status Data Format Described in...

519 N/A N/A Filelog Static Analysis Current Filelog Static Analysis Metadata for 6.0+,
Metadata for 6.0+ page 3-112

520 28 2 Geolocation Data Block for |Current Geolocation Data Block for 5.2+, page 3-112
5.2+

530 N/A N/A File Policy Name for 6.0+ Current File Policy Name for 6.0+, page 3-113

600 N/A N/A SSL Policy Name Current SSL Policy Name, page 3-115

601 51 2 SSL Rule ID Current SSL Rule ID, page 3-116

602 N/A N/A SSL Cipher Suite Current SSL Certificate Details Data Block for 5.4+,

page 3-123

604 N/A N/A SSL Version Current SSL Version, page 3-118

605 N/A N/A SSL Server Certificate Status |Current SSL Server Certificate Status, page 3-119

606 N/A N/A SSL Actual Action Current SSL Actual Action, page 3-120

607 N/A N/A SSL Expected Action Current SSL Expected Action, page 3-121

608 N/A N/A SSL Flow Status Current SSL Flow Status, page 3-121

613 N/A N/A SSL URL Category Current SSL URL Category, page 3-122

614 50 2 SSL Certificate Details Data |Current SSL Certificate Details Data Block for 5.4+,
Block for 5.4+ page 3-123

700 N/A N/A Network Analysis Policy Current Network Analysis Policy Name Record,
Record page 3-127

Packet Record 4.8.0.2+

The eStreamer service transmits the packet data associated with an event in a Packet record, the format
of which is shown below. Packet data is sent when the Packet flag—bit O in the Request Flags field of a
request message—is set. See Request Flags, page 2-11. If you enable bit 23, an extended event header
is included in the record. Note that the Record Type field, which appears after the Message Length field,
has a value of 2, indicating a packet record.

Byte 0 1 2 3
Bit |0 1]2]3]4]5]6|7\819 01 |2]3 4|5[6|7 85 01]2|3]4]5 |78 5 0|1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (2)
Record Length

eStreamer Server Timestamp (in events, only if bit 23 is set)
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Byte

Bit |0[1|2

4151678

1|11 (1|1 |1]|1
0[1(2[(3(4|5(6[7|8[9]0

—_
—_
N
N
[38)

9

21212)2(2|2]2
3 8

—_—
[}S)

Reserved for Future Use (in events, only if bit 23 is set)

Device ID

Event ID

Event Second

Packet Second

Packet Microsecond

Link Type

Packet Length

Packet Data...

The following table describes the fields in the Packet record.

Table 3-2 Packet Record Fields

Field Data Type |Description

Device ID uint32 The device identification number. You can obtain device names that
correlate to them by requesting Version 3 or 4 metadata. See Managed
Device Record Metadata, page 3-35 for more information.

Event ID uint32 The event identification number.

Event Second uint32 The second (from 01/01/1970) that the event occurred.

Packet Second uint32 The second (from 01/01/1970) that the packet was captured.

Packet uint32 Microsecond (one millionth of a second) increment that the packet

Microsecond was captured.

Link Type uint32 Link layer type. Currently, the value will always be 1 (signifying the
Ethernet layer).

Packet Length uint32 Number of bytes included in the packet data.

Packet Data variable Actual captured packet data (header and payload).

Priority Record

The eStreamer service transmits the priority associated with an event in a Priority record, the format of
which is shown below. (Priority information is sent when one of the metadata flags—bits 1, 14, 15, or
20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the
Record Type field, which appears after the Message Length field, has a value of 4, indicating a Priority

record.
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Byte 0 1 2 3
Bit [0]112/3/4]5/6|71819 00 1|3 3]4]5|6|7(8 9 0|1 2|3[4]5 678501
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (4)
Record Length
Priority ID
Name Length Priority Name...

The following table describes each priority-specific field.

Table 3-3 Priority Record Fields

Field Data Type |Description

Priority ID uint32 Indicates the priority identification number.
Name Length uint16 Number of bytes included in the priority name.
Priority Name variable

Priority name that corresponds with the priority ID (1 - high, 2 -
medium, 3 - low).

Intrusion Event Record 7.0+

The fields in the intrusion event record are shaded in the following graphic. The record type is 400 and
the block type is 81 in the series 2 set of data blocks. It supersedes block type 60. Inline Result Reason,

Ingress and Egress Virtual Route Forwarding, and Snort Version fields have been added. The Blocked
field has been renamed Inline Result.

You can request 7.0+ intrusion events from eStreamer only by extended request, for which you request
event type code 12 and version code 10in the Stream Request message (see Submitting Extended
Requests, page 2-4 for information about submitting extended requests).

Byte 0 1 2 3
oo (o[ [ R RERERER PR EEEEEERRRT
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (400)
Record Length
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Byte 0 1 2 3

Bit 0[1(2(3(4|5(6|7(8]9

L1yt rj1|rj1|rj1y2(212(2|1212|2(2|2/2
0[1(2(3(4|5(6[7|8[9(0|1[2[3(|4]5 8

eStreamer Server Timestamp (in events, only if bit 23 is set)

Reserved for Future Use (in events, only if bit 23 is set)

Block Type (60)

Block Length

Device ID

Event ID

Event Second

Event Microsecond

Rule ID (Signature ID)

Generator ID

Rule Revision

Classification ID

Priority ID

Source IP Address
Source IP Address, continued
Source IP Address, continued

Source IP Address, continued

Destination IP Address
Destination IP Address, continued
Destination IP Address, continued

Destination IP Address, continued

Source Port or ICMP Type Destination Port or ICMP Code
IP Protocol ID Impact Flags Impact Inline Result
Inline Result MPLS Label
Reason
MPLS Label, cont. VLAN ID Pad
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Byte 0 1 2 3
gic (o[ 1]2[a]+[s[s]7s[sa BT S R BEERREEEERRERR
Pad, Cont. Policy UUID
Policy UUID, continued
Policy UUID, continued
Policy UUID, continued
Policy UUID, continued User ID
User ID, continued Web Application
ID
Web Application ID, continued Client Al%)lication
Client Application ID App. Prot. ID
Application Protocol ID, continued Access Ctrl Rule
ID
Access Control Rule ID, continued Acc. Ctrl Policy
UuUID
Access Control Policy UUID, continued
Access Control Policy UUID, continued
Access Control Policy UUID, continued
Access Control Policy UUID, continued Int. Ingress UUID
Interface Ingress UUID, continued
Interface Ingress UUID, continued
Interface Ingress UUID, continued
Interface Ingress UUID, continued Int. Egress UUID

Interface Egress UUID, continued
Interface Egress UUID, continued

Interface Egress UUID, continued

Interface Egress UUID, continued Sec. Zone Ing.
UUID

Security Zone Ingress UUID, continued

Security Zone Ingress UUID, continued
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Byte 0 1 2 3
. L1111ty |{rj1(1{2{212(2(2(22(2(2|2(3
Bit 0‘1‘2‘3‘456 8‘9012345678901234567890

Security Zone Ingress UUID, continued

Security Zone Ingress UUID, continued

Security Zone Egress UUID, continued

Security Zone Egress UUID, continued
Security Zone Egress UUID, continued

Security Zone Egress UUID, continued

Sec. Zone Egr.
UUID

Cxn Timestamp

Connection Timestamp, continued

Connection Inst.

ID
Connecﬁi)on Inst. Connection Counter Source Country
Source Country Destination Country I0C Number
IOC Number Security Context
Security Context, continued
Security Context, continued
Security Context, continued
Sec. Context, cont. SSL Certificate Fingerprint
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Cert. Fngpt, SSL Actual Action SSL Flow Status
cont.
SSL Flov;f Stat., Network Analysis Policy UUID
cont.
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Network Analysis Policy UUID, continued
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Byte 0 1 2 3
pic [o[1[2[s[s s o[- [s o s [ A A e s B R A E R
Net A. P. UUID, HTTP Response
cont.
_ HTTP Resp,, cont. String Block Type (0)
Og String Block Type String Block Length
% (0)
™ String Block Ingress VRF Name
Length
o String Block Type (0)
9
%: String Block Length
a Egress VRF Name
Snort Version

The following table describes each intrusion event record data field.

Table 3-4 Intrusion Event Record 7.0+ Fields

Field Data Type |Description

Block Type unint32 Initiates an Intrusion Event data block. This value is always 60.

Block Length unint32 Total number of bytes in the Intrusion Event data block, including
eight bytes for the Intrusion Event block type and length fields, plus
the number of bytes of data that follows.

Device ID unit32 Contains the identification number of the detecting managed device.
You can obtain the managed device name by requesting Version 3 or 4
metadata. See Managed Device Record Metadata, page 3-35 for more
information.

Event ID uint32 Event identification number.

Event Second uint32 UNIX timestamp (seconds since 01/01/1970) of the event’s detection.

Event uint32 Microsecond (one millionth of a second) increment of the timestamp

Microsecond of the event’s detection.

Rule ID uint32 Rule identification number that corresponds with the event.

(Signature ID)

Generator ID uint32 Identification number of the Firepower System preprocessor that
generated the event.

Rule Revision  |uint32 Rule revision number.

Classification uint32 Identification number of the event classification message.

ID

Priority ID uint32 Identification number of the priority associated with the event.
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Table 3-4 Intrusion Event Record 7.0+ Fields (continued)
Field Data Type |Description
Source IP uint8[16] [Source IPv4 or IPv6 address used in the event.
Address
Destination IP  |uint8[16] |Destination IPv4 or IPv6 address used in the event.
Address
Source Port or  |uintl6 The source port number if the event protocol type is TCP or UDP, or
ICMP Type the ICMP type if the event is caused by ICMP traffic.
Destination Port |uint16 The destination port number if the event protocol type is TCP or UDP,
or ICMP Code or the ICMP code if the event is caused by ICMP traffic.
IP Protocol ID  |uint8 IANA-specified protocol number. For example:
e o—IP
e 1—ICMP
e s—TCP
e 17— UDP
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Table 3-4 Intrusion Event Record 7.0+ Fields (continued)
Field Data Type |Description
Impact Flags bits[8] Impact flag value of the event. The low-order eight bits indicate the

impact level. Values are:

e 0x01 (bit 0) — Source or destination host is in a network
monitored by the system.

e 0x02 (bit 1) — Source or destination host exists in the network
map.

e 0x04 (bit 2) — Source or destination host is running a server on
the port in the event (if TCP or UDP) or uses the IP protocol.

e oxo08 (bit 3) — There is a vulnerability mapped to the operating
system of the source or destination host in the event.

e o0x10 (bit 4) — There is a vulnerability mapped to the server
detected in the event.

e o0x20 (bit 5) — The event caused the managed device to drop the
session (used only when the device is running in inline, switched,
or routed deployment). Corresponds to blocked status in the
Firepower System web interface.

e ox40 (bit 6) — The rule that generated this event contains rule
metadata setting the impact flag to red. The source or destination
host is potentially compromised by a virus, trojan, or other piece
of malicious software.

e 0x80 (bit 7) — There is a vulnerability mapped to the client
detected in the event. (version 5.0+ only)

The following impact level values map to specific priorities on the
Management Center. An x indicates the value can be 0 or 1:

e gray (0, unknown): 00x00000

e red (1, vulnerable): XXXX1XXX, XXXI1XXXX, XI1XXXXXX, 1XXXXXXX
(version 5.0+ only)

e orange (2, potentially vulnerable): 0ox0011x
e yellow (3, currently not vulnerable): ooxo0001x

¢ Dblue (4, unknown target): 00x00001

Impact uint8 Impact flag value of the event. Values are:
e 1 — Red (vulnerable)

e 2 — Orange (potentially vulnerable)

e 3 — Yellow (currently not vulnerable)

e 4 — Blue (unknown target)

e 5 — Gray (unknown impact)
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Table 3-4 Intrusion Event Record 7.0+ Fields (continued)
Field Data Type |Description
Inline Result uint8 Value indicating the inline result.

e o — Pass

e 1 — Dropped

e 2 — Would be dropped (but not permitted by configuration)
e 3— Partially dropped

Inline Result uint8 Value indicating the inline result reason.
Reason e 1— Interface in Passive or Tap mode

e 2— Intrusion Policy in “Detection” inspection mode

¢ 3— Network Analysis Policy in “Detection” inspection mode
e 4— Connection timed out

e 5— Connection Closed (internal use)

e 6— Connection Closed (internal use)

e 7— Connection Closed (internal use)

MPLS Label uint32 MPLS label.
VLAN ID uint16 Indicates the ID of the VLAN where the packet originated.
Pad uintl6 Reserved for future use.

Policy UUID uint8[16] |A policy ID number that acts as a unique identifier for the intrusion

policy.
User ID uint32 The internal identification number for the user, if applicable.
Web uint32 The internal identification number for the web application, if
Application ID applicable.
Client uint32 The internal identification number for the client application, if
Application ID applicable.
Application uint32 The internal identification number for the application protocol, if
Protocol ID applicable.
Access Control |uint32 A rule ID number that acts as a unique identifier for the access control
Rule ID rule.
Access Control |uint8[16] |A policy ID number that acts as a unique identifier for the access
Policy UUID control policy.
InterfaceIngress |uint8[16] |An interface ID number that acts as a unique identifier for the ingress
UUID interface.
Interface Egress |uint8[16] |An interface ID number that acts as a unique identifier for the egress
UUID interface.
Security Zone  |uint8[16] |A zone ID number that acts as a unique identifier for the ingress
Ingress UUID security zone.
Security Zone uint8[16] | A zone ID number that acts as a unique identifier for the egress
Egress UUID security zone.
Connection uint32 UNIX timestamp (seconds since 01/01/1970) of the connection event
Timestamp associated with the intrusion event.
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Table 3-4 Intrusion Event Record 7.0+ Fields (continued)

Field Data Type |Description

Connection uint16 Numerical ID of the Snort instance on the managed device that
Instance ID generated the connection event.

Connection uint16 Value used to distinguish between connection events that happen
Counter during the same second.

Source Country |uintl6 Code for the country of the source host.

Destination uint 16 Code for the country of the destination host.

Country

I0OC Number uint16 ID number of the compromise associated with this event.
Security uint8[16]  |ID number for the security context (virtual firewall) that the traffic
Context passed through. Note that the system only populates this field for

ASA FirePOWER devices in multi-context mode.
SSL Certificate |uint8[20] |SHAT1 hash of the SSL Server certificate.

Fingerprint
SSL Actual uint16 The action performed on the connection based on the SSL Rule. This
Action may differ from the expected action, as the action as specified in the

rule may be impossible. Possible values include:
e 0 — 'Unknown'
e 1 — 'Do Not Decrypt'
e 2 — 'Block'
¢ 3 — 'Block With Reset'
e 4 — 'Decrypt (Known Key)'
e 5 — 'Decrypt (Replace Key)'

e 6 — 'Decrypt (Resign)'
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Table 3-4 Intrusion Event Record 7.0+ Fields (continued)
Field Data Type |Description
SSL Flow Status |uint16 Status of the SSL Flow. These values describe the reason behind the

action taken or the error message seen. Possible values include:
e 0 — 'Unknown'
e 1 — 'No Match'
e 2 — 'Success'
e 3 — 'Uncached Session'
e 4 — 'Unknown Cipher Suite'
e 5 — 'Unsupported Cipher Suite'
e s — 'Unsupported SSL Version'
e 7 —'SSL Compression Used'
e g — 'Session Undecryptable in Passive Mode'
¢ 9 — 'Handshake Error’
e 10 — 'Decryption Error'
e 11 — 'Pending Server Name Category Lookup'
e 12 — 'Pending Common Name Category Lookup'
e 13 — 'Internal Error'
e 14 — 'Network Parameters Unavailable'
e 15 — 'Invalid Server Certificate Handle'
e 16 — 'Server Certificate Fingerprint Unavailable'
e 17 — 'Cannot Cache Subject DN'
e 18 — 'Cannot Cache Issuer DN'
e 19— 'Unknown SSL Version'
e 20 — 'External Certificate List Unavailable'
e 21 — 'External Certificate Fingerprint Unavailable'
e 22 — 'Internal Certificate List Invalid'
e 23 — 'Internal Certificate List Unavailable'
e 24 — 'Internal Certificate Unavailable'
e 25 — 'Internal Certificate Fingerprint Unavailable'
e 26 — 'Server Certificate Validation Unavailable'
e 27 — 'Server Certificate Validation Failure'

e 23 — 'Invalid Action'

Network uint8[16] |The UUID of the Network Analysis Policy that created the intrusion
Analysis Policy event.

UUID

HTTP Response |uint32 Response code of the HTTP Request.
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Table 3-4 Intrusion Event Record 7.0+ Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing the name of the ingress VRF.

Type This value is always o.

String Block uint32 The number of bytes included in the name String data block, including

Length eight bytes for the block type and header fields plus the number of
bytes in the Ingress VRF name field.

Ingress VRF string The virtual router through which traffic entered the network.

Name

String Block uint32 Initiates a String data block containing the name of the egress VRF.

Type This value is always o.

String Block uint32 The number of bytes included in the name String data block, including

Length eight bytes for the block type and header fields plus the number of
bytes in the Egress VRF name field.

Egress VRF string The name of the virtual router through which traffic exited the

Name network.

Snort Version uint8 Snort version number.

Intrusion Impact Alert Data 5.3+

The Intrusion Impact Alert 5.3+ event contains information about impact events. It is transmitted when
an intrusion event is compared to the system network map data and the impact is determined. It uses the
standard record header with a record type of 9, followed by an Intrusion Impact Alert data block with a
series 1 data block type of 153 in the series 1 group of blocks. (The Impact Alert data block is a type of
series 1 data block. For more information about series 1 data blocks, see Understanding Discovery
(Series 1) Blocks, page 4-62.)

You can request that eStreamer only transmit intrusion impact events by setting bit 5 in the Flags field
of the request message. See Event Stream Request Message Format, page 2-10 for more information
about request messages. Version 1 of these alerts only handles IPv4. Version 2, introduced in 5.3, handles
IPv6 events in addition to IPv4.

Byte 0 1 2 3
s o[l PLREREEREERREEEERERRET
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (9)

eStreamer Server Timestamp (in events, only if bit 23 is set)

Reserved for Future Use (in events, only if bit 23 is set)

Intrusion Impact Alert Block Type (153)
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Byte

Bit 01234

911111111
0[1(2(3(4|5(6[7|8[9]0

—_
—_
N

— N

NSRS}

wW N
N
[\
[\
[

0 N
[\

Intrusion Impact Alert Block Length

Event ID

Device ID

Event Second

Impact

Source IP Address
Source IP Address, continued
Source IP Address, continued

Source IP Address, continued

Destination IP Address
Destination IP Address, continued
Destination IP Address, continued

Destination IP Address, continued

Impact
Description

String Block Type (0)

String Block Length

Description...

The following table describes each data field in an impact event.

Table 3-5 Impact Event Data Fields

Field Data Type |Description

Intrusion Impact uint32 Indicates that an intrusion impact alert data block follows. This

Alert Block Type field will always have a value of 153. See Intrusion Event and
Metadata Record Types, page 3-1.

Intrusion Impact uint32 Indicates the length of the intrusion impact alert data block,

Alert Block Length including all data that follows and 8 bytes for the intrusion impact
alert block type and length.

Event ID uint32 Indicates the event identification number.

Device ID uint32 Indicates the managed device identification number.

Event Second uint32 Indicates the second (from 01/01/1970) that the event was detected.
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Table 3-5 Impact Event Data Fields (continued)
Field Data Type |Description
Impact bits[8] Impact flag value of the event. The low-order eight bits indicate the

impact level. Values are:

e 0x01 (bit 0) — Source or destination host is in a network
monitored by the system.

e 0x02 (bit 1) — Source or destination host exists in the network
map.

e 0x04 (bit 2) — Source or destination host is running a server
on the port in the event (if TCP or UDP) or uses the IP
protocol.

e o0xo08 (bit 3) — There is a vulnerability mapped to the operating
system of the source or destination host in the event.

e 0x10 (bit4) — There is a vulnerability mapped to the server
detected in the event.

e 0x20 (bit 5) — The event caused the managed device to drop
the session (used only when the device is running in inline,
switched, or routed deployment). Corresponds to blocked
status in the Firepower System web interface.

e 0x40 (bit 6) — The rule that generated this event contains rule
metadata setting the impact flag to red. The source or
destination host is potentially compromised by a virus, trojan,
or other piece of malicious software.

e 0x80 (bit 7) — There is a vulnerability mapped to the client
detected in the event. (version 5.0+ only)

The following impact level values map to specific priorities on the
Management Center. An x indicates the value can be 0 or 1:

e gray (0, unknown): 00x00000

e red (1, vulnerable): XXXX1XXX, XXX1XXXX, X1XXXXXX,
1xxxxxxx (version 5.0+ only)

e orange (2, potentially vulnerable): oox0011x
e yellow (3, currently not vulnerable): 00x0001x

e blue (4, unknown target): 00X00001

Source IP Address |uint8[16] |IP address of the host associated with the impact event. This can
contain either an IPv4 or IPv6 address. See IP Addresses, page 1-4
for more information.

Destination IP uint8[16] |IP address of the destination IP address associated with the impact
Address event (if applicable). This can contain either an IPv4 or IPv6
address. See IP Addresses, page 1-4 for more information. This
value is o if there is no destination IP address.

String Block Type |uint32 Initiates a string data block that contains the impact name. This
value is always set to 0. For more information about string blocks,
see String Data Block, page 4-71.
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Table 3-5 Impact Event Data Fields (continued)

Field Data Type |Description

String Block uint32 Number of bytes in the event description string block. This
Length includes the four bytes for the string block type, the four bytes for

the string block length, and the number of bytes in the description.

Description string Description of the impact event.

User Record

When you request metadata, you can retrieve information about the users referenced in events generated
by components in your Firepower System. The eStreamer service transmits metadata containing user
information for an event within a User record, the format of which is shown below. The User Record
contains a user ID and the corresponding name. The user metadata record can be used to determine a
user name associated with an event by correlating the metadata with the user ID value. (User information
is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request
message—is set. See Request Flags, page 2-11.)

Byte 0 1 2 3
A OnBnE R EEEBBEE BEBBEREEEBEEEBEE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (62)
Record Length
User ID
Name Length
Name...

The following table describes the fields in the User record.

Table 3-6 User Record Fields

Field Data Type |Description

User ID uint32 The user ID number. This field is the unique key for
this record.

Name Length uint32 The number of bytes included in the user name.

Name string The name of the user.
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Rule message information for an event is transmitted within a Rule Message record, the format of which
is shown below. The eStreamer service transmits the Rule Message record for 4.6.1+ when you request
Version 2 or Version 3 metadata. The Rule Message record for 4.6.1+ contains the same fields as the
Rule Message record for 4.6 and lower but also has new UUID and Revision UUID fields. (Version 2,
Version 3, or Version 4 metadata information is sent when the appropriate metadata flag—bit 14 for
Version 2, bit 15 for Version 3, or bit 20 for Version 4 in the Request Flags field of a request message—is
set. See Request Flags, page 2-11.) Note that the Record Type field, which appears after the Message
Length field, has a value of 66, indicating a Rule Message Version 2 record.

There are tens of thousandds of rules depending on firewall configuration. Each rule may generate an
individual record rule message record. If caching metadata and requesting this record be sure to allocate

sufficient memory.

Byte 0 1 2 3
. L1111 (1112222222222 |3]3
Bit 3140516 71819011 12(3(4|5|6|7/8/9/0/1/2(3|4]5/6|7|8|9]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (66)
Record Length
Signature Generator ID
Key
Rule ID
Revision Number
Rendered Signature ID
Message Length Rule UUID
Rule Rule UUID cont.
UUID
Rule UUID cont.
Rule UUID cont.
Rule UUID cont. Rule Revision UUID
Rule Revision Rule Revision UUID cont.
UUID
Rule Revision UUID cont.
Rule Revision UUID cont.
Rule Revision UUID cont. Message...
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The following table describes each rule-specific field.

Table 3-7 Rule Message Record Fields

Field Data Type |Description

Generator ID uint32 The generator identification number.

Rule ID uint32 The rule identification number for the local computer.

Rule Revision uint32 The rule revision number. This is currently set to o for all rule
messages.

Rendered Signature  |uint32 The rule identification number rendered to the Firepower System

ID interface.

Message Length uint16 The number of bytes included in the rule text.

UUID uint8[16] A rule ID number that acts as a unique identifier for the rule.

Revision UUID uint8[16] A rule revision ID number that acts as a unique identifier for the
revision.

Message variable Rule message that triggered the event.

Classification Record for 4.6.1+

The eStreamer service transmits the classification information for an event in a Classification record for
4.6.1+, the format of which is shown below. The Classification record for 4.6.1+ contains the same fields
as the Classification record for 4.6 and lower but also has new UUID and Revision UUID fields.
(Classification information is sent when the Version 3 or Version 4 metadata flag—bit 15 or bit 20 in the
Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record
Type field, which appears after the Message Length field, has a value of 67, indicating a Classification
Version 2 record.

Byte 0 1 2 3
s [Pl PR REREEREERREEEERERRET
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (67)
Record Length
Classification ID
Name Length Name...
Name, continued...
Description Length Description...
Description, continued...
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Byte 0 1 2 3
. Pl ||t f{2|2)2|2{2|2|2(2]|2/2|3|3
Bit 0111203 141516/71819001112/3/4]5|6/7/8/9/0/1(2/3]|4|5/6|/7 8|9]0]|1
Classification Classification UUID
UUID
Classification UUID, continued
Classification UUID, continued
Classification UUID, continued
Classification Classification Revision UUID
Revision
UUID Classification Revision UUID, continued
Classification Revision UUID, continued
Classification Revision UUID, continued

The following table describes the fields in the Classification record.

Table 3-8 Classification Record Fields

Field Data Type |Description

Classification ID  |uint32 The classification ID number.

Name Length uint16 The number of bytes included in the name.

Name string The classification name.

Description uint16 The number of bytes included in the description.

Length

Description string The classification description.

UUID uint8[16] A classification ID number that acts as a unique identifier for the
classification.

Revision UUID uint8[16] A classification revision ID number that acts as a unique identifier

for the classification revision.

Correlation Policy Record

The eStreamer service transmits metadata containing the correlation policy for a correlation event within
a Correlation Policy record, the format of which is shown below. (Correlation policy information is sent
when the Version 3 or Version 4 metadata flag—bit 15 or bit 20 in the Request Flags field of a request
message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which appears after
the Message Length field, has a value of 69, indicating a Correlation Policy record.
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Byte 0 1 2 3
. Llrjfojrfe|frfrfr|2f{2)2(2|2|2]2(2|2|2(3]|3
Bit O 1213147516/ 7)819 0011123 4|5(6|7]8]9 0 1|2(3[45/6/7 8|0]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (69)
Record Length
Correlation Policy ID
Name Length Name...
Description Length Description...
Correlation Correlation Policy UUID
Policy
UuID Correlation Policy UUID, continued
Correlation Policy UUID, continued
Correlation Policy UUID, continued
Correlation Correlation Policy Revision UUID
Policy
Revision Correlation Policy Revision UUID, continued
UUID
Correlation Policy Revision UUID, continued
Correlation Policy Revision UUID, continued
The following table describes the fields in the Correlation Policy record.
Table 3-9 Correlation Policy Record Fields
Field Data Type |Description
Correlation Policy ID  |uint32 The correlation policy ID number. This field is the unique key for
this record.
Name Length uintl6 The number of bytes included in the correlation policy name.
Name string The name of the correlation policy that triggered the event.
Description Length uint16 The number of bytes included in the correlation policy
description.
Description string The description of the correlation policy that triggered the event.
UUID uint8[16] |A correlation policy ID number that acts as a unique identifier
for the correlation policy.
Revision UUID uint8[16] |A correlation policy revision ID number that acts as a unique
identifier for the correlation policy.
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Correlation Rule Record

The eStreamer service transmits metadata containing information on the correlation rule that triggered
a correlation event within a Correlation Rule record, the format of which is shown below. (Correlation
rule information is sent when the Version 3 or Version 4 metadata flag—bit 15 or bit 20 in the Request
Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record Type field,
which appears after the Message Length field, has a value of 70, indicating a Correlation Rule record.

Byte 0 1 2 3
oo [[ELFFLTPREREEEEERREEEEEERRRLT
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (70)
Record Length

Correlation Rule ID

Name Length Name...
Name... Description Length
Description...
Event Type Length Event Type...
Event Type... Correlation Rule UUID
Correlation Correlation Rule UUID, continued
Rule
UuID Correlation Rule UUID, continued
Correlation Rule UUID, continued
Correlation Rule UUID, continued Correlation Revision UUID,
Cor}r{ellation Correlation Rule Revision UUID, continued
ReVlilSieon Correlation Rule Revision UUID, continued
UUID

Correlation Rule Revision UUID, continued

Correlation Rule Revision UUID, Allow List Rule UUID
continued.
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Byte 0 1 2 3
. Litjrfr ||t tfr|{22f2)2]|2|2(2|2]|2(2(3]|3
Bit Of112]314)576171819001 11213 4|5(6/7/8/9(0/1]/2/3[4|5/6/7|8/9|0 1
Allow List Allow List Rule UUID, continued
Rule
UUID Allow List Rule UUID, continued
Allow List Rule UUID, continued
Allow List Rule UUID, continued
The following table describes the fields in the Correlation Rule record.
Table 3-10 Correlation Rule Record Fields
Field Data Type |Description
Correlation Rule ID  |uint32 The correlation rule ID number. This field is the unique key for
this record.
Name Length uint16 The number of bytes included in the correlation rule name.
Name string The name of the correlation rule that triggered the event.
Description Length uint16 The number of bytes included in the correlation rule description.
Description string The description of the correlation rule that triggered the event.
Event Type Length uint16 The number of bytes included in the event type description.
Event Type string The description of the event that triggered the correlation rule.
UUID uint8[16] |A correlation rule ID number that acts as a unique identifier for
the correlation rule.
Revision UUID uint8[16] |A correlation rule revision ID number that acts as a unique
identifier for the correlation rule revision.
Allow List UUID uint8[16] | A correlation ID number that acts as a unique identifier for the
event sent as a result of an allow list violation.

Intrusion Event Extra Data Record

The eStreamer service transmits the event extra data associated with an intrusion event in the Intrusion
Event Extra Data record. The record type is always 110.

The event extra data appears in an encapsulated Event Extra Data data block, which always has a data
block type value of 4. (The Event Extra Data data block is a series 2 data block. For more information
about series 2 data blocks, see Understanding Series 2 Data Blocks, page 3-55.)

The supported types of extra data include IPv6 source and destination addresses, as well as the
originating IP addresses (v4 or v6) of clients connecting to a web server through an HTTP proxy or load
balancer. The graphic below shows the format of the Intrusion Event Extra Data record.

If bit 27 is set in the Request Flags field of the request message, you receive the event extra data for each
intrusion event. If you set bit 20, you also receive the event extra data metadata described in Intrusion
Event Extra Data Metadata, page 3-28. If you enable bit 23, eStreamer will include the extended event
header. See Request Flags, page 2-11 for information on setting request flags.
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Byte 0 1 2
gic [o[1]2]2+[s[s]7|s[s ST A iR R T
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (110)
Record Length

eStreamer Server Timestamp (in events, only if bit 23 is set)

Reserved for Future Use (in events, only if bit 23 is set)

Event Extra Data Data Block Type (4)

Event Extra Data Data Block Length

Device ID

Event ID

Event Second

Type

BLOB Block Type (1)

BLOB Length

Event Extra Data

Note that the Event Extra Data block structure includes a BLOB block type, which is one of several
variable length data structures introduced in Version 4.10 of the Firepower System.

The following table describes the fields in the Intrusion Event Extra Data record.

Table 3-11 Intrusion Event Extra Data Data Block Fields

Field Data Type |Description

Event Extra Data uint32 Initiates an Event Extra Data data block. This value is always 4.

Data Block Type The block type is a series 2 block; for information see
Understanding Series 2 Data Blocks, page 3-55.

Event Extra Data uint32 Length of the data block. Includes the number of bytes of data

Data Block Length plus the 8 bytes in the two data block header fields.

Device ID uint32 The managed device identification number.

Event ID uint32 The event identification number.

Event Second uint32 UNIX timestamp of the event (seconds since 01/01/1970).
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Table 3-11 Intrusion Event Extra Data Data Block Fields (continued)
Field Data Type |Description
Type uint32 Identifier for the type of extra data; for example:
e 2 — XFF client (IPv6)
e 9 — HTTP URI
BLOB Block Type |uint32 Initiates a BLOB data block containing extra data. This value is
always 1. The block type is a series 2 block.
Length uint32 Total number of bytes in the BLOB data block.
Extra Data variable The content of the extra data. The data type is indicated in the
Type field.

Intrusion Event Extra Data Metadata

The eStreamer service transmits the event extra data metadata associated with intrusion event extra data
records in the Intrusion Event Extra Data Metadata record. The record type is always 111.

The event extra data metadata appears in an encapsulated Event Extra Data Metadata data block, which
always has a data block type value of 5. The Event Extra Data data block is a series 2 data block.

If bit 20 is set in the Request Flags field of a request message, you receive the event extra data metadata.
If you want to receive both intrusion events and event extra data metadata, you must set bit 2 as well.
See Request Flags, page 2-11. If you enable bit 23, an extended event header is included in the record.

Byte 0

Bit |[0]1]2|3

41516|7(81]9

L1111 j1|1j12(212(2|1212|2(2|2|2
7 3 5 8

Header Version (1) Message Type (4)

Message Length

Netmap ID

Record Type (111)

Record Length

eStreamer Server Timestamp (in events, only if bit 23 is set)

Reserved for Future Use (in events, only if bit 23 is set)

Event Extra Data Metadata Data Block Type (5)

Data Block Length

Type

String Block Type (0)

String Block Length

Name...
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Byte 0 1 2 3
Bit (0] 1/23/45/6/7819 91 5]5/a]5]6 78 /0]0/1]2]3|2]5/6]7 /5501
String Block Type (0)
String Block Length
Encoding

Note that the block structure includes encapsulated String block types, one of several series 2 variable
length data structures introduced in Version 4.10 of the Firepower System.

The following table describes the fields in the Event Extra Data Metadata record.

Table 3-12 Event Extra Data Metadata Data Block Fields

Field Data Type |Description

Event Extra Data uint32 Initiates an Event Extra Data Metadata data block. This value is

Metadata Data Block always 5. This block type is a series 2 block.

Type

Event Extra Data uint32 Length of the data block. Includes the number of bytes of data plus

Metadata Data Block the 8 bytes in the two data block header fields.

Length

Type uint32 The type of extra data. Matches the Type field in the associated
Event Extra Data record. This field is the unique key for this
record.

String Block Type uint32 Initiates a String data block for the client application version. This

value is always o. This block type is a series 2 block.

String Block Length |uint32 Number of bytes in the client application version String data block,
including eight bytes for the string block type and length fields,
plus the number of bytes in the version string.

Name string Name of the type of event extra data, for example, XFF client
(IPv6), and HTTP URL.
String Block Type uint32 Initiates a string data block for the client application URL. This

value is always o. This block type is a series 2 block.

String Block Length |uint32 Number of bytes in the client application URL String data block,
including eight bytes for the string block type and length fields,
plus the number of bytes in the URL string.

Encoding string Encoding used for the event extra data, for example, IPv4, IPv6, or
string.

Security Zone Name Record

The eStreamer service transmits metadata containing information on the name of the security zone
associated with an intrusion event or connection event within a Security Zone Name record, the format
of which is shown below. (Security zone information is sent when the Version 4 metadata flag—bit 20
in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the
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Record Type field, which appears after the Message Length field, has a value of 115, indicating a
Security Zone Name record. It contains a UUID String data block, block type 14 in the series 2 set of

data blocks.
Byte 0 1 2 3
. LiL|{L|{1 (111|111 {2}2)2(2(2|2|2{2]2|2(3]3
Bit 1O 11213141516171819001112/3]4|5(6|7|8(9 0|1 |2|3[4|5/6/7/8|9]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (115)
Record Length
Security Zone Name Data Block (14)
Security Zone Name Data Block Length
Security Zone UUID
String Block Type (0)
String Block Length
Security Zone Name...

The following table describes the fields in the Security Zone Name data block.
Table 3-13 Security Zone Name Data Block Fields
Field Data Type |Description
Security Zone uint32 Initiates a Security Zone Name data block. This value is always
Name Data Block 14. The block type is a series 2 block.
Type
Security Zone uint32 Length of the data block. Includes the number of bytes of data
Name Data Block plus the 8 bytes in the two data block header fields.
Length
Security Zone uint8[16] | The unique identifier for the security zone associated with the
UUID connection event. This field is the unique key for this record.
String Block Type |uint32 Initiates a String data block containing the name of the security

zone. This value is always o.
String Block uint32 The number of bytes included in the security zone name String
Length data block, including eight bytes for the block type and header

fields plus the number of bytes in the name.
Security Zone string The security zone name.
Name
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The eStreamer service transmits metadata containing information on the name of the interface associated
with an intrusion event or connection event within an Interface Name record, the format of which is
shown below. (Interface name information is sent when the Version 4 metadata flag—bit 20 in the
Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record
Type field, which appears after the Message Length field, has a value of 116, indicating an Interface
Name record. It contains a UUID String data block, block type 14 in the series 2 set of data blocks.

Byte 0 1 2 3
s (o[ L[ RIEEREREREREEEERERRRRT
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (116)
Record Length
Interface Name Data Block (14)
Interface Name Data Block Length
Interface UUID
String Block Type (0)
String Block Length
Interface Name...
The following table describes the fields in the Interface Name data block.
Table 3-14 Interface Name Data Block Fields
Field Data Type |Description
Interface Name Data |uint32 Initiates an Interface Name data block. This value is always 14.
Block Type The block type is a series 2 block.
Interface Name Data |uint32 Length of the data block. Includes the number of bytes of data plus
Block Length the 8 bytes in the two data block header fields.

Interface UUID

uint8[16] An interface ID number that acts as a unique identifier for the
interface associated with the connection event. This field is the
unique key for this record.

String Block Type

uint32 Initiates a String data block containing the name of the interface.
This value is always o.
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Table 3-14 Interface Name Data Block Fields (continued)

Field Data Type |Description

String Block Length |uint32 The number of bytes included in the interface name String data
block, including eight bytes for the block type and header fields
plus the number of bytes in the interface name.

Interface Name string The interface name.

Access Control Policy Name Record

The eStreamer service transmits metadata on the name of the access control policy that triggered an
intrusion event or connection event within an Access Control Policy Name record, the format of which
is shown below. (Access control policy name information is sent when the Version 4 metadata flag—bit
20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the
Record Type field, which appears after the Message Length field, has a value of 117, indicating an
Access Control Policy Name record. It contains a UUID String data block, block type 14 in the series 2
set of data blocks.

Byte 0 1 2 3

i [o[12[s[«[s[o o[s[sTS T3S E B e AR BB R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (117)
Record Length

Access Control Policy Name Data Block (14)

Access Control Policy Name Data Block Length

Access Control Policy UUID

String Block Type (0)

String Block Length

Access Control Policy Name...

The following table describes the fields in the Access Control Policy Name data block.
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Table 3-15 Access Control Policy Name Data Block Fields

Field Data Type |Description

Access Control Policy uint32 Initiates an Access Control Policy Name data block. This

Name Data Block Type value is always 14. The block type is a series 2 block.

Access Control Policy uint32 Length of the data block. Includes the number of bytes of

Name Data Block Length data plus the 8 bytes in the two data block header fields.

Access Control Policy uint8[16] | An ID number that acts as a unique identifier for the access

UUID control policy associated with the intrusion event or
connection event. This field is the unique key for this
record.

String Block Type uint32 Initiates a String data block containing the name of the
access control policy. This value is always o.

String Block Length uint32 The number of bytes included in the access control policy
name String data block, including eight bytes for the block
type and header fields plus the number of bytes in the
access control policy name.

Access Control Policy string The access control policy name.

Name

Access Control Rule ID Record Metadata

The eStreamer service transmits metadata containing information about the access control rule that
triggered an intrusion event or connection event within an Access Control Rule ID record, the format of
which is shown below. Access control rule metadata is sent when the Version 4 metadata flag—bit 20 in
the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record
Type field, which appears after the Message Length field, has a value of 119, indicating an Access
Control Rule ID record. It contains a Rule ID data block, block type 15 in the series 2 set of data blocks.

Byte

415(6|7

Bit

819

—_

—
—_
—
—_
—_
—
—

2
3

0 D
S W
—_

Header Version (1)

Message Type (4)

Message Length

Netmap ID

Record Type (119)

Record Length

Access Control Rule ID Data Block (15)

Access Control Rule ID Data Block Length
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Byte 0

1 2 3

Bit 0|1(2]34

L1yt rj1|rj1|rj1y2(212(2|1212|2(2|2/2
0[1(2[(3(4|5(6[7|8[9]0 3 8

—
[}S)

AC
Rule
Uul

Access Control Rule UUID, continued
Access Control Rule UUID, continued

Access Control Rule UUID, continued

Access Rule Policy UUID

Access Control Rule ID

String Block Type (0)

String Block Length

Access Control Rule Name...

The following table describes the fields in the Access Control Rule ID data block.

Table 3-16 Access Control Rule ID Data Block Fields

Field Data Type |Description

Access Control Rule |uint32 Initiates an Access Control Rule ID data block. This value is

ID Data Block Type always 15. The block type is a series 2 block.

Access Control Rule |uint32 Length of the data block. Includes the number of bytes of data

ID Data Block Length plus the 8 bytes in the two data block header fields.

Access Control Rule |uint8[16] UUID of the Access Control Rule. This field, along with Access

UUID Control Rule ID, together are the unique key for this record.

Access Control Rule |uint32 The internal identifier for the rule in the access control policy

1D associated with the connection event. This field, along with
Access Control Rule UUID, together are the unique key for this
record.

String Block Type uint32 Initiates a String data block containing the name of the access
control rule. This value is always o.

String Block Length |uint32 The number of bytes included in the String data block, including
eight bytes for the block type and header fields plus the number
of bytes in the rule name.

Access Control Rule |string The access control rule name.

Name
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Managed Device Record Metadata

The eStreamer service transmits metadata containing information on the managed device associated with
an intrusion event within a Managed Device record, the format of which is shown below. Managed
device metadata is sent when the Version 4 metadata flag—bit 20 in the Request Flags field of a request
message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which appears after
the Message Length field, has a value of 123, indicating a Managed Device record.

Byte 0 1 2 3
st ([ L[ PP REEEEEEERREEEEEERRELT
Header Version (1) Message Type (4)
Message Length

Netmap ID Record Type (123)

Record Length

Device ID
Name Length
Name...

The following table describes the fields in the Managed Device record.

Table 3-17 Managed Device Record Fields

Field Data Type |Description

Device ID uint32 ID number of the managed device. This field is the
unique key for this record.

Name Length uint32 The number of bytes included in the name.

Name string The managed device name.

Malware Event Record 5.1.1+

The fields in the malware event record are shaded in the following graphic. The record type is 125.

You request malware event records by setting the malware event flag—bit 30 in the Request Flags
field—in the request message with an event version of 2 and an event code of 101. See Request Flags,
page 2-11. If you enable bit 23, an extended event header is included in the record. It contains a Malware
Event data block, one of block types 24, 33, 35, 44, 47, or in the series 2 set of data blocks.
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Byte 0 1 2 3
gic [o[1]2]2[[s]s]7|s[s ST A a R R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (125)
Record Length

eStreamer Server Timestamp (in events, only if bit 23 is set)

Reserved for Future Use (in events, only if bit 23 is set)

Malware Event Data Block

The following table describes each malware event record data field.

Table 3-18 Malware Event Record Fields

Field Data Type |Description

Malware Event |variable Indicates a malware event data block. See Malware

Data Block Event Data Block 7.0+, page 3-91 for more
information.

Cisco Advanced Malware Protection Cloud Name Metadata

The eStreamer service transmits metadata containing information on the name of the Cisco Advanced
Malware Protection cloud (referred to as the AMP cloud or simply cloud) associated with an intrusion
event or connection event within a Cisco Advanced Malware Protection cloud Name record, the format
of which is shown below. (AMP cloud name information is sent when the Version 4 metadata flag—bit
20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the
Record Type field, which appears after the Message Length field, has a value of 127, indicating a Cisco

Advanced Malware Protection cloud Name record. It contains a UUID String data block, block type 14
in the series 2 set of data blocks.

Byte 0 1 2 3
sic [o[1[z]s]]s]s]7[s]s 3[R s AR B R EEREERR
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (127)
Record Length
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Byte 0 1 2 3

. VTt 2]2]212]2]2]2]2
Bit O] 1121374)/516/7/8/9 001 115/3/4|5(6|7/8/9]0/1/2/3|4|5|6|7

0 N
S

Cisco Advanced Malware Protection cloud Name Data Block (14)

Cisco Advanced Malware Protection cloud Name Data Block Length

Cisco Advanced Malware Protection cloud UUID
Cisco Advanced Malware Protection cloud UUID, cont.
Cisco Advanced Malware Protection cloud UUID, cont.

Cisco Advanced Malware Protection cloud UUID, cont.

String Block Type (0)

String Block Length

Cisco Advanced Malware Protection cloud Name...

The following table describes the fields in the Cisco Advanced Malware Protection cloud Name data

block.

Table 3-19 Cisco Advanced Malware Protection cloud Name Data Block Fields

Field Data Type |Description

Cisco Advanced uint32 Initiates a Cisco Advanced Malware Protection cloud Name data
Malware block. This value is always 14. The block type is a series 2 block.

Protection cloud
Name Data Block

Type
Cisco Advanced  |uint32 Length of the data block. Includes the number of bytes of data plus
Malware the 8 bytes in the two data block header fields.

Protection cloud
Name Data Block

Length

Cisco Advanced uint8[16] A Cisco Advanced Malware Protection cloud ID number that acts
Malware as a unique identifier for the Cisco Advanced Malware Protection
Protection cloud cloud associated with the connection event. This field is the unique
UUID key for this record.

String Block Type |uint32 Initiates a String data block containing the name of the Cisco

Advanced Malware Protection cloud. This value is always o.
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Table 3-19 Cisco Advanced Malware Protection cloud Name Data Block Fields (continued)
Field Data Type |Description

String Block uint32 The number of bytes included in the Cisco Advanced Malware
Length Protection cloud Name String data block, including eight bytes for

the block type and header fields plus the number of bytes in the
Cisco Advanced Malware Protection cloud name.

Cisco Advanced  |[string The Cisco Advanced Malware Protection cloud name.
Malware
Protection cloud
Name

Malware Event Type Metadata

The eStreamer service transmits metadata containing malware event type information for an event within
a malware event type record, the format of which is shown below. (Malware event type information is
sent when the metadata flag, bit 20 in the request flags field of a request message, is set. See Request
Flags, page 2-11.) Note that the record type field, which appears after the message length field, has a
value of 128, indicating a malware event type record.

Byte 0 1 2 3
. Lirjtjrfrfrfrfrfrfrf2f2f2f2f2)2(2(2(2[2(3|3
Bit |0 1121314)516/ 781901 2/3]4|5(6|7/8 9(0|1|23/4]5|6/7|8/9 01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (128)
Record Length
Malware Event Type ID
Malware Event Type Length
Malware Event Type...
The following table describes the fields in the malware event type record.
Table 3-20 Malware Event Type Record Fields
Field Data Type |Description
Malware Event Type ID uint32 The malware event type ID number. This field is the
unique key for this record.
Malware Event Type Length |uint32 The number of bytes included in the malware event type.
Malware Event Type string The type of malware event.
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Malware Event Subtype Metadata

The eStreamer service transmits metadata containing malware event subtype information for an event
within a malware event subtype record, the format of which is shown below. (Malware event type
information is sent when the metadata flag, bit 20 in the request flags field of a request message, is set.
See Request Flags, page 2-11.) Note that the record type field, which appears after the message length
field, has a value of 129, indicating a malware event subtype record.

Byte 0 1 2 3
. L1111 rj1|rj1|1r{1,2}(2122|1212/22|2(2|3|3
Bit |01 1121314)516/ 7181911 2/3]4]5 8/9/0/1/2/3|4]5/6/7/8]/9/01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (129)
Record Length
Malware Event Subtype ID
Malware Event Subtype Length
Malware Event Subtype...
The following table describes the fields in the malware event subtype record.
Table 3-21 Malware Event Subtype Record Fields
Field Data Type |Description
Malware Event Subtype ID uint32 The malware event subtype ID number. This field is
the unique key for this record.
Malware Event Subtype Length |uint32 The number of bytes included in the malware event
subtype.
Malware Event Subtype string The malware event subtype.

AMP for Endpoints Detector Type Metadata

The eStreamer service transmits metadata containing AMP for Endpoints detector type information for
an event within a AMP for Endpoints Detector Type record, the format of which is shown below. (AMP
for Endpoints detector type information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in
the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record
Type field, which appears after the Message Length field, has a value of 130, indicating a AMP for
Endpoints detector type record.
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Byte 0 1 2 3
A nnEE DR OEEEBBEE BBBBEBEEEBREEBEE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (130)
Record Length

AMP for Endpoints Detector Type ID

AMP for Endpoints Detector Type Length

AMP for Endpoints Detector Type...

The following table describes the fields in the AMP for Endpoints Detector Type record.

Table 3-22 AMP for Endpoints Detector Type Record Fields

Field Data Type |Description

AMP for Endpoints Detector |uint32 The AMP for Endpoints detector type ID number. This
Type ID field is the unique key for this record.

AMP for Endpoints Detector |uint32 The number of bytes included in the AMP for Endpoints
Type Length detector type.

AMP for Endpoints Detector |string The type of AMP for Endpoints detector.

Type

AMP for Endpoints File Type Metadata

The eStreamer service transmits metadata containing AMP for Endpoints file type information for an
event within a AMP for Endpoints File Type record, the format of which is shown below. (AMP for
Endpoints file type information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the
Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record

Type field, which appears after the Message Length field, has a value of 131, indicating a AMP for
Endpoints file type record.

Byte 0 1 2 3
g [o[ L[ P[] [ PR EEREE LR EERRRRL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (131)
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Byte 0 1 2 3

. 1111|111 ]1]1
Bit |0|1)2)3/4/5/6/718/9 4] |2/3/4|5|6|7]8]9]0

W N

_
o
)
SIW)
W
¥}

Record Length

AMP for Endpoints File Type ID

AMP for Endpoints File Type Length

AMP for Endpoints File Type...

The following table describes the fields in the AMP for Endpoints File Type record.

Table 3-23 AMP for Endpoints File Type Record Fields

Field Data Type |Description

AMP for Endpoints File Type |uint32 The AMP for Endpoints file type ID number. This field
ID is the unique key for this record.

AMP for Endpoints File Type |uint32 The number of bytes included in the AMP for

Length Endpoints file type.

AMP for Endpoints File Type |string The type of detected file.

Security Context Name

The eStreamer service transmits metadata containing Security Context Name information, the format of
which is shown below. (Security Context Name information is sent when one of the metadata flags—bits
1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.)
Note that the Record Type field, which appears after the Message Length field, has a value of 132,
indicating a Security Context Name record.

Byte 0 1 2 3
gie (o[ [2[a]«[s[s]7|s[s[a LSS S s B R R R ER R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (132)
Record Length
Security Context UUID

Security Context UUID, continued

Security Context UUID, continued
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Byte 0 1 2 3
. L1111 |11t {2}2}2(2(2|2|2{2]2|2(3]3
Bit 07 1121314/51617181900 1 2|34 5(6|7(8(9/0[1|23[4]|5/6/7/8/9 0]l
Security Context UUID, continued
String Block Type (0)
String Block Length
Security Context Name...

The following table describes the fields in the Security Context Name record.

Table 3-24 Security Context Name Record Fields

Field Data Type |Description

Security Context UUID uint8[16] |The UUID of the security context. This field is the
unique key for this record.

String Block Type uint32 Initiates a String data block containing the name of the
security context. This value is always o.

String Block Length uint32 The number of bytes included in the Security Context
Name String data block, including eight bytes for the
block type and header fields plus the number of bytes
in the Security Context name.

Security Context Name string The security context name.

Correlation Event for 5.4+

Correlation events (called compliance events in pre-5.0 versions) contain information about correlation
policy violations. This message uses the standard eStreamer message header and specifies a record type
of 112, followed by a correlation data block of type 156 in the series 1 set of data blocks. Data block
type 156 differs from its predecessor (block type 128) in including IPv6 support.

The 5.4+ version of correlation events has new fields for geolocation, Security Intelligence, and SSL
support.

You can request 5.4+ correlation events from eStreamer only by extended request, for which you request
event type code 31 and version code 9 in the Stream Request message (see Submitting Extended
Requests, page 2-4 for information about submitting extended requests). You can optionally enable bit
23 in the flags field of the initial event stream request message, to include the extended event header.
You can also enable bit 20 in the flags field to include user metadata.
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0[1(2(3|4|5/6|7|8]|9

—
—
—
[u—
—
—
—
—_—
NS}
NS}
NS}

2121212
3 516|7

Header Version (1) Message Type (4)

Message Length

Netmap ID Record Type (112)

Record Length

eStreamer Server Timestamp (in events, only if bit 23 is set)

Reserved for Future Use (in events, only if bit 23 is set)

Correlation Block Type (156)

Correlation Block Length

Device ID

(Correlation) Event Second

Event ID

Policy ID

Rule ID

Priority

String Block Type (0)

String Block Length

Description... Event Type

Event
Description

Event Device ID

Signature ID

Signature Generator ID

(Trigger) Event Second

(Trigger) Event Microsecond

Event ID

Event Defined Mask

Event Impact Flags IP Protocol Network Protocol
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Byte 0 1 2 3
g [o[i[2[s[[s[o]o[s[STAT B3 s R R R R
Source IP
Source Host Type Source VLAN ID Source OS Fprt Source OS
UUID Fprt UUID
Source OS Fingerprint UUID, continued
Source OS Fingerprint UUID, continued
Source OS Fingerprint UUID, continued
Source OS Fingerprint UUID, continued Source Criticality
Source Criticality, Source User ID
cont
Source User ID, Source Port Source Server ID
cont
Source Server ID, continued Destination IP
Destination IP, continued Dest. Host Type
Dest. VLAN ID Destination OS Fingerprint UUID Dest OS
Fingerprint
Destination OS Fingerprint UUID, continued UuID
Destination OS Fingerprint UUID, continued
Destination OS Fingerprint UUID, continued
Destination OS Fingerprint UUID, Destination Criticality
continued
Dest. User ID
Destination Port Destination Server ID
Destination Server ID, cont. Impact Blocked
Intrusion Policy
Intrusion Policy, continued
Intrusion Policy, continued
Intrusion Policy, continued
Rule Action
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L{1j1|{1(1|(1jr{rj1rj1/2|2
0[1(2(3/4[|5|6[7|8(9]|0

w N

[\
~

String Block Type (0)

NetBIOS
Domain

String Block Length

NetBIOS Domain...

URL Category

URL Reputation

String Block Type (0)

URL

String Block Length

URL...

Client ID

String Block Type (0)

Client Version

String Block Length

Client Version...

Access Control Policy Revision

Access Control Policy Revision, continued
Access Control Policy Revision, continued

Access Control Policy Revision, continued

Access Control Rule ID

Ingress Interface UUID
Ingress Interface UUID, continued
Ingress Interface UUID, continued

Ingress Interface UUID, continued

Egress Interface UUID
Egress Interface UUID, continued
Egress Interface UUID, continued

Egress Interface UUID, continued

Ingress Zone UUID
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Byte 0 ‘ 1 2 ‘ 3

. a1 ]1]2]2
Bit 0‘1‘2‘3‘4 20314/5|6/7/8|9/0 1

Ingress Zone UUID, continued
Ingress Zone UUID, continued

Ingress Zone UUID, continued

Egress Zone UUID
Egress Zone UUID, continued
Egress Zone UUID, continued

Egress Zone UUID, continued

Source IPv6 Address
Source IPv6 Address, continued
Source IPv6 Address continued

Source IPv6 Address, continued

Destination IPv6 Address
Destination IPv6 Address, continued
Destination IPv6 Address, continued

Destination IPv6 Address, continued

Source Country Destination Country

Security Intelligence UUID
Security Intelligence UUID, continued
Security Intelligence UUID, continued

Security Intelligence UUID, continued

Security Context
Security Context, continued
Security Context, continued

Security Context, continued

SSL Policy ID

SSL Policy ID, continued
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0 ‘ 1 2 3

1 2
1 1

NSNS

1 L1111 |1
0|1(2(3|4|5|6|7|8|9

2
0

SSL Policy ID, continued

SSL Policy ID, continued

SSL Rule ID, continued

SSL Actual Action

SSL Flow Status

SSL Certificate Fingerprint
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued

SSL Certificate Fingerprint, continued

Note that the record structure includes a String block type, which is a block in series 1. For information
about series 1 blocks, see Understanding Discovery (Series 1) Blocks, page 4-62.

Table 3-25 Correlation Event 5.4+ Data Fields

Field Data Type |Description

Correlation uint32 Indicates a correlation event data block follows. This field always has

Block Type a value of 156. See Understanding Discovery (Series 1) Blocks,
page 4-62.

Correlation uint32 Length of the correlation data block, which includes 8 bytes for the

Block Length correlation block type and length plus the correlation data that
follows.

Device ID uint32 Internal identification number of the managed device or Management

Center that generated the correlation event. A value of zero indicates
the Management Center. You can obtain managed device names by
requesting Version 3 metadata. See Managed Device Record
Metadata, page 3-35 for more information.

(Correlation) uint32 UNIX timestamp indicating the time that the correlation event was
Event Second generated (in seconds from 01/01/1970).

Event ID uint32 Correlation event identification number.

Policy ID uint32 Identification number of the correlation policy that was violated. See

Service Record, page 4-15 for information about how to obtain policy
identification numbers from the database.

Rule ID uint32 Identification number of the correlation rule that triggered to violate
the policy. See Service Record, page 4-15 for information about how
to obtain policy identification numbers from the database.
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Table 3-25 Correlation Event 5.4+ Data Fields (continued)
Field Data Type |Description
Priority uint32 Priority assigned to the event. This is an integer value from O to 5.
String Block uint32 Initiates a string data block that contains the correlation violation
Type event description. This value is always set to 0. For more information
about string blocks, see String Data Block, page 4-71.
String Block uint32 Number of bytes in the event description string block, which includes
Length four bytes for the string block type and four bytes for the string block
length, plus the number of bytes in the description.
Description string Description of the correlation event.
Event Type uint8 Indicates whether the correlation event was triggered by an intrusion,
host discovery, or user event:
e 1 - intrusion
e 2 - host discovery
e 3-user
Event Device ID |uint32 Identification number of the device that generated the event that
triggered the correlation event. You can obtain device name by
requesting Version 3 metadata. See Managed Device Record
Metadata, page 3-35 for more information.
Signature ID uint32 If the event was an intrusion event, indicates the rule identification
number that corresponds with the event. Otherwise, the value is 0.
Signature uint32 If the event was an intrusion event, indicates the ID number of the
Generator ID Firepower System preprocessor or rules engine that generated the
event.
(Trigger) Event |uint32 UNIX timestamp indicating the time of the event that triggered the
Second correlation policy rule (in seconds from 01/01/1970).
(Trigger) Event |uint32 Microsecond (one millionth of a second) increment that the event was
Microsecond detected.
Event ID uint32 Identification number of the event generated by the Cisco device.
Event Defined |bits[32] Set bits in this field indicate which of the fields that follow in the
Mask message are valid. See Table 3-23 on page 3-41 for a list of each bit
value.
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Table 3-25 Correlation Event 5.4+ Data Fields (continued)

Field Data Type |Description

Event Impact bits[8] Impact flag value of the event. The low-order eight bits indicate the
Flags impact level. Values are:

e 0x01 (bit 0) — Source or destination host is in a network
monitored by the system.

e 0x02 (bit 1) — Source or destination host exists in the network
map.

e 0x04 (bit 2) — Source or destination host is running a server on
the port in the event (if TCP or UDP) or uses the IP protocol.

e 0x08 (bit 3) — There is a vulnerability mapped to the operating
system of the source or destination host in the event.

e 0x10 (bit 4) — There is a vulnerability mapped to the server
detected in the event.

e 0x20 (bit 5) — The event caused the managed device to drop the
session (used only when the device is running in inline, switched,
or routed deployment). Corresponds to blocked status in the
Firepower System web interface.

e (x40 (bit 6) — The rule that generated this event contains rule
metadata setting the impact flag to red. The source or destination
host is potentially compromised by a virus, trojan, or other piece
of malicious software.

e 0x80 (bit 7) — There is a vulnerability mapped to the client
detected in the event. (version 5.0+ only)

The following impact level values map to specific priorities on the
Management Center. An x indicates the value can be 0 or 1:

e gray (0, unknown): 00x00000

e red (1, Vulnerable): XXXX1XXX, XXX1XXXX, X1XXXXXX, 1XXXXXXX
(version 5.0+ only)

e orange (2, potentially vulnerable): 0ox0011x

e yellow (3, currently not vulnerable): ooxo0001x

¢ Dblue (4, unknown target): 00x00001

IP Protocol uint8 Identifier of the IP protocol associated with the event, if applicable.
Network uint16 Network protocol associated with the event, if applicable.
Protocol
Source 1P uint8[4] This field is reserved but no longer populated. The Source IPv4
Address address is stored in the Source IPv6 Address field. See IP Addresses,
page 1-4 for more information.
Source Host uint8 Source host’s type:
Type e (0 — Host
e | — Router
e 2 — Bridge
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Table 3-25 Correlation Event 5.4+ Data Fields (continued)
Field Data Type |Description
Source VLAN  |uintl6 Source host’s VLAN identification number, if applicable.
ID
Source OS uint8[16] |A fingerprint ID number that acts a unique identifier for the source
Fingerprint host’s operating system.
UuIb See Service Record, page 4-15 for information about obtaining the
values that map to the fingerprint IDs.
Source uintl6 User-defined criticality value for the source host:
Criticality e 0— None
e 1 —Low
e 2 — Medium
e 3 — High
Source User ID |uint32 Identification number for the user logged into the source host, as
identified by the system.
Source Port uint16 Source port in the event.
Source Server  |uint32 Identification number for the server running on the source host.
ID
Destination IP  |uint8[4] This field is reserved but no longer populated. The Destination IPv4
Address address is stored in the Destination IPv6 Address field. See IP
Addresses, page 1-4 for more information.
Destination uint8 Destination host’s type:
Host Type e 0— Host
e 1 — Router
e 2 — Bridge
Destination uint16 Destination host’s VLAN identification number, if applicable.
VLAN ID
Destination OS |uint8[16] |A fingerprint ID number that acts as a unique identifier for the
Fingerprint destination host’s operating system.
UuIb See Service Record, page 4-15 for information about obtaining the
values that map to the fingerprint IDs.
Destination uint16 User-defined criticality value for the destination host:
Criticality e 0— None
e 1 —Low
e 2 — Medium
e 3 — High
Destination uint32 Identification number for the user logged into the destination host, as
User ID identified by the system.
Destination Port |uint16 Destination port in the event.
Destination uint32 Identification number for the server running on the source host.
Service ID
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Table 3-25 Correlation Event 5.4+ Data Fields (continued)
Field Data Type |Description
Impact uint8 Impact flag value of the event. Values are:

e 1 — Red (vulnerable)

e 2 — Orange (potentially vulnerable)

e 3 — Yellow (currently not vulnerable)

e 4 — Blue (unknown target)

e 5 — Gray (unknown impact)

Blocked uint8 Value indicating what happened to the packet that triggered the
intrusion event.

e (O — Intrusion event not dropped

e | — Intrusion event was dropped (drop when deployment is
inline, switched, or routed)

e 2 —The packet that triggered the event would have been dropped,
if the intrusion policy had been applied to a device in inline,
switched, or routed deployment.

Intrusion Policy |uint8[16] |UUID of the Intrusion Policy associated with the event.

Rule Action uint32 The action selected in the user interface for the rule that triggered the
event(allow, block, and so forth).

String Block uint32 Initiates a string data block that contains the NetBIOS Domain. This

Type value is always set to 0. For more information about string blocks, see
String Data Block, page 4-71.

String Block uint32 Number of bytes in the event description string block, which includes

Length four bytes for the string block type and four bytes for the string block
length, plus the number of bytes in the NetBIOS Domain.

NetBIOS string Name of the NetBIOS Domain.

Domain

URL Category |uint32 The number designating the URL Category. See URL Category
Record Metadata, page 4-24 for more information.

URL Reputation |uint32 ID number of the URL reputation. See URL Reputation Record
Metadata, page 4-25

String Block uint32 Initiates a string data block that contains the URL. This value is

Type always set to 0. For more information about string blocks, see String
Data Block, page 4-71.

String Block uint32 Number of bytes in the event description string block, which includes

Length four bytes for the string block type and four bytes for the string block
length, plus the number of bytes in the URL.

URL string URL which triggered the correlation event.

Client ID uint32 ID number of the client which detected the event.

String Block uint32 Initiates a string data block that contains the Client Version. This value

Type

is always set to 0. For more information about string blocks, see String
Data Block, page 4-71.
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Table 3-25 Correlation Event 5.4+ Data Fields (continued)

Field Data Type |Description

String Block uint32 Number of bytes in the event description string block, which includes

Length four bytes for the string block type and four bytes for the string block
length, plus the number of bytes in the Client Version.

Client Version |string Version of the client which detected the event.

Access Control |uint8[16] |Revision number of the rule associated with the triggered correlation

Policy Revision event.

Access Control |uint32 Internal identifier for the rule that triggered the event.

Rule ID

IngressInterface |uint8[16] |An interface ID that acts as the unique identifier for the ingress

UUID interface associated with correlation event.

Egress Interface |uint8[16] |An interface ID that acts as the unique identifier for the egress

UUID interface associated with correlation event.

Ingress Zone uint8[16] |A zone ID that acts as the unique identifier for the ingress security

UUID zone associated with correlation event.

Egress Zone uint8[16] |A zone ID that acts as the unique identifier for the egress security zone

UUID associated with correlation event.

Source IPv6 uint8[16] |IP address of the source host in the event, in IPv6 address octets.

Address

Destination uint8[16] |IP address of the destination host in the event, in IPv6 address octets.

IPv6 Address

Source Country |uintl6 Code for the country of the source host.

Destination uint16 Code for the country of the destination host.

Country

Security uint8[16] |The UUID of the access control policy configured for Security

Intelligence Intelligence.

UUID

Security uint8[16]  |ID number for the security context (virtual firewall) that the traffic

Context passed through. Note that the system only populates this field for
ASA FirePOWER devices in multi-context mode.

SSL Policy ID  |uint8[16] |ID number of the SSL policy that handled the connection.

SSL Rule ID uint32 ID number of the SSL rule or default action that handled the

connection.

[l Firepower eStreamer Integration Guide

Understanding Intrusion and Correlation Data Structures |



| Chapter3 Understanding Intrusion and Correlation Data Structures

Intrusion Event and Metadata Record Types Il

Table 3-25 Correlation Event 5.4+ Data Fields (continued)

Field Data Type |Description

SSL Actual uint32 The action performed on the connection based on the SSL Rule. This
Action may differ from the expected action, as the action as specified in the

rule may be impossible. Possible values include:

0 — 'Unknown'

1 — 'Do Not Decrypt'

2 — 'Block’

3 — 'Block With Reset'

4 — 'Decrypt (Known Key)'
5 — 'Decrypt (Replace Key)'
6 — 'Decrypt (Resign)'
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Table 3-25 Correlation Event 5.4+ Data Fields (continued)

Field Data Type |Description

SSL Flow Status |uint32 Status of the SSL Flow. These values describe the reason behind
the action taken or the error message seen. Possible values
include:

0 — 'Unknown'

e 1 — 'No Match'

e 2 — 'Success'

e 3 — 'Uncached Session'

e 4 — 'Unknown Cipher Suite'

e 5 — 'Unsupported Cipher Suite'

e ¢ — 'Unsupported SSL Version'

e 7 —'SSL Compression Used'

e 8 — 'Session Undecryptable in Passive Mode'

e 9 — 'Handshake Error’

e 10— 'Decryption Error'

e 11 — 'Pending Server Name Category Lookup'

e 12 — 'Pending Common Name Category Lookup'
e 13 — 'Internal Error'

e 14 — 'Network Parameters Unavailable'

e 15 — 'Invalid Server Certificate Handle'

e 16 — 'Server Certificate Fingerprint Unavailable'
e 17 — 'Cannot Cache Subject DN'

e 18 — 'Cannot Cache Issuer DN'

e 19 — 'Unknown SSL Version'

e 20 — 'External Certificate List Unavailable'

e 21 — 'External Certificate Fingerprint Unavailable'
e 22 — 'Internal Certificate List Invalid'

e 23 — 'Internal Certificate List Unavailable'

e 24 — 'Internal Certificate Unavailable'

e 25 — 'Internal Certificate Fingerprint Unavailable'
e 26 — 'Server Certificate Validation Unavailable'
e 27 — 'Server Certificate Validation Failure'

e 28 — 'Invalid Action'

SSL Certificate |uint8[20] |SHA1 hash of the SSL Server certificate.
Fingerprint
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Understanding Series 2 Data Blocks

Beginning in version 4.10.0, the eStreamer service uses a second series of data blocks to package certain
records such as intrusion event extra data. See Table 3-26 on page 3-55 for a list of all block types in the
series. Series 2 blocks, like series 1 blocks, support variable-length fields and hierarchies of nested
blocks. The series 2 block types include primitive blocks that provide the same mechanism for
encapsulating nested inner blocks as the series 1 primitive block types. However, series 2 blocks and
series 1 blocks have separate numbering systems.

The following example shows the how primitive blocks are used. The list data block (series 2 block type
31) defines an array of operating system fingerprints (each of which is a type 87 block itself with variable
length). The overall type 31 data block length is self-describing via the Data Block Length field, which
contains the length of the data portion of the message, excluding the 8 bytes in the block type and block
length fields.

Byte 0 1 2 3
s o[ |25 [[s o[ [s e s AR R R EE R
List Data Block Type (2)
Data Block Length
Server Operating System Fingerprint Block Type (87)

Fingerprints
Operating System Fingerprint Block Length

Operating System Server Fingerprint Data...

In the following table, the Data Block Status field indicates whether the block is current (the latest
version) or legacy (used in an older version and can still be requested through eStreamer).

Table 3-26 Series 2 Block Types

DataBlock

Type Content Status Description

0 String Current Encapsulates variable string data. See String Data Block,
page 3-59 for more information.

1 BLOB Current Encapsulates binary data and is used specifically for
banners. See BLOB Data Block, page 3-60 for more
information.

2 List Current Encapsulates a list of other data blocks. See List Data

Block, page 3-61 for more information.

3 Generic List Current Encapsulates a list of other data blocks. For deserialization,
it is the equivalent of the List data block. See Generic List
Data Block, page 3-62 for more information.

4 Event Extra Data |Current Contains intrusion event extra data. See Intrusion Event
Extra Data Record, page 3-26 for more information.

Firepower eStreamer Integration Guide
l g 355



Chapter3  Understanding Intrusion and Correlation Data Structures |

B Understanding Series 2 Data Blocks

Table 3-26 Series 2 Block Types (continued)
DataBlock

Type Content Status Description

5 Extra Data Type Current Contains extra data metadata. See Intrusion Event Extra
Data Metadata, page 3-28 for more information.

14 UUID String Current Block used by various metadata messages to map UUID

Mapping values to descriptive strings. See UUID String Mapping
Data Block, page 3-62.

15 Access Control Current Contains metadata for access control rules. See Access
Policy Rule ID Control Policy Rule ID Metadata Block, page 3-65.
Metadata

16 Malware Event Legacy Contains information on malware events, such as the
malware detected or quarantined within a Cisco Advanced
Malware Protection cloud, the detection method, and hosts
and users affected by the malware. See Malware Event Data
Block 5.1, page B-55. Deprecated by block 24, Malware
Event Data Block 5.3.1, page B-79.

19 ICMP Type Data |Current Contains metadata describing ICMP types. See ICMP Type

Block Data Block, page 3-66.

20 ICMP Code Data  |Current Contains metadata describing ICMP codes. See ICMP
Block Code Data Block, page 3-67.

21 Access Control Current Contains information explaining access control policy rule
Policy Rule reasons. See Access Control Policy Rule Reason Data
Reason Data Block Block for 6.0+, page 3-77.

22 IP Reputation Current Contains information on IP reputation categories
Category Data explaining why an IP address was blocked. See Access
Block Control Policy Name Data Block, page 3-79.

23 File Event Legacy Contains information on file events, such as the source,
SHA hash, and the disposition of the file. See File Event for
5.1.1.x, page B-256. It is superseded by block 32, Access
Control Policy Rule ID Metadata Block, page 3-65.

24 Malware Event Legacy Contains information on malware events, such as the
malware detected or quarantined within a Cisco Advanced
Malware Protection cloud, the detection method, and hosts
and users affected by the malware. See Malware Event Data
Block 5.1.1.x, page B-59. Deprecates block 16, Malware
Event Data Block 5.1, page B-55. Deprecated by block 33,
Malware Event Data Block 5.3.1, page B-79.

25 Intrusion Event Legacy Contains information on intrusion events, including
information to match intrusion events with connection and
malware events. See Intrusion Event Record 5.1.1.x,
page B-23. Deprecated by block 34, Intrusion Event
Record 5.2.x, page B-12.

26 File Event SHA Legacy Contains the SHA hash and name of files that have been

Hash

identified as containing malware. See File Event SHA Hash
for 5.1.1-5.2.x, page B-296. Deprecated by block 40, File
Event SHA Hash for 5.3+, page 3-102.
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Table 3-26 Series 2 Block Types (continued)

DataBlock

Type Content Status Description

27 Rule Current Contains information about rules used to generate events.
Documentation See Rule Documentation Data Block for 5.2+, page 3-105
Data Block for more information.

28 Geolocation Data |Current Contains country codes and associated country name. See
Block Geolocation Data Block for 5.2+, page 3-112.

32 File Event Legacy Contains information on file events, such as the source,

SHA hash, and the disposition of the file. See File Event for
5.2.x, page B-260. It deprecates File Event for 5.1.1.x,
page B-256. Deprecated by block 38, File Event for 5.3,
page B-264.

33 Malware Event Current Contains information on malware events, such as the
malware detected or quarantined within a Cisco Advanced
Malware Protection cloud, the detection method, and hosts
and users affected by the malware. See Malware Event Data
Block 5.2.x, page B-65. Deprecates block 24, Malware
Event Data Block 5.1.1.x, page B-59. Deprecated by block
35, Malware Event Data Block 5.3, page B-72.

34 Intrusion Event Legacy Contains information on intrusion events, including
information to match intrusion events with connection and
malware events. See Intrusion Event Record 5.2.x,

page B-12. Deprecates block 25. Deprecated by block 41,
Intrusion Event Record 5.3, page B-17.

35 Malware Event Legacy Contains information on malware events, including IOC
information. See Malware Event Data Block 5.3,

page B-72. Deprecates block 33, Malware Event Data
Block 5.2.x, page B-65. Deprecated by block 44, Malware
Event Data Block 5.3, page B-72.

38 File Event Legacy Contains information on file events, such as the source,
SHA hash, and the disposition of the file. See File Event for
5.3, page B-264. It deprecates block 32. Deprecated by
block 43, Malware Event Data Block 7.0+, page 3-91.

39 IOC Name Data Current Contains information about IOCs. See IOC Name Data
Block Block for 5.3+, page 4-35

40 File Event SHA Current Contains the SHA hash and name of files that have been
Hash identified as containing malware. See File Event SHA Hash

for 5.3+, page 3-102. Deprecates block 26, File Event SHA
Hash for 5.1.1-5.2.x, page B-296.

41 Intrusion Event Legacy Contains information on intrusion events, including
information to match intrusion events with IOCs. See
Intrusion Event Record 5.3, page B-17. Deprecates block
34. Deprecated by block 42, Intrusion Event Record 5.3.1,
page B-29.
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Table 3-26

Series 2 Block Types (continued)

Type

Content

DataBlock
Status

Description

42

Intrusion Event

Legacy

Contains information on intrusion events, including
information to match intrusion events with IOCs. See
Intrusion Event Record 5.3.1, page B-29. Deprecates block
41, Intrusion Event Record 5.3, page B-17. Deprecated by
block 45, Intrusion Event Record 5.4.x, page B-36.

43

File Event

Legacy

Contains information on file events, such as the source,
SHA hash, and the disposition of the file. See File Event for
5.3.1, page B-270. Deprecates block 38, File Event for 5.3,
page B-264. Deprecated by block 46, File Event for 7.0+,
page 3-81

44

Malware Event

Legacy

Contains information on malware events, including IOC
information. See Malware Event Data Block 7.0+,

page 3-91. Deprecates block 35, Malware Event Data
Block 5.3, page B-72. Deprecated by block 47, Malware
Event Data Block 7.0+, page 3-91

45

Intrusion Event

Legacy

Contains information on intrusion events. See Intrusion
Event Record 5.4.x, page B-36. Deprecates block 42,
Intrusion Event Record 5.3.1, page B-29. Deprecated by
block 60, Intrusion Event Record 6.x, page B-44.

46

File Event

Legacy

Contains information on file events, such as the source,
SHA hash, and the disposition of the file. See Malware

Event Data Block 7.0+, page 3-91. Deprecates block 43,
File Event for 5.3.1, page B-270.

47

Malware Event

Current

Contains information on malware events, including IOC
information. See Malware Event Data Block 7.0+,

page 3-91. Deprecates block 44, Malware Event Data
Block 5.3.1, page B-79.

50

SSL Certificate
Details

Current

Contains information regarding an SSL certificate. SeeSSL
Certificate Details Data Block for 5.4+, page 3-123

51

SSL Rule ID

Current

Contains information about SSL Rules. See SSL Rule ID,
page 3-116

56

File Event

Legacy

Contains information on file events. See File Event for 6.x,
page B-286. Deprecates block 46, File Event for 5.4.x,
page B-276. It is deprecated by block type 79, Malware
Event Data Block 7.0+, page 3-91

57

User Record

Current

Contains information about users. See User Record,
page 3-20

58

Endpoint Profile

Current

Contains information about network endpoints. See
Endpoint Profile Data Block for 6.0+, page 3-70

59

Access Control
Policy Rule
Reason

Current

Contains information about access control policy rules. See
Access Control Policy Rule Reason Data Block for 6.0+,
page 3-77
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Table 3-26 Series 2 Block Types (continued)
DataBlock

Type Content Status Description

60 Intrusion Event Legacy Contains information on intrusion events. See Intrusion
Event Record 6.x, page B-44. Deprecates block 45,
Intrusion Event Record 5.3.1, page B-29. Deprecated by
block 81, Intrusion Event Record 7.0+, page 3-7.

61 Name Description |Current Used to map names to descriptions in many situations. See

Mapping Name Description Mapping Data Block, page 3-63

62 Malware Event Legacy Contains information on malware events. See Malware
Event Data Block 6.x, page B-96. Deprecates block 44,
Malware Event Data Block 5.3.1, page B-79. Deprecated
by block type 80, Malware Event Data Block 7.0+,
page 3-91

64 Access Control Current Contains information about access control policy names.

Policy Name See Access Control Policy Name Data Block, page 3-79

79 File Event Current Contains information on file events. See File Event for
7.0+, page 3-81. Deprecates block 56, File Event for 6.x,
page B-286.

80 Malware Event Current Contains information on malware events. See Malware
Event Data Block 7.0+, page 3-91. Deprecates block 62,
Malware Event Data Block 6.x, page B-96.

81 Intrusion Event Current Contains information on intrusion events. See Intrusion

Event Record 7.0+, page 3-7. Deprecates block 60,
Intrusion Event Record 6.x, page B-44.

Series 2 Primitive Data Blocks

Both series 2 and series 1 blocks include a set of primitives that are used to encapsulate lists of
variable-length blocks as well as variable-length strings and BLOBs within messages. These primitive
blocks have the standard eStreamer block header discussed above in Data Block Header, page 2-24, but
they appear only within other data blocks. Any number can be included in a given block type. For details
on the structure of these blocks, see the following:

String Data Block, page 3-59
BLOB Data Block, page 3-60

List Data Block, page 3-61

Generic List Data Block, page 3-62
UUID String Mapping Data Block, page 3-62

Name Description Mapping Data Block, page 3-63

String Data Block

The eStreamer service uses the String data block to send string data in messages. These blocks
commonly appear within other data blocks to identify, for example, operating system or server names.
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Empty String data blocks (containing no data, only the header fields) have a block length of 8. eStreamer
uses an empty String data block when it has no content for a string value, as might happen, for example,

in the OS vendor string field in an Operating System data block when the vendor of the operating system
is unknown.

The String data block has a block type of 0 in the series 2 group of blocks.

Note  Strings returned in this data block are not always null-terminated (that is, the string characters are not
always followed by a 0).

The following diagram shows the format of the String data block:

Byte 0 1 2 3
. T 111y {1f{1 /122122222222 |3]3
Bit |0 112/37471516/71819 o1 15]3/4|5(6|/7/8(9]0 1/2]3]|4|5|6/7/8/9]0]1
Data Block Type (0)
Data Block Length
String Data...
The following table describes the fields of the String data block.
Table 3-27 String Block Fields
Field Data Type |Description
Data Block Type uint32 Initiates a String data block. This value is always o.
Data Block Length |uint32 Combined length in bytes of the string data block header and string
data.
String Data string Contains the string data and may contain a terminating character
(null byte) at the end of the string.

BLOB Data Block

The eStreamer service uses the BLOB data block to convey binary data. For example, host discovery
records use the BLOB block to hold captured server banners. The BLOB data block has a block type of
1 in the series 2 group of blocks.

The following diagram shows the format of the BLOB data block:

Byte 0 1 2 3

. L1y rj1|rj1|1j12(212(2|1212|2(2|2/2
Bit 01234567890 4 617 3 5 819

S W
—_—

Data Block Type (1)
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Data Block Length

Binary Data...

The following table describes the fields of the BLOB data block.

Table 3-28 BLOB Data Block Fields

Field Data Type |Description

Data Block Type |uint32 Initiates a BLOB data block. This value is always 1.

Data Block uint32 Number of bytes in the BLOB data block, including eight bytes for the

Length BLOB block type and length fields, plus the length of the binary data
that follows.

Binary Data variable Contains binary data such as a server banner.

List Data Block

The eStreamer service uses the List data block to encapsulate a list of data blocks. For example,
eStreamer can use the List data block to send a list of TCP servers, each of which is itself a data block.
The List data block has a block type of 2 in the series 2 group of blocks.

The following diagram shows the basic format of a List data block:

Byte 0 1 2 3
Bic o112 ]a]«]s o7 [s[o[a N 3[A A3 [e A s s 3 2 2 222 B2 3
Block Type (2)
Block Length
Encapsulated Data Blocks...

The following table describes the fields of the List data block.

Table 3-29 List Data Fields

Field Data Type |Description

Block Type uint32 Initiates a List data block. This value is always 2.

Block Length uint32 Number of bytes in the List block and encapsulated data. For example,

if there were three Sub-Server data blocks included in the list, the value
here would include the total number of bytes in the Sub-Server blocks,
plus eight bytes for the List block header.

Encapsulated variable Encapsulated data blocks up to the maximum number of bytes in the
Data Blocks list block length.
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Generic List Data Block

The eStreamer service uses the Generic List data block to encapsulate a list of data blocks. For example,
the Host Profile data block contains information about multiple client applications and uses the Generic
List block to embed a list of Client Application data blocks in the message. The Generic List data block
has a block type of 3 in the series 2 group of blocks.

The following diagram shows the basic structure of a Generic List data block:

Byte 0 1 2 3
. L1111 |rj1|1r{1,22122|1212/22|2(2|3/|3
Bit 0117273 )415/6/718 /901 1]2(3/4|5/6/7/8/9/0/ 1234|567 8901
Data Block Type (3)
Data Block Length
Encapsulated Data Blocks...
The following table describes the fields of the Generic List data block.
Table 3-30 Generic List Data Block Fields
Number of
Field Bytes Description
Data Block Type |uint32 Initiates a Generic List data block. This value is always 3.
Data Block Length |uint32 Number of bytes in the Generic List block and encapsulated data

blocks. This number includes the eight bytes of the generic list block
header fields, plus the total number of bytes in all of the
encapsulated data blocks.

Encapsulated Data |variable Encapsulated data blocks up to the maximum number of bytes in the
Blocks Generic List block length.

UUID String Mapping Data Block

The eStreamer service uses the UUID String Mapping data block in various metadata messages to map
UUID values to descriptive strings. The UUID String Mapping data block has a block type of 14 in series
2.

The following diagram shows the structure of the UUID String Mapping data block.

Byte 0 1 2 3

) e[l 2[2]212]2]212]2]2]2
Bit 01123 /4151617181951 /5/3(a/5[6|7/8/9/0[1]2]3]4]5 8

UUID String Mapping Block Type (14)

UUID String Mapping Block Length
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Bit |0|1[2(3|4|5|6|7|8|9

{11111
11213(4]5|6[7|8[9]0

—
[}S)

—_
—_
N
N
[38)

wW N
[\

W N
N
[\

0 B
N

UUID
UUID, continued
UUID, continued

UUID, continued

String Block Type (0)

String Block Length

Name...

The following table describes the fields in the UUID String Mapping data block.

Table 3-31 UUID String Mapping Data Block Fields

Field Data Type |Description

UUID String uint32 Initiates a UUID String Mapping block. This value is always 14.
Mapping Block Type

UUID String uint32 Total number of bytes in the UUID String Mapping block,
Mapping Block including eight bytes for the UUID String Mapping block type
Length and length fields, plus the number of bytes of data that follows.
UUID uint8[16] | The unique identifier for the event or other object the UUID

identifies. This field is the unique key for this record.

String Block Type uint32

Initiates a String data block containing the descriptive name
associated with the UUID. This value is always o.

String Block Length |uint32

The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Name field.

Name string

The descriptive name.

Name Description Mapping Data Block

The eStreamer service uses the Name Description Mapping data block in various metadata messages to
map ID values to names and descriptive strings. The Name Description Mapping data block has a block

type of 61 in series 2.

The following diagram shows the structure of the Name Description Mapping data block.
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Byte 0 1 2 3

. Ty rjrfrj1ry1|/1|2(2(2(2(2(2(2(2|2|2
Bit [(0]1]2]3]4|5(/6|7|8]|9 3 5 8

0[1(2[(3(4|5(6[7|8[9(0|1]2

Name Desciption Mapping Block Type (61)

Name Description Block Length

ID

String Block Type (0)

String Block Length

Name...

String Block Type (0)

String Block Length

Description...

The following table describes the fields in the Name Description Mapping data block.

Table 3-32 Name Description Mapping Data Block Fields
Field Data Type |Description
Name Description uint32 Initiates a Name Description Mapping block. This value is always

Mapping Block Type

61.

Name Description uint32 Total number of bytes in the Name Description Mapping block,

Mapping Block including eight bytes for the Name Description Mapping block

Length type and length fields, plus the number of bytes of data that
follows.

ID unit32 The unique identifier for the event or other object the ID
identifies. This field is the unique key for this record.

String Block Type uint32 Initiates a String data block containing the name associated with
the ID. This value is always o.

String Block Length |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Name field.

Name string The name of the event or object.

String Block Type uint32 Initiates a String data block containing the description associated
with the ID. This value is always o.

String Block Length |uint32 The number of bytes included in the description String data
block, including eight bytes for the block type and header fields
plus the number of bytes in the Description field.

Description string A description of the object or event associated with the ID.
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Access Control Policy Rule ID Metadata Block

The eStreamer service uses the Access Control Policy Rule ID metadata block to contain information
about access control policy rule IDs. This data block has a block type of 15 in series 2.

The following diagram shows the structure of the Access Control Policy Rule ID metadata block.

Byte 0 1 2 3

. a2 202]22]2]2]2
Bit 0111213 7415)/6171819001112(3/4|5(|6|7/8|9(0/1]2[3]|4]|5

ool \S)
O N
S W
—_

Access Control Policy Rule ID Metadata Block Type (15)

Access Control Policy Rule ID Metadata Block Length

Revision
Revision, continued
Revision, continued

Revision, continued

Rule ID

Name String Block Type (0)

String Block Length

Name...

The following table describes the fields in the Access Control Policy Rule ID Metadata block.

Table 3-33 Access Control Policy Rule ID Metadata Block Fields

Field Data Type |Description

Access Control uint32 Initiates a Access Control Policy Rule ID Metadata block. This
Policy Rule ID value is always 15.

Metadata Block

Type

Access Control uint32 Total number of bytes in the Access Control Policy Rule ID block,
Policy Rule ID including eight bytes for the Access Control Policy Rule ID
Metadata Block metadata block type and length fields, plus the number of bytes of
Length data that follows.

Revision uint8[16] |Revision number of the rule associated with the triggered

correlation event.

Rule ID uint32 Internal identifier for the rule that triggered the event. This field is
the unique key for this record.

String Block Type |uint32 Initiates a String data block containing the descriptive name
associated with the access control policy rule. This value is always
0.

Firepower eStreamer Integration Guide g




Chapter3  Understanding Intrusion and Correlation Data Structures |

B Understanding Series 2 Data Blocks

Table 3-33 Access Control Policy Rule ID Metadata Block Fields (continued)

Field Data Type |Description
String Block uint32 The number of bytes included in the name String data block,
Length including eight bytes for the block type and header fields plus the

number of bytes in the Name field.

Name string The descriptive name of the access control policy rule.

ICMP Type Data Block

The eStreamer service uses the ICMP Type data block to contain information about ICMP Types. This
data block has a record type of 260, and a block type of 19 in series 2.

The following diagram shows the structure of the ICMP Type data block.

Byte 0 1 2 3
. L1111 yrj1|rj1|1r{1,2(2122|1212/22|2(2|3/|3
Bit Of1 20371415161 71819 0111213 4|5]6|7/8[9]0|1/2(3]2|5/6[7/8|9 0|1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (260)
ICMP Type Data Block Type (19)
ICMP Type Data Block Length
Type Protocol
Description String Block Type (0)
String Block Length
Description...
The following table describes the fields in the ICMP Type data block.
Table 3-34 ICMP Type Data Block Fields
Field Data Type |Description
ICMP Type Data  |uint32 Initiates an ICMP Type data block. This value is always 19.
Block Type
ICMP Type Data  |uint32 Total number of bytes in the ICMP Type data block, including eight
Block Length bytes for the ICMP Type data block type and length fields, plus the
number of bytes of data that follows.

Type uintl6 The ICMP type of the event.
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Table 3-34 ICMP Type Data Block Fields (continued)

Field Data Type |Description
Protocol uint16 IANA-specified protocol number. For example:
e 0o—1IP
e 1—ICMP
e 6 —TCP
e 17— UDP
String Block Type |uint32 Initiates a String data block containing the description of the ICMP
type. This value is always o.
String Block uint32 The number of bytes included in the name String data block,
Length including eight bytes for the block type and header fields plus the

number of bytes in the Description field.

Description string Description of the ICMP type for the event.

ICMP Code Data Block

The eStreamer service uses the ICMP Code data block to contain information about access control policy
rule IDs. This data block has a record type of 270, and block type of 20 in series 2.

The following diagram shows the structure of the Access Control Policy Rule ID metadata block.

Byte 0 1 2 3

. 1|1 1|11 |1|{1|2(2/2]2|2]2|2]|2
Bit 01234567890 3 5

ool )
O N
S W
—_

Header Version (1) Message Type (4)

Message Length

Netmap ID Record Type (270)

ICMP Code Data Block Type (20)

ICMP Code Data Block Length

Code Type

Description Protocol String Block Type (0)

String Block Type (0), continued String Block Length

String Block Length, continued Description...

The following table describes the fields in the ICMP Code data block.
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Table 3-35 ICMP Code Data Block Fields

Field Data Type |Description
ICMP Code Data |uint32 Initiates a ICMP Code data block. This value is always 20.
Block Type
ICMP Code Data |uint32 Total number of bytes in the ICMP Code data block, including eight
Block Length bytes for the ICMP Code data block type and length fields, plus the
number of bytes of data that follows.
Code uint16 The ICMP code of the event.
Type uint16 The ICMP type of the event.
Protocol uint16 ITANA-specified protocol number. For example:
e 0—1IP
e 1—ICMP
e 6 —TCP
e 17— UDP
String Block Type |uint32 Initiates a String data block containing the description of the ICMP
code. This value is always o.
String Block uint32 The number of bytes included in the name String data block,
Length including eight bytes for the block type and header fields plus the
number of bytes in the Description field.
Description string Description of the ICMP code for the event.

Security Intelligence Category Metadata for 5.4.1+

The eStreamer service transmits metadata containing Security Intelligence Category information, the
format of which is shown below. Note that the Record Type field, which appears after the Message
Length field, has a value of 282, indicating a Security Intelligence Category record.

Byte 0 1 2 3
Bit |0 12/3]4]5/67819 0011 12(3 4|5]67 8 9012|3456 78501
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (282)
Record Length

Security Intelligence UUID
Security Intelligence UUID, continued

Security Intelligence UUID, continued
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Byte 0 1 2 3

. e[l 2[2]212]2]212]2]2]2
Bit (0| 1)2)3/4/5/6/718/9 4] |2/3/4|5|6|7]8]9]0 3 8

—_—
[}S)

Security Intelligence UUID, continued

String Block Type (0)

String Block Length

Security Intelligence Category...

The following table describes the fields in the Security Context Name record.

Table 3-36 Security Context Name Record Fields

Field Data Type |Description

Security Intelligence UUID  |uint8[16] |The UUID of the Security Intelligence. This field is the
unique key for this record.

String Block Type uint32 Initiates a String data block containing the Security
Intelligence category. This value is always o.

String Block Length uint32 The number of bytes included in the Security
Intelligence Category String data block, including
eight bytes for the block type and header fields plus the
number of bytes in the Profile Name field.

Security Intelligence string The Security Intelligence Category.
Category

Realm Metadata for 6.0+

The eStreamer service transmits metadata containing Realm information, the format of which is shown
below. Note that the Record Type field, which appears after the Message Length field, has a value of 300,
indicating a Realm Metadata record.

Byte 0 1 2 3
oo (o[ R RERE LR EEEEEERRRT
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (300)
Record Length
Realm ID
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Byte 0 1 2 3
. Lttt jf{rjefr|t|2f2)2)2|2|2(2(2/2|2|3]|3
Bit  JO71121314/51617181900 11 2]3]45(6|7(8(9/0[1|23[4]|5/6/7/8/9 0]l
Realm Name Length
Realm Name...
The following table describes the fields in the Realm Metadata record.
Table 3-37 Realm Metadata Record Fields
Field Data Type |Description
Realm ID uint32 The ID number of the realm. This field is the unique
key for this record.
Realm Name Length uint32 The number of bytes included in the Realm Name.
Realm Name string The realm name

Endpoint Profile Data Block for 6.0+

The eStreamer service uses the Endpoint Profile data block to contain information about network
endpoints. This data block has a record type of 301, and block type of 58 in series 2.

The following diagram shows the structure of the Access Control Policy Rule ID metadata block.

Byte 0 1 2 3
s [o[u[2[s[[s[s[ 7|« S s[RI B R R RERERE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (301)

Endpoint Profile Block Type (58)

Endpoint Profile Data Block Length

ID

Profile Name String Block Type (0)

String Block Length

Profile Name...
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Byte 0 1 2 3
s (o[ 2o [+[s [« SRR R R R R
Full Name String Block Type (0)
String Block Length
Full Name...

The following table describes the fields in the Endpoint Profile data block.

Table 3-38 Endpoint Profile Data Block Fields

Field Data Type |Description

Endpoint Profile  |uint32 Initiates a Endpoint Profile data block. This value is always ss.

Data Block Type

Endpoint Profile  |uint32 Total number of bytes in the Endpoint Profile data block, including

Data Block Length eight bytes for the Endpoint Profile data block type and length fields,
plus the number of bytes of data that follows.

ID uint32 ID number of the endpoint.

String Block Type |uint32 Initiates a String data block containing the profile of the endpoint.
This value is always o.

String Block uint32 The number of bytes included in the profile name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Profile Name field.

Profile Name string Name of the endpoint profile.

String Block Type |uint32 Initiates a String data block containing the full name of the endpoint.
This value is always o.

String Block uint32 The number of bytes included in the full name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Full Name field.

Full Name string Fully qualified name of the profile, providing the relationship

hierarchy of the type of endpoint.

Security Group Metadata for 6.0+

The eStreamer service transmits metadata containing Security Group information, the format of which
is shown below. Note that the Record Type field, which appears after the Message Length field, has a
value of 302, indicating a Security Group Metadata record.
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Byte 0 1 2 3
. Plrfrfrftfrftfrftfr|{2f2)2(2]2(2]2]2]2]2(3]|3
Bit 01112131475/ 6/ 7181905 1|2/3/4 5(6/7/8 9|0[1|2/3]|4]5/6/ 78901
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (302)
Record Length
Security Group ID
Security Group Name Length
Security Group Name...
The following table describes the fields in the Security Group Metadata record.
Table 3-39 Security Group Metadata Record Fields
Field Data Type |Description
Security Group ID uint32 The ID number of the security group. This field is the
unique key for this record.
Security Group Name Length |uint32 The number of bytes included in the Security Group
Name.
Security Group Name string The security group name

DNS Record Type Metadata for 6.0+

The eStreamer service transmits metadata containing DNS Record Type information, the format of
which is shown below. Note that the Record Type field, which appears after the Message Length field,
has a value of 320, indicating a DNS Record Type Metadata record.

Byte 0 1 2 3
s o[ L[ L[ [ PRIRERE LR EEEEERRRRL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (320)
Record Length

Name Description Block Type (61)
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Name Description Data Block Length

DNS Record ID

DNS String Block Type (0)
Reco

rd String Block Length
Type
sz DNS Record Type Name...
DNS String Block Type (0)
Reco

rd String Block Length
Type
Desc ..
riptio DNS Record Type Description...

n

The following table describes the fields in the DNS Record Type Metadata record.
Table 3-40 DNS Record Type Metadata Fields

Field Data Type |Description

Name Description Data Block |uint32 Initiates a Name Description data block. This value is

Type always 61.

Name Description Data Block |uint32 Total number of bytes in the Name Description data

Length block, including eight bytes for the Name Description
data block type and length fields, plus the number of
bytes of data that follows.

DNS Record ID uint32 The ID Number of the DNS Record. This field is the
unique key for this record.

String Block Type uint32 Initiates a String data block containing the name of the
DNS Record Type. This value is always o.

String Block Length uint32 The number of bytes included in the DNS Record Type
Name String data block, including eight bytes for the
block type and header fields plus the number of bytes
in the DNS Record Type Name field.

DNS Record Type Name string Name of the DNS Record Type.

String Block Type uint32 Initiates a String data block containing the description
of the DNS Record Type. This value is always o.

String Block Length uint32 The number of bytes included in the DNS Record Type
Description String data block, including eight bytes for
the block type and header fields plus the number of
bytes in the DNS Record Type Description field.

DNS Record Type string Description of the DNS Record Type.

Description
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DNS Response Type Metadata for 6.0+

The eStreamer service transmits the DNS Response Type Metadata , the format of which is shown below.
Note that the Record Type field, which appears after the Message Length field, has a value of 321,
indicating a DNS Response Type Metadata record.

Byte 0 1 2 3
. L1yt yrj1|rj1|1r{1,2}(212(2|12(2/22|2(2|3/3
Bit |01 1121314)516/ 781901 2/3]4|5(6|7/8 9(0|1|23/4]5|6/7|8/9 01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (321)
Record Length
Name Description Block Type (61)
Name Description Data Block Length
DNS Response ID

DNS String Block Type (0)

Resp

onse String Block Length

Type

sz DNS Response Type Name...

DNS String Block Type (0)

Resp

onse String Block Length

Type

Desc .

riptio DNS Response Type Description...

n

The following table describes the fields in the DNS Response Type Metadata record.
Table 3-41 DNS Response Type Metadata Fields
Field Data Type |Description
Name Description Data Block |uint32 Initiates a Name Description data block. This value is
Type always 61.
Name Description Data Block |uint32 Total number of bytes in the Name Description data
Length block, including eight bytes for the Name Description

data block type and length fields, plus the number of
bytes of data that follows.

DNS Response ID uint32 The ID Number of the DNS Response. This field is the
unique key for this record.
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Table 3-41 DNS Response Type Metadata Fields (continued)

Field Data Type |Description

String Block Type uint32 Initiates a String data block containing the name of the
DNS Response Type. This value is always o.

String Block Length uint32 The number of bytes included in the DNS Response
Type Name String data block, including eight bytes for
the block type and header fields plus the number of
bytes in the DNS Response Type Name field.

DNS Response Type Name  |string Name of the DNS Response Type.

String Block Type uint32 Initiates a String data block containing the description
of the DNS Response Type. This value is always o.

String Block Length uint32 The number of bytes included in the DNS Response
Type Description String data block, including eight
bytes for the block type and header fields plus the
number of bytes in the DNS Response Type
Description field.

DNS Response Type string Description of the DNS Response Type.
Description

Sinkhole Metadata for 6.0+

The eStreamer service transmits metadata containing Sinkhole information, the format of which is
shown below. Note that the Record Type field, which appears after the Message Length field, has a value
of 322, indicating a Sinkhole Metadata record.

Byte 0 1 2 3
gic (o] [2]o]« ][ [s[s[s TS 3 A S s s R R R R RGN
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (322)
Record Length

UUID String Data Block Type (14)

UUID String Data Block Length

Sinkhole UUID
Sinkhole UUID, continued
Sinkhole UUID, continued

Sinkhole UUID, continued
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Byte 0 1 2 3
. Plvfrfrfrfrfrfrftfrf2f2f2f2(2)2(2(2(2[2(3]|3
Bit 0111213147516/ 7181900 1|2/3/4 5(6/7/8 9|0[1|2/3|4]5/6/7 /8901
Sink String Block Type (0)
hole
Nam String Block Length
e
Sinkhole Name...
The following table describes the fields in the Sinkhole Metadata record.
Table 3-42 Sinkhole Metadata Record Fields
Field Data Type |Description
UUID String Data Block uint32 Initiates a UUID String data block. This value is always
Type 14.
UUID String Data Block uint32 Total number of bytes in the UUID String data block,
Length including eight bytes for the UUID String data block

type and length fields, plus the number of bytes of data
that follows.

Sinkhole UUID uint8[16] | The UUID number of the sinkhole. This field is the
unique key for this record.

String Block Type uint32 Initiates a String data block containing the name of the
sinkhole. This value is always o.

String Block Length uint32 The number of bytes included in the Sinkhole Name
String data block, including eight bytes for the block
type and header fields plus the number of bytes in the
Sinkhole Name field.

Sinkhole Name string Name of the Sinkholee.

Netmap Domain Metadata for 6.0+

The eStreamer service transmits metadata containing Netmap Domain information, the format of which
is shown below. Note that the Record Type field, which appears after the Message Length field, has a
value of 350, indicating a Netmap Domain Metadata record.

Byte 0 1 2 3
g [o[ L[ P[] [ PR EE R RREEEEEERRRRL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (350)
Record Length
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Byte 0 1 2 3

. L1111 (111|111 |2|2|2]2]|2]2]|2|2|2|2
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—
[}S)

Netmap Domain ID

Netmap Domain Name Length

Netmap Domain Name...

The following table describes the fields in the Netmap Domain Metadata record.
Table 3-43 Sinkhole Metadata Record Fields

Field Data Type |Description

Netmap Domain ID uint32 The ID number of the netmap domain. This field is the
unique key for this record.

Netmap Domain Name uint32 The number of bytes included in the Netmap Domain

Length Name.

Netmap Domain Name string The netmap domain name

Access Control Policy Rule Reason Data Block for 6.0+

The eStreamer service uses the Access Control Rule Policy Rule Reason Data block to contain
information about access control policy rules. This data block has a record type of 124, and a block type
of 59 in series 2. It supersedes block type 21. The Reason field has been increased from 16 bits to 32 bits.

The following diagram shows the structure of the Access Control Policy Rule ID metadata block.

Byte 0 1 2 3
g [o[i[2[s[s[s[o o[« S BT B AR R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (124)

Access Control Policy Rule Reason Data Block Type (59)

Access Control Policy Rule Reason Data Block Length

Reason

Description String Block Type (0)

String Block Length

Description...
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The following table describes the fields in the Access Control Policy Rule Reason data block.

Table 3-44 Access Control Policy Rule Reason Data Block Fields

Field Data Type |Description

Access Control uint32 Initiates an Access Control Policy Rule Reason data block. This
Policy Rule value is always 59.

Reason Data

Block Type

Access Control uint32 Total number of bytes in the Access Control Policy Rule Reason data
Policy Rule block, including eight bytes for the Access Control Policy Rule
Reason Data Reason data block type and length fields, plus the number of bytes
Block Length of data that follows.

Reason uint32 The number of the reason for the rule that triggered the event.

Rule reasons are a binary bitmap in which multiple bits may be set.
There may be several reasons for a rule. The bit values are as follows:

e 1 —1IP Block

e 2 — IP Monitor

e 4 — User Bypass

e 8 — File Monitor

e 16 — File Block

e 32 — Intrusion Monitor

e 64 — Intrusion Block

e 128 — File Resume Block

e 256 — File Resume Allow"]
e 512 — File Custom Detection
e 1024 — SSL Block

e 2048 — DNS Block

e 4096 — DNS Monitor

e 8192 — URL Block

e 16384 — URL Monitor

e 32768 — Content Restriction
® 65536 — Intelligent App Bypass
e 131072 — WSA Threat

String Block Type |uint32 Initiates a String data block containing the description of the access
control policy rule reason. This value is always o.

String Block uint32 The number of bytes included in the name String data block,
Length including eight bytes for the block type and header fields plus the
number of bytes in the Description field.

Description string Description of the reason for the rule.
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Access Control Policy Name Data Block

The eStreamer service uses the Access Control Policy Name Data block to contain information about
access control policy names. This data block has a a block type of 64 in series 2.

The following diagram shows the structure of the Access Control Policy Name metadata block.

Byte 0 1 2 3

. a1 l2[2T2]2(2]21212]2]2
Bit 0111213 7415)/6171819001112(3/4|5(|6|7/8|9(0/1]2[3]|4]|5 819

S W
—_

Access Control Policy Name Data Block Type (64)

Access Control Policy Name Data Block Length
Access Control Policy UUID
Access Control Policy UUID, continued
Access Control Policy UUID, continued

Access Control Policy UUID, continued

Sensor ID

Name String Block Type (0)

String Block Length

Name...

The following table describes the fields in the Access Control Policy Name metadata block.

Table 3-45 Access Control Policy Policy Name Data Block Fields

Field Data Type |Description

Access Control uint32 Initiates an Access Control Policy Name data block. This value is
Policy Name Data always 64.

Block Type

Access Control uint32 Total number of bytes in the Access Control Policy Name data block,
Policy Name Data including eight bytes for the Access Control Policy Name data block
Block Length type and length fields, plus the number of bytes of data that follows.

Access Control uint8[16] UUID of the Access Control Policy
Policy UUID

Sensor ID uint32 ID Number of the sensor associated with the access control policy

String Block Type |uint32 Initiates a String data block containing the name of the access
control policy. This value is always o.
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Table 3-45 Access Control Policy Policy Name Data Block Fields (continued)

Field Data Type |Description
String Block uint32 The number of bytes included in the name String data block,
Length including eight bytes for the block type and header fields plus the

number of bytes in the Name field.

Name string Name of the access control policy

IP Reputation Category Data Block

The eStreamer service uses the IP Reputation Category Data block to contain information about rule
reputation categories. This data block has a block type of 22 in series 2.

The following diagram shows the structure of the IP Reputation Category data block.

Byte 0 1 2 3
. L1111 yrj1|rj1|1r{1,2(2122|1212/22|2(2|3/|3
Bit Of1 20371415161 71819 0111213 4|5]6|7/8[9]0|1/2(3]2|5/6[7/8|9 0|1
IP Reputation Category Data Block Type (22)
IP Reputation Category Data Block Length
Rule ID
Policy UUID

Policy UUID, continued

Policy UUID, continued

Policy UUID, continued

Description String Block Type (0)
String Block Length
Category Name...

The following table describes the fields in the IP Reputation Category Data Block.
Table 3-46 IP Reputation Category Data Block Fields
Field Data Type |Description
IP Reputation uint32 Initiates a IP Reputation Category data block. This value is always
Category Data 22.
Block Type
IP Reputation uint32 Total number of bytes in the IP Reputation Category data block,
Category Data including eight bytes for the IP Reputation Category data block type
Block Length and length fields, plus the number of bytes of data that follows.
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Table 3-46 IP Reputation Category Data Block Fields (continued)

Field Data Type |Description

Rule ID uint32 Internal identifier for the rule that triggered the event.

Policy UUID uint8[16] |UUID of the policy that triggered the event.

String Block Type |uint32 Initiates a String data block containing the description of the IP
Reputation Category. This value is always o.

String Block uint32 The number of bytes included in the Category Name String data

Length block, including eight bytes for the block type and header fields plus

the number of bytes in the Category Name field.

Category Name string Name of the category for the rule.

File Event for 7.0+

The File Event data block contains information on files that are sent over the network. This includes the
connection information, whether the file is malware, and specific information to identify the file. The
file event has a block type of 79 in the series 2 group of blocks. It supersedes block type 56. Fields for
virtual routing and forwarding.

You request file event records by setting the file event flag—bit 30 in the Request Flags field—in the
request message with an event version of 7and an event code of 111. See Request Flags, page 2-11. If
you enable bit 23, an extended event header is included in the record.

The following graphic shows the structure of the File Event data block.

Byte 0 1 2 3

Bit 0/1]2|3]4|5|6[7|8]9

L1111 rj1|rj1|1j12(212(2|1212/2(2|2|2
0[1(2](3(4|5(6[7|8[9]0 3 5 8

—_
N

File Event Block Type (79)

File Event Block Length

Device ID

Connection Instance Connection Counter

Connection Timestamp

File Event Timestamp

Source IP Address
Source IP Address, continued
Source IP Address, continued

Source IP Address, continued
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Byte

Bit

1 2 3
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0[1(2(3(4|5(6[7|8[9]0 3 5 8

—
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Destination IP Address
Destination IP Address, continued
Destination IP Address, continued

Destination IP Address, continued

Disposition

SPERO File Storage Status File Analysis
Disposition Status

Local Malware
Analysis Stat.

Archive File Status Threat Score Action

SHA Hash

SHA Hash, continued
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued

SHA Hash, continued

File Type ID

File Name

String Block Type (0)

String Block Length

File Name...

File Size

File Size, continued

Direction

Application ID

App ID, cont.

User ID

[l Firepower eStreamer Integration Guide




| Chapter3

Understanding Intrusion and Correlation Data Structures

Understanding Series 2 Data Blocks

Byte 0 1 2 3
g [o[i[2[s[s[s[o o[« S BT B e AR R R
URI User ID, cont. String Block Type (0)
String Block Type String Block Length
(0), cont.
String Block URLI...
Length, cont.
Signature String Block Type (0)
String Block Length
Signature...
Source Port Destination Port
Protocol Access Control Policy UUID
Access Control Policy UUID, continued
Access Control Policy UUID, continued
Access Control Policy UUID, continued
AC Pol UUID, Source Country Dst. Country
cont.
Dst. Country, cont. Web Application ID
Web App. ID, cont. Client Application ID

Client App. ID,
cont.

Security Cont.,
cont.

Security Context

Security Context, continued
Security Context, continued

Security Context, continued

SSL Certificate Fingerprint

SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued

SSL Certificate Fingerprint, continued
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Byte 0 1 2 3
. L ofrft|jrjrfr||{2)2(2|2]|2(2(2|2]|2(2]3
Bit 0‘1‘2‘3‘45678901234567890123 51671890
SSL Cert. Fpt., SSL Actual Action SSL Flow Status
cont.
Archive SHA SSL Flow Stat., String Block Type (0)
cont.
Str. Blk Type, cont. String Length
Str. Length, cont. Archive SHA...
Archive Name String Block Type (0)
String Block Length
Archive Name...
Archive Depth HTTP Response Code
HTTP Rsp Code, String Block Type (0)
- cont.
=]
©
¢ Str. Blk Type (0), String Block Length
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5
Str. Block Lgth, Ingress VRF Name...
cont.
o String Block Type (0)
9
(9]
i String Block Length
=
e Egress VRF Name...

The following table describes the fields in the file event data block.

Table 3-47 File Event Data Block for 7.0+ Fields

Field Data Type Description

File Event Block Type |uint32 Initiates whether file event data block. This value is
always 79.

File Event Block Length |uint32 Total number of bytes in the file event block, including
eight bytes for the file event block type and length fields,
plus the number of bytes of data that follows.

Device ID uint32 ID for the device that generated the event.

Connection Instance uintl6 Snort instance on the device that generated the event.
Used to link the event with a connection or intrusion
event.
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

Connection Counter uint16 Value used to distinguish between connection events that
happen during the same second.

Connection Timestamp |uint32 UNIX timestamp (seconds since 01/01/1970) of the
associated connection event.

File Event Timestamp |uint32 UNIX timestamp (seconds since 01/01/1970) of when the
file type is identified and the file event generated.

Source IP Address uint8[16] IPv4 or IPv6 address for the source of the connection.

Destination IP Address |uint8[16] IPv4 or IPv6 address for the destination of the
connection.

Disposition uint8 The malware status of the file. Possible values include:

e 1 — CLEAN The file is clean and does not contain
malware.

e 2> — UNKNOWN It is unknown whether the file
contains malware.

e 3 — MALWARE The file contains malware.

e 4 — UNAVAILABLE The software was unable to
send a request to the AMP cloud for a disposition, or
the AMP cloud services did not respond to the
request.

¢ 5 — CUSTOM SIGNATURE The file matches a
user-defined hash, and is treated in a fashion
designated by the user.

SPERO Disposition uint8 Indicates whether the SPERO signature was used in file
analysis. If the value is 1, 2, or 3, SPERO analysis was
used. If there is any other value SPERO analysis was not
used.

File Storage Status uint8 The storage status of the file. Possible values are:
e 1 — File Stored

e 2 — File Stored

e 3 — Unable to Store File

e 4 — Unable to Store File

e 5 — Unable to Store File

e s — Unable to Store File

e 7 — Unable to Store File

e g — File Size is Too Large

e 9 — File Size is Too Small

e 10 — Unable to Store File

e 11 — File Not Stored, Disposition Unavailable
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

File Analysis Status uint8 Indicates whether the file was sent for dynamic analysis.
Possible values are:

e o — File Not Sent for Analysis

e 1 — Sent for Analysis

e 2 — Sent for Analysis

e 4 — Sent for Analysis

e 5 — Failed to Send

e ¢ — Failed to Send

e 7 — Failed to Send

e g — Failed to Send

e 9 — File Size is Too Small

e 10 — File Size is Too Large

e 11 — Sent for Analysis

e 12 — Analysis Complete

e 13 — Failure (Network Issue)

e 14 — Failure (Rate Limit)

e 15 — Failure (File Too Large)

e 16 — Failure (File Read Error)

e 17 — Failure (Internal Library Error)
e 19 — File Not Sent, Disposition Unavailable
e 20 — Failure (Cannot Run File)
e 21 — Failure (Analysis Timeout)
e 22 — Sent for Analysis

e 23 —File Transmit File Capacity Handled — File
capacity handled (stored on the sensor) because file
could not be submitted to the sandbox for analysis

e 25 — File Transmit Server Limited Exceeded
Capacity Handled — File capacity handled due to
rate limiting on server

¢ 26 — Communication Failure — File capacity
handled due to cloud connectivity failure

e 27 — Not Sent — File not sent due to configuration

e 28— Preclass No Match —File not sent for dynamic
analysis since pre-classification didn’t find any
embedded or suspicious object in the file

e 29 — Transmit Sent Sandbox Private Cloud — File
sent to the private cloud for dynamic analysis

e 30 — Transmit Not Send Sendbox Private Cloud -
File not sent to the private cloud for analysis
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description
Local Malware uint8 The malware analysis status of the file. Possible values
Analysis Status are:

e o — File not Analyzed
e 1 — Analysis Done
e 2 — Analysis Failed

e 3 — Manual Analysis Request

Archive File Status uint8 The status of an archive being inspected. Can have the
following values:

e o — N/A — File is not being inspected as an archive
e 1 — Pending — Archive is being inspected

e 2> — Extracted — Successfully inspected without any
problems

e 3 — Failed — Failed to inspect, insufficient system
resources

e 4 — Depth Exceeded — Successful, but archive
exceeded the nested inspection depth

¢ 5 — Encrypted — Partially Successful, Archive was
or contains an archive that is encrypted

e 6 — Not Inspectable — Partially Successful, File is
possibly Malformed or Corrupt

Threat Score uint8 A numeric value from 0 to 100 based on the potentially
malicious behaviors observed during dynamic analysis.

Action uint8 The action taken on the file based on the file type. Can
have the following values:

e 1 — Detect

e 2 — Block

e 3 — Malware Cloud Lookup

e 4 — Malware Block

e 5 — Malware Allow List

e ¢ — Cloud Lookup Timeout

e 7 — Custom Detection

e g — Custom Detection Block

e 9 — Archive Block (Depth Exceeded)
e 10 — Archive Block (Encrypted)

e 11 — Archive Block (Failed to Inspect)
SHA Hash uint8[32] SHA-256 hash of the file, in binary format.
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description
File Type ID uint32 ID number that maps to the file type. The meaning of this
field is transmitted in the metadata with this event. See
AMP for Endpoints File Type Metadata, page 3-40 for
more information.
File Name string Name of the file.
File Size uint64 Size of the file in bytes.
Direction uint8 Value that indicates whether the file was uploaded or
downloaded. Can have the following values:
e 1— Download
e 2 — Upload
Currently the value depends on the protocol (for example,
if the connection is HTTP it is a download).
Application ID uint32 ID number that maps to the application using the file
transfer.
User ID uint32 ID number for the user logged into the destination host,
as identified by the system.
URI string Uniform Resource Identifier (URI) of the connection.
Signature string SHA-256 hash of the file, in string format.
Source Port uint16 Port number for the source of the connection.
Destination Port uint16 Port number for the destination of the connection.
Protocol uint8 IANA protocol number specified by the user. For
example:
e 1—ICMP
e 4 —1IP
e 6—TCP
e 17— UDP
This is currently only TCP.
Access Control Policy |uint8[16] Unique identifier for the access control policy that
UUID triggered the event.
Source Country uint16 Code for the country of the source host.
Destination Country uint16 Code for the country of the destination host.
Web Application ID uint32 The internal identification number for the web
application, if applicable.
Client Application ID  |uint32 The internal identification number for the client
application, if applicable.
Security Context uint8(16) ID number for the security context (virtual firewall) that

the traffic passed through. Note that the system only
populates this field for ASA FirePOWER devices in
multi-context mode.
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

SSL Certificate uint8[20] SHAT1 hash of the SSL Server certificate.

Fingerprint

SSL Actual Action uint16 The action performed on the connection based on the SSL

Rule. This may differ from the expected action, as the
action as specified in the rule may be impossible. Possible
values include:

0 — 'Unknown’

1 — 'Do Not Decrypt'

2 — 'Block’

3 — 'Block With Reset'

4 — 'Decrypt (Known Key)'
5 — 'Decrypt (Replace Key)'
6 — 'Decrypt (Resign)'
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description
SSL Flow Status uintl6 Status of the SSL Flow. These values describe the

reason behind the action taken or the error message

seen. Possible values include:

e o — 'Unknown'

¢ 1 — 'No Match'

e 2 — 'Success'

e 3 — 'Uncached Session'

e 4 — 'Unknown Cipher Suite'

e 5 — 'Unsupported Cipher Suite'

e ¢ — 'Unsupported SSL Version'

e 7 —'SSL Compression Used'

e g — 'Session Undecryptable in Passive Mode'

e 9 — 'Handshake Error'

e 10— 'Decryption Error'

e 11— 'Pending Server Name Category Lookup'

e 12 — 'Pending Common Name Category Lookup'
e 13 — 'Internal Error’

e 14 — 'Network Parameters Unavailable'

e 15 — 'Invalid Server Certificate Handle'

e 16 — 'Server Certificate Fingerprint Unavailable'
e 17 — 'Cannot Cache Subject DN'

e 18 — 'Cannot Cache Issuer DN'

e 19— 'Unknown SSL Version'

e 20 — 'External Certificate List Unavailable'

e 21 — 'External Certificate Fingerprint Unavailable'
e 22 — 'Internal Certificate List Invalid'

e 23 — 'Internal Certificate List Unavailable'

e 24 — 'Internal Certificate Unavailable'

e 25— 'Internal Certificate Fingerprint Unavailable'
e 26 — 'Server Certificate Validation Unavailable'
e 27 — 'Server Certificate Validation Failure'

e 23— 'Invalid Action'

String Block Type uint32 Initiates a String data block containing the Archive SHA.
This value is always o.
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Table 3-47 File Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

String Block Length uint32 The number of bytes included in the Archive SHA String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the intrusion
policy name.

Archive SHA string SHAT1 hash of the parent archive in which the file is
contained.

String Block Type uint32 Initiates a String data block containing the Archive
Name. This value is always o.

String Block Length uint32 The number of bytes included in the Archive Name String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the intrusion
policy name.

Archive Name string Name of the parent archive.

Archive Depth uint8 Number of layers in which the file is nested. For example,
if a text file is in a zip archive, this has a value of 1.

HTTP Response Code |uint32 HTTP Response Code.

String Block Type uint32 Initiates a String data block containing the name of the
ingress VRF. This value is always o.

String Block Length uint32 The number of bytes included in the name String data
block, including eight bytes for the block type and header
fields plus the number of bytes in the Ingress VRF name
field.

Ingress VRF Name string The virtual router through which traffic entered the
network.

String Block Type uint32 Initiates a String data block containing the name of the
egress VRF. This value is always o.

String Block Length uint32 The number of bytes included in the name String data
block, including eight bytes for the block type and header
fields plus the number of bytes in the Egress VRF name
field.

Egress VRF Name string The name of the virtual router through which traffic

exited the network.

Malware Event Data Block 7.0+

The eStreamer service uses the malware event data block to store information on malware events. These
events contain information on malware detected or quarantined within a cloud, the detection method, and
hosts and users affected by the malware. The malware event data block has a block type of 80 in the

series 2 group of blocks. It supersedes block 62. Virtual routing and forwarding fields have been added.

You request the event as part of the malware event record by setting the malware event flag—bit 30 in
the request flags field—in the request message with an event version of 8 and an event code of 101.

The following graphic shows the structure of the malware event data block.

Firepower eStreamer Integration Guide g



Chapter3  Understanding Intrusion and Correlation Data Structures |

B Understanding Series 2 Data Blocks
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Bit 01234567891111111111222§2§22§2

0[1(2(3(4|5(6[7|8[9(0|1]2

Malware Event Block Type (80)

Malware Event Block Length

Agent UUID
Agent UUID, continued
Agent UUID, continued

Agent UUID, continued

Cloud UUID
Cloud UUID, continued
Cloud UUID, continued

Cloud UUID, continued

Malware Event Timestamp

Event Type ID
Event Subtype ID
Detection Detector ID String Block Type (0)
Name
String Block Type String Block Length
(0), cont.
String Block Detection Name...
Length, cont.
User String Block Type (0)
String Block Length
User...
File Name String Block Type (0)
String Block Length
File Name...
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File Path String Block Type (0)
String Block Length
File Path...
File SHA String Block Type (0)
Hash
String Block Length
File SHA Hash...
File Size
File Type

File Timestamp

Parent File
Name

String Block Type (0)

String Block Length

Parent File Name...

Parent File String Block Type (0)
SHA Hash
String Block Length
Parent File SHA Hash...
Event String Block Type (0)
Description
String Block Length

Event Description...

Device ID

Connection Instance

Connection Counter

Connection Event Timestamp

Direction

Source IP, cont.

Source IP Address

Source IP Address, continued
Source IP Address, continued

Source IP Address, continued

Destination IP Address
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Destination IP Address, continued
Destination IP Address, continued
Destination IP Address, continued
Destination IP, Application ID
cont
App. ID, cont. User ID
User ID, cont. Access Control Policy UUID
Access Control Policy UUID, continued
Access Control Policy UUID, continued
Access Control Policy UUID, continued
URI AC Pol UUID, Disposition Retro. Disposition | Str. Block Type (0)
cont.
String Block Type (0), continued String Block
Length
String Block Length, continued URL...
Source Port Destination Port
Source Country Destination Country
Web Application ID
Client Application ID
Action Protocol Threat Score I0C Number
IOC Number, cont. Security Context
Security Context, continued
Security Context, continued
Security Context, continued
Security Cont., SSL Certificate Fingerprint
cont.
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
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SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Cert Fpt, cont. SSL Actual Action SSL Flow Status
Archive SHA SSL Flow Stat., String Block Type (0)
cont.
Str. Blk Type, cont. String Block Type (0)
Str. Length, cont. Archive SHA...
Archive Name String Block Type (0)
String Block Length
Archive Name...
Archive Depth HTTP Response
HTTP Resp., cont. String Block Type (0)
=)
UF*QD Str. Block Type, String Block Length
Z cont.
=
™ Str. Block Lgth, Ingress VRF Name
cont.
o String Block Type (0)
@
i String Block Length
=
™ Egress VRF Name
The following table describes the fields in the malware event data block.
Table 3-48 Malware Event Data Block for 7.0+ Fields
Field Data Type Description
Malware Event Block |uint32 Initiates a malware event data block. This value is always 80.
Type
Malware Event Block |uint32 Total number of bytes in the malware event data block,
Length including eight bytes for the malware event block type and
length fields, plus the number of bytes of data that follows.
Agent UUID uint8[16] The internal unique ID of the AMP for Endpoints agent
reporting the malware event.
Cloud UUID uint8[16] The internal unique ID of the AMP cloud from which the
malware event originated.
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Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

Malware Event uint32 The malware event generation timestamp.

Timestamp

Event Type ID uint32 The internal ID of the malware event type.

Event Subtype ID uint32 The internal ID of the action that led to malware detection.

Detector ID uint8 The internal ID of the detection technology that detected the
malware.

String Block Type uint32 Initiates a String data block containing the detection name.
This value is always o.

String Block Length  |uint32 The number of bytes included in the Detection Name String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the Detection
Name field.

Detection Name string The name of the detected or quarantined malware.

String Block Type uint32 Initiates a String data block containing the username. This
value is always o.

String Block Length  |uint32 The number of bytes included in the User String data block,
including eight bytes for the block type and header fields
plus the number of bytes in the User field.

User string The user of the computer where the Cisco Agent is installed
and where the malware event occurred. Note that these users
are not tied to user discovery.

String Block Type uint32 Initiates a String data block containing the file name. This
value is always o.

String Block Length  |uint32 The number of bytes included in the File Name String data
block, including eight bytes for the block type and header
fields plus the number of bytes in the File Name field.

File Name string The name of the detected or quarantined file.

String Block Type uint32 Initiates a String data block containing the file path. This
value is always o.

String Block Length  |uint32 The number of bytes included in the File Path String data
block, including eight bytes for the block type and header
fields plus the number of bytes in the File Path field.

File Path string The file path, not including the file name, of the detected or
quarantined file.

String Block Type uint32 Initiates a String data block containing the file SHA hash.
This value is always o.

String Block Length  |uint32 The number of bytes included in the File SHA Hash String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the File SHA Hash
field.

File SHA Hash string The rendered string of the SHA-256 hash value of the

detected or quarantined file.
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Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field

Data Type

Description

File Size

uint32

The size in bytes of the detected or quarantined file.

File Type

uint32

The file type of the detected or quarantined file. The
meaning of this field is transmitted in the metadata with this
event. See AMP for Endpoints File Type Metadata,

page 3-40 for more information.

File Timestamp

uint32

UNIX timestamp (seconds since 01/01/1970) of the creation
of the detected or quarantined file.

String Block Type

uint32

Initiates a String data block containing the parent file name.
This value is always o.

String Block Length

uint32

The number of bytes included in the Parent File Name String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the Parent File
Name field.

Parent File Name

string

The name of the file accessing the detected or quarantined
file when detection occurred.

String Block Type

uint32

Initiates a String data block containing the parent file SHA
hash. This value is always o.

String Block Length

uint32

The number of bytes included in the Parent File SHA Hash
String data block, including eight bytes for the block type
and header fields plus the number of bytes in the Parent File
SHA Hash field.

Parent File SHA Hash

string

The SHA-256 hash value of the parent file accessing the
detected or quarantined file when detection occurred.

String Block Type

uint32

Initiates a String data block containing the event description.
This value is always o.

String Block Length

uint32

The number of bytes included in the Event Description
String data block, including eight bytes for the block type
and header fields plus the number of bytes in the Event
Description field.

Event Description

string

The additional event information associated with the event
type.

Device ID

uint32

ID for the device that generated the event.

Connection Instance

uintl6

Snort instance on the device that generated the event. Used
to link the event with a connection or IDS event.

Connection Counter

uintl6

Value used to distinguish between connection events that
happen during the same second.

Connection Event
Timestamp

uint32

Timestamp of the connection event.

Firepower eStreamer Integration Guide g



Chapter3  Understanding Intrusion and Correlation Data Structures |

B Understanding Series 2 Data Blocks

Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

Direction uint8 Indicates whether the file was uploaded or downloaded. Can
have the following values:

e 1 — Download
e 2— Upload

Currently the value depends on the protocol (for example, if
the connection is HTTP it is a download).

Source IP Address uint8[16] IPv4 or IPv6 address for the source of the connection.

Destination IP uint8[16] IPv4 or IPv6 address for the destination of the connection.

Address

Application ID uint32 ID number that maps to the application using the file
transfer.

User ID uint32 Identification number for the user logged into the
destination host, as identified by the system.

Access Control Policy |uint8[16] Identification number that acts as a unique identifier for the

UUID access control policy that triggered the event.

Disposition uint8 The malware status of the file. Possible values include:

e 1 — CLEAN The file is clean and does not contain
malware.

e 2 — UNKNOWN It is unknown whether the file
contains malware.

e 3 — MALWARE The file contains malware.

e 4 —UNAVAILABLE The software was unable to send
a request to the AMP cloud for a disposition, or the
AMP cloud services did not respond to the request.

e 5 — CUSTOM SIGNATURE The file matches a
user-defined hash, and is treated in a fashion designated

by the user.
Retrospective uint8 Disposition of the file if the disposition is updated. If the
Disposition disposition is not updated, this field contains the same value

as the Disposition field. The possible values are the same as
the Disposition field.

String Block Type uint32 Initiates a String data block containing the URI. This value
is always o.
String Block Length  |uint32 The number of bytes included in the URI data block,

including eight bytes for the block type and header fields
plus the number of bytes in the URI field.

URI string URI of the connection.

Source Port uintl6 Port number for the source of the connection.
Destination Port uintl6 Port number for the destination of the connection.
Source Country uintl6 Code for the country of the source host.
Destination Country |uint 16 Code for the country of the destination host.
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Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

Web Application ID  |uint32 The internal identification number of the detected web
application, if applicable.

Client Application ID |uint32 The internal identification number of the detected client
application, if applicable.

Action uint8 The action taken on the file based on the file type. Can have
the following values:

e 1 — Detect

e 2 — Block

e 3 — Malware Cloud Lookup

e 4 — Malware Block

e 5 — Malware Allow List

e ¢ — Cloud Lookup Timeout

e 7 — Custom Detection

e g — Custom Detection Block

e 9 — Archive Block (Depth Exceeded)
e 10 — Archive Block (Encrypted)

e 11 — Archive Block (Failed to Inspect)

Protocol uint8 TANA protocol number specified by the user. For example:
e 1—ICMP
e 4—1P
e ¢—TCP
e 17— UDP
This is currently only TCP.
Threat Score uint8 A numeric value from 0 to 100 based on the potentially
malicious behaviors observed during dynamic analysis.
I0C Number uint16 ID number of the compromise associated with this event.
Security Context uint8(16) ID number for the security context (virtual firewall) that the

traffic passed through. Note that the system only populates
this field for ASA FirePOWER devices in multi-context
mode.

SSL Certificate uint8[20] SHAT1 hash of the SSL Server certificate.
Fingerprint

Firepower eStreamer Integration Guide
| g oo



Chapter3  Understanding Intrusion and Correlation Data Structures |

B Understanding Series 2 Data Blocks

Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field

Data Type

Description

SSL Actual Action

uintl6

The action performed on the connection based on the SSL

Rule. This may differ from the expected action, as the action
as specified in the rule may be impossible. Possible values
include:

e o — 'Unknown'

e 1 — 'Do Not Decrypt'

e 2 — 'Block'

¢ 3 — 'Block With Reset'

e 4 — 'Decrypt (Known Key)'
e 5 — 'Decrypt (Replace Key)'
e 6 — 'Decrypt (Resign)'
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Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field Data Type Description
SSL Flow Status uint16 Status of the SSL Flow. These values describe the reason
behind the action taken or the error message seen. Possible
values include:
e 0 — 'Unknown'
e 1 — 'No Match'
e 2 — 'Success'
e 3 — 'Uncached Session'
¢ 4 — 'Unknown Cipher Suite'
e 5 — 'Unsupported Cipher Suite'
e ¢ — 'Unsupported SSL Version'
e 7 —'SSL Compression Used'
e g — 'Session Undecryptable in Passive Mode'
¢ 9 — 'Handshake Error'
e 10— 'Decryption Error'
e 11 — 'Pending Server Name Category Lookup'
e 12 — 'Pending Common Name Category Lookup'
e 13 — 'Internal Error'
e 14 — 'Network Parameters Unavailable'
e 15 — 'Invalid Server Certificate Handle'
e 16 — 'Server Certificate Fingerprint Unavailable'
e 17 — 'Cannot Cache Subject DN’
e 18 — 'Cannot Cache Issuer DN'
e 19 — 'Unknown SSL Version'
e 20 — 'External Certificate List Unavailable'
e 21 — 'External Certificate Fingerprint Unavailable'
e 22 — 'Internal Certificate List Invalid'
e 23 — 'Internal Certificate List Unavailable'
e 24 — 'Internal Certificate Unavailable'
e 25 — 'Internal Certificate Fingerprint Unavailable'
e 26 — 'Server Certificate Validation Unavailable'
e 27 — 'Server Certificate Validation Failure'
e 28— 'Invalid Action'
String Block Type uint32 Initiates a String data block containing the Archive SHA.

This value is always o.
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Table 3-48 Malware Event Data Block for 7.0+ Fields (continued)

Field Data Type Description

String Block Length  |uint32 The number of bytes included in the Archive SHA String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the intrusion policy

name.

Archive SHA string SHA1 hash of the parent archive in which the file is
contained.

String Block Type uint32 Initiates a String data block containing the Archive Name.

This value is always o.

String Block Length  |uint32 The number of bytes included in the Archive Name String
data block, including eight bytes for the block type and
header fields plus the number of bytes in the intrusion policy

name.

Archive Name string Name of the parent archive.

Archive Depth uint8 Number of layers in which the file is nested. For example, if
a text file is in a zip archive, this has a value of 1.

HTTP Response uint32 Response code of the HTTP Request.

String Block Type uint32 Initiates a String data block containing the name of the

ingress VRF. This value is always o.

String Block Length  |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields
plus the number of bytes in the Ingress VRF name field.

Ingress VRF Name string The virtual router through which traffic entered the network.

String Block Type uint32 Initiates a String data block containing the name of the
Egress VRF. This value is always o.

String Block Length  |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields
plus the number of bytes in the Egress VRF name field.

Egress VRF Name string The name of the virtual router through which traffic exited
the network.

File Event SHA Hash for 5.3+

The eStreamer service uses the File Event SHA Hash data block to contain metadata of the mapping of
the SHA hash of a file to its filename. The block type is 40 in the series 2 list of data blocks. It can be
requested if file log events have been requested in the extended requests—event code 111—and either
bit 20 is set or metadata is requested with an event version of 5 and an event code of 21.

The following diagram shows the structure of a file event hash data block:
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File Event SHA Hash Block Type (40)

File Event SHA Hash Block Length

SHA Hash
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued
SHA Hash, continued

SHA Hash, continued

File Name

String Block Type (0)

String Block Length

File Name...

Disposition

User Defined

The following table describes the fields in the file event SHA hash data block.

Table 3-49 File Event SHA Hash Data Block Fields

Field Data Type |Description

File Event SHA uint32 Initiates a File Event SHA Hash block. This value is always 4o0.

Hash Block Type

File Event SHA uint32 Total number of bytes in the File Event SHA Hash block,

Hash Block Length including eight bytes for the File Event SHA Hash block type and
length fields, plus the number of bytes of data that follows.

SHA Hash uint8[32] The SHA-256 hash of the file in binary format.

String Block Type uint32 Initiates a String data block containing the descriptive name
associated with the file. This value is always o.

String Block Length |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Name field.

File Name or string The descriptive name or disposition of the file. If the file is clean,

Disposition this value is clean. If the file’s disposition is unknown, the value
is Neutral. If the file contains malware, the file name is given.
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Table 3-49 File Event SHA Hash Data Block Fields (continued)

Field Data Type |Description

Disposition uint8 The malware status of the file. Possible values include:

e 1 — CLEAN The file is clean and does not contain malware.

e 2 — UNKNOWN It is unknown whether the file contains
malware.

e 3 — MALWARE The file contains malware.

e 4 — UNAVAILABLE The software was unable to send a
request to the AMP cloud for a disposition, or the AMP cloud
services did not respond to the request.

e 5—CUSTOM SIGNATURE The file matches a user-defined
hash, and is treated in a fashion designated by the user

User Defined uint8 Indicated how the file name was provided:
e o — Defined by AMP

e 1 — User defined

File Type ID Metadata for 5.3+

The eStreamer service transmits metadata containing file type information for an event with a file type
id, the format of which is shown below. This record maps a file type id to a file type name. File type ID
information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a
request message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which appears
after the Message Length field, has a value of s10, indicating a file type id record.

Byte 0 1 2 3
s [o[ [ [T [ PLLEREEEEERREEEEREERERL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (510)
Record Length
File Type ID
File Type Length
File Type Name...
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The following table describes the fields in the File Type ID record.
Table 3-50 File Type ID Record Fields

Field Data Type |Description

File Type ID uint32 File Type ID number. This field is the unique key for
this record.

File Type Length uint32 The number of bytes included in the file type name.

File Type Name string The descriptive name for the file type.

Rule Documentation Data Block for 5.2+

The eStreamer service uses the Rule Documentation data block to contain information about rules used
to generate alerts. The block type is 27 in the series 2 set of data blocks. It can be requested with a host
request message of type 10. See Host Request Message Format, page 2-25 for more information.

The following diagram shows the structure of a rule documentation data block:

Byte 0 1 2 3

. VTl a1t 2212]2]2]212]2]2]2
Bit O L2{3)415)/6171819 011 /2(3(4|5|6|7/8/9/0/1|2/3]4]|5 8

Rule Documentation Block Type (27)

Rule Documentation Block Length

Signature ID

Generator ID

Revision

Summary String Block Type (0)

String Block Length

Summary...

Impact String Block Type (0)

String Block Length

Impact...

Detailed Info String Block Type (0)

String Block Length

Detailed Information
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Affected String Block Type (0)
Systems
String Block Length
Affected Systems...
Attack String Block Type (0)
Scenarios
String Block Length
Attack Scenarios...
Ease of Attack String Block Type (0)
String Block Length
Ease of Attack...
False String Block Type (0)
Positives
String Block Length
False Positives...
False String Block Type (0)
Negatives
String Block Length
False Negatives...
Corrective String Block Type (0)
Action
String Block Length
Corrective Action...
Contributors String Block Type (0)
String Block Length
Contributors...
Additional String Block Type (0)
References
String Block Length
Additional References...
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The following table describes the fields in the rule documentation data block.

Table 3-51 Rule Documentation Data Block Fields

Field Data Type |Description

Rule Documentation uint32 Initiates a Rule Documentation data block. This value is always

Data Block Type 27.

Rule Documentation uint32 Total number of bytes in the Rule Documentation data block,

Data Block Length including eight bytes for the Rule Documentation data block
type and length fields, plus the number of bytes of data that
follows.

Rule ID (Signature ID) |uint32 Rule identification number that corresponds with the event.

Generator ID uint32 Identification number of the Firepower System preprocessor
that generated the event.

Rule Revision uint32 Rule revision number.

String Block Type uint32 Initiates a String data block containing the summary associated
with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Summary field.

Summary string Explanation of the threat or vulnerability.

String Block Type uint32 Initiates a String data block containing the impact associated
with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Impact field.

Impact string How a compromise that uses this vulnerability may impact
various systems.

String Block Type uint32 Initiates a String data block containing the detailed information
associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Detailed Information field.

Detailed Information string Information regarding the underlying vulnerability, what the
rule actually looks for, and what systems are affected.

String Block Type uint32 Initiates a String data block containing the list of affected
systems associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Affected Systems field.

Affected Systems string Systems affected by the vulnerability.

String Block Type uint32 Initiates a String data block containing the possible attack
scenarios associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,

including eight bytes for the block type and header fields plus
the number of bytes in the Attack Scenarios field.
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Table 3-51 Rule Documentation Data Block Fields (continued)

Field Data Type |Description

Attack Scenarios string Examples of possible attacks.

String Block Type uint32 Initiates a String data block containing the ease of attack
associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Ease of Attack field.

Ease of Attack string Whether the attack is considered simple, medium, hard, or
difficult, and whether or not is can be performed using a script.

String Block Type uint32 Initiates a String data block containing the possible false
positives associated with the rule. This value is always 0.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the False Positives field.

False Positives string Examples that may result in a false positive. The default value
1S None Known.

String Block Type uint32 Initiates a String data block containing the possible false
negatives associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the False Negatives field.

False Negatives string Examples that may result in a false negative. The default value
iS None Known.

String Block Type uint32 Initiates a String data block containing the corrective action
associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Corrective Action field.

Corrective Action string Information regarding patches, upgrades, or other means to
remove or mitigate the vulnerability.

String Block Type uint32 Initiates a String data block containing the contributors for the
rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Contributors field.

Contributors string Contact information for the author of the rule and other relevant
documentation.

String Block Type uint32 Initiates a String data block containing the additional
references associated with the rule. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Additional References field.

Additional References |string Additional information and references.
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Filelog Storage Metadata for 6.0+

The eStreamer service transmits metadata containing filelog storage information. Note that the Record

Type field, which appears after the Message Length field, has a value of 515, indicating a Filelog Storage
Metadata record.

Byte 0 1 2 3
. L1111 rj1|rj1|1r{1,2}(2122|1212/22|2(2|3|3
Bit |01 1121314)516/ 7181901 2/3]4|5(6|7/8 9(0|1|23/4]5/6/7|8/9 01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (515)
Record Length
Filelog Storage Status
Filelog Storage Status Description Length
Filelog Storage Status Description...
The following table describes the fields in the Filelog Storage Metadata record.
Table 3-52 Filelog Storage Metadata Record Fields
Field Data Type |Description
Filelog Storage Status uint32 Number denoting the filelog storage status. This field is
the unique key for this record.
Filelog Storage Status uint32 The number of bytes included in the Filelog Storage
Description Length Status Description.
Filelog Storage Status string The descriptive name for the filelog storage status.
Description

Filelog Sandbox Metadata for 6.0+

The eStreamer service transmits metadata containing filelog sandbox information. Note that the Record

Type field, which appears after the Message Length field, has a value of 516, indicating a Filelog
Sandbox Metadata record.

Byte 0 1 2 3

. Tl || 2f2]2f2]|2]2|2]2/2[2/3]3

Bit 0111213147516/ 7181905 1]2/3/4 5(6/7/8 9|0[1|2/3]4]5/6/7 /8901
Header Version (1) Message Type (4)

Message Length
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Byte 0 1 2 3
. Lttt jf{rjefr|t|2f2)2)2|2|2(2(2/2|2|3]|3
Bit 07 1121314/51617181900 1 2]3]45(6|7(8(9/0[1|23|4|5/6/7/8/9 0]l
Netmap ID Record Type (516)
Record Length
Filelog Sandbox Status
Filelog Sandbox Status Description Length
Filelog Sandbox Status Description...
The following table describes the fields in the Filelog Sandbox Metadata record.
Table 3-53 Filelog Sandbox Metadata Record Fields
Field Data Type |Description
Filelog Sandbox Status uint32 Number denoting the filelog sandbox status. This field
is the unique key for this record.
Filelog Sandbox Status uint32 The number of bytes included in the Filelog Sandbox
Description Length Status Description.
Filelog Sandbox Status string The descriptive name for the filelog sandbox status.
Description

Filelog Spero Metadata for 6.0+

The eStreamer service transmits metadata containing filelog spero information. Note that the Record

Type field, which appears after the Message Length field, has a value of 517, indicating a filelog spero
metadata record.

Byte 0 1 2 3
gic (o[ [2[s]+[s[s]7|s[ss BT SR B R RREEEERRRR
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (517)
Record Length

Filelog Spero Status

Filelog Spero Status Description Length

Filelog Spero Status Description...
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The following table describes the fields in the Filelog Spero Metadata record.
Table 3-54 Filelog Spero Metadata Record Fields

Field Data Type |Description

Filelog Spero Status uint32 Number denoting the filelog spero status. This field is
the unique key for this record.

Filelog Spero Status uint32 The number of bytes included in the Filelog Spero

Description Length Status Description.

Filelog Spero Status string The descriptive name for the filelog spero status.

Description

Filelog Archive Metadata for 6.0+

The eStreamer service transmits metadata containing filelog archive information. Note that the Record

Type field, which appears after the Message Length field, has a value of 518, indicating a Filelog Archive
Metadata record.

Byte 0 1 2 3
. L1y rj1r|rj1|1{1,2(212(2|12(2/2(2|2/2|3}|3
Bit |07 1121314/ 516171819 0 112]3]4/5(6/7|8(0/0[1/2/3|4|5/6/7|8 9 01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (518)
Record Length
Filelog Archive Status
Filelog Archive Status Description Length
Filelog Archive Status Description...
The following table describes the fields in the Filelog Archive Metadata record.
Table 3-55 Filelog Archive Metadata Record Fields
Field Data Type |Description
Filelog Archive Status uint32 Number denoting the filelog archive status. This field is
the unique key for this record.
Filelog Archive Status uint32 The number of bytes included in the Filelog Archive
Description Length Status Description.
Filelog Archive Status string The descriptive name for the filelog archive status.
Description
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Filelog Static Analysis Metadata for 6.0+

The eStreamer service transmits metadata containing filelog static analysis information. Note that the

Record Type field, which appears after the Message Length field, has a value of 519, indicating a Filelog
Static Analysis Metadata record.

Byte 0 1 2 3
. L1yt yrj1|rj1|1r{1,2}(212(2|12(2/22|2(2|3/3
Bit |01 1121314)516/ 781901 2/3]4|5(6|7/8 9(0|1|23/4]5/6/7|8/9 01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (519)
Record Length
Filelog Static Analysis Status
Filelog Static Analysis Status Description Length
Filelog Static Analysis Status Description...
The following table describes the fields in the Filelog Static Analysis Metadata record.
Table 3-56 Filelog Static Analysis Metadata Record Fields
Field Data Type |Description
Filelog Static Analysis Status |uint32 Number denoting the filelog static analysis status. This
field is the unique key for this record.
Filelog Static Analysis Status |uint32 The number of bytes included in the Filelog Static
Description Length Analysis Status Description.
Filelog Static Analysis Status |string The descriptive name for the filelog static analysis
Description status.

Geolocation Data Block for 5.2+

This is a data block that contains the mapping of a country code to a country name. The record type is
520, and a block type of 28 in series 2. It is exposed as metadata for any event that has geolocation
information. If metadata is requested and there is a value for the country code(s) in the event, then this
block is returned along with other metadata.

The following diagram shows the structure of a geolocation data block:
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Byte 0 1 2 3
. Plrfrfrftfrftfrftfr|{2f2)2(2]2(2]2]2]2]2[3]|3
Bit 0P 2131475161789 0011123 4|5(6|7|8]9/01|2(3[45/6/7 8|0]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (520)
Geolocation Block Type (28)
Geolocation Block Length
Country Code String Block Type (0)
Country Name String Block Type (0), cont. String Block Length
String Block Length, cont. Country Name...

The following table describes the fields in the Geolocation data block.

Table 3-57 Geolocation Data Block Fields

Field Data Type |Description

Geolocation Data uint32 Initiates a Geolocation data block. This value is always 2s.

Block Type

Geolocation Data uint32 Total number of bytes in the Geolocation data block, including

Block Length eight bytes for the Geolocation data block type and length fields,
plus the number of bytes of data that follows.

Country Code uint16 The country code.

String Block Type uint32 Initiates a String data block containing the country name
associated with the country code. This value is always o.

String Block Length |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Country Name field.

Country Name string The name of the country associated with the country code.

File Policy Name for 6.0+

The eStreamer service transmits metadata containing File Policy Name information, the format of which
is shown below. (File Policy Name information is sent when one of the metadata flags—bits 1, 14, 15,
or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that
the Record Type field, which appears after the Message Length field, has a value of 530, indicating a File
Policy Name record.
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Byte 0 1 2 3
. Llrjrfofrfe|frfrfr|2f{2)2(2|2]|2(2(2|2|2(3]|3
Bit 07112131475/ 6/ 7181905 1|2/3/4 5(6/7/8 9|0[1|2/3|4]5/6/7 /8901
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (530)
Record Length
UUID String Block Type (14)
UUID String Block Length
File Policy UUID
File UUID, continued
File UUID, continued
File UUID, continued
QE) String Block Type (0)
<
E String Block Length
o
S File Policy Name...
[
=
The following table describes the fields in the File Policy Name record.
Table 3-58 File Policy Name Fields
Field Data Type |Description
UUID String Data Block uint32 Initiates a UUID String data block. This value is always
Type 14.
UUID String Data Block uint32 Total number of bytes in the UUID String data block,
Length including eight bytes for the UUID String data block

type and length fields, plus the number of bytes of data
that follows.

File Policy UUID uint8[16] |The UUID of the File Policy. This field is the unique
key for this record.

String Block Type uint32 Initiates a String data block containing the name of the
File Policy. This value is always o.
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Table 3-58 File Policy Name Fields (continued)

Field Data Type |Description

String Block Length uint32 The number of bytes included in the SSL Policy Name
String data block, including eight bytes for the block
type and header fields plus the number of bytes in the
File Policy name.

File Policy Name string The name of the File Policy.

SSL Policy Name

The eStreamer service transmits metadata containing SSL Policy Name information, the format of which
is shown below. (SSL Policy Name information is sent when one of the metadata flags—bits 1, 14, 15,
or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that
the Record Type field, which appears after the Message Length field, has a value of 600, indicating a

SSL Policy Name record.

Byte 0 1 2 3
sic [o[1[2[a[]s[s[+[s o3[ TA e A s R R R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (600)
Record Length

UUID String Block Type (14)

UUID String Block Length

SSL Policy UUID
SSL Policy UUID, continued
SSL Policy UUID, continued

SSL Policy UUID, continued

= String Block Type (0)
<

Zg, String Block Length
E SSL Policy Name...
—

)

%)
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The following table describes the fields in the SSL Policy Name record.
Table 3-59 SSL Policy Name Record Fields

Field Data Type |Description

UUID String Data Block uint32 Initiates a UUID String data block. This value is always
Type 14.

UUID String Data Block uint32 Total number of bytes in the UUID String data block,
Length including eight bytes for the UUID String data block

type and length fields, plus the number of bytes of data
that follows.

SSL Policy UUID uint8[16] |The UUID of the SSL Policy. This field is the unique
key for this record.

String Block Type uint32 Initiates a String data block containing the name of the
SSL Policy. This value is always o.

String Block Length uint32 The number of bytes included in the SSL Policy Name
String data block, including eight bytes for the block
type and header fields plus the number of bytes in the
SSL Policy name.

SSL Policy Name string The name of the SSL Policy.

SSL Rule ID

The eStreamer service transmits metadata containing SSL Rule ID information, the format of which is
shown below. (SSL Rule ID information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in
the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record
Type field, which appears after the Message Length field, has a value of 601, indicating a SSL Rule ID

record.
Byte 0 1 2 3
Bit |0/ 12/3]4]5/67819 0011 12(3 4]5(678 9012345678501
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (601)
Record Length

SSL Rule ID block type (51)

SSL Rule ID block length

Revision

Revision, continued
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‘ 2 3

Bit 0‘1‘2‘3‘4

1
2

Revision, continued

Revision, continued

[=3 8]

1
9

1
8

1
7

1
6

1
5

1
4

1
3

Rule ID
g String Block Type (0)
22 String Block Length
[P
E
22 Rule Name...

The following table describes the fields in the SSL Rule ID record.
Table 3-60 SSL Policy Name Record Fields

Field

Data Type

Description

SSL Rule ID Block Type

uint32

Block type of the SSL Rule ID data block. This value is
always 51.

SSL Rule ID Block Length

uint32

The number of bytes in the SSL Rule ID data block,
including 8 bytes for the block type and header fields
plus the number of bytes in the SSL Rule ID block.

Revision

uint8[16]

The UUID of the SSL Rule Revision. This field,
combined with the Rule ID, make up the unique key for
this record.

Rule ID

uint32

ID number of the SSL Rule. This field, combined with
the Revision, make up the unique key for this record.

String Block Type

uint32

Initiates a String data block containing the name of the
SSL Rule. This value is always o.

String Block Length

uint32

The number of bytes included in the SSL Rule Name
String data block, including eight bytes for the block
type and header fields plus the number of bytes in the
SSL Rule Name.

SSL Rule Name

string

The name of the SSL Rule.

SSL Cipher Suite

The eStreamer service transmits metadata containing SSL Cipher Suite information for an event with a
SSL Cipher id, the format of which is shown below. This record maps a SSL Cipher id to a SSL Cipher
Suite name. SSL Cipher Suite information is sent when one of the metadata flags—bits 1, 14, 15, or 20

in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the

Record Type field, which appears after the Message Length field, has a value of 602, indicating a SSL

Cipher Suite record.
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Byte 0 1 2 3

gic [o[i[2[s]+[s[s]7[s[sa A AL SRR EREEEERRERT
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (602)
Record Length
SSL Cipher ID

SSL Cipher Suite Name Length

SSL Cipher Suite Name...

The following table describes the fields in the SSL Cipher Suite record.
Table 3-61 SSL Cipher Suite Fields

Field Data Type |Description

SSL Cipher ID uint32 SSL Cipher ID number. This field is the unique key for
this record.

SSL Cipher Suite Name uint32 The number of bytes included in the SSL cipher suite

Length name.

SSL Cipher Suite Name string The descriptive name for the SSL Cipher Suite.

SSL Version

The eStreamer service transmits metadata containing SSL Version information for an event with a SSL
Version, the format of which is shown below. This record maps a SSL Version ID to a SSL Version name.
SSL Cipher Suite information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the Request
Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the Record Type field,
which appears after the Message Length field, has a value of 604, indicating a SSL Version record.

Byte 0 1 2 3
s o[ L[ L[ [ PRIRERE LR EEEEERRRRL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (604)
Record Length
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Byte 0 1 2 3
. Lirftfrfrfrfrfrfrfrf2f2f2f2f2)2(2(2(2/2(3|3
Bit 1O 112)3141516171819001112/3]4|5(6|7|8(9 0|1 |2|3[4]|5/6/7 8|9]0]1
SSL Version ID
SSL Version Name Length
SSL Version Name...
The following table describes the fields in the SSL Version record.
Table 3-62 SSL Version Fields
Field Data Type |Description
SSL Version ID uint32 SSL Version ID number. This field is the unique key for
this record.
SSL Version Name uint32 The number of bytes included in the SSL Version
Name.
SSL Cipher Suite Name string The descriptive name for the SSL Version.

SSL Server Certificate Status

The eStreamer service transmits metadata containing SSL Server Certificate Status information, the
format of which is shown below. (SSL Server Certificate Status information is sent when one of the
metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request
Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a
value of 605, indicating a SSL Server Certificate Status record.

Byte 0 1 2 3
gie (o[ [2[a]+[s]s]7|s[s[a LSS e s B R R ERRRR
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (605)
Record Length
SSL Server Certificate Status
SSL Server Certificate Status Description Length
SSL Server Certificate Status Description...
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The following table describes the fields in the SSL Server Certificate Status record.
Table 3-63 SSL Server Certificate Status Record Fields

Field Data Type |Description

SSL Server Certificate Status |uint32 The SSL Server Certificate Status Number. This field is
the unique key for this record.

SSL Server Certificate Status |uint32 The number of bytes included in the SSL Server

Description Lenth Certificate Status Description.

SSL Server Certificate Status |string The description of the SSL Server Certificate Status.

Description

SSL Actual Action

The eStreamer service transmits metadata containing SSL Actual Action information, the format of
which is shown below. (SSL Actual Action information is sent when one of the metadata flags—bits 1,
14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note

that the Record Type field, which appears after the Message Length field, has a value of 606, indicating
a SSL Actual Action record.

Byte 0 1 2 3
s o[ L[ L[l [ PRIRERE LR EEEEERRRRL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (606)
Record Length

SSL Actual Action Number

SSL Actual Action Description Length

SSL Actual Action Description...

The following table describes the fields in the SSL Actual Action record.
Table 3-64 SSL Actual Action Fields

Field Data Type |Description

SSL Actual Action Number  |uint32 The number designating the SSL Actual Action. This
field is the unique key for this record.

SSL Actual Action uint32 The number of bytes included in the SSL Actual Action
Description Length Description.

SSL Actual Action string The description of the SSL Actual Action.
Description
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SSL Expected Action

The eStreamer service transmits metadata containing SSL Expected Action information, the format of
which is shown below. (SSL Expected Action information is sent when one of the metadata flags—bits
1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.)
Note that the Record Type field, which appears after the Message Length field, has a value of 607,
indicating a SSL Expected Action record.

Byte 0 1 2 3
. L1111 rj1|rj1|1r{1,2}(2122|1212/22|2(2|3|3
Bit |0 1121314)516/ 781911 12/3]4]5 8/9/0/1/2/3|4]5/6/7/8]/9/01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (607)
Record Length
SSL Expected Action Number
SSL Expected Action Description Length
SSL Expected Action Description...
The following table describes the fields in the SSL Expected Action record.
Table 3-65 SSL Actual Action Fields
Field Data Type |Description
SSL Expected Action uint32 The number designating the SSL Expected Action.
Number This field is the unique key for this record.
SSL Expected Action uint32 The number of bytes included in the SSL Expected
Description Length Action Description.
SSL Expected Action string The description of the SSL Expected Action.
Description

SSL Flow Status

The eStreamer service transmits metadata containing SSL Flow Status information, the format of which
is shown below. (SSL Flow Status information is sent when one of the metadata flags—bits 1, 14, 15, or
20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note that the

Record Type field, which appears after the Message Length field, has a value of 608, indicating a SSL
Flow Status record.
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Byte 0 1 2 3

s [o[1[2[[s[s[o]7|o[s s AR EEERRRRRRR
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (608)
Record Length
SSL Flow Status Number

SSL Flow Status Description Length

SSL Flow Status Description...

The following table describes the fields in the SSL Flow Status record.
Table 3-66 SSL Flow Status Fields

Field Data Type |Description

SSL Flow Status Number uint32 The number designating the SSL Flow Status. This
field is the unique key for this record.

SSL Flow Status Description |uint32 The number of bytes included in the SSL Flow Status
Length Description.
SSL Flow Status Description |string The description of the SSL Flow Status.

SSL URL Category

The eStreamer service transmits metadata containing SSL URL Category information, the format of
which is shown below. (SSL URL Category information is sent when one of the metadata flags—bits 1,
14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note

that the Record Type field, which appears after the Message Length field, has a value of 613, indicating
a SSL URL Category record.

Byte 0 1 2 3
s o[ L[ L[ [ PRIRERE LR EEEEERRRRL
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (613)
Record Length
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Byte 0 1 2 3

. L1111 (111|111 |2|2|2]2]|2]2]|2|2|2|2
Bit 0 |1/2/31415/6/718/9 5/ 112(3]4/5[6/7/8/9]0 3|45 8

—
[}S)

SSL URL Category Number

SSL URL Category Description Length

SSL URL Category Description...

The following table describes the fields in the SSL URL Category record.
Table 3-67 SSL URL Category Fields

Field Data Type |Description

SSL URL Category Number |uint32 The number designating the SSL URL Category. This
field is the unique key for this record.

SSL URL Category uint32 The number of bytes included in the SSL Server URL
Description Length Category Description.

SSL URL Category string The description of the SSL URL Category.
Description

SSL Certificate Details Data Block for 5.4+

This is a data block that provides detailed information regarding an SSL certificate. The record type is
614, with a block type of 50 in series 2. It is exposed as metadata for any event that has SSL information.
These include malware events, file events, intrusion events, connection events, and correlation events.

The following diagram shows the structure of an SSL Certificate Details data block:

Byte 0 1 2 3
g [o[i[2[s[s[s[o o[« S BT B AR R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (614)
Record Length

SSL Certificate Details Block Type (50)

SSL Certificate Details Block Length

Fingerprint SHA Hash

Fingerprint SHA Hash, continued

Fingerprint SHA Hash, continued
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Byte 0 1 2 3

1|1 1 2122 2
112 4 1123 9

—_

S W

2121212
516,78

2
4

2
0

1
9

1
8

1
7

1
6

1
5

1
3

Bit 0‘1‘2‘3‘4 (1)

Fingerprint SHA Hash, continued

Fingerprint SHA Hash, continued

Public Key SHA Hash
Public Key SHA Hash, continued
Public Key SHA Hash, continued
Public Key SHA Hash, continued

Public Key SHA Hash, continued

Serial Number
Serial Number, continued
Serial Number, continued
Serial Number, continued

Serial Number, continued

Serial Number Length
Subject String Block Type (0)
Common
Name String Block Length
Subject Common Name...
Subject String Block Type (0)
Organization
String Block Length
Subject Organization...
Subject String Block Type (0)
Organizationa
1 Unit String Block Length
Subject Organizational Unit....
Subject String Block Type (0)
Country
String Block Length
Subject Country...
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Byte 0 1 2 3
. L{tjrfrftjf{rjefr|t|2f2)2/2|2|2]2(2/2|2|3]|3
Bit Of1121374)516/ 7181900 112/3]4/5(6/7|8/9(0/1]|2]3[4/5|6/7|8 9|0]1
Issuer String Block Type (0)
Common
Name String Block Length
Issuer Common Name...
Issuer String Block Type (0)
Organization
String Block Length
Issuer Organization...
Issuer String Block Type (0)
Organizationa
1 Unit String Block Length
Issuer Organizational Unit...
Issuer Country String Block Type (0)
String Block Length
Issuer Country...

Valid Start Date

Valid End Date

The following table describes the fields in the SSL Certificate Details data block.

Table 3-68 SSL Certificate Details Data Block Fields

Field Data Type |Description

SSL Certificate uint32 Initiates an SSL Certificate Details data block. This value is always
Details Data Block 50.

Type

SSL Certificate uint32 Total number of bytes in the SSL Certificate Details data block,
Details Data Block including eight bytes for the SSL Certificate Details data block type
Length and length fields, plus the number of bytes of data that follows.
Fingerprint SHA  |uint8[20] |SHAI1 hash of the SSL Server certificate.

Hash

Public Key SHA  |uint8[20] |The SHA hash value used to authenticate the public key contained
Hash within the certificate.

Serial Number uint8[20]  |The serial number assigned by the issuing CA. While this number

cannot exceed 20 bytes in length, it can be less than 20 bytes as
specified in the Serial Number Length field.
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Table 3-68 SSL Certificate Details Data Block Fields (continued)

Field Data Type |Description

Serial Number uint32 The length of the serial number in bytes.

Length

String Block Type |uint32 Initiates a String data block containing the category associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Category field.

Subject Common |string Subject Common name from the SSL Certificate This is typically the

Name host and domain name of the certificate subject, but may contain

other information.

String Block Type |uint32 Initiates a String data block containing the event type associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.

Subject string The organization of the certificate subject.

Organization

String Block Type |uint32 Initiates a String data block containing the event type associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.

Subject string The organizational unit of the certificate subject.

Organizational

Unit

String Block Type |uint32 Initiates a String data block containing the event type associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.

Subject Country string The country of the certificate subject.

String Block Type |uint32 Initiates a String data block containing the category associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Category field.

Issuer Common string Issuer Common name from the SSL Certificate This is typically the

Name host and domain name of the certificate issuer, but may contain other
information.

String Block Type |uint32 Initiates a String data block containing the event type associated with

the compromise. This value is always o.
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Table 3-68 SSL Certificate Details Data Block Fields (continued)

Field Data Type |Description

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.

Issuer string The organization of the certificate issuer.

Organization

String Block Type |uint32 Initiates a String data block containing the event type associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.

Issuer string The organizational unit of the certificate issuer.

Organizational

Unit

String Block Type |uint32 Initiates a String data block containing the event type associated with
the compromise. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.

Issuer Country string The country of the certificate issuer.

Valid Start Date  |uint32 The Unix timestamp when the certificate was issued.

Valid End Date uint32 The Unix timestamp on which the certificate ceases to be valid.

Network Analysis Policy Name Record

The eStreamer service transmits metadata containing Network Analysis Policy Name information, the
format of which is shown below. (Network Analysis Policy Name information is sent when one of the
metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request
Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a
value of 700, indicating a Network Analysis Policy Name record.

Byte 0 1 2 3
sie [o[1[z]s]]s]s]7[s]s 3[R A e e B R EEREERR
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (700)
Record Length

UUID String Block Type (14)
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Byte 0 1 2 3

Lj{r{r{1rj1(1|1|rjr{r{2}2)2
0[1(2[(3(4|5(6[7|8[9]0

wW N
N
[\
[\
8]

0 N
S}

Bit 0[1(2(3(4|5(6|7(8]9

—
[}S)

UUID String Block Length

Network Analysis Policy UUID
Network Analysis UUID, continued
Network Analysis UUID, continued

Network Analysis UUID, continued

String Block Type (0)

String Block Length

Network Analysis Policy Name...

Network Analysis
Policy Name

The following table describes the fields in the Network Analysis Policy Name record.

Table 3-69 Network Analysis Policy Name Record Fields

Field Data Type |Description

UUID String Data Block uint32 Initiates a UUID String data block. This value is always
Type 14.

UUID String Data Block uint32 Total number of bytes in the UUID String data block,
Length including eight bytes for the UUID String data block

type and length fields, plus the number of bytes of data
that follows.

Network Analysis Policy uint8[16] |The UUID of the Network Analysis Policy. This field is
UUID the unique key for this record.
String Block Type uint32 Initiates a String data block containing the name of the

Network Analysis Policy. This value is always o.

String Block Length uint32 The number of bytes included in the Network Analysis
Policy Name String data block, including eight bytes
for the block type and header fields plus the number of
bytes in the Network Analysis Policy name.

Network Analysis Policy string The name of the Network Analysis Policy.
Name
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Understanding Discovery &
Connection Data Structures

This chapter provides details about the data structures used in eStreamer messages for discovery and
connection events, as well as the metadata for those events. Discovery and connection event messages
use the same general message format and series of data blocks; the differences are in the contents of data
blocks themselves.

Discovery events include two sub-categories of events:

e Host discovery events, which identify new and changed hosts on your managed network, including
the applications running on the hosts detected from the contents of the packets, and the host
vulnerabilities.

e User events, which report the detection of new users and user activity, such as logins.

Connection events report information about the session traffic between your monitored hosts and all
other hosts. Connection information includes the first and last packet of the transaction, source and
destination IP address, source and destination port, and the number of packets and bytes sent and
received. If applicable, connection events also report the client application and URL involved in the
session.

For information about requesting discovery or connection events from the eStreamer server, see Request
Flags, page 2-11.

For information about the general structure of eStreamer event data messages, see Understanding the
Organization of Event Data Messages, page 2-17.

See the following sections in this chapter for more information about discovery and connection event
data structures:

e Discovery and Connection Event Data Messages, page 4-2 provides a high-level view of the
structure that eStreamer uses for host discovery, user, and connection messages.

e Discovery and Connection Event Record Types, page 4-2 describes the record types for discovery
and connection events.

e Metadata for Discovery Events, page 4-7 describes the metadata records that you can request for
context information to convert numeric and coded data to text; for example, convert the user ID in
an event to a user name.

e Discovery Event Header 5.2+, page 4-40 describes the structure of the standard event header used
in all discovery and connection messages, and the values that can occur in the event type and event
subtype fields. The event type and subtype fields further define the structure of the data record
carried in the message.
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Host Discovery Structures by Event Type, page 4-44 describes the structure of the data record that
eStreamer uses for the various host discovery event types.

User Data Structures by Event Type, page 4-61 describes the structure of the data record that
eStreamer uses for the various user event types.

Understanding Discovery (Series 1) Blocks, page 4-62 describes the series of data block structures
that are used to convey complex records in discovery and connection event messages. Series 1 data
blocks also appear in correlation events.

User Vulnerability Data Block 5.0+, page 4-157 describes other series 1 block structures that are
used to convey complex user event records.

See “Data Structure Examples” section on page A-1 for examples that illustrate sample discovery events.

Discovery and Connection Event Data Messages

eStreamer packages the data for discovery and connection events in the same message structure, which
contains:

An option netmap ID
a record header that defines the record type

a discovery event header that identifies and characterizes the event, and specifically identifies the
event type and subtype. For information, see Discovery Event Header 5.2+, page 4-40.

a data record consisting of a block header and a data block. Discovery and connection event data
messages use series 1 data blocks. For information, see Host Discovery and Connection Data
Blocks, page 4-63 or User Vulnerability Data Block 5.0+, page 4-157.

Discovery and Connection Event Record Types

The following table lists the event record types for host discovery and connection events, and provides
links to the event message structure for each record type. The list includes metadata record types as well.
Some records contain a single data block which stores a specific piece of data. These data blocks are
broken up into series 1 blocks that contain most types of data, and series 2 blocks that specifically
contain discovery data. The table also indicates the status of each version (current or legacy). A current
record is the latest version. A legacy record has been superseded by a later version but can still be
requested from eStreamer.

Table 4-1 Discovery and Connection Event Record Types

Record |Contains Record

Type Block Type [Series |Description Status Data Format Described in...

10 139 1 New Host Detected Current New Host and Host Last Seen Messages, page 4-45
11 103 1 New TCP Server Current Server Messages, page 4-46

12 103 1 New UDP Server Current Server Messages, page 4-46

13 4 1 New Network Protocol Current New Network Protocol Message, page 4-47

14 4 1 New Transport Protocol |Current New Transport Protocol Message, page 4-47
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Table 4-1 Discovery and Connection Event Record Types (continued)
Record |Contains Record
Type Block Type [Series |Description Status Data Format Described in...
15 122 1 New Client Application |Current Client Application Messages, page 4-47
16 103 1 TCP Server Information |Current Server Messages, page 4-46
Update
17 103 1 UDP Server Information |Current Server Messages, page 4-46
Update
18 53 1 OS Information Update  |Current Operating System Update Messages, page 4-49
19 N/A N/A Host Timeout Current IP Address Reused and Host Timeout/Deleted
Messages, page 4-49
20 N/A N/A Host IP Address Reused |Current IP Address Reused and Host Timeout/Deleted
Messages, page 4-49
21 N/A N/A Host Deleted: Host Limit |Current IP Address Reused and Host Timeout/Deleted
Reached Messages, page 4-49
22 N/A N/A Hops Change Current Hops Change Message, page 4-50
23 N/A N/A TCP Port Closed Current TCP and UDP Port Closed/Timeout Messages,
page 4-50
24 N/A N/A UDP Port Closed Current TCP and UDP Port Closed/Timeout Messages,
page 4-50
25 N/A N/A TCP Port Timeout Current TCP and UDP Port Closed/Timeout Messages,
page 4-50
26 N/A N/A UDP Port Timeout Current TCP and UDP Port Closed/Timeout Messages,
page 4-50
27 N/A N/A MAC Information Current MAC Address Messages, page 4-51
Change
28 N/A N/A Additional MAC Current MAC Address Messages, page 4-51
Detected for Host
29 N/A N/A Host IP Address Changed |Current IP Address Change Message, page 4-48
31 N/A N/A Host Identified as Current Host Identified as a Bridge/Router Message,
Router/Bridge page 4-51
34 14 1 VLAN Tag Information |Current VLAN Tag Information Update Messages,
Update page 4-52
35 122 1 Client Application Current Client Application Messages, page 4-47
Timeout
42 35 1 NetBIOS Name Change |Current Change NetBIOS Name Message, page 4-52
44 N/A N/A HostDropped: Host Limit |Current IP Address Reused and Host Timeout/Deleted
Reached Messages, page 4-49
45 37 1 Update Banner Current Update Banner Message, page 4-53
46 55 1 Add Host Attribute Current Attribute Messages, page 4-56
47 55 1 Update Host Attribute Current Attribute Messages, page 4-56
48 55 1 Delete Host Attribute Current Attribute Messages, page 4-56
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Table 4-1 Discovery and Connection Event Record Types (continued)
Record |Contains Record
Type Block Type [Series |Description Status Data Format Described in...
51 103 1 TCP Server Confidence |Legacy Server Messages, page 4-46
Update
52 103 1 UDP Server Confidence |Legacy Server Messages, page 4-46
Update
53 53 1 OS Confidence Update Legacy Operating System Update Messages, page 4-49
54 N/A N/A Fingerprint Metadata Current Fingerprint Record, page 4-7
55 N/A N/A Client Application Current Client Application Record, page 4-9
Metadata
57 N/A N/A Vulnerability Metadata Current Vulnerability Record, page 4-9
58 N/A N/A Criticality Metadata Current Criticality Record, page 4-12
59 N/A N/A Network Protocol Current Network Protocol Record, page 4-12
Metadata
60 N/A N/A Attribute Metadata Current Attribute Record, page 4-13
61 N/A N/A Scan Type Metadata Current Scan Type Record, page 4-14
63 N/A N/A Server Metadata Current Service Record, page 4-15
71 144 1 Connection Statistics Legacy Connection Statistics Data Block 5.2.x,
page B-154
71 152 1 Connection Statistics Legacy Connection Statistics Data Block 5.3, page B-169
71 154 1 Connection Statistics Legacy Connection Statistics Data Block 5.3.1,
page B-175
71 155 1 Connection Statistics Legacy Connection Statistics Data Block 5.4, page B-182
71 157 1 Connection Statistics Legacy Connection Statistics Data Block 5.4.1,
page B-195
71 160 1 Connection Statistics Legacy Connection Statistics Data Block 6.0.x,
page B-208
71 163 1 Connection Statistics Legacy Connection Statistics Data Block 6.2-6.7.x,
page B-240
71 173 1 Connection Statistics Current Connection Statistics Data Block 7.0+, page 4-118
73 136 1 Connection Chunks Current Connection Chunk Message, page 4-54
74 N/A N/A User Set OS Current User Server and Operating System Messages,
page 4-57
75 N/A N/A User Set Server Current User Server and Operating System Messages,
page 4-57
76 83 1 User Delete Protocol Current User Protocol Messages, page 4-58
77 60 1 User Delete Client Current User Client Application Messages, page 4-58
Application
78 78 1 User Delete Address Current User Add and Delete Host Messages, page 4-55
79 77 1 User Delete Server Current User Delete Server Message, page 4-55
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Table 4-1 Discovery and Connection Event Record Types (continued)
Record |Contains Record
Type Block Type [Series |Description Status Data Format Described in...
80 80 1 User Set Valid Current User Set Vulnerabilities Messages for Version
Vulnerabilities 4.6.1+, page 4-54
81 80 1 User Set Invalid Current User Set Vulnerabilities Messages for Version
Vulnerabilities 4.6.1+, page 4-54
82 81 1 User Set Host Criticality |Current User Set Host Criticality Messages, page 4-56
83 55 1 User Set Attribute Value |Current Attribute Value Messages, page 4-57
84 82 1 User Delete Attribute Current Attribute Value Messages, page 4-57
Value
85 78 1 User Add Host Current User Add and Delete Host Messages, page 4-55
86 N/A N/A User Add Server Current User Server and Operating System Messages,
page 4-57
87 60 1 User Add Client Current User Client Application Messages, page 4-58
Application
88 83 1 User Add Protocol Current User Protocol Messages, page 4-58
89 142 1 User Add Scan Result Current Add Scan Result Messages, page 4-59
90 N/A N/A Source Type Record Current Source Type Record, page 4-16
91 N/A N/A Source Application Current Source Application Record, page 4-16
Record
92 120 1 User Dropped Change Current User Modification Messages, page 4-61
Event
93 120 1 User Removed Change Current User Modification Messages, page 4-61
Event
94 120 1 New User Identification |Current User Modification Messages, page 4-61
Event
95 121 1 User Login Change Event |Current User Information Update Message Block,
page 4-62
96 N/A N/A Source Detector Record |Current Source Detector Record, page 4-17
98 57 2 User Record Current User Record, page 4-19
101 N/A N/A New OS Event Current New Operating System Messages, page 4-59
102 94 1 Identity Conflict Event Current Identity Conflict and Identity Timeout System
Messages, page 4-60
103 94 1 Identity Timeout Event Current Identity Conflict and Identity Timeout System
Messages, page 4-60
106 N/A N/A Third Party Scanner Current Third Party Scanner Vulnerability Record,
Vulnerability Record page 4-18
107 122 1 Client Application Current Client Application Messages, page 4-47
Update
109 N/A N/A Web Application Record |Current Web Application Record, page 4-21

Firepower eStreamer Integration Guide g



Chapter 4

B Discovery and Connection Event Data Messages

Table 4-1 Discovery and Connection Event Record Types (continued)
Record |Contains Record
Type Block Type [Series |Description Status Data Format Described in...
114 121 1 Failed User Login Event |Current User Information Update Message Block,
page 4-62
115 N/A N/A Security Zone Name Current Security Zone Name Record, page 3-29
Record
116 14 Interface Name Record Current Interface Name Record, page 3-31
117 14 2 Access Control Policy Current Access Control Policy Name Record, page 3-32
Name Metadata
118 14 2 Intrusion Policy Name Current Intrusion Policy Name Record, page 4-22
Record
119 14 2 Access Control Rule ID  |Current Access Control Rule ID Record Metadata,
Record page 3-33
120 N/A N/A Access Control Rule Current Access Control Rule Action Record Metadata,
Action Record page 4-23
121 N/A N/A URL Category Record Current URL Category Record Metadata, page 4-24
122 N/A N/A URL Reputation Current URL Reputation Record Metadata, page 4-25
Metadata
124 21 2 Access Control Rule Current Access Control Rule Reason Metadata, page 4-26
Reason Metadata
145 64 2 Access Control Policy Current Access Control Policy Metadata, page 4-27
Metadata
146 64 2 Prefilter Policy Metadata |Current Prefilter Policy Metadata, page 4-29
147 21 Tunnel or Prefilter Rule |Current Tunnel or Prefilter Rule Metadata, page 4-30
Metadata
160 7 1 Host IOC Set Messages |Current Host IOC Set Messages, page 4-60
161 39 2 IOC Name Data Block for |Current I0OC Name Data Block for 5.3+, page 4-36
5.3+
162 148 1 User Host IOC Delete Current User IOC Change Data Block 5.3+, page 4-80
163 148 1 User Host IOC Enable Current User IOC Change Data Block 5.3+, page 4-80
164 148 1 User Host IOC Disable Current User IOC Change Data Block 5.3+, page 4-80
170 95 1 VPN User Login Event  |Current User Information Update Message Block,
page 4-62
171 95 1 VPN User Logoff Event |Current User Information Update Message Block,
page 4-62
280 22 2 Security Intelligence Current Security Intelligence Category Metadata,
Category Metadata page 4-31
281 N/A N/A Security Intelligence Current Security Intelligence Source/Destination Record,
Source/Destination page 4-33
Record
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Metadata for Discovery Events

You request metadata by metadata version number. For the metadata version that corresponds to your
version of the Firepower System, see Understanding Metadata, page 2-40. For important information on
how eStreamer streams metadata records, see Metadata Transmission, page 2-40.

For information on the structures of the various metadata records types for host discovery and user event

records, see:
e Fingerprint Record, page 4-7
e Client Application Record, page 4-9
e Vulnerability Record, page 4-9
e C(riticality Record, page 4-12
e Network Protocol Record, page 4-12
e Attribute Record, page 4-13
e Scan Type Record, page 4-14
e Service Record, page 4-15
e Source Type Record, page 4-16
e Source Application Record, page 4-16
¢ Source Detector Record, page 4-17
e Third Party Scanner Vulnerability Record, page 4-18
e User Record, page 4-19
e Web Application Record, page 4-21
¢ Intrusion Policy Name Record, page 4-22
e Access Control Rule Action Record Metadata, page 4-23
e URL Category Record Metadata, page 4-24
e URL Reputation Record Metadata, page 4-25
e Access Control Rule Reason Metadata, page 4-26
e Security Intelligence Category Metadata, page 4-31

e Security Intelligence Source/Destination Record, page 4-33

For metadata records for intrusion and correlation events, see Intrusion Event and Metadata Record

Types, page 3-1.

Fingerprint Record

The eStreamer service transmits the fingerprint metadata for an event within a Fingerprint record, the

format of which is shown below. (Fingerprint metadata is sent when one of the metadata flags—bits 1,
14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11.) Note
that the Record Type field, which appears after the Message Length field, has a value of 54, indicating

a Fingerprint record.
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Byte 0 1 2 3
N O AR ERE A ARR AR BEBBEREEEEEBREEE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (54)
Record Length
Fingerprint Fingerprint UUID

UuUID
Fingerprint UUID cont.

Fingerprint UUID cont.

Fingerprint UUID cont.

OS Name Length

OS Name...

OS Vendor Length

OS Vendor...

OS Version Length

OS Version...

The following table describes the fields in the Fingerprint record.

Table 4-2 Fingerprint Record Fields

Field Data Type |Description

Fingerprint UUID |uint8[16] |A fingerprint ID number that acts as a unique identifier for the
operating system. This field is the unique key for this record.

OS Name Length  |uint32 The number of bytes included in the operating system name.

OS Name string The name of the operating system for the fingerprint.

OS Vendor Length |uint32 The number of bytes included in the operating system vendor name.

OS Vendor string The name of the operating system vendor for the fingerprint.

OS Version Length |uint32 The number of bytes included in the operating system version.

OS Version string The version of the operating system for the fingerprint.
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Client Application Record

The eStreamer service transmits the client application metadata for an event within a Client Application
record, the format of which is shown below. (Client application metadata is sent when one of the
metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request
Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a
value of s5, indicating a Client Application record.

Byte 0 1 2 3
gic [o[112]s]«]s]e |7 ST AT AR E R R R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (55)
Record Length
Application ID
Name Length
Name...
The following table describes the fields in the Client Application record.
Table 4-3 Client Application Record Fields
Field Data Type |Description
Application ID uint32 The application ID number for the client application. This field is
the unique key for this record.
Name Length uint32 The number of bytes included in the name.
Name string The client application name.
Vulnerability Record

The eStreamer service transmits metadata containing vulnerability information for an event within a
Vulnerability record, the format of which is shown below. (Vulnerability information is sent when one
of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See
Request Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length
field, has a value of 57, indicating a Vulnerability record.
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Byte 0

Bit 0[1(2[3(4|5(6|7(8]9

—
—
—_—
—_—
—_—
—
—
—
NS}
NS}
N

21212(2(2|2]2
0[1(2(3(4|5(6|7|8[9|0]1/2]|3 5 8

Header Version (1) Message Type (4)

Message Length

Netmap ID Record Type (57)

Record Length

Vulnerability ID

Impact

Exploits Remote

Entry Date Length

Entry Date Length Cont.

Entry Date...

Published Date Length

Published Date...

Modified Date Length

Modified Date...

Title Length

Title...

Short Description Length

Short Description...

Description Length

Description...

Technical Description Length

Technical Description...

Solution Length

Solution...

The following table describes the fields in the Vulnerability record.
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Table 4-4 Vulnerability Record Fields

Field Data Type |Description

Vulnerability ID uint32 The vulnerability ID number. This field is the unique key for this
record.

Impact uint32 The vulnerability impact, corresponding to the impact level

determined through correlation of intrusion data, host discovery
events, and vulnerability assessments. The value can be from 1 to
10, with 10 being the most severe. The impact value of a
vulnerability is determined by the writer of the Bugtraq entry.

Exploits uint8 Indicates whether known exploits exist for the vulnerability.
Possible values include:
* 0— Yes
e 1—No
Remote uint8 Indicates whether the vulnerability can be exploited across a

network. Possible values include:
e 0— Yes
e 1—No

¢ Blank — Vulnerability to remote exploits unknown

Entry Date Length |uint32 The length of the entry date field.

Entry Date string The date the vulnerability was entered in the database.

Published Date uint32 The length of the published date field.

Length

Published Date string The date the vulnerability was published.

Modified Date uint32 The length of the modified date field.

Length

Modified Date string The date of the most recent modification to the vulnerability, if
applicable.

Title Length uint32 The length of the title field.

Title string The title of the vulnerability.

Short Description  |uint32 The length of the short description field.

Length

Short Description  |string A summary description of the vulnerability.

Description Length |uint32 The length of the description field.

Description string A general description of the vulnerability.
Technical uint32 The length of the technical description field.
Description Length

Technical string The technical description of the vulnerability.
Description

Solution Length uint32 The length of the solution field.

Solution string The solution to the vulnerability.

Firepower eStreamer Integration Guide
| g o



Chapter4  Understanding Discovery & Connection Data Structures |

M Metadata for Discovery Events

Criticality Record

The eStreamer service transmits metadata containing host criticality information for an event within a
Criticality record, the format of which is shown below. (Criticality information is sent when one of the
metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request
Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a
value of ss, indicating a Criticality record.

Byte 0 1 2 3
. Lttt jf{rjefr|t]|2f2)2)2|2|2(2(2/2|2|3]|3
Bit |0 11213)/ 4151617819011 12]3/4|5/6/7/8|9/0[1/2(3|4]|5]6|7 8]9]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (58)
Record Length
Criticality ID
Name Length
Name...
The following table describes the fields in the Criticality record.
Table 4-5 Criticality Record Fields
Field Data Type |Description
Criticality ID uint32 The criticality ID number. This field is the unique
key for this record.
Name Length uint32 The number of bytes included in the criticality
level.
Name string The criticality level.

Network Protocol Record

The eStreamer service transmits metadata containing network protocol information for an event within
a Network Protocol record, the format of which is shown below. (Network protocol information is sent
when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is
set. See Request Flags, page 2-11.) Note that the Record Type field, which appears after the Message
Length field, has a value of 59, indicating a Network Protocol record.
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Byte

Metadata for Discovery Events

0 1 2 3
sic [o[1]2]s]a]s ]2 [s[s S [T A A R 2 2R
Header Version (1) Message Type (4)
Message Length

Netmap ID Record Type (59)

Record Length

Network Protocol ID
Name Length

Name...

The following table describes the fields in the Network Protocol record.

Table 4-6 Network Protocol Record Fields

Field Data Type |Description

Network Protocol |uint32 The network protocol ID number. This field is the

ID unique key for this record.

Name Length uint32 The number of bytes included in the network
protocol name.

Name string The name of the network protocol.

The eStreamer service transmits metadata containing attribute information for an event within an
Attribute record, the format of which is shown below. (Attribute information is sent when one of the

metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request

Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a
value of 60, indicating an Attribute record.

Byte 0

1 2 3
ANNEECECE oo BEEEE BEBBEEBBEEEBREE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (60)
Record Length

Firepower eStreamer Integration Guide g



Chapter4  Understanding Discovery & Connection Data Structures |

M Metadata for Discovery Events

Byte 0 1 2 3
. Lirftftfrfrfrfrfrfrf2f2f2f2f2)2(2(2(2[2(3|3
Bit (0] 11213 /4151617819011 12]3]4|5/6/7/8|9/0[1/2(3|4]|5]6|7 8]9]0]1
Attribute ID
Name Length
Name...
The following table describes the fields in the Attribute record.
Table 4-7 Attribute Record Fields
Field Data Type |Description
Attribute ID uint32 The attribute ID number. This field is the unique
key for this record.
Name Length uint32 The number of bytes included in the attribute name.
Name string The name of the attribute.
Scan Type Record

The eStreamer service transmits metadata containing scan type information for an event within a Scan
Type record, the format of which is shown below. (Scan type information is sent when one of the
metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request
Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a
value of 61, indicating a Scan Type record.

Byte 0 1 2 3
gic [o[112]s]«]s] |7« TSI AT AR E R R R R
Header Version (1) Message Type (4)
Message Length

Netmap ID Record Type (61)

Record Length

Scan Type ID

Name Length

Name...

The following table describes the fields in the Scan Type record.
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Table 4-8 Scan Type Record Fields

Field Data Type |Description

Scan Type ID uint32 The scan type ID number. This field is the unique key for
this record.

Name Length uint32 The number of bytes included in the scan type name.

Name string The name of the scan type.

The eStreamer service transmits metadata containing service information for an event within a Service
record, the format of which is shown below. The application ID of the service’s application protocol
provides the cross-reference to the metadata. (Service information is sent when one of the metadata
flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags,
page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a value

of 63, indicating a Service record.

Byte 0 1 2 3
. L1y yrj1|rj1|1{1,2(212{2|12(2/22|2/2|3}|3
Bit 107 1121314)5161718190 1 12]3]45(6/7|8(0/0[1/2/3|4|5/6/7|8 9 01
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (63)
Record Length
Application ID
Name Length
Name...
The following table describes the fields in the Service record.
Table 4-9 Service Record Fields
Field Data Type |Description
Application ID  |uint32 The application ID number of the application protocol. This field is the
unique key for this record.
Name Length uint32 The number of bytes included in the service name.
Name string The name of the application protocol. For application ID 65535, the
name is unknown.
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Source Type Record

The eStreamer service transmits metadata containing information about the source application for an
event within a Source Type record, the format of which is shown below. (Source type information is sent
when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is
set. See Request Flags, page 2-11.) Note that the Record Type field, which appears after the Message
Length field, has a value of 90, indicating a Source Type record.

Byte 0 1 2 3
gic [o[112]s]o]s[ |7« DTS AT A R E R R RRER
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (90)
Record Length
Source Type ID
Name Length
Name...

The following table describes the fields in the Source Type record.

Table 4-10 Source Type Record Fields

Field Data Type |Description

Source Type ID uint32 The identification number for the source type. This
field is the unique key for this record.

Name Length uint32 The number of bytes included in the source type name.

Name string The name of the source type.

Source Application Record

The eStreamer service transmits metadata containing information about the source application for a host
discovery event within a Source Application record, the format of which is shown below. (Source
application information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags
field of a request message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which
appears after the Message Length field, has a value of 91, indicating a Source Application record.
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Byte 0 1 2 3
. Llrjrfojrfe|frjtefr|2f{2)2(2|2|2]2(2|2|2(3]|3
Bit 3141516781900 1]2/3]4]5|6/7/8]9(0]1]2/3]4|5]|6(7/8/9/0]|1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (91)
Record Length
Source Application ID
Name Length
Name...
The following table describes the fields in the Source Application record.
Table 4-11 Source Application Record Fields
Field Data Type |Description
Source Application ID |uint32 The ID number for the source application. This field is the
unique key for this record.
Name Length uint32 The number of bytes included in the source application name.
Name string The name of the source application.

Source Detector Record

The eStreamer service transmits metadata containing information about the source application for a host
discovery event within a Source Type record, the format of which is shown below. (Source type
information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a
request message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which appears
after the Message Length field, has a value of 96, indicating a Source Detector record.

Byte

Bit

Ty |11 y1|/1|2(2(2(2(2(2(2(2|2|2
34567890 6 3 5 3

Header Version (1) Message Type (4)

Message Length

Netmap ID Record Type (96)

Record Length

Source Detector ID
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Byte 0 1 2 3
. Lttt jf{rjefr|t|2f2)2)2|2|2(2(2/2|2|3]|3
Bit 1O 11213141516171819001112/3]4|5(6|7|8(9 0|1 |2|3[4|5]6/7 8|9]0]1
Name Length
Name...
The following table describes the fields in the Source Detector record.
Table 4-12 Source Detector Record Fields
Field Data Type |Description
Source Detector ID |uint32 The ID string for the source detector. This field is the
unique key for this record.

Name Length uint32 The number of bytes included in the source type name.
Name string The name of the source detector.

Third Party Scanner Vulnerability Record

The eStreamer service transmits metadata containing third-party vulnerability information for an event
within a Third Party Scanner Vulnerability record, the format of which is shown below. (Vulnerability
information is sent when one of the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a
request message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which appears
after the Message Length field, has a value of 106, indicating a Third Party Scanner Vulnerability record.

Byte 0 1 2 3

. Tyt frjry1|ry2(2(2{2(2(2(2|2
Bit 0[1(2(3(4|5(|6|7(8]9 6 213 3

[o B )
O N
O W
—_

Header Version (1) Message Type (4)

Message Length

Netmap ID Record Type (106)

Record Length

Vulnerability ID

Scanner Type

Title Length

Title...

Description Length

Description...
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Byte 0 2 3
Bit |0/ 1]2/314/5/6/7(819 011534 5|6 780 0|13 3[456 78501
CVE ID Length
CVEID...
BugTraq Length
BugTraq ID...

The following table describes the fields in the Vulnerability record.

Table 4-13 Third Party Scanner Vulnerability Record Fields

Field Data Type |Description

Vulnerability ID uint32 The third-party vulnerability ID number. This field, along with
Scanner Type, makes up the unique key for this record.

Scanner Type uint32 The third-party scanner type. This field, along with Vulnerability
ID, makes up the unique key for this record.

Title Length uint32 The length of the title field.

Title string The title of the vulnerability.

Description Length |uint32 The length of the description field.

Description string A general description of the vulnerability.

CVE ID Length uint32 The length of the CVE ID field.

CVE ID string The Common Vulnerabilities and Exposures (CVE) ID number for
the vulnerability.

BugTraq ID Length |uint32 The length of the BugTraq ID field.

BugTraq ID string The BugTraq ID number for the vulnerability.

The eStreamer service transmits metadata containing information about users detected by the system
within a User record, the format of which is shown below. (User information is sent when the Version 4
metadata and the policy event request flag—bits 20 and 22, respectively, in the Request Flags field of a
request message—is set. See Request Flags, page 2-11.) Note that the Record Type field, which appears
after the Message Length field, has a value of 98, indicating a User record.

Byte 0 2 3
. 1 Lot ift|rfr|1|2|2]2|2]2|2|2|2|2|2[3]3
Bit 0711213747516/ 7/8191q1 /5 3|4]5 8l9l0[1]2/3[4|5/6 7 8|9/0]1
Header Version (1) Message Type (4)
Message Length
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Byte 0 1 2 3

. L1yt rj1|rj1|rj1y2(212(2|1212|2(2|2/2
Bit 0[1(2(3(4|5(6|7(8]9 3 P

Netmap ID Record Type (98)

Record Length

User Data Block Type (57)

User Data Block Length

User ID

Protocol

String Block Type (0)

String Block Length

Username...

The following table describes the fields in the User record.

Table 4-14 User Record Fields

Field Data Type |Description

User Data Block uint32 Initiates an User Data block. This value is always 57. The
Type block type is a series 2 block.

User Data Block uint32 Length of the data block. Includes the number of bytes of
Length data plus the 8 bytes in the two data block header fields.

User ID uint32 The unique identifier for the user. This field is the unique
key for this record.

Protocol uint32 Protocol used to detect or report the user. Possible values
are:

e 165-FTP

e 426 -SIP

e 547 - AOL Instant Messenger
e 583 - IMAP

e 710- LDAP

e 767 -NTP

e 773 - Oracle Database

e 788 - POP3

e 1755 - MDNS

String Block Type |uint32 Initiates a String data block containing the username.
This value is always o.
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Table 4-14 User Record Fields (continued)

Field Data Type |Description
String Block uint32 The number of bytes included in the username String data
Length block, including eight bytes for the block type and header
fields plus the number of bytes in the Username field.
Username string The name of the user
Web Application Record

The system detects the content of HTTP traffic from websites, if available. Web application metadata for
a host discovery event may include the specific type of content (for example, WMV or QuickTime).

The eStreamer service transmits the web application metadata for an event within a Web Application
record, the format of which is shown below. (Web application metadata is sent when one of the metadata
flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See Request Flags,
page 2-11.) Note that the Record Type field, which appears after the Message Length field, has a value
of 109, indicating a Web Application record.

Byte 0 1 2 3
gie [o[1]2]a[s[s]o]7|s[s ST B[S SRR R EE R

Header Version (1) Message Type (4)

Message Length
Netmap ID Record Type (109)

Record Length

Application ID

Name Length
Name...

The following table describes the fields in the Web Application record.

Table 4-15 Web Application Record Fields

Field Data Type |Description

Application ID uint32 Application ID number of the web application. This
field is the unique key for this record.

Name Length uint32 The number of bytes included in the name.

Name string The web application content name.
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Intrusion Policy Name Record

The eStreamer service transmits metadata containing intrusion policy name information for a connection
event within an Intrusion Policy Name record, the format of which is shown below. (Intrusion policy
name information is sent when one of the metadata flags—version 4 metadata bit 20 in the Request Flags
field of a request message—is set. See Request Flags, page 2-11.) Note that the Intrusion Policy Name
record field, which appears after the Message Length field, has a value of 118, indicating an Intrusion
Policy Name record. It contains a UUID String data block, block type 14 in the series 2 set of data blocks.

Byte 0 1 2 3
AR nE R EEEBBEE BEBBEREEEBREEBEE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (118)
Record Length

Intrusion Policy Name Data Block (14)

Intrusion Policy Name Data Block Length

Intrusion Policy UUID
Intrusion Policy UUID, continued
Intrusion Policy UUID, continued

Intrusion Policy UUID, continued

String Block Type (0)

String Block Length

Intrusion Policy Name...

The following table describes the fields in the Intrusion Policy Name data block.

Table 4-16 Intrusion Policy Name Data Block Fields

Field Data Type |Description

Intrusion Policy Name |uint32 Initiates an Intrusion Policy Name data block. This value is
Data Block Type always 14. The block type is a series 2 block.

Intrusion Policy Name |uint32 Length of the data block. Includes the number of bytes of data
Data Block Length plus the 8 bytes in the two data block header fields.

Intrusion Policy UUID |uint8[16] |The unique identifier for the intrusion policy associated with
the connection event. This field is the unique key for this
record.
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Table 4-16 Intrusion Policy Name Data Block Fields (continued)

Field Data Type |Description

String Block Type uint32 Initiates a String data block containing the name of the
intrusion policy. This value is always o.

String Block Length uint32 The number of bytes included in the intrusion policy name
String data block, including eight bytes for the block type and
header fields plus the number of bytes in the intrusion policy
name.

Intrusion Policy Name |string The intrusion policy name.

Access Control Rule Action Record Metadata

The eStreamer service transmits metadata containing the action associated with a triggered access
control rule within an Access Control Rule Action record, the format of which is shown below. (Access
Control Rule Action information is sent when the version 4 metadata flag—bit 20 in the Request Flags
field of a request message—is set. See Request Flags, page 2-11.) Note that the Access Control Rule
Action record field, which appears after the Message Length field, has a value of 120, indicating an
Access Control Rule Action record.

Byte 0 1 2 3
gie (o[ [2[a]+[s]s]7|s[s[a LSS e s B R R ERRRN
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (120)
Record Length

Access Control Rule Action ID

Name Length

Name...

The following table describes the fields in the Access Control Rule Action record.

Table 4-17 Access Control Rule Action Record Fields

Field Data Type |Description

Access Control Rule Action ID |uint32 ID number of the access control rule action.
This field is the unique key for this record.
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Table 4-17 Access Control Rule Action Record Fields (continued)

Field Data Type |Description
Name Length uint32 The number of bytes included in the name.
Name string The firewall rule action name.

Possible values include:
e 1— 'Pending’
e 2 —"Allow
e 3 — "Trust'
e 4— 'Block’
e s5— 'Block with Reset’
e s— 'Monitor
e 7— 'Interactive Block'
e g— 'Interactive Block with Reset'
e 14— 'FastPath'

e 22— 'Domain Not Found'

e 23— 'Sinkhole'

URL Category Record Metadata

The eStreamer service transmits metadata containing the category name associated with a URL in a
connection log within a URL Category record, the format of which is shown below. (URL category
information is sent when the version 4 metadata flag—bit 20 in the Request Flags field of a request
message—is set. See Request Flags, page 2-11.) Note that the record field, which appears after the

Message Length field, has a value of 121, indicating a URL Category record.

Byte 0 1 2 3
s [o 2| R EEEERERERE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (121)
Record Length
URL Category ID
Name Length
Name...

The following table describes the fields in the URL Category record.
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Table 4-18 URL Category Record Fields

Field Data Type |Description

URL Category ID  |uint32 ID number of the URL category. This field is
the unique key for this record.

Name Length uint32 The number of bytes included in the name.

Name string The URL category name.

URL Reputation Record Metadata

The eStreamer service transmits metadata containing the reputation (that is, risk level) associated with
a URL in a connection log within a URL Reputation record, the format of which is shown below. (URL
reputation information is sent when the version 4 metadata flag—bit 20 in the Request Flags field of a
request message—is set. See Request Flags, page 2-11.) Note that the URL Reputation metadata record
field, which appears after the Message Length field, has a value of 122, indicating a URL Reputation
metadata record.

Byte 0 1 2 3
s o[ L[ L[ [ PRIRERE LR EEEEERRRL
Header Version (1) Message Type (4)
Message Length

Netmap ID Record Type (122)

Record Length

URL Reputation ID
Name Length
Name...

The following table describes the fields in the URL Reputation record.

Table 4-19 URL Reputation Record Fields

Field Data Type |Description

URL Reputation ID |uint32 ID number of the URL reputation. This field
is the unique key for this record.

Name Length uint32 The number of bytes included in the name.

Name string The URL reputation name.
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Access Control Rule Reason Metadata

The eStreamer service transmits metadata containing information about the reason an access control rule
triggered an intrusion event or connection event within an Access Control Rule Reason record, the
format of which is shown below. Access control rule reason metadata is sent when the Version 4
metadata flag—bit 20 in the Request Flags field of a request message—is set. See Request Flags,

page 2-11. Note that the Record Type field, which appears after the Message Length field, has a value
of 124, indicating an Access Control Rule Reason record. It contains an Access Control Rule Reason
Block (as documented in Access Control Rule Reason Data Block 6.0+, page 4-198). The Access
Control Rule Reason data block is block type 59 in series 2.

Byte 0 1 2 3
. L{tjrfrftjf{rjefr|t|2f2)2)2|2|2(2(2/2|2|3]|3
Bit |0 11213 /4151617819011 12]3/4|5/6/7/8|9/0[1]2(3|4]|5]6|7 8]9]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (124)
Record Length
Access Control Rule Reason Block Type (59)
Access Control Rule Block Length
Access Control Rule Reason
String Block Type (0).
String Block Length.
Description...
The following table describes the fields in the Access Control Rule ID data block.
Table 4-20 Access Control Rule Reason Metadata Fields
Field Data Type |Description
Access Control Rule uint32 Initiates an Access Control Rule Reason block. This value is
Reason Block Type always 59. This is a series 2 data block.
Access Control Rule uint32 Total number of bytes in the Access Control Rule Reason
Reason Block Length block, including eight bytes for the Access Control Rule
Reason block type and length fields, plus the number of bytes
of data that follows.
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Access Control Rule Reason Metadata Fields (continued)

Field Data Type

Description

Access Control Rule uint32

Reason

The reason the Access Control rule logged the connection. This
field is the unique key for this record.
The number of the reason for the rule that triggered the event.

Rule reasons are a binary bitmap in which multiple bits may be
set. There may be several reasons for a rule. The bit values are
as follows:

e 1—1IP Block

e 2 — [P Monitor

e 4 — User Bypass

e 8 — File Monitor

e 16 — File Block

e 32 — Intrusion Monitor

¢ 64 — Intrusion Block

e 128 — File Resume Block

e 256 — File Resume Allow

e 512 — File Custom Detection
e 1024 — SSL Block

e 2048 — DNS Block

¢ 4096 — DNS Monitor

e 8192 — URL Block

e 16384 — URL Monitor

e 32768 — Content Restriction
® 65536 — Intelligent App Bypass
e 131072 — WSA Threat

String Block Type uint32

Initiates a String data block containing the descriptive name
associated with the access control rule reason. This value is
always o.

String Block Length uint32

The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Description field.

Description string

Description of the Access Control rule reason.

Access Control Policy Metadata

The eStreamer service transmits metadata containing information about the access control policy that

triggered an intrusion event or connection event within an Access Control Policy Metadata record, the
format of which is shown below. Access control rule policy metadata is sent when the Version 4 metadata
flag—bit 20 in the Request Flags field of a request message—is set. See Request Flags, page 2-11. Note
that the Record Type field, which appears after the Message Length field, has a value of 145, indicating
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an Access Control Policy Metadata record. It contains an Access Control Policy Metadata Block (as
documented in Access Control Policy Metadata Block 6.0+, page 4-203). The Access Control Policy
Metadata block is block type 64 in series 2.

Byte 0 1 2 3
gic [o[112]s[«]s]e |7« S AT A e R E R R R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (145)
Record Length

Access Control Policy Metadata Block Type (64)

Access Control Policy Metadata Block Length

AC Access Control Policy UUID
Poli

cy Access Control Policy UUID, continued
UuIl

D

Access Control Policy UUID, continued

Access Control Policy UUID, continued

Sensor ID
Poli String Block Type (0)
cy
Na String Block Length
me
Policy Name...

The following table describes the fields in the Access Control Policy data block.
Table 4-21 Access Control Policy Metadata Fields

Field Data Type |Description

Access Control Policy |uint32 Initiates an Access Control Policy Metadata block. This value
Metadata Block Type is always 64. This is a series 2 data block.

Access Control Policy |uint32 Total number of bytes in the Access Control Policy Metadata
Metadata Block Length block, including eight bytes for the Access Control Policy

Metadata block type and length fields, plus the number of bytes
of data that follows.

Access Control Policy |uint8[16] |UUID of the Access Control Policy. This field is the unique key
UUID for this record.

Sensor ID uint32 ID Number of the Sensor associated with the Access Control
policy. This field is the unique key for this record.

Firepower eStreamer Integration Guide
[ 428 | I



| Chapter4 Understanding Discovery & Connection Data Structures

Metadata for Discovery Events

Table 4-21 Access Control Policy Metadata Fields (continued)

Field Data Type |Description

String Block Type uint32 Initiates a String data block containing the descriptive name
associated with the access control policy. This value is always
0.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Name field.

Name string Name of the access control policy.

Prefilter Policy Metadata

The eStreamer service transmits metadata containing information about the prefilter policy that triggered
an intrusion event or connection event within a Prefilter Policy record, the format of which is shown
below. Prefilter Policy metadata is sent when the Version 4 metadata flag—bit 20 in the Request Flags
field of a request message—is set. See Request Flags, page 2-11. Note that the Record Type field, which
appears after the Message Length field, has a value of 146, indicating an Prefilter Policy Metadata
record. It contains an Access Control Policy Metadata Block (as documented in Access Control Policy
Metadata Block 6.0+, page 4-203). The Access Control Policy Metadata block is block type 64 in series

2.
Byte 0 1 2 3
gie [o[1]2]as[s]s]7|s[s ST B[S SR e R R R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (146)
Record Length

Access Control Policy Metadata Block Type (64)

Access Control Policy Metadata Block Length

AC Access Control Policy UUID
Poli

cy Access Control Policy UUID, continued
[810¢

D

Access Control Policy UUID, continued

Access Control Policy UUID, continued

Sensor ID
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Byte 0 1 2 3

. Ll jrfrfujf{ajrfr|t|2)2)2/2|2|2(2(2/2|2(3]3
Bit 10111203 /41516171819 611 12/3/4|5/6/7/8/9]0/1/2(3[4(5/6/7/89/0]1
Poli String Block Type (0)
cy
Na String Block Length
me

Policy Name...

The following table describes the fields in the Prefilter Policy Metadata block.
Table 4-22 Prefilter Policy Metadata Fields

Field Data Type |Description

Prefilter Policy Block |uint32 Initiates an Prefilter Policy block. This value is always 64. This
Type is a series 2 data block.

Prefilter Policy Block |uint32 Total number of bytes in the Prefilter Policy block, including

Length eight bytes for the Prefilter Policy block type and length fields,

plus the number of bytes of data that follows.

Access Control Policy |uint8[16] |UUID of the Access Control Policy. This field, along with the
UUID Sensor ID, makes up the unique key for this record.

Sensor ID uint32 ID Number of the Sensor associated with the Access Control
policy This field, along with the Access Control Policy UUID,
makes up the unique key for this record.

String Block Type uint32 Initiates a String data block containing the descriptive name
associated with the prefilter policy. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Name field.

Name string Name of the prefilter policy.

Tunnel or Prefilter Rule Metadata

The eStreamer service transmits metadata containing information about the reason a tunnel or prefilter
rule triggered an intrusion event or connection event within a Tunnel or Prefilter Rule Reason record, the
format of which is shown below. Tunnel or Prefilter rule reason metadata is sent when the Version 4
metadata flag—bit 20 in the Request Flags field of a request message—is set. See Request Flags,

page 2-11. Note that the Record Type field, which appears after the Message Length field, has a value
of 147, indicating a Tunnel or Prefilter Rule Reason record.

As they are identical in content, it contains an Access Control Rule Reason Block (as documented in
Access Control Rule Data Block, page 4-197). The Access Control Rule Reason data block is block type
59 in series 2.
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Byte 0 1 2 3
. Llrjrfojrfe|frjtefr|2f{2)2(2|2|2]2(2|2|2(3]|3
Bit |0 11213 /4151617819011 12]3/4|5/6/7/8|9/0[1]2(3|4]|5/6|7 8]0]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (147)
Record Length
Tunnel or Prefilter Rule Metadata Block Type (15)
Tunnel or Prefilter Rule Metadata Block Length
Tunnel or Prefilter Rule ID
String Block Type (0)
String Block Length
Name...
The following table describes the fields in the Tunnel or Prefilter Rule metadata block.
Table 4-23 Tunnel or Prefilter Rule Reason Metadata Fields
Field Data Type |Description
Tunnel or Prefilter uint32 Initiates an Access Control Rule block. This value is always 15.
Rule Block Type Notice that this block is used for Tunnel and Prefilter rules in
addition to Access Control rules.
Tunnel or Prefilter uint32 Total number of bytes in the Tunnel or Prefilter Rule block,
Rule Block Length including eight bytes for the Tunnel or Prefilter block type and
length fields, plus the number of bytes of data that follows.
Tunnel or Prefilter uint32 The internal Cisco identifier for the tunnel or prefilter rule.
Rule ID
String Block Type uint32 Initiates a String data block containing the descriptive name

associated with the tunnel or prefilter rule UUID and tunnel or
prefilter rule ID. This value is always o.

String Block Length uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Name field.

Name string The descriptive name.

Security Intelligence Category Metadata

The eStreamer service transmits metadata containing information about the Security Intelligence
category within a Security Intelligence Category record, the format of which is shown below. Security
Intelligence Category metadata is sent when the Version 4 metadata flag—bit 20 in the Request Flags
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field of a request message—is set. See Request Flags, page 2-11. Note that the Record Type field, which
appears after the Message Length field, has a value of 280, indicating a Security Intelligence Category
record. It contains a Security Intelligence Category data block (as documented in Security Intelligence
Category Data Block 5.1+, page 4-200). The Security Intelligence data block is block type 22 in series 2.

Byte 0 1 2 3
. Lirftftfrfrfrfrfrfrf2f2f2f2f2)2(2(2(2[2(3|3
Bit 1O 11213141516171819001112/3]4|5(6|7|8(9 0|1 |2|3[4|5]6/7 8|9]0]1
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (280)
Record Length
Security Intelligence Category Block Type (22)
Security Intelligence Category Block Length
Security Intelligence List ID
Access Control Policy UUID
Access Control Policy UUID, continued
Access Control Policy UUID, continued
Access Control Policy UUID, continued
String Block Type (0)
String Block Length
Security Intelligence List Name...
The following table describes the fields in the Security Intelligence Category record.
Table 4-24 Security Intelligence Category Metadata Fields
Field Data Type |Description
Security Intelligence |uint32 Initiates an Security Intelligence Category data block. This value
Category Block Type is always 22. This is a series 2 data block.
Security Intelligence |uint32 Total number of bytes in the Security Intelligence Category
Category Block block, including eight bytes for the Security Intelligence
Length Category block type and length fields, plus the number of bytes
of data that follows.
Security Intelligence |uint32 The ID of the IP block list or allow list triggered by the
List ID connection. This field, along with Access Control Policy UUID,
makes up the unique key for this record.
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Table 4-24 Security Intelligence Category Metadata Fields (continued)

Field Data Type |Description

Access Control uint8[16] | The UUID of the access control policy configured for Security

Policy UUID Intelligence. This field, along with Security intelligence List ID,
makes up the unique key for this record.

String Block Type uint32 Initiates a String data block containing the descriptive name
associated with the Security Intelligence List. This value is
always o.

String Block Length  |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Security Intelligence List Name field.

Security Intelligence |string The name of the IP category block list or allow list triggered by

List Name

the connection.

Security Intelligence Source/Destination Record

The eStreamer service transmits metadata containing whether a Security Intelligence-detected IP
address is a source IP address or destination IP address within a Security Intelligence Source/Destination
record, the format of which is shown below. (The source/destination IP information is sent when one of
the metadata flags—bits 1, 14, 15, or 20 in the Request Flags field of a request message—is set. See
Request Flags, page 2-11.) Note that the Record Type field, which appears after the Message Length
field, has a value of 281, indicating a Security Intelligence Source/Destination record.

Byte 0 1 2 3
gic [o[112]s]«]s]e |7« TSI AT AR E R R RRER R
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type (281)
Record Length

Security Intelligence Source/Destination ID

Security Intelligence Source/Destination Length

Security Intelligence Source/Destination...

The following table describes the fields in the Security Intelligence Source/Destination record.
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Table 4-25 Security Intelligence Source/Destination Record Fields

Field Data Type |Description

Security Intelligence uint32 The Security Intelligence source/destination ID number. This
Source/ Destination ID field is the unique key for this record.

Security Intelligence uint32 The number of bytes included in the Security Intelligence
Source/ Destination source/destination.

Length

Security Intelligence string Whether the detected IP address is a source or destination IP
Source/ Destination address.

10C State Data Block for 5.3+

The IOC State data block provides information about an Indication of Compromise (IOC). It is block
type of 150 in series 1. It is used by the host tracker to store information about a compromise on a host.
The following diagram shows the structure of an IOC State data block:

Byte 0 1 2 3

L1y rj1|rj1jrj1y2f2,2
0[1(2(3(4|5(6[7|8[9(0|1]2

S W
—_

Bit |0|1]|2|3|4|5|6|7

IOC State Block Type (150)

IOC State Block Length
10C ID Number
Disabled First Seen
First Seen, First Event ID
continued
First Event ID, First Device ID
cont.

First Connection
Time

First Device ID, First Instance ID

cont.

First Counter

First Connection Time, cont.

First Counter, cont. Last Seen
Last Seen, cont. Last Event ID
Last Event ID, Last Device ID
cont.
Last Device ID, Last Instance ID Last Connection
cont. Time
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Byte 0 1 2 3
. Lj1ytj1yrj1|rj1|r{1y2(2122|1212/22|2(2|3/3
Bit |0 11213 /415061 7/819 0011 12]3/4|5/6/7/8|9/0[1]2(3|4]|5/6|7 8]9]0]1
Last Connection Time, cont. Last Counter
Last Counter, cont.
The following table describes the components of the IOC State data block.
Table 4-26 10C State Data Block Fields
Field Data Type |Description
I0C State Data uint32 Initiates an IOC State data block. This value is always 150.
Block Type
I0OC State Data uint32 Total number of bytes in the IOC State data block, including eight
Block Length bytes for the IOC State data block type and length fields, plus the
number of bytes of data that follows.
IOC ID Number  |uint32 Unique ID number for the compromise.
Disabled uint8 Indicates whether the compromise has been disabled on the host:
e 0o — The compromise is not disabled.
e 1 — The compromise is disabled.
First Seen uint32 Unix timestamp of when this compromise was first seen.
First Event ID uint32 ID number of the event on which this compromise was first seen.
First Device ID uint32 ID of the sensor which first detected the IOC.
First Instance ID  |uint16 Numerical ID of the Snort instance on the managed device that first
detected the compromise.

First Connection |uint32 Unix timestamp of the connection where this compromise was first
Time seen.
First Counter uintl6 Counter for the connection on which this compromise was last seen.

Used to differentiate between multiple connections occurring at the

same time.
Last Seen uint32 Unix timestamp of when this compromise was last seen
Last Event ID uint32 ID number of the event on which this compromise was last seen.
Last Device ID uint32 ID of the sensor which most recently detected the IOC.
Last Instance ID  |uintl16 Numerical ID of the Snort instance on the managed device that last
detected the compromise.
Last Connection  |uint32 Unix timestamp of the connection on which this compromise was
Time last seen.
Last Counter uint16 Counter for the connection on which this compromise was last seen.

Used to differentiate between multiple connections occurring at the
same time.
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10C Name Data Block for 5.3+

This is a data block that provides the category and event type for an Indication of Compromise (I0C).
The record type is 161, with a block type of 39 in series 2. It is exposed as metadata for any event that
has IOC information. These include malware events, file events, and intrusion events.

The following diagram shows the structure of an IOC Name data block:

Byte

Bit 0123

4567890

L1yt rj1|rj1|r{1y2(212(2|1212|22
4 6|7 3 5

Header Version (1) Message Type (4)

Message Length

Netmap ID Record Type (161)

Record Length

IOC Name Block Type (39)

IOC Name Block Length

IOC ID Number

Category

String Block Type (0)

String Block Length

Category...

Event Type

String Block Type (0)

String Block Length

Event Type...

The following table describes the fields in the IOC Name data block.

Table 4-27 10C Name Data Block Fields

Field Data Type |Description

I0C Name Data uint32 Initiates an IOC Name data block. This value is always 39.

Block Type

IOC Name Data  |uint32 Total number of bytes in the IOC Name data block, including eight

Block Length bytes for the IOC Name data block type and length fields, plus the
number of bytes of data that follows.

IOC ID Number  |uint32 Unique ID number for the compromise.

String Block Type |uint32 Initiates a String data block containing the category associated with
the compromise. This value is always o.
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10C Name Data Block Fields (continued)

Field Data Type

Description

String Block uint32

Length

The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Category field.

Category string

The category for the compromise. Possible values include:

CnC Connected

Exploit Kit

High Impact Attack
Low Impact Attack
Malware Detected
Malware Executed
Dropper Infection
Java Compromise

Word Compromise

Adobe Reader Compromise
Excel Compromise
PowerPoint Compromise

QuickTime Compromise

String Block Type |uint32

Initiates a String data block containing the event type associated with
the compromise. This value is always o.
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Table 4-27 10C Name Data Block Fields (continued)

Field Data Type |Description

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Event Type field.
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Table 4-27 10C Name Data Block Fields (continued)
Field Data Type |Description
Event Type string The event type for the compromise. Possible values include:

Adobe Reader launched shell
Dropper Infection Detected by AMP for Endpoints
Excel Compromise Detected by AMP for Endpoints

Excel launched shell

Impact 1 Intrusion Event - attempted-admin
Impact 1 Intrusion Event - attempted-user
Impact Intrusion Event - successful-admin

Impact Intrusion Event - successful-user

Impact Intrusion Event - web-application-attack
Impact Intrusion Event - attempted-admin
Impact Intrusion Event - successful-admin

Intrusion Event - successful-user

1
1
1
2

Impact 2 Intrusion Event - attempted-user
2
Impact 2
2

Impact Intrusion Event - web-application-attack
Intrusion Event - exploit-kit

Intrusion Event - malware-backdoor

Intrusion Event - malware-cnc

Java Compromise Detected by AMP for Endpoints

Java launched shell

PDF Compromise Detected by AMP for Endpoints
PowerPoint Compromise Detected by AMP for Endpoints
PowerPoint launched shell

QuickTime Compromise Detected by AMP for Endpoints
QuickTime launched shell

Security Intelligence Event - CnC

Security Intelligence Event - DNS CnC

Security Intelligence Event - DNS Malware

Security Intelligence Event - DNS Phishing
Security Intelligence Event - Sinkhole CnC
Security Intelligence Event - Sinkhole Malware
Security Intelligence Event - Sinkhole Phishing
Security Intelligence Event - URL CnC

Security Intelligence Event - URL Malware

Security Intelligence Event - URL Phishing
Suspected Botnet Detected by AMP for Endpoints
Threat Detected by AMP for Endpoints - Executed

Threat Detected by AMP for Endpoints - Not Executed

Threat Detected in File Transfer
Word Compromise Detected by AMP for Endpoints
Word launched shell
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Discovery Event Header 5.2+

Discovery and connection event messages contain a discovery event header. It conveys the type and
subtype of the event, the time the event occurred, the device on which the event occurred, and the
structure of the event data in the message. This header is followed by the actual host discovery, user, or
connection event data. The structures associated with the different event type/subtype values are
described in Host Discovery Structures by Event Type, page 4-44. This header has IPv6 support, and
deprecates Discovery Event Header 5.0 - 5.1.1.x, page B-106.

The event type and event subtype fields of the discovery event header identify the structure of the
transmitted event message. Once the structure of the event data block is determined, your program can
parse the message appropriately.

The shaded rows in the following diagram illustrate the format of the discovery event header.

Byte 0 1 2 3
s [ L[l PRIEEEEEEREREEEEEEERRRE
Header Version (1) Message Type (4)
Message Length
Netmap ID Record Type
Record Length
eStreamer Server Timestamp (in events, only if bit 23 is set)
Reserved for Future Use (in events, only if bit 23 is set)
Discovery Device ID
Event Header
Legacy IP Address
MAC Address
MAC Address, continued Has IPv6 Reserved for future
use
Event Second
Event Microsecond
Event Type
Event Subtype
File Number (Internal Use Only)
File Position (Internal Use Only)
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Bit 0

1|11 |1|1|1]|1]1
0[1(2](3(4|5(6[7|8[9]0

—_—
[}S)

—_
N
N
N

wW N
[\
[\
N
[\

0 B
N

IPv6 Address
IPv6 Address, continued
IPv6 Address, continued

IPv6 Address, continued

The following table describes the discovery event header.

Table 4-28 Discovery Event Header Fields

Field Data Types |Description

Device ID uint32 ID number of the device that generated the discovery event. You
can obtain the metadata for the device by requesting Version 3
and 4 metadata. See Managed Device Record Metadata,
page 3-35 for more information.

Legacy IP Address  |uint32 This field is reserved but no longer populated. The IPv4 address
is stored in the IPv6 Address field. See IP Addresses, page 1-4 for
more information.

MAC Address uint8[6] MAC address of the host involved in the event.

Has IPv6 uint8 Flag indicating that the host has an IPv6 address.

Reserved for future |uint8 Reserved for future use

use

Event Second uint32 UNIX timestamp (seconds since 01/01/1970) that the system
generated the event.

Event Microsecond |uint32 Microsecond (one millionth of a second) increment that the
system generated the event.

Event Type uint32 Event type (1000 for new events, 1001 for change events, 1002 for
user input events, 1050 for full host profile). See Host Discovery
Structures by Event Type, page 4-44 for a list of available event
types.

Event Subtype uint32 Event subtype. See Host Discovery Structures by Event Type,
page 4-44 for a list of available event subtypes.

File Number byte[4] Serial file number. This field is for Cisco internal use and can be
disregarded.

File Position byte[4] Event’s position in the serial file. This field is for Cisco internal
use and can be disregarded.

IPv6 Address uin8[16] IPv6 address. This field is present and used if the Has IPv6 flag

is set.
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Discovery and Connection Event Types and Subtypes

The values in the Event Type and Event Subtype fields identify and classify the event contained in a host
discovery or user data message. They also identify the structure of the data in the message.

The following table lists the event types and event subtypes for discovery and connection events.

Table 4-29 Discovery and Connection Events by Type and Subtype

Event Name Event Type Event Subtype
New Host 1000 1
New TCP Server 1000 2
New Network Protocol 1000 3
New Transport Protocol 1000 4
New IP to IP Traffic 1000 5
New UDP Server 1000 6
New Client Application 1000 7
New OS 1000 8
New IPv6 to IPv6 Traffic 1000 9
Host IP Address Changed 1001 1
OS Information Update 1001 2
Host IP Address Reused 1001 3
Vulnerability Change 1001 4
Hops Change 1001 5
TCP Server Information Update 1001 6
Host Timeout 1001 7
TCP Port Closed 1001 8
UDP Port Closed 1001 9
UDP Server Information Update 1001 10
TCP Port Timeout 1001 11
UDP Port Timeout 1001 12
MAC Information Change 1001 13
Additional MAC Detected for Host 1001 14
Host Last Seen 1001 15
Host Identified as Router/Bridge 1001 16
Connection Statistics 1001 17
VLAN Tag Information Update 1001 18
Host Deleted: Host Limit Reached 1001 19
Client Application Timeout 1001 20
NetBIOS Name Change 1001 21
NetBIOS Domain Change 1001 22
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Table 4-29 Discovery and Connection Events by Type and Subtype (continued)

Event Name Event Type Event Subtype
Host Dropped: Host Limit Reached 1001 23
Banner Update 1001 24
TCP Server Confidence Update 1001 25
UDP Server Confidence Update 1001 26
Identity Conflict 1001 29
Identity Timeout 1001 30
Secondary Host Update 1001 31
Client Application Update 1001 32
User Set Valid Vulnerabilities (Legacy) 1002 1
User Set Invalid Vulnerabilities (Legacy) 1002 2
User Delete Address (Legacy) 1002 3
User Delete Server (Legacy) 1002 4
User Set Host Criticality 1002 5
Host Attribute Add 1002 6
Host Attribute Update 1002 7
Host Attribute Delete 1002 8
Host Attribute Set Value (Legacy) 1002 9
Host Attribute Delete Value (Legacy) 1002 10
Add Scan Result 1002 11
User Set Vulnerability Qualification 1002 12
User Policy Control 1002 13
Delete Protocol 1002 14
Delete Client Application 1002 15
User Set Operating System 1002 16
User Account Seen 1002 17
User Account Update 1002 18
User Set Server 1002 19
User Delete Address (Current) 1002 20
User Delete Server (Current) 1002 21
User Set Valid Vulnerabilities (Current) 1002 22
User Set Invalid Vulnerabilities (Current) 1002 23
User Host Criticality 1002 24
Host Attribute Set Value (Current) 1002 25
Host Attribute Delete Value (Current) 1002 26
User Add Host 1002 27
User Add Server 1002 28
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Table 4-29 Discovery and Connection Events by Type and Subtype (continued)
Event Name Event Type Event Subtype
User Add Client Application 1002 29
User Add Protocol 1002 30
Reload App 1002 31
Account Delete 1002 32
Connection Statistics 1003 1
Connection Chunks 1003 2
New User Identity 1004 1
User Login 1004 2
Delete User Identity 1004 3
User Identity Dropped: User Limit Reached |1004 4
Failed User Login 1004 5
VPN User Login 1004 8
VPN User Logoff 1004 9
Host IOC Set Type 1008 1
Full Host Profile 1050 N/A
g For information about the data structure used for each event type/subtype, see Host Discovery Structures

by Event Type, page 4-44.

Host Discovery Structures by Event Type

eStreamer builds host discovery event messages based on the event type indicated in the discovery event
header. The following sub-sections describe the high-level structure for each event type:

e New Host and Host Last Seen Messages, page 4-45

e Server Messages, page 4-46

e New Network Protocol Message, page 4-47

e New Transport Protocol Message, page 4-47

e Client Application Messages, page 4-47
e [P Address Change Message, page 4-48

e Operating System Update Messages, page 4-49

e [P Address Reused and Host Timeout/Deleted Messages, page 4-49

e Hops Change Message, page 4-50
e Hops Change Message, page 4-50

e TCP and UDP Port Closed/Timeout Messages, page 4-50

e MAC Address Messages, page 4-51
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Host Identified as a Bridge/Router Message, page 4-51

VLAN Tag Information Update Messages, page 4-52

Change NetBIOS Name Message, page 4-52

Update Banner Message, page 4-53

Policy Control Message, page 4-53

Connection Statistics Data Message, page 4-53

Connection Chunk Message, page 4-54

User Set Vulnerabilities Messages for Version 4.6.1+, page 4-54
User Add and Delete Host Messages, page 4-55

User Delete Server Message, page 4-55

User Set Host Criticality Messages, page 4-56

Attribute Messages, page 4-56

Attribute Value Messages, page 4-57

User Server and Operating System Messages, page 4-57

User Protocol Messages, page 4-58

User Client Application Messages, page 4-58

Add Scan Result Messages, page 4-59

New Operating System Messages, page 4-59

Identity Conflict and Identity Timeout System Messages, page 4-60
Host IOC Set Messages, page 4-60

The data block diagrams in the following sections depict the different record data blocks returned in host
discovery event messages.

New Host and Host Last Seen Messages

Note

New Host and Host Last Seen event messages have a standard discovery event header and a Host Profile
data block (as documented in Host Profile Data Block for 5.2+, page 4-162). The Host Profile data block
is block type 139 in series 1.

Note that the Host Last Seen message includes server information only for servers on the host that have
changed within the Update Interval set in the discovery detection policy. In other words, only servers
that have changed since the system last reported information will be included in the Host Last Seen
message.

The Host Profile data block differs depending on which system version created the message. For
information on legacy versions of the Host Profile data block, see Legacy Host Data Structures,
page B-312.
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Byte 0

Server Messages

Bit 0[1(2[3(4|5(6|7(8]9

Discovery Event Header

Host Profile Data Block

The following TCP and UDP server event messages have a standard discovery event header (as
documented in Discovery Event Header 5.2+, page 4-40) followed by a Server data block (as
documented in Host Server Data Block 4.10.0+, page 4-139, block type 103 in series 1):

~

New TCP Server

New UDP Server

TCP Server Information Update
UDP Server Information Update
TCP Server Confidence Update

UDP Server Confidence Update

Note  The Server data block differs depending on which system version created the message. For information
on the legacy versions of the Server data block, see Understanding Legacy Data Structures, page B-1.

Each of these events use the following format:

Byte 0

Bit |0|1[2(3|4|5|6|7|8|9

—_
—_
—_
—_
—_
—_
—_
—_
—_
8]
8]
(3]
[OS ]
[\
(V0]
[\
8]
0 D
O N

S W
—_

Discovery Event Header

Server Data Block
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New Network Protocol Message
A New Network Protocol event message has a standard discovery event header (as documented in

Discovery Event Header 5.2+, page 4-40) followed by a two-byte field for the network protocol (using
protocol values described in following table).

Byte 0 1 2 3

Bit |0|1[2(3|4|5|6|7|8|9

Discovery Event Header

Network Protocol

New Transport Protocol Message
A New Transport Protocol event message has a standard discovery event header (as documented in

Discovery Event Header 5.2+, page 4-40, block type 4 in series 1) and a one-byte field for the transport
protocol number (using values described in following table).

Byte 0 1 2 3

Bit01234567890

Discovery Event Header

Transport Protocol

Client Application Messages

New Client Application, Client Application Update, and Client Application Timeout events have the
same format and contain a standard discovery event header (as documented in Discovery Event Header
5.2+, page 4-40) followed by a Client Application data block (see Host Client Application Data Block
for 5.0+, page 4-155, block type 122 in series 1). The discovery event header has a different record type,
event type, and event subtype, depending on the event transmitted.

Note  The Client Application data block differs depending on the system version that created the message. For
information on the legacy version of the Client Application data block, see Understanding Legacy Data
Structures, page B-1.
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Byte 0 1 2 3

Bit 0[1(2[3(4|5(6|7(8]9

Discovery Event Header

Client Application Data Block

IP Address Change Message

The following host discovery messages have a standard discovery event header (as documented in
Discovery Event Header 5.2+, page 4-40) and two different forms, structures, one with four bytes for the
IP address and one with 16 bytes for the IP address.

Four bytes are used for the IP address (in IP address octets) in the following case:
e New IPv4 to IPv4 Traffic
e Host IP Address Changed, when the RNA event version is less than 10

Byte 0 1 2 3

Bit 0123456789(1)1

—
—
—
—
—
—
—

1]2)2]2|2(2]|2]2]2(2]|2
112|13(4|5(6/7[8|9[0|1]2|3 5 8

Discovery Event Header

IP Address

16 bytes are used for the IP address in the following cases:
e New IPv6 to IPv6 Traffic
e Host IP Address Changed, when the RNA event version is 10
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Byte 0 1 2 3

Bit 0[1(2[3(4|5(6|7(8]9

Discovery Event Header

IP Address
IP Address, continued
IP Address, continued

IP Address, continued

Operating System Update Messages
The OS Information Update event message has a standard discovery event header (as documented in

Discovery Event Header 5.2+, page 4-40) followed by an Operating System data block (as documented
in Operating System Data Block 3.5+, page 4-86, block type 53 in series 1).

Byte 0 1 2 3

Bit [0]1|2]3/4|5|6|7]|8]9

Discovery Event Header

Operating System Data Block

IP Address Reused and Host Timeout/Deleted Messages
The following host event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) with no other data:
e Host IP Address Reused
¢ Host Timeout

e Host Deleted: Host Limit Reached
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e Host Dropped: Host Limit Reached

Byte 0 1 2 3

Bit01234567890

Discovery Event Header

Hops Change Message

A Hops Change event message has a standard discovery event header (as documented in Discovery Event
Header 5.2+, page 4-40) followed by a one-byte field for the hops count.

Byte 0 1 2 3

Bit 0/1]2|3]4|5|6[7|8]9

S W
—_

Discovery Event Header

Hops

TCP and UDP Port Closed/Timeout Messages

TCP and UDP Port Closed and Port Timeout event messages have a standard discovery event header (as
documented in Discovery Event Header 5.2+, page 4-40) followed by a two-byte field for the port
number.

Byte 0 1 2 3

Bit012345678901234

Discovery Event Header

Port

Firepower eStreamer Integration Guide
[ 450 | I



| Chapter4 Understanding Discovery & Connection Data Structures

Metadata for Discovery Events

MAC Address Messages

MAC Information Change and Additional MAC Detected for Host messages have a standard discovery
event header (as documented in Discovery Event Header 5.2+, page 4-40), 1 byte for the TTL value, 6
bytes for the MAC address, and 1 byte to indicate whether the MAC address was detected via
ARP/DHCEP traffic as the actual MAC address.

Note  If you receive MAC address messages from a system running version 4.9.x, you must check for the
length of the MAC address data block and decode accordingly. If the data block is 8 bytes in length (16
bytes with the header), see MAC Address Messages, page 4-51. If the data block is 12 bytes in length
(20 bytes with the header), see Host MAC Address 4.9+, page 4-115.

Note that the MAC address data block header is not used within MAC Information Change and
Additional MAC Detected for Host messages.

Byte 0 1 2 3

[« N O8]
—_

Bit [0[1(2/3/4]5/6/7[8/9/,

Discovery Event Header

TTL

MAC Address ARP/DHCP

Host Identified as a Bridge/Router Message

A Host Identified as a Bridge/Router event message has a standard discovery event header (as
documented in Discovery Event Header 5.2+, page 4-40) followed by a four-byte field for the value that
matches the host type:

e o — Host

e 1 — Router

e 2 — Bridge
Byte 0 1 2 3

. il i [2]22T2]2T2T22T2 12133
Bit  JO[112131415/617\/819 011 12/3 4|5|6|7|8(09]0[1|2/3]4|5/6/7|8 9]0 1

Discovery Event Header

Host Type
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VLAN Tag Information Update Messages
The VLAN Tag Information Update event has a standard discovery event header (as documented in

Discovery Event Header 5.2+, page 4-40) followed by VLAN data block (as documented in VLAN Data
Block, page 4-76). The VLAN Data block is block type 14 in the series 1 group of blocks.

Byte 0 1 2 3

Bit 0[1(2[3(4|5(6|7(8]9

Discovery Event Header

VLAN Data Block

Change NetBIOS Name Message

A Change NetBIOS Name event message has a standard discovery event header (as documented in
Discovery Event Header 5.2+, page 4-40) followed by a String Information data block (as documented
in String Information Data Block, page 4-78). The String Information data block is block type 35 in
series 1.

Note  The Change NetBIOS Domain event is not currently generated by the Firepower System.

Byte 0 1 2 3

[N OS]
—_

Bit 012345678901234

Discovery Event Header

String Information Data Block
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Update Banner Message
An Update Banner event message has a standard discovery event header (as documented in Discovery

Event Header 5.2+, page 4-40) followed by a Server Banner data block (as documented in Server Banner
Data Block, page 4-77). The server banner data block is block type 37 in series 1.

Byte 0 1 2 3

Bit |0|1[2(3|4|5|6|7|8|9

Discovery Event Header

Server Banner Data Block

Policy Control Message

The Policy Control Message event has a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a Policy Control Message data block. The format of the
Policy Control Message data block differs depending on the system version. For information on policy
control message data block format for the current version, see Policy Engine Control Message Data
Block, page 4-86.

Byte 0 1 2 3

Bit [0]1|2]3/4|5|6|7]|8]9

O W
—_

Discovery Event Header

Policy Control Message Data Block

Connection Statistics Data Message

The Connection Statistics event has a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a Connection Statistics data block. The documentation of
each version of the Connection Statistics data block includes the system versions that use it. For
information on the connection statistics data block format for version 6.1+, see Connection Statistics
Data Block 7.0+, page 4-118.
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S

Note  The Connection Statistics data block differs depending on which system version created the message.
For information on legacy versions, see the Connection Statistics data block in Understanding Legacy
Data Structures, page B-1.

Byte 0 1 2 3

Bit |0|1)2)3/4/5/6/718/9 4] |2/3/a|5|6|7]8]9]0

—_—
[}S)

Discovery Event Header

Connection Statistics Data Block

Connection Chunk Message

The Connection Chunk event has a standard discovery event header (as documented in Discovery Event
Header 5.2+, page 4-40) followed by a Connection Chunk data block. The format differs depending on
the system version. For information on connection chunk data block format for the current version, see
Connection Chunk Data Block for 6.1+, page 4-100. The Connection Chunk data block is block type 136
in series 1.

Byte 0 1 2 3

Bit O] 112131415/6/7|81914112/3/4/5|6/7/8(9]0

—_—
[\S)

Discovery Event Header

Connection Chunk Data Block

User Set Vulnerabilities Messages for Version 4.6.1+

User Set Valid Vulnerabilities, User Set Invalid Vulnerabilities, and User Vulnerability Qualification
messages use the same data format: the standard discovery event header (see Discovery Event Header
5.2+, page 4-40) followed by a User Vulnerability change data block (see User Vulnerability Change
Data Block 4.7+, page 4-106, block type 80 in series 1). They are differentiated by record type, event
type, and event subtype.
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Byte 0 1 2 3

Bit |0|1[2(3|4|5|6|7|8|9

Discovery Event Header

User Vulnerability Change Data Block

User Add and Delete Host Messages

The following host input event messages have the standard discovery event header (see Discovery Event
Header 5.2+, page 4-40) followed by a User Hosts data block (see User Hosts Data Block 4.7+,
page 4-105, block type 78 in series 1):

e User Delete Address
e User Add Hosts

Byte 0 1 2 3

Bit |0|1]2|3/4|5]/6|7|8]|9

[N OS]
—_

Discovery Event Header

User Hosts Data Block

User Delete Server Message

User Delete Server messages have the standard discovery event header (see Discovery Event Header
5.2+, page 4-40) followed by a User Server List data block (see User Server List Data Block,
page 4-104). The User Server List data block is block type 77 in series 1.
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Byte 0 1 2 3

Bit 0[1(2[3(4|5(6|7(8]9

Discovery Event Header

User Server List Data Block

User Set Host Criticality Messages
User Set Host Criticality messages have the standard discovery event header (see Discovery Event

Header 5.2+, page 4-40) followed by a User Criticality Change data block (see User Criticality Change
Data Block 4.7+, page 4-108). The User Criticality Change data block is block type 81 in series 1.

Byte 0 1 2 3

Bit 0/1/2]3[4]5]6(7|8/9],

Discovery Event Header

User Criticality Change Data Block

Attribute Messages

The following event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by an Attribute Definition data block (as documented in
Attribute Definition Data Block for 4.7+, page 4-87, block type 55 in series 1):

e Add Host Attribute
e Update Host Attribute
e Delete Host Attribute

Each of these events use the following format:
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Byte 0 1 2 3

Bit |0|1[2(3|4|5|6|7|8|9

Discovery Event Header

Attribute Definition Data Block

Attribute Value Messages

The following event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a User Attribute Value data block (as documented in User
Attribute Value Data Block 4.7+, page 4-109, block type 82 in series 1):

e Set Host Attribute Value
e Delete Host Attribute Value

Each of these events use the following format:

Byte 0 1 2 3

Bit |0[1]2/3]4]5/6[7[8/9],

Discovery Event Header

User Attribute Value Data Block

User Server and Operating System Messages

The following event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a User Product data block (as documented in User Product
Data Block 5.1+, page 4-170, block type 60 in series 1):

e Set Operating System Definition
e Set Server Definition
e Add Server

Each of these events use the following format:
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Byte 0 1 2 3

. Ty rjrf{rj1ry1|1|2(2(2(2(2(2(2(2|2|2
Bit 0[1(2[3(4|5(6|7(8]9 3 5 8

Discovery Event Header

User Product Data Block

User Protocol Messages

The following event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a User Protocol List data block (as documented in User
Protocol List Data Block 4.7+, page 4-111, block type 83 in series 1):

e Delete Protocol
e Add Protocol

Each of these events use the following format:

Byte 0 1 2 3

. Tirjrjrprjrfrjrfrjr|{2f2j2{2f(2(2(2/2(2|2
Bit 0123456789 3 5 8

Discovery Event Header

User Protocol List Data Block

User Client Application Messages

The following event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a User Client Application List data block (as documented in
User Client Application List Data Block, page 4-93, block type 60 in series 1):

e Delete Client Application
e Add Client Application

Each of these events use the following format:
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Byte 0 1 2 3

. Tyt rjrf{rj1ry1|/1|2(2(2(2(2(2(2(2|2|2
Bit [(0|1]2]3]4|5[6|7|8]|9 6 3 5 8

Discovery Event Header

User Client Application List Data Block

Add Scan Result Messages

The Add Scan Result event message has a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) followed by a Scan Results data block (as documented in Scan Result
Data Block 5.2+, page 4-136). The Scan Result data block is block type 142 in series 1.

This event uses the following format:

Byte 0 1 2 3

. L1yt rj1|rj1|rj12212(2|1212/2(2|2/2
Bit |0|1]2(3|/4|5/6|7|8|9 3 P

Discovery Event Header

Scan Result Data Block

New Operating System Messages

The New OS event message has a standard discovery event header (as documented in Discovery Event
Header 5.2+, page 4-40) followed by an Operating System Fingerprint data block (as documented in
Operating System Fingerprint Data Block 5.1+, page 4-159).

This event uses the following format:
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Byte 0 1 2 3

Bit |0|1[2(3|4|5|6|7|8|9

Discovery Event Header

Operating System Fingerprint Data Block

Identity Conflict and Identity Timeout System Messages

The Identity Conflict and Identity Timeout event messages each have a standard discovery event header
(as documented in Discovery Event Header 5.2+, page 4-40) followed by an Identity data block (as
documented in Identity Data Block, page 4-113). The Identity data block is block type 94 in series 1.
These messages are generated when there are conflicts or timeouts in a fingerprint source identity.

This event uses the following format:

Byte 0 1 2 3

Bit 0123456789

S W
—_

Discovery Event Header

Identity Data Block

Host I0C Set Messages

The Host IOC Set message has a standard discovery event header (as documented in Discovery Event
Header 5.2+, page 4-40) followed by an integer data block (as documented in Integer (INT32) Data
Block, page 4-76). This integer data block contains the ID number of the IOC set for the host.

This event uses the following format:
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Byte 0 1 2 3

Bit |0|1[2(3|4|5|/6|7|8|9

Discovery Event Header

Integer Data Block

User Data Structures by Event Type

eStreamer builds user event messages based on the event type indicated in the discovery event header.
The following sub-sections describe the high-level structure for each event type:

e User Modification Messages, page 4-61
e User Information Update Message Block, page 4-62

User Modification Messages

When any of the following events occurs through system detection, a user modification message is sent:
e anew user is detected (a New User Identity event—event type 1004, subtype 1)
e auser is removed (a Delete User Identity event—event type 1004, subtype 3)
e auser is dropped (a User Identity Dropped: User Limit Reached event—event type 1004, subtype 4)

User Modification event messages have a standard discovery event header (as documented in Discovery
Event Header 5.2+, page 4-40) and a User Information data block (as documented in User Information
Data Block for 6.0+, page 4-187). The User Information data block is block type 120 in series 1.

Byte 0 1 2 3

Bit |0[1]2/3]4]5/6[7[8/9],

Discovery Event Header

User Information Data Block
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User Information Update Message Block

When the login changes for a user (a User Login event—event type 1004, subtype 2) detected by the
system, a user information update message is sent. This block is also used when a user login fails (a
failed user login event—event type 1004, subtype 5), when a VPN user logs in (a VPN user login
event—event type 1004, subtype 8) or a VPN user logs off (a VPN user logoff event—event type 1004,
subtype 9).

User Information Update event messages have a standard discovery event header (as documented in
Discovery Event Header 5.2+, page 4-40) and a User Login Information data block (as documented in
User Login Information Data Block 6.2+, page 4-192). The User Login Information data block is block
type 121 in series 1.

Byte 0 1 2 3

. L1yt rj1|rj1|rj12(212(2|1212|2(2|2/2
Bit |0[1]2|3/4|5]/6|7|8]|9 3 5 8

Discovery Event Header

User Login Information Data Block

Understanding Discovery (Series 1) Blocks

Most discovery and connection events incorporate one or more data blocks from the series 1 group of
data structures. Each series 1 data block type conveys a particular type of information. The block type
number appears in the data block header which precedes the data in the block. For information on block
header format, see Data Block Header, page 2-24.

Series 1 Data Block Header

The series 1 data block header, like the series 2 block header, has two 32-bit integer fields that contain
the block’s type number and the block length.

Byte 0 1 2 3

. 11111 ]1|1]1]1
Bit (0| 1)2)3/4/5/6/718/9 4] |2/3/a|5|6|7]8]9]0

—_
N
— N
NSRS}
wW N
N
W N
[\
8]
0 N
S}

Data Block Type

Data Block Length
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The data block length field contains the number of bytes in the entire data block, including the eight
bytes of the two data block header fields.

For some block series 1 types, the block header is followed immediately by raw data. In more complex
block types, the header may be followed by standard fixed length fields or by the header of a series 1
primitive block that encapsulates another series 1 data block or list of blocks.

Series 1 Primitive Data Blocks

Both series 1 and series 2 blocks include a set of primitives that encapsulate lists of variable-length
blocks as well as variable-length strings and BLOBs within messages. These primitive blocks have the
standard series 1 block header discussed above. These primitives appear only within other series 1 data
blocks. Any number can be included in a given block type. For details on the structure of the primitive
blocks, see the following:

e String Data Block, page 4-71
e BLOB Data Block, page 4-72
e List Data Block, page 4-72

e Generic List Block, page 4-73

Host Discovery and Connection Data Blocks

For the list of block types in host discovery and connection events, see Table 4-30 on page 4-63. The
block types in user events are described in Table 4-86 on page 4-177. These are all Series 1 data blocks.

Each entry in the table below contains a link to the subsection where the data block is defined. For each
block type, the status (current or legacy) is indicated. A current data block is the latest version. A legacy
data block is one that is used for an older version of the product, and the message format can still be
requested from eStreamer.

Table 4-30 Host Discovery and Connection Data Block Types

Type Content Data Block Status |Description

0 String Current Contains string data. See String Data Block,
page 4-71 for more information.

1 Sub-Server Current Contains information about a sub-server detected on
a server. See Sub-Server Data Block, page 4-74 for
more information.

4 Protocol Current Contains protocol data. See Protocol Data Block,
page 4-75 for more information.

7 Integer Data Current Contains integer (numeric) data. See Integer
(INT32) Data Block, page 4-76 for more
information.

10 BLOB Current Contains a raw block of binary data and is used

specifically for banners. See BLOB Data Block,
page 4-72 for more information.
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Table 4-30 Host Discovery and Connection Data Block Types (continued)

Type Content Data Block Status |Description

11 List Current Contains a list of other data blocks. See List Data
Block, page 4-72 for more information.

14 VLAN Current Contains VLAN information. See VLAN Data
Block, page 4-76 for more information.

20 Intrusion Impact |Current Contains intrusion impact alert information.

Alert Intrusion impact alert events have slightly different
headers than other data blocks. See Intrusion Impact
Alert Data 5.3+, page 3-17 for more information.

31 Generic List Current Contains generic list information, for example, to
encapsulate lists of blocks, such as Client
Application blocks, in the Host Profile block. See
Generic List Block, page 4-73 for more information.

35 String Current Contains string information. For example, when

Information used in the Scan Vulnerability data block, the String
Information data block contains the CVE
identification number data. See String Information
Data Block, page 4-78.

37 Server Banner Current Contains server banner data. See Server Banner Data
Block, page 4-77 for more information.

38 Attribute Legacy Contains the host attribute address (as documented

Address in earlier versions of the product). The successor
block is 146.

39 Attribute List Current Contains a host attribute list item value. See

Item Attribute List Item Data Block, page 4-81 for more
information.

42 Host Client Legacy Contains client application information for New

Application Client Application events (as documented for earlier
versions of the product).

47 Full Host Profile |Legacy Contains complete host profile information (as
documented in earlier versions of the product).

48 Attribute Value |Current Contains attribute identification numbers and values
for host attributes. See Attribute Value Data Block,
page 4-82 for more information.

51 Full Sub-Server |Current Contains information about a sub-server detected on
a server. Referenced in Full Server information
blocks and in full host profiles. Includes
vulnerability information for each sub-server. See
Full Sub-Server Data Block, page 4-84 for more
information.

53 Operating Current Contains operating system information for Version

System 3.5+. See Operating System Data Block 3.5+,
page 4-86 for more information.

54 Policy Engine Current Contains information on user policy control

Control Message changes. See Policy Engine Control Message Data

Block, page 4-86 for more information.
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Table 4-30 Host Discovery and Connection Data Block Types (continued)

Type Content Data Block Status |Description

55 Attribute Current Contains information on attribute definitions. See

Definition Attribute Definition Data Block for 4.7+, page 4-87
for more information.

56 Connection Legacy Contains information for connection statistics events

Statistics in 4.7 - 4.9.0 (as documented in earlier versions of
the product).

57 User Protocol Current Contains protocol information from user input. See
User Protocol Data Block, page 4-90 for more
information.

59 User Client Legacy Contains client application data from user input. See

Application User Client Application Data Block for 5.0 - 5.1,
page B-109 for more information. Superseded by
block 138.
60 User Client Current Contains lists of user client application data blocks.
Application List See User Client Application List Data Block,
page 4-93 for more information.
61 IP Range Legacy Contains IP address range specifications. See IP
Specification Range Specification Data Block for 5.0 - 5.1.1.x,
page B-348 for more information. Superseded by
block 141.
62 Attribute Current Contains an attribute name and value. See Attribute
Specification Specification Data Block, page 4-96 for more
information.

63 MAC Address Current Contains MAC address range specifications. See

Specification MAC Address Specification Data Block, page 4-98
for more information.

64 IP Address Current Contains lists of IP and MAC address specification

Specification blocks. See Address Specification Data Block,
page 4-99 for more information.

65 User Product Legacy Contains host input data imported from a third-party
application, including third-party application string
mappings. See User Product Data Block for 5.0.x,
page B-113 for more information. The successor
block type 118 introduced for 5.0 has an identical
structure as block type 65.

66 Connection Legacy Contains connection chunk information. See

Chunk Connection Chunk Data Block for 5.0 - 5.1,
page B-160 for more information. The successor
block type 119 introduced for 5.0 has an identical
structure as block type 66.

67 Fix List Current Contains a fix that applies to a host. See Fix List
Data Block, page 4-102 for more information.

71 Generic Scan Legacy Contains results from an Nmap scan (as documented

Results

in earlier versions of the product).
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Table 4-30 Host Discovery and Connection Data Block Types (continued)

Type Content Data Block Status |Description

72 Scan Result Legacy Contains results from a third-party scan (as
documented in earlier versions of the product).

76 User Server Current Contains server information from a user input event.
See User Server Data Block, page 4-102 for more
information.

77 User Server List |Current Contains lists of user server blocks. See User Server

List Data Block, page 4-104 for more information.

78 User Hosts Current Contains information about host ranges from a user
host input event. See User Hosts Data Block 4.7+,
page 4-105 for more information.

79 User Legacy Contains information about a vulnerability for a host
Vulnerability or hosts (as documented in earlier versions of the
product). The successor block introduced for version
5.0 has block type 124.

80 User Host Current Contains lists of deactivated or activated
Vulnerability vulnerabilities. See User Vulnerability Change Data
Change Block 4.7+, page 4-106 for more information.

81 User Criticality |Current Contains information on criticality changes for a

host or host. See User Criticality Change Data Block
4.7+, page 4-108 for more information.

82 User Attribute Current Contains attribute value changes for a host or hosts.
Value See User Attribute Value Data Block 4.7+,

page 4-109 for more information.

83 User Protocol Current Contains lists of protocols for a host or hosts. See
List User Protocol List Data Block 4.7+, page 4-111 for

more information.

85 Vulnerability Current Contains vulnerabilities that apply to a host. See
List Host Vulnerability Data Block 4.9.0+, page 4-112

for more information.

86 Scan Legacy Contains information on vulnerabilities detected by
Vulnerability a scan (as documented in earlier versions of the

product).

87 Operating Legacy Contains lists of operating system fingerprints. See
System Operating System Fingerprint Data Block for 5.0 -
Fingerprint 5.0.2, page B-142 for more information. The

successor block introduced for version 5.1 has block
type 130.

88 Server Legacy Contains server information used in server
Information fingerprints (as documented in earlier versions of the

product).

89 Host Server Legacy Contains server information for a host (as

documented in earlier versions of the product).

90 Full Host Server |Legacy Contains server information for a host (as
documented in earlier versions of the product).
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Table 4-30 Host Discovery and Connection Data Block Types (continued)
Type Content Data Block Status |Description
91 Host Profile Legacy Contains profile information for a host. See Host

Profile Data Block for 5.2+, page 4-162 for more
information. The successor block introduced for
version 5.1 has block type 132.

92 Full Host Profile |Legacy Contains complete host profile information (as
documented in earlier versions of the product).
Supersedes data block 47.

94 Identity Data Current Contains identity data for a host. See Identity Data
Block, page 4-113 for more information.
95 Host MAC Current Contains MAC address information for a host. See
Address Host MAC Address 4.9+, page 4-115 for more
information.
96 Secondary Host |Current Contains lists of MAC address information reported
Update by a secondary Secondary Host Update, page 4-116.
97 Web Application |Legacy Contains lists of web application data (as

documented in earlier versions of the product). The
successor block introduced for version 5.0 has block
type 123.

98 Host Server Legacy Contains server information for a host (as
documented in earlier versions of the product).

99 Full Host Server |Legacy Contains server information for a host (as
documented in earlier versions of the product).

100 Host Client Legacy Contains client application information for New
Application Client Application events (as documented in earlier
versions of the product). The successor block type
122 introduced for version 5.0 has the same structure
as block type 100.

101 Connection Legacy Contains information for connection statistics events
Statistics in 4.9.1+ (as documented in earlier versions of the
product).
102 Scan Results Legacy Contains information about a vulnerability and is

used within Add Scan Result events. See Scan Result
Data Block 5.0 - 5.1.1.x, page B-111.

103 Host Server Current Contains server information for a host. See Host
Server Data Block 4.10.0+, page 4-139 for more
information.

104 Full Host Server |Current Contains server information for a host. See Full Host
Server Data Block 4.10.0+, page 4-140 for more
information.

105 Server Legacy Contains server information used in server

Information fingerprints. See Server Information Data Block for

4.10.x,5.0-5.0.2, page 4-144 for more information.
The successor block type 117 introduced for 5.0 has
an identical structure as block type 105.

Firepower eStreamer Integration Guide
| g oo



Chapter 4

Understanding Discovery & Connection Data Structures |

I Host Discovery and Connection Data Blocks

Table 4-30 Host Discovery and Connection Data Block Types (continued)
Type Content Data Block Status |Description
106 Full Server Current Contains information about a server detected on a
Information host. See Full Server Information Data Block,
page 4-147 for more information.
108 Generic Scan Current Contains results from an Nmap scan. See Generic
Results Scan Results Data Block for 4.10.0+, page 4-149 for
more information.
109 Scan Current Contains information on vulnerabilities detected by
Vulnerability a third-party scan. See Scan Vulnerability Data
Block for 4.10.0+, page 4-151.
111 Full Host Profile |Legacy Contains complete host profile information. See Full
Host Profile Data Block 5.0 - 5.0.2, page B-313 for
more information. Supersedes data block 92.
112 Full Host Client |Current Contains client application information for New
Application Client Application events and includes a list of
vulnerabilities. See Full Host Client Application
Data Block 5.0+, page 4-154 for more information.
115 Connection Legacy Contains information for connection statistics events
Statistics in 5.0 - 5.0.2. See Connection Statistics Data Block
5.0 - 5.0.2, page B-144 for more information. The
successor block introduced for version 5.1 has block
type 126.
117 Server Current Contains server information used in server
Information fingerprints. See Server Information Data Block for
4.10.x, 5.0 - 5.0.2, page 4-144 for more information.
118 User Product Legacy Contains host input data imported from a third-party
application, including third-party application string
mappings. See User Product Data Block for 5.0.x,
page B-113 for more information. The predecessor
block type 65, superseded in 5.0, has the same
structure as this block type. The successor block
introduced for version 5.1 has block type 132.
119 Connection Legacy Contains connection chunk information for versions
Chunk 4.10.1 - 5.1. See Connection Chunk Data Block for
5.0 - 5.1, page B-160 for more information. The
successor block is 136.
122 Host Client Current Contains client application information for New
Application Client Application events for version 5.0+. See Host
Client Application Data Block for 5.0+, page 4-155
for more information. It supersedes block type 100.
123 Web Application |Current Contains web application data for version 5.0+. See
Web Application Data Block for 5.0+, page 4-117
for more information. It supersedes block type 97.
124 User Current Contains information about a vulnerability for a host
Vulnerability or hosts. See User Vulnerability Data Block 5.0+,

page 4-157. It supersedes block type 79.
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Table 4-30 Host Discovery and Connection Data Block Types (continued)

Type Content Data Block Status |Description

125 Connection Legacy Contains information for connection statistics events
Statistics in 4.10.2 (as documented in earlier versions of the

product). The successor block introduced for version
5.1 has block type 115.

126 Connection Legacy Contains information for connection statistics events

Statistics in 5.1. See Connection Statistics Data Block 5.1,
page B-148 for more information. It supersedes
block type 115. This block type is superseded by
block type 137.

130 Operating Current Contains lists of operating system fingerprints. See
System Operating System Fingerprint Data Block 5.1+,
Fingerprint page 4-159 for more information. It supersedes

block type 87.

131 Mobile Device |Current Contains information about a detected mobile

Information device’s hardware. See Mobile Device Information
Data Block for 5.1+, page 4-161 for more
information.

132 Host Profile Legacy Contains profile information for a host. See Full
Host Profile Data Block 5.2.x, page B-330 for more
information. It supersedes block type 91.
Superseded by block 139.

134 User Product Current Contains host input data imported from a third-party
application, including third-party application string
mappings. See User Product Data Block 5.1+,
page 4-170 for more information. This supersedes
the predecessor block type 118.

135 Full Host Profile |Legacy Contains complete host profile information. See Full
Host Profile Data Block 5.1.1, page B-322 for more
information. Supersedes data block 111.

136 Connection Current Contains connection chunk information. See

Chunk Connection Chunk Data Block for 6.1+, page 4-100
for more information. Supersedes block 119.

137 Connection Legacy Contains information for connection events in 5.1.1.

Statistics See Connection Chunk Data Block for 5.0 - 5.1,
page B-160 for more information. It supersedes
block type 126. It is superseded by block type 144.
138 User Client Current Contains client application data from user input. See
Application User Client Application Data Block for 5.1.1+,
page 4-92 for more information. It supersedes block
type .
139 Host Profile Current Contains profile information for a host. See Host

Profile Data Block for 5.2+, page 4-162 for more
information. It supersedes block type 132.
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Table 4-30 Host Discovery and Connection Data Block Types (continued)
Type Content Data Block Status |Description
140 Full Host Profile |Legacy Contains complete host profile information. See Full

Host Profile Data Block 5.3+, page 5-1 for more
information. Supersedes data block 135.

141 IP Range Current Contains IP address range specifications. See IP
Specification Address Range Data Block for 5.2+, page 4-95 for
more information. It supersedes block 61.

142 Scan Results Current Contains information about a vulnerability and is
used within Add Scan Result events. See Scan Result
Data Block 5.2+, page 4-136. It supersedes block
102.

143 Host IP Current Contains a host’s IP address and last seen
information. See Host IP Address Data Block,
page 4-97 for more information.

144 Connection Legacy Contains information for connection events in 5.2.x.
Statistics See Connection Statistics Data Block 5.2.x,

page B-154 for more information. It supersedes
block type 137.

146 Attribute Current Contains the host attribute address for 5.2+. See
Address Attribute Address Data Block 5.2+, page 4-79 for
more information. It supersedes block type 38.
148 User IOC Current Contains information about user changes to IOCs.
Change See User IOC Change Data Block 5.3+, page 4-80

for more information.

149 Full Host Profile |Current Contains complete host profile information. See Full
Host Profile Data Block 5.3+, page 5-1 for more
information. Supersedes data block 135.

152 Connection Legacy Contains information for connection events in 5.3+.
Statistics See Connection Statistics Data Block 5.3,

page B-169 for more information. It supersedes
block type 144.

154 Connection Legacy Contains information for connection events in 5.3.
Statistics See Connection Statistics Data Block 5.3.1,

page B-175 for more information. It supersedes
block type 152.

155 Connection Legacy Contains information for connection events in 5.4.
Statistics See Connection Statistics Data Block 5.4,

page B-182 for more information. It supersedes
block type 154.

157 Connection Legacy Contains information for connection events in 5.4.1.
Statistics See Connection Statistics Data Block 5.4.1,

page B-195 for more information. It supersedes
block type 155.
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Table 4-30 Host Discovery and Connection Data Block Types (continued)

Type Content Data Block Status |Description

160 Connection Legacy Contains information for connection events in 5.4.1.
Statistics See Connection Statistics Data Block 6.0.x,

page B-208 for more information. It supersedes
block type 157.

163 Connection Current Contains information for connection events in 6.0+.
Statistics See Connection Statistics Data Block 7.0+,

page 4-118 for more information. It supersedes
block type 160.

String Data Block

Note

The String data block is used for sending string data in series 1 blocks. It commonly appears within other
series 1 data blocks to describe, for example, operating system or server names.

Empty string data blocks (string data blocks containing no string data) have a block length value of 8
and are followed by zero bytes of string data. An empty string data block is returned when there is no
content for the string value, as might happen, for example, in the OS vendor string field in an Operating
System data block when the vendor of the operating system is unknown.

The String data block has a block type of O in the series 1 group of blocks.

Strings returned in this data block are not always null-terminated (that is, they are not always terminated
with a 0).

The following diagram shows the format of the String data block:

Byte 0 1 2 3
. Plrfrfrftfrftfrftfr|{2f2)2(2]2(2]2]2]2]2(3]|3
Bit 1O 112)3141516171819001112/3]4|5(6|7|8(9 0|1 |2|3[4]5/6/7 8|9]0]1
String Block Type (0)
String Block Length
String Data...
The following table describes the fields of the String data block.
Table 4-31 String Data Block Fields
Field Data Type |Description
String Block Type uint32 Initiates a String data block. This value is always o.
String Block Length |uint32 Combined length of the string data block header and string data.
String Data string Contains the string data and may contain a terminating character
(null byte) at the end of the string.
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BLOB Data Block

The BLOB data block can be used to convey binary data. For example, it is used to hold the server banner
captured by the system. The BLOB data block has a block type of 10 in the series 1 group of blocks.

The following diagram shows the format of the BLOB data block:

Byte 0 1 2 3
. L1111 |rj1|1r{1,22122|1212/22|2(2|3/|3
Bit 0117273 )415/6/718 /901 1]2(3/4|5/6/7/8/9/0/12/3|4|5/6/7 8901
BLOB Block Type (10)
BLOB Block Length
BLOB Binary Data...
The following table describes the fields of the BLOB data block.
Table 4-32 BLOB Data Block Fields
Field Data Type |Description
BLOB Block Type |uint32 Initiates a BLOB data block. This value is always 10.
BLOB Block uint32 Number of bytes in the BLOB data block, including eight bytes for
Length the BLOB block type and length fields, plus the length of the binary
data that follows.
Binary Data variable Contains binary data, typically a server banner.

List Data Block

The List data block is used to encapsulate a list of series 1 data blocks. For example, if a list of TCP
servers is being transmitted, the Server data blocks containing the data are encapsulated in a List data
block. The List data block has a block type of 11 in the series 1 group of blocks.

The following diagram shows the basic format of a List data block:

Byte 0 1 2 3
. T[22 2T2]2(2]212122]2]3]3
Bit O[T 112137415/617\8191q/1/2/3/4(5|6/7/8(9/0[1]2(3]4|5/6/7/8/9/0/1
List Block Type (11)
List Block Length

Encapsulated Data Blocks...

The following table describes the fields of the List data block.
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Table 4-33 List Data Block Fields

Field Data Type |Description
List Block Type uint32 Initiates a List data block. This value is always 11.
List Block Length  |uint32 Number of bytes in the list block and encapsulated data. For

example, if there were three sub-server data blocks included in the
list, the value here would include the number of bytes in the
sub-server blocks, plus eight bytes for the list block header.

Encapsulated Data |variable Encapsulated data blocks up to the maximum number of bytes in the
Blocks list block length.

Generic List Block

The Generic List data block is used to encapsulate a list of series 1 data blocks. For example, when client
application information is transmitted within a Host Profile data block, a list of Client Application data
blocks are encapsulated by the Generic List data block. The Generic List data block has a block type of
31 in the series 1 group of blocks.

The following diagram shows the basic structure of a Generic List data block:

Byte 0 1 2 3
. L1111 yrj1|rj1|1r{1,2(2122|1212/22|2/2|3/|3
Bit 1011213141516/ 71819 0011 /2]3/4/5/6/7|8(9]0/1]2/3[4]5/67 8901
Generic List Block Type (31)
Generic List Block Length
Encapsulated Data Blocks...
The following table describes the fields of the Generic List data block.
Table 4-34 Generic List Data Block Fields
Number of
Field Bytes Description
Generic List Block Type |uint32 Initiates a Generic List data block. This value is always 31.
Generic List Block uint32 Number of bytes in the Generic List block and encapsulated
Length data blocks. This number includes the eight bytes of the
generic list block header fields, plus the number of bytes in all
of the encapsulated data blocks.
Encapsulated Data variable Encapsulated data blocks up to the maximum number of bytes
Blocks in the list block length.
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Sub-Server Data Block

The Sub-Server data block conveys information about an individual sub-server, which is a server called
by another server on the same host and has associated vulnerabilities. The Sub-Server data block has a
block type of 1 in the series 1 group of blocks.

The following diagram shows the format of the Sub-Server data block:

Byte 0 1 2 3
. L1111 rj1|rj1|1r{1,22122|1212/22|2(2|3/|3
Bit OfL 2037415161 71819 6111213 4|5]6|7 8[9]0|1/2(3]a|5/6[7|8|9 0|1
Sub-Server Block Type (1)
Sub-Server Block Length
Sub-Server String Block Type (0)
Name
String Block Length
Sub-Server Name...
Vendor String Block Type (0)
Name
String Block Length
Vendor Name...
Version String Block Type (0)
Version
String Block Length
Version...

The following table describes the fields of the Sub-Server data block.

Table 4-35 Sub-Server Data Block Fields

Field Data Type |Description

Sub-Server Block Type |uint32 Initiates a Sub-Server data block. This value is always 1.

Sub-Server Block uint32 Total number of bytes in the Sub-Server data block, including

Length eight bytes for the Sub-Server block type and length fields,
plus the number of bytes of data that follows.

String Block Type uint32 Initiates a String data block containing the sub-server name.
This value is always o.

String Block Length uint32 Number of bytes in the sub-server name String data block,
including the string block type and length fields, plus the
number of bytes in the sub-server name.

Sub-Server Name string Name of the sub-server.
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Table 4-35 Sub-Server Data Block Fields (continued)

Field Data Type |Description

String Block Type uint32 Initiates a String data block that contains the sub-server
vendor. This value is always o.

String Block Length uint32 Number of bytes in the vendor name String data block,
including the string block type and length fields, plus the
number of bytes in the vendor name.

Vendor Name string Sub-server vendor name.

String Block Type uint32 Initiates a String data block that contains the sub-server
version. This value is always o.

String Block Length uint32 Number of bytes in the Sub-Server version String data block,
including the string block type and length fields, plus the
number of bytes in the version.

Version string Sub-server version.

Protocol Data Block

The Protocol data block defines protocols. It is a very simple data block, with only the block type, block
length, and the IANA protocol number identifying the protocol. The Protocol data block has a block type
of 4 in the series 1 group of blocks.

The following graphic shows the format of the Protocol data block:

Byte 0 1 2 3
. L1 111112222222 /2|2]|2|3]|3
Bit |07 1121314 51617181906 112]3]4/5(6/7|8(0/0[1/2/3|4|5/6/7|8 9 01
Protocol Block Type (4)
Protocol Block Length

Protocol

The following table describes the fields of the Protocol data block.

Table 4-36 Protocol Data Block Fields
Field Data Type |Description
Protocol Block Type uint32 Initiates a Protocol data block. This value is always 4.
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Table 4-36 Protocol Data Block Fields (continued)

Field Data Type |Description

Protocol Block Length |uint32 Number of bytes in the Protocol data block. This value is always
10.

Protocol uintl6 IANA protocol number or Ethertype. This is handled differently

for Transport and Network layer protocols.

Transport layer protocols are identified by the IANA protocol
number. For example:

e ¢ —TCP
e 17— UDP

Network layer protocols are identified by the decimal form of
the IEEE Registration Authority Ethertype. For example:

e 2048 — [P

Integer (INT32) Data Block

The Integer (INT32) data block is used in List data blocks to convey 32-bit integer data.
The Integer data block has a block type of 7 in the series 1 group of blocks.

The following diagram shows the format of the integer data block:

Byte 0 1 2 3
. L1111 |rj1|1r{1,2(2122|1212/22|2(2|3/3
Bit |0/ 17273)415/6/718 90/ 1|2(3/4|5/6/7/8/9/0/12/3|4|5/6/7/89/0]1
Integer Block Type (7)
Integer Block Length
Integer
The following table describes the fields of the Integer data block:
Table 4-37 Integer Data Block Fields
Field Data Type |Description
Integer Block Type |uint32 Initiates an Integer data block. The value is always 7.
Integer Block Length |uint32 Number of bytes in the Integer data block. This value is always 12.
Integer uint32 Contains the integer value.

VLAN Data Block

The VLAN data block contains VLAN tag information for a host. The VLAN data block has a block type
of 14 in the series 1 group of blocks.The following diagram shows the format of the VLAN data block:
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Byte 0 1 2 3
. Plrfrfrftfrftfrfrfr|{2f2]2(2]2(2(2]2]2]2[3]|3
Bit |0 11213 /4151617819011 12]3/4|5/6/7/8|9/0[1]2(3|4]|5/6|7 8]9]0]1
VLAN Block Type (14)
VLAN Block Length
VLAN ID VLAN Type VLAN Priority
The following table describes the fields of the VLAN data block.
Table 4-38 VLAN Data Block Fields
Field Data Type | Description
VLAN Block Type |uint32 Initiates a VLAN data block. This value is always 14.
VLAN Block Length |uint32 Number of bytes in the VLAN data block. This value is always 12.
VLAN ID uint16 Contains the VLAN identification number that indicates which
VLAN the host is a member of.
VLAN Type uint§ Type of packet encapsulated in the VLAN tag.
e o — Ethernet
e 1 — Token Ring
VLAN Priority uint8 Priority value included in the VLAN tag.

Server Banner Data Block

The Server Banner data block provides information about the banner for a server running on a host. It
contains the server port, protocol, and the banner data. The Server Banner data block has a block type
of 37 in the series 1 group of blocks.

The following diagram shows the format of the Server Banner data block.

Note  An asterisk(*) next to a block type field in the following diagram indicates the message may contain zero
or more instances of the series 1 data block.

Byt 0 1 2 3

c

. 1111|111 {1{1|1)22(2]2(2|2|2|2|2]2|3
Bit (0] 112/374/5/6/ 71819001 112/3/4|5|6/7/8/9]0/1/2/3|4/5/6/7/8/9|0]|1

Server Banner Block Type (37)

Server Banner Block Length
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Byt 0 1 2 3
e
. {1yt frj1|r{1ryrj12 202(2(2(2(2(2]2|3]|3
Bit |01 1213147506/ 718190011 2/3/4|5[6/7(8/9/0/1|2(3|4]5/6 7/8/9/0]1
Port Protocol BLOB Block Type n
<
=
BLOB Block Type (10), cont. BLOB Length %%
=
=
BLOB Length, cont. Server Banner E
Data... ™
o
<
Server Banner Data, cont.....
The following table describes the fields of the Server Banner data block.
Table 4-39 Server Banner Data Block Fields
Field Data Type |Description
Server Banner |uint32 Initiates a Server Banner data block. This value is always 37.
Block Type
Server Banner |uint32 Total number of bytes in the Server Banner data block, including the
Block Length eight bytes in the server banner block type and length fields, plus the
number of bytes of data that follows.
Port uint16 Port number on which the server runs.
Protocol uint8 Protocol number for the server.
BLOB Block  |uint32 Initiates a BLOB data block containing server banner data. This value
Type is always 10.
Length uint32 Total number of bytes in the BLOB data block (typically 264 bytes).
Banner byte[n] First n bytes of the packet involved in the server event, where n is equal
to or less than 256.

String Information Data Block

The String Information data block contains string data. For example, the String Information data block
is used to convey the Common Vulnerabilities and Exposures (CVE) identification string within a Scan
Vulnerability data block. The String Information data block has a block type of 35 in the series 1 group
of blocks.

The following diagram shows the format of the String Information data block:

Byte 0 1 2 3

. Tt a[ili]2[212T2]2]2T2]2]2]2
Bit O L2{3) 41516171819 011/2(3]4|5|6|7/8/9/0/1|2/3]4]|5 8

String Information Block Type (35)

String Information Block Length
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Byte 0 1 2 3
. LiL{L|{1 (111|111t {2}2}2(2(2|2|2{2]2|2(3]3
Bit 0P 213147516/ 7)819 0011 12/3]4|s5]|6(7 8 9/0[1(2/3]4|5/6/7|8[9 01
CVEID String Block Type (0)
String Block Length
Value...

The following table describes the fields of the String Information data block.

Table 4-40 String Information Data Block Fields

Field Data Type |Description

String Information  |uint32 Initiates a String Information data block. This value is always 35.

Block Type

String Information  |uint32 Combined length of the String Information data block header and

Block Length String Information data.

String Block Type uint32 Initiates a string data block for the value.

String Block Length |uint32 Number of bytes in the string data block for the value, including
eight bytes for the string block type and length, plus the number
of bytes in the value.

Value string The value of the Common Vulnerabilities and Exposures (CVE)
identification number for the vulnerability data block where the
String Information data block is used.

Attribute Address Data Block 5.2+

The Attribute Address data block contains an attribute list item and is used within an Attribute Definition
data block. It has a block type of 146 in the series 1 group of blocks.

The following diagram shows the basic structure of an Attribute Address data block:

Byte 0 1 2 3

) e[l 2[2]212]2]212]2]2]2
Bit 01123 /4151617181951 /5/3(al5]6|7/8/9/0[1]2/3]4]5 8

Attribute Address Block Type (146)

Attribute Address Block Length

Attribute ID

IP Address

IP Address, continued
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Byte

1 2 3

Bit

2

2 2
1123

0 N
N2
S W
—_w

{11112 2
5016/7[8/9]0 4

2|2
5|6

~ N

IP Address, continued

IP Address, continued

Bits

The following table describes the fields of the Attribute Address data block.

Table 4-41 Attribute Address Data Block 5.2+ Fields

Field Data Type |Description

Attribute Address |uint32 Initiates an Attribute Address data block. This value is always 146.

Block Type

Attribute Address |uint32 Number of bytes in the Attribute Address data block, including eight

Block Length bytes for the attribute address block type and length, plus the number
of bytes in the attribute address data that follows.

Attribute ID uint32 Identification number of the affected attribute, if applicable.

IP Address uint8[16] |IP address of the host, if the address was automatically assigned. The
address can be IPv4 or IPv6.

Bits uint32 Contains the significant bits used to calculate the netmask if an IP

address was automatically assigned.

User I0C Change Data Block 5.3+

The User IOC Change data block contains information regarding IOC changes made by a user. It is used
within the User Host IOC Delete, User Host IOC Enable, and User Host IOC Disable records. It has a
block type of 148 in the series 1 group of blocks.

The following diagram shows the basic structure of a User IOC Change data block:

Byte 0

Bit |[0]1]2|3

91111111
0[1(2[{3(4|5(6[7|8[9]0

—_
—_
—_
[\S)
[\S)
[}S)
[SSH )
[\
W N
[\
[\
0 N
\O B

S W
—

—_
N

User IOC Change Block Type (148)

User ID

Source Type

IP
Add

Generic List Block Type (31)

ress
Ran

Generic List Block Length

ges

IP Range Specification Data Blocks*
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Byte 0 1 2 3
) T[22 212]2]2122T212]3]3
Bit |0 112/31415/61718/9001112(3(4/5(6(7/8|0(0/1|2(3|4|5]6/7/8[0 0]1
I0C ID
Target UID

The following table describes the fields of the User IOC Change data block.

Table 4-42 User I0C Change Data Block 5.3+ Fields

Field Data Type |Description
User IOC Change |uint32 Initiates a User IOC Change data block. This value is always 14s.
Block Type
User ID uint32 ID number of the user who made the IOC change.
Source Type uint32 Number that maps to the type of data source:

e o if the client data was detected by RNA

e 1 if the client data was provided by a user

e 2 if the client data was detected by a third-party scanner

e 3 if the client data was provided by a command line tool such as

nmimport.pl or the Host Input API client

Generic List uint32 Initiates a Generic List data block comprising IP Range Specification
Block Type data blocks conveying IP address range data. This value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list
Block Length header and all encapsulated IP Range Specification data blocks.
IP Range variable IP Range Specification data blocks containing information about the
Specification IP address ranges for the user input. See IP Address Range Data Block
Data Blocks * for 5.2+, page 4-95 for a description of this data block.
I0CID uint32 ID number of the IOC being changed.
Target UID unit32 Not used in events supported for eStreamer output.

Attribute List Item Data Block

The Attribute List Item data block contains an attribute list item and is used within an Attribute
Definition data block. It has a block type of 39 in the series 1 group of blocks.

The following diagram shows the basic structure of an Attribute List Item data block:
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Byte 0 1 2 3
. 11|11 (1|t 1f(1|{1|2(2(2(2|2(2(22/2(2|3|3
Bit 0711213147516/ 7181905 1]2/3/4 5(6/7/8 9|0[1|2/3|4]5/6/7/ 8901
Attribute List Item Block Type (39)
Attribute List Item Block Length
Attribute ID
o String Block Type (0)
g
:2 String Block Length
~
< Name...
The following table describes the fields of the Attribute List Item data block.
Table 4-43 Attribute List Item Data Block Fields
Field Data Type |Description
Attribute List Item Block Type |uint32 Initiates an Attribute List Item data block. This value is
always 39.
Attribute List Item Block uint32 Number of bytes in the Attribute List Item data block,
Length including eight bytes for the attribute list item block type

and length, plus the number of bytes in the attribute list
item data that follows.

Attribute ID uint32 Identification number of the affected attribute, if
applicable.
String Block Type uint32 Initiates a String data block for the attribute list item

name. This value is always o.

String Block Length uint32 Number of bytes in the String data block for the attribute
list item name, including eight bytes for the string block
type and length, plus the number of bytes in the attribute
list item name.

Name string Attribute list item name.

Attribute Value Data Block

The Attribute Value data block conveys attribute identification numbers and values for host attributes.
An Attribute Value data block for each attribute applied to the host in the event is included in a list in
the Full Host Profile data block. The Attribute Value data block has a block type of 48 in the series 1
group of blocks.

The following diagram shows the format of the Attribute Value data block:
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Byte 0 1 2 3
. Plrfrfrftfrftfrfrfr|{2f2]2(2]2(2(2]2]2]2[3]|3
Bit |0 11213 /4151617819011 12]3/4|5/6/7/8|9/0[1]2(3|4]|5/6|7 8]9]0]1
Attribute Value Block Type (48)
Attribute Value Block Length
Attribute ID
Attribute Type
Attribute Integer Value
String Data Block (0)
String Block Length
Attribute Value String...
The following table describes the components of the Attribute Value data block.
Table 4-44 Attribute Value Data Block Fields
Field Data Type |Description
Attribute Value |uint32 Initiates an Attribute Value data block. This value is always 48.
Block Type
Attribute Value |uint32 Total number of bytes in the Attribute Value data block, including
Block Length eight bytes for the attribute value block type and length fields, plus
the number of bytes of attribute block data that follows.
Attribute ID uint32 The identification number for the attribute.
Attribute Type uint32 Type of affected attribute. Possible values are:

e o — Attribute with text as value; this uses string data

e 1 — Attribute with value in range; this uses integer data

2 — Attribute with a list of possible values, this uses integer data

3 — Attribute with a URL as value; this uses string data

e 4 — Attribute with binary BLOB as value; this uses string data

Attribute Integer |uint32 Integer value for the attribute, if applicable.

Value

String Block uint32 Initiates a String data block containing the attribute name. This value
Type is always o.

String Block uint32 Number of bytes in the String data block, including the string block
Length type and length fields, plus the number of bytes in the attribute name.
Attribute Value |string Value of the attribute.
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Full Sub-Server Data Block

The Full Sub-Server data block conveys information about a sub-server associated with a server detected
on a host, and includes information about the sub-server such as its vendor and version and any related
VDB and third-party vulnerabilities for the sub-server on the host. A sub-server is a loadable module of
a server that has its own associated vulnerabilities. A Full Host Server data block includes a Full
Sub-Server data block for each sub-server detected on the host. The Full Sub-Server data block has a
block type of 51 in the series 1 group of blocks.

Note  An asterisk (*) next to a series 1 data block name in the following diagram indicates that multiple
instances of the data block may occur.

The following diagram shows the format of the Full Sub-Server data block:

Byte 0 1 2 3

L1y rj1rj1jrj1y2f2,2

Bit |0 1123741516789 o1 1503/4(5(6/7/8/9]0/1]2

w N

Full Sub-Server Block Type (51)

Full Sub-Server Block Length

String Block Type (0)

String Block Length

Sub-Server Name String...

String Block Type (0)

String Block Length

Sub-Server Vendor Name String...

String Block Type (0)

String Block Length

Sub-Server Version String...

Generic List Block Type (31)

Generic List Block Length

(VDB) Host Vulnerability Data Blocks*

Generic List Block Type (31)

Generic List Block Length

(Third-Party Scan) Host Vulnerability Data Blocks*
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The following table describes the components of the Full Sub-Server data block.

Table 4-45 Full Sub-Server Data Block Fields

Field Data Type |Description

Full Sub-Server |uint32 Initiates a Full Sub-Server data block. This value is always 51.

Block Type

Full Sub-Server |uint32 Total number of bytes in the Full Sub-Server data block, including

Block Length eight bytes for the Full Sub-Server block type and length fields, plus
the number of bytes in the full sub-server data that follows.

String Block uint32 Initiates a String data block containing the sub-server name. This

Type value is always o.

String Block uint32 Number of bytes in the sub-server name String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the sub-server name.

Sub-Server Name |string Sub-server name.

String Block uint32 Initiates a String data block containing the sub-server vendor’s name.

Type This value is always o.

String Block uint32 Number of bytes in the vendor name String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes in
the sub-server vendor name.

Sub-Server string Name of the sub-server vendor.

Vendor Name

String Block uint32 Initiates a String data block that contains the sub-server version. This

Type value is always o.

String Block uint32 Number of bytes in the sub-server version String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the sub-server version.

Sub-Server string Sub-server version.

Version

Generic List uint32 Initiates a Generic List data block comprising Host Vulnerability data

Block Type blocks conveying VDB Vulnerability data. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Host Vulnerability data blocks.

VDB Host variable Host Vulnerability data blocks containing information about host

Vulnerability vulnerabilities identified by Cisco. See Host Vulnerability Data Block

Data Blocks * 4.9.0+, page 4-112 for a description of this data block.

Generic List uint32 Initiates a Generic List data block comprising Host Vulnerability data

Block Type blocks conveying Third-Party Scan Vulnerability data. This value is
always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Host Vulnerability data blocks.

Third-Party Scan |variable Host Vulnerability data blocks containing information about host

Host vulnerabilities identified by a third-party vulnerability scanner. See

Vulnerability Host Vulnerability Data Block 4.9.0+, page 4-112 for a description of

Data Blocks *

this data block.
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Operating System Data Block 3.5+

The operating system data block for Version 3.5+ has a block type of 53 in the series 1 group of blocks.

The block includes a fingerprint Universally Unique Identifier (UUID). The following diagram shows
the format of an operating system data block in 3.5+.

Byte 0 1 2 3

—_
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Bit 0111213 7415)/6171819001112(3/4|5(|6/7/8/9/0/1|2[3]|4]|5 8|9

S W
—

Operating System Block Type (53)

Operating System Block Length

Confidence
(N} Fingerprint UUID
Fingerprint
UUID

Fingerprint UUID, continued

Fingerprint UUID, continued

Fingerprint UUID, continued

The following table describes the fields of the v3.5 operating system data block.

Table 4-46 Operating System Data Block 3.5+ Fields

Field Data Type |Description

Operating System uint32 Initiates the operating system data block. This value is always 53.
Data Block Type

Operating System uint32 Number of bytes in the Operating System data block. This value
Data Block Length should always be 28: eight bytes for the data block type and length

fields, plus four bytes for the confidence value and sixteen bytes
for the fingerprint UUID value.

Confidence uint32 Confidence percentage value.

Fingerprint UUID uint8[16] |Fingerprint identification number, in octets, that acts as a unique
identifier for the operating system. The fingerprint UUID maps to

the operating system name, vendor, and version in the Cisco
database.

Policy Engine Control Message Data Block

The Policy Engine Control Message data block conveys the control message content for policy types.
The Policy Engine Control Message data block has a block type of 54 in the series 1 group of blocks.

The following diagram shows the format of the Policy Engine Control Message data block:
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Byte 0 1 2 3
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Policy Engine Control Message Block Type (54)
Policy Engine Control Message Block Length
Type
Control String Block Type (0)
Message
String Block Length
Control Message...

The following table describes the components of the Policy Engine Control Message data block.

Table 4-47 Policy Engine Control Message Data Block Fields

Field Data Type |Description

Policy Engine Control |uint32 Initiates a Policy Engine Control Message data block. This

Message Block Type value is always 54.

Policy Engine Control |uint32 Total number of bytes in the Policy Engine Control Message

Message Length data block, including eight bytes for the policy engine control
block type and length fields, plus the number of bytes of policy
engine control data that follows.

Type uint32 Indicates the type of policy for the event.

String Block Type uint32 Initiates a String data block that contains the control message.
This value is always o.

String Block Length uint32 Number of bytes in the control message String data block,
including eight bytes for the block type and length fields, plus
the number of bytes in the control message.

Control Message uint32 The control message from the policy engine.

Attribute Definition Data Block for 4.7+

The Attribute Definition data block contains the attribute definition in an attribute creation, change, or
deletion event and is used within Host Attribute Add events (event type 1002, subtype 6), Host Attribute
Update events (event type 1002, subtype 7), and Host Attribute Delete events (event type 1002, subtype
8). It has a block type of 55 in the series 1 group of blocks.

For more information on those events, see Attribute Messages, page 4-56.

The following diagram shows the basic structure of an Attribute Definition data block:
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Attribute Definition Block Type (55)

Attribute Definition Block Length

Source ID

UUID
UUID, continued
UUID, continued

UUID, continued

ID

Name String Block Type (0)

String Block Length

Name...

Attribute Type

Attribute Category

Starting Value for Integer Range

Ending Value for Integer Range

Auto-Assigned IP Address Flag

Attribute List Item Block Type (39) List of
Attribute

Attribute List Item Block Length List Items

List Item List Block Type (11)

List Block Length

Attribute List Items...
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Byte 0 1 2 3
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Attribute Address Block Type (38) List of
Attribute
Attribute Address Block Length Addresses
Address List List Block Type (11)
List Block Length
Attribute Address List...
The following table describes the fields of the Attribute Definition data block.
Table 4-48 Attribute Definition Data Block Fields
Field Data Type |Description
Attribute Definition |uint32 Initiates an Attribute Definition data block. This value is always ss.
Block Type
Attribute Definition |uint32 Number of bytes in the Attribute Definition data block, including
Block Length eight bytes for the attribute definition block type and length, plus the

number of bytes in the attribute definition data that follows.

Source ID uint32 Identification number that maps to the source of the attribute data.
Depending on the source type, this may map to RNA, a user, a
scanner, or a third-party application.

UUID uint8[16] |An ID number that acts as a unique identifier for the affected
attribute.

Attribute ID uint32 Identification number of the affected attribute, if applicable.

String Block Type |uint32 Initiates a String data block for the attribute definition name. This
value is always o.

String Block uint32 Number of bytes in the String data block for the attribute definition

Length name, including eight bytes for the string block type and length, plus
the number of bytes in the attribute definition name.

Name string Attribute definition name.

Attribute Type uint32 Type of attribute. Possible values are:

o — Attribute with text as value; this uses string data

1 — Attribute with value in range; this uses integer data

2 — Attribute with a list of possible values; this uses integer
data

3 — Attribute with a URL as value; this uses string data

4 — Attribute with binary BLOB as value; this uses string data

Attribute Category |uint32 Attribute category.
Starting Value for |uint32 First integer in the integer range for the defined attribute.
Range
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Table 4-48 Attribute Definition Data Block Fields (continued)

Field Data Type |Description

Ending Value for  |uint32 Last integer in the integer range for the defined attribute.

Range

Auto-Assigned IP  |uint32 Flag indicating if an IP address is auto-assigned based on the

Address Flag attribute.

List Block Type uint32 Initiates a List data block comprising Attribute List Item data blocks
conveying attribute list items. This value is always 11.

List Block Length  |uint32 Number of bytes in the list. This number includes the eight bytes of
the list block type and length fields, plus all encapsulated Attribute
List Item data blocks.
This field is followed by zero or more Attribute List Item data
blocks.

Attribute List Item |uint32 Initiates the first Attribute List Item data block. This data block can

Block Type be followed by other Attribute List Item data blocks up to the limit
defined in the list block length field.

Attribute List Item |uint32 Number of bytes in the Attribute List [tem String data block,

Block Length including eight bytes for the block type and header fields, plus the
number of bytes in the attribute list item.

Attribute List Item |variable Attribute List Item data as documented in Attribute List Item Data
Block, page 4-81.

List Block Type uint32 Initiates a List data block comprising Attribute Address data blocks
conveying IP addresses for hosts with the attribute. This value is
always 11.

List Block Length  |uint32 Number of bytes in the list. This number includes the eight bytes of
the list block type and length fields, plus all encapsulated Attribute
Address data blocks.
This field is followed by zero or more Attribute Address data blocks.

Attribute Address  |uint32 Initiates the first Attribute Address data block. This data block can

Block Type be followed by other Attribute Address data blocks up to the limit
defined in the list block length field.

Attribute Address  |uint32 Number of bytes in the Attribute Address data block, including eight

Block Length bytes for the block type and header fields, plus the number of bytes
in the attribute address.

Attribute Address |variable Attribute Address data as documented in Attribute Address Data

Block 5.2+, page 4-79.

User Protocol Data Block

The User Protocol data block is used to contain information about added protocols, the type of the
protocol, and lists of IP address and MAC address ranges for the hosts with the protocol. The User
Protocol data block has a block type of 57 in the series 1 group of blocks.

The following diagram shows the basic structure of a User Protocol data block:
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User Protocol Block Type (57)

User Protocol Block Length

IP Address Generic List Block Type (31)
Ranges
Generic List Block Length
IP Range Specification Data Blocks*
MAC Add. Generic List Block Type (31)
Ranges
Generic List Block Length
MAC Range Specification Data Blocks...

Protocol Type Protocol

The following table describes the fields of the User Protocol data block.

Table 4-49 User Protocol Data Block Fields
Number of
Field Bytes Description
User Protocol uint32 Initiates a User Protocol data block. This value is always 57.
Block Type
User Protocol uint32 Total number of bytes in the User Protocol data block, including eight
Block Length bytes for the user protocol block type and length fields, plus the number
of bytes of user protocol data that follows.
Generic List uint32 Initiates a Generic List data block comprising IP Range Specification
Block Type data blocks conveying IP address range data. This value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list header
Block Length and all encapsulated IP Range Specification data blocks.
IP Range variable IP Range Specification data blocks containing information about the IP
Specification address ranges for the user input. See IP Address Range Data Block for
Data Blocks * 5.2+, page 4-95 for a description of this data block.
Generic List uint32 Initiates a Generic List data block comprising MAC Range
Block Type Specification data blocks conveying MAC address range data. This
value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list header
Block Length and all encapsulated MAC Range Specification data blocks.
MAC Range variable MAC Range Specification data blocks containing information about the
Specification MAC address ranges for the user input. See MAC Address Specification

Data Blocks *

Data Block, page 4-98 for a description of this data block.
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Table 4-49 User Protocol Data Block Fields (continued)
Number of
Field Bytes Description
Protocol Type |uint8 Indicates the type of the protocol. The protocol can be either o, for a

network layer protocol such as IP, or 1 for a transport layer protocol
such as TCP or UDP.

Protocol

uintl6

Indicates the protocol for the data contained in the data block.

User Client Application Data Block for 5.1.1+

The User Client Application data block contains information about the source of the client application
data, the identification number for the user who added the data, and the lists of IP address range data
blocks. The payload ID, which was added in Version 7.0, specifies the application instance associated
with the record. The User Client Application data block has a block type of 138 in the series 1 group of
blocks. It replaces block type 59.

The following diagram shows the basic structure of a User Client Application data block:

Byte

Bit

1 2 3
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User Client Application Block Type (138)

User Client Application Block Length

IP Range
Specification

Generic List Block Type (31)

Generic List Block Length

IP Range Specification Data Blocks*

Application Protocol ID

Client Application ID

Version

String Block Type (0)

String Block Length

Version...

Payload Type

Web Application ID

The following table describes the fields of the User Client Application data block.
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Table 4-50 User Client Application Data Block Fields
Number of
Field Bytes Description
User Client Application |uint32 Initiates a User Client Application data block. This value is

Block Type

always 138.

User Client Application |uint32 Total number of bytes in the User Client Application data block,

Block Length including eight bytes for the user client application block type
and length fields, plus the number of bytes of user client
application data that follows.

Generic List Block Type |uint32 Initiates a Generic List data block comprising IP Range
Specification data blocks conveying IP address range data. This
value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the

Length list header and all encapsulated IP Range Specification data
blocks.

IP Range Specification |variable IP Range Specification data blocks containing information

Data Blocks * about the IP address ranges for the user input. See IP Address
Range Data Block for 5.2+, page 4-95 for a description of this
data block.

Application Protocol ID |uint32 The internal identification number for the application protocol,
if applicable.

Client Application ID  |uint32 The internal identification number of the detected client
application, if applicable.

String Block Type uint32 Initiates a String data block that contains the client application
version. This value is always o.

String Block Length uint32 Number of bytes in the client application version String data
block, including the string block type and length fields, plus the
number of bytes in the version.

Version string Client application version.

Payload Type uint32 This field is included for backwards compatibility. It is always
0.

Web Application ID uint32 The internal identification number for the web application, if

applicable.

User Client Application List Data Block

The User Client Application List data block contains information about the source of the client
application data, the identification number for the user who added the data, and the lists of client
application blocks. The User Client Application List data block has a block type of 60 in the series 1

group of blocks.

The following diagram shows the basic structure of a User Client Application List data block:
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User Client Application Block Type (60)

User Client Application Block Length

Source Type
Source ID
User Client Generic List Block Type (31)
App List
Blocks Generic List Block Length

User Client Application List Data Blocks...

The following table describes the fields of the User Client Application List data block.

Table 4-51 User Client Application List Data Block Fields

Number of
Field Bytes Description
User Client uint32 Initiates a User Client Application List data block. This value is
Application List always 60.
Block Type
User Client uint32 Total number of bytes in the User Client Application List data block,
Application List including eight bytes for the user client application list block type
Block Length and length fields, plus the number of bytes of user client application
list data that follows.
Source Type uint32 Number that maps to the type of data source:
e o if the client data was detected by RNA
e 1 if the client data was provided by a user
e 2 if the client data was detected by a third-party scanner
e 3 if the client data was provided by a command line tool such as
nmimport.pl or the Host Input API client
Source ID uint32 Identification number that maps to the source that added the affected
client application. Depending on the source type, this may map to
RNA, a user, a scanner, or a third-party application.
Generic List Block |uint32 Initiates a Generic List data block. This value is always 31.
Type
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Table 4-51 User Client Application List Data Block Fields (continued)

Number of
Field Bytes Description
Generic List Block |uint32 Number of bytes in the Generic List block and encapsulated data
Length blocks. This number includes the eight bytes of the generic list block
header fields, plus the number of bytes in all of the encapsulated
data blocks.
User Client variable Encapsulated User Client Application data blocks up to the
Application maximum number of bytes in the list block length. For more
Blocks information on the User Client Application data block, see User
Client Application Data Block for 5.1.1+, page 4-92.

IP Address Range Data Block for 5.2+

The IP Address Range data block for 5.2+ conveys a range of IP addresses. IP Address Range data blocks
are used in User Protocol, User Client Application, Address Specification, User Product, User Server,
User Hosts, User Vulnerability, User Criticality, and User Attribute Value data blocks. The IP Address
Range data block has a block type of 141 in the series 1 group of blocks.

The following diagram shows the format of the IP Address Range data block:

Byte 0 1 2 3
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IP Address Range Block Type (141)

IP Address Range Block Length

IP Address Range Start
IP Address Range Start, continued
IP Address Range Start, continued

IP Address Range Start, continued

IP Address Range End
IP Address Range End, continued
IP Address Range End, continued

IP Address Range End, continued

The following table describes the components of the IP Address Range Specification data block.
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Table 4-52 IP Address Range Data Block Fields

Field Data Type |Description

IP Address Range |uint32 Initiates a IP Address Range data block. This value is always 61.

Block Type

IP Address Range |uint32 Total number of bytes in the IP Address Range data block, including

Block Length eight bytes for the IP Address Range block type and length fields,
plus the number of bytes of IP Address Range data that follows.

IP Address Range |uint8[16] The starting IP address for the IP address range.

Start

IP Address Range |uint8[16] The ending IP address for the IP address range.

End

Attribute Specification Data Block

The Attribute Specification data block conveys the attribute name and value. The Attribute Specification
data block has a block type of 62 in the series 1 group of blocks.

The following diagram shows the format of the Attribute Specification data block:

Byte 0 2 3
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Bit PI2)3 1415160718190 112/3]4|5]6/7(8/9/0/1(2/3|4/5/6/7|8 901
Attribute Specification Block Type (62)
Attribute String Block Type (0)
Name
String Block Length
Attribute Name...
Attribute String Block Type (0)
Value
String Block Length
Attribute Value...

The following table describes the components of the Attribute Specification data block.

Table 4-53 Attribute Specification Data Block Fields

Field Data Type |Description

Attribute uint32 Initiates an Attribute Specification data block. This value is

Specification Block always 62.

Type

String Block Type uint32 Initiates a String data block that contains the attribute name. This
value is always o.
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Table 4-53 Attribute Specification Data Block Fields (continued)

Field

Data Type |Description

String Block Length

uint32 Number of bytes in the attribute name String data block,
including eight bytes for the block type and length fields, plus the

number of bytes in the attribute name.

Attribute Value

uint32 The value of the attribute.

String Block Type

uint32

value is always o.

Initiates a String data block that contains the attribute name. This

String Block Length

uint32 Number of bytes in the attribute name String data block,
including eight bytes for the block type and length fields, plus the

number of bytes in the attribute name.

Attribute Name

uint32 The name of the attribute.

Host IP Address Data Block

The Host IP Address data block conveys an individual IP address. The IP address may be either an IPv4
or IPv6 address. Host IP Address data blocks are used in User Protocol, Address Specification, and User

Host data blocks. The Host IP data block has a block type of 143 in the series 1 group of blocks.

The following diagram shows the format of the Host IP Address data block:

Byte 0

1 2 3
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Host IP Address Specification Block Type (143)

Host IP Address Block Length

IP Address
IP Address, continued
IP Address, continued

IP Address, continued

Last Seen

The following table describes the components of the Host I[P Address data block.
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Table 4-54 Host IP Address Data Block Fields

Field Data Type |Description

Host IP Address |uint32 Initiates a Host IP Address data block. This value is always 143.

Block Type

Host IP Block uint32 Total number of bytes in the Host IP Address data block, including

Length eight bytes for the Host IP block type and length fields, plus the
number of bytes of Host IP Address data that follows.

IP Address uint8[16] The IP address. This can be IPv4 or IPvo6.

Last Seen uint32 UNIX timestamp that represents the last time the IP address was
detected.

MAC Address Specification Data Block

The MAC Address Specification data block conveys an individual MAC address. MAC Address
Specification data blocks are used in User Protocol, Address Specification, and User Hosts data blocks.
The MAC Address Specification data block has a block type of 63 in the series 1 group of blocks.

4-98

The following diagram shows the format of the MAC Address Specification data block:

Byte 0 1 2 3
s o[\ R LR LR EEEEEERERE
MAC Address Specification Block Type (63)
MAC Address Specification Block Length
MAC Block 1 MAC Block 2 MAC Block 3 MAC Block 4
MAC Block 5 MAC Block 6

The following table describes the components of the MAC Address Specification data block.

Table 4-55 MAC Address Specification Data Block Fields

Field

Data Type |Description

MAC Address

Specification Block Type

uint32 Initiates a MAC Address Specification data block. This
value is always 63.

MAC Address

Specification Block Length

uint32 Total number of bytes in the MAC Address Specification
data block, including eight bytes for the MAC Address
Specification block type and length fields, plus the number
of bytes of MAC address specification data that follows.

MAC Address Blocks 1 - 6

uint8 The blocks of the MAC address in sequential order.
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Address Specification Data Block

The Address Specification data block is used to contain lists of IP address range specifications and MAC
address specifications. The Address Specification data block has a block type of 64 in the series 1 group
of blocks.

The following diagram shows the basic structure of an Address Specification data block:

Byte 0 1 2 3
. L1y rj1|rj1|1r{1,2(212}2|1212/2(2|2/2|3/|3
Bit Of1 21371415161 71819 0111213 4|5]6|7 8[9]0|1/2(3]a|5/6[7|8|9 0|1
Address Specification Data Block Type (64)
Address Specification Block Length
IP Address Generic List Block Type (31)
Range
Blocks Generic List Block Length
IP Address Range Specification Data Blocks...
MAC Generic List Block Type (31)
Address
Blocks Generic List Block Length
MAC Address Specification Data Blocks...
The following table describes the fields of the Address Specification data block.
Table 4-56 Address Specification Data Block Fields
Number of
Field Bytes Description
Address uint32 Initiates an Address Specification data block. This value is always 64.
Specification
Data Block Type
Address uint32 Total number of bytes in the Address Specification data block,
Specification including eight bytes for the address specification block type and
Block Length length fields, plus the number of bytes of address specification data
that follows.
Generic List uint32 Initiates a Generic List data block. This value is always 31.
Block Type
Generic List uint32 Number of bytes in the Generic List block and encapsulated data
Block Length blocks. This number includes the eight bytes of the generic list block
header fields, plus the number of bytes in all of the encapsulated data
blocks.
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Table 4-56 Address Specification Data Block Fields (continued)
Number of
Field Bytes Description
IP Address variable Encapsulated IP Address Range Specification data blocks up to the
Range maximum number of bytes in the list block length. For more
Specification information, see IP Address Range Data Block for 5.2+, page 4-95.
Data Blocks
Generic List uint32 Initiates a Generic List data block. This value is always 31.
Block Type
Generic List uint32 Number of bytes in the Generic List block and encapsulated data
Block Length blocks. This number includes the eight bytes of the generic list block
header fields, plus the number of bytes in all of the encapsulated data
blocks.
MAC Address variable Encapsulated MAC Address Specification data blocks up to the

Specification
Data Blocks

maximum number of bytes in the list block length. For more
information, see MAC Address Specification Data Block, page 4-98.

Connection Chunk Data Block for 6.1+

The Connection Chunk data block conveys connection data. It stores connection log data that aggregates
over a five-minute period. The version for 6.1+ introduces the new field Original Client IP Address. The
Connection Chunk data block has a block type of 164 in the series 1 group of blocks. It supersedes block

type 136.

The following diagram shows the format of the Connection Chunk data block:
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Connection Chunk Block Type (136)
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Initiator IP Address
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Original Client I[P Address

Start Time

Application Protocol

Responder Port Protocol

Connection Type

NetFlow Detector IP Address
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Connections

The following table describes the components of the Connection Chunk data block.

Table 4-57 Connection Chunk Data Block Fields

Field Data Type |Description

Connection uint32 Initiates a Connection Chunk data block. This value is always 164.

Chunk Block

Type

Connection uint32 Total number of bytes in the Connection Chunk data block, including

Chunk Block eight bytes for the connection chunk block type and length fields,

Length plus the number of bytes in the connection chunk data that follows.

Initiator IP uint8(4) IP address of the initiator of this type of connection. This is used with

Address the original client and responder IP addresses to identify identical
connections.

Responder IP uint8(4) IP address of the responder to this type of connection. This is used

Address with the initiator and original client IP addresses to identify identical
connections.

Original ClientIP |uint8(4) IP address of the host behind the proxy that originated the request.

Address This is used with the initiator and responder IP addresses to identify
identical connections.

Start Time uint32 The starting time for the connection chunk.

Application uint32 Identification number for the protocol used in the connection.

Protocol

Responder Port  |uintl6 The port used by the responder in the connection chunk.

Protocol uint8 The protocol for the packet containing the user information.

Connection Type |uint8 The type of connection.
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Table 4-57 Connection Chunk Data Block Fields (continued)

Field Data Type |Description

NetFlow Detector |uint8[4] IP address of the NetFlow device that detected the connection, in IP
IP Address address octets.

Packets Sent uint64 The number of packets sent in the connection chunk.

Packets Received |uint64 The number of packets received in the connection chunk.

Bytes Sent uint64 The number of bytes sent in the connection chunk.

Bytes Received |uint64 The number of bytes received in the connection chunk.
Connections uint32 The number of connections over a five-minute period.

Fix List Data Block

The Fix List data block conveys a fix that applies to a host. A Fix List data block for each fix applied to
the affected host is included in a User Product data block. The Fix List data block has a block type of 67
in the series 1 group of blocks.

The following diagram shows the format of the Fix List data block:

Byte 0 1 2 3
i [o[ [ [ [P EEEREERERL
Fix List Block Type (67)
Fix List Block Length
Fix...

The following table describes the components of the Fix List data block.

Table 4-58 Fix List Data Block Fields

Field

Data Type

Description

Fix List Block Type |uint32

Initiates a Fix List data block. This value is always 67.

Fix List Block uint32 Total number of bytes in the Fix List data block, including eight

Length bytes for the Fix List block type and length fields, plus the
number of bytes of fix identification data that follows.

Fix ID uint32 The identification number for the fix.

User Server Data Block

The User Server data block contains server details from a user input event. The User Server data block
has a block type of 76 in the series 1 group of blocks.

The following diagram shows the basic structure of a User Server data block:
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Byte 0 1 2 3
s o112 a|s[«[7 s o[e AT B e BB R
User Server Data Block Type (76)
User Server Block Length
IP Range Generic List Block Type (31)
Specification
Generic List Block Length
IP Address Range Specification Data Blocks*
Port Protocol

The following table describes the fields of the User Server data block.

Table 4-59 User Server Data Block Fields
Number of

Field Bytes Description

User Server Data uint32 Initiates a User Server data block. This value is always 7e.

Block Type

User Server Block |uint32 Total number of bytes in the User Server data block, including eight

Length bytes for the user server block type and length fields, plus the
number of bytes of user server data that follows.

Generic List Block |uint32 Initiates a Generic List data block. This value is always 31.

Type

Generic List Block |uint32 Number of bytes in the Generic List block and encapsulated data

Length blocks. This number includes the eight bytes of the generic list block
header fields, plus the number of bytes in all of the encapsulated
data blocks.

IP Address Range |variable Encapsulated IP Address Range Specification data blocks up to the

Specification Data maximum number of bytes in the list block length.

Blocks

Port uint16 Port used by the server.

Protocol uintl6 IANA protocol number or Ethertype. This is handled differently for

Transport and Network layer protocols.

Transport layer protocols are identified by the IANA protocol
number. For example:

e ¢ —TCP
e 17— UDP

Network layer protocols are identified by the decimal form of the
IEEE Registration Authority Ethertype. For example:

e 2048 — [P
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User Server List Data Block

The User Server List data block contains a list of server data blocks from a user input event. The User
Server List data block has a block type of 77 in the series 1 group of blocks. The following diagram
shows the basic structure of a User Server List data block:

Byte 0 1 2 3
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User Server List Data Block Type (77)

User Server List Block Length

Source Type
Source ID
User Generic List Block Type (31)
Server
Blocks Generic List Block Length

User Server Data Block*

The following table describes the fields of the User Server List data block.

Table 4-60 User Server List Data Block Fields

Number of
Field Bytes Description
User Server List  |uint32 Initiates a User Server List data block. This value is always 77.
Data Block Type
User Server List  |uint32 Total number of bytes in the User Server List data block, including
Block Length eight bytes for the user server list block type and length fields, plus
the number of bytes of user server list data that follows.
Source Type uint32 Number that maps to the type of data source:
e o if the server data was detected by RNA
e 1 if the server data was provided by a user
e 2 if the server data was detected by a third-party scanner
e 3 if the server data was provided by a command line tool such
as nmimport .pl or the Host Input API client
Source ID uint32 Identification number that maps to the source of the server data.
Depending on the source type, this may map to RNA, a user, a
scanner, or a third-party application.
Generic List Block |uint32 Initiates a Generic List data block. This value is always 31.
Type
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Table 4-60 User Server List Data Block Fields (continued)

Number of
Field Bytes Description
Generic List Block |uint32 Number of bytes in the Generic List block and encapsulated data
Length blocks. This number includes the eight bytes of the generic list block
header fields, plus the number of bytes in all of the encapsulated
data blocks.
User Server Data  |variable Encapsulated User Server data blocks up to the maximum number of
Blocks bytes in the list block length.

User Hosts Data Block 4.7+

The User Hosts data block is used in User Add and Delete Host Messages, page 4-55 to contain
information about host ranges and user and source identity from a user host input event. The User Hosts
data block has a block type of 78 in the series 1 group of blocks.

The following diagram shows the basic structure of a User Hosts data block:

Byte 0 1 2 3

L1111 j1|1j12(212(2|1212/2(2|2|2
3 5 8

Bit 0111203 7415)/6171819001112(3/4|5(|6/7/8|9]0/1]2

User Hosts Block Type (78)

User Hosts Block Length
1P Generic List Block Type (31)
Ranges
Generic List Block Length
IP Range Specification Data Blocks*
MAC Generic List Block Type (31)
Ranges

Generic List Block Length

MAC Range Specification Data Blocks...

Source ID

Source Type

The following table describes the fields of the User Hosts data block:
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Table 4-61 User Hosts Data Block Fields
Number of
Field Bytes Description
User Hosts uint32 Initiates a User Hosts data block. This value is always 7s.
Block Type
User Hosts uint32 Total number of bytes in the User Hosts data block, including eight
Block Length bytes for the user hosts block type and length fields, plus the number of
bytes of user hosts data that follows.
Generic List uint32 Initiates a Generic List data block comprising IP Range Specification
Block Type data blocks conveying IP address range data. This value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list header
Block Length and all encapsulated IP Range Specification data blocks.
IP Range variable IP Range Specification data blocks containing information about the IP
Specification address ranges for the user input. See IP Address Range Data Block for
Data Blocks * 5.2+, page 4-95 for a description of this data block.
Generic List uint32 Initiates a Generic List data block comprising MAC Range
Block Type Specification data blocks conveying MAC address range data. This
value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list header
Block Length and all encapsulated MAC Range Specification data blocks.
MAC Range variable MAC Range Specification data blocks containing information about the
Specification MAC address ranges for the user input. See MAC Address Specification
Data Blocks * Data Block, page 4-98 for a description of this data block.
Source ID uint32 Identification number that maps to the source that added or updated the
hostdata. Depending on the source type, this may map to RNA, a user,
a scanner, or a third-party application.
Source Type uint32 Number that maps to the type of data source:
e o if the host data was detected by RNA
e 1 if the host data was provided by a user
e 2 if the host data was detected by a third-party scanner
e 3 if the host data was provided by a command line tool such as
nmimport .pl or the Host Input API client

User Vulnerability Change Data Block 4.7+

The User Vulnerability Change data block contains a list of deactivated vulnerabilities for the host, the
identification number for the user who deactivated the vulnerabilities, information about the source that
supplied the vulnerability changes, and the criticality value. The User Vulnerability Change data block
has a block type of 80 in the series 1 group of blocks. Changes from the previous User Vulnerability
Change data block include a new source type field and the use of the Generic list data block instead of
the List data block to store vulnerability deactivations. This data block is used in user vulnerability
change messages as documented in User Set Vulnerabilities Messages for Version 4.6.1+, page 4-54.

The following diagram shows the basic structure of a User Vulnerability Change data block:
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The following table describes the fields of the Generic List data block.

Table 4-62 User Vulnerability Change Data Block Fields
Number of

Field Bytes Description

User Vulnerability |uint32 Initiates a User Vulnerability Change data block. This value is

Change Data Block always so.

Type

User Vulnerability |uint32 Total number of bytes in the User Vulnerability Change data block,

Change Block including eight bytes for the host vulnerability block type and length

Length fields, plus the number of bytes of host vulnerability data that
follows.

Source ID uint32 Identification number that maps to the source that updated or added
the host vulnerability change value. Depending on the source type,
this may map to RNA, a user, a scanner, or a third-party application.

Source Type uint32 Number that maps to the type of data source:

e o if the host vulnerability data was detected by RNA

e 1 if the host vulnerability data was provided by a user

e 2 if the host vulnerability data was detected by a third-party
scanner

e 3 if the host vulnerability data was provided by a command line
tool such as nmimport.pl or the Host Input API client

Type uint32 Type of vulnerability.

Generic List Block |uint32 Initiates a Generic List data block. This value is always 31.

Type
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Table 4-62 User Vulnerability Change Data Block Fields (continued)

Number of
Field Bytes Description
Generic List Block |uint32 Number of bytes in the Generic List block and encapsulated data
Length blocks. This number includes the eight bytes of the generic list block
header fields, plus the number of bytes in all of the encapsulated
data blocks.
User Vulnerability |variable Encapsulated User Vulnerability data blocks up to the maximum
Data Blocks number of bytes in the list block length. For more information, see
User Vulnerability Data Block 5.0+, page 4-157.

User Criticality Change Data Block 4.7+

The User Criticality data block is used to contain a list of IP address range specifications for hosts where
the host criticality changed, the identification number for the user who updated the criticality value,
information about the source that supplied the criticality value, and the criticality value. The User
Criticality data block has a block type of 81 in the series 1 group of blocks. Changes from the previous
User Criticality data block include a new source type field and the use of the Generic list data block
instead of the List data block to store IP addresses.

The User Criticality data block is used in user set host criticality messages as documented in User Set
Host Criticality Messages, page 4-56.

The following diagram shows the basic structure of a User Criticality data block:

Byte 0 1 2 3
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User Criticality Data Block Type (81)

User Criticality Block Length

IP Address Generic List Block Type (31)
Range Blocks

Generic List Block Length

IP Address Range Specification Data Blocks...

Source ID

Source Type

Criticality Value...

The following table describes the fields of the User Criticality data block.
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Table 4-63 User Criticality Data Block Fields

Number of
Field Bytes Description
User Criticality Data |uint32 Initiates a User Criticality data block. This value is always 81.
Block Type
User Criticality uint32 Total number of bytes in the User Criticality data block, including
Block Length eight bytes for the user criticality block type and length fields,

plus the number of bytes of user criticality data that follows.

Generic List Block  |uint32 Initiates a Generic List data block. This value is always 31.
Type
Generic List Block  |uint32 Number of bytes in the Generic List block and encapsulated data
Length blocks. This number includes the eight bytes of the generic list

block header fields, plus the number of bytes in all of the
encapsulated data blocks.

IP Address Range variable Encapsulated IP Address Range Specification data blocks up to

Specification Data the maximum number of bytes in the list block length.
Blocks
Source ID uint32 Identification number that maps to the source that updated or

added the user criticality value. Depending on the source type, this
may map to RNA, a user, a scanner, or a third-party application.

Source Type uint32 Number that maps to the type of data source:
e o if the user criticality value was provided by RNA
e 1 if the user criticality value was provided by a user

e 2 if the user criticality value was provided by a third-party
scanner

e 3 if the user criticality value was provided by a command line
tool such as nmimport .pl or the Host Input API client

Criticality Value uint32 User criticality value.

User Attribute Value Data Block 4.7+

The User Attribute Value data block contains a list of IP address ranges that indicate the hosts where the
attribute value has changed, together with the identification number for the user who added the attribute
value, information about the source that supplied the attribute value, and the BLOB data block
containing the attribute value. The User Attribute Value data block has a block type of 82 in the series 1
group of blocks. Changes from the previous User Attribute Value data block include a new source type
field and the use of the Generic list data block instead of the List data block to store IP addresses.

The following diagram shows the structure of a User Attribute Value data block:

Firepower eStreamer Integration Guide
l g 2105



Chapter4  Understanding Discovery & Connection Data Structures |

I Host Discovery and Connection Data Blocks

Byte

1 2 3

Bit 01

Tyt rjrfrj1ry1/1|2(2(2(2(2(2(2(2|2|2
71819 3 5 8

0[1(2(3(4|5(6[7|8[9(0|1]2

User Attribute Value Data Block Type (82)

User Attribute Value Block Length

IP Address
Range Blocks

Generic List Block Type (31)

Generic List Block Length

IP Address Range Specification Data Blocks...

Source ID

Source Type

Attribute ID

Value

BLOB Block Type (10)

BLOB Block Length

Value...

The following table describes the fields of the User Attribute Value data block.

Table 4-64 User Attribute Value Data Block Fields

Number of
Field Bytes Description
User Attribute Value |uint32 Initiates a User Attribute Value data block. This value is always
Data Block Type 82.
User Attribute Value |uint32 Total number of bytes in the Attribute Value data block, including
Block Length eight bytes for the user attribute value block type and length
fields, plus the number of bytes of user attribute value data that
follows.
Generic List Block  |uint32 Initiates a Generic List data block. This value is always 31.
Type
Generic List Block  |uint32 Number of bytes in the Generic List block and encapsulated data
Length blocks. This number includes the eight bytes of the generic list
block header fields, plus the number of bytes in all of the
encapsulated data blocks.
IP Address Range variable IP Address Range Specification data blocks (each with a start IP
Specification Data address and end IP address) up to the maximum number of bytes
Blocks in the list block length.
Source ID uint32 Identification number that maps to the source that added or

updated the attribute data. Depending on the source type, this may
map to RNA, a user, a scanner, or a third-party application.
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Table 4-64 User Attribute Value Data Block Fields (continued)

Number of
Field Bytes Description
Source Type uint32 Number that maps to the type of data source:
e o if the user attribute value was provided by RNA
e 1 if the user attribute value was provided by a user
e 2 if the user attribute value was provided by a third-party
scanner
e 3 if the user attribute value was provided by a command line
tool such as nmimport.pl or the Host Input API client

Attribute ID uint32 Identification number of the updated attribute.

BLOB Block Type |uint32 Initiates a BLOB data block. This value is always 10.

BLOB Block Length |uint32 Number of bytes in the BLOB data block, including eight bytes
for the BLOB block type and length fields, plus the length of the
binary data that follows.

Value variable Contains the user attribute value, in binary format.

User Protocol List Data Block 4.7+

The User Protocol List data block is used to contain information about the source of the protocol data,
the identification number for the user who added the data, and the lists of user protocol data blocks. The
User Protocol List data block has a block type of 83 in the series 1 group of blocks. For more information
on User Protocol data blocks, see User Protocol Data Block, page 4-90.

The User Protocol List data block is used in user protocol messages, as documented in User Protocol

Messages, page 4-58.

The following diagram shows the basic structure of a User Protocol List data block:
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The following table describes the fields of the Generic List data block.

Table 4-65 User Protocol List Data Block Fields

Number of
Field Bytes Description
User Protocol List uint32 Initiates a User Protocol List data block. This value is always 83.
Block Type
User Protocol List uint32 Total number of bytes in the User Protocol List data block,
Block Length including eight bytes for the user protocol list block type and
length fields, plus the number of bytes of user protocol list data
that follows.
Source Type uint32 Number that maps to the type of data source:
e o if the protocol data was provided by RNA
e 1 if the protocol data was provided by a user
e 2 if the protocol data was provided by a third-party scanner
e 3 if the protocol data was provided by a command line tool
such as nmimport.pl or the Host Input API client
Source ID uint32 Identification number that maps to the source of the affected
protocols. Depending on the source type, this may map to RNA, a
user, a scanner, or a third-party application.
Generic List Block  |uint32 Initiates a Generic List data block. This value is always 31.
Type
Generic List Block  |uint32 Number of bytes in the Generic List block and encapsulated data
Length blocks. This number includes the eight bytes of the generic list
block header fields, plus the number of bytes in all of the
encapsulated data blocks.
User Protocol Data  |variable Encapsulated User Protocol data blocks up to the maximum
Blocks number of bytes in the list block length.

Host Vulnerability Data Block 4.9.0+

The Host Vulnerability data block conveys vulnerabilities that apply to a host. Each Host Vulnerability
data block describes one vulnerability for a host in an event. Host Vulnerability data blocks appear in
the Full Host Profile, Full Host Server, and Full Sub-Server data blocks. The Host Vulnerability data
block has a block type of 85 in the series 1 group of blocks.

The following diagram shows the format of the Host Vulnerability data block:

Byte 0 1 2 3

. L1yt rj1|rj1|rj12(212(2|1212|2(2|2/2
Bit |0[1]2|3/4|5]/6]7|8]|9 3 5 819

0|1(2[(3(4|5(6[7(8[9(0|1]2

S W
[u—

Host Vulnerability Block Type (85)

Host Vulnerability Block Length

Firepower eStreamer Integration Guide
[ 4-112 | I



| Chapter4 Understanding Discovery & Connection Data Structures

Host Discovery and Connection Data Blocks 1l

Byte 0 1 2 3
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Host Vulnerability ID
Invalid Flags Type
Type (cont.)
The following table describes the components of the Host Vulnerability data block.
Table 4-66 Host Vulnerability Data Block Fields
Field Data Type |Description
Host Vulnerability uint32 Initiates an Host Vulnerability data block. This value is always
Block Type 85.
Host Vulnerability uint32 Total number of bytes in the Host Vulnerability data block,
Block Length including eight bytes for the host vulnerability block type and

length fields, plus the number of bytes of host vulnerability data
that follows.

Host Vulnerability ID |uint32 The identification number for the vulnerability.
Invalid Flags uint8 A value indicating whether the vulnerability is valid for the host.
Type uint32 The type of vulnerability.

Identity Data Block

The identity data block has a block type of 94 in the series 1 group of blocks. Identity data blocks are
used in identity conflict and identity timeout messages, which indicate when the identities of an
operating system or server fingerprint source conflict or time out. The data block describes reported
identities that have been identified as being in conflict with active source identities (user, scanner, or
application). For more information, see Identity Conflict and Identity Timeout System Messages,
page 4-60.

The following diagram shows the format of an identity data block for 4.9+.
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Byte 0 1 2 3
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UuUID
Identity UUID, continued
Identity UUID, continued
Identity UUID, continued
Port Protocol
Server Map ID
The following table describes the fields of the Cisco identity data block.
Table 4-67 Identity Data Block Fields
Field Data Type |Description
Identity Data uint32 Initiates the Identity data block. This value is always 94.
Block Type
Identity Data uint32 Number of bytes in the Identity data block. This value should always
Block Length be 40: sixteen bytes for the data block type and length fields and the

source type and ID fields, sixteen bytes for the fingerprint UUID
value, two bytes for the port, two bytes for the protocol, and four
bytes for the SM ID.

Identity Data uint32 Number that maps to the type of data source:
Source Type e o if the fingerprint data was provided by RNA
e 1 if the fingerprint data was provided by a user
e 2 if the fingerprint data was provided by a third-party scanner

e 3 if the fingerprint data was provided by a command line tool
such as nmimport.pl or the Host Input API client

Identity Data uint32 Identification number that maps to the source of the fingerprint data.
Source ID Depending on the source type, this may map to RNA, a user, a
scanner, or a third-party application.

UUID uint8[16] |If the identity is an operating system identity, the identification
number, in octets, that acts as a unique identifier for the fingerprint.

Port uint16 If the identity is a server identity, indicates the port used by the packet
containing the server data.
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Table 4-67 Identity Data Block Fields (continued)

Field Data Type

Description

Protocol uintl6

If the identity is a server identity, indicates the IANA number of the
network protocol or Ethertype used by the packet containing the
server data. This is handled differently for Transport and Network
layer protocols.

Transport layer protocols are identified by the IANA protocol
number. For example:

e ¢ —TCP
e 7—UDP

Network layer protocols are identified by the decimal form of the
IEEE Registration Authority Ethertype. For example:

e 2048 — [P

Server Map ID uint32

If the identity is a server identity, indicates the server map ID,
representing the combination of ID, vendor, and version for the
Server.

Host MAC Address 4.9+

The host MAC address data block has a block type of 95 in the series 1 group of blocks. The block
includes the time-to-live value for the host data, as well as the MAC address, the primary subnet of the
host, and the last seen value for the host.

The following diagram shows the format of a host MAC address data block in 4.9+:
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The following table describes the fields of the Host MAC Address data block.
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Table 4-68 Host MAC Address Data Block Fields

Field Data Type |Description

Host MAC Address |uint32 Initiates the Host MAC Address data block. This value is always
Data Block Type 95.

Host MAC Address |uint32 Number of bytes in the Host MAC Address data block. This value
Data Block Length should always be 20: eight bytes for the data block type and length

fields, one byte for the TTL value, 6 bytes for the MAC address,
one byte for the primary subnet, and four bytes for the last seen

value.

TTL uint8 Indicates the difference between the TTL value in the packet used
to fingerprint the host.

MAC Address uint8 [6] Indicates the MAC address of the host.

Primary uint8 Indicates the primary subnet of the host.

Last Seen uint32 Indicates when the host was last seen in traffic.

Secondary Host Update

The Secondary Host Update data block contains information for a host sent as a secondary host update
from a device monitoring a subnet other than that where the host resides. It is used within Change
Secondary Update events (event type 1001, subtype 31). The Secondary Host Update data block has a
block type of 96 in the series 1 group of blocks.

The following diagram shows the format of a Secondary Host Update data block:
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The following table describes the fields of the Secondary Host Update data block.
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Table 4-69 Secondary Host Update Data Block Fields

Field Data Type |Description

Secondary Host uint32 Initiates a Secondary Host Update data block. This value is always

Update Block Type 96.

Secondary Host uint32 Number of bytes in the Secondary Host Update data block,

Update Block including eight bytes for the secondary host update block type and

Length length fields, plus the number of bytes of secondary host update data
that follows.

IP Address uint8[4] IP address of the host described in the update, in IP address octets.

List Block Type uint32 Initiates a List data block comprising Host MAC Address data
blocks conveying host MAC address data. This value is always 11.

List Block Length  |uint32 Number of bytes in the list. This number includes the eight bytes of
the list block type and length fields, plus all encapsulated Host MAC
Address data blocks.
This field is followed by zero or more Host MAC Address data
blocks.

Host MAC Address |uint32 Initiates a Host MAC Address data block describing the secondary

Block Type host. This value is always 95.

Host MAC Address |uint32 Number of bytes in the Host MAC Address data block. This value

Data Block Length should always be 20: eight bytes for the data block type and length
fields, one byte for the TTL value, six bytes for the MAC address,
one byte for the primary subnet, and four bytes for the last seen
value.

Host MAC Address |string Information related to MAC addresses of hosts in the update.

Data Blocks

Web Application Data Block for 5.0+

The Web Application data block for 5.0+ has a block type of 123 in the series 1 group of blocks. The
data block describes the web application from detected HTTP client requests.

The following diagram shows the format of a Web Application data block in 5.0+.

Byte 0

1 2 3

Bit 0|1]2]3

51678

9

Tyt rjrf{rj1ry1|/1|2(2(2(2(2(2(2(2|2|2
0[1(2(3(4|5(6|7|8[9/0]1/2]|3 5 8

Web Application Data Block Type (123)

Web Application Data Block Length

Application ID

The following table describes the fields of the Web Application data block.
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Table 4-70 Web Application Data Block Fields

Field Data Type |Description

Web Application |uint32 Initiates the Web Application data block. This value is always 123.
Data Block Type

Web Application |uint32 Number of bytes in the Web Application data block, including eight
Data Block bytes for the Web Application data block type and length, plus the
Length number of bytes in the application ID field that follows.
Application ID uint32 Application ID of the web application.

Connection Statistics Data Block 7.0+

The connection statistics data block is used in connection data messages. Security Group Tag, virtual
routing and forwarding, and dynamic attribute fields have been added to Connection Statistics Data
Block for 7.0+. The connection statistics data block for version 7.0+ has a block type of 173 in the series
1 group of blocks. It supersedes block type 168, Connection Statistics Data Block 6.2-6.7.x, page B-240.

You request connection event records by setting the extended event flag—bit 30 in the Request Flags
field—in the request message with an event version of 16 and an event code of 71. See Request Flags,
page 2-11. If you enable bit 23, an extended event header is included in the record.

For more information on the Connection Statistics Data message, see Connection Statistics Data
Message, page 4-53.

The following diagram shows the format of a Connection Statistics data block for 7.0+:

Byte 0 1 2 3

. Tyt f{rj1ry1|/1|2(2(2(2(2(2(2(2|2|2
Bit [(0]1]2]3]4|5/6|7|8]9 3 5 8

0[1(2(3(4|5(6[7|8[9(0|1]2

Connection Statistics Data Block Type (173)

Connection Statistics Data Block Length

Device ID

Ingress Zone
Ingress Zone, continued
Ingress Zone, continued

Ingress Zone, continued

Egress Zone
Egress Zone, continued
Egress Zone, continued

Egress Zone, continued
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Byte

Bit
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1|11 |1|1|1]|1]1
0[1(2](3(4|5(6[7|8[9]0

_

o
)
RN

[SH )

W N

Ingress Interface
Ingress Interface, continued
Ingress Interface, continued

Ingress Interface, continued

Egress Interface
Egress Interface, continued
Egress Interface, continued

Egress Interface, continued

Initiator IP Address
Initiator IP Address, continued
Initiator IP Address, continued

Initiator IP Address, continued

Responder IP Address
Responder IP Address, continued
Responder IP Address, continued

Responder IP Address, continued

Original Client IP Address
Original Client [P Address, continued
Original Client [P Address, continued

Original Client [P Address, continued

Policy Revision
Policy Revision, continued
Policy Revision, continued

Policy Revision, continued

Rule ID

Tunnel Rule ID
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Byte 0 1 2 3
gic [o[112]s]«]s[ |7 DS AT AR E R R R R
Rule Action Rule Reason
Rule Reason, cont. Initiator Port
Responder Port TCP Flags
Protocol NetFlow Source
NetFlow Source, continued
NetFlow Source, continued
NetFlow Source, continued
NetFlow Src., Instance ID Connection
cont. Counter
Cx Ctr, cont. First Packet Timestamp
First Pkt Time, Last Packet Timestamp
cont.
Last Pkt Time, Initiator Transmitted Packets
cont.

Init. Tx Pkt, cont.

Initiator Transmitted Packets, continued

Responder Transmitted Packets

Resp. Tx Pkt, cont.

Responder Transmitted Packets, continued

Initiator Transmitted Bytes

Init. Tx Bytes,
cont.

Initiator Transmitted Bytes, continued

Responder Transmitted Packets

Resp. Tx. Bytes,
cont.

Responder Transmitted Bytes, continued

Init. Pkt. Drop,

Initiator Packets Dropped

Initiator Packets Dropped, continued.

cont.

Resp. Pkt. Drop,

Responder Packets Dropped

Responder Packets Dropped, continued.

cont.

Initiator Bytes Dropped
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1 2 |

3

Bit

7 8‘9

L1yt rj1|rj1|rj1y2}212)2|2
0[1(2[3(4|5(6]|7(8[9(0]|1]2|3(4

Initiator Bytes Dropped, continued.

2122
5167

0 B

O N

S W

—_w

Init. Byte Drop,
cont.

Responder Bytes Dropped

Responder Bytes Dropped, continued.

Rsp. Byte Drop,
cont.

QOS Applied Interface

QOS Applied Interface, continued
QOS Applied Interface, continued

QOS Applied Interface, continued

QOS Intf., cont. QOS Rule ID
QOS Rule ID, User ID
cont.

User ID, cont.

Application Protocol ID

App Prot. ID, cont. URL Category
URL Category, URL Reputation
cont.
URL Rep., cont. Client Application ID
Client App ID, Web Application ID
cont.

Web App. ID, cont.

Str. Block Type (0)

20 Str. Block Type, String Block Length
L cont.
o)
Str. Block Len., Client App. URL...
cont.
String Block Type (0)
8o
m & String Block Length
S Z
“ NetBIOS Name...
String Block Type (0)
String Block Length

Client
App Version

Client Application Version...
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Byte 0 1 2 3
. Lyt jry1r|1jrfry1{2(2/2{2{2(2(2(2(2|2(3/3
Bit 0711213/ 41516/718 9001 1/2/3/4|5(6(7(8/9/0/1]2/3|4/5|6|7|8[0]0]1

Monitor Rule 1

Monitor Rule 2

Monitor Rule 3

Monitor Rule 4

Monitor Rule 5

Monitor Rule 6

Monitor Rule 7

Monitor Rule 8

File Event Count

Sec. Int. Src/Dst Sec. Int. Layer

Intrusion Event Count Initiator Country

Responder Country

Original Client Country

I0OC Number

Source Autonomous System

Source Autonomous System, continued

Destination Autonomous System

Destination Autonomous System

SNMP In

SNMP Out

Source TOS Destination TOS

Source Mask Destination Mask

Security Context

Security Context
Security Context, continued

Security Context, continued

Security Context, continued VLAN ID
Z String Block Type (0)
% String Block Length
E, Referenced Host...
13}
a7
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Byte 0 1 2 3
. L{tjrfrftj{rjeftr|t|2f2)2)2|2|2(2(2/2|2|3]|3
Bit |01 17213141516/ 718190011 2]3]4|5|6|/7/8/00[1]2/3|4|5]6/7|8/9/0/1
= String Block Type (0)
o
<?:‘D String Block Length
5}
o) User Agent...
5 String Block Type (0)
5
2 String Block Length
(=W
e HTTP Referrer...
an)
SSL Certificate Fingerprint
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Certificate Fingerprint, continued
SSL Policy ID
SSL Policy ID, continued
SSL Policy ID, continued
SSL Policy ID, continued
SSL Rule ID
SSL Cipher Suite SSL Version SSL Srv Cert. Stat.
SSL Srv Cert. Stat., cont. SSL Actual Action
SSL Actual SSL Expected Action SSL Flow Status
Action, cont.
SSL Flow Status, SSL Flow Error
cont.
SSL Flow Error, SSL Flow Messages
continued
SSL Flow SSL Flow Flags
Messages,
continued

SSL Flow Flags, continued
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Byte 0 1 2 3
. L1y y1r|{rj1r(1{2{2(212(2|2(2(22/2(3/3

Bit 0‘1‘2‘3‘4567890123456789012345678901
” SSL Flow Flags, String Block Type (0)

g continued

z

5 String Block Type String Block Length

2z (0), continued

&

7 String Block SSL Server Name...

% Length, continued

SSL URL Category
SSL Session ID

SSL Session ID, continued
SSL Session ID, continued
SSL Session ID, continued
SSL Session ID, continued
SSL Session ID, continued
SSL Session ID, continued

SSL Session ID, continued

SSL Session ID

SSL Ticket ID, continued
SSL Ticket ID, continued
SSL Ticket ID, continued

SSL Ticket ID, continued

SSL Ticket ID

Length
SSL Ticket ID, SSL Ticket ID
cont. Length

Network Analysis Policy Revision

Network Analysis Policy Revision, continued
Network Analysis Policy Revision, continued

Network Analysis Policy Revision, continued

Network Analysis Policy Revision, Endpoint Profile ID
continued
Endpoint Profile ID, continued Security Group ID
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1 2 3

Bit |0|1[2(3|4|5|6|7|8|9

—
—_
—
—_
—
—

1|11 1j2)2]2|2(2]|2(2]|2(2]|2
0[1(2(3(4|5(6[7|8[9|0|1|2(3|4|5|6/|7|8

Security Group ID, continued

Source Security Group Tag

Src. Sec. Grp Tag
Type

Destination Security Group Tag Dst. Sec. Grp. Tag

Type

Location IPv6
Location IPv6, continued
Location IPv6, continued

Location IPv6, continued

HTTP Response

String Block Type (0)

String Block Length

DNS Query

DNS Query...

DNS Record Type

DNS Response Type

DNS TTL

Sinkhole UUID
Sinkhole UUID, continued
Sinkhole UUID, continued

Sinkhole UUID, continued

Security Intelligence List 1

Security Intelligence List 2

Threat Intelligence Category

String Block Type (0)

String Block Length

TAA ssea3uj

Ingress VRF Name...

String Block Type (0)

String Block Length

A ss2189

Egress VRF Name...
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Byte 0 1 2 3
. L1yt rj1r|yrj1|r{1y2(2122|1212/22|2(2|3/3
Bit |0 11213 /4151617819011 12]3/4|5/6/7/8|9/0[1/2(3|4|5]6|7 8]9]0]1
% String Block Type (0)
=1
5;1; String Block Length
5 Source IP Dynamic Attributes
o String Block Type (0)
(9]
'; String Block Length
a Destination IP dynamic Attributes...
The following table describes the fields of the Connection Statistics data block for 7.0+.
Table 4-71 Connection Statistics Data Block 7.0+ Fields
Field Data Type Description
Connection uint32 Initiates a Connection Statistics data block for 7.0+. The value is
Statistics Data always 173.
Block Type
Connection uint32 Number of bytes in the Connection Statistics data block, including
Statistics Data eight bytes for the connection statistics block type and length
Block Length fields, plus the number of bytes in the connection data that
follows.
Device ID uint32 The device that detected the connection event.
Ingress Zone uint8[16] Ingress security zone in the event that triggered the policy
violation.
Egress Zone uint8[16] Egress security zone in the event that triggered the policy
violation.
Ingress Interface |uint8[16] Interface for the inbound traffic.
Egress Interface  |uint8[16] Interface for the outbound traffic.
Initiator IP uint8[16] IP address of the host that initiated the session described in the
Address connection event, in IP address octets.
Responder IP uint8[16] IP address of the host that responded to the initiating host, in IP
Address address octets.
Original Client IP |uint8[16] IP address of the host behind the proxy that originated the request,
Address in IP address octets.
Policy Revision  |uint8[16] Revision number of the rule associated with the triggered
correlation event, if applicable.
Rule ID uint32 Internal identifier for the rule that triggered the event, if
applicable.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

Tunnel Rule ID uint32 Internal identifier for the tunnel rule that triggered the event, if
applicable.

Rule Action uint16 The action selected in the user interface for that rule (allow, block,
and so forth).

Rule Reason uint32 The reason the rule triggered the event.

Initiator Port uint16 Port used by the initiating host.

Responder Port uint16 Port used by the responding host.

TCP Flags uintl6 Indicates any TCP flags for the connection event.

Protocol uint8 The IANA-specified protocol number.

NetFlow Source |uint8[16] IP address of the NetFlow-enabled device that exported the data
for the connection.

Instance ID uint16 Numerical ID of the Snort instance on the managed device that
generated the event.

Connection uintl6 Value used to distinguish between connection events that happen

Counter during the same second.

First Packet uint32 UNIX timestamp of the date and time the first packet was

Timestamp exchanged in the session.

Last Packet uint32 UNIX timestamp of the date and time the last packet was

Timestamp exchanged in the session.

Initiator uint64 Number of packets transmitted by the initiating host.

Transmitted

Packets

Responder uint64 Number of packets transmitted by the responding host.

Transmitted

Packets

Initiator uint64 Number of bytes transmitted by the initiating host.

Transmitted Bytes

Responder uint64 Number of bytes transmitted by the responding host.

Transmitted Bytes

Initiator Packets  |uint64 Number of packets dropped from the session initiator due to rate

Dropped limiting.

Responder uint64 Number of packets dropped from the session responder due to rate

Packets Dropped limiting.

Initiator Bytes uint64 Number of bytes dropped from the session initiator due to rate

Dropped limiting.

Responder Bytes |uint64 Number of bytes dropped from the session responders due to rate

Dropped limiting.

QOS Applied uint8[16] For rate-limited connections, the name of the interface on which

Interface rate limiting is applied.

QOS Rule ID uint32 Internal ID number of the Quality of Service rule applied to the

connection, if applicable.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)
Field Data Type Description
User ID uint32 Internal identification number for the user who last logged into the

host that generated the traffic.

Application uint32 Application ID of the application protocol.

Protocol ID

URL Category uint32 The internal identification number of the URL category.

URL Reputation |uint32 The internal identification number for the URL reputation.

Client uint32 The internal identification number of the detected client

Application ID application, if applicable.

Web Application |uint32 The internal identification number of the detected web

ID application, if applicable.

String Block Type |uint32 Initiates a String data block for the client application URL. This
value is always o.

String Block uint32 Number of bytes in the client application URL String data block,

Length including eight bytes for the string block type and length fields,
plus the number of bytes in the client application URL string.

Client string URL the client application accessed, if applicable

Application URL (/files/index.html, for example).

String Block Type |uint32 Initiates a String data block for the host NetBIOS name. This value
is always o.

String Block uint32 Number of bytes in the String data block, including eight bytes for

Length the string block type and length fields, plus the number of bytes in
the NetBIOS name string.

NetBIOS Name string Host NetBIOS name string.

String Block Type |uint32 Initiates a String data block for the client application version. This
value is always o.

String Block uint32 Number of bytes in the String data block for the client application

Length version, including eight bytes for the string block type and length,
plus the number of bytes in the version.

Client string Client application version.

Application

Version

Monitor Rule 1 uint32 The ID of the first monitor rule associated with the connection
event.

Monitor Rule 2 uint32 The ID of the second monitor rule associated with the connection
event.

Monitor Rule 3 uint32 The ID of the third monitor rule associated with the connection
event.

Monitor Rule 4 uint32 The ID of the fourth monitor rule associated with the connection
event.

Monitor Rule 5 uint32 The ID of the fifth monitor rule associated with the connection
event.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

Monitor Rule 6 uint32 The ID of the sixth monitor rule associated with the connection
event.

Monitor Rule 7 uint32 The ID of the seventh monitor rule associated with the connection
event.

Monitor Rule 8 uint32 The ID of the eighth monitor rule associated with the connection
event.

Security uint8 Whether the source or destination IP address matched the IP block

Intelligence list.

Source/

Destination

Security uint8 The IP layer that matched the IP block list.

Intelligence Layer

File Event Count |uintl6 Value used to distinguish between file events that happen during
the same second.

Intrusion Event uintl6 Value used to distinguish between intrusion events that happen

Count during the same second.

Initiator Country |uintl6 Code for the country of the initiating host.

Responder uint 16 Code for the country of the responding host.

Country

Original Client uint 16 Code for the country of the host behind the proxy which originated

Country the request.

I0C Number uint16 ID Number of the compromise associated with this event.

Source uint32 Autonomous system number of the source, either origin or peer.

Autonomous

System

Destination uint32 Autonomous system number of the destination, either origin or

Autonomous peer.

System

SNMP Input uintl6 SNMP index of the input interface.

SNMP Output uintl6 SNMP index of the output interface.

Source TOS uint8 Type of Service byte setting for the incoming interface.

Destination TOS  |uint8 Type of Service byte setting for the outgoing interface.

Source Mask uint8 Source address prefix mask.

Destination Mask |uint8 Destination address prefix mask.

Security Context |uint8(16) ID number for the security context (virtual firewall) that the traffic

passed through. Note that the system only populates this field for
ASA FirePOWER devices in multi-context mode.

VLAN ID uint16 VLAN identification number that indicates which VLAN the host
is a member of.

String Block Type |uint32 Initiates a String data block containing the Referenced Host. This
value is always o.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

String Block uint32 The number of bytes included in the Referenced Host String data

Length block, including eight bytes for the block type and header fields
plus the number of bytes in the Referenced Host field.

Referenced Host |string Host name information provided in HTTP or DNS.

String Block Type |uint32 Initiates a String data block containing the User Agent. This value
is always o.

String Block uint32 The number of bytes included in the User Agent String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the User Agent field.

User Agent string Information from the UserAgent header field in the session.

String Block Type |uint32 Initiates a String data block containing the HTTP Referrer. This
value is always o.

String Block uint32 The number of bytes included in the HTTP Referrer String data

Length block, including eight bytes for the block type and header fields
plus the number of bytes in the HTTP Referrer field.

HTTP Referrer string The site from which a page originated. This is found int he
Referred header information in HTTP traffic.

SSL Certificate uint8[20] SHA1 hash of the SSL Server certificate.

Fingerprint

SSL Policy ID uint8[16] ID number of the SSL policy that handled the connection.

SSL Rule ID uint32 ID number of the SSL rule or default action that handled the
connection.

SSL Cipher Suite |uintl6 Encryption suite used by the SSL connection. The value is stored

in decimal format. See
www.lana.org/assignments/tls-parameters/tls-parameters.
xhtml for the cipher suite designated by the value.

SSL Version uint8 The SSL or TLS protocol version used to encrypt the connection.

SSL Server uint32 The status of the SSL certificate. Possible values include:

Certificate Status e 0 — Not checked — The server certificate status was not
evaluated.

e 1 — Unknown — The server certificate status could not be
determined.

e 2 — Valid — The server certificate is valid.
e 4 — Self-signed — The server certificate is self-signed.

e 16 — Invalid Issuer — The server certificate has an invalid
issuer.

e 32 —Invalid Signature — The server certificate has an invalid
signature.

e 64 — Expired — The server certificate is expired.
e 128 — Not valid yet — The server certificate is not yet valid.

e 256 — Revoked — The server certificate has been revoked.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)
Field Data Type Description
SSL Actual uint16 The action performed on the connection based on the SSL Rule.
Action This may differ from the expected action, as the action as specified
in the rule may be impossible. Possible values include:

e 0 — 'Unknown'

e 1 — 'Do Not Decrypt'

e 2 — 'Block'

e 3 — 'Block With Reset'

e 4 — 'Decrypt (Known Key)'

e s — 'Decrypt (Replace Key)'

e 6 — 'Decrypt (Resign)'
SSL Expected uintl6 The action which should be performed on the connection based on
Action the SSL Rule. Possible values include:

¢ 0o — 'Unknown'

e 1— 'Do Not Decrypt'

e 2 — 'Block'

e 3 — 'Block With Reset'

e 4 — 'Decrypt (Known Key)'

e 5 — 'Decrypt (Replace Key)'

e 6 — 'Decrypt (Resign)'
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

SSL Flow Status |uintl6 Status of the SSL Flow. These values describe the reason behind
the action taken or the error message seen. Possible values
include:

e 0 — 'Unknown'

e 1 — 'No Match'

e 2 — 'Success'

e 3 — 'Uncached Session'

¢ 4 — 'Unknown Cipher Suite'

e 5 — 'Unsupported Cipher Suite'

e ¢ — 'Unsupported SSL Version'

e 7 —'SSL Compression Used'

e g — 'Session Undecryptable in Passive Mode'

¢ 9 — 'Handshake Error'

e 10— 'Decryption Error'

e 11 — 'Pending Server Name Category Lookup'
e 12 — 'Pending Common Name Category Lookup'
e 13 — 'Internal Error'

e 14 — 'Network Parameters Unavailable'

e 15 — 'Invalid Server Certificate Handle'

e 16 — 'Server Certificate Fingerprint Unavailable'
e 17 — 'Cannot Cache Subject DN’

e 13 — 'Cannot Cache Issuer DN'

e 19 — 'Unknown SSL Version'

e 20 — 'External Certificate List Unavailable'

e 21 — 'External Certificate Fingerprint Unavailable'
e 22 — 'Internal Certificate List Invalid'

e 23 — 'Internal Certificate List Unavailable'

e 24 — 'Internal Certificate Unavailable'

e 25 — 'Internal Certificate Fingerprint Unavailable'
e 26 — 'Server Certificate Validation Unavailable'
e 27 — 'Server Certificate Validation Failure'

e 28— 'Invalid Action'

SSL Flow Error  |uint32 Detailed SSL error code. These values may be needed for support
purposes.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)
Field Data Type Description
SSL Flow uint32 The messages exchanged between client and server during the SSL

Messages

handshake. See http://tools.ietf.org/html/rfc5246 for more
information.

0x00000001 — NSE_MT__HELLO_REQUEST
0x00000002 — NSE_MT__ CLIENT_ALERT

0x00000004 — NSE_MT__SERVER_ALERT
0x00000008 — NSE_MT__CLIENT_HELLO
0x00000010 — NSE_MT__SERVER_HELLO
0x00000020 — NSE_MT__ SERVER_CERTIFICATE
0x00000040 — NSE_MT__SERVER_KEY_EXCHANGE
0x00000080 — NSE_MT__CERTIFICATE_REQUEST
0x00000100 — NSE_MT__ SERVER_HELLO_DONE
0x00000200 — NSE_MT__CLIENT_CERTIFICATE
0x00000400 — NSE_MT__CLIENT_KEY_EXCHANGE
ox00000800 — NSE_MT__ CERTIFICATE_VERIFY

0x00001000 —
NSE_MT__CLIENT_CHANGE_CIPHER_SPEC

0x00002000 — NSE_MT__ CLIENT_FINISHED

0x00004000 —
NSE_MT__SERVER_CHANGE_CIPHER_SPEC

0x00008000 — NSE_MT__SERVER_FINISHED
0x00010000 — NSE_MT__NEW_SESSION_TICKET
0x00020000 — NSE_ MT__HANDSHAKE_OTHER
0x00040000 — NSE_MT__APP_DATA_FROM_CLIENT
0x00080000 — NSE_MT__ APP_ DATA_FROM_SERVER

SSL Flow Flags  |uint64 The debugging level flags for an encrypted connection. Possible
values include:
® 0x00000001 — NSE_FLOW__VALID - must be set for other
fields to be valid
e 0x00000002 — NSE_FLOW__INITIALIZED - internal
structures ready for processing
e 0x00000004 — NSE_FLOW__INTERCEPT - SSL session
has been intercepted
String Block Type |uint32 Initiates a String data block containing the SSL Server Name. This

value is always o.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

String Block uint32 The number of bytes included in the SSL Server Name String data

Length block, including eight bytes for the block type and header fields
plus the number of bytes in the SSL Server Name field.

SSL Server Name |string Name provided in the server name indication in the SSL Client
Hello.

SSL URL uint32 Category of the flow as identified from the server name and

Category certificate common name.

SSL Session ID uint8[32] Value of the session ID used during the SSL handshake when the
client and server agree to do session reuse

SSL Session ID uint8 Length of the SSL Session ID. While the session ID cannot exceed

Length 32 bytes, it may be less than 32 bytes.

SSL Ticket ID uint8[20] Hash of the session ticket used when the client and server agree to
use a session ticket.

SSL Ticket ID uint8 Length of the SSL Ticket ID. While the ticket ID cannot exceed 20

Length bytes, it may be less than 20 bytes.

Network Analysis |uint8[16] Revision of the Network Analysis Policy associated with the

Policy revision connection event.

Endpoint Profile |uint32 ID number of the type of device used by the connection endpoint

ID as identified by ISE. This is unique for each DC and resolved in
metadata.

Security Group ID |uint32 ID number assigned to the user by ISE based on policy.

Source Security uint16 The Security Group Tag of the source of the connection.

Group Tag

Source Security  |uint8 How the Source Security Group Tag was assigned:

Group Tag Type e o — Unknown

e 1 — Inline
e 2 — Session Directory

e 3 — Security Group Tag Exchange Protocol (SXP)

Destination uintl6 The Security Group Tag of the destination of the connection.
Security Group
Tag
Destination uint8 How the Destination Security Group Tag was assigned:
Security Group e 0 — Unknown
Tag Type

e 1 — Inline

e 2 — Session Directory

e 3 — Security Group Tag Exchange Protocol (SXP)
Location IPv6 uint8[16] IP address of the interface communicating with ISE. Can be IPv4

or IPv6.

HTTP Response  |uint32 Response code of the HTTP Request.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

String Block Type |uint32 Initiates a String data block for the DNS query. This value is
always o.

String Block uint32 Number of bytes in the String data block, including eight bytes for

Length the string block type and length fields, plus the number of bytes in
the DNS query string.

DNS Query string The content of the query sent to the DNS server.

DNS Record Type |uintl6 The numerical value for the type of DNS record.

DNS Response uintl6 The numerical value for the type of DNS response.

Type

DNS TTL uint32 The time to live for the DNS response, in seconds.

Sinkhole UUID uin8[16] Revision UUID associated with this sinkhole object.

Security uint32 Security Intelligence List associated with the event. This maps to

Intelligence List 1 a Security Intelligence list in associated metadata. There may be
three Security Intelligence lists associated with the connection.

Security uint32 Security Intelligence List associated with the event. This maps to

Intelligence List 2 a Security Intelligence list in associated metadata. There may be
three Security Intelligence lists associated with the connection.

Threat uint32 Threat Intelligence Category associated with the event. This maps

Intelligence to a Threat Intelligence list in associated metadata.

Category

String Block Type |uint32 Initiates a String data block containing the name of the ingress
VREF. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Ingress VRF name field.

Ingress VRF string The virtual router through which traffic entered the network.

Name

String Block Type |uint32 Initiates a String data block containing the name of the egress
VREF. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Egress VRF name field.

Egress VRF Name |string The name of the virtual router through which traffic exited the
network.

String Block Type |uint32 Initiates a String data block containing the name of the Source IP
Dynamic Attribute. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the

number of bytes in the Source IP Dynamic Attribute field.
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Table 4-71 Connection Statistics Data Block 7.0+ Fields (continued)

Field Data Type Description

Source 1P string Contains dynamic attributes for the Source IP.

Dynamic

Attribute

String Block Type |uint32 Initiates a String data block containing the name of the Destination
IP Dynamic Attribute. This value is always o.

String Block uint32 The number of bytes included in the name String data block,

Length including eight bytes for the block type and header fields plus the
number of bytes in the Destination IP Dynamic Attribute field.

Destination IP string Contains dynamic attributes for the Destination IP.

Dynamic

Attribute

Scan Result Data Block 5.2+

The Scan Result data block describes a vulnerability and is used within Add Scan Result events (event
type 1002, subtype 11). The Scan Result data block has a block type of 142 in the series 1 group of
blocks. It supersedes block type 102. The IP address field was increased to 16 bytes for version 5.2.

Byte

Bit

The following diagram shows the format of a Scan Result data block:

1 2 3

—_

0[1(2(3(4|5(6[7|8[9]0

Tyt f1(1ry2)2(2(2(212(2(2|2|2
3 5 8

—_
[\S]

Scan Result Block Type (142)

Scan Result Block Length

User ID

Scan Type

IP Address
IP Address, continued
IP Address, continued

IP Address, continued

Port

Protocol
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Byte 0 1 2 3
. Lirftftfrfrfrfrfrfrf2f2f2f2f2)2(2(2(2[2(3|3
Bit 0P 213147516/ 7)819 0011 12/3]4|5]|6(7 8 9/0[1(2/3]4|56|7|8(9 01
Flag List Block Type (11) Scan
Vulnerability
List Block Type (11) List Block Length List
Vulnerability List Block Length Scan Vulnerability Block Type (109)
List
Scan Vulnerability Block Type (109) Scan Vulnerability Block Length
Scan Vulnerability Block Length Vulnerability Data...
List Block Type (11) Generic Scan
Results List
List Block Length
Scan Results Generic Scan Results Block Type (108)
List
Generic Scan Results Block Length
Generic Scan Results...
User Generic List Block Type (31)
Product List
Generic List Block Length
User Product Data Blocks*
The following table describes the fields of the Scan Result data block.
Table 4-72 Scan Result Data Block Fields
Field Data Type |Description
Scan Result uint32 Initiates a Scan Result data block. This value is always 142.
Block Type
Scan Result uint32 Number of bytes in the Scan Vulnerability data block, including eight
Block Length bytes for the scan vulnerability block type and length fields, plus the
number of bytes of scan vulnerability data that follows.
User ID uint32 Contains the user identification number for the user who imported the
scan result or ran the scan that produced the scan result.
Scan Type uint32 Indicates how the results were added to the system.
IP Address uint8[16] |IP address of the host affected by the vulnerabilities in the result, in IP
address octets.
Port uint16 Port used by the sub-server affected by the vulnerabilities in the
results.
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Table 4-72

Scan Result Data Block Fields (continued)

Field

Data Type

Description

Protocol

uintl6

IANA protocol number or Ethertype. This is handled differently for
Transport and Network layer protocols.

Transport layer protocols are identified by the IANA protocol number.
For example:

e ¢ —TCP
e 17— UDP

Network layer protocols are identified by the decimal form of the IEEE
Registration Authority Ethertype. For example:

e 2048 —IP

Flag

uintl6

Reserved

List Block Type |uint32

Initiates a List data block comprising Scan Vulnerability data blocks
conveying transport Scan Vulnerability data. This value is always 11.

List Block uint32 Number of bytes in the list. This number includes the eight bytes of the
Length list block type and length fields, plus all encapsulated Scan
Vulnerability data blocks.
This field is followed by zero or more Scan Vulnerability data blocks.
Scan uint32 Initiates a Scan Vulnerability data block describing a vulnerability
Vulnerability detected during a scan. This value is always 109.
Block Type
Scan uint32 Number of bytes in the Scan Vulnerability data block, including eight
Vulnerability bytes for the scan vulnerability block type and length fields, plus the
Block Length number of bytes in the scan vulnerability data that follows.
Vulnerability string Information relating to each vulnerability.
Data

List Block Type |uint32

Initiates a List data block comprising Scan Vulnerability data blocks
conveying transport Scan Vulnerability data. This value is always 11.

List Block uint32 Number of bytes in the list. This number includes the eight bytes of the
Length list block type and length fields, plus all encapsulated Scan
Vulnerability data blocks.
This field is followed by zero or more Scan Vulnerability data blocks.
Generic Scan uint32 Initiates a Generic Scan Results data block describing server and
Results Block operating system data detected during a scan. This value is always 10s.
Type
Generic Scan uint32 Number of bytes in the Generic Scan Results data block, including
Results Block eight bytes for the generic scan results block type and length fields,
Length plus the number of bytes in the scan result data that follows.
Generic Scan string Information relating to each scan result.
Results Data
Generic List uint32 Initiates a Generic List data block comprising User Product data blocks

Block Type

conveying host input data from a third-party application. This value is
always 31.
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Table 4-72 Scan Result Data Block Fields (continued)

Field Data Type |Description

Generic List uint32 Number of bytes in the Generic List data block, including the list
Block Length header and all encapsulated User Product data blocks.

User Product variable User Product data blocks containing host input data. See User Product
Data Blocks * Data Block 5.1+, page 4-170 for a description of this data block.

Host Server Data Block 4.10.0+

The Host Server data block conveys information about the detected servers on a host. It contains a block
for each detected server, and also includes a list of web application data blocks for the web applications
the server is running. Host Server data blocks are contained in messages for new and changed TCP and
UDP servers. For more information, see Server Messages, page 4-46. The Host Server data block has a
block type of 103 in the series 1 group of blocks.

Note  An asterisk(*) next to a data block name in the following diagram indicates that multiple instances of
the data block may occur.

The following diagram shows the format of the Host Server data block:

Byte 0 1 2 3
s (o[ P[RR R LR EEEEERERRT
Server Block Type (103)
Server Block Length
Port Hits
Hits, continued Last Used
Sub-Server Last Used, continued Generic List Block Type (31)
Information
Generic List Block Type, continued Generic List Block Length
Generic List Block Length, continued Server Information Block Type (117)*
Confidence
Generic List Block Type (31)
Generic List Block Length
Web Web Application Block Type (123)*
Application
Web Application Block Length
Web Application Data...
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The following table describes the fields of the Host Server data block.

Table 4-73 Host Server Data Block Fields

Field Data Type |Description

Host Server uint32 Initiates a Host Server data block. This value is always 103.

Block Type

Host Server uint32 Total number of bytes in the Host Server data block, including the

Block Length eight bytes in the Host Server block type and length fields, plus the
number of bytes of data that follows.

Port uint16 Port number where the server runs.

Hits uint32 Number of hits the server has received.

Last Used uint32 UNIX timestamp that represents the last time the system detected the
server in use.

Generic List uint32 Initiates a Generic List data block. This value is always 31.

Block Type

Generic List uint32 Number of bytes in the Generic List block and encapsulated

Block Length sub-server information data blocks. This number includes the eight
bytes of the generic list block header fields, plus the number of bytes
in all of the encapsulated data blocks.

Server variable Server information data blocks up to the maximum number of bytes

Information Data in the list block length. For details, see Server Information Data

Blocks* Block for 4.10.x, 5.0 - 5.0.2, page 4-144.

Confidence uint32 Confidence percentage.

Generic List uint32 Initiates a Generic data block. This value is always 31.

Block Type

Generic List uint32 Number of bytes in the Generic block and encapsulated web

Block Length application data blocks. This number includes the eight bytes of the
generic list block header fields, plus the number of bytes in all of the
encapsulated web application data blocks.

Web Application |variable Encapsulated web application data blocks up to the maximum

Data Blocks* number of bytes in the list block length. For details, see Web
Application Data Block for 5.0+, page 4-117.

Full Host Server Data Block 4.10.0+

The Full Host Server data block conveys information about a server, including the server port, the
frequency of use and most recent update, confidence of data accuracy, and Cisco and third-party
vulnerabilities related to that server for the host. The Full Host Server data block contains a Full

Understanding Discovery & Connection Data Structures |

Sub-Server Information data block for each sub-server on the server. Each Full Host Profile data block
contains a Full Host Server data block for each TCP and UDP server on the host. The Full Host Server
data block has a block type of 104 in the series 1 group of blocks.

Note  An asterisk(*) next to a series 1 data block name in the following diagram indicates that multiple

instances of the data block may occur.
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The following diagram shows the format of the Full Server data block:

Byte 0 1 2 3
g [o[1[2[[s[s[s|7|s DS AR R R R
Full Server Block Type (104)
Full Server Block Length
Port Hits

Sub-Servers -
Cisco

Hits, continued

Generic List Block Type (31)

Generic List Block Type, continued

Generic List Block Length

Generic List Block Length, continued

Full Server Information Data Blocks
(106)*

Sub-Servers -
User

Generic List Block Type (31)

Generic List Block Length

Full Server Information Data Block Type (106)*

Sub-Servers -
Scanner

Generic List Block Type (31)

Generic List Block Length

Full Server Information Data Blocks (106)*

Sub-Servers -

Generic List Block Type (31)

Application
Generic List Block Length
Full Server Information Data Blocks (106)*
Confidence
Server BLOB Block Type (10)
Banner
BLOB Block Length
Server Banner Data...
VDB Generic List Block Type (31)
Vulnerability

Generic List Block Length

(VDB) Host Vulnerability Data Blocks (85)*
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Byte 0 1 2 3
. Ljrf|rfrjaft|rfjr|r]2|2(2|2]2|2]2(2]|2(2|3
Bit Of11213714)516/7181900 112134 /5(6/7|8/9(0/1]|2/3[4|5|6/7|8 9|0
Third Generic List Block Type (31)
Pty/VDB
Vulnerability Generic List Block Length
(Third Party/VDB) Host Vulnerability Data Blocks (85)*
Third Pty Host Generic List Block Type (31)
Vulnerability
Generic List Block Length
(Third Party) Host Vulnerability Data Blocks (85)*
Web Generic List Block Type (31)
Application
Generic List Block Length
Web Application Data (123)*

The following table describes the components of the Full Server data block.

Table 4-74 Full Server Data Block 4.10.0+ Fields

Field Data Type |Description

Full Server Block Type |uint32 Initiates a Full Server data block. This value is always 104.

Full Server Block uint32 Total number of bytes in the Full Server data block, including

Length eight bytes for the full server block type and length fields, plus
the number of bytes of full server data that follows.

Port uintl6 Server port number.

Hits uint32 Number of hits the server has received.

Generic List Block Type |uint32 Initiates a Generic List data block comprising data blocks of
detected sub-server data. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the

Length list header and all encapsulated sub-server information data
blocks.

Sub-Server Information |variable Full Server Information data blocks containing information

- Cisco Data Blocks * about sub-servers for a host server detected by Cisco. See Full
Server Information Data Block, page 4-147 for a description of
this data block.

Generic List Block Type |uint32 Initiates a Generic List data block comprising sub-server
information data blocks conveying sub-server data added by a
user. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the

Length

list header and all encapsulated server information data blocks.
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Table 4-74 Full Server Data Block 4.10.0+ Fields (continued)

Field Data Type |Description

Sub-Server variable Full Server Information data blocks containing information

Information- User about sub-servers on a host added by a user. See Full Server

Added Data Blocks * Information Data Block, page 4-147 for a description of this
data block.

Generic List Block Type |uint32 Initiates a Generic List data block comprising sub-server

information data blocks conveying sub-server data added by a
scanner. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the

Length list header and all encapsulated sub-server information data
blocks.

Sub-Server variable Full Server Information data blocks containing information

Information- Scan about sub-servers on a host added by a scanner. See Full Server

Added Data Blocks * Information Data Block, page 4-147 for a description of this
data block.

Generic List Block Type |uint32 Initiates a Generic List data block comprising sub-server

information data blocks conveying sub-server data added by an
application. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the

Length list header and all encapsulated sub-server information data
blocks.

Sub-Server Information |variable Full Server Information data blocks containing information

- Application Added about sub-servers on a host added by an application. See Full

Data Blocks * Server Information Data Block, page 4-147 for a description of
this data block.

Confidence uint32 Percentage of confidence of Cisco in correct identification of
the full server data.

BLOB Block Type uint32 Initiates a BLOB data block, which contains banner data. This
value is always 10.

BLOB Block Length uint32 Total number of bytes in the BLOB data block, including eight

bytes for the block type and length fields, plus the number of
bytes in the banner.

Server Banner Data byte[n] First n bytes of the packet involved in the server event, where
n is equal to or less than 256.

Generic List Block Type |uint32 Initiates a Generic List data block comprising Host
Vulnerability data blocks conveying Cisco vulnerability data.
This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the
Length list header and all encapsulated Host Vulnerability data blocks.
(VDB) Host variable Host Vulnerability data blocks containing information about
Vulnerability Data host vulnerabilities in the vulnerability database (VDB). See
Blocks * Host Vulnerability Data Block 4.9.0+, page 4-112 for a

description of this data block.
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Table 4-74 Full Server Data Block 4.10.0+ Fields (continued)

Field Data Type |Description

Generic List Block Type |uint32 Initiates a Generic List data block comprising Host
Vulnerability data blocks conveying third-party host
vulnerability data sourced from a third-party scanner and
containing vulnerability information already cataloged in the
VDB. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the
Length list header and all encapsulated Host Vulnerability data blocks.
(Third Party/VDB) Host |variable Host Vulnerability data blocks sourced from a third-party
Vulnerability Data scanner and containing information about host vulnerabilities
Blocks * cataloged in the vulnerability database (VDB). See Host

Vulnerability Data Block 4.9.0+, page 4-112 for a description
of this data block.

Generic List Block Type |uint32 Initiates a Generic List data block comprising Host
Vulnerability data blocks conveying third-party host
vulnerability data generated by a third-party scanner. This
value is always 31.

Generic List Block uint32 Number of bytes in the Generic List data block, including the
Length list header and all encapsulated Host Vulnerability data blocks.
Third Party Scan Host  |variable Host Vulnerability data blocks containing third-party
Vulnerability Data vulnerability data for vulnerabilities identified by a third-party
Blocks * scanner but not cataloged in the VDB. See Host Vulnerability
Data Block 4.9.0+, page 4-112 for a description of this data
block.
Generic List Block Type |uint32 Initiates a Generic List data block. This value is always 31.
Generic List Block uint32 Number of bytes in the Generic List block and encapsulated
Length Web Application data blocks. This number includes the eight

bytes of the generic list block header fields, plus the number of
bytes in all of the encapsulated data blocks.

Web Application Data |variable Encapsulated Web Application data blocks up to the maximum
Blocks* number of bytes in the list block length.

Server Information Data Block for 4.10.x, 5.0 - 5.0.2

The Server Information data block conveys information about a server, including the server ID, server
vendor and version, and source information. The Server Information data block has a block type of 105
in the series 1 group of blocks for 4.10.x and a block type of 117 in the series 1 group of blocks for 5.0
- 5.0.2. Server information data blocks are conveyed in lists within Host Server blocks and Full Host
server data blocks. For more information see Host Server Data Block 4.10.0+, page 4-139 and Full Host
Server Data Block 4.10.0+, page 4-140.

The following diagram shows the format of the Server Information data block:
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1 2 3

Bit 0/1]2/3]4]|5

7891111111111222%2

0[1(2(3(4|5(6[7|8[9(0|1]2

O W

Server Information Block Type (105 | 117)

Server Information Block Length

Application ID

String Block Type (0)

String Block Length

Server Vendor Name String...

String Block Type (0)

String Block Length

Server Version String...

Last Used

Source Type

Source ID

List Block Type (11)

List Block Length

Sub-Servers

Sub-Server Block Type (1) *

Sub-Server Block Length

Sub-Server Data...

The following table describes the components of the Server Information data block.

Table 4-75 Server Information Data Block Fields

Field Data Type |Description

Server Information  |uint32 Initiates a Server Information data block. The block type is 105
Block Type for 4.10.x and 117 for 5.0+.

Server Information  |uint32 Total number of bytes in the Server Information data block,

Block Length

including eight bytes for the Server Information block type and

length fields, four bytes for the server ID, eight bytes for the

vendor name block type and length, another four for the vendor
name, eight bytes for the version string block type and length,
another four for the version string, and four bytes each for the last

used, source type, and source ID fields.
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Table 4-75 Server Information Data Block Fields (continued)
Field Data Type |Description
Application ID uint32 The application ID for the application protocol running on the

detected server.

String Block Type uint32 Initiates a String data block containing the server vendor’s name.
This value is always o.

String Block Length |uint32 Number of bytes in the vendor name String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the server vendor name.

Server Vendor Name |string Name of the server vendor.

String Block Type uint32 Initiates a String data block that contains the server version. This
value is always o.

String Block Length |uint32 Number of bytes in the server version String data block,
including eight bytes for the block type and length fields, plus the
number of bytes in the server version.

Server Version string Server version.
Last Time Used uint32 Indicates when the server information was last used in traffic.
Source Type uint32 Number that maps to the type of data source:

e o if the server data was provided by RNA
e 1 if the server data was provided by a user
e 2 if the server data was provided by a third-party scanner

e 3 if the server data was provided by a command line tool
such as nmimport.pl or the Host Input API client

Source ID uint32 Identification number that maps to the source of the server data.
Depending on the source type, this may map to RNA, a user, a
scanner, or a third-party application.

List Block Type uint32 Initiates a list of Sub-Server data blocks. This value is always 11.

List Block Length uint32 Number of bytes in the List data block, including eight bytes for
the list block type and length fields, plus the number of bytes in
the encapsulated Sub-Server data blocks that follow.

Sub-Server Block uint32 Initiates the first Sub-Server data block. This data block can be
Type followed by other Sub-Server data blocks up to the limit defined
in the list block length field.
Sub-Server Block uint32 Total number of bytes in each Sub-Server data block, including
Length the eight bytes in the Sub-Server block type and length fields,
plus the number of bytes of data that follows.
Sub-Server Data variable Sub-server data as documented in Sub-Server Data Block,
page 4-74.
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The Full Server Information data block conveys information about a server detected on a host, including
the server’s application protocol, vendor, and version, and the list of its associated sub-servers. For each
sub-server, information is included by a Full Sub-Server data block (see Full Sub-Server Data Block,
page 4-84). The Full Server Information data block has a block type of 106 in the series 1 group of

blocks.

Note  An asterisk(*) next to a series 1 data block name in the following diagram indicates that multiple

instances of the data block may occur.

The following diagram shows the format of the Full Server Information data block:

Byte 0

1 2 3

Bit 0[1/2|3|4]5

L1111 |1(1)2(2/2(2|1212/2(2|2]|2
0[1(2(3(4|5(6|7|8[9|0]1/2]|3 5 819

[N OS]
—_

Full Server Block Type (106)

Full Server Block Length

Application Protocol ID

Vendor

String Block Type (0)

String Block Length

Vendor Name String...

Version

String Block Type (0)

String Block Length

Version String...

Last Used

Source Type

Source ID

List Block Type (11)

List Block Length

Sub-Servers

Full Sub-Server Block Type (51) *

Full Sub-Server Block Length

Full Sub-Server Data...

The following table describes the components of the Full Server Information data block.
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Table 4-76 Full Server Information Data Block Fields
Field Data Type |Description
Full Server uint32 Initiates a Full Server Information data block. This value is always
Information Block 106.
Type
Full Server uint32 Total number of bytes in the Full Server Information data block,
Information Block including eight bytes for the full server block type and length
Length fields, plus the number of bytes in the full server data that follows.
Application uint32 The application ID of the application protocol running on the
Protocol ID Server.
String Block Type |uint32 Initiates a String data block containing the application protocol
vendor’s name. This value is always o.
String Block uint32 Number of bytes in the vendor name String data block, including
Length eight bytes for the block type and length fields, plus the number of
bytes in the vendor name.
Vendor Name string Name of the server vendor.
String Block Type |uint32 Initiates a String data block that contains the application protocol
version. This value is always o.
String Block uint32 Number of bytes in the String data block, including eight bytes for
Length the block type and length fields, plus the number of bytes in the
version.
Version string The version of the server.
Last Used uint32 UNIX timestamp that represents the last time the system detected
the server in use.
Source Type uint32 Number that maps to the type of data source:
e o if the server data was provided by RNA
e 1 if the server data was provided by a user
e 2 if the client data was provided by a third-party scanner
e 3 if the server data was provided by a command line tool such
as nmimport.pl or the Host Input API client
Source ID uint32 Identification number that maps to the source of the server data.
Depending on the source type, this may map to RNA, a user, a
scanner, or a third-party application.
List Block Type uint32 Initiates a List data block comprising Full Server Information data
blocks conveying sub-server data. This value is always 11.
List Block Length |uint32 Number of bytes in the list. This number includes the eight bytes of
the list block type and length fields, plus all encapsulated Full
Sub-Server data blocks.
This field is followed by zero or more Full Sub-Server data blocks.
Full Sub-Server uint32 Initiates the first Full Sub-Server data block. This data block can be

Block Type

followed by other Full Sub-Server data blocks up to the limit
defined in the list block length field.

Firepower eStreamer Integration Guide
4-148



| Chapter4 Understanding Discovery & Connection Data Structures

Host Discovery and Connection Data Blocks

Table 4-76 Full Server Information Data Block Fields (continued)

Field Data Type |Description

Full Sub-Server uint32 Total number of bytes in each Full Sub-Server data block, including

Block Length the eight bytes in the Full Sub-Server block type and length fields,
plus the number of bytes of data that follows.

Full Sub-Server uint32 Full Sub-Server data blocks containing sub-servers for the server.

Data Blocks * See Full Sub-Server Data Block, page 4-84 for a description of this
data block.

Generic Scan Results Data Block for 4.10.0+

The Generic Scan Results data block contains scan results and is used in the Scan Result Data Block
5.2+, page 4-136. The Generic Scan Results data block has a block type of 108 in the series 1 group of

blocks.

The following diagram shows the basic structure of a Generic Scan Results data block:

Byte 0 1 2 3
. Li{L{1|{1 (111|111 {2}2}2(2(2|2|2[2]2|2|3]3
Bit O L1213/ 41516171819 611 12(3(al5|6/7 8 9]0[1]2/3]4]5/6/7/8/9 01
Generic Scan Results Data Block Type (108)
Generic Scan Results Block Length
Port Protocol
Scan Result String Block Type (0)
Sub-Servers
String Block Length

Scan Result Sub-Server String...

Scan Result
Value

String Block Type (0)

String Block Length

Scan Result Value...

Scan Result
Sub-Server

String Block Type (0)

String Block Length

Scan Result Sub-Server (unformatted) String...

Scan Result

String Block Type (0)

Value

String Block Length

Scan Result Value...
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The following table describes the fields of the Generic Scan Results data block.

Table 4-77 Generic Scan Result Data Block Fields
Number of

Field Bytes Description

Generic Scan Results |uint32 Initiates a Generic Scan Results data block. This value is always

Data Block Type 108.

Generic Scan Results |uint32 Total number of bytes in the Generic Scan Results data block,

Block Length including eight bytes for the generic scan results block type and
length fields, plus the number of bytes of scan results data that
follows.

Port uintl6 Port used by the server affected by the vulnerabilities in the
results.

Protocol uint16 ITANA protocol number or Ethertype. This is handled differently
for Transport and Network layer protocols.

Transport layer protocols are identified by the IANA protocol
number. For example:

e ¢ —TCP

e 17— UDP
Network layer protocols are identified by the decimal form of the
IEEE Registration Authority Ethertype. For example:

e 2048 — [P

String Block Type uint32 Initiates a String data block that contains the sub-server. This
value is always o.

String Block Length |uint32 Number of bytes in the sub-server String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the sub-server.

Scan Result string Sub-server.

Sub-Server

String Block Type uint32 Initiates a String data block that contains the value. This value is
always o.

String Block Length |uint32 Number of bytes in the value String data block, including eight
bytes for the block type and length fields, plus the number of bytes
in the value.

Scan result value string Scan result value.

String Block Type uint32 Initiates a String data block that contains the sub-server. This
value is always o.

String Block Length |uint32 Number of bytes in the sub-server String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the sub-server.

Scan Result string Sub-server (unformatted).

Sub-Server

String Block Type uint32 Initiates a String data block that contains the value. This value is

always o.
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Table 4-77 Generic Scan Result Data Block Fields (continued)

Number of
Field Bytes Description

String Block Length |uint32 Number of bytes in the value String data block, including eight
bytes for the block type and length fields, plus the number of bytes
in the value.

Scan Result Value string Scan result value (unformatted).

Scan Vulnerability Data Block for 4.10.0+

The Scan Vulnerability data block describes a vulnerability and is used within Scan Result data blocks,
which in turn are used in Add Scan Result events (event type 1002, subtype 11). For more information,
see Scan Result Data Block 5.2+, page 4-136 and Add Scan Result Messages, page 4-59. The Scan
Vulnerability data block has a block type of 109 in the series 1 group of blocks.

The following diagram shows the format of a Scan Vulnerability data block:

Byte 0 1 2 3

. (a2 2T2]2(2]21212]2]2
Bit 0111213 7415)/6171819001112(3/4|5(|6|7/8|9]0/1]2[3]|4]|5 8|9

S W
—_

Scan Vulnerability Block Type (109)

Scan Vulnerability Block Length

Port Protocol

1D String Block Type (0)

String Block Length

ID

Name String Block Type (0)

String Block Length

Vulnerability Name...

Description String Block Type (0)

String Block Length

Description...

Name Clean String Block Type (0)

String Block Length

Vulnerability Name Clean...
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Byte 0 1 2 3
. LiL{L|{1 (11|11t {2}2}(2(2(2(2|2{2(2|2(3]3
Bit 0P 213147516/ 7)819 0011 12/3]4|5]|6(7 8 9/0[1(2/3]4|5/6/7|8(9 01
Description String Block Type (0)
Clean
String Block Length
Description Clean...
Bugtraq ID List Block Type (11)
List Block Length
Integer Data Blocks (Bugtraq IDs)...
CVEID List Block Type (11)
List Block Length
CVE ID...
The following table describes the fields of the Scan Vulnerability data block.
Table 4-78 Scan Vulnerability Data Block Fields
Field Data Type |Description
Scan Vulnerability |uint32 Initiates a Scan Vulnerability data block. This value is always 109.
Block Type
Scan Vulnerability |uint32 Number of bytes in the Scan Vulnerability data block, including
Block Length eight bytes for the scan vulnerability block type and length fields,
plus the number of bytes of scan vulnerability data that follows.
Port uint16 Port used by the sub-server affected by the vulnerability.
Protocol uintl6 IANA protocol number or Ethertype. This is handled differently for

Transport and Network layer protocols.

Transport layer protocols are identified by the IANA protocol
number. For example:

e ¢ —TCP
e 17— UDP

Network layer protocols are identified by the decimal form of the
IEEE Registration Authority Ethertype. For example:

e 2048 — [P

String Block Type |uint32 Initiates a String data block for the ID.

String Block uint32 Number of bytes in the String data block for the ID, including eight

Length bytes for the string block type and length, plus the number of bytes
in the ID.
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Table 4-78 Scan Vulnerability Data Block Fields (continued)

Field Data Type |Description

ID string The ID for the reported vulnerability as specified by the scan utility
that detected it. For a vulnerability detected by a Qualys scan, for
example, this field indicates the Qualys ID.

String Block Type |uint32 Initiates a String data block for the vulnerability name.

String Block uint32 Number of bytes in the String data block for the vulnerability name,

Length including eight bytes for the string block type and length, plus the
number of bytes in the vulnerability name.

Name string Name of the vulnerability.

String Block Type |uint32 Initiates a String data block for the vulnerability description.

String Block uint32 Number of bytes in the String data block for the vulnerability

Length description, including eight bytes for the string block type and
length, plus the number of bytes in the vulnerability description.

Description string Description of the vulnerability.

String Block Type |uint32 Initiates a String data block for the vulnerability name.

String Block uint32 Number of bytes in the String data block for the vulnerability name,

Length including eight bytes for the string block type and length, plus the
number of bytes in the vulnerability name.

Name Clean string Name of the vulnerability (unformatted).

String Block Type |uint32 Initiates a String data block for the vulnerability description.

String Block uint32 Number of bytes in the String data block for the vulnerability

Length description, including eight bytes for the string block type and
length, plus the number of bytes in the vulnerability description.

Description Clean |string Description of the vulnerability (unformatted).

List Block Type uint32 Initiates a List data block for the list of Bugtraq identification
numbers.

List Block Length |uint32 Number of bytes in the List data block for the list of Bugtraq
identification numbers, including eight bytes for the string block
type and length, plus the number of bytes in the Integer data blocks
containing the Bugtraq IDs.

Bugtraq ID string Contains zero or more Integer (INT32) data blocks that form a list
of Bugtraq identification numbers. For more information on these
data blocks, see Integer (INT32) Data Block, page 4-76.

List Block Type uint32 Initiates a List data block for the list of Common Vulnerability
Exposure (CVE) identification numbers.

List Block Length |uint32 Number of bytes in the List data block for the CVE identification
number, including eight bytes for the string block type and length,
plus the number of bytes in the CVE identification number.

CVE ID string Contains zero or more String Information data blocks that form a list

of CVE identification numbers. For more information on these data
blocks, see String Information Data Block, page 4-78.
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Full Host Client Application Data Block 5.0+

The Full Host Client Application data block for version 5.0+ describes a client application, plus an
appended list of associated web applications and vulnerabilities. The Full Host Client Application data
block is used within the Full Host Profile data block (type 111). It has a block type of 112 in the series
1 group of blocks.

The following diagram shows the basic structure of a Full Host Client Application data block for 5.0+:

Byte 0 1 2 3

. a1 l2[2T2]2(2T212]2]2]2
Bit 0111213 7415)/6171819001112(3/4|5(|6|7/8|9(0/1]2[3]|4]|5 819

S W
—_

Full Host Client Application Block Type (112)

Full Host Client Application Block Length

Hits

Last Used

Application ID

Version String Block Type (0)

String Block Length

Version...

Generic List Block Type (31)

Generic List Block Length

Web Web Application Block Type (123)*
Application

Web Application Block Length

Web Application Data...

Generic List Block Type (31)

Generic List Block Length

Vulnerability Vulnerability Block Type (85)*

Vulnerability Block Length

Vulnerability Data...

The following table describes the fields of the Full Host Client Application data block.
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Table 4-79 Full Host Client Application Data Block 5.0+ Fields

Field Data Type |Description

Full Host Client uint32 Initiates a Full Host Client Application data block. This value

Application Block Type is always 112.

Full Host Client uint32 Number of bytes in the Full Host Client Application data

Application Block block, including eight bytes for the client application block

Length type and length, plus the number of bytes in the client
application data that follows.

Hits uint32 Number of times the system has detected the client
application in use.

Last Used uint32 UNIX timestamp that represents the last time the system
detected the client in use.

Application ID uint32 Application ID of the detected client application, if
applicable.

String Block Type uint32 Initiates a String data block for the client application version.
This value is always o.

String Block Length uint32 Number of bytes in the String data block for the client
application name, including eight bytes for the string block
type and length, plus the number of bytes in the client
application version.

Version string Client application version.

Generic List Block Type |uint32 Initiates a Generic List data block. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List block and the

Length encapsulated Web Application data blocks. This number
includes the eight bytes of the generic list block header fields,
plus the number of bytes in all of the encapsulated data
blocks.

Web Application Data variable Encapsulated Web Application data blocks up to the

Blocks maximum number of bytes in the generic list block length.

Generic List Block Type |uint32 Initiates a Generic List data block. This value is always 31.

Generic List Block uint32 Number of bytes in the Generic List block and encapsulated

Length Vulnerability data blocks. This number includes the eight
bytes of the generic list block header fields, plus the number
of bytes in all of the encapsulated Vulnerability data blocks.

Vulnerability Data variable Encapsulated Vulnerability data blocks up to the maximum

Blocks

number of bytes in the generic list block length.

Host Client Application Data Block for 5.0+

The Host Client Application data block for 5.0+ describes a client application and is used within New
Client Application events (event type 1000, subtype 7), Client Application Timeout events (event type
1001, subtype 20), and Client Application Update events (event type 1001, subtype 32). The Host Client
Application data block for 4.10.2+ has a block type of 122 in the series 1 group of blocks.

The following diagram shows the basic structure of a Host Client Application data block for 5.0+:
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Byte 0

1 2 3

Bit 01234

Tyt rjrfrj1ry1/1|2(2(2(2(2(2(2(2|2|2
67|89 3 5 8

0[1(2(3(4|5(6[7|8[9(0|1]2

Host Client Application Block Type (122)

Host Client Application Block Length

Hits

Last Used

ID

Application Protocol ID

Version

String Block Type (0)

String Block Length

Version...

Generic List Block Type (31)

Generic List Block Length

Web
Application

Web Application Block Type (123)*

Web Application Block Length

Web Application Data...

The following table describes the fields of the Host Client Application data block.

Table 4-80 Host Client Application Data Block Fields

Field Data Type |Description

Client Application |uint32 Initiates a Host Client Application data block. This value is always

Block Type 122.

Client Application |uint32 Number of bytes in the Client Application data block, including

Block Length eight bytes for the client application block type and length, plus the
number of bytes in the client application data that follows.

Hits uint32 Number of times the system has detected the client application in
use.

Last Used uint32 UNIX timestamp that represents the last time the system detected
the client in use.

ID uint32 Identification number of the detected client application, if
applicable.

Application uint32 The internal identification number for the application protocol, if

Protocol ID applicable.
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Table 4-80 Host Client Application Data Block Fields (continued)

Field Data Type |Description

String Block Type |uint32 Initiates a String data block for the client application version. This
value is always o.

String Block uint32 Number of bytes in the String data block for the client application

Length version, including eight bytes for the string block type and length,
plus the number of bytes in the client application version.

Version string Client application version.

Generic List Block |uint32 Initiates a Generic List data block. This value is always 31.

Type

Generic List Block |uint32 Number of bytes in the Generic List block and encapsulated Web

Length Application data blocks. This number includes the eight bytes of the
generic list block header fields, plus the number of bytes in all of the
encapsulated data blocks.

Web Application |variable Encapsulated Web Application data blocks up to the maximum

Data Blocks

number of bytes in the list block length. See Web Application Data
Block for 5.0+, page 4-117 for information on the encapsulated data
blocks (block type 123).

The User Vulnerability data block describes a vulnerability and is used within User Vulnerability Change
data blocks. These in turn are used in User Set Valid Vulnerabilities events and User Set Invalid
Vulnerabilities events. The User Vulnerability data block for 5.0+ has a block type of 124 in the series
1 group of blocks. It supersedes block type 79. For more information on User Vulnerability Change data
blocks, see User Vulnerability Change Data Block 4.7+, page 4-106.

The following diagram shows the format of a User Vulnerability data block:

Byte 0 1 2 3
s o[ L[ PLL LR EEEEEERERL
User Vulnerability Block Type (124)
User Vulnerability Block Length
IP Range Generic List Block Type (31)
Spec Blocks

Generic List Block Length

IP Range Specification Data Blocks...*

Port Protocol

Vulnerability ID
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Byte 0 1 2 3
. T[22 202]22]22]2]2]2]3
Bit O L2]3 41516171819 011 ]2(3]4|5(6/7/8/9/0/1|2/3]4|5|6|/7|8[9]0
3rd Party Vuln Third-Party Vulnerability UUID
UUID

UUID continued

UUID continued

UUID continued

String Block Type (0)

String Block Length

Vulnerability String...

Client Application ID

Application Protocol ID

String Block Type (0)

String Block Length

Version String...

The following table describes the fields of the User Vulnerability data block.

Table 4-81 User Vulnerability Data Block Fields

Field Data Type |Description

User Vulnerability |uint32 Initiates a User Vulnerability data block. This value is always 124.

Block Type

User Vulnerability |uint32 Number of bytes in the User Vulnerability data block, including

Block Length eight bytes for the user vulnerability block type and length fields,
plus the number of bytes of user vulnerability data that follows.

Generic List Block |uint32 Initiates a Generic List data block comprising IP Range

Type Specification data blocks conveying IP address range data. This
value is always 31.

Generic List Block |uint32 Number of bytes in the Generic List data block, including the list

Length header and all encapsulated IP Range Specification data blocks.

IP Range variable IP address ranges from user input. See IP Address Range Data

Specification Data Block for 5.2+, page 4-95 for a description of this data block.

Blocks *

Port uintl6 Port used by the server affected by the vulnerability. For client
application vulnerabilities, the value is o.
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Table 4-81 User Vulnerability Data Block Fields (continued)
Field Data Type |Description
Protocol uint16 IANA protocol number or Ethertype for the protocol used by the
server affected by the vulnerability. This is handled differently for
Transport and Network layer protocols.
Transport layer protocols are identified by the IANA protocol
number. For example:
e 6 —TCP
e 17— UDP
Network layer protocols are identified by the decimal form of the
IEEE Registration Authority Ethertype. For example:
e 2048 — [P
For client application vulnerabilities, the value is o.
Vulnerability ID  |uint32 The Cisco vulnerability ID.
Third-Party uint8 [16] | A unique ID number for the third-party vulnerability, if one exists.
Vulnerability Otherwise, the value is o.
UUID
String Block Type |uint32 Initiates a String data block for the vulnerability name. The value
is always o.
String Block uint32 The number of bytes in the String data block for the vulnerability
Length name, including eight bytes for the string block type and length,
plus the number of bytes in the vulnerability name.
Vulnerability string The vulnerability name.
Name
Client Application |uint32 The application ID of the client application. For server
1D vulnerabilities, the value is o.
Application uint32 The application ID of the application protocol used by client
Protocol ID application. For server vulnerabilities, the value is o.
String Block Type |uint32 Initiates a String data block for the version string. The value is
always o.
String Block uint32 The number of bytes in the String data block for the version,
Length including eight bytes for the string block type and length, plus the
number of bytes in the client application version string.
Version string The client application version. For server vulnerabilities, the value

is 0.

Operating System Fingerprint Data Block 5.1+

The Operating System Fingerprint data block has a block type of 130 in the series 1 group of blocks. The
block includes a fingerprint Universally Unique Identifier (UUID), as well as the fingerprint type, the
fingerprint source type, and the fingerprint source ID.

The following diagram shows the format of an Operating System Fingerprint data block in 5.1+.
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Byte 0 1 2 3
. Plrfrfrfrfrftfrftfr|{2f2)2(2]2(2(2]2]2]2(3]|3
Bit O 1213147516/ 7)819 0011123 4|5(6|7]8]9 0 1|2(3[45/6/7 8|0]0]1
Operating System Fingerprint Block Type (130)
Operating System Fingerprint Block Length
(0N Fingerprint UUID
Fingerprint
UUID Fingerprint UUID, continued
Fingerprint UUID, continued
Fingerprint UUID, continued
Fingerprint Type
Fingerprint Source Type
Fingerprint Source ID
Last Seen
Mobile TTL Difference Generic List Block Type (31)
Device
Information  Generic List Block Generic List Block Length
Type, cont.
Generic List Block Mobile Device Information Data Blocks*
Length, cont.

The following table describes the fields of the operating system fingerprint data block.
Table 4-82 Operating System Fingerprint Data Block Fields
Field Data Type |Description
Operating System  |uint32 Initiates the operating system data block. This value is always 130.
Fingerprint Data
Block Type
Operating System  |uint32 Number of bytes in the Operating System Fingerprint data block,
Data Block Length including eight bytes for the Operating System Fingerprint Data

Block block type and length, plus the number of bytes in the
Operating System Fingerprint data that follows.

Fingerprint UUID  |uint8[16] |Fingerprint identification number, in octets, that acts as a unique
identifier for the operating system. The fingerprint UUID maps to
the operating system name, vendor, and version in the vulnerability
database (VDB).

Fingerprint Type uint32 Indicates the type of fingerprint.
Fingerprint Source |uint32 Indicates the type (i.e., user or scanner) of the source that supplied
Type the operating system fingerprint.
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Table 4-82 Operating System Fingerprint Data Block Fields (continued)

Field Data Type |Description

Fingerprint Source |uint32 Identification number that maps to the login name of the user that

ID supplied the operating system fingerprint.

Last Seen uint32 Indicates when the fingerprint was last seen in traffic.

TTL Difference uint8 Indicates the difference between the TTL value in the fingerprint
and the TTL value seen in the packet used to fingerprint the host.

Generic List Block |uint32 Initiates a Generic List data block. This value is always 31.

Type

Generic List Block |uint32 Number of bytes in the Generic List block and encapsulated data

Length blocks. This number includes the eight bytes of the generic list
block header fields, plus the number of bytes in all of the
encapsulated data blocks.

Mobile Device variable Encapsulated Mobile Device Information data blocks up to the

Information Data
Blocks

maximum number of bytes in the list block length. See Mobile
Device Information Data Block for 5.1+, page 4-161 for a
description of this data block.

Mobile Device Information Data Block for 5.1+

The following diagram shows the format of a Mobile Device Information data block. The data block
contains the last time the host was detected, mobile device information, and whether the mobile device
is jailbroken. The Mobile Device Information data block has a block type of 131 in the series 1 group of

blocks.
Byte 0 1 2 3
. Ll jrfrfejuf{ajrfr|t]|2f2)2/2|2|2(2(2/2|2(3]3
Bit Of 1121374516/ 7181900 112/3]4/5(6/7|8/9/0/1]2]3[4/5|6/7|8 9|0]1
Mobile Device Information Block Type (131)
Mobile Device Information Block Length
Mobile String Block Type (0)
Device
Data String Block Length

Mobile Device String Data...

Mobile Device Last Seen

Mobile

Jailbroken

The describes the fields of the Mobile Device Information data block returned by 5.1+.
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Table 4-83 Mobile Device Information Data Block 5.1+ Fields

Field Data Type Description

Mobile Device Information |uint32 Initiates the operating system data block. This value is
Block Type (131) always 131.

Mobile Device Information |uint32 Number of bytes in the Mobile Device Information data
Block Length block, including eight bytes for the Mobile Device

Information Data Block block type and length, plus the
number of bytes in the Mobile Device Information data
that follows.

String Block Type uint32 Initiates a string data block for the mobile device string.
This value is set to o to indicate string data.

String Block Length uint32 Indicates the number of bytes in the mobile device
string data block, including eight bytes for the string
block type and length fields, plus the number of bytes in
the mobile device string data that follows.

Mobile Device String Data |Variable Contains the mobile device hardware information of the
host detected.

Mobile Device Last Seen uint32 Contains the time stamp the mobile device was last
seen.

Mobile uint32 True-false flag indicating whether the host is a mobile
device.

Jailbroken uint32 True-false flag indicating whether the host is a mobile

device that is jailbroken.

Host Profile Data Block for 5.2+

The following diagram shows the format of a Host Profile data block. The data block also does not
include a host criticality value, but does include a VLAN presence indicator. In addition, a data block
can convey a NetBIOS name for the host. The Host Profile data block has a block type of 139 in the
series 1 group of blocks. The data block now supports IPv6 addresses, and client application data blocks
have been added.

Note  An asterisk(*) next to a block type field in the following diagram indicates the message may contain zero
or more instances of the series 1 data block.
Byte 0 1 2 3
. Tyt f{r|{ry1ryr|2{2(2(2f{2(22(2|2(2(3/|3
Bit O 1121314151617 8190011 2]3]a|5|6/7/8/9/0/1(2/3|4/5/6/7|8/9/0/1

Host Profile Block Type (139)

Host Profile Block Length

IP Address
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Byte 0 1 2 3
. Tyt fr|{ryryr|2{2(22f{2)2(2/2|22(3/|3
Bit 0‘1‘2‘3‘4 8‘90123456789012345‘6‘7‘8‘901
IP Address, continued
IP Address, continued
IP Address, continued
Server Hops Primary/Secondary Generic List Block Type (31)
Fingerprints
Generic List Block Type, continued Generic List Block Length
Generic List Block Length, continued Server Fingerprint Data Blocks™
Client Generic List Block Type (31)
Fingerprints
Generic List Block Length
Client Fingerprint Data Blocks*
SMB Generic List Block Type (31)
Fingerprints
Generic List Block Length
SMB Fingerprint Data Blocks*
DHCP Generic List Block Type (31)
Fingerprints
Generic List Block Length
DHCP Fingerprint Data Blocks™
Mobile Generic List Block Type (31)
Device
Fingerprints Generic List Block Length
Mobile Device Fingerprint Data Blocks*
IPv6 Sever Generic List Block Type (31)
Fingerprints
Generic List Block Length
Ipv6 Server Fingerprint Data Blocks*
IPv6 Client Generic List Block Type (31)
Fingerprints
Generic List Block Length
IPv6 Client Fingerprint Data Blocks*
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Byte 0 1 2 3
. Tyt f{rf{ryryrj2{2(22f{2)(22/2|22(3/3
Bit 2134 1o/ 1]2(3/4|5|6|7/8/9/0[1/2/3]4|5/6|7 /8|9 0|1
IPv6 DHCP Generic List Block Type (31)
Fingerprints
Generic List Block Length
[Pv6 DHCP Fingerprint Data Blocks*
User Agent Generic List Block Type (31)
Fingerprints
Generic List Block Length
User Agent Fingerprint Data Blocks*
TCP Server List Block Type (11) List of TCP
Block* Servers
List Block Length
TCP Server Data Blocks
UDP Server List Block Type (11) List of UDP
Block* Servers
List Block Length
UDP Server Data Blocks
Network List Block Type (11) List of
Protocol Network
Block* List Block Length Protocols
Network Protocol Data Blocks
Transport List Block Type (11) List of
Protocol Transport
Block* List Block Length Protocols
Transport Protocol Data Blocks
MAC Address List Block Type (11) List of MAC
Block* Addresses
List Block Length
Host MAC Address Data Blocks
Host Last Seen
Host Type
Mobile Jailbroken VLAN Presence VLAN ID
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Byte 0 1 2 3
. Plrfrfefefrftfrfrft|{2f2(2]2]2]2]2]2]2]2(3]|3
Bit PI2]3 141516171819 611123 4|5(6|7/8/9/0[1/2]3]a|5/6/7/8|9 0|1
Client App VLAN ID, cont. VLAN Type VLAN Priority Generic List Block | List of Client
Data Type (31) Applications
Generic List Block Type (31), cont. Generic List Block
Length
Generic List Block Length, cont. Client Application
Data Blocks
NetBIOS String Block Type (0)
Name
String Block Length
NetBIOS String Data...

The following table describes the fields of the host profile data block returned by 5.2+.

Table 4-84 Host Profile Data Block 5.2+ Fields
Field Data Type |Description
Host Profile uint32 Initiates the Host Profile data block for 5.2+. This value is always
Block Type 139.
Host Profile uint32 Number of bytes in the Host Profile data block, including eight bytes
Block Length for the host profile block type and length fields, plus the number of
bytes included in the host profile data that follows.
IP Address uint8(16) |IP Address of the host. This can be IPv4 or IPv6.
Hops uint8 Number of hops from the host to the device.
Primary/ uint8 Indicates whether the host is in the primary or secondary network of
Secondary the device that detected it:
e o — Host is in the primary network.
e 1 — Host is in the secondary network.
Generic List uint32 Initiates a Generic List data block comprising Operating System
Block Type Fingerprint data blocks conveying fingerprint data identified using a
server fingerprint. This value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list
Block Length header and all encapsulated Operating System Fingerprint data
blocks.
Operating variable Operating System Fingerprint data blocks containing information
System about the operating system on a host identified using a server
Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,
(Server page 4-159 for a description of this data block.
Fingerprint) Data
Blocks *
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Table 4-84 Host Profile Data Block 5.2+ Fields (continued)

Field Data Type |Description

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
client fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data
blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using a client

Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,

(Client page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
SMB fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data
blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an SMB

Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,

(SMB page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
DHCP fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data
blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using a DHCP

Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,

(DHCP page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
mobile device fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length

header and all encapsulated Operating System Fingerprint data
blocks.
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Table 4-84 Host Profile Data Block 5.2+ Fields (continued)

Field Data Type |Description

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using a mobile device

Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,

Mobile) Data page 4-159 for a description of this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
IPv6 server fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data
blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an IPv6 server

Fingerprint (IPv6 fingerprint. See Operating System Fingerprint Data Block 5.1+,

Server) Data page 4-159 for a description of this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
IPv6 client fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data
blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an IPv6 client

Fingerprint (IPv6 fingerprint. See Operating System Fingerprint Data Block 5.1+,

Client) Data page 4-159 for a description of this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
IPv6 DHCP fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data
blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an [Pv6 DHCP

Fingerprint (IPv6 fingerprint. See Operating System Fingerprint Data Block 5.1+,

DHCP page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
user agent fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length

header and all encapsulated Operating System Fingerprint data
blocks.

Firepower eStreamer Integration Guide g



Chapter 4

Host Discovery and Connection Data Blocks

Table 4-84 Host Profile Data Block 5.2+ Fields (continued)
Field Data Type |Description
Operating variable Operating System Fingerprint data blocks containing information
System about the operating system on a host identified using a user agent
Fingerprint (User fingerprint. See Operating System Fingerprint Data Block 5.1+,
Agent page 4-159 for a description of this data block.
Fingerprint) Data
Blocks *
List Block Type |uint32 Initiates a List data block comprising Server data blocks conveying
TCP server data. This value is always 11.
List Block uint32 Number of bytes in the list. This number includes the eight bytes of
Length the list block type and length fields, plus all encapsulated Server data
blocks.
This field is followed by zero or more Server data blocks.
TCP Server Data |variable Host server data blocks describing a TCP server. See Host Server
Blocks Data Block 4.10.0+, page 4-139 for a description of this data block.
List Block Type |uint32 Initiates a List data block comprising Server data blocks conveying
UDP server data. This value is always 11.
List Block uint32 Number of bytes in the list. This number includes the eight bytes of
Length the list block type and length fields, plus all encapsulated Server data
blocks.
This field is followed by zero or more Server data blocks.
UDP Server Data |uint32 Host server data blocks describing a UDP server. See Host Server
Blocks Data Block 4.10.0+, page 4-139 for a description of this data block.
List Block Type |uint32 Initiates a List data block comprising Protocol data blocks conveying
network protocol data. This value is always 11.
List Block uint32 Number of bytes in the list. This number includes the eight bytes of
Length the list block type and length fields, plus all encapsulated Protocol
data blocks.
This field is followed by zero or more Protocol data blocks.
Network Protocol |uint32 Protocol data blocks describing a network protocol. See Protocol
Data Blocks Data Block, page 4-75 for a description of this data block.
List Block Type |uint32 Initiates a List data block comprising Protocol data blocks conveying
transport protocol data. This value is always 11.
List Block uint32 Number of bytes in the list. This number includes the eight bytes of
Length the list block type and length fields, plus all encapsulated Protocol
data blocks.
This field is followed by zero or more transport protocol data blocks.
Transport uint32 Protocol data blocks describing a transport protocol. See Protocol
Protocol Data Data Block, page 4-75 for a description of this data block.
Blocks
List Block Type |uint32 Initiates a List data block comprising MAC Address data blocks.
This value is always 11.
List Block uint32 Number of bytes in the list, including the list header and all
Length encapsulated MAC Address data blocks.
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Table 4-84 Host Profile Data Block 5.2+ Fields (continued)
Field Data Type |Description
Host MAC uint32 Host MAC Address data blocks describing a host MAC address. See
Address Data Host MAC Address 4.9+, page 4-115 for a description of this data
Blocks block.
Host Last Seen uint32 UNIX timestamp that represents the last time the system detected
host activity.
Host Type uint32 Indicates the host type. The following values may appear:
e 0 — Host
e 1 — Router
e 2 — Bridge
e 3 — NAT device
e 4 — LB (load balancer)
Mobile uint8 True-false flag indicating whether the host is a mobile device.
Jailbroken uint8 True-false flag indicating whether the host is a mobile device that is
also jailbroken.
VLAN Presence |uint8 Indicates whether a VLAN is present:
e 0— Yes
e 1—No
VLAN ID uint16 VLAN identification number that indicates which VLAN the host is
a member of.
VLAN Type uint8 Type of packet encapsulated in the VLAN tag.
VLAN Priority uint8 Priority value included in the VLAN tag.
String Block uint32 Initiates a String data block for the host client application data. This
Type value is always 112.
String Block uint32 Number of bytes in the String data block, including eight bytes for
Length the string block type and length fields, plus the number of bytes in
the host client application data.
Host Client variable List of Client Application data blocks. See Full Host Client
Application Data Application Data Block 5.0+, page 4-154 for a description of this
Blocks data block.
String Block uint32 Initiates a String data block for the host NetBIOS name. This value
Type is always o.
String Block uint32 Number of bytes in the String data block, including eight bytes for
Length the string block type and length fields, plus the number of bytes in
the NetBIOS name string.
NetBIOS Name  |string Host NetBIOS name string.

Firepower eStreamer Integration Guide g



Chapter4  Understanding Discovery & Connection Data Structures |

I Host Discovery and Connection Data Blocks

User Product Data Block 5.1+

The User Product data block conveys host input data imported from a third-party application, including
third-party application string mappings. This data block is used in Scan Result Data Block 5.2+,

page 4-136 and User Server and Operating System Messages, page 4-57. The User Product data block
has a block type of 65 in the series 1 group of blocks for versions up to 4.7-4.10.1, a block type of 118
for 4.10.2-5.0.x, and a block type of 134 in the series 1 group of blocks for 5.1+. Block types 65 and 118

have the same structure.

Note  An asterisk(*) next to a data block name in the following diagram indicates that multiple instances of

the data block may occur.

The following diagram shows the format of the User Product data block:

Byte 1 2 3
. Ljrjrjrjrjr)prjrjrjr|2)2(2(212/22/2(2/2|3|3
Bit 012 T\81%01]2(314 5]|6/7(8/9 01 2(3|4/5/6[/7/8(9|01
User Product Data Block Type (134)
User Product Block Length
Source ID
Source Type
IP Address Generic List Block Type (31)
Ranges
Generic List Block Length
IP Range Specification Data Blocks*
Port Protocol

Drop User Product

Custom String Block Type (0)
Vendor String
String Block Length
Custom Vendor String...
Custom String Block Type (0)
Product String
String Block Length
Custom Product String...

[l Firepower eStreamer Integration Guide




| Chapter4

Understanding Discovery & Connection Data Structures

Host Discovery and Connection Data Blocks 1l
Byte 0 1 2
. Lirjrfrfrfrfrf1f1f1|2)2|2|2|2|2]|2 20313
Bit 01112)3]14)5 o/1]2/3/4|5]6|/7|8/9l0[1]2]3]4/5]6 9001
Custom String Block Type (0)
Version String
String Block Length

Custom Version String...

Software ID

Server ID
Vendor ID
Product ID
Major Version String Block Type (0)
String
String Block Length
Major Version String...
Minor Version String Block Type (0)
String
String Block Length
Minor Version String...
Revision String Block Type (0)
String
String Block Length
Revision String...
To Major String Block Type (0)
String
String Block Length
To Major Version String...
To Minor String Block Type (0)
String
String Block Length
To Minor Version String...
To Revision String Block Type (0)
String
String Block Length
To Revision String...
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Byte

0 1 2 3

Bit 0

—_
—_

Ljrjrjrjr|rjr|1
0|1]2|3]4|5|6|78|9

SN
—_—
NS}
[o ) S}

Build String

String Block Type (0)

String Block Length

Build String...

Patch String

String Block Type (0)

String Block Length
Patch String...
Extension String Block Type (0)
String
String Block Length
Extension String...
OS UUID Operating System UUID

Operating System UUID cont.
Operating System UUID cont.

Operating System UUID cont.

Device String

String Block Type (0)

String Block Length

Device String...

List of Fixes

Mobile Jailbroken Generic List Block Type (31)

Generic List Block Type (31) cont.

Generic List Block Length

Generic List Block Length cont.

Fix List Data Blocks*

Fix List Data Blocks* cont.

The following table describes the components of the User Product data block.
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Table 4-85 User Product Data Block Fields

Field Data Type |Description

User Product uint32 Initiates a User Product data block. This value is 134 for 5.1+.

Data Block Type

User Product uint32 Total number of bytes in the User Product data block, including eight

Block Length bytes for the user product block type and length fields, plus the
number of bytes in the user product data that follows.

Source ID uint32 Identification number that maps to the source that imported the data.
Depending on the source type, this may map to RNA, a user, a
scanner, or a third-party application.

Source Type uint32 Number that maps to the type of data source:

e o if the data was provided by RNA

e 1 if the data was provided by a user

e 2 if the data was provided by a third-party scanner

e 3 if the data was provided by a command line tool such as
nmimport .pl or the Host Input API client

Generic List uint32 Initiates a Generic List data block comprising IP Range

Block Type Specification data blocks conveying IP address range data. This
value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated IP Range Specification data blocks.

IP Range variable IP Range Specification data blocks containing information about the

Specification IP address ranges for the user input. See IP Address Range Data

Data Blocks * Block for 5.2+, page 4-95 for a description of this data block.

Port uint16 Port specified by the user.

Protocol uint16 IANA protocol number or Ethertype. This is handled differently for
Transport and Network layer protocols.

Transport layer protocols are identified by the IANA protocol
number. For example:
e ¢—TCP
e 17— UDP
Network layer protocols are identified by the decimal form of the
IEEE Registration Authority Ethertype. For example:
e 2048 —IP
Drop User uint32 Indicates whether the user OS definition was deleted from the host:
Product
e 0—No
e 1—Yes

String Block uint32 Initiates a String data block containing the custom vendor name

Type specified in the user input. This value is always o.

String Block uint32 Number of bytes in the custom vendor String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the vendor name.
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Table 4-85 User Product Data Block Fields (continued)

Field Data Type |Description

Custom Vendor |string The custom vendor name specified in the user input.

Name

String Block uint32 Initiates a String data block containing the custom product name

Type specified in the user input. This value is always o.

String Block uint32 Number of bytes in the custom product String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the product name.

Custom Product |string The custom product name specified in the user input.

Name

String Block uint32 Initiates a String data block containing the custom version specified

Type in the user input. This value is always o.

String Block uint32 Number of bytes in the custom version String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the version.

Custom Version |string The custom version specified in the user input.

Software ID uint32 The identifier for a specific revision of a server or operating system

in the database.

Server ID uint32 The Firepower System application identifier for the application
protocol on the host server specified in user input.

Vendor ID uint32 The identifier for the vendor of a third-party operating system
specified when the third-party operating system is mapped to a
Firepower System OS definition.

Product ID uint32 The product identification string of a third-party operating system
string specified when the third-party operating system string is
mapped to a Firepower System OS definition.

String Block uint32 Initiates a String data block containing the major version number of

Type the Firepower System operating system definition that a third-party
operating system string in the user input is mapped to. This value is
always o.

String Block uint32 Number of bytes in the major String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the version.

Major Version string Major version of the Firepower System operating system definition
that a third-party OS string is mapped to.

String Block uint32 Initiates a String data block containing the minor version number of

Type the Firepower System operating system definition that a third-party
OS string is mapped to. This value is always o.

String Block uint32 Number of bytes in the minor String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes

in the version.

Minor Version string Minor version number of the Firepower System operating system
definition that a third-party OS string in the user input is mapped to.

Firepower eStreamer Integration Guide
[ 4174 | I



Understanding Discovery & Connection Data Structures

Host Discovery and Connection Data Blocks

Table 4-85 User Product Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing the revision number of the

Type Firepower System operating system definition that a third-party
operating system string in the user input is mapped to. This value is
always o.

String Block uint32 Number of bytes in the revision String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the revision number.

Revision string Revision number of the Firepower System operating system
definition that a third-party OS string in the user input is mapped to.

String Block uint32 Initiates a String data block containing the last major version of the

Type Firepower System operating system definition that a third-party
operating system string is mapped to. This value is always o.

String Block uint32 Number of bytes in the To Major String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the version.

To Major string Last version number in a range of major version numbers of the
Firepower System operating system definition that a third-party OS
string in the user input is mapped to.

String Block uint32 Initiates a String data block containing the last minor version of the

Type Firepower System operating system definition that a third-party
operating system string is mapped to. This value is always o.

String Block uint32 Number of bytes in the To Minor String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the version.

To Minor string Last version number in a range of minor version numbers of the
Firepower System operating system definition that a third-party OS
string in the user input is mapped to.

String Block uint32 Initiates a String data block containing the Last revision number of

Type the Firepower System operating system definition that a third-party
OS string is mapped to. This value is always o.

String Block uint32 Number of bytes in the To Revision String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the revision number.

To Revision string Last revision number in a range of revision numbers of the
Firepower System operating system definitions that a third-party OS
string in the user input is mapped to.

String Block uint32 Initiates a String data block containing the build number of the

Type Firepower System operating system that the third-party OS string is
mapped. This value is always o.

String Block uint32 Number of bytes in the build String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
build number.

Build string Build number of the Firepower System operating system that the
third-party OS string in the user input is mapped to.
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Table 4-85 User Product Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing the patch number of the

Type Firepower System operating system that the third-party OS string is
mapped to. This value is always o.

String Block uint32 Number of bytes in the patch String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
patch number.

Patch string Patch number of the Firepower System operating system that the
third-party OS string in the user input is mapped to.

String Block uint32 Initiates a String data block containing the extension number of the

Type Firepower System OS that the third-party operating system string is
mapped. This value is always o.

String Block uint32 Number of bytes in the extension String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the extension number.

Extension string Extension number of the Firepower System operating system that
the third-party OS string in the user input is mapped to.

UUID uint8 [x16] |Contains the unique identification number for the operating system.

String Block uint32 Initiates a String data block containing the device hardware

Type information in the user input. This value is always o.

String Block uint32 Number of bytes in the build String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
build number.

Device String string Mobile device hardware information.

Mobile uint8 A true-false flag indicating whether the operating system is running
on a mobile device.

Jailbroken uint8 A true-false flag indicating whether the mobile device operating
system is jailbroken.

Generic List uint32 Initiates a Generic List data block comprising Fix List data blocks

Block Type conveying user input data regarding what fixes have been applied to
hosts in the specified IP address ranges. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Fix List data blocks.

Fix List Data variable Fix List data blocks containing information about fixes applied to

Blocks * the hosts. See Fix List Data Block, page 4-102 for a description of

this data block.

User Data Blocks

User data blocks appear in user event messages. They are a subset of the series 1 data blocks. For
information on the general format of series 1 data blocks, see Understanding Discovery (Series 1)

Blocks, page 4-62.
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User Data Blocks

The data block length field of the user data block header contains the number of bytes in the data block,
including the eight bytes of the two data block header fields.

The following table lists the user data blocks that can appear in user event messages. Data blocks are
listed by data block type. Current data blocks are the latest versions. Legacy blocks are supported but
not produced by the current version of the Firepower System.

Table 4-86 User Data Block Type
Data Block
Type Content Category Description
73 User Login Legacy Contains changes in login information for users detected
Information by the system. See User Login Information Data Block for
5.0 - 5.0.2, page B-119 for more information. The
successor block type introduced for version 5.0 has the
same structure as block type 73 but with different data in
the fields.
74 User Account Current Contains changes in user account information. See User
Update Message Account Update Message Data Block, page 4-178 for
more information.
75 User Legacy Contains changes in information for users detected by the
Information for system. See User Information Data Block for 5.x,
4.7 - 4.10.x page B-133 for more information. The successor block
introduced for version 6.0 has block type 158.
120 User Current Contains changes in information for users detected by the
Information for system. See User Information Data Block for 5.x,
5.x page B-133 for more information. Supersedes block type
75. It is superseded by block type 158.
121 User Login Legacy Contains changes in login information for users detected
Information by the system. See User Login Information Data Block for
5.0 - 5.0.2, page B-119 for more information. Differs
from block 73 in the content of the Protocol field, which
stores the Version 5.0+ application ID for the application
protocol ID detected in the event. The successor block
introduced for version 5.1 has block type 127.
127 User Login Legacy Contains changes in login information for users detected
Information by the system. See User Login Information Data Block
5.1-5.4.x, page B-121 for more information. It supersedes
block type 121. The successor block introduced for 6.0
has block type 159.
150 I0C State Current Contains information about compromises. See IOC State
Data Block for 5.3+, page 4-34 for more information.
158 User Current Contains changes in information for users detected by the
Information for system. See User Information Data Block for 6.0+,
6.0+ page 4-187 for more information. Supersedes block type
120.
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Table 4-86 User Data Block Type (continued)
Data Block
Type Content Category Description
159 User Login Legacy Contains changes in login information for users detected
Information by the system. See User Login Information Data Block
6.0.x, page B-123 for more information. It supersedes
block type 127.
165 User Login Legacy Contains changes in login information for users detected
Information by the system. See User Login Information Data Block
6.1.x, page B-129 for more information. It supersedes
block type 159. It is superseded by block type 167.
166 VPN Session Current Contains information on VPN sessions detected by the
Information system. See VPN Session Data Block for 6.2+,
page 4-190 for more information.
167 User Login Current Contains changes in login information for users detected
Information by the system. See User Login Information Data Block
6.2+, page 4-192 for more information. It supersedes
block type 165.

User Account Update Message Data Block

The User Account Update Message data block conveys information about updates to a user’s account
information.

The User Account Update Message data block has a block type of 74 in the series 1 group of blocks.

The following diagram shows the format of the User Account Update Message data block:

Byte 1 2 3
. Plrfrfrfrfrfrfrftfrf2f2f2)2f2(2(2(2(2[2(3]|3
Bit o1 4151617181900l 1]2(3/4|5]6|7 8]9]0/1 2|3]a|5/6 /7|8 9|01
User Account Update Message Block Type (74)
User Account Update Message Block Length
User String Block Type (0)
Name
String Block Length
User Name...
First String Block Type (0)
Name
String Block Length
First Name...
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Byte 0 1 2 3
B [o[1]2]a]4]; BABBEEBEEREEEBEERERE
Middle String Block Type (0)
Initials
String Block Length
Middle Initials...
Last String Block Type (0)
Name
String Block Length
Last Name...
Full Name String Block Type (0)
String Block Length
Full Name...
Title String Block Type (0)
String Block Length
Title...
Staff String Block Type (0)
Identity
String Block Length
Staff Identity...
Address String Block Type (0)
String Block Length
Address...
City String Block Type (0)
String Block Length
City...
State String Block Type (0)
String Block Length
State...
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Byte 0 1 2 3
g [o[i[2[s[s[s[o o[« ST BT B e AR R R
Country/ String Block Type (0)
Region
String Block Length
Country/Region...
Postal String Block Type (0)
Code
String Block Length
Postal Code...
Building String Block Type (0)
String Block Length
Building...
Location String Block Type (0)
String Block Length
Location...
Room String Block Type (0)
String Block Length
Room...
Company String Block Type (0)
String Block Length
Company...
Division String Block Type (0)
String Block Length
Division...
Dept String Block Type (0)
String Block Length
Department...
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Byte 0

2

User Data Blocks

Bit 0[1(2]3|4]|5

Ijrjrjrf{rj1rf1|1
21314|5(6|7(8]9

—_—

wW N

W N

Office

String Block Type (0)

String Block Length

Office...

Mailstop

String Block Type (0)

String Block Length

Mailstop...

Email

String Block Type (0)

String Block Length

Email...

Phone

String Block Type (0)

String Block Length

Phone...

IP Phone

String Block Type (0)

String Block Length

IP Phone...

User 1

String Block Type (0)

String Block Length

User 1...

User 2

String Block Type (0)

String Block Length

User 2...

User 3

String Block Type (0)

String Block Length

User 3...
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Byte 0 1 2 3
g (o[ 2a[+[s[«[ [ B EEEEREEEEREREERRR
User 4 String Block Type (0)
String Block Length
User 4...
Email Alias 1 String Block Type (0)
String Block Length

Email Alias 1...

Email Alias 2

String Block Type (0)

String Block Length

Email Alias 2...

Email Alias 3

String Block Type (0)

String Block Length

Email Alias 3...

The following table describes the components of the User Account Update Message data block.

Table 4-87 User Account Update Message Data Block Fields

Field Data Type |Description

User Account uint32 Initiates a User Account Update Message data block. This value is

Update Message always 74.

Block Type

User Account uint32 Total number of bytes in the User Account Update Message data

Update Message block, including eight bytes for the user account update message

Block Length block type and length fields, plus the number of bytes in the user
account update message data that follows.

String Block uint32 Initiates a String data block containing the username for the user.

Type This value is always o.

String Block uint32 Number of bytes in the username String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the username.

Username string The username for the user.

String Block uint32 Initiates a String data block containing the first name for the user.

Type This value is always o.
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Table 4-87 User Account Update Message Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Number of bytes in the first name String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the first name.

First Name string The first name for the user.

String Block uint32 Initiates a String data block containing the middle initials for the

Type user. This value is always o.

String Block uint32 Number of bytes in the middle initials String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the middle initials.

Middle Initials string The middle initials for the user.

String Block uint32 Initiates a String data block containing the last name for the user.

Type This value is always o.

String Block uint32 Number of bytes in the last name String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the last name.

Last Name string The last name for the user.

String Block uint32 Initiates a String data block containing the full name for the user.

Type This value is always o.

String Block uint32 Number of bytes in the full name String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the full name.

Full Name string The full name for the user.

String Block uint32 Initiates a String data block containing the title for the user. This

Type value is always o.

String Block uint32 Number of bytes in the title String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
title.

Title string The title for the user.

String Block uint32 Initiates a String data block containing the staff identification for the

Type user. This value is always o.

String Block uint32 Number of bytes in the staff identity String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the staff identity.

Staff Identity string The staff identity for the user.

String Block uint32 Initiates a String data block containing the address for the user. This

Type value is always o.

String Block uint32 Number of bytes in the address String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the address.

Address string The address for the user.

String Block uint32 Initiates a String data block containing the city from the user’s

Type address. This value is always o.
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Table 4-87 User Account Update Message Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Number of bytes in the city String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
city.

City string The city from the user’s address.

String Block uint32 Initiates a String data block containing the state from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the state String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
state.

State string The state for the user.

String Block uint32 Initiates a String data block containing the country or region from

Type the user’s address. This value is always o.

String Block uint32 Number of bytes in the country or region String data block,

Length including eight bytes for the block type and length fields, plus the
number of bytes in the country or region.

Country or string The country or region from the user’s address.

Region

String Block uint32 Initiates a String data block containing the postal code from the

Type user’s address. This value is always o.

String Block uint32 Number of bytes in the postal code String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the postal code.

Postal Code string The postal code from the user’s address.

String Block uint32 Initiates a String data block containing the building from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the building String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the building name.

Building string The building from the user’s address.

String Block uint32 Initiates a String data block containing the location from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the location String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the location name.

Location string The location from the user’s address.

String Block uint32 Initiates a String data block containing the room from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the room String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
room.

Room string The room from the user’s address.
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Table 4-87 User Account Update Message Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing the company from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the company String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the company name.

Company string The company from the user’s address.

String Block uint32 Initiates a String data block containing the division from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the division String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the division name.

Division string The division from the user’s address.

String Block uint32 Initiates a String data block containing the department from the

Type user’s address. This value is always o.

String Block uint32 Number of bytes in the department String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the department.

Department string The department from the user’s address.

String Block uint32 Initiates a String data block containing the office from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the office String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the office.

Office string The office from the user’s address.

String Block uint32 Initiates a String data block containing the mailstop from the user’s

Type address. This value is always o.

String Block uint32 Number of bytes in the mailstop String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the mailstop.

Mailstop string The mailstop from the user’s address.

String Block uint32 Initiates a String data block containing the email address for the

Type user. This value is always o.

String Block uint32 Number of bytes in the email address String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the email address.

Email string The email address for the user.

String Block uint32 Initiates a String data block containing the phone number for the

Type user. This value is always o.

String Block uint32 Number of bytes in the phone number String data block, including

Length eight bytes for the block type and length fields, plus the number of
bytes in the phone number.

Phone string The phone number for the user.
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Table 4-87 User Account Update Message Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing the Internet phone number

Type for the user. This value is always o.

String Block uint32 Number of bytes in the Internet phone number String data block,

Length including eight bytes for the block type and length fields, plus the
number of bytes in the Internet phone number.

Internet Phone string The Internet phone number for the user.

String Block uint32 Initiates a String data block containing an alternate user name for the

Type user. This value is always o.

String Block uint32 Number of bytes in the user String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
username.

User 1 string An alternate user name for the user.

String Block uint32 Initiates a String data block containing an alternate user name for the

Type user. This value is always o.

String Block uint32 Number of bytes in the user String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
username.

User 2 string An alternate user name for the user.

String Block uint32 Initiates a String data block containing an alternate user name for the

Type user. This value is always o.

String Block uint32 Number of bytes in the user String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
username.

User 3 string An alternate user name for the user.

String Block uint32 Initiates a String data block containing an alternate user name for the

Type user. This value is always o.

String Block uint32 Number of bytes in the user String data block, including eight bytes

Length for the block type and length fields, plus the number of bytes in the
username.

User 4 string An alternate user name for the user.

String Block uint32 Initiates a String data block containing an email alias for the user.

Type This value is always o.

String Block uint32 Number of bytes in the email alias String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the email alias.

Email alias 1 string An email alias for the user.

String Block uint32 Initiates a String data block containing an email alias for the user.

Type This value is always o.

String Block uint32 Number of bytes in the email alias String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the email alias.

Email alias 2 string An email alias for the user.
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Table 4-87 User Account Update Message Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing an email alias for the user.

Type This value is always o.

String Block uint32 Number of bytes in the email alias String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes
in the email alias.

Email alias 3 string An email alias for the user.

User Information Data Block for 6.0+

The User Information data block is used in User Modification messages and conveys information for a
user detected, removed, or dropped. For more information, see User Modification Messages, page 4-61

The User Information data block has a block type of 158 in the series 1 group of blocks for version 6.0+.
It has new endpoint profile, Security Intelligence, and IPv6 fields.

The User Information data block has a block type of 75 in the series 1 group of blocks for version 4.7 -
4.10.x and a block type of 120 in the series 1 group of blocks for 5.x. See User Information Data Block
for 5.x, page B-133 for more information.

The following diagram shows the format of the User Information data block.

Byte 0 1 2 3
. Plrfrfrfrfrfrfrfrfr|2f2]2]2]2]2(2]2]2]2[3]|3
Bit Of1 20314157617 1819001 11213 4|5(6/7/8/9(0/1/2/3[4|5/6/7|8/9|0 1
User Information Block Type (158)
User Information Block Length
User ID
User String Block Type (0)
Name
String Block Length
User Name...
Realm ID
Protocol
First String Block Type (0)
Name
String Block Length
First Name...
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Byte 0 1 2 3
. Tyt {r|1f{1r}{2{2)2(2(2|2(222/2(3]3
Bit O L2134 1516171819011 |2(3/4|5|6/7|8]9/0]1]2(3[4|5/6/7 8 9|01
Last String Block Type (0)
Name
String Block Length
Last Name...
Email String Block Type (0)
String Block Length
Email...
Department String Block Type (0)
String Block Length
Department...
Phone String Block Type (0)
String Block Length
Phone...
Endpoint Profile ID
Security Group ID
Location IPv6 Address
Location IPv6 Address, continued
Location IPv6 Address, continued
Location IPv6 Address, continued
The following table describes the components of the User Information data block.
Table 4-88 User Information Data Block Fields
Field Data Type |Description
User Information uint32 Initiates a User Information data block. This value is 158.
Block Type
User Information uint32 Total number of bytes in the User Information data block,
Block Length including eight bytes for the user information block type and
length fields plus the number of bytes in the user information
data that follows.
User ID uint32 Identification number of the user.
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Table 4-88 User Information Data Block Fields (continued)

Field Data Type |Description

String Block Type uint32 Initiates a String data block containing the username for the user.
This value is always o.

String Block Length |uint32 Number of bytes in the username String data block, including
eight bytes for the block type and length fields plus the number
of bytes in the username.

Username string The username for the user.

Realm ID uint32 Integer ID which corresponds to an identity realm.

Protocol uint32 The protocol for the packet containing the user information.

String Block Type uint32 Initiates a String data block containing the first name of the user.
This value is always o.

String Block Length |uint32 Number of bytes in the first name String data block, including
eight bytes for the block type and length fields plus the number
of bytes in the first name.

First Name string The first name for the user.

String Block Type uint32 Initiates a String data block containing the last name for the user.
This value is always o.

String Block Length |uint32 Number of bytes in the user last name String data block,
including eight bytes for the block type and length fields, plus the
number of bytes in the last name.

Last Name string The last name for the user.

String Block Type uint32 Initiates a String data block containing the email address for the
user. This value is always o.

String Block Length |uint32 Number of bytes in the email address String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the email address.

Email string The email address for the user.

String Block Type uint32 Initiates a String data block containing the department for the
user. This value is always o.

String Block Length |uint32 Number of bytes in the department String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the department.

Department string The department for the user.

String Block Type uint32 Initiates a String data block containing the phone number for the
user. This value is always o.

String Block Length |uint32 Number of bytes in the phone number String data block,
including eight bytes for the block type and length fields, plus the
number of bytes in the phone number.

Phone string The phone number for the user.
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Table 4-88 User Information Data Block Fields (continued)

Field Data Type |Description

Endpoint Profile ID |uint32 ID number of the type of device used by the connection endpoint.
This is unique for each defense center and is resolved in
metadata.

Security Group ID uint32 ID number of the network traffic group.

Location IPv6 uint16[8] IP address of the interface communicating with ISE. Can be IPv4

Address or IPv6.

VPN Session Data Block for 6.2+

The VPN Session data block for 6.2+ has a block type of 166 in the series 1 group of blocks. The data
block describes VPN Session information.

The following diagram shows the format of a VPN Session data block in 6.2+.

Byte 0 1 2 3
we [P PR R REEEEEEERRLE
VPN Session Data Block Type (166)
VPN Session Data Block Length
Index
Group Policy Type String Block Type (0)
Str. Blk Type String Block Length
Str. Blk Length Group Policy...
Connection String Block Type (0)
Profile
String Block Length
Connection Profile...
Client IP Address
Client IP Address (continued)
Client IP Address (continued)
Client IP Address (continued)
Client Client Country String Block Type (0)
Operating
System String Block Type (0) (continued) String Block Length

Client Operating System...

String Block Length (continued)
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Byte 0 1 2 3
. Tt tj1frjrj1|rj1(2f2(2(2f2/2(2(2(2(2|3(3
Bit 0111203 141516171819 00 112|353 4|5|6(7(8/9/01(2]3|45 6/7|8/9/0/1
Client String Block Type (0)
Application
String Block Length
Client Application...
Connection Duration
Bytes Transmitted
Bytes Transmitted (continued)
Bytes Received
Bytes Received (continued)
The following table describes the fields of the VPN Session data block.
Table 4-89 VPN Session Data Block Fields
Field Data Type |Description
VPN Session uint32 Initiates the VPN Session data block. This value is always 16s.
Data Block Type
VPN Session uint32 Number of bytes in the VPN Session data block, including eight
Block Length bytes for the VPN Session data block type and length, plus the
number of bytes in the VPN Session data fields that follow.
Index uint32 A number generated by the VPN device to identify the session.
Type uint8 Type of VPN session. Possibly values are:
¢ 0 - Unknown
e 1- Cisco IKEvI Client
e 2- AnyConnect IKEv] Client
e 3 - AnyConnect SSL
e 4 - WebVPN Clientless
e 5 - Site to Site IKEv2
* 6 - Site to Site IKEv2
e 7 - Generic IKEv2 RA Client
String Block uint32 Initiates a String data block containing the Group Policy for the VPN
Type Session. This value is always o.
String Block uint32 Number of bytes in the username String data block, including eight
Length bytes for the block type and length fields, plus the number of bytes in
the group policy.
Group Policy string The name of the group policy assigned to the client when the VPN
session is established.
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Table 4-89 VPN Session Data Block Fields (continued)

Field Data Type |Description

String Block uint32 Initiates a String data block containing the Connection Profile for the

Type VPN session. This value is always o.

String Block uint32 Number of bytes in the username String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes in
the connection profile.

Connection string The name of the connection profile (tunnel group) used by the VPN

Profile session.

Client IP Address |uint8[16] |IP address of the VPN client device.

Client Country uint16 Code for the country of the VPN client.

String Block uint32 Initiates a String data block containing the operating system used by

Type the client device. This value is always o.

String Block uint32 Number of bytes in the username String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes in
the operating system name.

Client Operating |string The operating system for the client device.

System

String Block uint32 Initiates a String data block containing the VPN application used by

Type the client device. This value is always o.

String block uint32 Number of bytes in the username String data block, including eight

Length bytes for the block type and length fields, plus the number of bytes in
the VPN application.

Client string The VPN application for the client device.

Application

Connection uint32 Duration of the VPN session in seconds. Only specified for VPN

Duration logout actions, otherwise the value is o.

Bytes uint64 Number of bytes transmitted to the VPN client during the VPN

Transmitted session. Only specified for VPN logout actions, otherwise the value
is 0.

Bytes Received |uint64 Number of bytes received from the VPN client during the VPN
session. Only specified for VPN logout actions, otherwise the value
is o.

User Login Information Data Block 6.2+

The User Login Information data block is used in User Information Update messages and conveys
changes in login information for a detected user. For more information, see User Information Update
Message Block, page 4-62.

The User Login Information data block has a block type of 167 in the series 1 group of blocks for version
6.2+. It has new fields for VPN support. It supersedes block type 165. See User Login Information Data
Block 6.1.x, page B-126 for more information.

The graphic below shows the format of the User Login Information data block:
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Bit 0[1]2]3|4]|5
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User Login Information Block Type (167)

User Login Information Block Length

Timestamp

IPv4 Address

User
Name

String Block Type (0)

String Block Length

User Name...

Domain

String Block Type (0)

String Block Length

Domain...

User ID

Realm ID

Endpoint Profile ID

Security Group ID

Protocol

Port Range Start

Start Port End Port

Email

String Block Type (0)

String Block Length

Email...

IPv6 Address
IPv6 Address, continued
IPv6 Address, continued

IPv6 Address, continued

Location IPv6 Address
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Byte 0 1 ‘ 2 3
N DN EERERE AR ARRAR ARRRRRHE AHAERRE
Location IPv6 Address, continued
Location IPv6 Address, continued
Location IPv6 Address, continued
Reported By Login Type Auth. Type String Block Type (0)
String Block Type (0), cont. String Block Length
String Block Length, cont. Reported By...
Description String Block Type (0)
String Block Length
Description...
VPN Session VPN Session Data Block Type (166)
VPN Session Data Block Length
VPN Session...

The following table describes the components of the User Login Information data block.

Table 4-90 User Login Information Data Block Fields

Field Data Type |Description

User Login uint32 Initiates a User Login Information data block. This value is 167

Information Block for version 6.2+.

Type

User Login uint32 Total number of bytes in the User Login Information data block,

Information Block including eight bytes for the user login information block type

Length and length fields, plus the number of bytes in the user login
information data that follows.

Timestamp uint32 Timestamp of the event.

IPv4 Address uint32 This field is reserved but no longer populated. The IPv4 address
is stored in the IPv6 Address field. See IP Addresses, page 1-4
for more information.

String Block Type uint32 Initiates a String data block containing the username for the user.
This value is always o.

String Block Length |uint32 Number of bytes in the username String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the username.

Username string The user name for the user.
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Table 4-90 User Login Information Data Block Fields (continued)

Field Data Type |Description

String Block Type uint32 Initiates a String data block containing the domain. This value is
always o.

String Block Length |uint32 Number of bytes in the username String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the domain.

Domain string Domain in which the user logged in.

User ID uint32 Identification number of the user.

Realm ID uint32 Integer ID which corresponds to an identity realm.

Endpoint Profile ID |uint32 ID number of the type of device used by the connection endpoint.
This is unique for each DC and resolved in metadata.

Security Group ID uint32 ID number of the network traffic group.

Protocol uint32 Protocol used to detect or report the user. Possible values are:

e 165-FTP

e 426 -SIP

® 547 - AOL Instant Messenger
e 6383 -IMAP

e 710 - LDAP

e 767 -NTP

e 773 - Oracle Database

e 788 - POP3

e 1755 - MDNS

Port uintl6 The port number on which the user was detected.

Range Start uint16 The start port in the port range used by the TS Agent.

Start Port uint16 The start port in the range the TS Agent assigned to the
individual user.

End Port uint16 The end port in the range the TS Agent assigned to the individual
user.

String Block Type uint32 Initiates a String data block containing the email address for the
user. This value is always o.

String Block Length |uint32 Number of bytes in the email address String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the email address.

Email string The email address for the user.

IPv6 Address uint8[16] IPv6 address from the host where the user was detected logging
in, in IP address octets.

Location IPv6 uint8[16] Most recent IP address on which the user logged in. Can be either

Address an IPv4 or IPv6 address.

Login Type uint8 The type of user login detected.
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Table 4-90 User Login Information Data Block Fields (continued)

Field Data Type |Description

Authentication Type |uint8 Type of authentication used by the user. Values may be:

® 0 - no authorization required

e 1 - passive authentication, AD agent, or ISE session
e 2 - captive portal successful authentication

e 3 - captive portal guest authentication

e 4 - captive portal failed authentication

String Block Type uint32 Initiates a String data block containing the Reported By value.
This value is always o.

String Block Length |uint32 Number of bytes in the Reported By String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the Reported By field.

Reported By string The reporter of this activity, such as the name of the Active
Directory server.

String Block Type uint32 Initiates a String data block containing the Description value.
This value is always o.

String Block Length |uint32 Number of bytes in the Description String data block, including
eight bytes for the block type and length fields, plus the number
of bytes in the Description field.

Description string The Description of the login or logoff activity.

VPN Session Block |uint32 Initiates a VPN Session data block containing the VPN session

Type data. This value is always 166.

VPN Session Data uint32 Number of bytes in the VPN Session data block, including eight

Block Length bytes for the block type and length fields, plus the number of
bytes in the VPN Session data block.

VPN Session data VPN Information regarding the detected VPN session, if the login was

Session associated with a VPN session. This is only used when there is a
Data VPN session.

Discovery and Connection Event Series 2 Data Blocks

In the following table, the Data Block Status field indicates whether the block is current (the latest
version) or legacy (used in an older version and can still be requested through eStreamer).
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Table 4-91 Discovery and Connection Event Series 2 Block Types
Data Block

Type Content Status Description

15 Access Control |Current Used by access control rule metadata messages to map
Rule policy UUID and rule ID values to a descriptive string.

See Access Control Rule Data Block, page 4-197.

21 Access Control |Legacy Used by access control rule metadata messages to map

Rule Reason access control rule reasons to a descriptive string. See
Access Control Policy Rule Reason Data Block,
page B-348.

22 Security Current Used to store Security Intelligence information. See
Intelligence Security Intelligence Category Data Block 5.1+,
Category page 4-200.

57 User Data Current Used by the User Record metadata messages to provide
the user ID number, protocol on which the user was
detected, and the user name. See User Data Block,
page 4-202.

59 Access Control |Current Used by access control rule metadata messages to map

Rule Reason access control rule reasons to a descriptive string. See
Access Control Rule Reason Data Block 6.0+,
page 4-198.

Access Control Rule Data Block

The eStreamer service uses the Access Control Rule data block in access control rule metadata messages
to map policy UUID and rule ID combinations to a descriptive string. The Access Control Rule data
block has a block type of 15 in the series 2 group of blocks.

The following graphic shows the structure of the Access Control Rule data block:

Byte

Bit

1 2 3

VTl a1t 2]212]2]2]212]2]2]2
7189 201345 8|0

0[1(2[3(4|5(6|7[8]9|0]1

O W
—_

Access Control Rule Block Type (15)

Access Control Rule Block Length

AC
Rule
UUI

Access Rule Policy UUID
Access Control Rule UUID, continued
Access Control Rule UUID, continued

Access Control Rule UUID, continued

Access Control Rule ID
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Byte 0 1 2 3
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String Block Type (0)
String Block Length
Name...

The following table describes the fields in the Access Control Rule data block.

Table 4-92 Access Control Rule Data Block Fields

Field Data Type |Description

Access Control uint32 Initiates an Access Control Rule block. This value is always 15.
Rule Block Type

Access Control uint32 Total number of bytes in the Access Control Rule block, including
Rule Block Length eight bytes for the Access Control Rule block type and length

fields, plus the number of bytes of data that follows.

Access Control uint8[16] | The unique identifier for the Access Control Rule. This field, along

Rule UUID with Access Control Rule ID, makes up the unique key for this
record.

Access Control uint32 The internal Cisco identifier for the access control rule. This field,

Rule ID along with Access Control Rule UUID, makes up the unique key for

this record.

String Block Type |uint32 Initiates a String data block containing the descriptive name
associated with the access control rule UUID and access control
rule ID. This value is always o.

String Block uint32 The number of bytes included in the name String data block,
Length including eight bytes for the block type and header fields plus the
number of bytes in the Name field.

Name string The descriptive name.

Access Control Rule Reason Data Block 6.0+

The eStreamer service uses the Access Control Rule Reason data block in Access Control Rule Reason
metadata messages to map Access Control reasons to a descriptive string. The Access Control Rule
Reason data block has a block type of 59 in the series 2 group of blocks. It supersedes block type 21.

The following graphic shows the structure of the Access Control Rule Reason data block:
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Byte 0 1 2 3
. 11|11t 1f(1|{1ry2(2(2(2|2(2(2|2/2(2|3|3
Bit 0P 2131475161789 0011123 4|5(6|7|8]9/01|2(3[45/6/7 8|0]0]1
Access Control Rule Reason Block Type (59)
Access Control Rule Block Length
Description Access Control Rule Reason
String Block Type (0)
String Block Length
Description...
The following table describes the fields in the Access Control Rule Reason data block.
Table 4-93 Access Control Rule Reason Data Block Fields
Field Data Type Description
Access Control Rule |uint32 Initiates an Access Control Rule Reason block. This value is
Reason Block Type always 59.
Access Control Rule |uint32 Total number of bytes in the Access Control Rule Reason
Reason Block block, including eight bytes for the Access Control Rule
Length Reason block type and length fields, plus the number of bytes
of data that follows.
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Table 4-93 Access Control Rule Reason Data Block Fields (continued)

Field

Data Type

Description

Access Control Rule
Reason

uint32

The reason the Access Control rule logged the connection.
This field is the unique key for this record.
The number of the reason for the rule that triggered the event.

Rule reasons are a binary bitmap in which multiple bits may
be set. There may be several reasons for a rule. The bit values
are as follows:

e 1—1IP Block

e 2 — [P Monitor

e 4 — User Bypass

e 8 — File Monitor

e 16 — File Block

e 32 — Intrusion Monitor

¢ 64 — Intrusion Block

e 128 — File Resume Block

e 256 — File Resume Allow"]
e 512 — File Custom Detection
e 1024 — SSL Block

e 2048 — DNS Block

¢ 4096 — DNS Monitor

e 8192 — URL Block

e 16384 — URL Monitor

e 32768 — Content Restriction
® 65536 — Intelligent App Bypass
e 131072 — WSA Threat

String Block Type

uint32

Initiates a String data block containing the descriptive name
associated with the access control rule reason. This value is
always o.

String Block Length

uint32

The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Description field.

Description

string

Description of the Access Control rule reason.

Security Intelligence Category Data Block 5.1+

The eStreamer service uses the Security Intelligence Category data block in access control rule metadata
messages to stream Security Intelligence information. The Security Intelligence Category data block has
a block type of 22 in the series 2 group of blocks.

The following graphic shows the structure of the Security Intelligence Category data block:
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Byte 0 1 2 3

. VTl a1t 2212]2]2]212]2]2]2
Bit O L2{3)415)/61718191011]2(3|4|5|6|7/8/9/0/1|2/3]4]|5 8

Security Intelligence Category Block Type (22)

Security Intelligence Category Block Length

Security Intelligence List ID

AC Policy Access Control Policy UUID

UuUID
Access Control Policy UUID, continued
Access Control Policy UUID, continued

Access Control Policy UUID, continued

Rule Name String Block Type (0)

String Block Length

Security Intelligence List Name...

The following table describes the fields in the Security Intelligence Category data block:

Table 4-94 Security Intelligence Category Data Block fields

Field Data Type Description

Security Intelligence |uint32 Initiates an Security Intelligence Category data block. This

Category Block Type value is always 22.

Security Intelligence |uint32 Total number of bytes in the Security Intelligence Category

Category Block block, including eight bytes for the Security Intelligence

Length Category block type and length fields, plus the number of
bytes of data that follows.

Security Intelligence |uint32 The ID of the IP block list or allow list triggered by the

List ID connection. This field, along with Access Control Policy
UUID, makes up the unique key for this record.

Access Control uint8[16] The UUID of the access control policy configured for

Policy UUID Security Intelligence. This field, along with Security
Intelligence List ID, makes up the unique key for this record.

String Block Type uint32 Initiates a String data block containing the descriptive name
associated with the Security Intelligence List. This value is
always o.
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Table 4-94 Security Intelligence Category Data Block fields (continued)

Field Data Type Description

String Block Length |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Security Intelligence List Name

field.
Security Intelligence |string The name of the Security Intelligence category IP block list
List Name or allow list triggered by the connection.

User Data Block

The eStreamer service uses the User data block in User Record metadata messages to provide the user
ID number, protocol on which the user was detected, and the user name. The User data block has a block
type of 57 in the series 2 group of blocks.

The following graphic shows the structure of the User data block:

Byte 0 1 2 3

. Tt a1t 2]2212]2]212]2]2]2
Bit O] 112]131415/6/7|8194/112/3/4/5|6/7/8(9]0 3|45 8

[u—
[\S)

User Block Type (57)

User Block Length

User ID

Protocol

String Block Type (0)

String Block Length

Username...

The following table describes the fields in the User data block.
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Table 4-95

Discovery and Connection Event Series 2 Data Blocks 1l

User Data Block Fields

Field

Data Type

Description

User Block Type

uint32

Initiates a User block. This value is always 57.

User Block Length

uint32

Total number of bytes in the User block, including eight bytes for
the User block type and length fields, plus the number of bytes of
data that follows.

User ID

uint32

The unique identifier for the user. This field is the unique key for
this record.

Protocol

uint32

Protocol used to detect or report the user. Possible values are:
e 165-FTP
e 426 -SIP
e 547 - AOL Instant Messenger
e 6383 - IMAP
e 710 - LDAP
e 767 - NTP
e 773 - Oracle Database
e 788 - POP3
e 1755 - MDNS

String Block Type

uint32

Initiates a String data block containing the username. This value is
always o.

String Block
Length

uint32

The number of bytes included in the username String data block,
including eight bytes for the block type and header fields plus the
number of bytes in the Username field.

Username

string

The name of the user

The eStreamer service uses the Access Control Policy Metadata data block in Access Control Policy
metadata messages to provide Access Control Policy information. The Access Control Policy metadata
block has a block type of 64 in the series 2 group of blocks.

The following graphic shows the structure of the Access Control Policy metadata block:

Byte

1 2 3

Bit 0

L1111 |rj1|1rj12(212(2|1212/2(2|2|2
67|89 3 5 8

0|1(2(3(4|5(6[7[8][9(0|1]2 4

Access Control Policy Metadata Block Type (64)

Access Control Policy Metadata Block Length
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Byte 0 1 2 3

. a1 l22T2]2(2]212122]2]3]3
Bit O 12]3 41516171819 011]2(3|4|5(6/7/8/9/0/1|2/3[4|5|6|/7|8]0|0]1
AC Policy Access Control Policy UUID

UUID

Access Control Policy UUID, continued
Access Control Policy UUID, continued

Access Control Policy UUID, continued

Sensor ID

Policy Name String Block Type (0)

String Block Length

Policy Name...

The following table describes the fields in the Access Control Policy Metadata block.

Table 4-96 Access Control Policy Metadata Block Fields

Field Data Type Description

Access Control uint32 Initiates an Access Control Policy metadata block. This value

Policy Metadata is always 64.

Block Type

Access Control uint32 Total number of bytes in the Access Control Policy Metadata

Policy Metadata block, including eight bytes for the Access Control Policy

Block Length Metadata block type and length fields, plus the number of
bytes of data that follows.

Access Control uint8[16] UUID of the Access Control Policy. This field is the unique

Policy UUID key for this record.

Sensor ID uint32 ID Number of the Sensor associated with the Access Control
policy

String Block Type uint32 Initiates a String data block containing the descriptive name
associated with the access control policy. This value is always
0.

String Block Length |uint32 The number of bytes included in the name String data block,
including eight bytes for the block type and header fields plus
the number of bytes in the Name field.

Name string Name of the Access Control policy.

Firepower eStreamer Integration Guide
[ 4-204 | I




Understanding Host Data Structures

This chapter describes the format of the Full Host Profile data block that conveys a set of data describing
a single host. The eStreamer server generates and sends these blocks on request for host data. For
information about the client request procedure, the message structure, and the delivery method, see Host
Data and Multiple Host Data Message Format, page 2-30.

eStreamer uses the series 1 data block structure to package these Full Host profile blocks. For the general
structure of series 1 blocks, see Series 1 Data Block Header, page 4-62. The Full Host Profile data block
contains a number of encapsulated blocks which are individually described in the subsections where they
are defined in Understanding Discovery & Connection Data Structures, page 4-1.

See the following sections for more information about current and legacy Full Host Profile data blocks:

e Full Host Profile Data Block 5.3+, page 5-1 describes the current Full Host Profile data block
structure.

e Full Host Profile Data Block 5.0 - 5.0.2, page B-313 describes the legacy Full Host Profile data
block structure for versions 5.0 - 5.0.2.

Full Host Profile Data Block 5.3+

Note

The Full Host Profile data block for version 5.3+ contains a full set of data describing one host. It has
the format shown in the graphic below and explained in the following table. Note that, except for List
data blocks, the graphic does not show the fields of the encapsulated data blocks. These encapsulated
data blocks are described separately in Understanding Discovery & Connection Data Structures,

page 4-1. The Full Host Profile data block a block type value of 149. It supersedes the prior version,
which has a block type of 140.

An asterisk (*) next to a block name in the following diagram indicates that multiple instances of the
data block may occur.

The following diagram shows the format of the Full Host Profile data block for 5.3+:
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Byte 0 1 2 3

. Tl 1]212]2]2]2]2]2]2]2]2
Bit O L2{3)415)/61718190011]2(3|4|5|6|7/8/9/0/1|2/3]4]|5 8

—_
—_—

Full Host Profile Data Block (149)

Data Block Length

Host ID
Host ID, continued
Host ID, continued

Host ID, continued

IP Addresses List Block Type (11)

List Block Length

IP Address Data Blocks (143)*

Hops Generic List Block Type (31)
Generic List Block Generic List Block Length
Type, continued
OS Derived Generic List Block Operating System Fingerprint Block Type (130)*
Fingerprints Length, continued
OS Fingerprint Operating System Fingerprint Block Length
Block Type (130)*,
con’t
OS Fingerprint Operating System Derived Fingerprint Data...
Block Length,
con’t

Generic List Block Type (31)

Generic List Block Length

Server Operating System Fingerprint Block Type (130)*

Fingerprints
Operating System Fingerprint Block Length

Operating System Server Fingerprint Data...

Generic List Block Type (31)

Generic List Block Length
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Byte 0 1 2 3
g (o[ 2a[+[s[« [ [s o B[R LE R EEREREERRR
Client Operating System Fingerprint Block Type (130)*
Fingerprints
Operating System Fingerprint Block Length
Operating System Client Fingerprint Data...
Generic List Block Type (31)
Generic List Block Length
VDB Native Operating System Fingerprint Block Type (130)*

Fingerprints 1

Operating System Fingerprint Block Length

Operating System VDB Fingerprint Data...

Generic List Block Type (31)

Generic List Block Length

VDB Native Operating System Fingerprint Block Type (130)*
Fingerprints 2
Operating System Fingerprint Block Length
Operating System VDB Fingerprint Data...
Generic List Block Type (31)
Generic List Block Length
User Operating System Fingerprint Block Type (130)*
Fingerprints
Operating System Fingerprint Block Length
Operating System User Fingerprint Data...
Generic List Block Type (31)
Generic List Block Length
Scan Operating System Fingerprint Block Type (130)*
Fingerprints

Operating System Fingerprint Block Length

Operating System Scan Fingerprint Data...

Generic List Block Type (31)

Generic List Block Length
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Byte 0 1 2 3
. LT ftft||1jefr|t|2f2)2/2|2]|2 2(2(213
Bit 314156718190 1 |203]4]5|6/7 /890 1]2/3]4|5/6/7 890
Application Operating System Fingerprint Block Type (130)*
Fingerprints
Operating System Fingerprint Block Length
Operating System Application Fingerprint Data...
Generic List Block Type (31)
Generic List Block Length
Conflict Operating System Fingerprint Block Type (130)*
Fingerprints
Operating System Fingerprint Block Length
Operating System Conflict Fingerprint Data...
Generic List Block Type (31)
Generic List Block Length
Mobile Operating System Fingerprint Block Type (130)*
Fingerprints

Operating System Fingerprint Block Length

Operating System Mobile Fingerprint Data...

Generic List Block Type (31)

Generic List Block Length

IPv6 Server
Fingerprints

Operating System Fingerprint Block Type (130)*

Operating System Fingerprint Block Length

Operating System [Pv6 Server Fingerprint Data...

Generic List Block Type (31)

Generic List Block Length

Ipv6 Client
Fingerprints

Operating System Fingerprint Block Type (130)*

Operating System Fingerprint Block Length

Operating System Ipv6 Client Fingerprint Data...

Generic List Block Type (31)

Generic List Block Length
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Byte 0 1 2 3
. LT ftft||1jefr|t|2)2)2)2|2]|2 2(2(213
Bit 0P 2131415 1617)819 0011123 4|5(|6(7/8/9/01|2/3[4/5/6/7|8(9]0
Ipv6 DHCP Operating System Fingerprint Block Type (130)*
Fingerprints
Operating System Fingerprint Block Length
Operating System [Pv6 DHCP Fingerprint Data...
Generic List Block Type (31)
Generic List Block Length
User Agent Operating System Fingerprint Block Type (130)*
Fingerprints
Operating System Fingerprint Block Length
Operating System User Agent Fingerprint Data...
(TCP) Full List Block Type (11)...
Server Data
List Block Length...
(TCP) Full Server Data Blocks (104)*
(UDP) Full List Block Type (11)
Server Data
List Block Length
(UDP) Full Server Data Blocks (104)*
Network List Block Type (11)
Protocol Data
List Block Length

(Network) Protocol Data Blocks (4)*

Transport
Protocol Data

List Block Type (11)

List Block Length

(Transport) Protocol Data Blocks (4)*

MAC
Address Data

List Block Type (11)

List Block Length

Host MAC Address Data Blocks (95)*

Last Seen

Host Type

Business Criticality VLAN ID
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Byte 0 1 2 3
. L1 |rjry1ry1r|{rj1ry1}(2{2(212(2|2(2(2(2/2(3/3
Bit Of1121374)516/ 7181900 112/3]/4/5[6/7|8/9/0/1]|2]3[4/5|6/7|8 9|0]1
VLAN Type VLAN Priority Generic List Block Type (31)
Host Client Generic List Block Type, continued Generic List Block Length
Data
Generic List Block Length, continued Full Host Client Application Data Blocks
(112)*
NetBios Name String Block Type (0)
String Block Length
Name
NetBIOS Name String...
Notes String Block Type (0)
Data
String Block Length
Notes String....
(VDB) Host Generic List Block Type (31)
Vulns
Generic List Block Length
(VDB) Host Vulnerability Data Blocks (85)*
3rd Pty/VDB) Generic List Block Type (31)
Host Vulns
Generic List Block Length
(Third Party/VDB) Host Vulnerability Data Blocks (85)*
3rd Pty Scan Generic List Block Type (31)
Host Vulns
Generic List Block Length
(Third Party Scan) Host Vulnerability Data Blocks with Original Vuln IDs (85)*
Attribute List Block Type (11)
Value Data
List Block Length
Attribute Value Data Blocks *
Mobile Jailbroken Generic List Block Type (31)
I0C State Generic List Block Type, continued Generic List Block Length
Generic List Block Length, continued IOC State Data Blocks (150)*

The following table describes the components of the Full Host Profile for 5.3+ record.
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Table 5-1 Full Host Profile Record 5.3+ Fields

Field Data Type |Description

Host ID uint8[16] |Unique ID number of the host. This is a UUID.

List Block Type |uint32 Initiates a List data block comprising IP address data blocks conveying
TCP service data. This value is always 11.

List Block uint32 Number of bytes in the list. This number includes the eight bytes of

Length the list block type and length fields, plus the length of all encapsulated
IP address data blocks.

IP Address variable IP addresses of the host and when each IP address was last seen. See
Host IP Address Data Block, page 4-97 for a description of this data
block.

Hops uint8 Number of network hops from the host to the device.

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data derived from the
existing fingerprints for the host. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System Derived about the operating system on a host derived from the existing

Fingerprint Data fingerprints for the host. See Operating System Fingerprint Data

Blocks * Block 5.1+, page 4-159 for a description of this data block.

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
server fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using a server

Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,

(Server page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
client fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using a client

Fingerprint fingerprint. See Operating System Fingerprint Data Block 5.1+,

(Client page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type

Fingerprint data blocks conveying fingerprint data identified using a
Cisco VDB fingerprint. This value is always 31.
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Table 5-1 Full Host Profile Record 5.3+ Fields (continued)

Field Data Type |Description

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using the fingerprints

Fingerprint in the Cisco vulnerability database (VDB). See Operating System

(VDB) Native Fingerprint Data Block 5.1+, page 4-159 for a description of this data

Fingerprint 1) block.

Data Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
Cisco VDB fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using the fingerprints

Fingerprint in the Cisco vulnerability database (VDB). See Operating System

(VDB) Native Fingerprint Data Block 5.1+, page 4-159 for a description of this data

Fingerprint 2) block.

Data Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data added by a user.
This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host added by a user. See Operating

Fingerprint (User System Fingerprint Data Block 5.1+, page 4-159 for a description of

Fingerprint) Data this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data added by a
vulnerability scanner. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host added by a vulnerability scanner.

Fingerprint (Scan See Operating System Fingerprint Data Block 5.1+, page 4-159 for a

Fingerprint) Data description of this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data added by an
application. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length

header and all encapsulated Operating System Fingerprint data blocks.
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Table 5-1 Full Host Profile Record 5.3+ Fields (continued)

Field Data Type |Description

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host added by an application. See

Fingerprint Operating System Fingerprint Data Block 5.1+, page 4-159 for a

(Application description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data selected through
fingerprint conflict resolution. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host selected through fingerprint

Fingerprint conflict resolution. See Operating System Fingerprint Data Block

(Conflict 5.1+, page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying mobile device fingerprint data. This
value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a mobile device host. See Operating

Fingerprint System Fingerprint Data Block 5.1+, page 4-159 for a description of

(Mobile) Data this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
IPv6 server fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an IPv6 server

Fingerprint (IPv6 fingerprint. See Operating System Fingerprint Data Block 5.1+,

Server page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
IPv6 client fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length

header and all encapsulated Operating System Fingerprint data blocks.
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Table 5-1 Full Host Profile Record 5.3+ Fields (continued)

Field Data Type |Description

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an IPv6 client

Fingerprint (IPv6 fingerprint. See Operating System Fingerprint Data Block 5.1+,

Client page 4-159 for a description of this data block.

Fingerprint) Data

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using an
IPv6 DHCP fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using an IPv6 DHCP

Fingerprint (IPv6 fingerprint. See Operating System Fingerprint Data Block 5.1+,

DHCP) Data page 4-159 for a description of this data block.

Blocks *

Generic List uint32 Initiates a Generic List data block comprising Operating System

Block Type Fingerprint data blocks conveying fingerprint data identified using a
user agent fingerprint. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated Operating System Fingerprint data blocks.

Operating variable Operating System Fingerprint data blocks containing information

System about the operating system on a host identified using a user agent

Fingerprint (User fingerprint. See Operating System Fingerprint Data Block 5.1+,

Agent) Data page 4-159 for a description of this data block.

Blocks *

List Block Type |uint32 Initiates a List data block comprising Full Server data blocks
conveying TCP service data. This value is always 11.

List Block uint32 Number of bytes in the list. This number includes the eight bytes of

Length the list block type and length fields, plus the length of all encapsulated
Full Server data blocks.

(TCP) Full Server |variable List of Full Server data blocks conveying data about the TCP services

Data Blocks * on the host. See Full Host Server Data Block 4.10.0+, page 4-140 for
a description of this data block.

List Block Type |uint32 Initiates a List data block comprising Full Server data blocks
conveying UDP service data. This value is always 11.

List Block uint32 Number of bytes in the list. This number includes the eight bytes of

Length the list block type and length fields, plus the length of all encapsulated
Full Server data blocks.

(UDP) Full variable List of Full Server data blocks conveying data about the UDP

Server Data sub-servers on the host. See Full Host Server Data Block 4.10.0+,

Blocks * page 4-140 for a description of this data block.

List Block Type |uint32 Initiates a List data block comprising Protocol data blocks conveying

network protocol data. This value is always 11.
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Table 5-1 Full Host Profile Record 5.3+ Fields (continued)
Field Data Type |Description
List Block uint32 Number of bytes in the list. This number includes the eight bytes of
Length the list block type and length fields, plus the length of all encapsulated
Protocol data blocks.
(Network) variable List of Protocol data blocks conveying data about the network
Protocol Data protocols on the host. See Protocol Data Block, page 4-75 for a
Blocks * description of this data block.
List Block Type |uint32 Initiates a List data block comprising Protocol data blocks conveying
transport protocol data. This value is always 11.
List Block uint32 Number of bytes in the list. This number includes the eight bytes of
Length the list block type and length fields, plus the length of all encapsulated
Protocol data blocks.
(Transport) variable List of Protocol data blocks conveying data about the transport
Protocol Data protocols on the host. See Protocol Data Block, page 4-75 for a
Blocks * description of this data block.
List Block Type |uint32 Initiates a List data block containing Host MAC Address data blocks.
This value is always 11.
List Block uint32 Number of bytes in the list, including the list header and all
Length encapsulated Host MAC Address data blocks.
Host MAC variable List of Host MAC Address data blocks. See Host MAC Address 4.9+,
Address Data page 4-115 for a description of this data block.
Blocks *
Last Seen uint32 UNIX timestamp that represents the last time the system detected host
activity.
Host Type uint32 Indicates host type. Values include:
e 0 — Host
e 1 — Router
e 2 — Bridge
e 3 — NAT (network address translation device)
e 4 — LB (load balancer)
Business uint16 Indicates criticality of host to business.
Criticality
VLAN ID uint16 VLAN identification number that indicates which VLAN the host is a
member of.
VLAN Type uint8 Type of packet encapsulated in the VLAN tag.
VLAN Priority uint8 Priority value included in the VLAN tag.
Generic List uint32 Initiates a Generic List data block comprising Host Vulnerability data
Block Type blocks conveying Client Application data. This value is always 31.
Generic List uint32 Number of bytes in the Generic List data block, including the list
Block Length header and all encapsulated Client Application data blocks.
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Table 5-1 Full Host Profile Record 5.3+ Fields (continued)

Field Data Type |Description

Full Host Client |variable List of Client Application data blocks. See Full Host Client

Application Data Application Data Block 5.0+, page 4-154 for a description of this data

Blocks * block.

String Block uint32 Initiates a String data block for the host NetBIOS name. This value is

Type always o.

String Block uint32 Number of bytes in the String data block, including eight bytes for the

Length string block type and length fields, plus the number of bytes in the
NetBIOS name string.

NetBIOS Name |string Host NetBIOS name string.

String Block uint32 Initiates a String data block for host notes. This value is always o.

Type

String Block uint32 Number of bytes in the notes String data block, including eight bytes

Length for the string block type and length fields, plus the number of bytes in
the notes string.

Notes string Contains the contents of the Notes host attribute for the host.

Generic List uint32 Initiates a Generic List data block comprising Host Vulnerability data

Block Type blocks conveying VDB vulnerability data. This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated data blocks.

(VDB) Host variable List of Host Vulnerability data blocks for vulnerabilities identified in

Vulnerability the Cisco vulnerability database (VDB). See Host Vulnerability Data

Data Blocks * Block 4.9.0+, page 4-112 for a description of this data block.

Generic List uint32 Initiates a Generic List data block comprising Host Vulnerability data

Block Type blocks conveying third-party scan vulnerability data. This value is
always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated data blocks.

(Third variable Host Vulnerability data blocks sourced from a third party scanner and

Party/VDB) Host containing information about host vulnerabilities cataloged in the

Vulnerability Cisco vulnerability database (VDB). See Host Vulnerability Data

Data Blocks * Block 4.9.0+, page 4-112 for a description of this data block.

Generic List uint32 Initiates a Generic List data block comprising Host Vulnerability data

Block Type blocks conveying third party scan vulnerability data. This value is
always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated data blocks.

(Third Party variable Host Vulnerability data blocks sourced from a third party scanner.

Scan) Host Note that the host vulnerability IDs for these data blocks are the third

Vulnerability party scanner IDs, not Cisco-detected IDs. See Host Vulnerability

Data Blocks * Data Block 4.9.0+, page 4-112 for a description of this data block.

List Block Type |uint32 Initiates a List data block comprising Attribute Value data blocks

conveying attribute data. This value is always 11.
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Table 5-1 Full Host Profile Record 5.3+ Fields (continued)

Field Data Type |Description

List Block uint32 Number of bytes in the List data block, including the list header and

Length all encapsulated data blocks.

Attribute Value variable List of Attribute Value data blocks. See Attribute Value Data Block,

Data Blocks * page 4-82 for a description of the data blocks in this list.

Mobile uint8 A true-false flag indicating whether the operating system is running on
a mobile device.

Jailbroken uint8 A true-false flag indicating whether the mobile device operating
system is jailbroken.

Generic List uint32 Initiates a Generic List data block comprising IOC State data

Block Type blocks.This value is always 31.

Generic List uint32 Number of bytes in the Generic List data block, including the list

Block Length header and all encapsulated IOC State data blocks.

IOC State Data  |variable IOC State data blocks containing information about compromises on

Blocks * a host. See IOC State Data Block for 5.3+, page 4-34 for a description

of this data block.
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Configuring eStreamer

After you create a client application, you can connect it to the eStreamer server, start the eStreamer
service, and begin exchanging data.

Note  An eStreamer server is a Management Center or managed device (version 4.9 or higher) where the
eStreamer service is running.

Perform the following tasks to manage eStreamer and client interaction:
1. Enable eStreamer on the eStreamer server.

See Configuring eStreamer on the eStreamer Server, page 6-1 for information about allowing access
to the eStreamer server, adding clients, and generating authentication credentials to establish an
authenticated connection.

2. Ifrequired, manually run the eStreamer service (eStreamer). You can stop, start, and view the status
of the service, and use command line options to debug client-server communication.

See Managing the eStreamer Service, page 6-4 for more information.

3. Optionally, to use the eStreamer reference client to troubleshoot a connection or data stream, set up
the reference client on the computer where you plan to run your client.

See Configuring the eStreamer Reference Client, page 6-6.

Configuring eStreamer on the eStreamer Server

License: Any

Before the Management Center or managed device you want to use as an eStreamer server can begin
streaming events to a client application, you must configure the eStreamer server to send events to
clients, provide information about the client, and generate a set of authentication credentials to use when
establishing communication. You can perform all of these tasks from the Management Center or
managed device user interface.

See the following sections for more information:
e Configuring eStreamer Event Types, page 6-2
¢ Adding Authentication for eStreamer Clients, page 6-3
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Bl Configuring eStreamer on the eStreamer Server

Configuring eStreamer Event Types

Step 1
Step 2

Step 3

License: Any

You can control which types of events the eStreamer server is able to transmit to client applications that
request them.

Available event types on a managed device or a Management Center include:
¢ Intrusion events
¢ Intrusion event packet data
e Intrusion event extra data
Available event types on a Management Center include:
e Discovery events (this also enables connection events)
e Correlation and allow list events
e Impact flag alerts
e User activity events
e Malware events
e File events

Note that the primary and secondary in a stacked 3D9900 pair report intrusion events to the Management
Center as if they were separate managed devices. If you configure communication with an eStreamer
client on the primary in a 3D9900 stack, you also need to configure the client on the secondary; the client
configuration is not replicated. Similarly, when you delete the client, delete it in both places. If you
configure an eStreamer client for a Management Center managing 3D9900s in a stack configuration,
note that the Management Center reports all events received from both managed devices, even if the
same event is reported by both.

If you configure an eStreamer client on a Management Center in a high availability
configuration, the client configuration is not replicated from the primary Management Center to the
secondary Management Center.

To configure the types of events captured by eStreamer:
Access: Admin

Select System > Integration > eStreamer.
Click eStreamer.
The eStreamer page appears with the eStreamer Event Configuration menu.

Select the check boxes next to the types of events you want eStreamer to capture and forward to
requesting clients. Note that if a check box is currently unchecked, that data is not being captured.
Unchecking a check box does not delete data that has already been captured.

You can select any or all of the following on a Management Center or managed device:
¢ Intrusion Events to transmit intrusion events generated by managed devices.
¢ Intrusion Event Packet Data to transmit packets associated with intrusion events.

¢ Intrusion Event Extra Data to transmit additional data associated with intrusion events, such as the URI
associated with the originating IP address of a client connecting to a web server through an HTTP
proxy or load balancer.

You can also select any or all of the following on a Management Center:
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Step 4

Configuring eStreamer on the eStreamer Server W

e Discovery Events to transmit host discovery events

e Correlation Events to transmit correlation and allow list events.

e Impact Flag Alerts to transmit impact alerts generated by the Management Center.
e User Activity Events to transmit user events.

¢ Intrusion Event Extra Data to transmit additional data for intrusion events, such as the URI associated
with the originating IP address of a client connecting to a web server through an HTTP proxy or load
balancer.

Note that this controls which events the eStreamer server can transmit. Your client application must still
specifically request the types of events you want it to receive. For more information, see Request Flags,
page 2-11.

Click Save.

Your settings are saved and the events you selected will be forwarded to eStreamer clients when
requested.

Adding Authentication for eStreamer Clients

Step 1

Step 2

Step 3

Note

Step 4
Step 5

Step 6

License: Any

Before eStreamer can send events to a client, you must add the client to the eStreamer server’s peers
database. You must also copy the authentication certificate generated by the eStreamer server to the
client.

To add an eStreamer client:
Access: Admin

Select System > Integration > eStreamer.

The eStreamer page appears.

Click Create Client.
The Create Client page appears.

In the Hostname field, enter the host name or IP address of the host running the eStreamer client.

If you use a host name, the host input server must be able to resolve the host to an IP address. If you
have not configured DNS resolution, you should configure it first or use an IP address.

If you want to encrypt the certificate file, enter a password in the Password field.
Click Save.

The eStreamer server allows the client computer to access port 8302 on the Management Center and
creates an authentication certificate to use during client-server authentication. The eStreamer Client
page re-appears, with the new client listed under eStreamer Clients.

Click the download icon (Q,) next to the certificate file.
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Step7  Save the certificate file to the directory used by your client computer for SSL authentication.

The client can now connect to the Management Center.

Tip To revoke access for a client, click the delete icon (|7J| ) next to the host you want to remove. Note that
you do not need to restart the host input service on the Management Center; access is revoked
immediately.

Managing the eStreamer Service

License: Any

You can manage the eStreamer service from the user interface. However, you can also use the command
line to start and stop the service. The following sections describe eStreamer command line options:

e Starting and Stopping the eStreamer Service, page 6-4 describes how to start and stop the eStreamer
service.

e eStreamer Service Options, page 6-4 describes the command line options available for the
eStreamer service and how to use them.

Starting and Stopping the eStreamer Service

License: Any

You can manage the eStreamer service using the manage_estreamer.pl script, which allows you to start,
stop, reload, and restart the service.

Tip You can also add command line options to the eStreamer initialization script. See eStreamer Service
Options, page 6-4 for more information.

The following table describes the options in the manage estreamer.pl script you can use on the
Management Center or managed device.

Table 6-1 eStreamer Management Options
Option Description Select option Number....
enable Starts the service. 3
disable Stops the service. 2
restart Restarts the service. 4
status Indicates whether the 1
service is running.

eStreamer Service Options

License: Any
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Managing the eStreamer Service

eStreamer provides many service options that allow you to troubleshoot the service. You can use the
options described in the following table with the eStreamer service.

Table 6-2 eStreamer Service Options

Option Description

- -debug Runs eStreamer with debug-level logging. Errors are saved in the syslog and
(when used in conjunction with --nodaemon) appear on screen.

--nodaemon Runs eStreamer as a foreground process. Errors appear on-screen.

--nohostcheck

Runs eStreamer with host name checking disabled. That is, if the client host
name does not match the host name contained in the subjectAltName:dNSName
entry in the client certificate, access is still allowed. The nohostcheck option is
useful in cases where the network DNS and/or NAT configuration prevent the
host name check from succeeding. Note that all other security checks are
performed.

A

Caution  Enabling this option can negatively affect the security of your system.

Use the above options by first stopping the eStreamer service, then running it with the options you want,
and finally restarting the service. For example, you can follow the instructions provided in Running the
eStreamer Service in Debug Mode, page 6-5 to debug eStreamer functionality.

Running the eStreamer Service in Debug Mode

Step 1
Step 2
Step 3

Step 4

License: Any

You can run the eStreamer service in debug mode to view each status message the service generates on
your terminal screen. Use the following procedure to do debugging.

To run the eStreamer service in debug mode:

Access: Admin

Log into the Management Center or managed device using SSH.

Use manage _estreamer.pl and select option 2 to stop the eStreamer service.

Use . /usr/local/sf/bin/sfestreamer --nodaemon --debug to restart the eStreamer service in debug

mode.

Status messages for the service appear on the terminal screen.

When you are finished debugging, restart the service in normal mode using manage estreamer.pl and

selecting option 4.
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Configuring the eStreamer Reference Client

The reference client provided with the eStreamer SDK is a set of sample client scripts and Perl modules
included to illustrate how the eStreamer API can be used. You can run them to familiarize yourself with
eStreamer output, or you can use them to debug problems with installations of your custom-built client.

For more information on setting up the reference client, see the following sections:

Setting Up the eStreamer Perl Reference Client, page 6-6

Running the eStreamer Perl Reference Client, page 6-11

Setting Up the eStreamer Perl Reference Client

To use the eStreamer Perl reference client, you must first configure the sample scripts to fit your
environment and requirements.

For more information, see the following sections:

Understanding the eStreamer Perl Reference Client, page 6-6

Configuring Communications for the eStreamer Reference Client, page 6-7
Loading General Prerequisites for the Perl Reference Client, page 6-7
Loading Prerequisites for the Perl SNMP Reference Client, page 6-7
Understanding the Data Requested by a Test Script, page 6-8

Modifying the Type of Data Requested by a Test Script, page 6-9

Creating a Certificate for the Perl Reference Client, page 6-10

Understanding the eStreamer Perl Reference Client

You can download the estreamersDk. zip package, which contains the eStreamer Perl reference client,
from the Cisco support site. The following files are included in the estreamerspk.zip package:

SF_CUSTOM_ALERT.MIB
This MIB file is used by the snmp.pm file to set up traps for SNMP.

SFRecords.pm

This Perl module contains definitions of discovery message record blocks.

SFStreamer.pm

This Perl module contains the functions called by the Perl clients.

SFPkcsl2.pm

This Perl module parses the client certificate and allows the client to connect to the eStreamer server.
SFRNABlocks.pm

This Perl module contains definitions of discovery data blocks.

ssl_test.pl

You can use this Perl script to test an intrusion event request over an SSL connection.
OutputPlugins/csv.pm

This Perl module prints intrusion events to a comma-separated value (CSV) format.
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Configuring the eStreamer Reference Client

® OutputPlugins/print.pm

This Perl module prints events to a human-readable format.
® OutputPlugins/snmp.pm

This Perl module sends events to the specified SNMP server.
® OutputPlugins/pcap.pm

This Perl module stores packet captures as a pcap file.
® OutputPlugins/syslog.pm

This Perl module sends events to the local syslog server.

Configuring Communications for the eStreamer Reference Client

Note

Step 1
Step 2
Step 3
Step 4

The reference client uses the Secure Sockets Layer (SSL) for data communication. You must install
OpenSSL on the computer you plan to use as a client and configure it appropriately for your
environment.

For initial installations on Linux operating systems, you must install the 1ibss1-dev component as part
of this download.

To set up SSL on your client:

Download OpenSSL from http://openssl.org/source/.
Unpack the source to /usr/local/src.
Configure the source by running the Configure script.

Make and install the compiled source.

Loading General Prerequisites for the Perl Reference Client

~

Note

Before you can run the eStreamer Perl reference client, you must install the 10: : Socket : : SSL Perl
module on the client computer. You can install the module manually or use cpan to do so.

If the Net: : ssLeay module is not installed on the client computer, install that module as well.
Net : : SSLeay 18 required for communication with OpenSSL.

You also need to install and configure OpenSSL to support an SSL connection to the eStreamer server.
For more information, see Configuring Communications for the eStreamer Reference Client, page 6-7.

Loading Prerequisites for the Perl SNMP Reference Client

Before you can run the eStreamer SNMP module of the Perl reference client, you must install the latest
net-snmp Perl modules available for the client operating system on the client computer.

Firepower eStreamer Integration Guide g


http://openssl.org/source/

Chapter 6 Configuring eStreamer |

B Configuring the eStreamer Reference Client

Downloading and Unpacking the Perl Reference Client

You can download the EventStreamersDk. zip file that contains the eStreamer Perl reference client the
Cisco support site.

Unpack the zip file to a computer running the Linux operating system, where you plan to run the client.

Understanding the Data Requested by a Test Script

By default, when you use the ss1_test -o setting in the reference client, you request data as indicated
in the following table.

Table 6-3 Default Requests Made by Output Plugins
This syntax... Calls plugin... And sends... To request the following data...
./ssl _test.pl N/A Host request, Host data (see Host Data and Multiple Host Data
eStreamerServerName -h message type 5, |Message Format, page 2-30)
HostIPAddresses with bit 11 set to
1
./ssl_test.pl N/A Event stream Streaming event information for the specified domain
eStreamerServerName -d request for the (see Domain Streaming Request Message Format,
"Global \ domain 1\ specified domain |page 2-34)
subdomain" p R pag
or subdomain.
./ssl_test.pl OutputPlugins/pri |Event stream Event data (see Event Stream Request Message Format,
eStreamerServerName -o |nt.pm request, message |page 2-10, Correlation Policy Record, page 3-23,
print -f TextFile type 2, with bits 2 |Correlation Rule Record, page 3-25, Metadata for
and 20-24 set to 1 |Discovery Events, page 4-7, Host Discovery Structures
by Event Type, page 4-44, and User Data Structures by
Event Type, page 4-61)
eStreamer transmits type 1 intrusion events because bit
2 is set on the event stream request.
./ssl_test.pl OutputPlugins/ Event stream Packet data (see Event Data Message Format, page 2-17
eStreamerServerName -o |pcap.pm request, message |and Packet Record 4.8.0.2+, page 3-5)
peap -f TargetPCAPFile type 2, withbits 0 | (g o et transmits only packet data because bit 0 is set
and 23 set to 1
on the event stream request.
./ssl_test.pl OutputPlugins/ Event stream Intrusion event data (see Event Data Message Format,
eStreamerServerName -o |CSV.pm request, message |page 2-17 and Intrusion Event Record 7.0+, page 3-7)
csv -f csvFile type 2, with bits 2 eStreamer transmits type 1 intrusion events because bit
and 23 set to 1 .
2 is set on the event stream request.
./ssl_test.pl OutputPlugins/ Event stream Intrusion event data (see Event Data Message Format,
eStreamerServerName -o |SNmMp.pm request, message |page 2-17 and Intrusion Event Record 7.0+, page 3-7)
snmp -f SNMPServer type 2, with bits | g0 mer transmits type 1 intrusion events because bit
2,20, and 23 set .
. 2 is set on the event stream request.
01
./ssl_test.pl OutputPlugins/ Event stream Intrusion event data (see Event Data Message Format,
eStreamerServerName -o |syslog.pm request, message |page 2-17 and Intrusion Event Record 7.0+, page 3-7)

syslog

type 2, with bits
2,20, and 23 set
to 1

eStreamer transmits type | intrusion events because bit
2 is set on the event stream request.
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Modifying the Type of Data Requested by a Test Script

Configuring the eStreamer Reference Client

The sFstreamer.pm Perl module defines several request flag variables that you can use in the sample
scripts to request data. The following table indicates what request flag variable to call to set each request
flag in an event stream request message. If you want to request different data using one of the output
modules, you can edit the $FLAG settings in the module.

For more information on the request flags, the data they request, and the product versions corresponding
to each flag, see Request Flags, page 2-11.

Table 6-4 Request Flag Variables Used in Sample Scripts
Sets Request
Variable Flag... To request the following data...

$FLAG_PKTS

0

Packet data

$FLAG_METADATA 1 Version 1 metadata

$FLAG_IDS 2 Type 1 intrusion events

$FLAG_RNA 3 Version 1 discovery events

$FLAG_POLICY EVENTS 4 Version 1 correlation events

$FLAG_IMPACT ALERTS 5 Intrusion impact alerts

$FLAG_IDS_IMPACT FLAG 6 Type 7 intrusion events

$FLAG_RNA_EVENTS 2 7 Version 2 discovery events

$FLAG_RNA FLOW 8 Version 1 connection data

$FLAG_POLICY EVENTS_ 2 9 Version 2 correlation events

$FLAG_RNA_ EVENTS_3 10 Version 3 discovery events

$FLAG_HOST ONLY 11 When sent in conjunction with $FLAG HOST SINGLE
(for one host) or $rFLaG _HosT MULTI (for multiple
hosts), only host data with no event data

$FLAG_RNA FLOW_3 12 Version 3 connection data

$FLAG_POLICY EVENTS_3 13 Version 3 correlation events

$FLAG_METADATA 2 14 Version 2 metadata

$FLAG METADATA 3 15 Version 3 metadata

$FLAG_RNA EVENTS 4 17 Version 4 discovery events

$FLAG_RNA_ FLOW 4 18 Version 4 connection data

$FLAG_POLICY EVENTS_4 19 Version 4 correlation events

$FLAG_METADATA 4 20 Version 4 metadata

$FLAG_RUA 21 User activity events

$FLAG_POLICY EVENTS 5 22 Version 5 correlation events

$FLAGS_SEND_ARCHIVE_ 23 Extended event headers that include the timestamp

TIMESTAMP applied when the event was archived for eStreamer
server to process

$FLAG_RNA EVENTS 5 24 Version 5 discovery events

$FLAG_RNA EVENTS_ 6 25 Version 6 discovery events

$FLAG_RNA_ FLOW 5 26 Version 5 connection data
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A

Table 6-4 Request Flag Variables Used in Sample Scripts (continued)

Sets Request
Variable Flag... To request the following data...
$FLAG_EXTRA_DATA 27 Intrusion event extra data record
$FLAG_RNA_EVENTS_7 28 Version 7 discovery events
$FLAG_POLICY EVENTS_6 29 Version 6 correlation events
$FLAG_DETAIL_ REQUEST 30 Extended request to eStreamer

Caution

In all event types, prior to version 5.x, the reference client labels detection engine 1D fields as
sensor ID.

Creating a Certificate for the Perl Reference Client

Step 1

Step 2

Step 3

Note

Step 4

Step 5

Step 6
Step 7

License: Any

Before you can use the Perl reference client, you need to create a certificate on the Management Center
or managed device for the computer where you want to run the client. You then download the certificate
file to the client computer and use it to create a certificate (server.crt) and RSA key file (server.key).

To create a certificate for the Perl Reference Client:
Access: Admin

Select System > Integration > eStreamer.

The eStreamer page appears.

Click Create Client.
The Create Client page appears.

In the Hostname field, enter the host name or IP address of the host running the eStreamer client.

If you use a host name, the host input server must be able to resolve the host to an IP address. If you
have not configured DNS resolution, you should configure it first or use an IP address.

If you want to encrypt the certificate file, enter a password in the Password field.
Click Save.

The eStreamer server allows the client computer to access port 8302 on the Management Center and
creates an authentication certificate to use during client-server authentication. The eStreamer Client
page re-appears, with the new client listed under eStreamer Clients.

Click the download icon (,ﬂ) next to the certificate file.
Save the certificate file to the directory used by your client computer for SSL authentication.

The client can now connect to the Management Center.

Firepower eStreamer Integration Guide




| Chapter6 Configuring eStreamer

Je

Tip

Configuring the eStreamer Reference Client

To revoke access for a client, click the delete icon (|7 ) next to the host you want to remove. Note that

you do not need to restart the host input service on the Management Center; access is revoked
immediately.

Running the eStreamer Perl Reference Client

The eStreamer Perl reference client scripts are designed for use on a 64-bit operating system with the
Linux kernel but should work on any POSIX-based 64-bit operating system, as long as the client machine
meets the prerequisites defined in Setting Up the eStreamer Perl Reference Client, page 6-6.

For more information, see the following sections:
e Testing a Client Connection over SSL Using a Host Request, page 6-11
e Capturing a PCAP Using the Reference Client, page 6-11
e (Capturing CSV Records Using the Reference Client, page 6-12
¢ Sending Records to an SNMP Server Using the Reference Client, page 6-12
e Logging Events to the Syslog Using the Reference Client, page 6-12
e Connecting to an IPv6 Address, page 6-12

Testing a Client Connection over SSL Using a Host Request

Note

You can use the ss1_test.pl script to test the connection between the eStreamer server and the
eStreamer client. The ss1 test.pl script handles any record type and prints it to STDOUT or to an
output plugin you specify. When you use the -h option without an output option, it streams host data for
the specified hosts to your terminal.

You cannot use this script to stream packet data without directing it to an output plugin because printing
raw packet data to STDOUT interferes with your terminal.

Use the following syntax to use the ss1_test.pl script to send host data to the standard output:

./ssl_test.pl eStreamerServerIPAddress -h HostIPAddresses
For example, to test receipt of host data for the hosts in the 10.0.0.0/8 subnet over a connection to an
eStreamer server with an IP address of 10.10.0.4:

./ssl test.pl 10.10.0.4 -h 10.0.0.0/8

Capturing a PCAP Using the Reference Client

You can use the reference client to capture streamed packet data in a PCAP file to see the structure of
the data the client receives. Note that you must use - £ to specify a target file when you use the -o pcap
output option.

Use the following syntax to capture streamed packet data in a PCAP file using the ss1_test.pl script:

./ssl_test.pl eStreamerServerIPAddress -o pcap -f ResultingPCAPFile
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For example, to create a PCAP file named test.pcap using events streamed from an eStreamer server
with an IP address of 10.10.0.4:

./ssl_test.pl 10.10.0.4 -o pcap -f test.pcap

Capturing CSV Records Using the Reference Client

You can also use the reference client to capture streamed intrusion event data in a CSV file to see the
structure of the data the client receives.

Use the following syntax to run the streamer csv.pl script:
./ssl_test.pl eStreamerServerIPAddress -o csv -f ResultingCSVFile

For example, to create a CSV file named test.csv using events streamed from an eStreamer server with
an IP address of 10.10.0.4:

./ssl_test.pl 10.10.0.4 -o csv -f test.csv

Sending Records to an SNMP Server Using the Reference Client

You can also use the reference client to stream intrusion event data to an SNMP server. Use the - £ option
to indicate the name of the SNMP trap server that should receive events. Note that this output method
requires a binary named snmptrapd in the path and therefore only works on UNIX-like systems.

Use the following syntax to send intrusion events to an SNMP server:

./ssl test.pl eStreamerServerIPAddress -o snmp
-f SNMPServerName

For example, to send events to an SNMP server at 10.10.0.3 using events streamed from an eStreamer
server with an IP address of 10.10.0.4:

./ssl_test.pl 10.10.0.4 -o snmp -f 10.10.0.3

Logging Events to the Syslog Using the Reference Client

You can also use the reference client to stream intrusion events to the local syslog server on the client.

Use the following syntax to send events to the syslog:

./ssl_test.pl eStreamerServerIPAddress -o syslog
For example, to log events streamed from an eStreamer server with an IP address of 10.10.0.4:

./ssl_test.pl 10.10.0.4 -o syslog

Connecting to an IPv6 Address

You can use the reference client to connect to a Management Center with an IPv6 address through the
primary management interface. You must have the Socket6 and 10::Socket::INET6 Perl modules
installed on the client machine and use the-ipve option or the shortened form -1i.

Use the following syntax to specify an IPv6 address using the ssl_test.pl script:

./ssl_test.pl -ipvé eStreamerServerIPAddress
or

./ssl_test.pl -i eStreamerServerIPAddress
For example, to connect to a Management Center with the IPv6 address
2001:470:e09c:20:7cle:5248:1bf7:2ea0 use the following:

./ssl_test.pl -ipvé 2001:470:e09c:20:7cle:5248:1bf7:2eal
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Data Structure Examples

This appendix contains data structure examples for selected intrusion, correlation, and discovery events.
Each example is displayed in binary format to clearly display how each bit is set.

See the following sections for more information:
¢ Intrusion Event Data Structure Examples

e Discovery Data Structure Examples, page A-30

Intrusion Event Data Structure Examples

This section contains examples of data structures that may be transmitted by eStreamer for intrusion
events. The following examples are provided:

e Example of an Intrusion Event for the Management Center 5.4+, page A-1
e Example of an Intrusion Impact Alert, page A-6

e Example of a Packet Record, page A-8

e Example of a Classification Record, page A-9

e Example of a Priority Record, page A-11

e Example of a Rule Message Record, page A-12

e Example of a Connection Statistics Data Block for 6.1.x, page A-14

e Example of a Version 5.1+ User Event, page A-27

Example of an Intrusion Event for the Management Center 5.4+

The following diagram shows an example event record:

Byte 0 1 2 3

. Tl it a1l1]2]22]2]2
Bit 0| 112/314/5/6/718/9 /11534 5(6/7(8/9/0[1]2]3

1 000000000O0O0O0O0O0OO01000000000000O01O00O0

2 000000000O0O0O0O0O0O0O0O0O0O0O00O0O0O10010O0110O0
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Byte 0 1 2 3

Bit |0|1[2(3|4|5|/6|7|8|9 31

10 ([ 00000000000000010000000000101100

11 060101o001r1171701r101000010111100101111

12 0000000O0OO0OO0OOOOOOO1I1O0O11O01O0O111T001110O0

13 |10000000000000000O0O0O0O0O0O0O0OOOOOOTIOO

14 (000000000000000000O0O0O0OO0OOOO0OT1T1TO0T1T11

1S ([0000000000000000000O00O0O0O0O0O0O0O0OO0OO0OO0O01

16 ' 000000000000000000O00OO00O0OO0OO0OO0OOO0OOO0O01

17 ([000000000000000000000000000CO0O0O0T11

18 (0000000000000000000000000000O0OO0CO0O

19 (000000000000000000000000000O0O0CO0O0O

20 1000000011111010000111111001000°0

21 00000110000001110000001000000000

22 000000000O000O0OO0O0OOOOOOOOOOOOOOOOOO0OO
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Byte 0 1 2 3

Bit |0|1[2(3|4|5|/6|7|8|9 31

0 B

23 |000000000000O0O0O0O0OOO0O0O0O0O0O0O0OOOOOOOO

24 101010000001 10011101001101111110

25 00000000000O0OO0O0OOOOOOOOOOOOOOOOOO0OO

260 ([0000000000OO0OO0OOOOOOOOOOOITOIOOTITITTI1

27 |]0111011100110101100101101010010°0

28 {000000000000O0O0O0OOOOOOOOO1IOIOIOOTITOO

29 ([00000000000O00O0O00O0OO0O0OOOOOOOOOOOOOOT1

30 11000001010001000010111001001110

31 01101001000101011010100100011010

32 0611010010001 01011010100100011010

33 6010110111 1001101111001100110000
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Byte 0 ’ 1 ‘ 2 ‘ 3

SN

N —

W —

Bit 0‘1‘2‘3‘4

34 060010110111100110111100110011000°0

3% /601010011101 101000010111100101111

36  00000000O0OCOOOOO1000O0OOO1O011000O01T1O0

37  0000000000000000000000000000000O00O

33 0000000000000000000000000000000O00O0

39 |[00000000000000O0O0O0O0OOOOOOOOOOOOOOOO

40 (00000000O0O0O0O0O0O0O0OO0O/0O0O0OOODODOODOOOO0OO0OO0OO

41 0000000000O0O0O0O0O0O0O0O00000000O0O0OO0O0OO0OO

42 00000000000000O00O0000O0O0OD0OD0ODODOOOOOOO0OO

43 000000000O000OOO0OO0OOOOOOOOOOOOOOOOOO0OO

4 ' 00000000000O0O0O0O0O0O0OD0ODODODODODODODODOOOOOO0OO

In the preceding example, the following event information appears:
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Number

Description

1

The first two bytes of this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (that is, message type four).

This line indicates that the message that follows is 294 bytes long.

The first bit of this is a flag indicating that the header is an extended header containing an
archive timestamp. The next 15 bits are an optional field containing the Netmap ID for the
domain on which the event was detected. The remainder of the line indicates a record type
value of 400, which represents an intrusion event record.

This line indicates that the event record that follows is 278 bytes long.

This line is the timestamp when the event was saved. In this case, it was saved on
Wednesday, July 2, 2014 at 16:11:27.

This line is reserved for future use and is populated with zeros.

This line indicates that the block type is 45, which is the block type for Intrusion Event
records for version 5.4+.

This line indicates that the data block is 278 bytes long.

This line indicates that the event is collected from sensor number 5.

10

This line indicates that the event identification number is 65580.

11

This line indicates that the event occurred at second 14043174809.

12

This line indicates that the event occurred at microsecond 46542.

13

This line indicates that the rule ID number is 4.

14

This line indicates that the event was detected by generator ID number 119, the rules
engine.

15

This line indicates that the rule revision number is 1.

16

This line indicates that the classification identification number is 1.

17

This line indicates that the priority identification number is 3.

18

This line indicates that the source IP address is 10.5.61.220. Note that this field can
contain either IPv4 or IPv6 addresses.

19

This line indicates that the destination IP address is 10.5.56.133. Note that this field can
contain either IPv4 or IPv6 addresses.

20

The first two bytes in this line indicate that the source port number is 33018, and the second
two bytes indicate that the destination port number is 8080.

21

This first byte in this line indicates that TCP (s) is the protocol used in the event. The
second byte is the impact flag, which indicates that the event is red (vulnerable) since the
second bit is 1; that the source or destination host is in a network monitored by the system,
the source or destination host exists in the network map, and that the source or destination
host is running a server on the port in the event; because the second and third flags are one,
this is an orange event which is potentially vulnerable. The third byte in this line is the
impact, which is 2 indicating that the event is orange and potentially vulnerable. The last
byte indicates that the event was not blocked.

22

This line contains the MPLS label, if present.

23

The first two bytes in this line indicate that the VLAN ID is o. The last two bytes are
reserved and set to o.
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Number |Description

24 This line contains the unique ID number for the intrusion policy.

25 This line contains the internal identification number for the user. Since there is no
applicable user, it is all zeros.

26 This line contains the internal identification number for the web application, which is 847.

27 This line contains the internal identification number for the client application, which is
2000000676.

28 This line contains the internal identification number for the application protocol, which is
676.

29 This line contains the unique identifier for the access control rule, which is 1.

30 This line contains the unique identifier for the access control policy.

31 This line contains the unique identifier for the ingress interface.

32 This line contains unique identifier for the egress interface. Since this event was blocked.

33 This line contains the unique identifier for the ingress security zone.

34 This line contains the unique identifier for the egress security zone.

35 This line contains the Unix timestamp of the connection event associated with the intrusion
event.

36 The first two bytes in this line indicate the numerical ID of the Snort instance on the

managed device that generated the connection event. The remaining two bytes indicate the
value used to distinguish between connection events that happen during the same second.

37 The first two bytes in this line indicate the code for the country of the source host. The
remaining two bytes indicate the code for the country of the destination host.

38 The first two bytes of this line contain the ID number of the compromise associated with
this event. The remaining two bytes contain the beginning of the ID number for the security
context (virtual firewall) that the traffic passed through.

39 This line contains the rest of the ID number for the security context (virtual firewall) that
the traffic passed through.

40 The first two bytes of this line contain the last two bytes of the security context (virtual
firewall) that the traffic passed through. The second two bytes contain the beginning of the
SHA1 Hash of the SSL Server certificate if SSL was used.

41 This line contains the rest of the SHA1 Hash of the SSL Server certificate if SSL was used.

42 The first two bytes of this line contain the last two bytes of the SHA1 Hash of the SSL
Server certificate. The second two bytes contain the SSL Action which was actually taken.
Since SSL was not used in this connection, this is 0.

43 The first two bytes of this line contain the SSL Flow Status. Since SSL was not used in this
connection, this is 0. The second two bytes contain the first two bytes of the UUID of the
Network Analysis Policy associated with this event.

44 This line contains the rest of the UUID of the Network Analysis Policy associated with this
event.

Example of an Intrusion Impact Alert

The following diagram shows an example intrusion impact alert record:
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Byte

Bit

10

11

12

13

14

15

Intrusion Event Data Structure Examples Il

0 1 2 3
IBEEECEOCEEEERE BEBBEEEEREEEEERE
00000 000000100 00D0000DO0ODO0OO0OOT1TO0OO
000O00O0 000000000000OO0OOOOO0OTITITOT1TTITO
00000 0000000000000D0ODO0OO0OO0O0OO0OT1O0O01
00000O0 0000000000OO0OO0O0OOOOO1IT1O0O0OT1IO0
00000O0 0000000000O0O0O0O00O0DOODOOO0OT1TIOT1TOO
000O00O0 000000000000OO0OOOOT1TI1TO0OO0OTO
00000 00000110001 001000101000O0
000O00O0 0000000000O0O00O00O0D0ODO0DOOO0OOOOTIO
10000 1001101101101 111001010°0
000O00O0 000000000000O000O0DO0D0OO0OOO0OO0OOO0O1
01011 00100000000000O0O100OO0OT1O0OT1T1O0
00000 00000000000O00O00O0D0ODO0DOOO0OOODODOO
00000 0000000000O0O00O00O0D0OODOO0OO0OOODOOO
000O00O0 000000000000OO00OOOOOTOOTO
10101 1171010101101 10001101110
11001 1171001001 10000101100010
11011 1100101

In the preceding example, the following information appears:

Number

Description

1

The first two bytes of this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (message type four).

This line indicates that the message that follows is 58 bytes long.

The first bit of this is a flag indicating that the header is not an extended header containing
an archive timestamp. The next 15 bits are an optional field containing the Netmap ID for
the domain on which the event was detected. The remainder of the line indicates a record
type value of 9, which represents an intrusion impact alert record.

This line indicates that the data that follows is 50 bytes long.

This line contains a value of 20, indicating that an intrusion impact alert data block follows.
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Number |Description

6 This line indicates that the length of the impact alert block, including the impact alert block
header, is 50 bytes.

This line indicates that the event identification number is 201256.

This line indicates that the event is collected from device number 2.

This line indicates that the event occurred at second 1087223700.

10 This line indicates that 1 (red, vulnerable) is the impact level associated with the event.
11 This line indicates that the IP address associated with the violation event is 172.16.1.22.
12 This line indicates that there is no destination IP address associated with the violation

(values are set to 0).

13 This line indicates that a string block follows, containing a string block length and a text
string which, in this case, contains the impact name. For more information about string
blocks, see String Data Block, page 3-59.

14 This line indicates that the total length of the string block, including the string block
indicator and length is 18 bytes. This includes 10 bytes for the impact description and 8
bytes for the string header.

15 This line indicates that the description of the impact is “Vulnerable.”

Example of a Packet Record

The following diagram shows an example packet record:

Byte 0 1 2 3

Bit 0/1/2]3[4]5]6(7|8/9],

—_
—_
—_
—_
—_
[\S)
[\S)
[}S)

w N

Ao
W
N
-~
oo
S W
—_

1 0000000O0O0O0O0OOOOO1I000O0O0O0O0OO0OOOOOOOT1TIO00O

10 000000000O0O0O0O00O0O000OO0O0O0O0O0O0O0O0O0O0O0O0OO0OO0O01

11 000000000O0O0O0O0O0O0O0O0O0000O0O1110111001
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Byte
Bit

12

Intrusion Event Data Structure Examples

0 1 2 3

VTl a1t l2]2]212(2]2212]2]2[3]3
O 12134151617 1819 011 2(3]4(5|6|7|8/0/0/12/3]4/5/6/7|8/9/0]1

00110000011110000011000000110000

00110000001 100000011101 0001000¢0°0

In the preceding example, the following packet information appears:

Number

Description

1

The first two bytes of this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (message type four).

This line indicates that the message that follows is 989 bytes long.

The first bit of this is a flag indicating that the header is not an extended header containing
an archive timestamp. The next 15 bits are an optional field containing the Netmap ID for
the domain on which the event was detected. The remainder of the line indicates a record
type value of 2, which represents a packet record.

This line indicates that the packet record that follows is 981 bytes long.

This line indicates that the event is collected from device number 3.

This line indicates that the event identification number is 195430.

This line indicates that the event occurred at second 10572378.

This line indicates that the packet was collected at second 10572380.

This line indicates that the packet was collected at microsecond 254365.

This line indicates that the link type is 1 (Ethernet layer).

This line indicates that the packet data that follows is 953 bytes long.

This line and the following line show the actual payload data. Note that the actual data is
953 bytes and has been truncated for the sake of this example.

Example of a Classification Record

The following diagram shows an example classification record:

Byte

Bit

1

0 1 2 3

Tl a1t 2]2]212]2]212]2]2
O L}2{3)415)/6171819 011 12(3]4|5|6|7/8/9/0/1|2/3]4]|5 8

Nol )
[=NOS)
—_

000000000O0O0O0O0O0OO01000000000000O01O00O0

000000000O0O0O0O0O0O0O0O0O0000O0O0OO0OO0O1IO011100

000000000000OO00O0O0O0OOOOOOOOO1IO0OO0OO0T11

0000000000O0O0O0O0O00O0O00000O0OO0OO0O1TO01O01O00O0
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Byte 0 1 2 3

Bit 0[1(2(3(4|5(6|7(8]9

000000000O0O0O0O0O0O0O0O0O000000000OO0O0O0OO0O0OO

00000000000O0OO0O0OOOOOOOOOOOOOOOOOO0OO

In the preceding example, the following event information appears:

Number |Description

1 The first two bytes of the line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (message type four).

2 This line indicates that the message that follows is 92 bytes long.
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Number |Description

3 The first bit of this is a flag indicating that the header is not an extended header containing
an archive timestamp. The next 15 bits are an optional field containing the Netmap ID for
the domain on which the event was detected. The remainder of the line indicates a record

type value of 67, which represents a classification record.

This line indicates that the classification record that follows is 84 bytes long.

This line indicates that the Classification ID is 35.

The first two bytes of this line indicate that the classification name that follows it is 15 bytes
long. The second two bytes begin the classification name itself, which, in this case, is
“trojan-activity”.

7 The first byte in this line is a continuation of the classification name described in line 6. The
next two bytes in this line indicate that the classification description that follows it is 29
bytes long. The remaining byte begins the classification description, which, in this case, is
“A Network Trojan was Detected.”

8 This line indicates the classification ID number that acts as a unique identifier for the
classification.
9 This line indicates the classification revision ID number that acts as a unique identifier for

the classification revision, which is null because there are no revisions to the classification.

Example of a Priority Record

The following example shows a sample priority record:

Byte 0 1 2 3

Bit |0/1/2/3]4/5/6/7]8]0|}]|!

[=NOS)
—_

1 000000000O0O0O0O0O0OO0100000000000CO0O0T1O00O0

2 000000000O0O0O0O0O0O0O0O00000000O00OO010O0O0O

3 000000000O0O0O0O0O0O0O0O00000000O0O0OO0O0OO0OT1O00O

4 000000000O0O0OOO0OOOOOOOOOOOOOOOTITOOO

5 000000000O0O0O0O0O0O0O00OO0O0O0O0O0O0O0O0O0O0O0O0O0OO0O01

6 000000000O0O0O0O0100011010000110100°1

In the preceding example, the following event information appears:

Firepower eStreamer Integration Guide g



Appendix A Data Structure Examples |

M Intrusion Event Data Structure Examples

Number |Description

1 The first two bytes in this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (message type four).

This line indicates that the message that follows is 16 bytes.

This line indicates a record type value of 4, which represents a priority record.

This line indicates that the priority record that follows is 8 bytes long.

This line indicates that the priority ID is one.

Al A W

The first two bytes of this line indicate that there are four bytes included in the priority
name. The second two bytes plus the two bytes on the following line show the priority name
itself (“high”).

Example of a Rule Message Record

The following example shows a sample rule record:

Byte 0 1 2 3

Bit 0/1]2|3]4|5|6[7|8]9

—_
—_
—_
—_
—_
N
N
[39)

wW N

o
[\
[\
[\

0 N
N

1 0000000O0O0O0OOOOOO1I000O0OO0OO0O0OOOOOOOOT1TIO0O

10 06011r0110111010010101101100011011°1
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Byte

Bit

11

Intrusion Event Data Structure Examples Il

0 1 2 ‘ 3
NEELEEECEBEEEEE AEBBEHEEEBEEEEEE
1000010 10001111 1101001111000T1°1
0110110 1101001 1000001 0101O00O00O0
0101000 0010110 100010001 000T1O0°1
0101010 0100010 1000011010101O00O0
0010000 0100010 1001110010100T1°1
0010000O0 0111001 11001010111000°1
0111010 0110010 111001101110100
0010000 0110011 1101111011100T10
0010000 0111000 110111101110100
0110010 0110111 11101000110100°1
0110000 1011011 001000001 101T1O0°1
0110000 0110110 11101110110000O0°1
0111001 0110010 01000000101 00T11
0110000 0110011 1100101010001T11
0111010 0110000 111001001100100
0010000 0111010 110011100100000O0
0110010 0110111 11011010110000°1
0110100 0110111 0100000001 T1TO0OO0T1T1
0011011 0011000 0101110011000T1°1
0110111

In the preceding example, the following event information appears:

Number

Description

1

The first two bytes of this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (that is, message type four).

This line indicates that the message that follows is 129 bytes.
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Number |Description

3 The first bit of this is a flag indicating that the header is not an extended header containing
an archive timestamp. The next 15 bits are an optional field containing the Netmap ID for
the domain on which the event was detected. The remainder of the line indicates a record
type value of 66, which represents a rule message record.

This line indicates that the rule message record that follows is 121 bytes long.

This line indicates that the generator identification number is 1, the rules engine.

This line indicates that the rule identification number is 28069.

This line indicates that the rule revision number is 1.

RN

This line indicates that the rule identification number rendered to the Firepower System is
28069.

9 The first two bytes of this line indicate that there are 71 bytes included in the rule text name.
The second two bytes begin the unique identifier number for the rule.

10 The first two bytes of this line finish the unique identifier number of the rule. The next two
bytes begin the unique identifier number for the revision of the rule.

11 The first two bytes of this line finish the unique identifier number for the revision of the rule.
The second two bytes begin the text of the rule message itself. The full text of the
transmitted rule messageis: APP-DETECT DNS request for potential malware SafeGuard

to domain 360.cn.

Example of a Connection Statistics Data Block for 6.1.x

The following diagram shows an example connection statistics record:

Byte 0 1 2 3

31

Bit01234567890

1 0000000000000001000000O0O0O0OOOOOOTITOO

10 ([00000000000O0O0OOO0O/]0OOOOOOO1{00000O0O0C0O0
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Byte 0 1 2 3

Bit |0|1]2[3|4|5|6|7|8]|9 31

0 B

1 (0000000000000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0OO0OO

12 0000000000O0O0O0O0O0O00OOOOOOOOOOOOOOOOOO

13 (000000000000000O00O0O0OO0OO0O0O1111101011

14 (0000000000000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0O01

15 1170100011000010011111011010101T1°1

16 00001000101 11010000011000000000°0

17 (000000000000000O0O0O0O0O0O0O0O0O0O0O0O0O0OO0OO0OO0OO

18 (00000000000000000000000010100O0T11

19 (00000000000000000000001010000100O0

20 |[000O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OOOOOOO0OO01

21 06010117001111001000101000001011100

22 0110000011010101000011001000000°0

23 060r01170011001000100100110110111T160

24 0110000010001101011011001111010°0
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Byte 0 1 2 ‘ 3
i o[ 1]2[3 BBHHBAEAEAEHREEBEBHBHER
01000 1001001 10001000111 100110
10011 010000111000010011011O000O0
11010 1010001111 10000000001000
25 00000O0 000000000000O00O0O0D0O0DO00OO0OOO0OCOOO0DO
00000O0 0000000000000O0O00O000OO0OOO0OCOOO0DO
00000 000000OO1II1II1II1IT1TTI1ITI1II1II1II1T1TT1TT1T1T11
10101 0001000000000O0110000CO0OTO0T1
26 00000O0 0000000000000O00O0D0O0O00OO0OOO0OCOOO0DO
00000 000000000O0O0O00O0DO0D0O0ODOOOODOOOOO
00000 000000OO1II1II1ITI1IT1TTI1ITI1II1II1II1T1TT1TT1T1T11
01001 001100001001 0101T11110100
27 00000O0 0000000000000O00O00ODO00OO0OOO0OCOOO0DO
00000 000000000O0O0O0O0ODO0D0OD0ODOOOODOOOOO
00000 0000000000000O0D0OD0ODOOOO0OOODODOO
00000O0 000000000000O00ODO0DODO00OO0OO0OOOO0ODO
28 00000O0 000000000000O00O0O0D0ODO00OO0OOO0OCOOO0DO
00000 000000000O0O0O0O0O0DO00OD0ODODOOODOOOOO
00000 0000000000000O00O0D0ODOO0OO0OO0OOODODOO
01010 11101001110000111001110°1
29 00010 000000000001 000000110O0T11
30 00000 0000000000000O0D0OD0ODOOOOOODOOO
31 00000 0000010000000000OO0OO0OO0OOOOOOQO
32 00000O0 0100000010101 01100001010
33 00000 10111011{0000000000000O0O0O0
34 00000 0000000000O000O0D0OD0ODODOOODOODOOO
00000 0000000000000O00O0D0O00OO0OO0OO0OOODODOOQO
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Byte 0 | 1 | 2 | 3

wW N
o
wN
[o) 0 8]
~ N
0 B
\O B

Bit 0‘1‘2‘3‘4

S W

‘31

35 |100000000000000O00O00O00O0O0O0OO0O111/10011100

3¢ 0111001101 01011111T111011100011T1F60

37 o001100110101011111111T011100011T1F60

38 001100110000000000000000000OO0OO0OO0OO0OO

39 (100001 10100000000000000000000O0O0O0O

40 ([0000000000000OD0OO0O0O0OOOOOOOOOOOOOOOO

41 1100111100000000000000000000000°0

42 0000000000000O00O0O0OOOOOOOOOOOOOOOO

43 |00000000000000O00O00O00000O0O0O0OO0OO0OO0OO0OO0OOOOO

44 00000000 000O00O0O00O0O0OOOOOOOOOOOOOOOO

45 |00000000000000O0O0O0O000O0O0O0O0OO0OO0OO0OO0O0OOO0OO0OO

46 (00000000 00000OD0O0O00O0OO0OOOOOOOOOOOOOO

47 (00000000 000000O00O0OOO0OOOOOOOOOOOOO
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Byte 0 1 2 3

Bit |0|1]2[3|4|5|6|7|8]|9 31

—_
—_
—_
—_
—_
—_
—_
—_
—_
—_
)
S
S

[OS S}

Ao
(3]
[\
[\

0 N
N

48 00000000/000000O00O00000000O0O0O01000O0O0O0

49 0101001000000000000000000O0O0OO0OO0O1O00O0

50 0110001000000000000000000000000°0O0

51 000000000000000O0O0OOOOOOOOOOOOOOO

52 00000000 000000000000O00O00O0O0O0OO0OO0OOO0OT1O01

53 00010000000000000O0OO0O0OOOOOOOOOOOOO

54 000000000000000000O00O0O0O0O0ODODOOOOOOO0OO

55 000000000000O0O00O00O00O00O00O0O0O0O0O0ODOOOOOOOO0OO

56 0000100000000000000000000000O000O00O

57 00000000000000000OOO0O0OOO0OO0OOOOOOOOOO

58 0000100000000000000000000000000O00O

59 00000000 0000O0O00O00O00O00O00O0O0O0O0O0ODOOOOOOOO0OO

60 0000100000010000000000000001000O00O0

61 00000001 000000000O0OO0O0O0OO0OO0COOOOOOOOO

62 00000000 000000O00O000O00O0O0O0O0ODODODOOOOOOO0OO

63 00000000 00O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OODOOOOOOOO0OO

64 00000000 0OOO0O0O0O0O0O0O0O0O0O0O0O0OOOOOOOOOOO

65 00000000000O0O0O00O0O0OOOOOOOOOOOOOOOO

66 00000000 0O0O0O0O0O0O0OO0O0O0O0O0O0OOOODODOOOOOOO0OO

67 000000000O0O00O0O0OO0OO0OO0O0O0O0O0OOODO/OOOOOOO0O

68 0000000000000O00O00O0OOO0OOOO0OO0CILI0OO0O0O0OO0OO0OO0OO

69 0000000000000O0110100100000000000O0

70 000000000O0O0O0O0O00O0O00O0O00O0O0O0OOOOO]OOOOOOO0O

71 0000000000000O0O0O0OOOOOOOOOOOOOOOO

72 0000000000O0O00O0O0O0OO0OOOOOOOOCO[OOOOOOOO

73 0000000000000O00O0O0OOOOOOO0OO[0OOOOOODOO
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Byte 0 1 2 3

Bit |0|1]2[3|4|5|6|7|8]|9 31

74 0000000000000O0O0O000O00O0O0O0OO0OO0O0O0O0O0OOOO0OO0OO

75 [0000000000000000000000000000O0OO0O00O

76 00000000000000000O0OO0O0O0OO0OO0OOOO0OOOOOOO

77 000000000O0O00O00O0O0O0O00O00O00O0O0O0O0O0ODODOOOOO0OO0OO0O

78 0000100000000000000000000000000O00O0

79 00000000 0000000000O00O0O0O0O0OD0OOOOOOOO0OO

8 000010000000000000O0O0O0O0OO0OCOOO0OOOOOCOO

81 0000000000000O0O0O0OOOOOOOOOOOOOOOO

82 00001000000000000000000000000000O0

8 |[0000000000O0O0O0OD0O0O00O0O00O0O0O0OD0OD0OD0ODODODOOODOO0OO0

84 000000000O00O0O00O0O0O0OOOOOOOOOOOOOOOOOO

85 00000000000O000O0O0O0OO0OOOOOOOO[OOOOOOOO

8 |(000000000000O00O00O00O0O0O00O0O0O0O0OD0ODODODOOOOOO0O

8 |00000O0O0O0O0000O0O0OO0O0[0O0O0O0O0OD0OD0OD0ODODODODOOOO0OO

8 (0000000000000O00O0OO0OOOOOOOOOOOOOOOO

8 (0000000000O0O0O00O0O0OO0OOOOOOOOOOOOOOOO
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Byte 0 1 2 3

Bit |0|1]2[3|4|5|6|7|8]|9 31

99 ([0000000000O0O0O0O0OO0OO0O[0OO0O0O0O0OD0ODODOOOOOOO0OO

91 0000000000000O0O00OOOOOOOOOOOOOOOOO

92 00000000O0O0O0O0O0O0OO0OO0O[0OOO0OOOODODOODOOOOO0OO

93 0000000000001 00O000OO0O0O0OD0ODODOOOOOOO0OO0

94 0000000000O0OO0O0O0OOO0OOOOOOOOOOOOOOOO

95 0000000000O0O0OO0O0O0O0OO0OOOOOOOOOOOOOOOO

%% ([00000000000000O0O0O[0OO0O0OOODODO/OOODOOOO0O

97 10o0o11100101101010101001 111111101

9% 0000000000000O00O00O00O0O0O0O0O0OO0ODODO0OOODOOOO0OO

9 0000000000000O000O0OOO0OOOOO0OCOOOOOOOOO
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105
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In the preceding example, the following event information appears:

Number

Description

1

The first two bytes of this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (that is, message type four).

This line indicates that the message that follows is 716 bytes long.

The first bit of this is a flag indicating that the header is an extended header containing an
archive timestamp. The next 15 bits are an optional field containing the Netmap ID for the
domain on which the event was detected. The remainder of the line indicates a record type
value of 71, which represents a connection statistics record.

This line indicates that the event record that follows is 700 bytes long.

This line is the timestamp when the event was saved. In this case, it was saved on Monday
October 10, 2016 08:48:52 (am).

This line is reserved for future use and is populated with zeros.

This line gives the ID number of the device that generated the discovery event. The device
IDis1.

This line is for the legacy (IPv4) IP address. It contains all zeros as it is not populated and
the IPv4 address is stored in the IPv6 field.
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9 This line contains the MAC address of the host involved in the event. The MAC address is
00:00:00:00:00:00.

10 The first 16 bits of this line contain the remainder of the MAC address. The next 8 bits are
a flag which indicates whether the host has an IPv6 address. The last 8 bits are empty and
reserved for future use.

11 This line contains the Unix timestamp for when the event occurred.

12 This line contains the event microsecond. In this case, that is o.

13 This line contains the event type. The type here is 1003.

14 This line contains the event subtype. In this case the event subtype is 1, which in concert
with the event type 1003 means it is a Connection Statistics event.

15 This line is used for the File Number. It is for internal use only.

16 This line is used for the File Position. It is for internal use only.

17 This line contains the IPv6 address. This field is present and used if the Has IPv6 flag is
set. In this case it contains the IPv6 address 0:3eb:0:1:d184:£fb57:8ba:c00.

18 This line contains the block type. The value is 163, indicating a Connection Statistics Data
Block type.

19 This line contains the length of the data block, indicating that it contains 644 bytes of data.

20 This line gives the ID number of the device that generated the discovery event. The device
IDis 1.

21 This contains the ingress security zone. The zone is

59e4505c-4493-11e6-a62d-£f1df£f731a85.

22 This contains the egress security zone. The zone is
60d50c80-4493-11e6-9843-84d8d6a3e008.

23 This contains the ingress interface. The interface is
599126de-4493-11le6-a62d-f1dff731a85e.

24 This contains the egress interface. The interface is
608d6cf4-4493-11e6-9843-84d8d6a3e008.

25 This line contains the IP address of the host that initiated the session described in the
connection event. This IP address is 172.16.3.5.

26 This line contains the IP address of the host that responded to the initiating host. This IP
address is 72.48.149.244.

27 The IP address of the host behind the proxy that originated the request. This is blank in this
example.

28 This line contains the revision number of the rule associated with the triggered correlation
event. The revision number is 00000000-0000-0000-0000-000057e9c39d.

29 This contains the internal identifier of the rule that triggered the event. This rule is
268439603.

30 This line contains the internal identifier for the tunnel rule that triggered the event. As this

event was not triggered by a tunnel rule, the value is o.

31 The first two bytes of this line contain the action specified by the rule. In this case the value
is 4, indicating that the action was Block. The last two bytes contain the rule reason, in this
case 64 which means Intrusion Block.
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32

The first two bytes contain the rest of the rule reason. The second two bytes contain the
port used by the initiator host, 43786.

33

The first two bytes of this line contain the responder port, 443. The remaining two bytes
contain the TCP flags.

34

The first byte of this line contains the protocol, s, which indicates this event occured over
Tcp. The remaining 24 bites contain the first part of the IP address of the Netflow source,
which is 00000000-0000-0000-0000-000000000000

35

The first byte of this line contains the last 8 bits of the Netflow source. The next two bytes
contain the identifier of the Snort instance which generated the event, 7. The remaining
byte contains the connection counter.

36

The first byte of this line contains the remaining portion of the connection counter. The last
24 bits contain the beginning of the Unix timestamp of the first packet exchanged in the
session. This timestamp is 1476103731, indicating a time of Monday, October 10, 2016
8:48:51 AM.

37

The first byte contain the rest of the First Packet Timestamp. The remaining three bytes
contain the timestamp of the last packet to be exchanged in the session, which also gives a
time of Monday, October 10, 2016 8:48:51 AM, showing that the session lasted less than
one second.

38

The first byte of this line contains the last 8 bits of the last packet timestamp. The remaining
24 bits contains the number of packets transmitted by the initiating host, 13 in this case.

39

The first byte in this line is the remainder of the initiator transmitted packets. The next 24
bits contain the number of packets transmitted by the responder, o.

40

The first byte in this line is the remainder of the responder transmitted packets. The next
24 bits contain the number of bytes transmitted by the initiator, 1743.

41

The first byte is the last of Initiator Transmission bytes, the remaining 24 bits begins
Responder Transmission bytes, which is o.

42

The first byte is the last of Responder Transmission bytes, the remaining 24 bits begins
Initiator Packets Dropped, which is o.

43

The first byte is the last of Initiator Packets Dropped, the remaining 24 bits begins
Responder Packets Dropped, which is o.

44

The first byte is the last of Responder Packets Dropped, the remaining 24 bits begins
Initiator Bytes Dropped, which is o.

45

The first byte is the last of Initiator Bytes Dropped, the remaining 24 bits begins Responder
Bytes Dropped, which is o.

46

The first byte is the last of Responder Bytes Dropped, the remaining 24 bits begins the
name of the interface on which rate limiting is applied, which is
00000000-0000-0000-0000-000000000000.

47

The first byte of this line is the remainder of the QOS Applied Interface. The rest is the
QOS Rule applied to the connection; as there is not QOS rule applied to this interface, the
ID is o.

48

The first byte of this line is the remainder of the QOS Rule ID. The rest is the ID number,
16466, of the last user to log in to the host that generated the traffic.

49

The first byte of this line is the remainder of the User ID. The rest is the ID of the
application protocol used in the connection, 1122 which indicates it is an HTTPS
connection.
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50 The first byte of this line is the remainder of the Application Protocol ID. The rest is the
URL Category.
51 The first byte of this line is the remainder of the URL Category. The rest is the URL

Reputation, which is 0 meaning “Risk Unknown”.

52 The first byte of this line is the remainder of the URL Reputation. The rest is the Client
Application ID, which is 1296, meaning “ssL client”.

53 The first byte of this line is the remainder of the Client Application ID. The rest is the Web
Application ID, which is 0 meaning “Unknown”.

54 The first byte of this line is the remainder of the Web Application ID. The rest of the line
begins the block type o, which indicates the beginning of a string block type.

55 The first byte of this line is the remainder of the String Block Type. The rest is the block
length, which shows that the Client Application URL contains 8 bytes including the header
and length, meaning that there is no data in the Client Application URL.

56 The first byte of this line is the remainder of the string block length. As there is no data in
the Client Application URL, the rest of this line begins block type o, indicating the
beginning of a string block type for the NetBIOS name.

57 The first byte of this line is the remainder of the String Block Type. The rest is the block
length, which shows that the NetBIOS name contains 8 bytes including the header and
length, meaning that there is no data in the NetBIOS name.

58 The first byte of this line is the remainder of the string block length. As there is no data in
the NetBIOS name, the rest of this line begins block type o, indicating the beginning of a
string block type for the Client Application Version.

59 The first byte of this line is the remainder of the String Block Type. The rest is the block
length, which shows that the Client Application Version contains 8 bytes including the
header and length, meaning that there is no data in the Client Application Version.

60 This line contains the remaining byte of the Client Application Version Block Length. The
last three bytes are the ID of the first monitor rule associated with the connection event,
268439553,

61 This line contains the last byte of the ID of the first monitor rule. The remaining three bytes

are the ID of the second monitor rule, which is o.

62 This line contains the last byte of the ID of the second monitor rule. The remaining three
bytes are the ID of the third monitor rule, which is o.

63 This line contains the last byte of the ID of the third monitor rule. The remaining three
bytes are the ID of the fourth monitor rule, which is o.

64 This line contains the last byte of the ID of the fourth monitor rule. The remaining three
bytes are the ID of the fifth monitor rule, which is o.

65 This line contains the last byte of the ID of the sixth monitor rule. The remaining three
bytes are the ID of the seventh monitor rule, which is o.

66 This line contains the last byte of the ID of the seventh monitor rule. The remaining three
bytes are the ID of the eighth monitor rule, which is o.

67 This line contains the last byte of the ID of the eighth monitor rule. The second byte in this
line indicates whether the source or destination IP address matched the IP block list. The
third byte in this line is the IP layer that matched the IP block list. The final byte begins the
file event count, which is o.
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68

The first byte of this line is the remaining file event count. The next two bytes contain the
intrusion event count. The last byte contains the initiator country, in this case o for

13 2
unknown’ .

69

The first byte of this line is the second byte of the initiator country. The next two bytes are
the responder country, s40. The last byte begins the original client country, in this case o

for “unknown”.

70

The first byte of this line is the end of the original client country. The Next two bytes are
the IOC number, o. The last byte is the first byte of the Source Autonomous System, which
is o.

71

The first three bytes of this line are the Source Autonomous System. The last byte is the
first byte of the Destination Autonomous System, which is o.

72

The first three bytes of this line are the Destination Autonomous System. The last byte is
the SNMP Index of the input interface, which is o.

73

The first byte of this line is the SNMP Index of the input interface. The next two bytes are
the SNMP index of the output interface, which is o. The last byte in this line is the Type of
Service setting for the incoming interface, o.

74

The first byte of this line is the Type of Service setting for the outgoing interface, o. The
second byte is the source mask, o. The third byte is the destination mask, o. The last byte
is the beginning of the ID number for the security context which the traffic passed through.
In this case the Security Context iS 00000000-0000-0000-0000-000000000000.

75

The first three bytes of this line are the remainder of the security context. The last byte is
the VLAN ID, which is o.

76

The first byte is the VLAN ID. The last three bytes start a string block with a value of o.
This string block contains the name of the referenced host.

77

The first byte is the remainder of the string block type. The last three bytes give the total
length of the string block, including the bock type and length, which is 8 bytes meaning
that there is no data in the string block as there is no referenced host.

78

The first byte is the rest of the string block length. The last three bytes start a string block
with a value of o. This string block contains the user agent.

79

The first byte is the remainder of the string block type. The last three bytes give the total
length of the string block, including the block type and length, which is 8 bytes meaning
that there is no data in the string block as there is no user agent.

80

The first byte is the rest of the string block length. The last three bytes start a string block
with a value of o. This string block contains the HTTP referrer.

81

The first byte is the remainder of the string block type. The last three bytes give the total
length of the string block, including the bock type and length, which is 8 bytes meaning
that there is no data in the string block as there is no HTTP referrer.

82

The first byte of this line contains the last of the string block length. The last three bytes
contain the SSL Certificate fingerprint, which is 00000000000000000000.

83

The first byte if this line contains the last of the SSL Certificate Fingerprint ID. The rest of
this line contains the SSL Policy ID, which is 00000000-0000-0000-0000-000000000000.

84

The first byte of this line is the end of the SSL Policy ID. The remaining three bytes are the
SSL Rule ID, which is o.
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85 The first byte of this line is the rest of the SSL Rule ID. The next two bytes are the SSL
Cipher Suite, which is 0, meaning T1.s NULL wITH NUL NULL. The last byte is the SSL
Version, which is o.

86 This line contains the SSL Server Certificate Status, which is 0, meaning Not Checked.

87 The first two bytes of this line are the SSL Actual Action, which is 0 meaning Unknown. The
next two bytes are the SSL Expected Action, which is 0 meaning Unknown.

88 The first two bytes of this line are the SSL Flow Status, which is 0 meaning Unknown. The
next two bytes are the SSL Flow Error, which is 0 meaning unknown.

89 The first two bytes of this line are the rest of the SSL Flow Error. The next two bytes are
the SSL Flow Messages which are o.

90 The first two bytes of this line are the SSL Flow Messages. The next two bytes are the SSL
Flow Flags, which are o.

91 The first two bytes of this line are the rest of the SSL Flow Flags. The next two bytes begin
a string block, type o, for the SSL Server name.

92 The first two bytes of this line finish the string block type, the next two bytes contain the
string block length. The block length is 8 including the block type and length, meaning the
string block contains no data.

93 The first two bytes contain the rest of the string block length. The next two bytes contain
the SSL URL Category, which is 0 meaning unknown.

94 The first two bytes of this line contain the rest of the SSL URL Category. The next two
bytes begin the SSL Session ID, which is 00000000000000000000000000000000.

95 The first byte of this line contain the end of the SSL Session ID. The next byte contains the
length of the SSL Session ID, which is o. The next two bytes begin the SSL Ticket ID,
which is 00000000000000000000.

96 The first two bytes of this line contain the end of the SSL Ticket ID. The third byte contains
the SSL Ticket ID length which is o. The last byte begins the Network Analysis Policy
Revision, which is 4e78cb70-7842-11e6-a99b-cdbl9cb553fd.

97 The first three bytes of this line contain the end of the Network Analysis Policy Revision.
The last byte begins the Endpoint Profile ID, which is o.

98 The first three bytes of this line are the Endpoint Profile ID. The remaining byte begins the
Security Group ID, which is o.

99 The first three bytes of this line are the Security Group ID. The remaining byte begins the
Location IPv6, the IP Address of the interface communication with ISE, which is empty.

100 The first three bytes of this line end the Location IPv6. The remaining byte begins the
HTTP Response, which is 0 meaning there was not HTTP Response.

101 The first three bytes of this line end the HTTP Response. The remaining byte begins a
string block, which is type o, for the DNS Query.

102 The first three bytes complete the string block type. The remaining byte contains the string
block length which is s bytes including the block type and length, meaning there is no data
in the DNS Query.

103 The first three bytes end the string block length. The remaining byte in this line begins the
DNS Record Type, which is 71.
104 The first byte in this line ends the DNS Record type. The next two bytes are the DNS

Response Type which is o. The last byte begins the DNS TTL.
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105

The first three bytes in this line are the DNS TTL. The last byte begins the Sinkhole UUID,
which is 00000000-0000-0000-0000-000000000000.

106

The first three bytes of this line end the Sinkhole UUID. The last byte begins the first
Security Intelligence List, which is o.

107

The first three bytes in this line end the first Security Intelligence List. The last byte begins
the second Security Intelligence List, which is o.

Example of a Version 5.1+ User Event

The following diagram shows an example user event record:

._.
—_
—
—

Byte
Bit |0
1 0
2 0
3 0
4 0
5 0
6 0
7 0
8 0
9 0
10 0
11 0
12 0
13 0
14 0
15 0
16 0
17 0
0
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Byte 0 ’ 1 ‘ 2 ‘ 3
2121212213
51671890

000000000O0O0OCOOOOOTITIITITIITIITITITIITI1ITI1II1111T11

212122 3
1121314 1

2
0

1
9

1
8

1
7

Bit 0‘1‘2‘3‘4 é

000010100000010000O0OO0O11110111100°0

18 000000000000O0O0O0O0O0OO0O0OOOOOOOTTITITTI1T1T11

19 000000000O0O0O0O0O0O0O0O0O0000000O0O1TO010O0O01

20 0610100101117 011111111000101110011

21 000000000000O0O0O0OOOOOOOOOOOOOOOOO0OO

22 0000000000000000O0OO0OO000000OO0OO0OO0OOO0OO0OOO

23 000000000O000O0O0O0O0O0O0O000O00OO0OO0OO0OO01O0O0O0O

24 00100000001 10011001100000011000°1

25 000000000O000O0O0O00O0O0O0O0O0O00O0OO0OO0OO0OO0OO0O1IO0OO0OO0OT1

26 0000000O0O00O0O0O0OO0O0O0OOOOOOOOOTIIOTOTITOTL1O

27 0000000000O00000O00OO0O0OO0O0O0O0O0O0OO0OO0OOOOOO0OO

28 000000000O0O000O0O0O0O0OO0O00000O0OO0OO0OO0OO0OO0OOOO

29 000000000O00O0O0O0O0O0O00OO0O0O00000O0OO0OO0OO0O0OO0OOO0OO

30 00000000 0000O00O0OO0OOOOOOOOOOOOOOOO0OO

31 00000000 0000O00OO0OOOOOOOOOOOOOOOOO0OO

In the preceding example, the following information appears:
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1

The first two bytes of this line indicate the standard header value of 1. The second two bytes
indicate that the message is a data message (that is, message type four).

This line indicates that the message that follows is 153 bytes long.

The first bit of this is a flag indicating that the header is an extended header containing an
archive timestamp. The next 15 bits are an optional field containing the Netmap ID for the
domain on which the event was detected. The remainder of the line indicates a record type
value of 95, which represents a user information update message block.

This line indicates that the data that follows is 137 bytes long.

This line contains the archive timestamp. It is included since bit 23 was set. The timestamp
is a Unix timestamp, stored as seconds since 1/1/1970. This time stamp is 1,391, 789,354,
which is Mon Feb 3 19:43:49 2014.

This line contains zeros and is reserved for future use.

This line indicates that the detection engine ID is 3.

This line is for the legacy (IPv4) IP address. It contains all zeros as it is not populated and
the IPv4 address is stored in the IPv6 field.

This line contains the MAC address associated with the event. As there is no MAC address,
it contains zeros.

10

The first half of this line is the remainder of the MAC address, which is zeros. The next
byte indicates the presence of an IPv6 address. The last byte in this line is reserved for
future use and contains zeros.

11

This line contains the UNIX timestamp (seconds since 01/01/1970)

that the system generated the event.

12

This line contains the microsecond (one millionth of a second) increment that the system
generated the event.

13

This line contains the event type. This has a value of 1004, which indicates a user
modification message.

14

This line contains the event subtype. This has a value of 2, which indicates a user login
event.

15

This line contains the serial file number. This field is for internal use and can be
disregarded.

16

This line contains the event’s position in the serial file. This field is for internal use and can
be disregarded.

17

This line contains the IPv6 address. This field is present and used if the Has IPv6 flag is
set. In this case, however, it contains the IPv4 address 10.4.15.120.

18

This line initiates a User Login Information data block, indicated by block type 127.

19

This line indicates that the block that follows is 81 bytes long.

20

This line indicates that the user login timestamp is 1,391, 456, 7, which means it was
generated at Mon, 03 Oct 2014 19:43:47 GMT.

21

This line is for the legacy (IPv4) IP address. It contains all zeros as it is not populated and
the IPv4 address is stored in the IPv6 field.
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22 This line indicates that a string block follows, containing a string block length and a text
string which, in this case, contains the user name. For more information about string
blocks, see String Data Block, page 3-59.

23 This line indicates that the length of the data in the string block is 16 bytes.

24 This line indicates that the name of the user is “301@10.4.11.175.”

25 The line indicates the ID number of the user.

26 This line indicates the application ID for the application protocol used in the connection

that the login information was derived from.

27 This line indicates that a string block follows, containing a string block length and a text
string which, in this case, contains the email address. For more information about string
blocks, see String Data Block, page 3-59.

28 This line indicates that the length of the data in the string block is o bytes. This is because
there is no email address associated with this user.

29 This line contains IP address from the host where the user was detected logging in.

30 The first bye contains the login type. The remainder of this line indicates that a string block

follows, containing a string block length and a text string which, in this case, contains the
name of the Active Directory server reporting a login. For more information about string
blocks, see String Data Block, page 3-59.

31 The first byte of this line completes the initiation of the string data block.This remainder
of this line indicates that the length of the data in the string block is o bytes. This is because
there is no Active Directory server associated with this login.

Discovery Data Structure Examples

This section contains examples of data structures that may be transmitted by eStreamer for discovery
events. The following examples are provided:

e Example of a New Network Protocol Message, page A-30
e Example of a New TCP Server Message, page A-31

Example of a New Network Protocol Message

The following diagram illustrates a sample new network protocol message for 3.0+:

Byte 0 1 2 3
. L1111t |1|{1}{2{2)2(2(2|2(22[2/2(3]|3
Bit O L1213 141516171819 611 12(3(al5|6/7 8 9]0[1]2/3]4]5/6/7/8/9 01
Header 0000000000OD0O0O0O0O0O0100000O0O0O0O0OO0OOOOT1 0 0| StartStandard
Version 1 Message
Header with
Event Msg (4)
Message 00000000000000O0O0O0O0O0O0O0OOOOOT1TT1O0O0O0T1
Length (49B)
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Byte 0 1 2 3

Bit 0/1]2|3]4|5|6|7|8]|9

NSNS}

(=]
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W —
(=)}
-
)
O —
[« )
—_

New NW 0000000000O00O00O00O00O00O00O00OOOO0O0OOOOOOT1I1O0T1
Protocol Msg

(13)

MsgLlength |0 00 00000000000000000000101101000
41B)

Detection 00000000000O000000OO00O00O0OOOODOOOOOOOT1O
Engine ID (2)

1P 117000000101 010000000000100001010
(192.168.1.10
)

MACAddress |0 0000 0000000000000000000000O0O0OO0COO

(none)
00000000000ODO0OO0ODO0O0/O0OODOOOOOO0OOOOOOGOGOO] Reserved
Bytes (0)
Unix Sec 00111110011010111010100000100011
(1047242787)
Unix MSec 0000000O0OO0OO0OCO0OO11101101100110011000
(973208)
Reserved 000000000000000000000O0O1T111T1O0T1GO0O0 0| EventType
Bytes (0) 1000—New
EventSub 00000000000OO0OO00OOOOOOOOOOOOOOOOTOO
4-New Trans
Prot
FileNumber |01 0000000100011 1100010011101000°1
File Positon |0 0 0 0 0 00