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* show backup-package, on page 3

* show bfd drops, on page 5

* show bfd map, on page 7

* show bfd neighbors, on page 9

* show bfd summary, on page 11

* show bgp, on page 13

* show bgp all community, on page 20

* show bgp all neighbors, on page 23

* show bgp cidr-only, on page 28

* show bgp community, on page 30

* show bgp community-list, on page 32
* show bgp filter-list, on page 35

* show bgp injected-paths, on page 37

* show bgp ipv4, on page 39

* show bgp ipv6, on page 41

* show bgp ipv6 community, on page 44
* show bgp ipv6 community-list, on page 47
* show bgp ipv6 filter-list, on page 50

* show bgp ipv6 inconsistent-as, on page 53
* show bgp ipv6 neighbors, on page 55

* show bgp ipv6 paths, on page 63

* show bgp ipv6 prefix-list, on page 65

* show bgp ipv6 quote-regexp, on page 67
* show bgp ipv6 regexp, on page 69

* show bgp ipv6 route-map, on page 71
* show bgp ipv6 summary, on page 73

* show bgp neighbors, on page 75

* show bgp paths, on page 86

* show bgp policy-list, on page 88

* show bgp prefix-list, on page 89

* show bgp regexp, on page 90

* show bgp replication, on page 92

* show bgp rib-failure, on page 94
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» show bgp summary, on page 96

* show bgp system-config, on page 100

* show blocks, on page 101

* show bootvar, on page 110

* show bridge-group, on page 112

* show call-home, on page 114

* show call-home registered-module status, on page 119
* show capture, on page 120

* show chardrop, on page 126

* show checkheaps, on page 127

* show checksum, on page 128

* show chunkstat, on page 129

* show class, on page 131

* show clns, on page 132

* show clock, on page 142

* show cluster, on page 144

* show cluster history, on page 147

* show cluster info, on page 150

* show cluster user-identity, on page 159
* show cluster vpn-sessiondb distribution, on page 161
» show compression, on page 163

* show configuration, on page 165

* show configuration session, on page 169
* show conn, on page 171

» show console-output, on page 183

* show context, on page 184

* show controller, on page 188

* show coredump filesystem, on page 194
* show coredump log, on page 196

* show counters, on page 198

* show cpu, on page 201
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show backup-package .

show backup-package

To display back-up package status and summary information on the Cisco ISA 3000, use the show
backup-package command in privileged EXEC or global configuration mode.

show backup-package { status { backup |restore } | summary }

\}

Note This command applies only to the Cisco ISA 3000 appliance.

Syntax Description  backup | Specifies the type of status information to be displayed.
restore
status Displays mode, location, passphrase, and most-recent time information for either back-up
or restore operations.
summary Displays status information for both back-up and restore operations.
Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC
Command History Release Modification

9.7(1) This command was added.

Usage Guidelines The show backup-package commands are also available in global configuration mode.

Examples The following example shows backup-package summary statistics:

ciscoasa# show backup-package summary
backup mode ¢ auto

backup location : disk3:

backup passphrase: cisco

last backup time : Mar 23 2014 22:05:52
restore mode ¢ auto

restore location : disk3:
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. show backup-package

restore passphrase: cisco
Last restore time : Mar 24 2014 05:07:32
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show bfd drops

To display the numbered of dropped packets in BFD, use the show bfd drops command in global configuration

Syntax Description

Command Default

Command Modes

mode.

show bfd drops

show bfd drops .

This command has no arguments or keywords.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Examples

Release Modification

9.6(2) This command was added.

The following example displays the BFD dropped packets.

ciscoasa# show bfd drops
BFD Drop Statistics

IPV4 IPV6 IPV4-M IPV6-M

Invalid TTL 0 0 0 0
BFD Not Configured 0 0

No BFD Adjacency 0 0 0 0
Invalid Header Bits 0 0 0 0
Invalid Discriminator 0 0 0 0
Session AdminDown 0 0 0 0
Authen invalid BFD ver 0 0 0 0
Authen invalid len 0 0 0 0
Authen invalid seq 0 0 0 0
Authen failed 0 0 0 0

Related Commands | Command Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo

Enables BFD echo mode on the interface,

bfd interval

Configures the baseline BFD parameters on the interface.
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Command

Description

bfd map

Configures a BFD map that associates addresses with multi-hop
templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary

Displays summary information for BFD.
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show bfd map

To display the configured BFD maps, use the show bfd map command in global configuration mode.

Syntax Description

Command Default

Command Modes

show bfd map

show bfd map .

This command has no arguments or keywords.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Examples

Release Modification

9.6(2) This command was added.

The following example displays the BFD maps.

ciscoasa# show bfd map

Destination:
Source:
Template: mh

Authentication (Type) :

40.40.40.2/24
50.50.50.2/24

sha-1

Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.
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. show bfd map

Command Description

bfd-template single-hop | multi-hop | Configures the BFD template and enters BFD configuration mode.

clear bfd counters Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary Displays summary information for BFD.
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show bfd neighbors

To display a line-by-line listing of existing BFD adjacencies, use the show bfd neighbors command in global

configuration mode.

show bfd neighbors .

show bfd neighbors [ client { bgp } | details|interface interface-name |ipv4 ip-address |ipv6
ipv6-address | multihop-ipv4 ip-address | multihop-ipv6 ipv6-address ]

Syntax Description

Command Default

Command Modes

client (Optional) Displays the neighbors of a specific client.
bgp (Optional) Displays a BGP client.
details (Optional) Displays all BFD protocol parameters and timers for each neighbor.

interface interface-name

(Optional) Displays neighbors at the specified interface.

ipv4 ip-address

(Optional) Displays specified single-hop IP neighbors.

ipv6 ipv6-address

(Optional) Displays specified single-hop IPv6 neighbors.

multihop-ipv4 ip-address

(Optional) Displays specified multi-hop IP neighbors.

multihop-ipv6 ipv6-address (Optional) Displays specified multi-hop IPv6 neighbors.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System

Global * Yes — * Yes * Yes —

configuration
Command History Release Modification

9.6(2) This command was added.
Usage Guidelines Use this command to troubleshoot BFD issues.
Examples The following example displays the BFD neighbors.

ciscoasa# show bfd neighbors

OurAddr NeighAddr LD/RD RH Holdown (mult) State Int

172.16.10.1 172.16.10.2 1/6 1 260 (3 ) Up Fa0/1
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Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd summary

Displays summary information for BFD.
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show bfd summary .

show bfd summary

To display summary information for BFD, use the show bfd summary command in global configuration mode.

show bfd summary [ client | host | session ]

Syntax Description client (Optional) Displays the BFD summary for clients.

host  (Optional) Displays the BFD summary for sessions.

session (Optional) Displays the BFD summary for protocols.

Command Default This command has no default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.6(2) This command was added.

Usage Guidelines Use this command to display summary information about BFD, BFD clients, or BFD sessions. When a BFD
client launches a session with a peer, BFD sends periodic BFD control packets to the peer. Information about
the following states of a session are included in the output of this command:

» Up—When another BFD interface acknowledges the BFD control packets, the session moves into an
Up state.

» Down—The session and the data path are declared down if a data path failure occurs and BFD does not
receive a control packet within the configured amount of time. When a session is down, BFD notifies
the BFD client so that the client can perform necessary actions to reroute the traffic.

Examples The following example displays the BFD summaries.

ciscoasa# show bfd summary

Session Up Down
Total 1 1 0
ciscoasa# show bfd summary session
Protocol Session Up Down
IPV4 1 1 0
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Total 1 1 0
ciscoasa# show bfd summary client
Client Session Up Down
BGP 1 1 0
EIGRP 1 1 0
Total 2 2 0
Related Commands | Command Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.
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show hgp

show bgp .

To display entries in the Border Gateway Protocol (BGP) routing table, use the show bgp command in user

EXEC or privileged EXEC mode.

show bgp [ ip-address [ mask [ longer-prefixes [ injected ] | shorter-prefixes [ length ] | bestpath |
multipaths | subnets ] | bestpath | multipaths ] |all | prefix-list name | pending-prefixes | route-map

name ] ]
Syntax Description  ip-address (Optional) Specifies the AS path access list name..
mask (Optional) Mask to filter or match hosts that are part of the specified network.

longer-prefixes

(Optional) Displays the specified route and all more specific routes.

injected

(Optional) Displays more specific prefixes injected into the BGP routing table.

shorter-prefixes

(Optional) Displays the specified route and all less specific routes.

Command Modes

length (Optional) The prefix length. The value for this argument is a number from 0 to 32.
bestpath (Optional) Displays the bestpath for this prefix

multipaths (Optional) Displays multipaths for this prefix.

subnets (Optional) Displays the subnet routes for the specified prefix.

all (Optional) Displays all address family information in the BGP routing table.

prefix-list name (Optional) Filters the output based on the specified prefix list.

pending-prefixes (Optional) Displays prefixes that are pending deletion from the BGP routing table.

route-map name (Optional) Filters the output based on the specified route map.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes — * Yes * Yes —
EXEC, User
EXEC

Command History

Release Modification

9.2(1) This command was added
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The show bgp command is used to display the contents of the BGP routing table. The output can be filtered

to display entries for a specific prefix, prefix length, and prefixes injected through a prefix list, route map, or
conditional advertisement.

In Cisco 10S Release 12.0(32)SY8, 12.0(33)S3, 12.2(33)SRE, 12.2(33)XNE, 12.2(33)SXI1, Cisco 10S XE
Release 2.4, and later releases, the Cisco implementation of 4-byte autonomous system numbers uses
asplain—65538 for example—as the default regular expression match and output display format for autonomous
system numbers, but you can configure 4-byte autonomous system numbers in both the asplain format and
the asdot format as described in RFC 5396. To change the default regular expression match and output display
of 4-byte autonomous system numbers to asdot format, use the bgp asnotation dot command followed by the

clear bgp * command to perform a hard reset of all current BGP sessions.

Examples

Router# show bgp
BGP table version is 22,

Status codes:

Origin codes:

Network

*> 10.1.1.1/32
*>110.2.2.2/32
*pi10.9.9.9/32

*>
* 1172,
*>
*> 192.
*>1192.
*pil92.
*>
*pil92.
*>

16.1.0/24
168.
168.
168.

168.

o w

o O o

13.

192.
172.
0.0.
0.0.
172.
192.
192.
192.
192.

The following sample output shows the BGP routing table:

local router ID is 10.1.1.1

0.0

16.1.2

S Stale,
e - EGP, ? - incomplete
Next Hop
0.0.
172.

192.

168.3.2
168.1.2

16.1.2

0.0
0.0

16.1.2
168.
168.
168.
168.

P W~ W

NN NN

s suppressed, d damped, h history,
r RIB-failure,
i - IGP,

Table 1: show bgp Fields shows each field description.

Table 1: show bgp Fields

* valid, > best, 1 - internal,
m multipath, b backup-path, x best-external
Metric LocPrf Weight Path
0 32768 i
0 100 0 i
0 100 0 10 10 i
0 10 10 i
0 100 0 i
0 32768 i
0 32768 i
0 100 0 i
0 100 0 10 10 i
0 10 10 i
0 100 0 10 10 i
0 10 10 i

Field

Description

version

BGP table

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.
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show bgp .

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

» s—The table entry is suppressed.

» d—The table entry is dampened.

* h—The table entry history.

» * _The table entry is valid.

» >—The table entry is the best entry to use for that network.

* i—The table entry was learned via an internal BGP (iBGP) session.
» —The table entry is a RIB-failure.

* S—The table entry is stale.

» m—The table entry has multipath to use for that network.

* b—The table entry has backup path to use for that network.

» x—The table entry has best external route to use for the network.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

* i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised
with a network router configuration command.

» e—Entry originated from an Exterior Gateway Protocol (EGP).

* 7—Origin of the path is not clear. Usually, this is a router that is redistributed into
BGP from an IGP.

Network IP address of a network entity.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the router has some non-BGP routes to this
network.

Metric If shown, the value of the interautonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path.

(stale) Indicates that the following path for the specified autonomous system is marked as "stale"

during a graceful restart process.
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. show bgp

Examples show bgp (4-Byte Autonomous System Numbers): Example

The following sample output shows the BGP routing table with 4-byte autonomous system numbers,
65536 and 65550, shown under the Path field. This example requires Cisco IOS Release 12.0(32)SYS8,
12.0(33)S3, 12.2(33)SRE, 12.2(33)XNE, 12.2(33)SXI1, Cisco IOS XE Release 2.4, or a later release.

RouterB# show bgp
BGP table version is 4, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 192.168.1.2 0 0 65536 1
*> 10.2.2.0/24 192.168.3.2 0 0 65550 1
*> 172.17.1.0/24 0.0.0.0 0 32768 i

show bgp ip-address: Example

The following sample output displays information about the 192.168.1.0 entry in the BGP routing
table:

Router# show bgp 192.168.1.0
BGP routing table entry for 192.168.1.0/24, version 22
Paths: (2 available, best #2, table default)
Additional-path
Advertised to update-groups:
3
10 10
192.168.3.2 from 172.16.1.2 (10.2.2.2)
Origin IGP, metric 0, localpref 100, valid, internal, backup/repair

10 10
192.168.1.2 from 192.168.1.2 (10.3.3.3)
Origin IGP, localpref 100, valid, external, best , recursive-via-connected

The following sample output displays information about the 10.3.3.3 255.255.255.255 entry in the
BGP routing table:

Router# show bgp 10.3.3.3 255.255.255.255
BGP routing table entry for 10.3.3.3/32, version 35
Paths: (3 available, best #2, table default)
Multipath: eBGP
Flag: 0x860
Advertised to update-groups:
1
200
10.71.8.165 from 10.71.8.165 (192.168.0.102)
Origin incomplete, localpref 100, valid, external, backup/repair
Only allowed to recurse through connected route
200
10.71.11.165 from 10.71.11.165 (192.168.0.102)
Origin incomplete, localpref 100, weight 100, valid, external, best
Only allowed to recurse through connected route
200
10.71.10.165 from 10.71.10.165 (192.168.0.104)
Origin incomplete, localpref 100, valid, external,
Only allowed to recurse through connected route

Table 2: show bgp (4 byte autonomous system numbers) Fields shows each field description.
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Examples

show bgp .

Table 2: show bgp (4 byte autonomous system numbers) Fields

Field

Description

BGP routing table entry fo

IP address or network number of the routing table entry.

version Internal version number of the table. This number is incremented whenever the
table changes.

Paths The number of available paths, and the number of installed best paths. This line
displays “Default-IP-Routing-Table” when the best path is installed in the IP
routing table.

Multipath This field is displayed when multipath loadsharing is enabled. This field will
indicate if the multipaths are iBGP or eBGP.

Advertised to The number of each update group for which advertisements are processed.

update-groups

Origin

Origin of the entry. The origin can be IGP, EGP, or incomplete. This line
displays the configured metric (0 if no metric is configured), the local preference
value (100 is default), and the status and type of route (internal, external,
multipath, best).

Extended Community

This field is displayed if the route carries an extended community attribute. The
attribute code is displayed on this line. Information about the extended
community is displayed on a subsequent line.

show bgp all: Example

The following is sample output from the show bgp command entered with the all keyword. Information
about all configured address families is displayed.

Router# show bgp all

For address family: IPv4 Unicast KAK KK
BGP table version is 27, local router ID is 10.1.1.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.0/24 0.0.0.0 0 32768 2
*> 10.13.13.0/24 0.0.0.0 0 32768 2
*> 10.15.15.0/24 0.0.0.0 0 32768 2
*>7110.18.18.0/24 172.16.14.105 1388 91351 0 100 e
*>i110.100.0.0/16 172.16.14.107 262 272 01231
*>i110.100.0.0/16 172.16.14.105 1388 91351 0 100 e
*>3110.101.0.0/16 172.16.14.105 1388 91351 0 100 e
*>i110.103.0.0/16 172.16.14.101 1388 173 173 100 e
*>7110.104.0.0/16 172.16.14.101 1388 173 173 100 e
*>i110.100.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
*>3110.101.0.0/16 172.16.14.106 2219 20889 0 53285 33299 51178 47751 e
* 10.100.0.0/16 172.16.14.109 2309 0 200 300 e
x> 172.16.14.108 1388 0 100 e
* 10.101.0.0/16 172.16.14.109 2309 0 200 300 e
x> 172.16.14.108 1388 0 100 e
*> 10.102.0.0/16 172.16.14.108 1388 0 100 e
*> 172.16.14.0/24 0.0.0.0 0 32768 2
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. show bgp

*> 192.168.5.0 0.0.0.0 0 32768 2
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e
*> 10.80.0.0/16 172.16.14.108 1388 0 50 e

show bgp longer-prefixes: Example
The following is sample output from the show bgp command entered with the longer-prefixes

keyword:

Router# show bgp 10.92.0.0 255.255.0.0 longer-prefixes
BGP table version is 1738, local router ID is 192.168.72.24

Status codes: s suppressed, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.92.0.0 10.92.72.30 8896 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.1.0 10.92.72.30 8796 32768 ?
* 10.92.72.30 0 109 108 2
*> 10.92.11.0 10.92.72.30 42482 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.14.0 10.92.72.30 8796 32768 ?
* 10.92.72.30 0 109 108 2
*> 10.92.15.0 10.92.72.30 8696 32768 ?
* 10.92.72.30 0 109 108 2
*> 10.92.16.0 10.92.72.30 1400 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.17.0 10.92.72.30 1400 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.18.0 10.92.72.30 8876 32768 ?
* 10.92.72.30 0 109 108 2
*>10.92.19.0 10.92.72.30 8876 32768 ?
* 10.92.72.30 0 109 108 2

show bgp shorter-prefixes: Example

The following is sample output from the show bgp command entered with the shorter-prefixes
keyword. An 8-bit prefix length is specified.

Router# show bgp 172.16.0.0/16 shorter-prefixes 8
*> 172.16.0.0 10.0.0.2 07
* 10.0.0.2 0 0 200 ?

show bgp prefix-list: Example
The following is sample output from the show bgp command entered with the prefix-list keyword:
Router# show bgp prefix-list ROUTE

BGP table version is 39, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 ?

show bgp route-map: Example

The following is sample output from the show bgp command entered with the route-map keyword:

Router# show bgp route-map LEARNED PATH
BGP table version is 40, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -
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show bgp .

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>192.168.1.0 10.0.0.2 02
* 10.0.0.2 0 0 200 ?
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show bgp all community

To display routes for all address families belonging to a particular Border Gateway Protocol (BGP) community,
use the show bgp all community command in user EXEC or privileged EXEC configuration mode.

show bgp all community [ community-number.... [ community-number 1] [ local-as ] [ no-advertise ] [
no-export ] [ exact-match ]

Syntax Description  community-number. (Optional) Displays the routes pertaining to the community numbers specified.

You can specify multiple community numbers. The range is from 1 to 4294967295 or
AA:NN (autonomous system:community number, which is a 2-byte number).

local-as (Optional) Displays only routes that are not sent outside of the local autonomous system
(well-known community).

no-advertise (Optional) Displays only routes that are not advertised to any peer (well-known
community).
no-export (Optional) Displays only routes that are not exported outside of the local autonomous

system (well-known community).

exact-match (Optional) Displays only routes that match exactly with the BGP community list
specified.
Note The availability of keywords in the command depends on the command

mode. The exact-match keyword is not available in user EXEC mode.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification
9.2(1) This command was added
Usage Guidelines User can enter the local-as, no-advertise and no-export keywords in any order. When using the bgp all

community command, be sure to enter the numerical communities before the well-known communities.

.For example, the following string is not valid:
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Examples

show bgp all community .

ciscoasa# show bgp all community local-as 111:12345

Use the following string instead:

ciscoasa# show bgp all community 111:12345 local-as

The following is sample output from the show bgp all community command, specifying communities
of 1, 2345, and 6789012:

ciscoasa# show bgp all community 1 2345 6789012 no-advertise local-as no-export exact-match
For address family: IPv4 Unicast
BGP table version is 5, local router ID is 30.0.0.5

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.0.3.0/24 10.0.0.4 0437
*> 10.1.0.0/16 10.0.0.4 0 04 -7
*> 10.12.34.0/24 10.0.0.6 0 067

Table 26: show blocks Fields shows each field description.

Table 3: show bgp all community Fields

Field Description
BGP table Internal version number of the table. This number is incremented whenever the table
version changes

local router ID | The router ID of the router on which the BGP communities are set to display. A 32-bit
number written as 4 octets separated by periods (dotted-decimal format).

Status codes Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed. d—The table entry is dampened.h—The table entry is
history.*—The table entry is valid.>—The table entry is the best entry to use for that
network.i—The table entry was learned via an internal BGP session.

Origin codes Indicates the origin of the entry. The origin code is placed at the end of each line in the
table. It can be one of the following values:

i—Entry originated from the Interior Gateway Protocol (IGP) and was advertised with
a network router configuration command. e—Entry originated from the Exterior Gateway
Protocol (EGP).?—Origin of the path is not clear. Usually, this is a route that is
redistributed into BGP from an IGP.

Network The network address and network mask of a network entity. The type of address depends
on the address family.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. The type of address depends on the address family

Metric The value of the inter autonomous system metric. This field is not used frequently.
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. show bgp all community

Field Description

LocPrf Local preference value as set with the set local-preference command. The default value
is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path.
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show bgp all neighbors .

show hgp all neighbors

To display information about Border Gateway Protocol (BGP) connections to neighbors of all address families,
use the show bgp all neighbors command in user EXEC or privileged EXEC mode.

show bgp all neighbors [ ip-address ] [ advertised-routes| paths [ reg-exp ] | policy [ detail ] |
received prefix-filter | received-routes| routes ]

Syntax Description

Command Default

Command Modes

ip-address (Optional) IP address of a neighbor. If this argument is omitted, information about all
neighbors is displayed.

advertised-routes ~ Optional) Displays all routes that have been advertised to neighbors.

paths reg-exp (Optional) Displays autonomous system paths learned from the specified neighbor. An
optional regular expression can be used to filter the output.

policy (Optional) Displays the policies applied to neighbor per address family.

detail (Optional) Displays detailed policy information such as route maps, prefix lists,
community lists, Access Control Lists (ACLs), and autonomous system path filter lists.

received prefix-filter (Optional) Displays the prefix-list (outbound route filter [ORF]) sent from the specified
neighbor.

received-routes (Optional) Displays all received routes (both accepted and rejected) from the specified
neighbor.

routes (Optional) Displays all routes that are received and accepted. The output displayed
when this keyword is entered is a subset of the output displayed by the received-routes
keyword.

The output of this command displays information for all neighbors.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC

Command History

Release Modification

9.2(1) This command was added
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. show bgp all neighbors

Usage Guidelines

Examples

Use the show bgp all neighbors command to display BGP and TCP connection information for neighbor
sessions specific to address families such as IPv4.

The following example shows output of the show bgp all neighbors command:

ciscoasa# show bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 172.16.232.53, remote AS 100, external link
Member of peer-group internal for session parameters
BGP version 4, remote router ID 172.16.232.53
BGP state = Established, up for 13:40:17
Last read 00:00:09, hold time is 180, keepalive interval is 60 seconds
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Rcvd
Opens: 3 3
Notifications: 0 0
Updates: 0 0
Keepalives: 113 112
Route Refresh: 0 0
Total: 116 11

Default minimum time between advertisement runs is 5 seconds

Connections established 22; dropped 21

Last reset 13:47:05, due to BGP Notification sent, hold time expired
External BGP neighbor may be up to 2 hops away.
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x1A0D543C):

Timer Starts Wakeups Next
Retrans 1218 5 0x0
TimeWait 0 0 0x0
AckHold 3327 3051 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 rcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837

SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: 0 ms

minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):

Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent:4445 (retransmit: 5), with data: 4445, total data bytes;244128

Table 4: show bgp all neighbor Fields shows each field description.

Table 4: show bgp all neighbor Fields

Field Description

For address family Address family to which the following fields refer.

BGP neighbor IP address of the BGP neighbor and its autonomous system number.

remote AS Autonomous system number of the neighbor.

external link External Border Gateway Protocol (eBGP) peerP.
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show bgp all neighbors .

Field

Description

BGP version

BGP version being used to communicate with the remote router.

remote router ID

IP address of the neighbor.

BGP state State of this BGP connection

up for Time, in hh:mm:ss, that the underlying TCP connection has been in
existence.

Last read Time, in hh:mm:ss, since BGP last received a message from this neighbor.

hold time Time, in seconds, that BGP will maintain the session with this neighbor

without receiving messages.

keepalive interval

Time interval, in seconds, at which keepalive messages are transmitted
to this neighbor.

Message statistics

Statistics organized by message type.

InQ depth is Number of messages in the input queue.

OutQ depth is Number of messages in the output queue.

Sent Total number of transmitted messages.

Revd Total number of received messages.

Opens Number of open messages sent and received.

Notifications Number of notification (error) messages sent and received.
Updates Number of update messages sent and received.

Keepalives Number of keepalive messages sent and received.

Route Refresh Number of route refresh request messages sent and received.
Total Total number of messages sent and received.

Default minimum time between...

Time, in seconds, between advertisement transmissions.

Connections established

Number of times a TCP and BGP connection has been successfully
established.

dropped

Number of times that a valid session has failed or been taken down.

Last reset

Time, in hh:mm:ss, since this peering session was last reset. The reason
for the reset is displayed on this line.

External BGP neighbor may be...

Indicates that the BGP Time-to-live (TTL) security check is enabled. The
maximum number of hops that can separate the local and remote peer is
displayed on this line.

Connection state

Connection status of the BGP peer.
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Field Description

Local host, Local IP address of the local BGP speaker and the port number.

Foreign host, Foreign port Neighbor address and BGP destination port number.

Enqueued packets for retransmit: | Packets queued for retransmission by TCP.

Event Timers TCP event timers. Counters are provided for starts and wakeups (expired
timers).

Retrans Number of times a packet has been retransmitted.

TimeWait Time waiting for the retransmission timers to expire.

AckHold Acknowledgment hold timer.

SendWnd Transmission (send) window.

KeepAlive Number of keepalive packets.

GiveUp Number times a packet is dropped due to no acknowledgment.

PmtuAger Path MTU discovery timer.

DeadWait Expiration timer for dead segments.

iss: Initial packet transmission sequence number.

snduna: Last transmission sequence number that has not been acknowledged

sndnxt: Next packet sequence number to be transmitted.

sndwnd: TCP window size of the remote host.

irs: Initial packet receives sequence number.

revnxt: Last receive sequence number that has been locally acknowledged.

rcvwnd: TCP window size of the local host.

delrcvwnd: Delayed receive window—data the local host has read from the connection,
but has not yet subtracted from the receive window the host has advertised
to the remote host. The value in this field gradually increases until it is
larger than a full-sized packet, at which point it is applied to the rcvwnd
field.

SRTT: A calculated smoothed round-trip timeout.

RTTO: Round-trip timeout.

RTV: Variance of the round-trip time.

KRTT: New round-trip timeout (using the Karn algorithm). This field separately
tracks the round-trip time of packets that have been re-sent.

. show b — show cq



| show b-show cq
show bgp all neighbors .

Field Description

minRTT: Smallest recorded round-trip timeout (hard-wire value used for
calculation).

maxRTT: Largest recorded round-trip timeout.

ACK hold Length of time the local host will delay an acknowledgment to carry
(piggyback) additional data.

IP Precedence value IP precedence of the BGP packets.

Datagrams Number of update packets received from a neighbor.

Revd: Number of received packets.

with data Number of update packets sent with data.

total data bytes Total amount of data received, in bytes.

Sent Number of update packets sent.

with data Number of update packets received with data.

total data bytes Total amount of data sent, in bytes.
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show bgp cidr-only

To display routes with classless inter domain routing (CIDR), use the show bgp cidr-only command in EXEC

Syntax Description

Command Modes

mode.
show bgp cidr-only

This command has no arguments or keywords.

The following table shows the modes in which you can enter the command:

showb—showecq |

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Examples

Release Modification

9.2(1) This command was added

The following is sample output from the show bgp cidr-only command:

ciscoasa# show bgp cidr-only

BGP table version is 220, local router ID is 172.16.73.131

Status codes: s suppressed, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>192.168.0.0/8 172.16.72.24 0 1878 2
*> 172.16.0.0/16 172.16.72.30 0 108 7

Table 5: show bgp cidr-only Fieldsshows each field description.

Table 5: show bgp cidr-only Fields

Field Description

BGP table version is | Internal version number of the table. This number is incremented whenever the table

220 changes..

local router ID IP address of the router.
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show bgp cidr-only .

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the
table. It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It
can be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised
with a network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into
BGP from an IGP.

Network Internet address of the network the entry describes.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this

field for each autonomous system in the path. At the end of the path is the origin
code for the path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into
BGP from an IGP..

show b — show cq .



. show bgp community

showb—showecq |

show bgp community

To display routes that belong to specified BGP communities, use the show bgp community command in EXEC

Command Modes

mode.

show bgp community community-number [ exact ]

The following table shows the modes in which you can enter the command:
Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

Command History

Examples

Release Modification

9.2(1) This command was added

The following is sample output from the show bgp community command in privileged EXEC mode:

ciscoasa# show bgp community 111:12345 local-as

BGP table version is 10,

Status codes: s
Origin codes: i

Network
*> 172.16.2.2/32
*> 10.0.0.0
*> 10.43.0.0
*> 10.43.44.44/3
* 10.43.222.0/2
*> 172.17.240.0/
*> 192.168.212.0
*> 172.31.1.0

local router ID is 224.0.0.10

suppressed, d damped, h history, * valid, > best, i - internal
- IGP, e - EGP, ? - incomplete
Next Hop Metric LocPrf Weight Path
10.43.222.2 0 0 222 7
10.43.222.2 0 222 7
10.43.222.2 0 0 222 7
2 10.43.222.2 0 0 222 7
4 10.43.222.2 0 0 222 i
21 10.43.222.2 0 0 222 7
10.43.222.2 0 0 222 i
10.43.222.2 0 0 222 7

Table 6: show bgp community Fieldsshows each field description.

Table 6: show bgp community Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.
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show bgp community .

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network Internet address of the network the entry describes.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this field

for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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show bgp community-list

To display routes that are permitted by the Border Gateway Protocol (BGP) community list, use the show
bgp community-list command in user or privileged EXEC mode.

show bgp community-list { community-list-number | community-list-name [ exact-match ] }

Syntax Description | community-list-number | A standard or expanded community list number in the range from 1 to 500.

community-list-name | Community list name. The community list name can be standard or expanded.

exact-match (Optional) Displays only routes that have an exact match.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added

Usage Guidelines This command requires you to specify an argument when used. The exact-match keyword is optional.

Examples The following is sample output of the show bgp community-list command in privileged EXEC mode:

ciscoasa# show bgp community-list 20
BGP table version is 716977, local router ID is 192.168.32.1

Status codes: s suppressed, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 110.3.0.0 10.0.22.1 0 100 0 1800 1239 ?
*>7i 10.0.16.1 0 100 0 1800 1239 ?
* 110.6.0.0 10.0.22.1 0 100 0 1800 690 568 ?
*>1 10.0.16.1 0 100 0 1800 690 568 ?
* 110.7.0.0 10.0.22.1 0 100 0 1800 701 35 2
*>7i 10.0.16.1 0 100 0 1800 701 35 2
* 10.92.72.24 0 1878 704 701 35 ?
*110.8.0.0 10.0.22.1 0 100 0 1800 690 560 ?
*>1 10.0.16.1 0 100 0 1800 690 560 ?
* 10.92.72.24 0 1878 704 701 560 2
* 110.13.0.0 10.0.22.1 0 100 0 1800 690 200 ?
*>7i 10.0.16.1 0 100 0 1800 690 200 ?
* 10.92.72.24 0 1878 704 701 200 2
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* 110.15.0.0
*>1

* 110.16.0.0
*>1

*

show bgp community-list .

10.0.22.1 0 100 0 1800 174 2
10.0.16.1 0 100 0 1800 174 2
10.0.22.1 0 100 0 1800 701 i
10.0.16.1 0 100 0 1800 701 i
10.92.72.24 0 1878 704 701 i

Table 7: show bgp community-list Fields shows each field description.

Table 7: show bgp community-list Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network Internet address of the network the entry describes.

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.
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. show bgp community-list

Field Description

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP..
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show bgp filter-list .

show hgp filter-list

To display routes that conform to a specified filter list, use the show bgp filter-list command in EXEC mode.

show bgp filter-list access-list-name

Syntax Description access-list-name | Name of an autonomous system path access list.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added

Examples The following is sample output of the show bgp filter-list command in privileged EXEC mode:

ciscoasa# show bgp filter-list filter-list-acl
BGP table version is 1738, local router ID is 172.16.72.24

Status codes: s suppressed, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

* 172.16.0.0 172.16.72.30 0 109 108 2
* 172.16.1.0 172.16.72.30 0 109 108 2
* 172.16.11.0 172.16.72.30 0 109 108 2
* 172.16.14.0 172.16.72.30 0 109 108 2
* 172.16.15.0 172.16.72.30 0 109 108 2
* 172.16.16.0 172.16.72.30 0 109 108 2
* 172.16.17.0 172.16.72.30 0 109 108 2
* 172.16.18.0 172.16.72.30 0 109 108 2
* 172.16.19.0 172.16.72.30 0 109 108 2
* 172.16.24.0 172.16.72.30 0 109 108 2
* 172.16.29.0 172.16.72.30 0 109 108 2
* 172.16.30.0 172.16.72.30 0 109 108 2
* 172.16.33.0 172.16.72.30 0 109 108 2
* 172.16.35.0 172.16.72.30 0 109 108 2
* 172.16.36.0 172.16.72.30 0 109 108 2
* 172.16.37.0 172.16.72.30 0 109 108 2
* 172.16.38.0 172.16.72.30 0 109 108 2
* 172.16.39.0 172.16.72.30 0 109 108 2

Table 8: show bgp filter-list Fields shows each field description.
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Table 8: show bgp filter-list Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP..
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show bgp injected-paths .

show bgp injected-paths

To display all the injected paths in the Border Gateway Protocol (BGP) routing table, use the show bgp
injected-paths command in user or privileged EXEC mode.

show bgp injected-paths

Syntax Description ~ This command has no arguments or keywords.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.2(1) This command was added

Examples The following is sample output from the show bgp injected-paths command in EXEC mode:

ciscoasa# show bgp injected-paths
BGP table version is 11, local router ID is 10.0.0.1
Status codes:s suppressed, d damped, h history, * valid, > best, i -

internal
Origin codes:i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 172.16.0.0 10.0.0.2 02
*> 172.17.0.0/16 10.0.0.2 07

Table 9: show bgp injected-path Fields shows each field description.

Table 9: show bgp injected-path Fields

Field Description

BGP table version | Internal version number of the table. This number is incremented whenever the table
changes.

local router ID IP address of the router.
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showb—showecq |

Field

Description

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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show bgp ipvd .

show hgp ipv4

Syntax Description

Command Modes

To display entries in the IP version 4 (IPv4) Border Gateway Protocol (BGP) routing table, use the show bgp
ipv4 command in privileged EXEC mode.

show bgp ipv4

This command has no arguments or keywords.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification
9.2(1) This command was added
Examples The following i I from the show bgp ipv4 uni d:
g 1s sample output from the show bgp ipv4 unicast command:

ciscoasa# show bgp ipv4 unicast
BGP table version is 4, local router ID is 10.0.40.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1
* 10.20.10.0/24 172.16.10.1 0 0 300 1
The following is sample output from the show bgp ipv4 multicast command:
Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1
* 10.20.10.0/24 172.16.10.1 0 0 300 1

show bgp ipv4 shows each field description.
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Table 10: show bgp ipv4 Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.
*—The table entry is valid.
>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP..
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show bgp ipv6 .

show hgp 1pv6

To display entries in the IPv6 Border Gateway Protocol (BGP) routing table, use the show bgp ipv6 command
in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast [ ipve-prefix/prefix-length ] [ longer-prefixes ] [ labels ]

Syntax Description

Command Modes

unicast Soecifies IPv6 unicast address prefixes.

ipvo-prefix (Optional) IPv6 network number, entered to display a particular network in the IPv6 BGP
routing table.

This argument must be in the form documented in RFC 2373 where the address is specified
in hexadecimal using 16-bit values between colons.

/prefix-length | (Optional) The length of the IPv6 prefix. A decimal value that indicates how many of the
high-order contiguous bits of the address comprise the prefix (the network portion of the
address). A slash mark must precede the decimal value.

longer-prefixes | (Optional) Displays the route and more specific routes.

labels (Optional) Displays the policies applied to this neighbor per address family.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC

Command History

Examples

Release Modification

9.3(2) This command was added

The following is sample output from the show bgp ipv6 command:

ciscoasa# show bgp ipv6 unicast
BGP table version is 12612, local router ID is 172.16.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>10.10.10.0/24 172.16.10.1 0 0 300 1
*>10.10.20.0/24 172.16.10.1 0 0 300 1

* 10.20.10.0/24 172.16.10.1 0 0 300 1
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showb—showecq |

The following is sample output from the show bgp ipv4 multicast command:

Router# show bgp ipv4 multicast
BGP table version is 4, local router ID is 10.0.40.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

* 3FFE:C00:E:C::2 0 3748 4697 1752 i

*

3FFE:1100:0:CC00::1
0 1849 1273 1752 1

* 2001:618:3::/48 3FFE:C00:E:4::2 1 0 4554 1849 65002 i

*>

* 2001:620::/35

*

*

3FFE:1100:0:CC00::1

0 1849 65002 i
2001:0DB8:0:F004::1

0 3320 1275 559 i
3FFE:C00:E:9::2 0 1251 1930 559 i
3FFE:3600::A 0 3462 10566 1930 559 i
3FFE:700:20:1::11

0 293 1275 559 i
3FFE:C00:E:4::2 1 0 4554 1849 1273 559 i
3FFE:CO00:E:B::2 0 237 3748 1275 559 1

Table 10: show bgp ipv4 Fields shows each field description.

Table 11: show bgp ipvé6 Fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

IP address of the router.

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.
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show bgp ipv6 .

Field Description

Next Hop IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.

Path Autonomous system paths to the destination network. There can be one entry in this field

for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.

The following is sample output from the show bgp ipv6 command, showing information for prefix

3FFE:500::/24:

ciscoasa# show bgp ipvé unicast 3FFE:500::/24
BGP routing table entry for 3FFE:500::/24, version 19421
Paths: (6 available, best #1)

293 3425 2500

3FFE:700:20:1::11 from 3FFE:700:20:1::11 (192.168.2.27)

Origin IGP,

localpref 100, valid, external, best

4554 293 3425 2500

3FFE:CO00:E:4:
Origin IGP,

:2 from 3FFE:C00:E:4::2 (192.168.1.1)
metric 1, localpref 100, valid, external

33 293 3425 2500

3FFE:CO00:E:5:
Origin IGP,
6175 7580 2500
3FFE:CO00:E:1:
Origin IGP,

:2 from 3FFE:C00:E:5::2 (209.165.18.254)
localpref 100, valid, external

:2 from 3FFE:C00:E:1::2 (209.165.223.204)
localpref 100, valid, external

1849 4697 2500, (suppressed due to dampening)
3FFE:1100:0:CC00::1 from 3FFE:1100:0:CC00::1 (172.31.38.102)

Origin IGP,

localpref 100, valid, external

237 10566 4697 2500

3FFE:CO00:E:B:

Origin IGP,

:2 from 3FFE:C00:E:B::2 (172.31.0.3)
localpref 100, valid, external

ciscoasa# show bgp ipv6 unicast
BGP table version is 28, local router ID is 172.10.10.1
Status codes:s suppressed, h history, * valid, > best, i -

internal,

r RIB-failure, S Stale

Origin codes:i -
Network
*>14004::/64

IGP, e - EGP, ? - incomplete
Next Hop Metric LocPrf Weight Path
::FFFF:172.11.11.1
0 100 02
::FFFF:172.30.30.1

show b — show cq .
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. show bgp ipv6 community

show bgp ipvé community

To display entries in the IPv6 Border Gateway Protocol (BGP) routing table, use the show bgp ipv6community
command in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast community [ community-number ] [ exact-match ] [ local-as | no-advertise |
no-export ]

Syntax Description | unicast Specifies |Pv6 unicast address prefixes.

community-number | (Optional) Valid value is a community number in the range from 1 to 4294967295 or
AA:NN (autonomous system-community number:2-byte number).

exact-match (Optional) Displays only routes that have an exact match.

local-as (Optional) Displays only routes that are not sent outside of the local autonomous system
(well-known community).

no-advertise (Optional) Displays only routes that are not advertised to any peer (well-known
community).
no-export (Optional) Displays only routes that are not exported outside of the local autonomous

system (well-known community).

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification
9.3(2) This command was added
Examples The show bgp ipv6 community command provides output similar to the show ip bgp community

command, except it is IPv6-specific.

Communities are set with the set community route-map configuration command. You must enter the
numerical communities before the well-known communities. For example, the following string is
not valid:

ciscoasa# show ipv6 bgp unicast community local-as 111:12345
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show bgp ipv6 community .

Use following strings instead:

ciscoasa# show ipv6 bgp unicast community 111:12345 local-as

Examples

The following is sample output from the show bgp ipv6 community command:

BGP table version is 69, local router ID is 10.2.64.5

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::1/64 HH 0 32768 1
*> 2001:0DB8:0:1:1::/80 H 0 32768 7
*> 2001:0DB8:0:2::/64 2001:0DB8:0:3::2 021
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:3::2 0272
* 2001:0DB8:0:3::1/64 2001:0DB8:0:3::2 0272
*> HH 0 32768 2
*> 2001:0DB8:0:4::/64 2001:0DB8:0:3::2 0272
*> 2001:0DB8:0:5::1/64 H 0 32768 2
*> 2001:0DB8:0:6::/64 2000:0:0:3::2 0231
*> 2010::/64 HH 0 32768 2
*> 2020::/64 0 32768 2
*> 2030::/64 0 32768 2
*> 2040::/64 0 32768 2
*> 2050::/64 0 32768 2

Table 12: show bgp ipv6 community fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.
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Field

Description

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.

. show b — show cq



| show b-show cq
show bgp ipv6 community-list .

show bgp ipv6 community-list

To display routes that are permitted by the IPv6 Border Gateway Protocol (BGP) community list, use the
show bgp ipv6 community-list command in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast community-list { number | name } [ exact-match ]

Syntax Description unicast Soecifies IPv6 unicast address prefixes.
number Community list number in the range from 1 to 199.
name Community list name.
exact-match | (Optional) Displays only routes that have an exact match.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples The show bgp ipv6 unicast community-list command provide output similar to the show ip bgp

community-list command, except they are IPv6-specific.
Examples
The following is sample output of the show bgp ipv6 community-list command for community list

number 3:

ciscoasa# show bgp ipv6é unicast community-list 3
BGP table version is 14, local router ID is 10.2.64.6

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:3::1 01i
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:3::1 01i
*> 2001:0DB8:0:2::1/64 HH 0 32768 i
*> 2001:0DB8:0:2:1::/80 HH 0 32768 7
* 2001:0DB8:0:3::2/64 2001:0DB8:0:3::1 01 7v?
*> HH 0 32768 2
*> 2001:0DB8:0:4::2/64 HH 0 32768 7
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showb—showecq |

*> 2001:0DB8:0:5::/64 2001:0DB8:0:3::1 017
*> 2010::/64 2001:0DB8:0:3::1 0172
*> 2020::/64 2001:0DB8:0:3::1 0172
*> 2030::/64 2001:0DB8:0:3::1 0172
*> 2040::/64 2001:0DB8:0:3::1 0172
*> 2050::/64 2001:0DB8:0:3::1 0172

Table below describes the significant fields shown in the display.

Table 13: show bgp ipv6 community-list fields

Field

Description

BGP table version

Internal version number of the table. This number is incremented whenever the table
changes.

local router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

. show b — show cq



| show b-show cq

show bgp ipv6 community-list .

Field

Description

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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. show bgp ipv6 filter-list

show hgp ipvé6 filter-list

To display routes that conform to a specified IPv6 filter list, use the show bgp ipv6 filter-list command in user
EXEC or privileged EXEC mode.

show bgp ipv6 unicast filter-list access-list-number

Syntax Description | unicast Soecifies IPv6 unicast address prefixes.

>access-list-number | Number of an IPv6 autonomous system path access list. It can be a number from 1 to
199.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples The show bgp ipv6 filter-list command provides output similar to the show ip bgp filter-list command,

except that it is [Pv6-specific.
Examples:
The following is sample output from the show bgp ipv6 filter-list command for IPv6 autonomous

system path access list number 1:

ciscoasa# show bgp ipv6é unicast filter-list 1
BGP table version is 26, local router ID is 192.168.0.2

Status codes:s suppressed, h history, * valid, > best, i - internal
Origin codes:i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:0DB8:0:1::/64 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:1:1::/80 2001:0DB8:0:4::2 0211
*> 2001:0DB8:0:2:1::/80 2001:0DB8:0:4::2 0272
*> 2001:0DB8:0:3::/64 2001:0DB8:0:4::2 027v2
*> 2001:0DB8:0:4::/64 HH 32768 2
* 2001:0DB8:0:4::2 0272
*> 2001:0DB8:0:5::/64 HH 32768 2
* 2001:0DB8:0:4::2 021°%v
*> 2001:0DB8:0:6::1/64 HH 32768 i
*> 2030::/64 2001:0DB8:0:4::2 01
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show bgp ipv6 filter-list .

*> 2040::/64 2001:0DB8:0:4::2
*> 2050::/64 2001:0DB8:0:4::2
Table below describes the significant fields shown in the display.
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Table 14: show bgp ipv6 community-list fields

Field Description

BGP table version | Internal version number of the table. This number is incremented whenever the table
changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP

from an IGP.
Network Internet address of the network the entry describes.
Next Hop IP address of the next system that is used when forwarding a packet to the destination

network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric If shown, the value of the inter autonomous system metric.

LocPrf Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight Weight of the route as set via autonomous system filters.
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. show bgp ipv6 filter-list

Field Description

Path Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?7—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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show bgp ipv6 inconsistent-as .

show hgp ipv6 inconsistent-as

To display IPv6 Border Gateway Protocol (BGP) routes with inconsistent originating autonomous systems,
use the show bgp ipv6 inconsistent-as command in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast inconsistent-as

Syntax Description | unicast | Specifies |Pv6 unicast address prefixes.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command was added

Examples The show bgp ipv6 unicast inconsistent-as command provide output similar to the show ip bgp

inconsistent-as command, except they are IPv6-specific.
Examples

The following is sample output from the show bgp ipv6 inconsistent-as command:

ciscoasa# show bgp ipv6é unicast inconsistent-as
BGP table version is 12612, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
* 3FFE:1300::/24 2001:0DB8:0:F004::1 0 3320 293 6175 2
* 3FFE:C00:E:9::2 0 1251 4270 10318 ?
* 3FFE:3600::A 0 3462 6175 2
* 3FFE:700:20:1::11 0 293 6175 ?Table 15: show bgp

ipv6é community-list fields below describes the significant fields shown in the display.

Table 15: show bgp ipv6 community-list fields

Field Description

BGP table version | Internal version number of the table. This number is incremented whenever the table
changes.
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showb—showecq |

Field

Description

local router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes

Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBGP) session.

Origin codes

Origin of the entry. The origin code is placed at the end of each line in the table. It can
be one of the following values:

i—Entry originated from an Interior Gateway Protocol (IGP) and was advertised with a
network router configuration command.

e—Entry originated from an Exterior Gateway Protocol (EGP).

?7—Origin of the path is not clear. Usually, this is a router that is redistributed into BGP
from an IGP.

Network

Internet address of the network the entry describes.

Next Hop

IP address of the next system that is used when forwarding a packet to the destination
network. An entry of 0.0.0.0 indicates that the access server has some non-BGP route
to this network.

Metric

If shown, the value of the inter autonomous system metric.

LocPrf

Local preference value as set with the set local-preference route-map configuration
command. The default value is 100.

Weight

Weight of the route as set via autonomous system filters.

Path

Autonomous system paths to the destination network. There can be one entry in this field
for each autonomous system in the path. At the end of the path is the origin code for the
path:

i—The entry was originated with the IGP and advertised with a network router
configuration command.

e—The route originated with EGP.

?—The origin of the path is not clear. Usually this is a path that is redistributed into BGP
from an IGP.
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show bgp ipv6 neighbors .

show hgp 1pv6 neighbors

To display information about IPv6 Border Gateway Protocol (BGP) connections to neighbors, use the show
bgp ipv6 neighbor s command in user EXEC or privileged EXEC mode.

show bgp ipv6 unicast neighbors [ ipv6-address ] [ received-routes| routes | advertised-routes| paths
regular-expression ]

Syntax Description unicast Foecifies IPv6 unicast address prefixes.

ipv6-address (Optional) Address of the IPv6 BGP-speaking neighbor. If you omit this argument,
all IPv6 neighbors are displayed.

This argument must be in the form documented in RFC 2373 where the address
is specified in hexadecimal using 16-bit values between colons.

received-routes (Optional) Displays all received routes (both accepted and rejected) from the
specified neighbor.
routes (Optional) Displays all routes received and accepted. This is a subset of the output

from the received-routes keyword.

advertised-routes (Optional) Displays all the routes the networking device advertised to the neighbor.

paths regular-expression | (Optional) Regular expression used to match the paths received.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC, User
EXEC
Command History Release Modification

9.3(2) This command wasadded.

Examples The show bgp ipv6 unicast neighbor s provide output similar to the show ip bgp neighbors

command, except they are IPv6-specific.
Examples

The following is sample output from the show bgp ipv6 neighbors command:
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. show bgp ipv6 neighbors

showb—showecq |

ciscoasa# show bgp ipv6 unicast neighbors

BGP neighbor is 3FFE:700:20:1::
BGP version 4, remote router
BGP state Established,
Last read 00:00:009,
Neighbor capabilities:

Route refresh:

Received 31306 messages,
Sent 14298 messages,
Default minimum time between
For address family:
BGP table version 21880,
Index 1, Offset 0, Mask 0x2
Route refresh request:

received O,

11, remote AS 65003, external link

ID 192.168.2.27

up for 13:40:17
hold time is 180,

keepalive interval is 60 seconds

advertised and received
Address family IPv6 Unicast:
20 notifications,
1 notifications,

advertised and received

0 in queue

0 in queue
advertisement runs is 30 seconds

IPv6 Unicast
neighbor version 21880

sent 0

Community attribute sent to this neighbor
Outbound path policy configured

Incoming update prefix filter list is bgp-in
Outgoing update prefix filter list is aggregate
Route map for outgoing advertisements is uni-out

77 accepted prefixes consume
Prefix advertised 4303,

suppressed 0,
Number of NLRIs in the update sent: max 1,

4928 bytes
withdrawn 1328
min O

1 history paths consume 64 bytes

Connections established 22;
Last reset 13:47:05,

dropped 21
due to BGP Notification sent, hold time expired

Connection state is ESTAB, I/O status: 1, unread input bytes: 0

Local host: 3FFE:700:20:1::12, Local port: 55345

Foreign host: 3FFE:700:20:1::11, Foreign port: 179

Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x1A0D543C):

Timer Starts Wakeups Next

Retrans 1218 5 0x0

TimeWait 0 0 0x0

AckHold 3327 3051 0x0

SendWnd 0 0 0x0

KeepAlive 0 0 0x0

GiveUp 0 0 0x0

PmtuAger 0 0 0x0

DeadWait 0 0 0x0

iss: 1805423033 snduna: 1805489354 sndnxt: 1805489354 sndwnd: 15531
irs: 821333727 rcvnxt: 821591465 rcvwnd: 15547 delrcvwnd: 837
SRTT: 300 ms, RTTO: 303 ms, RTV: 3 ms, KRTT: O ms

minRTT: 8 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: higher precedence, nagle

Datagrams (max data segment is 1420 bytes):

Rcvd: 4252 (out of order: 0), with data: 3328, total data bytes: 257737
Sent: 4445 (retransmit: 5), with data: 4445, total data bytes: 244128

The table below describes the significant fields shown in the display.

Table 16: show bgp ipv6 community-list fields

Field Description

BGP neighbor IP address of the BGP neighbor and its autonomous system number. If
the neighbor is in the same autonomous system as the router, then the
link between them is internal; otherwise, it is considered external.

remote AS Autonomous system of the neighbor.
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show bgp ipv6 neighbors .

Field

Description

internal link

Indicates that this peer is an interior Border Gateway Protocol (iBGP)
peer.

BGP version

BGP version being used to communicate with the remote router; the
router ID (an IP address) of the neighbor is also specified.

remote router ID

A 32-bit number written as 4 octets separated by periods (dotted-decimal
format).

BGP state Internal state of this BGP connection.

up for Amount of time that the underlying TCP connection has been in
existence.

Last read Time that BGP last read a message from this neighbor.

hold time Maximum amount of time that can elapse between messages from the

peer.

keepalive interval

Time period between sending keepalive packets, which help ensure that
the TCP connection is up.

Neighbor capabilities

BGP capabilities advertised and received from this neighbor.

Route refresh

Indicates that the neighbor supports dynamic soft reset using the route
refresh capability.

Address family IPv6 Unicast

Indicates that BGP peers are exchanging IPv6 reachability information.

Received Number of total BGP messages received from this peer, including
keepalives.

notifications Number of error messages received from the peer .

Sent Total number of BGP messages that have been sent to this peer,
including keepalives.

notifications Number of error messages the router has sent to this peer.

advertisement runs

Value of the minimum advertisement interval.

For address family

Address family to which the following fields refer.

BGP table version

Internal version number of the table. This number is incremented
whenever the table changes.

neighbor version

Number used by the software to track the prefixes that have been sent
and those that must be sent to this neighbor.

Route refresh request

Number of route refresh requests sent and received from this neighbor.
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showb—showecq |

Field

Description

Community attribute (not shown in
sample output)

Appears if the neighbor send-community command is configured for
this neighbor. .

Inbound path policy (not shown in
sample output)

Indicates whether an inbound filter list or route map is configured.

Outbound path policy (not shown
in sample output)

Indicates whether an outbound filter list, route map, or unsuppress map
is configured.

bgp-in (not shown in sample output)

Name of the inbound update prefix filter list for the IPv6 unicast address
family.

aggregate (not shown in sample
output)

Name of the outbound update prefix filter list for the IPv6 unicast
address family.

uni-out (not shown in sample
output)

Name of the outbound route map for the IPv6 unicast address family.

accepted prefixes

Number of prefixes accepted.

Prefix advertised

Number of prefixes advertised.

suppressed

Number of prefixes suppressed

withdrawn

Number of prefixes withdrawn.

history paths (not shown in sample
output)

Number of path entries held to remember history.

Connections established

Number of times the router has established a TCP connection and the
two peers have agreed to speak BGP with each other.

dropped

Number of times that a good connection has failed or been taken down.

Last reset

Elapsed time (in hours:minutes:seconds) since this peering session was
last reset.

Connection state

State of the BGP Peer

unread input bytes

Number of bytes of packets still to be processed.

Local host, Local port

Peering address of the local router, plus the port.

Foreign host, Foreign port

Peering address of the neighbor.

Event Timers

Table that displays the number of starts and wakeups for each timer.

snduna Last send sequence number for which the local host sent but has not
received an acknowledgment.

sndnxt Sequence number the local host will send next.

sndwnd TCP window size of the remote host.
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show bgp ipv6 neighbors .

Field Description

irs Initial receive sequence number.

rcvnxt Last receive sequence number the local host has acknowledged.

rcvwnd TCP window size of the local host.

delrecvwnd Delayed receive window--data the local host has read from the
connection, but has not yet subtracted from the receive window the host
has advertised to the remote host. The value in this field gradually
increases until it is larger than a full-sized packet, at which point it is
applied to the revwnd field.

SRTT A calculated smoothed round-trip timeout (in milliseconds).

RTTO Round-trip timeout (in milliseconds).

RTV Variance of the round-trip time (in milliseconds).

KRTT New round-trip timeout (in milliseconds) using the Karn algorithm.
This field separately tracks the round-trip time of packets that have been
re-sent.

minRTT Smallest recorded round-trip timeout (in milliseconds) with hard wire
value used for calculation.

maxRTT Largest recorded round-trip timeout (in milliseconds).

ACK hold Time (in milliseconds) the local host will delay an acknowledgment in
order to "piggyback" data on it.

Flags IP precedence of the BGP packets.

Datagrams: Revd

Number of update packets received from neighbor.

with data Number of update packets received with data.
total data bytes Total number of bytes of data.

Sent Number of update packets sent.

with data Number of update packets with data sent.

total data bytes

Total number of data bytes.

The following is sample output from the show bgp ipv6 neighbors command with the

advertised-routes keyword:

ciscoasa# show bgp ipv6é unicast neighbors 3FFE:700:20:1::11 advertised-routes

BGP table version is 21880,

local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP,

Network

*> 2001:200::/35

3FFE:700:20:1::11

? - incomplete
Metric LocPrf Weight Path
0 293 3425 2500 i
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. show bgp ipv6 neighbors

*> 2001:208::/35 3FFE:C00:E:B::2 0 237 7610 1
*> 2001:218::/35 3FFE:C00:E:C::2 0 3748 4697 i
b

The following is sample output from the show bgp ipv6 neighbors command with the routes
keyword:

ciscoasa# show bgp ipv6 unicast neighbors 3FFE:700:20:1::11 routes
BGP table version is 21885, local router ID is 192.168.7.225

Status codes: s suppressed, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 2001:200::/35 3FFE:700:20:1::11 0 293 3425 2500 i
* 2001:208::/35 3FFE:700:20:1::11 0 293 7610 i
* 2001:218::/35 3FFE:700:20:1::11 0 293 3425 4697 i
* 2001:230::/35 3FFE:700:20:1::11 0 293 1275 3748 i

Table below describes the significant fields shown in the display.

Table 17: show bgp ipv6 neighbors advertised-routes and routes fields

Field Description

BGP table version | Internal version number of the table. This number is incremented whenever the table
changes.

local router ID A 32-bit number written as 4 octets separated by periods (dotted-decimal format).

Status codes Status of the table entry. The status is displayed at the beginning of each line in the table.
It can be one of the following values:

s—The table entry is suppressed.

h—The table entry is history.

*—The table entry is valid.

>—The table entry is the best entry to use for that network.

i—The table entry was learned via an internal BGP (iBG