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Syntax Description

Command Default

Command Modes

tog [l

When using the Modular Policy Framework, log packets that match a match command or class map by using
the log command in match or class configuration mode. This log action is available in an inspection policy
map (the policy-map type inspect command) for application traffic. To disable this action, use the no form
of this command.

log
nolog

This command has no arguments or keywords.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Match and class * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.2(1) This command was added.

An inspection policy map consists of one or more match and classcommands. The exact commands available
for an inspection policy map depends on the application. After you enter the match or class command to
identify application traffic (the class command refers to an existing class-map type inspect command that
in turn includes match commands), you can enter the log command to log all packets that match the match
command or class command.

When you enable application inspection using the inspect command in a Layer 3/4 policy map (the policy-map
command), you can enable the inspection policy map that contains this action, for example, enter the inspect
http http_policy_map command where http_policy map is the name of the inspection policy map.

The following example sends a log when packets match the http-traffic class map.

ciscoasa(config-cmap)# policy-map type inspect http http-mapl
ciscoasa (config-pmap) # class http-traffic
ciscoasa (config-pmap-c)# log

Related Commands

Commands Description

class

Identifies a class map name in the policy map.
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. log

Commands Description

class-map type inspect Creates an inspection class map to match traffic specific to an application.
policy-map Creates a Layer 3/4 policy map.

policy-map type inspect Defines special actions for application inspection.

show running-config policy-map | Display all current policy map configurations.
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log-adjacency-changes

To enable the IS-IS to send a syslog message when an NLSP IS-IS adjacency changes states (up or down),
use the log-adjacency-changes command in router isis configuration mode. To turn off this function, use the
no form of this command.

log-adjacency-changes [ all ]
no log-adjacency-changes [ all ]

Syntax Description

Command Default

Command Modes

d (Optional) Includes changes generated by non_ITH events.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
IPv6 router * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(1) This command was added.

This command allows the monitoring of IS-IS adjacency state changes. This may be very useful when
monitoring large networks. Messages are logged using the system error message facility. Messages are of the
form:

%CLNS-5-ADJCHANGE: ISIS: Adjacency to 0000.0000.0034
%CLNS-5-ADJCHANGE: ISIS: Adjacency to 0000.0000.0034

(Serial0) Up, new adjacency
(Serial0) Down, hold time expired

The following example instructs the router to log adjacency changes:

ciscoasa(config)# router isis
ciscoasa (config-router)# log-adjacency-changes

Related Commands

Command Description

advertise passive-only Configures the ASA to advertise passive interfaces.

area-passwor d Configures an IS-IS area authentication password.

authentication key Enables authentication for IS-IS globally.
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Command

Description

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-lsp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Advertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isisauthentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isis authentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isis hello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.

isishello padding

Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric

Configures the value of an IS-IS metric.
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Command Description
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-lsp-lifetime

Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

route priority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.
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Command Description

set-attached-bit Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-overload-bit Configures the ASA to signal other routers not to use it as an intermediate

hop in their SPF calculations.

show clns Shows CLNS-specific information.

show isis Shows IS-IS information.

show routeisis Shows IS-IS routes.

spf-interval Customizes IS-IS throttling of SPF calculations.
summary-address Creates aggregate addresses for IS-IS.
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log-adj-changes

To configure the router to send a syslog message when an OSPF neighbor goes up or down, use the
log-adj-changes command in router configuration mode. To turn off this function, use the no form of this
command.

log-adj-changes [ detail ]
no log-adj-changes [ detail ]

Syntax Description

Command Default

Command Modes

ddal (Optional) Sends a syslog message for each state change, not just when a neighbor goes up or down.

This command is enabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

9.0(1) Support for multiple context mode was added.

The log-adj-changes command is enabled by default; it appears in the running configuration unless removed
with the no form of the command.

The following example disables the sending of a syslog message when an OSPF neighbor goes up
or down:

ciscoasa(config) # router ospf 5
ciscoasa(config-router)# no log-adj-changes

Related Commands

Command | Description
router Enters router configuration mode.
ospf

show ospf | Displays general information about the OSPF routing processes.
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log-adjacency-changes

To configure the router to send a syslog message when an OSPFv3 neighbor goes up or down, use the
log-adjacency-changes command in IPv6 router configuration mode. To turn off this function, use the no
form of this command.

log-adjacency-changes [ detail ]
no log-adjacency-changes [ detail ]

Syntax Description

Command Default

Command Modes

ddal (Optional) Sends a syslog message for each state change, not just when a neighbor goes up or down.

This command is enabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.0(1) This command was added.

The log-adjacency-changes command is enabled by default; it appears in the running configuration unless
removed with the no form of the command.

The following example disables the sending of a syslog message when an OSPFv3 neighbor goes
up or down:

ciscoasa(config) # ipvé
router ospf 5
ciscoasa(config-router)# no log-adjacency-changes

Related Commands

Command Description
ipv6 router Enters router configuration mode.
ospf

show ipv6 ospf | Displays general information about the OSPFv3 routing processes.
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logging asdm

To send syslog messages to the ASDM log buffer, use the logging asdm command in global configuration
mode. To disable logging to the ASDM log buffer, use the no form of this command.

logging asdm [ logging_list | level ]
no logging asdm [ logging_list | level ]

Syntax Description level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

+ 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Critical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it
can render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood of
increasing the processing overhead that will affect system use.

logging_list Specifies the list that identifies the messages to send to the ASDM log buffer. For information
about creating lists, see the logging list command.

Command Default ASDM logging is disabled by default.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration
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Command History

Release Modification

Usage Guidelines

Examples

7.0(1) This command was added.

Before any messages are sent to the ASDM log buffer, you must enable logging using the logging enable
command.

When the ASDM log buffer is full, the ASA deletes the oldest message to make room in the buffer for new
messages. To control the number of syslog messages retained in the ASDM log buffer, use the logging
asdm-buffer-size command.

The ASDM log buffer is a different buffer than the log buffer enabled by the logging buffered command.

The following example shows how to enable logging, send log buffer messages of severity levels 0,
1, and 2 to the ASDM, and how to set the ASDM log buffer size to 200 messages:

ciscoasa(config)# logging enable
ciscoasa(config)# logging asdm 2
ciscoasa(config) # logging asdm-buffer-size 200
ciscoasa(config)# show logging
Syslog logging: enabled

Facility: 20

Timestamp logging: disabled

Standby logging: disabled

Deny Conn when Queue Full: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: disabled

Trap logging: disabled

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM logging: level critical, 48 messages logged

Related Commands

Command Description

clear logging asdm Clears the ASDM log buffer of all messages that it contains.

logging asdm-buffer-size | Specifies the number of ASDM messages retained in the ASDM log buffer

logging enable Enables logging.

logging list Creates a reusable list of message selection criteria.
show logging Displays the enabled logging options.

show running-config Displays the logging configuration.

logging

-
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logging asdm-buffer-size

To specify the number of syslog messages retained in the ASDM log buffer, use the logging asdm-buffer-size
command in global configuration mode. To reset the ASDM log buffer to its default size of 100 messages,
use the nNo form of this command.

loggingasdm-buffer-sizenum_of _msgs
no logging asdm-buffer-size num_of_msgs

Syntax Description

Command Default

Command Modes

num_of_msgs Specifies the number of syslog messages that the ASA retains in the ASDM log buffer.

The default ASDM syslog buffer size is 100 messages.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

When the ASDM log buffer is full, the ASA deletes the oldest message to make room in the buffer for new
messages. To control whether logging to the ASDM log buffer is enabled or to control the kind of syslog
messages retained in the ASDM log buffer, use the logging asdm command.

The ASDM log buffer is a different buffer than the log buffer enabled by the logging buffered command.

The following example shows how to enable logging, send messages of severity levels 0, 1, and 2
to the ASDM log buffer, and how to set the ASDM log buffer size to 200 messages:

ciscoasa(config

( ) # logging enable
ciscoasa (confiqg)
( )
)

logging asdm 2
ciscoasa(config logging asdm-buffer-size 200
ciscoasa(config show logging
Syslog logging: enabled

Facility: 20

Timestamp logging: disabled

Standby logging: disabled

Deny Conn when Queue Full: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: disabled

#
#
#
#
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Trap logging: disabled

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM logging: level critical, 48 messages logged

Related Commands | Command Description
clear logging asdm Clears the ASDM log buffer of all messages that it contains.
logging asdm Enables logging to the ASDM log buffer.
logging enable Enables logging.
show logging Displays the enabled logging options.
show running-config Displays the currently running logging configuration.
logging

-
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logging buffered

To enable the ASA to send syslog messages to the log buffer, use the logging buffered command in global
configuration mode. To disable logging to the log buffer, use the no form of this command.

logging buffered [ logging_list | level ]
no logging buffered [ logging_list | level ]

Syntax Description level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

+ 0 or emer gencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it
can render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood of
increasing the processing overhead that will affect system use.

logging_list Specifies the list that identifies the messages to send to the log buffer. For information about
creating lists, see the logging list command.

Command Default The defaults are as follows:

*» Logging to the buffer is disabled.
* The buffer size is 4 KB.

Command Modes
The following table shows the modes in which you can enter the command.
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

Before any messages are sent to the log buffer, you must enable logging using the logging enable command.

New messages append to the end of the buffer. When the buffer fills up, the ASA clears the buffer and continues
adding messages to it. When the log buffer is full, the ASA deletes the oldest message to make room in the
buffer for new messages. You can have buffer contents automatically saved each time the contents of the
buffer have “wrapped,” which means that all the messages since the last save have been replaced by new
messages. For more information, see the logging flash-bufferwrap and logging ftp-bufferwrap commands.

At any time, you can save the contents of the buffer to flash memory. For more information, see the logging
savelog command.

You can view syslog messages that have been sent to the buffer with the show logging command.

The following example configures logging to the buffer for severity level 0 and level 1 events:

ciscoasa(config)# logging buffered alerts
ciscoasa (config) #

The following example creates a list named” notif-list” with a maximum severity level of 7 and
configures logging to the buffer for syslog messages identified by the “notif-list” list:

ciscoasa(config)# logging list notif-list level 7
ciscoasa(config) # logging buffered notif-list
ciscoasa (config) #

Related Commands

Command Description
clear logging Clears the log buffer of all syslog messages that it contains.
buffer

logging buffer-size| Specifies log buffer size.

logging enable Enables logging.
logging list Creates a reusable list of message selection criteria.
logging savelog Saves the contents of the log buffer to flash memory.

-



| log-1Iz

logging buffer-size .

logging buffer-size

To specify the size of the log buffer, use the logging buffer-size command in global configuration mode. To
reset the log buffer to its default size of 4 KB of memory, use the no form of this command.

loggingbuffer-sizebytes
no logging buffer-size bytes

Syntax Description

Command Default

Command Modes

byes Sets the amount of memory used for the log buffer, in bytes. For example, if you specify 8192, the
ASA uses 8 KB of memory for the log buffer.

The default log buffer size is 4 KB of memory.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

To see whether the ASA is using a log buffer of a size other than the default buffer size, use the show
running-config logging command. If the logging buffer-size command is not shown, then the ASA uses a
log buffer of 4 KB.

For more information about how the ASA uses the buffer, see the logging buffered command.

The following example enables logging, enables the logging buffer, and specifies that the ASA uses
16 KB of memory for the log buffer:

ciscoasa(config)# logging enable
ciscoasa(config)# logging buffered
ciscoasa(config)# logging buffer-size 16384
ciscoasa(config) #

Related Commands

Command Description

clear logging buffer Clears the log buffer of all syslog messages that it contains.

logging buffered Enables logging to the log buffer.
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Command

Description

logging enable

Enables logging.

logging
flash-bufferwrap

Writes the log buffer to flash memory when the log buffer is full.

logging savelog

Saves the contents of the log buffer to flash memory.

-
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logging class

To configure the maximum severity level per logging destination for a message class, use the logging class
command in global configuration mode. To remove a message class severity level configuration, use the no
form of this command.

logging class class destination level [ destinationlevel . . . ]
no logging class class

Syntax Description class Specifies the message class whose maximum severity levels are configured per destination. For
valid values of class, see the “Usage Guidelines” section.

dedtination Specifies a logging destination for class. For the destination, the level determines the maximum
severity level sent to destination. For valid values of destination, see the “Usage Guidelines”
section that follows.

level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

+ 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action is needed.

« 2 or critical—Critical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it can
render the system unusable. For this reason, use debugging only to troubleshoot
specific problems or during troubleshooting sessions with Cisco technical
support staff. Also, use it during periods of lower network traffic and fewer
users. Debugging during these periods decreases the likelihood of increasing
the processing overhead that will affect system use.

Command Default By default, the ASA does not apply severity levels on a logging destination and message class basis. Instead,
each enabled logging destination receives messages for all classes at the severity level determined by the
logging list or severity level specified when you enabled the logging destination.

Command Modes
The following table shows the modes in which you may enter the command.
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration
Command History Release Modification

7.2(1) This command was added.

8.0(2) The eigrp option was added to valid class values.

8.2(1) The dap option was added to valid class values.

9.12(1) The bfd, bgp, idb, ipv6, multicast, routing, object-group-sear ch, pbr, a options was added to
valid class values

Usage Guidelines Valid values for classinclude the following:

» auth—User authentication.

» bfd—BFD Routing

» bgp—BGP Routing

* bridge—Transparent firewall.
» ca—PKI certificate authority.

» config—Command interface.

» dap—Dynamic Access Policies.

» eap—Extensible Authentication Protocol (EAP). Logs the following types of events to support Network
Admission Control: EAP session state changes, EAP status query events, and a hexadecimal dump of
EAP header and packet contents.

» eapoudp—Extensible Authentication Protocol (EAP) over UDP. Logs EAPoUDP events to support
Network Admission Control, and generates a complete record of EAPoUDP header and packet contents.

* eigr p—EIGRP routing.

* email—Email proxy.

* ha—TFailover.

* idb—Interface

* ids—Intrusion detection system.

* ip—IP stack.

* ipaa—IP address assignment

* ipv6—IPv6 Stack

-
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» multicast—Multicast Routing

» nac—Network Admission Control. Logs the following types of events: initializations, exception list
matches, ACS transactions, clientless authentications, default ACL applications, and revalidations.

» np—Network processor.

« obj ect-group-sear ch—Object group search
* ospf—OSPF routing.

* pbr—Policy Based Routing
* rip—RIP routing.

* rm—Resource Manager.

* routing—All Routing

» session—User session.

» sla—SLA Object-tracking

* sSnmp—SNMP.

* Sys—System.

» vpn—IKE and IPsec.

* vpnc—VPN client.

« vpnfo—VPN failover.

* vpnlb—VPN load balancing.

Valid logging destinations are as follows:

« asdm—To learn about this destination, see the logging asdm command.

* buffered—To learn about this destination, see the logging buffered command.
« console—To learn about this destination, see the logging console command.

* history—To learn about this destination, see the logging history command.

» mail—To learn about this destination, see the logging mail command.

» monitor—To learn about this destination, see the logging monitor command.

« trap—To learn about this destination, see the logging trap command.

Examples The following example specifies that, for failover-related messages, the maximum severity level for

the ASDM log buffer is 2 and the maximum severity level for the syslog buffer is 7:

ciscoasa(config)# logging class ha asdm 2 buffered 7
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Related Commands | Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging
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logging console

To enable the ASA to display syslog messages in console sessions, use the logging console command in
global configuration mode. To disable the display of syslog messages in console sessions, use the no form of
this command.

logging console [ logging_list | level ]
nologgingconsole

\)

Note We recommend that you do not use this command, because it may cause many syslog messages to be dropped
due to buffer overflow. For more information, see the “Usage Guidelines” section.

Syntax Description level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

* 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it
can render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood of
increasing the processing overhead that will affect system use.

logging_list Specifies the list that identifies the messages to send to the console session. For information
about creating lists, see the logging list command.

Command Default The ASA does not display syslog messages in console sessions by default.

Command Modes
The following table shows the modes in which you can enter the command.
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Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

Before any messages are sent to the console, you must enable logging using the logging enable command.

A

Caution

Examples

the most current messages easier, use the clear logging buffer command to clear the buffer.

Using the logging console command could significantly degrade system performance. Instead, use the logging
buffered command to start logging and the show logging command to view the messages. To make viewing

The following example shows how to enable syslog messages of severity levels 0, 1, 2, and 3 to
appear in console sessions:

ciscoasa(config)# logging
ciscoasa(config) # logging

ciscoasa (config) #

enable
console errors

Related Commands

Command Description

logging enable Enables logging.

logging list Creates a reusable list of message selection criteria.
show logging Displays the enabled logging options.

show running-config

logging

Displays the logging-related portion of the running configuration.
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logging debug-trace

Syntax Description

Command Default

Command Modes

To redirect debugging messages to logs as syslog message 711001 issued at severity level 7, use the logging
debug-trace command in global configuration mode. To stop sending debugging messages to logs, use the
no form of this command.

loggingdebug-trace
nologgingdebug-trace

This command has no arguments or keywords.

By default, the ASA does not include debugging output in syslog messages.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

Debugging messages are generated as severity level 7 messages. They appear in logs with the syslog message
number 711001, but do not appear in any monitoring session.

The following example shows how to enable logging, send log messages to the system log buffer,
redirect debugging output to logs, and turn on debugging of disk activity.

ciscoasa(config)# logging enable
ciscoasa(config)# logging buffered
ciscoasa (config)# logging debug-trace
ciscoasa(config)# debug disk filesystem

The following is sample output of a debugging message that could appear in the logs:

$ASA-7-711001: IFS: Read: fd 3, bytes 4096

Related Commands

Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.
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Command

Description

show running-config
logging

Displays the logging-related portion of the running configuration.
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logging debug-trace persistent

Syntax Description

Command Default

Command Modes

To enable debug syslogs active in a particular session to be logged, even after the session ends, use the logging
debug-trace persistent command in the global configuration mode. To disable a specific persistent debug
configuration, use the No form of this command. This will clear it from the local session and also from persistent
debugs.

loggingdebug-tr aceper sistent
nologgingdebug-traceper sistent

This command has no arguments or keywords.
By default, when a session ends, all the debug commands enabled in that particular session no longer exist in

the configuration and hence are no longer logged on to a syslog server.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.5(2) This command was added.

When the logging debug-trace persistent command is enabled, any debug command entered from any session
is saved globally and is visible from all sessions. This command gets saved to running configurations and
across reboots.

The following example shows how to enable logging, send log messages to the system log buffer,
redirect debugging output to logs, and turn on persistent debugging of disk activity.

ciscoasa(config)# logging enable
ciscoasa(config)# logging buffered
ciscoasa(config)# logging debug-trace persistent
ciscoasa(config)# debug disk filesystem

The following is sample output of a debugging message that could appear in the logs:

$ASA-7-711001: IFS: Read: fd 3, bytes 4096
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Related Commands | Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging
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logging device-id

To configure the ASA to include a device ID in non-EMBLEM-format syslog messages, use the logging
device-id command in global configuration mode. To disable the use of a device ID, use the no form of this
command.

logging device-id { cluster-id | context-name | hostnameipaddressinterface name [ system ] | string

text }
no logging device-id { cluster-id | context-name | hostname ipaddressinterface name [ system ] |
string text }
Syntax Description  cluster-id Specifies the unique name of an individual ASA unit in the cluster as the device
ID.
hosthame Specifies the hostname of the ASA as the device ID.
ipaddress Specifies the device ID or the IP address of the interface in interface_name. If you
interface_name use the ipaddress keyword, syslog messages sent to an external server include the
IP address of the interface specified, regardless of which interface the ASA uses to
send the log data to the external server.
string text Specifies the characters included in text as the device ID, which can be up to 16
characters long. You cannot use white space characters or any of the following
characters:
* &—ampersand
» '—single quote
+ "—double quote
+ <—Iess than
« >—greater than
* ?—question mark
system (Optional) In the cluster environment, dictates that the device ID becomes the system
IP address on the interface.
Command Default No default behaviors or values.

Command Modes
The following table shows the modes in which you can enter the command.
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

9.0(1) The cluster-id and system keywords have been added.

If you use the ipaddress keyword, the device ID becomes the specified ASA interface IP address, regardless
of the interface from which the message is sent. This keyword provides a single, consistent device ID for all
messages that are sent from the device. If you use the System keyword, the specified ASA uses the system
IP address instead of the local IP address of the unit in a cluster. The cluster-id and system keywords apply
to the ASA 5580 and 5585-X only.

The following example shows how to configure a host named “secappl-1":

ciscoasa(config) # logging device-id hostname
ciscoasa(config)# show logging

Syslog logging: disabled

Facility: 20

Timestamp logging: disabled

Standby logging: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: level informational, 991 messages logged
Trap logging: disabled

History logging: disabled

Device ID: hostname "secappl-1"

The hostname appears at the beginning of syslog messages, as shown in the following message:

secappl-1 %ASA-5-111008: User 'enable 15' executed the 'logging buffer-size 4096' command.

Related Commands

Command Description

logging enable Enables logging.

show logging Displays the enabled logging options.

show running-config Displays the logging-related portion of the running configuration.
logging
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logging emblem

Syntax Description

Command Default

Command Modes

To use the EMBLEM format for syslog messages sent to destinations other than a syslog server, use the
logging emblem command in global configuration mode. To disable the use of EMBLEM format, use the no
form of this command.

loggingemblem
nologgingemblem

This command has no arguments or keywords.

By default, the ASA does not use EMBLEM format for syslog messages.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was changed to be independent of the logging host command.

The logging emblem command lets you to enable EMBLEM-format logging for all logging destinations other
than syslog servers. If you also enable the logging timestamp keyword, the messages with a time stamp are
sent.

To enable EMBLEM-format logging for syslog servers, use the format emblem option with the logging host
command.

N\

Note

The timestamp string for the emblem format does not include the year. To have the year displayed in the
eventing syslog, you can enable timestamp as per RFC 5424 using the logging timestamp rfc5424 command.
Following is a sample output with RFC 5424 format:

<166>2018-06-27T12:17:46Z asa :

from src interface

$ASA-6-110002: Failed to locate egress interface for protocol
:src IP/src port to dest IP/dest port

Alternatively, you can use the logging device-id command.

The following example shows how to enable logging and enable the use of EMBLEM-format for
logging to all logging destinations except syslog servers:
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ciscoasa(config)# logging enable
ciscoasa(config)# logging emblem
ciscoasa (config) #

Related Commands Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging
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logging enable

To enable logging for all configured output locations, use the logging enable command in global configuration
mode. To disable logging, use the no form of this command.

Syntax Description

Command Default

Command Modes

loggingenable

nologgingenable

This command has no arguments or keywords.

Logging is disabled by default.

The following table shows the modes in which you can enter the command.

logging enable .

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was changed from the logging on command.

The logging enable command allows you to enable or disable sending syslog messages to any of the supported

logging destinations. You can stop all logging with the no logging enable command.

You can enable logging to individual logging destinations with the following commands:

* logging asdm

* logging buffered

« logging console

* logging history

* logging mail

» logging monitor

* logging trap

The following example shows how to enable logging. The output of the show logging command
illustrates how each possible logging destination must be enabled separately:

ciscoasa
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(config) #

logging enable

ciscoasa

(config) #

show logging

Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: disabled
History logging: disabled
Device ID: disabled
Mail logging: disabled
ASDM logging: disabled

Related Commands Command Description
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging

-
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logging facility

To specify the logging facility used for messages sent to syslog servers, use the logging facility command in
global configuration mode. To reset the logging facility to its default of 20, use the no form of this command.

loggingfacilityfacility
nologgingfacility

Syntax Description

Command Default

Command Modes

facility Specifies the logging facility; valid values are 16 through 23.

The default facility is 20 (LOCAL4).

The following table shows the modes in which you can enter the command, with the exceptions noted in the
Syntax Description section.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

Syslog servers file messages based on the facility number in the message. There are eight possible facilities:
16 (LOCALO) through 23 (LOCALY).

The following example shows how to specify that the ASA indicate the logging facility as 16 in
syslog messages. The output of the show logging command includes the facility being used by the
ASA:

ciscoasa(config)# logging facility 16
ciscoasa(config)# show logging
Syslog logging: enabled
Facility: 16
Timestamp logging: disabled
Standby logging: disabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled
Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3
History logging: disabled
Device ID: 'inside' interface IP address "10.1.1.1"
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Mail logging: disabled
ASDM logging: disabled

Related Commands | Command Description
logging enable Enables logging.
logging host Defines a syslog server.
logging trap Enables logging to syslog servers.
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging
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logging flash-bufferwrap

Syntax Description

Command Default

Command Modes

To enable the ASA to write the log buffer to flash memory every time the buffer is full of messages that have
never been saved, use the logging flash-bufferwrap command in global configuration mode. To disable
writing of the log buffer to flash memory, use the no form of this command.

loggingflash-bufferwrap
nologgingflash-bufferwrap

This command has no arguments or keywords.
The defaults are as follows:
*» Logging to the buffer is disabled.
» Writing the log buffer to flash memory is disabled.
* The buffer size is 4 KB.
* Minimum free flash memory is 3 MB.

* Maximum flash memory allocation for buffer logging is 1 MB.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

For the ASA to write the log buffer to flash memory, you must enable logging to the buffer; otherwise, the
log buffer never has data to be written to flash memory. You can enable logging to the buffer, using the logging
buffered command. However, if the configured logging buffer size is more than 2MB, the internal log buffer
will not be written to flash memory.

While the ASA writes log buffer contents to flash memory, it continues storing any new event messages to
the log buffer.

The ASA creates log files with names that use a default time-stamp format, as follows:

LOG-YYYY
-MM
-DD
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—HHMMSS
. TXT

where YYYY is the year, MM is the month, DD is the day of the month, and HHMMSS s the time in hours,
minutes, and seconds.

The availability of flash memory affects how the ASA saves syslog messages using the logging
flash-bufferwrap command. For more information, see the logging flash-maximume-allocation and the
logging flash-minimum-free commands.

Examples The following example shows how to enable logging, enable the log buffer, and enable the ASA to

write the log buffer to flash memory:

ciscoasa(config)# logging enable
ciscoasa(config) # logging buffered
ciscoasa(config) # logging flash-bufferwrap

Related Commands | Command Description

clear logging Clears the log buffer of all syslog messages that it contains.
buffer

copy Copies a file from one location to another, including to a TFTP or FTP server.

delete Deletes a file from the disk partition, such as saved log files.

logging buffered | Enables logging to the log buffer.

logging buffer-size| Specifies log buffer size.
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logging flash-maximum-allocation

To specify the maximum amount of flash memory that the ASA uses to store log data, use the logging
flash-maximum-allocation command in global configuration mode. To reset the maximum amount of flash
memory used for this purpose to its default size of 1 MB of flash memory, use the no form of this command.

loggingflash-maximum-allocationkbytes
nologgingflash-maximum-allocationkbytes

Syntax Description

Command Default

Command Modes

Kotes The largest amount of flash memory, in kilobytes, that the ASA can use to save log buffer data.

The default maximum flash memory allocation for log data is 1 MB.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

This command determines how much flash memory is available for the logging savelog and logging
flash-bufferwrap commands.

If a log file to be saved by logging savelog or logging flash-bufferwrap causes flash memory use for log
files to exceed the maximum amount specified by the logging flash-maximume-allocation command, the
ASA deletes the oldest log files to free sufficient memory for the new log file. If there are no files to delete
or if, after all old files are deleted, free memory is too small for the new log file, the ASA fails to save the
new log file.

To see whether the ASA has a maximum flash memory allocation of a size different than the default size, use
the show running-config logging command. If the logging flash-maximum-allocation command is not
shown, then the ASA uses a maximum of 1 MB for saved log buffer data. The memory allocated is used for
both the logging savelog and logging flash-bufferwrap commands.

For more information about how the ASA uses the log buffer, see the logging buffered command.

The following example shows how to enable logging, enable the log buffer, enable the ASA to write
the log buffer to flash memory, with the maximum amount of flash memory used for writing log
files set to approximately 1.2 MB of memory:
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ciscoasa(config)# logging enable

ciscoasa(config) # logging buffered

ciscoasa(config) # logging flash-bufferwrap
ciscoasa(config)# logging flash-maximum-allocation 1200
ciscoasa(config) #

Related Commands | Command Description
clear logging buffer Clears the log buffer of all syslog messages it contains.
logging buffered Enables logging to the log buffer.
logging enable Enables logging.

logging flash-bufferwrap | Writes the log buffer to flash memory when the log buffer is full.

logging Specifies the minimum amount of flash memory that must be available for the
flash-minimum-free ASA to permit writing of the log buffer to flash memory.
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logging flash-minimum-free

To specify the minimum amount of free flash memory that must exist before the ASA saves a new log file,
use the logging flash-minimum-free command in global configuration mode. To reset the minimum required
amount of free flash memory to its default size of 3 MB, use the no form of this command.

loggingflash-minimum-freekbytes
nologgingflash-minimum-fr eekbytes

Syntax Description

Command Default

Command Modes

Kotes The minimum amount of flash memory, in kilobytes, that must be available before the ASA saves a
new log file.

The default minimum free flash memory is 3 MB.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

The logging flash-minimum-free command specifies how much flash memory the logging savel og and logging
flash-bufferwrap commands must preserve at all times.

If alog file to be saved by logging savelog or logging flash-bufferwrap would cause the amount of free flash
memory to fall below the limit specified by the logging flash-minimum-free command, the ASA deletes the
oldest log files to ensure that the minimum amount of memory remains free after saving the new log file. If
there are no files to delete or if, after all old files are deleted, free memory would still be below the limit, the
ASA fails to save the new log file.

The following example shows how to enable logging, enable the log buffer, enable the ASA to write
the log buffer to flash memory, and specifies that the minimum amount of free flash memory must
be 4000 KB:

ciscoasa(config)# logging enable
ciscoasa(config) # logging buffered
ciscoasa(config)# logging flash-bufferwrap
ciscoasa(config) # logging flash-minimum-free 4000
ciscoasa (config) #
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Related Commands | Command Description
clear logging buffer Clears the log buffer of all syslog messages that it contains.
logging buffered Enables logging to the log buffer.
logging enable Enables logging.
logging flash-bufferwrap Writes the log buffer to flash memory when the log buffer is full.
logging flash-maximum-allocation | Specifies the maximum amount of flash memory that can be used for
writing log buffer contents.
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logging flow-export-syslogs

To enable or disable all of the syslog messages that NetFlow captures, use the logging flow-export-syslogs
command in global configuration mode.

logging flow-export-syslogs { enable | disable }

Syntax Description

Command Default

Command Modes

enable Enables all of the syslog messages that Netflow captures.

dissble Disables all of the syslog messages that Netflow captures.

By default, all syslogs that are captured by NetFlow are enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

8.1(1) This command was added.

If the security appliance is configured to export NetFlow data, to improve performance, we recommend that
you disable redundant syslog messages (those also captured by NetFlow) by entering the logging
flow-export-syslogs disable command. The syslog messages that will be disabled are as follows:

Syslog Message | Description

106015 A TCP flow was denied because the first packet was not a SYN packet.

106023 A flow that is denied by an ingress ACL or an egress ACL that is attached to an interface
through the access-group command.

106100 A flow that is permitted or denied by an ACL.

302013 and 302014 | A TCP connection and deletion.

302015 and 302016 | A UDP connection and deletion.

302017 and 302018 | A GRE connection and deletion.

302020 and 302021 | An ICMP connection and deletion.
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Syslog Message | Description

313001 An ICMP packet to the security appliance was denied.
313008 An ICMPv6 packet to the security appliance was denied.
710003 An attempt to connect to the security appliance was denied.

)

Note  Although this is a configuration mode command, it is not stored in the configuration. Only the no logging
message XXxXxxX commands are stored in the configuration.

Examples The following example shows how to disable redundant syslog messages that NetFlow captures and
the sample output that appears:

ciscoasa(config) # logging flow-export-syslogs disable
ciscoasa(config) # show running-config logging

no logging message xxxxxl

no logging message xxxxx2

where the 0xx1 and Xxxxx2 are syslog messages that are redundant because the same information
has been captured through NetFlow. This command is like a command alias, and will convert to a
batch of no logging message xxxxxx commands. After you have disabled the syslog messages, you
can enable them individually with the logging message Xxxxxx command, where XXXXXX is the
specific syslog message number.

Related Commands | Commands Description

flow-export destination Specifies the IP address or hostname of the NetFlow collector, and the
UDP port on which the NetFlow collector is listening.

flow-export templatetimeout-rate| Controls the interval at which the template information is sent to the
NetFlow collector.

show flow-export counters Displays a set of runtime counters for NetFlow.
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logging from-address

To specify the sender e-mail address for syslog messages sent by the ASA, use the logging from-address
command in global configuration mode. All sent syslog messages appear to come from the address you specify.
To remove the sender e-mail address, use the no form of this command.

loggingfrom-addr essfrom-email-address
no logging from-addr ess from-email-address

Syntax Description from-email-address Source e-mail address, that is, the e-mail address that syslog messages appear to come
from (for example, cdb@example.com).

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification

7.0(1) This command was added.

Usage Guidelines Sending syslog messages by e-mail is enabled by the logging mail command.

The address specified with this command need not correspond to an existing e-mail account.

Examples To enable logging and set up the ASA to send syslog messages by e-mail, use the following criteria:

* Send messages that are critical, alerts, or emergencies.
* Send messages using ciscosecurityappliance@example.com as the sender address.
* Send messages to admin@example.com.

* Send messages using SMTP, the primary servers pri-smtp-host, and secondary server
sec-smtp-host.

Enter the following commands:

ciscoasa
(config) #
logging enable
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ciscoasa

(config) #

logging mail critical

ciscoasa

(config) #

logging from-address ciscosecurityappliance@example.com
ciscoasa

(config) #

logging recipient-address admin@example.com
ciscoasa

(config) #

smtp-server pri-smtp-host sec-smtp-host

Related Commands | Command Description
logging enable Enables logging.
logging mail Enables the ASA to send syslog messages by e-mail and determines which

messages are sent by e-mail.

logging Specifies the e-mail address to which syslog messages are sent.
recipient-address

smtp-server Configures an SMTP server.

show logging Displays the enabled logging options.
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logging ftp-bufferwrap

Syntax Description

Command Default

Command Modes

To enable the ASA to send the log buffer to an FTP server every time the buffer is full of messages that have
never been saved, use the logging ftp-bufferwrap command in global configuration mode. To disable sending
the log buffer to an FTP server, use the no form of this command.

loggingftp-bufferwrap
no logging ftp-bufferwrap

This command has no arguments or keywords.

The defaults are as follows:
*» Logging to the buffer is disabled.
* Sending the log buffer to an FTP server is disabled.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

When you enable logging ftp-bufferwrap, the ASA sends log buffer data to the FTP server that you specify
with the logging ftp-server command. While the ASA sends log data to the FTP server, it continues storing
any new event messages to the log buffer.

For the ASA to send log buffer contents to an FTP server, you must enable logging to the buffer; otherwise,
the log buffer never has data to be written to flash memory. To enable logging to the buffer, use the logging
buffered command.

The ASA creates log files with names that use a default time-stamp format, as follows:

LOG-YYYY
-MM

-DD
—-HHMMSS
.TXT

where YYYY is the year, MM is the month, DD is the day of the month, and HHMMSS s the time in hours,
minutes, and seconds.
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Examples The following example shows how to enable logging, enable the log buffer, specify an FTP server,

and enable the ASA to write the log buffer to an FTP server. The example specifies an FTP server
whose hostname is logserver-352. The server can be accessed with the username, logsupervisor and
password, 1luvMy10gs. Log files are to be stored in the /syslogs directory:

ciscoasa(config)# logging enable

ciscoasa(config) # logging buffered

ciscoasa (config)# logging ftp-server logserver-352 /syslogs logsupervisor 1lluvMylOgs
ciscoasa(config) # logging ftp-bufferwrap

ciscoasa(config) #

Related Commands | Command Description

clear logging Clears the log buffer of all syslog messages that it contains.
buffer

logging buffered | Enables logging to the log buffer.

logging buffer-size| Specifies log buffer size.

logging enable Enables logging.

logging ftp-server | Specifies FTP server parameters for use with the logging ftp-bufferwrap command.
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logging ftp-server

To specify details about the FTP server that the ASA sends log buffer data to when logging ftp-bufferwrap

is enabled, use the logging ftp-server command in global configuration mode. To remove all details about
an FTP server, use the no form of this command.

logging ftp-server ftp_server path username [ 0| 8 1 password
no logging ftp-server ftp_server path username [ 0| 8 ] password

Syntax Description 0 (Optional) Specifies that an unencrypted (clear text) user password will follow.

8 (Optional) Specifies that an encrypted user password will follow.

ftp-server  External FTP server IP address or hostname.

Note If you specify a hostname, be sure that DNS is operating correctly on your network.

pessmord The password for the username specified, which can be up to 64 characters long.

path Directory path on the FTP server where the log buffer data is to be saved. This path is relative to
the FTP root directory. For example:

/security appliances/syslogs/appliancel(7

usrname A username that is valid for logging in to the FTP server.

Command Default No FTP server is specified by default.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes
configuration
Command History Release Modification

7.0(1) This command was added.

8.3(1) Support for password encryption was added.

Usage Guidelines You can only specify one FTP server. If a logging FTP server is already specified, using the logging ftp-server
command replaces this FTP server configuration with the new one that you enter.
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The ASA does not verify the FTP server information that you specify. If you misconfigure any of the details,
the ASA fails to send log buffer data to the FTP server.

During bootup or upgrade of the ASA, single-digit passwords and passwords starting with a digit followed
by a whitespace are not supported. For example, 0 pass and 1 are invalid passwords.

The following example shows how to enable logging, enable the log buffer, specify an FTP server,
and enable the ASA to write the log buffer to an FTP server. This example specifies an FTP server
whose hostname is logserver. The server can be accessed with the username, userl and password,
passl. Log files are to be stored in the /pathl directory:

ciscoasa(config)# logging enable

ciscoasa(config) # logging buffered

ciscoasa (config)# logging ftp-server logserver /pathl userl passl
ciscoasa(config) # logging ftp-bufferwrap

The following example shows how to enter an encrypted password:

ciscoasa (config)# logging ftp-server logserver /pathl userl 8
JPAGWzIIFV1heXv2I9nglfytOzHU

The following example shows how to enter an unencrypted (clear text) password:

ciscoasa(config) # logging ftp-server logserver /pathl userl 0 passl

Related Commands

Command Description

clear logging buffer | Clears the log buffer of all syslog messages that it contains.

logging buffered Enables logging to the log buffer.

logging buffer-size Specifies log buffer size.

logging enable Enables logging.

logging Sends the log buffer to an FTP server when the log buffer is full.
ftp-bufferwrap
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logging hide username

To hide usernames (for example, “*****”) in syslogs when the username’s validity is unknown, use the
logging hide username command in global configuration mode. To see these usernames, use the no form of
this command.

logginghideusername
no logging hide username

Syntax Description

This command has no arguments or keywords.

Command Default

The default is to hide usernames.

Command Modes

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Release Modification

9.3(3) This command was added.

Usage Guidelines

Examples

The logging hide username command allows you to hide usernames in syslogs until they are verified as
valid.

\}

Note

This command is not available in Version 9.4(1).

The following example shows how to hide usernames in syslogs until they are verified as valid:

ciscoasa(config)# logging hide username
ciscoasa# show logging
Syslog logging: enabled

Hide Username logging: enabled | disabled

Related Commands

Command Description

logging enable Enables logging.
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Command Description

show logging Displays the enabled logging options.

show running-config Displays the logging-related portion of the running configuration.
logging
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logging history

To enable SNMP logging and specify which messages are to be sent to SNMP servers, use the logging history
command in global configuration mode. To disable SNMP logging, use the no form of this command.

logging history [ rate-limit number interval level level | logging list | level ]
no logging history

Syntax Description  interval Specifies the logging interval in seconds (under rate-limit) and thereby limiting the rate at
which logs are forwarded to SNMP. If you set the logging rate-limit command, it takes
precedence over this setting.

level Specifies the logging level for history rate-limit. The messages that are forwarded to SNMP
are limited to the specified syslog level.

level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

+ 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

2 or critical—Critical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or informational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it
can render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood
of increasing the processing overhead that will affect system use.

logging_list Specifies the list that identifies the messages to send to the SNMP server. For information about
creating lists, see the logging list command.

number When using rate-limit, specify the number of messages to be logged for the interval period.

rate-limit  Limits the logs that are forwarded to SNMP. Specify rate-limit, in seconds for logging the
syslog.

Command Default The ASA does not log to SNMP servers by default.
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Command Modes

The following table shows the modes in which you can enter the command.
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Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Examples

Release Modification

7.0(1) This command was added.

9.20(1) The rate-limit keyword was added to rate limit the logs sent to SNMP.

The logging history command allows you to enable logging to an SNMP server and to set the SNMP message

level or event list.

The following example shows how to enable SNMP logging and specify that messages of severity
levels 0, 1, 2, and 3 are sent to the SNMP server configured:

ciscoasa(config
ciscoasa(config
ciscoasa (config
ciscoasa (config
ciscoasa(config

) #
) #
) #
) #
) #

logging enable
snmp-server host infrastructure 10.2.3.7 trap community gam327
snmp-server enable traps syslog
logging history errors

The following example rate limits critical syslogs sent to SNMP to 15 messages/15 seconds.

ciscoasa(config) # logging history rate-limit 15 15 level critical

Use the no logging history command to mitigate memory leakage of your device. This command does not
impact the regular logging to the syslog server.

Related Commands

Command Description

logging enable Enables logging.

logging list Creates a reusable list of message selection criteria.

show logging Displays the enabled logging options.

show running-config Displays the logging-related portion of the running configuration.
logging

snmp-server Specifies SNMP server details.
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logging host

To define a syslog server, use the logging host command in global configuration mode. To remove a syslog
server definition, use the no form of this command.

logging host .

logging host interface name syslog_ip [ tcp [ /port] | udp [/port] 1 [ format emblem ] ] [ secure
[ reference-identity reference_identity name ] ]
no logging host interface name syslog_ip [ tcp [/port] | udp [ /port] [ format emblem ] ] [ secure
[ reference-identity reference_identity name ] ]

Syntax Description

Command Default

format emblem

(Optional) Enables EMBLEM format logging for the syslog server.
EMBLEM-format logging is available for UDP syslog messages only.

interface_name

Specifies the interface on which the syslog server resides.

port

Indicates the port that the syslog server listens to for messages. Valid port values
are 1025-65535 for either protocol. If you enter zero as a port number, or use an
invalid character or symbol, an error occurs.

secure

(Optional) Specifies that the connection to the remote logging host should use
SSL/TLS. This option is valid only if the protocol selected is TCP.

Note A secure logging connection can only be established with an SSL/TLS-
capable syslog server. If an SSL/TLS connection cannot be established,
all new connections will be denied. You may change this default
behavior by entering the logging per mit-hostdown command.

syslog_ip

Specifies the IP address (IPv4 or IPv6) of the syslog server.

tcp

Specifies that the ASA should use TCP to send messages to the syslog server.

udp

Specifies that the ASA should use UDP to send messages to the syslog server.

reference_identity _name

Specifies the name of the reference identity object that enables RFC 6125 reference
identity checks for additional security. Identity checks on the received server
certificate are based on this previously configured reference identity object

timestamp [ legacy |
rfcs5424 ]

(Optional) Enables the timestamp format, which can be specified in legacy format
or in RFC5424 format (yyyy-MM-THH:mm:ssZ, where the letter Z indicates the
UTC time zone) .

The default protocol is UDP.

The default setting for the format emblem option is false.

The default setting for the secure option is false.

The default port numbers are as follows:

« UDP—514
* TCP —1470

o W



log-1z |
. logging host

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification
7.0 This command was added.

8.0(2) The securekeyword was added.

8.4(1) Connection blocking can be enabled and disabled.

9.6.2  Added reference-identity option.

9.7(1)  You can now use IPv6 addresses for syslog servers. If you have a directly-connected syslog server,
you can use a /31 subnet on the ASA and syslog server to create a point-to-point connection.

Usage Guidelines The logging host syslog_ip format emblem command allows you to enable EMBLEM-format logging for
each syslog server. EMBLEM-format logging is available for UDP syslog messages only. If you enable
EMBLEM-format logging for a particular syslog server, then the messages are sent to that server. If you use
the logging timestamp command, the messages with a time stamp are also sent.

You can use multiple logging host commands to specify additional servers that would all receive the syslog
messages. However, you can only specify a server to receive either UDP or TCP syslog messages, not both.

If the presented identity in the server certificate cannot be matched against the configured r eference-identity,
the connection is not established and an error is logged.

The default setting for connection blocking is on when the logging host command has been configured to use
TCP to send messages to a syslog server. If a TCP-based syslog server is configured, you can disable connection
blocking with the logging per mit-hostdown command.

\)

Note  When the tcp option is used in the logging host command, the ASA will drop connections across the firewall
if the syslog server is unreachable.

You can display only the port and protocol values that you previously entered by using the show
running-config logging command and finding the command in the listing—TCP is listed as 6, and UDP is
listed as 17. TCP ports work only with the syslog server. The port must be the same port on which the syslog
server listens.

N

Note An error message occurs if you try to use the logging host command and the secure keyword with UDP.
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Examples

Sending syslogs over TCP is not supported on a standby ASA.

logging host .

The following examples show how to send syslog messages of severity levels 0, 1,2, and 3to a

syslog server on the inside interface that uses the default protocol and port number:

ciscoasa(config)# logging enable
ciscoasa(config)# logging host inside 10.2.2.3
ciscoasa(config) # logging trap errors
ciscoasa(config) #
ciscoasa(config)# logging enable
ciscoasa(config) # logging host inside 2001:192:168:88::111
ciscoasa(config)# logging trap errors
ciscoasa (config) #
Related Commands | Command Description
logging enable Enables logging.
logging trap Enables logging to syslog servers.
show logging Displays the enabled logging options.

show running-config

logging

Displays the logging-related portion of the running configuration.
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logging list

To create a logging list to use in other commands to specify messages by various criteria (logging level, event
class, and message IDs), use the logging list command in global configuration mode. To remove the list, use
the no form of this command.

logging list name { level level [ classevent class] | messagestart id [ -end_id ] }
no logging list name

Syntax Description  classevent_class (Optional) Sets the class of events for syslog messages. For the level specified, only
syslog messages of the class specified are identified by the command. See the “Usage
Guidelines” section for a list of classes.

level level Sets the maximum severity level for syslog messages. For example, if you set the severity
level to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You
can specify either the number or the name, as follows:

« 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or error s—Error conditions.

* 4 or war nings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process,
it can render the system unusable. For this reason, use debugging only
to troubleshoot specific problems or during troubleshooting sessions
with Cisco technical support staff. Also, use it during periods of lower
network traffic and fewer users. Debugging during these periods
decreases the likelihood of increasing the processing overhead that
will affect system use.

message start_id Specified a message ID or range of IDs. To look up the default level of a message, use

[-end_id ] the show logging command or see the syslog messages guide.
name Sets the logging list name.
Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command.
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration
Command History Release Modification
7.2(1) This command was added.
Usage Guidelines Logging commands that can use lists are the following:

* logging asdm

* logging buffered
* logging console
* logging history
* logging mail

* logging monitor

* logging trap

Possible values for the event_class include the following:

» auth—User authentication.
* bridge—Transparent firewall.
» ca—PKI certificate authority.

» config—Command interface.

» eap—Extensible Authentication Protocol (EAP). Logs the following types of events to support Network
Admission Control: EAP session state changes, EAP status query events, and a hexadecimal dump of

EAP header and packet contents.

« eapoudp—Extensible Authentication Protocol (EAP) over UDP. Logs EAPoUDP events to support
Network Admission Control, and generates a complete record of EAPoUDP header and packet contents.

* email—Email proxy.
» ha—Failover.
* ids—Intrusion detection system.

e ip—IP stack.

» nac—Network Admission Control. Logs the following types of events: initializations, exception list
matches, ACS transactions, clientless authentications, default ACL applications, and revalidations.

* np—Network processor.
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* ospf—OSPF routing.

* rip—RIP routing.

* session—User session.
* sSnmp—SNMP.

* Sys—System.

* vpn—IKE and IPSec.

* vpnc—VPN client.

» vpnfo—VPN failover.

* vpnlb—VPN load balancing.

The following example shows how to use the logging list command:

ciscoasa(config)# logging list my-list 100100-100110

( )
ciscoasa(config) # logging list my-list level critical
( )
( )

ciscoasa(config) # logging list my-list level warning class vpn
ciscoasa(config)# logging buffered my-list

The preceding example states that syslog messages that match the criteria specified will be sent to
the logging buffer. The criteria specified in this example are:

* Syslog message IDs that fall in the range of 100100 to 100110
+ All syslog messages with critical level or higher (emergency, alert, or critical)

» All VPN class syslog messages with warning level or higher (emergency, alert, critical, error,
or warning)

If a syslog message satisfies any one of these conditions, it is logged to the buffer.

N

log-1z |

Note When you design list criteria, the criteria can specify overlapping sets of messages. Syslog messages
matching more than one set of criteria are logged normally.
Related Commands | Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging
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logging mail

To enable the ASA to send syslog messages by e-mail and to determine which messages are sent by e-mail,
use the logging mail command in global configuration mode. To disable e-mailing of syslog messages, use
the no form of this command.

logging mail [ logging_list | level ]
no logging mail [ logging_list | level ]

Syntax Description level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

+ 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it can
render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood of
increasing the processing overhead that will affect system use.

logging lig Specifies the list that identifies the messages to send to the e-mail recipient. For information
about creating lists, see the logging list command.

Command Default Logging to e-mail is disabled by default.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
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Command History Release Modification
7.0(1) This command was added.
Usage Guidelines E-mailed syslog messages appear in the subject line of the e-mails sent.
Examples To set up the ASA to send syslog messages by e-mail, use the following criteria:
» Send messages that are critical, alerts, or emergencies.
*» Send messages using ciscosecurityappliance@example.com as the sender address.
* Send messages to admin@example.com.
* Send messages using SMTP, the primary servers pri-smtp-host, and secondary server
sec-smtp-host.
Enter the following commands:
ciscoasa
(config) #
logging mail critical
ciscoasa
(config) #
logging from-address ciscosecurityappliance@example.com
ciscoasa
(config) #
logging recipient-address admin@example.com
ciscoasa
(config) #
smtp-server pri-smtp-host sec-smtp-host
Related Commands | Command Description
logging enable Enables logging.
logging from-address | Specifies the e-mail address from which e-mailed syslog messages appear to
come.
logging list Creates a reusable list of message selection criteria.
logging Specifies the e-mail address to which e-mailed syslog messages are sent.
recipient-address
smtp-server Configures an SMTP server.
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logging message

To enable logging of a syslog message, or to change the level of a message, use the l0gging message command
in global configuration mode. To disable logging of a message, or to set it to its default level, use the no form
of this command.

logging message syslog_id [ level level | standby ]
no logging message syslog_id [ level level | standby ]

Syntax Description level (Optional) Sets the severity level for the specified syslog message. You can specify either the
level number or the name, as follows:

« 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or error s—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or informational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it can
render the system unusable. For this reason, use debugging only to troubleshoot
specific problems or during troubleshooting sessions with Cisco technical
support staff. Also, use it during periods of lower network traffic and fewer
users. Debugging during these periods decreases the likelihood of increasing
the processing overhead that will affect system use.

To look up the default level of a message, use the show logging command or see the syslog
messages guide.

syslog_id The ID of the syslog message that you want to enable or disable or whose severity level you want
to modify.

standby (Optional) Specify the no form of the command with the standby keyword to block specific
syslog messages from being generated on a standby unit.

Command Default By default, all syslog messages are enabled and the severity levels of all messages are set to their default
levels.

Command Modes
The following table shows the modes in which you can enter the command.
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

9.4(1) The standby keyword was added.

You can use the logging message command for these purposes:

* To specify whether a message is enabled or disabled.
* To disable generation of a syslog message on the standby unit.

* To set the severity level of a message.

You can use the show logging command to determine the level currently assigned to a message and whether
the message is enabled.

To prevent the ASA from generating a particular syslog message, use the no form of the logging message
command (without the level keyword) in global configuration mode. To let the ASA generate a particular
syslog message, use the logging message command (without the level keyword). You can use these two
versions of the logging message command in parallel.

The series of commands in the following example show the use of the logging message command
to specify both whether a message is enabled and the severity level of the message:

ciscoasa(config) # show logging message 403503

syslog 403503: default-level errors (enabled)

ciscoasa (config) # logging message 403503 level 1

ciscoasa(config) # show logging message 403503

syslog 403503: default-level errors, current-level alerts (enabled)
ciscoasa (config) # no

logging message 403503

ciscoasa(config) # show logging message 403503

syslog 403503: default-level errors, current-level alerts (disabled)
ciscoasa(config) # logging message 403503

ciscoasa(config)# show logging message 403503

syslog 403503: default-level errors, current-level alerts (enabled)
ciscoasa (config) # no

logging message 403503 standby

ciscoasa(config)# show logging message 403503

syslog 403503: default-level errors (enabled),standby logging (disabled)
ciscoasa(config) # no logging message 403503 level 3
ciscoasa(config)# show logging message 403503

syslog 403503: default-level errors (enabled)
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Related Commands

Command

Description

clear configurelogging

Clears all logging configuration or message configuration only.

logging enable

Enables logging.

show logging

Displays the enabled logging options.

show running-config
logging

Displays the logging-related portion of the running configuration.
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logging message standby

To unblock a specific syslog message that was previously blocked from being generated on a standby unit,
use the logging message standby command in global configuration mode. To block a specific syslog message
from being generated on a standby unit, use the No form of this command.

logging message syslog_id standby
no logging message syslog_id standby

Syntax Description

Command Default

Command Modes

gydog id The ID of the syslog message that you want to enable or disable on a standby unit.

By default, all syslog messages are generated on the standby unit (only when the logging standby command
is enabled).

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.4(1) This command was added.

You can use the [n0o] logging message syslog_id standby command to specify whether or not a syslog message
is enabled or disabled on a standby unit.

You can use the show logging command to determine whether or not a syslog message has been enabled.

The series of commands in the following example show how to use the logging message syslog_id
standby command to specify whether or not a syslog message has been enabled on the standby unit:

ciscoasa(config)# no logging message 403503 standby
ciscoasa(config)# show logging message 403503
syslog 403503: default-level errors, current-level alerts (enabled), standby logging disabled

Related Commands

Command Description

clear configurelogging Clears all logging configuration or syslog message configuration only.

logging enable Enables logging.
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Command

Description

show running-config
logging

Displays the logging-related portion of the running configuration.
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logging monitor

To enable the ASA to display syslog messages in SSH and Telnet sessions, use the logging monitor command
in global configuration mode. To disable the display of syslog messages in SSH and Telnet sessions, use the
no form of this command.

logging monitor [ logging_list | level ]
nologgingmonitor

Syntax Description level Sets the maximum severity level for syslog messages. For example, if you set the severity level

to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

* 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it
can render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood of
increasing the processing overhead that will affect system use.

logging_list Specifies the list that identifies the messages to send to the SSH or Telnet session. For information
about creating lists, see the logging list command.

Command Default The ASA does not display syslog messages in SSH and Telnet sessions by default.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
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Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

logging monitor .

The logging monitor command enables syslog messages for all sessions in the current context; however, in
each session, the terminal command controls whether syslog messages appear in that session.

The following example shows how to enable the display of syslog messages in console sessions. The
use of the errorskeyword indicates that messages of severity levels 0, 1, 2, and 3 should display in
SSH and Telnet sessions. The terminal command enables the messages to appear in the current

session:

ciscoasa(config) # logging enable

(
ciscoasa(
ciscoasa(
ciscoasa(config) #

)
config) # logging monitor errors
config)# terminal monitor

)

Related Commands

Command Description

logging enable Enables logging.

logging list Creates a reusable list of message selection criteria.
show logging Displays the enabled logging options.

show running-config
logging

Displays the logging-related portion of the running configuration.

terminal

Sets terminal line parameters.
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logging permit-hostdown

Syntax Description

Command Default

Command Modes

To make the status of a TCP-based syslog server irrelevant to new user sessions, use the logging
per mit-hostdown command in global configuration mode. To cause the ASA to deny new user sessions when
a TCP-based syslog server is unavailable, use the no form of this command.

loggingper mit-hostdown
nologgingper mit-hostdown

This command has no arguments or keywords.
By default, if you have enabled logging to a syslog server that uses a TCP connection, the ASA does not allow

new network access sessions when the syslog server is unavailable for any reason. The default setting is false
for the logging per mit-hostdown command.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

If you are using TCP as the logging transport protocol for sending messages to a syslog server, the ASA denies
new network access sessions as a security measure if the ASA is unable to reach the syslog server. You can
use the logging per mit-hostdown command to remove this restriction.

The following example makes the status of TCP-based syslog servers irrelevant to whether the ASA
permits new sessions. When the logging per mit-hostdown command includes in its output the show
running-config logging command, the status of TCP-based syslog servers is irrelevant to new
network access sessions.

ciscoasa(config)# logging permit-hostdown
ciscoasa(config) # show running-config logging
logging enable

logging trap errors

logging host infrastructure 10.1.2.3 6/1470
logging permit-hostdown

ciscoasa (config) #

-
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logging permit-hostdown .

Related Commands

Command Description

logging enable Enables logging.

logging host Defines a syslog server.

logging trap Enables logging to syslog servers.
show logging Displays the enabled logging options.

show running-config
logging

Displays the logging-related portion of the running configuration.
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logging queue

To specify how many syslog messages the ASA may hold in its queue before processing them according to
the logging configuration, use the logging queue command in global configuration mode. To reset the logging
queue size to the default of 512 messages, use the N0 form of this command.

logging queue queue_size
no logging queue queue_size

Syntax Description

gueue S22 The number of syslog messages permitted in the queue used for storing syslog messages before
processing them. Valid values are from 0 to 8192 messages, depending on the platform type. If
the logging queue is set to zero, the queue will be the maximum configurable size (8192 messages),
depending on the platform. On the ASA-5505, the maximum queue size is 1024. On the ASA-5510,
it is 2048, and on all other platforms, it is 8192.

Command Default

The default queue size is 512 messages.

Command Modes

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Release Modification

7.0(1) This command was added.

Usage Guidelines

When traffic is so heavy that the queue fills up, the ASA may discard messages. On the ASA 5505, the
maximum queue size is 1024. On the ASA-5510, it is 2048. On all other platforms, it is 8192.

A

Caution

Examples

Increasing the logging queue size on low-end platforms can reduce the volume of available DMA memory
for other features, such as ASDM, WebVPN, DHCP Server, and so forth. These features can stop functioning
if the system runs out of DMA memory. Use the show memory detail command to check the volume of free
DMA memory in the MEMPOOL DMA pool.

The following example shows how to display the output of the logging queue and show logging
queue commands:

ciscoasa(config)# logging queue 0
ciscoasa(config) # show logging queue

- |
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Logging Queue length limit : Unlimited
Current 5 msg on queue, 3513 msgs most on queue, 1 msg discard.

In this example, the logging queue command is set to 0, which means that the queue is set to the
maximum of 8192. The syslog messages in the queue are processed by the ASA in the manner
dictated by the logging configuration, such as sending syslog messages to mail recipients, saving
them to flash memory, and so forth.

The output of this example show logging queue command shows that 5 messages are queued, 3513
messages was the largest number of messages in the queue at one time since the ASA was last booted,
and that 1 message was discarded. Even though the queue was set for unlimited messages, the message
was discarded because no block memory was available to add the message to the queue.

Related Commands | Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.
show running-config Displays the logging-related portion of the running configuration.
logging
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logging rate-limit

logging rate-limit { unlimited | dynamic { block value [ message limit value ]
1} | message { syslog_id | level severity level }}
[ no ] logging rate-limit { unlimited | dynamic { block value [ message limit value ]
interval 1 } | message { syslog_id | level severity level }}

log-1z |

To limit the rate at which syslog messages are generated, use the logging rate-limit command in privileged
EXEC mode. To disable rate limiting, use the no form of this command in privileged EXEC mode.

} | { num [ interval

pooo{num [

Syntax Description

blockvalue Percentage of the block to act as the threshold for rate limiting.

dynamic Limits logging rate when block usage of size 256 exceeds a specified threshold value.
Disables the rate limiting when the block usage returns to normal value.

interval (Optional) Time interval (in seconds) to use for measuring the rate at which messages
are generated. The valid range of values for interval is 0 through 2147483647.

level Applies the set rate limits on all syslog messages that belong to a certain severity level.

severity level All syslog messages at a specified severity level are rate-limited individually. The valid
range for severity level is 1 through 7.

message Suppresses reporting of this syslog message.

message Number of messages permitted for the dynamic rate-limit.

limitvalue

num Number of syslog messages that can be generated during the specified time interval. The
valid range of values for numis 0 through 2147483647.

sydog_id ID of the syslog message to be suppressed. The valid range of values is 100000-999999.

unlimited Disables rate limiting, which means that there is no limit on the logging rate.

Command Default

Command Modes

The default setting for interval is 1.

The default setting for message limitvalue is 10.

The following table shows the modes in which you can enter the command.

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC

-
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Command History Release Modification

7.0(4) This command was added.

9.18(1) Dynamic option for rate-limit was added.

Usage Guidelines The syslog message severity levels are as follows:

* 0—System is unusable

* 1—Immediate action needed

» 2—Critical Conditions

* 3—Error Conditions

* 4—Warning Conditions

* 5—Normal but significant conditions
» 6—Informational Messages

» 7—Debugging Messages

N

Note Because debugging output is assigned high priority in the CPU process, it can
render the system unusable. For this reason, use debugging only to troubleshoot
specific problems or during troubleshooting sessions with Cisco technical support
staff. Also, use it during periods of lower network traffic and fewer users.
Debugging during these periods decreases the likelihood of increasing the
processing overhead that will affect system use.

Examples To limit the rate of syslog message generation, you can enter a specific message ID. The following

example shows how to limit the rate of syslog message generation using a specific message ID and
time interval:

ciscoasa(config)# logging rate-limit 100 600 message 302020

This example suppresses syslog message 302020 from being sent to the host after the rate limit of
100 is reached in the specified interval of 600 seconds.

To limit the rate of syslog message generation, you can enter a specific severity level. The following
example shows how to limit the rate of syslog message generation using a specific severity level and
time interval.

ciscoasa(config) # logging rate-limit 1000 600 level 6

This example suppresses all syslog messages under severity level 6 to the specified rate limit of 1000
in the specified time interval of 600 seconds. Each syslog message in severity level 6 has a rate limit
of 1000.

| o W
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To enable the dynamic rate limit of messages when the block usage of size 256 is high, use the
dynamic keyword. You can specify the percentage of free 256 blocks as threshold for triggering the
dynamic rate-limit. You can also use the message limit keyword to allow number of messages for
dynamic rate-limit. Its default value is 10.

asa(config)# logging rate-limit ?

configure mode commands/options:
<1-2147483647> Specify logging rate-limit number
dynamic Specify dynamic option for rate-limit
unlimited Specify unlimited option for rate-limit

asa (config) # logging rate-limit dynamic ?

configure mode commands/options:
block Dynamic rate-limit for block usage

asa(config)# logging rate-limit dynamic block ?
configure mode commands/options:
<1-100> Specify 256 blocks free percentage to trigger dynamic rate-limit

asa(config)# logging rate-limit dynamic block 50 ?

configure mode commands/options:
messagelimit Specify the number of messages allowed for dynamic rate-limit

asa (config) # logging rate-limit dynamic block 50 messagelimit ?

configure mode commands/options:
<1-100> Specify logging rate-limit interval

Related Commands | Command Description

clear running-configlogging rate-limit | Resets the logging rate limit setting to its default.

show logging Shows the messages currently in the internal buffer or logging
configuration settings.

show running-configlogging rate-limit | Shows the current logging rate limit setting.

-
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logging recipient-address

To specify the receiving e-mail address for syslog messages sent by the ASA, use the logging recipient-address
command in global configuration mode. To remove the receiving e-mail address, use the no form of this
command.

logging recipient-address address [ level level ]
no logging recipient-address address [ level level ]

Syntax Description  address Specifies recipient e-mail address when sending syslog messages by e-mail.

level Indicates that a severity level follows.

level  Sets the maximum severity level for syslog messages. For example, if you set the severity level to
3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify either
the number or the name, as follows:

* 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or errors—Error conditions.

* 4 or war nings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or infor mational—Informational messages.

« 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it can
render the system unusable. For this reason, use debugging only to troubleshoot
specific problems or during troubleshooting sessions with Cisco technical support
staff. Also, use it during periods of lower network traffic and fewer users.
Debugging during these periods decreases the likelihood of increasing the
processing overhead that will affect system use.

Note We do not recommend using a severity level greater than 3 with the logging

recipient-address command. Higher severity levels are likely to cause dropped syslog
messages because of buffer overflow.

The message severity level specified by a logging recipient-addr esscommand overrides the message
severity level specified by the logging mail command. For example, if a logging recipient-address
command specifies a severity level of 7 but the logging mail command specifies a severity level of
3, the ASA sends all messages to the recipient, including those of severity levels 4, 5, 6, and 7.

Command Default The default value is set to the errors logging level.

Command Modes
The following table shows the modes in which you can enter the command.
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

You can configure up to 5 recipient addresses. If you want, each recipient address can have a different message
level than that specified by the logging mail command. Sending syslog messages by e-mail is enabled by the
logging mail command.

Use this command to have more urgent messages sent to a larger number of recipients.

To set up the ASA to send syslog messages by e-mail, use the following criteria:
* Send messages that are critical, alerts, or emergencies.
» Send messages using ciscosecurityappliance@example.com as the sender address.
* Send messages to admin@example.com.

* Send messages using SMTP, the primary servers pri-smtp-host, and secondary server
sec-smtp-host.

Enter the following commands:

ciscoasa

(config) #

logging mail critical

ciscoasa

(config) #

logging from-address ciscosecurityappliance@lRexample.com
ciscoasa

(config) #

logging recipient-address admin@example.com
ciscoasa

(config) #

smtp-server pri-smtp-host sec-smtp-host

Related Commands

Command Description
logging enable Enables logging.
logging Specifies the e-mail address from which syslog messages appear to come.

from-address

logging mail Enables the ASA to send syslog messages by e-mail and determines which messages

are sent by e-mail.

-
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Command Description
smtp-server Configures an SMTP server.
show logging Displays the enabled logging options.
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logging savelog
To save the log buffer to flash memory, use the logging savelog command in privileged EXEC mode.

logging savelog [ savefile ]

Syntax Description sudile (Optional) Saved flash memory file name. If you do not specify the file name, the ASA saves the
log file using a default time-stamp format, as follows:

LOG-YYYY
-MM

-DD
—HHMMSS
.TXT

where YYYY is the year, MM is the month, DD is the day of the month, and HHMMSS s the time in
hours, minutes, and seconds.

Command Default The defaults are as follows:
* Buffer size is 4 KB.

* Minimum free flash memory is 3 MB.
* Maximum flash memory allocation for buffer logging is 1 MB.

* The default log file name is described in the “Syntax Description” section.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC
Command History Release Modification

7.0(1) This command was added.

Usage Guidelines Before you can save the log buffer to flash memory, you must enable logging to the buffer; otherwise, the log
buffer never has data to be saved to flash memory. To enable logging to the buffer, use the logging buffered
command.

-
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\)

Note The logging savelog command does not clear the buffer. To clear the buffer, use the clear logging buffer
command.

Examples The following example enables logging and the log buffer, exits global configuration mode, and
saves the log buffer to flash memory using the file name, latest-logfile.txt:
ciscoasa(config)# logging enable
ciscoasa(config) # logging buffered
ciscoasa(config) # exit
ciscoasa# logging savelog latest-logfile.txt
ciscoasa#
Related Commands | Command Description
clear logging Clears the log buffer of all syslog messages that it contains.
buffer
copy Copies a file from one location to another, including to a TFTP or FTP server.
delete Deletes a file from the disk partition, such as saved log files.
logging buffered | Enables logging to the log buffer.
logging enable Enables logging.
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logging standby

To enable the failover standby ASA to send syslog messages to logging destinations, use the logging standby
command in global configuration mode. To disable syslog messaging and SNMP logging, use the no form
of this command.

loggingstandby
nologgingstandby

Syntax Description

This command has no arguments or keywords.

Command Default

The logging standby command is disabled by default.

Command Modes

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration

Command History

Release Modification

7.0(1) This command was added.

Usage Guidelines

Examples

You can enable the logging standby command to ensure that the syslog messages of the failover standby
ASA stay synchronized if failover occurs.

N

Note Using the logging standby command causes twice as much traffic on shared logging destinations, such as
syslog servers, SNMP servers, and FTP servers.

The following example enables the ASA to send syslog messages to the failover standby ASA. The
output of the show logging command indicates that this feature is enabled:

ciscoasa(config) # logging standby
ciscoasa(config) # show logging
Syslog logging: enabled
Facility: 20
Timestamp logging: disabled
Standby logging: enabled
Deny Conn when Queue Full: disabled
Console logging: disabled
Monitor logging: disabled
Buffer logging: disabled

-
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Trap logging: disabled

logging standby .

History logging: disabled

Device ID: 'inside'
Mail logging: disabled
ASDM logging: disabled

interface IP address "10.1.1.1"

Related Commands

Command Description

failover Enables the failover feature.

logging enable Enables logging.

logging host Defines a syslog server.

show logging Displays the enabled logging options.

show running-config
logging

Displays the logging-related portion of the running configuration.
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logging timestamp

To specify that syslog messages should include the date and time that the messages was generated, use the
logging timestamp command in global configuration mode. To remove the date and time from syslog messages,
use the nNo form of this command.

logging timestamp [ rfc5424 ]
nologgingtimestamp

Syntax Description

Command Default

Command Modes

rfc424 (Optional) All timestamp of syslog messages would be displaying the time as per RFC 5424 format:

YYYY

-MM

-DD
THH:MM:SS
Z

where YYYY is the year, MM is the month, DD is the day of the month, and HHMMSS s the time in
hours, minutes, and seconds.

The ASA does not include the date and time in syslog messages by default.

The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1)  This command was added.

9.10(1) Theoption toenabletimestamp asper RFC 5424 format wasadded

The logging timestamp command makes the ASA include a timestamp in all syslog messages. Untill version
9.10(1), the timestamp of syslogs was RFC 3164 compliant where the timestamp was displayed in "MM DD
YYYY HH:MM:SS” format.

This format is not preferred in SIEMs and hence RFC 5424 option was introduced in 9.10(1).

Use the RFC 5424 option with logging timestamp command to enable syslogs support timezone as per RFC
5424.

The following example enables the inclusion of timestamp information in all syslog messages:

-
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ciscoasa(config)# logging enable
ciscoasa(config) # logging timestamp

ciscoasa (config) #

logging timestamp .

The following example enables the inclusion of timestamp information in RFC 5424 format in all

syslog messages:

ciscoasa(config)# logging enable
ciscoasa(config)# logging timestamp rfc5424

ciscoasa (config) #

Related Commands

Command Description
logging enable Enables logging.
show logging Displays the enabled logging options.

show running-config
logging

Displays the logging-related portion of the running configuration.
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logging trap

To specify which syslog messages the ASA sends to a syslog server, use the logging trap command in global
configuration mode. To remove this command from the configuration, use the no form of this command.

logging trap [ logging_list | level ]
nologgingtrap

Syntax Description level Sets the maximum severity level for syslog messages. For example, if you set the severity level
to 3, then the ASA generates syslog messages for severity levels 3, 2, 1, and 0. You can specify
either the number or the name, as follows:

+ 0 or emergencies—System is unusable.

* 1 or alerts—Immediate action needed.

* 2 or critical—Ceritical conditions.

* 3 or errors—Error conditions.

* 4 or warnings—Warning conditions.

* 5 or notifications—Normal but significant conditions.
* 6 or informational—Informational messages.

* 7 or debugging—Debugging messages.

Note Because debugging output is assigned high priority in the CPU process, it
can render the system unusable. For this reason, use debugging only to
troubleshoot specific problems or during troubleshooting sessions with Cisco
technical support staff. Also, use it during periods of lower network traffic
and fewer users. Debugging during these periods decreases the likelihood of
increasing the processing overhead that will affect system use.

logging_list Specifies the list that identifies the messages to send to the syslog server. For information about
creating lists, see the logging list command.

Command Default No default syslog message trap is defined.

Command Modes
The following table shows the modes in which you can enter the command.

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

-



| log-1Iz

logging trap .

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

If you are using TCP as the logging transport protocol, the ASA denies new network access sessions as a
security measure if the ASA is unable to reach the syslog server, if the syslog server is misconfigured or if
the disk is full.

UDP-based logging does not prevent the ASA from passing traffic if the syslog server fails.

The following example shows how to send syslog messages of severity levels 0, 1,2, and 3to a
syslog server that resides on the inside interface and uses the default protocol and port number.

ciscoasa(config)# logging enable
ciscoasa(config) # logging host inside 10.2.2.3
ciscoasa(config)# logging trap errors
ciscoasa(config) #

Related Commands

Command Description

logging enable Enables logging.

logging host Defines a syslog server.

logging list Creates a reusable list of message selection criteria.

show logging Displays the enabled logging options.

show running-config Displays the logging-related portion of the running configuration.
logging
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Syntax Description

Command Default

Command Modes

log-1z |

To log into privileged EXEC mode using the local user database (see the username command) or to change
user names, use the login command in user EXEC mode.

login
This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
User EXEC * Yes * Yes * Yes * Yes —

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

From user EXEC mode, you can log in to privileged EXEC mode as any username in the local database using
the login command. The login command is similar to the enable command when you have enable authentication
turned on (see the aaa authentication console command). Unlike enable authentication, the login command
can only use the local username database, and authentication is always required with this command. You can
also change users using the login command from any CLI mode.

To allow users to access privileged EXEC mode (and all commands) when they log in, set the user privilege
level to 2 (the default) through 15. If you configure local command authorization, then the user can only enter
commands assigned to that privilege level or lower. See the aaa authorization command for more information.

A

Caution

Examples

If you add users to the local database who can gain access to the CLI and whom you do not want to enter

privileged EXEC mode, you should configure command authorization. Without command authorization, users
can access privileged EXEC mode (and all commands) at the CLI using their own password if their privilege

level is 2 or greater (2 is the default). Alternatively, you can use RADIUS or TACACS+ authentication, or
you can set all local users to level 1 so you can control who can use the system enable password to access
privileged EXEC mode.

The following example shows the prompt after you enter the login command:

ciscoasa> login
Username:
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Related Commands

Command

Description

aaa authorization
command

Enables command authorization for CLI access.

aaa authentication console

Requires authentication for console, Telnet, HTTP, SSH, or enable command

access.
logout Logs out of the CLI.
username Adds a user to the local database.
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login-button

To customize the Login button of the WebVPN page login box that is displayed to WebVPN users when they
connect to the security appliance, use the login-button command from webvpn customization configuration

mode. To remove the command from the configuration and cause the value to be inherited, use the no form
of the command.

login-button { text | style } value

[ no ] login-button { text | style } value

Syntax Description

Command Default

Command Modes

style Specifies you are changing the style.

text Specifies you are changing the text.

vAle The actual text to display (maximum 256 characters), or Cascading Style Sheet (CSS) parameters
(maximum 256 characters).

The default login button text is “Login”.
The default login button style is:

border: 1px solid black;background-color:white;font-weight:bold; font-size:80%

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes * Yes
customization
configuration

Command History

Usage Guidelines

Release Modification

7.1(1) This command was added.

The styleoption is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these parameters
is beyond the scope of this document. For more information about CSS parameters, consult CSS specifications
at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of the CSS 2.1 Specification
contains a convenient list of CSS parameters, and is available at www.w3.org/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebVPN pages—the page colors:

* You can use a comma-separated RGB value, an HTML color value, or the name of the color if recognized
in HTML.

-
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* RGB format is 0,0,0, a range of decimal numbers from 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

* HTML format is #000000, six digits in hexadecimal format; the first and second represent red, the third
and fourth green, and the fifth and sixth represent blue.

N

Note To casily customize the WebVPN pages, we recommend that you use ASDM, which has convenient features
for configuring style elements, including color swatches and preview capabilities.

Examples The following example customizes the Login button with the text “OK”:
ciscoasa (config) # webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa (config-webvpn-custom) # login-button text OK

Related Commands | Command Description

login-title Customizes the title of the WebVPN page login box.

group-prompt Customizes the group prompt of the WebVPN page login box.

passwor d-prompt | Customizes the password prompt of the WebVPN page login box.

username-prompt | Customizes the username prompt of the WebVPN page login box.
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login-message

To customize the login message of the WebVPN page displayed to WebVPN users when they connect to the
security appliance, use the login-message command from webvpn customization configuration mode. To

remove the command from the configuration and cause the value to be inherited, use the no form of the
command.

login-message { text | style } value

[ no ] login-message { text | style } value

Syntax Description

Command Default

Command Modes

text Specifies you are changing the text.

style Specifies you are changing the style.

vAle The actual text to display (maximum 256 characters), or Cascading Style Sheet (CSS) parameters
(maximum 256 characters).

The default login message is “Please enter your username and password”.

The default login message style is background-color:#CCCCCC;color:black.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
WebVPN * Yes * Yes
customization
configuration

Command History

Usage Guidelines

Release Modification

7.1(1) This command was added.

The styleoption is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these parameters
is beyond the scope of this document. For more information about CSS parameters, consult CSS specifications
at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of the CSS 2.1 Specification
contains a convenient list of CSS parameters, and is available at www.w3.org/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebVPN pages—the page colors:

* You can use a comma-separated RGB value, an HTML color value, or the name of the color if recognized
in HTML.

* RGB format is 0,0,0, a range of decimal numbers from 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

-
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* HTML format is #000000, six digits in hexadecimal format; the first and second represent red, the third
and fourth green, and the fifth and sixth represent blue.

\)

Note To easily customize the WebVPN pages, we recommend that you use ASDM, which has convenient features
for configuring style elements, including color swatches and preview capabilities.

Examples In the following example, the login message text is set to “username and password””:
ciscoasa (config)# webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa (config-webvpn-custom) # login-message text username and password
Related Commands | Command Description

login-title Customizes the title of the login box on the WebVPN page.

username-prompt | Customizes the username prompt of the WebVPN page login.

passwor d-prompt | Customizes the password prompt of the WebVPN page login.

group-prompt Customizes the group prompt of the WebVPN page login.
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To customize the title of the login box on the WebVPN page displayed to WebVPN users, use the login-title
command from webvpn customization configuration mode. To remove the command from the configuration
and cause the value to be inherited, use the no form of the command.

login-title { text | style } value

[ no ] login-title { text | style} value

Syntax Description

Command Default

Command Modes

text Specifies you are changing the text.

style Specifies you are changing the HTML style.

vAle The actual text to display (maximum 256 characters), or Cascading Style Sheet (CSS) parameters
(maximum 256 characters).

The default login text is “Login”.

The default HTML style of the login title is background-color: #666666; color: white.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes * Yes
customization
configuration

Command History

Release Modification

7.1(1) This command was added.

Usage Guidelines

The styleoption is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these parameters
is beyond the scope of this document. For more information about CSS parameters, consult CSS specifications
at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of the CSS 2.1 Specification
contains a convenient list of CSS parameters, and is available at www.w3.org/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebVPN pages—the page colors:

* You can use a comma-separated RGB value, an HTML color value, or the name of the color if recognized
in HTML.

* RGB format is 0,0,0, a range of decimal numbers from 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

-
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* HTML format is #000000, six digits in hexadecimal format; the first and second represent red, the third
and fourth green, and the fifth and sixth represent blue.

\)

Note To easily customize the WebVPN pages, we recommend that you use ASDM, which has convenient features
for configuring style elements, including color swatches and preview capabilities.

Examples The following example configures the login title style:
ciscoasa (config)# webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa (config-webvpn-custom) # login-title style background-color: rgb(51,51,255) ;color:
rgb(51,51,255); font-family: Algerian; font-size: 12pt; font-style: italic; font-weight:
bold

Related Commands | Command Description

login-message | Customizes the login message of the WebVPN login page.

username-prompt | Customizes the username prompt of the WebVPN login page.

password-prompt | Customizes the password prompt of the WebVPN login page.

group-prompt Customizes the group prompt of the WebVPN login page.
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To customize the logo on the WebVPN page displayed to WebVPN users when they connect to the security
appliance, use the |0go command from webvpn customization mode. To remove a logo from the configuration
and reset the default (the Cisco logo), use the no form of this command.

logo { none | file { pathvalue } }

[ no] logo { {none | file { pathvalue } }

Syntax Description

file Indicates you are supplying a file containing a logo.

nae Indicates that there is no logo. Sets a null value, thereby disallowing a logo. Prevents inheriting a logo.

path The path of the filename. The possible paths are disk0:, disk1:, or flash:

\elle Specifies the filename of the logo. Maximum length is 255 characters, with no spaces. File type must
be JPG, PNG, or GIF, and must be less than 100 KB.

Command Default

Command Modes

The default logo is the Cisco logo.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
customization
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.1(1)  This command was added.

If the filename you specify does not exist, an error message displays. If you remove a logo file but the
configuration still points to it, no logo displays.

The filename cannot contain spaces.

In the following example, the file cisco_logo.gif contains a custom logo:

ciscoasa(config) # webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa (config-webvpn-custom) #logo file disk0O:cisco_logo.gif
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Related Commands Command | Description

title Customizes the title of the WebVPN page.

page Customizes the WebVPN page using Cascading Style Sheet (CSS) parameters.
style
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Syntax Description

Command Default

Command Modes

To exit from the CLI, use the logout command in user EXEC mode.

logout

This command has no arguments or keywords.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

log-1z |

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
User EXEC * Yes * Yes * Yes * Yes * Yes

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

The logout command lets you log out of the ASA. You can use the exit or quit commands to go back to
unprivileged mode.

The following example shows how to log out of the ASA:

ciscoasa> logout

Related Commands

Command | Description

login Initiates the log-in prompt.
exit Exits an access mode.
quit Exits configuration or privileged mode.
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logout-message

To customize the logout message of the WebVPN logout screen that is displayed to WebVPN users when
they logout from WebVPN service, use the logout-message command from webvpn customization configuration

mode. To remove the command from the configuration and cause the value to be inherited, use the no form
of the command.

logout-message { text | style } value

[ no ] logout-message { text | style } value

Syntax Description

Command Default

Command Modes

style Specifies you are changing the style.

text Specifies you are changing the text.

\vAle The actual text to display (maximum 256 characters), or Cascading Style Sheet (CSS) parameters
(maximum 256 characters).

The default logout message text is “Goodbye”.

The default logout message style is background-color:#999999;color:black.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
WebVPN * Yes — * Yes —
customization
configuration

Command History

Usage Guidelines

Release Modification

7.1(1) This command was added.

The styleoption is expressed as any valid Cascading Style Sheet (CSS) parameters. Describing these parameters
is beyond the scope of this document. For more information about CSS parameters, consult CSS specifications
at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of the CSS 2.1 Specification
contains a convenient list of CSS parameters, and is available at www.w3.org/TR/CSS21/propidx.html.

Here are some tips for making the most common changes to the WebVPN pages—the page colors:

* You can use a comma-separated RGB value, an HTML color value, or the name of the color if recognized
in HTML.

* RGB format is 0,0,0, a range of decimal numbers from 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.
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* HTML format is #000000, six digits in hexadecimal format; the first and second represent red, the third
and fourth green, and the fifth and sixth represent blue.

\)

Note To easily customize the WebVPN pages, we recommend that you use ASDM, which has convenient features
for configuring style elements, including color swatches and preview capabilities.

Examples The following example configures the logout message style:

ciscoasa (config)# webvpn

ciscoasa (config-webvpn) # customization cisco

ciscoasa (config-webvpn-custom) # logout-message style background-color: rgb(51,51,255) ;color:
rgb(51,51,255); font-family: Algerian; font-size: 12pt; font-style: italic; font-weight:

bold

Related Commands | Command Description

logout-title Customizes the logout title of the WebVPN page.

group-prompt Customizes the group prompt of the WebVPN page login box.

password-prompt | Customizes the password prompt of the WebVPN page login box.

username-prompt | Customizes the username prompt of the WebVPN page login box.

- |



| log-1Iz

Isp-full suppress .

Isp-full suppress

To control which routes are suppressed when the link-state protocol data unit (PDU) becomes full, use the
Isp-full suppress command in router isis configuration mode. To stop suppression of redistributed routes,
specify the no form of this command.

Isp-full suppress { external [ interlevel 1 | interlevel [ external ] | none }
nolsp-fullsuppress

Syntax Description

Command Default

Command Modes

external Suppresses any redistributed routes on this ASA.

interlevel Suppresses any routes coming from the other level. For example, if the Level-2 LSP becomes full,
routes from Level 1 are suppressed.

none Suppresses no routes.

Redistributed routes are suppressed.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(1) This command was added.

This command allows the monitoring of IS-IS adjacency state changes. This may be very useful when
monitoring large networks. Messages are logged using the system error message facility. Messages are of the
form:

%CLNS-5-ADJCHANGE: ISIS: Adjacency to 0000.0000.0034
%CLNS-5-ADJCHANGE: ISIS: Adjacency to 0000.0000.0034

(SerialO) Up, new adjacency
(SerialO) Down, hold time expired

The following example shows how to specify that if the LSP becomes full, both redistributed routes
and routes from another level will be suppressed from the LSP:

ciscoasa(config)# router isis
ciscoasa(config-router)# lsp-full suppress interlevel external
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Related Commands

Command

Description

advertise passive-only

Configures the ASA to advertise passive interfaces.

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-Isp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Adpvertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isis authentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isis authentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isis hello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.
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Command

Description

isishello padding

Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-Isp-lifetime

Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

pnrotocol shutdow

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.
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Command

Description

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

route priority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-overload-bit Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns Shows CLNS-specific information.

show isis Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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Isp-gen-interval

To customize IS-IS throttling of LSP generation, use the Isp-gen-interval command in router isis configuration
mode. To restore default values, use the no form of this command.

Isp-gen-interval [ level-1 | level-2 ] Isp-max-wait [ Isp-initial-wait | sp-second-wait
nolsp-gen-interval

Syntax Description

Command Default

Command Modes

level-1 (Optional) Applies intervals to Level 1 areas only.
level-2 (Optional) Applies intervals to Level 2 areas only.
Isp-max-wait  Indicates the maximum interval between two consecutive occurrences of an LSP being

generated. The range is 1 to 120 seconds.

Isp-initial-wait (Optional) Indicates the initial LSP generation delay. The range is 1 to 120,000 milliseconds.

Isp-second-wait (Optional) Indicates the hold time between the first and second LSP generation. The range
is 1 to 120,000 milliseconds.

Isp-max-wait: 5 seconds
[sp-initial-wait: 50 milliseconds

Isp-second-wait: 5000 milliseconds

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.6(1) This command was added.

The following descriptions aid in determining whether to change the default values of this command:

* The Isp-initial-wait argument indicates the initial wait time before generating the first LSP.
* The third argument indicates the amount of time to wait between the first and second LSP generation.

* Each subsequent wait interval is twice as long as the previous one until the wait interval reaches the
Isp-max-wait interval specified, so this value causes the throttling or slowing down of the LSP generation
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after the initial and second intervals. Once this interval is reached, the wait interval continues at this
interval until the network calms down

* After the network calms down and there are no triggers for 2 times the |sp-max-wait interval, fast behavior
is restored (the initial wait time).

Examples The following example configures the intervals for LSP generation throttling:

ciscoasa(config) # router isis
ciscoasa (config-router)# lsp-gen-interval 2 50 100

Related Commands

Command

Description

advertise passive-only

Configures the ASA to advertise passive interfaces.

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-Isp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Advertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isisauthentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface
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Command

Description

isisauthentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isishello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.

isishello padding

Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-lsp-lifetime

Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.
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Command Description

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

routepriority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-overload-bit

Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns

Shows CLNS-specific information.

show isis

Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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Isp-refresh-interval

To set the LSP refresh interval, use the Isp-refresh-interval command in router isis configuration mode. To
restore the default refresh interval, use the no form of this command.

Isp-refresh-interval seconds
no Isp-refresh-interval

Syntax Description seconds Interval at which LSPs are refreshed.The range is 1 to 65535 seconds.

Command Default The default is 900 seconds (15 minutes).

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.6(1) This command was added.

Usage Guidelines The refresh interval determines the rate at which the software periodically transmits in LSPs the route topology
information that it originates. This is done to keep the database information from becoming too old.

\}

Note LSPs must be periodically refreshed before their lifetimes expire. The value set for the |sp-refresh-interval
command should be less than the value set for the max-lsp-lifetime command; otherwise, LSPs will time out
before they are refreshed. If you set the LSP lifetime too low compared to the LSP refresh interval, the software
reduces the LSP refresh interval to prevent the LSPs from timing out.

Examples The following example configures the IS-IS LSP refresh interval to 1080 seconds:
ciscoasa(config)# router isis
ciscoasa(config-router)# lsp-refresh-interval 1080

Related Commands | Command Description

advertise passive-only Configures the ASA to advertise passive interfaces.
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Command

Description

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-lsp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Advertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isisauthentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isisauthentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isis hello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.

isishello padding

Configures IS-IS hellos to the full MTU size per interface.
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Command

Description

isisIsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-lsp-lifetime

Sets the maximum time that LSPs persist in the ASA’s database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.
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Command

Description

route priority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-over load-bit

Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns

Shows CLNS-specific information.

show isis

Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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