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Using the Command-Line Interface

This chapter describes how to use the CLI on the Secure Firewall ASA and includes the following sections:

)

Note The CLI uses similar syntax and other conventions to the Cisco IOS CLI, but the ASA operating system is
not a version of Cisco IOS software. Do not assume that a Cisco IOS CLI command works with or has the
same function on the ASA.

* Firewall Mode and Security Context Mode, on page 2

» Command Modes and Prompts, on page 3

* Syntax Formatting, on page 5

* Abbreviating Commands, on page 6

» Command-Line Editing, on page 7

* Command Completion, on page 8

» Command Help, on page 9

* Viewing the Running Configuration, on page 10

* Filtering show and more Command Output, on page 11

* Redirecting and Appending show Command Output , on page 12
* Getting a Line Count for show Command Output, on page 13
» Command Output Paging, on page 14

» Adding Comments, on page 15

» Text Configuration Files, on page 16

* Supported Character Sets, on page 18
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Firewall Mode and Security Context Mode

The ASA runs in a combination of the following modes:

* Transparent firewall or routed firewall mode

The firewall mode determines if the ASA runs as a Layer 2 or Layer 3 firewall.

 Multiple context or single context mode

The security context mode determines if the ASA runs as a single device or as multiple security contexts,
which act like virtual devices.

Some commands are only available in certain modes.
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Command Modes and Prompts

The ASA CLI includes command modes. Some commands can only be entered in certain modes. For example,
to enter commands that show sensitive information, you need to enter a password and enter a more privileged
mode. Then, to ensure that configuration changes are not entered accidentally, you have to enter a configuration
mode. All lower commands can be entered in higher modes, for example, you can enter a privileged EXEC
command in global configuration mode.

\)

Note The various types of prompts are all default prompts and when configured, they can be different.

* When you are in the system configuration or in single context mode, the prompt begins with the hostname:

ciscoasa

» When printing the prompt string, the prompt configuration is parsed and the configured keyword values
are printed in the order in which you have set the prompt command. The keyword arguments can be any
of the following and in any order: hostname, domain, context, priority, state.

asa (config) # prompt hostname context priority state

» When you are within a context, the prompt begins with the hostname followed by the context name:

ciscoasa/context
The prompt changes depending on the access mode:

» User EXEC mode

User EXEC mode lets you see minimum ASA settings. The user EXEC mode prompt appears as follows
when you first access the ASA:

ciscoasa>
ciscoasa/context>

* Privileged EXEC mode

Privileged EXEC mode lets you see all current settings up to your privilege level. Any user EXEC mode
command will work in privileged EXEC mode. Enter the enable command in user EXEC mode, which requires
a password, to start privileged EXEC mode. The prompt includes the number sign (#):

ciscoasa#
ciscoasa/context#

* Global configuration mode
Global configuration mode lets you change the ASA configuration. All user EXEC, privileged EXEC, and

global configuration commands are available in this mode. Enter the configureter minal command in privileged
EXEC mode to start global configuration mode. The prompt changes to the following:
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ciscoasa (config) #
ciscoasa/context (config) #

» Command-specific configuration modes
From global configuration mode, some commands enter a command-specific configuration mode. All user
EXEC, privileged EXEC, global configuration, and command-specific configuration commands are available

in this mode. For example, the interface command enters interface configuration mode. The prompt changes
to the following:

ciscoasa (config-if)#
ciscoasa/context (config-if) #
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Syntax Formatting

Command syntax descriptions use the conventions listed in Table 1: Syntax Conventions.

Table 1: Syntax Conventions

Convention | Description

bold Bold text indicates commands and keywords that you enter literally as shown.

italics Italic text indicates arguments for which you supply values.

[x] Square brackets enclose an optional element (keyword or argument).

| A vertical bar indicates a choice within an optional or required set of keywords or arguments.

[x]y] Square brackets enclosing keywords or arguments separated by a vertical bar indicate an optional
choice.

{x|y} Braces enclosing keywords or arguments separated by a vertical bar indicate a required choice.

[x {y|z}] | Nested sets of square brackets or braces indicate optional or required choices within optional or
required elements. Braces and a vertical bar within square brackets indicate a required choice
within an optional element.
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Abbreviating Commands

You can abbreviate most commands down to the fewest unique characters for a command; for example, you
can enter Wr t to view the configuration instead of entering the full command writeterminal, or you can

enter en to start privileged mode and conf t to start configuration mode. In addition, you can enter O to represent
0.0.0.0.
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Command-Line Editing

The ASA uses the same command-line editing conventions as Cisco IOS software. You can view all previously
entered commands with the show history command or individually with the up arrow or *p command. Once
you have examined a previously entered command, you can move forward in the list with the down arrow or
“n command. When you reach a command you wish to reuse, you can edit it or press the Enter key to start it.
You can also delete the word to the left of the cursor with Aw, or erase the line with *u.

The ASA permits up to 512 characters in a command; additional characters are ignored.
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Command Completion

To complete a command or keyword after entering a partial string, press the Tab key. The ASA only completes
the command or keyword if the partial string matches only one command or keyword. For example, if you
enter Sand press the Tab key, the ASA does not complete the command because it matches more than one
command. However, if you enter dis, the Tab key completes the disable command.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| Using the Command-Line Interface
Command Help .

Command Help

Help information is available from the command line by entering the following commands:

* help command_name

Shows help for the specific command.

« command_name ?

Shows a list of arguments available.
* string? (no space)
Lists the possible commands that start with the string.

e ?and +?

Lists all commands available. If you enter ?, the ASA shows only commands available for the current mode.
To show all commands available, including those for lower modes, enter +?.

\}

Note If you want to include a question mark (?) in a command string, you must press Ctrl-V before typing the
question mark so that you do not inadvertently invoke CLI help.
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Viewing the Running Configuration

Using the Command-Line Interface |

To view the running configuration, use one of the following commands.

To filter the command output, see the Filtering show and more Command Output.

Command

Purpose

show running-configlall] [command]

Shows the running configuration. If you specify all,
then all default settings are shown as well. If you
specify a command , then the output only includes
related commands.

Note Many passwords are shown as ***** To view
the passwords in plain text, or in encrypted
form if you have a master passphrase enabled,
use the more command below.

more system:running-config

Shows the running configuration. Passwords are
shown in plain text or in encrypted form if you have
a master passphrase enabled.
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Filtering show and more Command Qutput

You can use the vertical bar (|) with any show command and include a filter option and filtering expression.
The filtering is performed by matching each output line with a regular expression, similar to Cisco 10S
software. By selecting different filter options you can include or exclude all output that matches the expression.
You can also display all output beginning with the line that matches the expression.

The syntax for using filtering options with the show command is as follows:
ciscoasa# show command

| {include | exclude | begin | grep [-V]} regexp
or

ciscoasa# more system:running-config
| {include | exclude | begin | grep [-Vv]} regexp

)

Note

reference for more information.

The more command can view the contents of any file, not just the running configuration; see the command

In this command string, the first vertical bar (|) is the operator and must be included in the command. This
operator directs the output of the show command to the filter. In the syntax diagram, the other vertical bars
() indicate alternative options and are not part of the command.

The include option includes all output lines that match the regular expression. The grep option without -v has
the same effect. The exclude option excludes all output lines that match the regular expression. The grep
option with -v has the same effect. The begin option shows all the output lines starting with the line that
matches the regular expression.

Replace regexp with any Cisco 10S regular expression. The regular expression is not enclosed in quotes or
double-quotes, so be careful with trailing white spaces, which will be taken as part of the regular expression.

When creating regular expressions, you can use any letter or number that you want to match. In addition,
certain keyboard characters called metacharacters have special meaning when used in regular expressions.

Use Ctrl+V to escape all of the special characters in the CLI, such as a question mark (?) or a tab. For example,
type d[Ctrl+V]?g to enter d?g in the configuration.
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Redirecting and Appending show Command Output

Instead of displaying the output of a show command on the screen, you can redirect it to a file on the device
or in a remote location. When redirecting to a file on the device, you can also append the command output to
the file.

show command | {append | redirect} url
« append url adds the output to an existing file. Specify the file using one of the following:

« diskO:/[[path/]filename] or flash:/[[path/]filename]—Both flash and diskO indicate the internal
Flash memory. You can use either option.

« disk1:/[[path/]filename]—Indicates external memory.

» redirect url creates the specified file, or overwrites it if the file already exists.

« diskO:/[[path/]filename] or flash:/[[path/]filename]—Both flash and diskO indicate the internal
Flash memory. You can use either option.

« disk1:/[[path/]filename]—Indicates external memory.
» smb:/[[path/]filename]—Indicates Server Message Block, a UNIX server local file system.

« ftp://[[user[: password]@]server[:port]/[path/]filename[;type=xx]]—Indicates an FTP server. The
type can be one of these keywords: ap (ASCII passive mode), an (ASCII normal mode), ip
(Default—Binary passive mode), in (Binary normal mode).

* scp://[[user [:password |@]server [/path ]/filename [;int=interface_name ]]—Indicates an SCP
server. The ;int=interface option bypasses the route lookup and always uses the specified interface
to reach the Secure Copy (SCP) server.

o tftp://[[user[: password]@]server|[: port]/[path/]filename[;int=interface_name]]—Indicates a TFTP
SCrver.
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Getting a Line Count for show Command Output

Instead of seeing actual show command output, you might simply want a count of the number of lines in the
output, or the number of lines that match a regular expression. You can then easily compare the line count
with the count from previous times you entered the command. This can be a quick check as you make
configuration changes. You can either use the count keyword, or add -c to the grep keyword.

show command | count [regular_expression]
show command | grep -c [regular_expression]

Replace regular _expression with any Cisco 10S regular expression. The regular expression is not enclosed
in quotes or double-quotes, so be careful with trailing white spaces, which will be taken as part of the regular
expression. The regular expression is optional; if you do not include one, the count returns the total number
of lines in the unfiltered output.

When creating regular expressions, you can use any letter or number that you want to match. In addition,
certain keyboard characters called metacharacters have special meaning when used in regular expressions.
Use Ctrl+V to escape all of the special characters in the CLI, such as a question mark (?) or a tab. For example,
type d[Ctrl+V]?g to enter d?g in the configuration.

For example, to show the total number of all lines in the show running-config output:

ciscoasa# show running-config | count

Number of lines which match regexp = 271

The following example shows how you can quickly check how many interfaces are up. The first example
shows how to use the grep keyword with a regular expression to filter on only those lines that show an up
status. The next example adds the -C option to simply show the count rather than the actually lines of output.

ciscoasa# show interface | grep is up

Interface GigabitEthernet0/0 "outside"™, is up, line protocol is up
Interface GigabitEthernet0/1 "inside", is up, line protocol is up

ciscoasa# show interface | grep -c is up

Number of lines which match regexp = 2
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Command Output Paging

For commands such as help or ?, show, show xlate, or other commands that provide long listings, you can
determine if the information displays a screen and pauses, or lets the command run to completion. The pager
command lets you choose the number of lines to display before the More prompt appears.

When paging is enabled, the following prompt appears:

<--- More --->
The More prompt uses syntax similar to the UNIX more command:

* To view another screen, press the Space bar.
» To view the next line, press the Enter key.

* To return to the command line, press the q key.
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Adding Comments

You can precede a line with a colon ( : ) to create a comment. However, the comment only appears in the
command history buffer and not in the configuration. Therefore, you can view the comment with the show
history command or by pressing an arrow key to retrieve a previous command, but because the comment is
not in the configuration, the write terminal command does not display it.
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Text Configuration Files

This section describes how to format a text configuration file that you can download to the ASA, and includes
the following topics:

* How Commands Correspond with Lines in the Text File
» Command-Specific Configuration Mode Commands

» Automatic Text Entries

* Line Order

» Commands Not Included in the Text Configuration

* Passwords

» multiple-security-context-files

How Commands Correspond with Lines in the Text File

The text configuration file includes lines that correspond with the commands described in this guide.
In examples, commands are preceded by a CLI prompt. The prompt in the following example is
“ciscoasa(config)#:

ciscoasa(config)# context a

In the text configuration file you are not prompted to enter commands, so the prompt is omitted:

context a

Command-Specific Configuration Mode Commands

Command-specific configuration mode commands appear indented under the main command when entered
at the command line. Your text file lines do not need to be indented, as long as the commands appear directly
following the main command. For example, the following unindented text is read the same as indented text:

interface gigabitethernet0/0

nameif inside

interface gigabitethernet0/1
nameif outside

Automatic Text Entries

When you download a configuration to the ASA, it inserts some lines automatically. For example, the ASA
inserts lines for default settings or for the time the configuration was modified. You do not need to enter these
automatic entries when you create your text file.
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Line Order .

For the most part, commands can be in any order in the file. However, some lines, such as ACEs, are processed
in the order they appear, and the order can affect the function of the access list. Other commands might also
have order requirements. For example, you must enter the nameif command for an interface first because
many subsequent commands use the name of the interface. Also, commands in a command-specific
configuration mode must directly follow the main command.

Commands Not Included in the Text Configuration

Passwords

Some commands do not insert lines in the configuration. For example, a runtime command such as show
running-config does not have a corresponding line in the text file.

The login, enable, and user passwords are automatically encrypted before they are stored in the configuration.
For example, the encrypted form of the password “cisco” might look like j]MorNbK0514fadBh. You can copy
the configuration passwords to another ASA in its encrypted form, but you cannot unencrypt the passwords
yourself.

If you enter an unencrypted password in a text file, the ASA does not automatically encrypt it when you copy
the configuration to the ASA. The ASA only encrypts it when you save the running configuration from the
command line using the copy running-config startup-config or write memory command.

multiple-security-context-files

For multiple security contexts, the entire configuration consists of the following multiple parts:
* The security context configurations
* The system configuration, which identifies basic settings for the ASA, including a list of contexts
* The admin context, which provides network interfaces for the system configuration
The system configuration does not include any interfaces or network settings for itself. Rather, when the

system needs to access network resources (such as downloading the contexts from the server), it uses a context
that is designated as the admin context.

Each context is similar to a single context mode configuration. The system configuration differs from a context
configuration in that the system configuration includes system-only commands (such as a list of all contexts)
while other typical commands are not present (such as many interface parameters).

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



Using the Command-Line Interface |
. Supported Character Sets

Supported Character Sets

The ASA CLI currently supports UTF-8 encoding only. UTF-8 is the particular encoding scheme for Unicode
symbols, and has been designed to be compatible with an ASCII subset of symbols. ASCII characters are
represented in UTF-8 as one-byte characters. All other characters are represented in UTF-8 as multibyte
symbols.

The ASCII printable characters (0x20 to 0x7¢) are fully supported. The printable ASCII characters are the
same as ISO 8859-1. UTF-8 is a superset of ISO 8859-1, so the first 256 characters (0-255) are the same as
ISO 8859-1. The ASA CLI supports up to 255 characters (multibyte characters) of ISO 8859-1.
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* aa - ac, on page 21

* ad - ag, on page 147
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* aaa accounting command, on page 23

* aaa accounting console, on page 25

* aaa accounting include, exclude, on page 27

* aaa accounting match, on page 30

* aaa authentication console, on page 32

* aaa authentication include, exclude, on page 36
* aaa authentication listener, on page 42

* aaa authentication listener no-logout-button, on page 45
* aaa authentication login-history, on page 46

* aaa authentication match, on page 48

* aaa authentication secure-http-client, on page 52
* aaa authorization command, on page 54

* aaa authorization exec, on page 58

* aaa authorization http, on page 61

* aaa authorization include, exclude, on page 63
* aaa authorization match, on page 67

* aaa kerberos import-keytab, on page 69

» aaa local authentication attempts max-fail, on page 72
* aaa mac-exempt, on page 74

* aaa proxy-limit, on page 76

* aaa sdi import-node-secret, on page 78

* aaa-server, on page 80

* aaa-server active, fail, on page 83

* aaa-server host, on page 85

* absolute, on page 89

* accept-subordinates, on page 91

* access-group, on page 93

* access-list alert-interval, on page 98

* access-list deny-flow-max, on page 100

* access-list ethertype, on page 102

* access-list extended, on page 106

* access-list remark, on page 115

* access-list rename, on page 117
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* access-list standard, on page 118

* access-list webtype, on page 120

* accounting-mode, on page 123

* accounting-port, on page 125

* accounting-server-group, on page 127
* acl-netmask-convert, on page 129

* action, on page 131

* action cli command, on page 133

* action-uri, on page 135

* activate-tunnel-group-script, on page 137
* activation-key, on page 138

* activex-relay, on page 144
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aaa accounting command

To send accounting messages to the TACACS+ accounting server when you enter any command other than
show commands at the CLI, use the aaa accounting command command in global configuration mode. To
disable support for command accounting, use the no form of this command.

aaa accounting command [ privilegelevel ] tacacs + -server-tag
no aaa accounting command [ privilegelevel ] tacacs + -server-tag

Syntax Description

Command Default

Command Modes

privilege level If you customize the command privilege level using the privilege command, you can
limit which commands the ASA accounts for by specifying a minimum privilege level.

The ASA does not account for commands that are below the minimum privilege level.

Note Ifyou enter a deprecated command and enabled the privilege keyword, then the
ASA does not send accounting information for the deprecated command. If you
want to account for deprecated commands, be sure to disable the privilege

keyword. Many deprecated commands are still accepted at the CLI, and are often
converted into the currently accepted command at the CLI; they are not included

in CLI help or this guide.

tacacst-server-tag Specifies the server or group of TACACS+ servers to which accounting records are sent,
as specified by the aaa-server protocol command.

The default privilege level is 0.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

When you configure the aaa accounting command command, each command other than show commands
entered by an administrator is recorded and sent to the accounting server or servers.

The following example specifies that accounting records will be generated for any supported command,
and that these records are sent to the server from the group named adminserver:

ciscoasa(config)# aaa accounting command adminserver
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Related Commands Command Description

aaa accounting Enables or disables TACACS+ or RADIUS user accounting (on a server designated
by the aaa-server command).

clear configure aaa Removes or resets the configured AAA accounting values.

show running-config | Displays the AAA configuration.
aaa
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aaa accounting console

To enable support for AAA accounting for administrative access, use the aaa accounting console command
in global configuration mode. To disable support for aaa accounting for administrative access, use the N0
form of this command.

aaa accounting { serial | telnet | ssh | enable } console server-tag
no aaa accounting { serial | telnet | ssh | enable } console server-tag

Syntax Description

Command Default

Command Modes

enable Enables the generation of accounting records to mark the entry to and exit from privileged EXEC
mode.
serial Enables the generation of accounting records to mark the establishment and termination of admin

sessions that are established via the serial console interface.

sFrve-tag Specifies the server group to which accounting records are sent, defined by the aaa-server protocol
command. Valid server group protocols are RADIUS and TACACS+.

ssh Enables the generation of accounting records to mark the establishment and termination of admin
sessions created over SSH.

telnet  Enables the generation of accounting records to mark the establishment and termination of admin

sessions created over Telnet.

By default, AAA accounting for administrative access is disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

You must specify the name of the server group, previously specified in the aaa-server command.

The following example specifies that accounting records will be generated for enable access, and
that these records are sent to the server named adminserver:

ciscoasa(config)# aaa accounting enable console adminserver
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. aaa accounting console

Related Commands Command Description

aaa accounting match | Enables or disables TACACS+ or RADIUS user accounting (on a server
designated by the aaa-server command),

aaa accounting Specifies that each command, or commands of a specified privilege level or
command higher, entered by an administrator/user is recorded and sent to the accounting
Server or servers.

clear configure aaa Removes or resets the configured AAA accounting values.

show running-configaaa | Displays the AAA configuration.
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aaa accounting include, exclude

To enable accounting for TCP or UDP connections through the ASA, use the aaa accounting include command
in global configuration mode. To exclude addresses from accounting, use the aaa accounting exclude
command. To disable accounting, use the no form of this command.

aaa accounting { include | exclude } serviceinterface nameinside ip inside mask [ outside ip

outside_mask ] server_tag
no aaa accounting { include | exclude} service interface name inside ip inside mask outside ip
outside mask server_tag
Syntax Description exclude Excludes the specified service and address from accounting if it was already specified by an
include command.
include Specifies the services and IP addresses that require accounting. Traffic that is not specified

by an include statement is not processed.

inside_ip

Specifies the IP address on the higher security interface. This address might be the source
or the destination address, depending on the interface to which you apply this command. If
you apply the command to the lower security interface, then this address is the destination
address. If you apply the command to the higher security interface, then this address is the
source address. Use 0 to mean all hosts.

inside_mask

Specifies the network mask for the inside IP address. Use 0 if the IP address is 0. Use
255.255.255.255 for a host.

interface name

Specifies the interface name from which users require accounting.

outside ip

(Optional) Specifies the IP address on the lower security interface. This address might be
the source or the destination address, depending on the interface to which you apply this
command. If you apply the command to the lower security interface, then this address is the
source address. If you apply the command to the higher security interface, then this address
is the destination address. Use 0 to mean all hosts.

outside_mask

(Optional) Specifies the network mask for the outside IP address. Use 0 if the IP address is
0. Use 255.255.255.255 for a host.

server_tag

Specifies the AAA server group defined by the aaa-server host command.
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Command Default

Command Modes

service Specifies the services that require accounting. You can specify one of the following values:

* any or tcp/0 (specifies all TCP traffic)
- ftp

* http

* https

* ssh

* telnet

* tcp/port

* udp/port

By default, AAA accounting for administrative access is disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

The ASA can send accounting information to a RADIUS or TACACS+ server about any TCP or UDP traffic
that passes through the ASA. If that traffic is also authenticated, then the AAA server can maintain accounting
information by username. If the traffic is not authenticated, the AAA server can maintain accounting information
by IP address. Accounting information includes when sessions start and stop, username, the number of bytes
that pass through the ASA for the session, the service used, and the duration of each session.

Before you can use this command, you must first designate a AAA server with the aaa-server command.

To enable accounting for traffic that is specified by an ACL, use the aaa accounting match command. You
cannot use the match command in the same configuration as the include and exclude commands. We suggest
that you use the match command instead of the include and exclude commands; the include and exclude
commands are not supported by Adaptive Security Device Manager (ASDM).

You cannot use the aaa accounting include and exclude commands between same-security interfaces. For
that scenario, you must use the aaa accounting match command.

The following example enables accounting on all TCP connections:
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ciscoasa (config) # aaa-server mygroup protocol tacacs+
ciscoasa(config) # aaa-server mygroup (inside) host 192.168.10.10 thekey timeout 20
ciscoasa(config) # aaa accounting include any inside 0 0 0 0 mygroup

Related Commands | Command Description

aaa accounting match | Enables accounting for traffic specified by an ACL.

aaa accounting Enables accounting of administrative access.
command

aaa-server host Configures the AAA server.

clear configure aaa Clears the AAA configuration.

show running-configaaa | Displays the AAA configuration.
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To enable accounting for TCP and UDP connections through the ASA, use the aaa accounting match
command in global configuration mode. To disable accounting for traffic, use the no form of this command.

aaa accounting match acl_nameinterface name server_tag
no aaa accounting match acl_nameinterface name server_tag

Syntax Description

Command Default

Command Modes

acl_name Specifies the traffic that requires accounting by matching an ACL name. Permit entries in
the ACL are accounted, while deny entries are exempt from accounting. This command is
only supported for TCP and UDP traffic. A warning message is displayed if you enter this

command and it references an ACL that permits other protocols.

interface_ name Specifies the interface name from which users require accounting.

server_tag Specifies the AAA server group tag defined by the aaa-server command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

The ASA can send accounting information to a RADIUS or TACACS+ server about any TCP or UDP traffic
that passes through the ASA. If that traffic is also authenticated, then the AAA server can maintain accounting
information by username. If the traffic is not authenticated, the AAA server can maintain accounting information
by IP address. Accounting information includes when sessions start and stop, username, the number of bytes
that pass through the ASA for the session, the service used, and the duration of each session.

Before you can use this command, you must first designate a AAA server with the aaa-server command.

Accounting information is sent only to the active server in a server group unless you enable simultaneous
accounting using the accounting-mode command in aaa-server protocol configuration mode.

You cannot use the aaa accounting match command in the same configuration as the aaa accounting include
and exclude commands. We suggest that you use the match command instead of the include and exclude
commands; the include and exclude commands are not supported by ASDM.
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Examples The following example enables accounting for traffic matching a specific ACL acl2:

ciscoasa(config) # access-list acll2 extended permit tcp any any
ciscoasa(config) # aaa accounting match acl2 outside radserverl

Related Commands Command Description

aaa accountinginclude, exclude | Enables accounting by specifying the IP addresses directly in the command.

access-list extended Creates an ACL.
clear configure aaa Removes AAA configuration.
show running-config aaa Displays the AAA configuration.
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To authenticate users who access the ASA CLI over a serial, SSH, HTTPS (ASDM), or Telnet connection,
or to authenticate users who access privileged EXEC mode using the enable command, use the aaa
authentication console command in global configuration mode. To disable authentication, use the no form
of this command.

aaaauthentication { serial | enable | telnet | ssh | http } console { LOCAL | server_group [ LOCAL

1}

no aaa authentication { serial | enable | telnet | ssh | http } console { LOCAL | server_group [

LOCAL 1}

Syntax Description

enable

Authenticates users who access privileged EXEC mode when they use the enable command.

http

Authenticates ASDM users who access the ASA over HTTPS. By default, ASDM accepts a
blank username and the enable password, and can also use the local database for authentication
even if you do not configure this command. This command disallows the blank username/enable
password login.

If the aaa commands are defined, but the HTTPS authentication requests a time out, which
implies the AAA servers might be down or not available, you can gain access to the ASA
using a blank username and the enable password. By default, the enable password is not set.

LOCAL

Uses the local database for authentication. The LOCAL keyword is case sensitive. If the local
database is empty, the following warning message appears:

Warning:local database is empty! Use 'username' command to define local users.

If the local database becomes empty when the LOCAL keyword is still present in the
configuration, the following warning message appears:

Warning:Local user database is empty and there are still commands using 'LOCAL'
for authentication.

server-tag
[LOCAL]

Specifies the AAA server group tag defined by the aaa-server command. HTTPS management
authentication does not support the SDI protocol for a AAA server group.

If you use the LOCAL keyword in addition to the server-tag argument, you can configure
the ASA to use the local database as a fallback method if the AAA server is unavailable. The
LOCAL keyword is case sensitive. We recommend that you use the same username and
password in the local database as the AAA server because the ASA prompt does not give any
indication which method is being used.

serial

Authenticates users who access the ASA using the serial console port.
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Command Modes
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Authenticates users with passwords who access the ASA using SSH. For a local username,
you can enable public key authentication instead of password authentication using the ssh
authentication command. In Version 9.6(2) and 9.7(1), the aaa authentication ssh console
LOCAL command is required for ssh authentication.

For 9.6(1) and earlier and for 9.6(3)/9.8(1) and later, you do not have to configure the aaa
authentication ssh console LOCAL command for public key authentication; this command
only applies to users with passwords, and you can specify any server type, not just LOCAL.
For example, some users can use public key authentication using the local database, and other
users can use passwords with RADIUS.

telnet

Authenticates users who access the ASA using Telnet. If the aaa authentication telnet console
command is not defined, you can gain access to the ASA CLI with the ASA login password
(set with the password command).

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification

7.0(1) This command was added.

8.4(2) You can no longer connect to the ASA using SSH with the pix or asa username and the login
password. To use SSH, you must configure AAA authentication using the aaa authentication
ssh console L OCAL command (CLI) or Configuration > Device M anagement > User JAAA
> AAA Access> Authentication (ASDM); then define a local user by entering the username
command (CLI) or choosing Configuration > Device Management > User SAAA > User
Accounts (ASDM). If you want to use a AAA server for authentication instead of the local
database, we recommend also configuring local authentication as a backup method.

9.6(2) The aaa authentication ssh console LOCAL command is required for ssh authentication.
In Version 9.6(2) and later, you can create a user name without any password defined, so you
can require public key authentication only.

9.6(3)/9.8(1) Separate authentication for users with SSH public key authentication and users with passwords.

You no longer have to explicitly enable AAA SSH authentication (aaa authentication ssh
console); when you configure the ssh authentication command for a user, local authentication
is enabled by default for users with this type of authentication. Moreover, when you explicitly
configure AAA SSH authentication, this configuration only applies for usernames with
passwords, and you can use any AAA server type.
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Usage Guidelines

Before the ASA can authenticate a Telnet, SSH, or HTTPS user, you must first configure access to the ASA
using the telnet, ssh, or http commands. These commands identify the IP addresses that are allowed to
communicate with the ASA.

Loggingin tothe ASA
After you connect to the ASA, you log in and access user EXEC mode.

* If you do not enable any authentication for serial access, you do not enter a username or password.

* If you do not enable any authentication for Telnet, you do not enter a username; you enter the login
password (set with the password command).

* If you enable Telnet or SSH authentication using this command, you enter the username and password
as defined on the AAA server or local user database.
Accessing Privileged EXEC Mode

To enter privileged EXEC mode, enter the enable command or the login command (if you are using the local
database only).

* If you do not configure enable authentication, enter the system enable password when you enter the
enable command (set by the enable password command). However, if you do not use enable
authentication, after you enter the enable command, you are no longer logged in as a particular user. To
maintain your username, use enable authentication.

* If you configure enable authentication, the ASA prompts you for your username and password.
For authentication using the local database, you can use the login command, which maintains the username
but requires no configuration to turn on authentication.
Accessing ASDM

By default, you can log into ASDM with a blank username and the enable password set by the enable password
command. However, if you enter a username and password at the login screen (instead of leaving the username
blank), ASDM checks the local database for a match.

HTTPS authentication does not support the SDI protocol for a AAA server group. The maximum username
prompt for HTTPS authentication is 30 characters. The maximum password length is 16 characters.

No Support in the System Execution Space for AAA Commands
In multiple context mode, you cannot configure any AAA commands in the system configuration.
Number of Login Attempts Allowed

As the following table shows, the action of the prompts for authenticated access to the ASA CLI differ,
depending on the option you choose with the aaa authentication console command.

Option | Number of Login Attempts Allowed

enable| Three tries before access is denied

serial | Continual until success

ssh | Three tries before access is denied

telnet | Continual until success

http | Continual until success
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The following example shows use of the aaa authentication console command for a Telnet connection
to a RADIUS server with the server tag “radius”:

ciscoasa(config)# aaa authentication telnet console radius

The following example identifies the server group “Authln” for enable authentication:

ciscoasa(config)# aaa authentication enable console AuthIn

The following example shows use of the aaa authentication console command with fallback to the
LOCAL user database if all the servers in the group “svrgrpl” fail:

ciscoasa

(config) # aaa-server svrgrpl protocol tacacs
ciscoasa(config) # aaa authentication ssh console svrgrpl LOCAL

Related Commands

Command

Description

aaa authentication

Enables or disables user authentication.

aaa-server host

Specifies the AAA server to use for user authentication.

clear configure aaa

Remove or resets the configured AAA accounting values.

Idap map-attributes

Maps LDAP attributes to RADIUS attributes that the ASA can understand.

service-type

Limits a local user CLI access.

show running-config
aaa

Displays the AAA configuration.
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aaa authentication include, exclude

To enable authentication for connections through the ASA, use the aaa authentication include command in
global configuration mode. To disable authentication, use the Nno form of this command. To exclude addresses
from authentication, use the aaa authentication exclude command. To not exclude addresses from
authentication, use the no form of this command.

aaa authentication { include| exclude } serviceinterface hameinside ipinside mask [ outside ip
outside mask ] { server_tag| LOCAL }

no aaa authentication { include | exclude } serviceinterface nameinside ipinside mask [ outside ip
outside mask ] { server_tag| LOCAL }

Syntax Description

exclude Excludes the specified service and address from authentication if it was already specified by
an include command.

include Specifies the services and IP addresses that require authentication. Traffic that is not specified
by an include statement is not processed.

inside_ip Specifies the IP address on the higher security interface. This address might be the source
or the destination address, depending on the interface to which you apply this command. If
you apply the command to the lower security interface, then this address is the destination
address. If you apply the command to the higher security interface, then this address is the
source address. Use 0 to mean all hosts.

inside_mask  Specifies the network mask for the inside IP address. Use 0 if the IP address is 0. Use
255.255.255.255 for a host.

interface_name Specifies the interface name from which users require authentication.

LOCAL Specifies the local user database.

outside ip (Optional) Specifies the IP address on the lower security interface. This address might be
the source or the destination address, depending on the interface to which you apply this
command. If you apply the command to the lower security interface, then this address is the
source address. If you apply the command to the higher security interface, then this address
is the destination address. Use 0 to mean all hosts.

outside_ mask (Optional) Specifies the network mask for the outside IP address. Use 0 if the IP address is
0. Use 255.255.255.255 for a host.

server_tag Specifies the AAA server group defined by the aaa-server command.
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Command Modes
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service Specifies the services that require authentication. You can specify one of the following values:

* any or tcp/0 (specifies all TCP traffic)
« ftp

* http

* https

* ssh

* telnet

* tep/port[-port]

* udp/port[-port]

* icmpl/type

* protocol [/port[-port]]

Although you can configure the ASA to require authentication for network access to any
protocol or service, users can authenticate directly with HTTP, HTTPS, Telnet, or FTP only.
A user must first authenticate with one of these services before the ASA allows other traffic
requiring authentication. See the “Usage Guidelines” section for more information.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

To enable authentication for traffic that is specified by an ACL, use the aaa authentication match command.
You cannot use the match command in the same configuration as the include and exclude commands. We
suggest that you use the match command instead of the include and exclude commands; the include and
exclude commands are not supported by ASDM.

You cannot use the aaa authentication include and exclude commands between same-security interfaces.
For that scenario, you must use the aaa authentication match command.

TCP sessions might have their sequence numbers randomized even if you disable sequence randomization.
This occurs when a AAA server proxies the TCP session to authenticate the user before permitting access.
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One-Time Authentication

A user at a given IP address only needs to authenticate one time for all rules and types, until the authentication
session expires. (See the timeout uauth command for timeout values.) For example, if you configure the
ASA to authenticate Telnet and FTP, and a user first successfully authenticates for Telnet, then as long as the
authentication session exists, the user does not also have to authenticate for FTP.

For HTTP or HTTPS authentication, once authenticated, a user never has to reauthenticate, no matter how
low the timeout uauth command is set, because the browser caches the string “Basic=Uuhjksdkfhk=="in
every subsequent connection to that particular site. This can be cleared only when the user exits all instances
of the web browser and restarts. Flushing the cache is of no use.

Applications Required to Receive an Authentication Challenge

Although you can configure the ASA to require authentication for network access to any protocol or service,
users can authenticate directly with HTTP, HTTPS, Telnet, or FTP only. A user must first authenticate with
one of these services before the ASA allows other traffic requiring authentication.

The authentication ports that the ASA supports for AAA are fixed:
* Port 21 for FTP

* Port 23 for Telnet
* Port 80 for HTTP
* Port 443 for HTTPS

ASA Authentication Prompts
For Telnet and FTP, the ASA generates an authentication prompt.

For HTTP, the ASA uses basic HTTP authentication by default, and provides an authentication prompt. You
can optionally configure the ASA to redirect users to an internal web page where they can enter their username
and password (configured with the aaa authentication listener command).

For HTTPS, the ASA generates a custom login screen. You can optionally configure the ASA to redirect users
to an internal web page where they can enter their username and password (configured with the aaa
authentication listener command).

Redirection is an improvement over the basic method because it provides an improved user experience when
authenticating, and an identical user experience for HTTP and HTTPS in both Easy VPN and firewall modes.
It also supports authenticating directly with the ASA.

You might want to continue to use basic HTTP authentication if: you do not want the ASA to open listening
ports; if you use NAT on a router and you do not want to create a translation rule for the web page served by
the ASA; basic HTTP authentication might work better with your network. For example non-browser
applications, like when a URL is embedded in email, might be more compatible with basic authentication.

After you authenticate correctly, the ASA redirects you to your original destination. If the destination server
also has its own authentication, the user enters another username and password. If you use basic HTTP
authentication and need to enter another username and password for the destination server, then you need to
configure the virtual http command.

\)

Note

If you use HTTP authentication without using the aaa authentication secure-http-client command, the
username and password are sent from the client to the ASA in clear text. We recommend that you use the aaa
authentication secure-http-client command whenever you enable HTTP authentication.
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For FTP, a user has the option of entering the ASA username followed by an at sign (@) and then the FTP
username (namel @name2). For the password, the user enters the ASA password followed by an at sign (@)
and then the FTP password (password1@password2). For example, enter the following text.

name> asal@partreq
password> letmein@hellO

This feature is useful when you have cascaded firewalls that require multiple logins. You can separate several
names and passwords by multiple at signs (@).

The number of login attempts allowed differs between the supported protocols:

Protocol | Number of Login Attempts Allowed

FTP Incorrect password causes the connection to be dropped immediately.

HTTP | Continual reprompting until successful login.

HTTPS

Telnet | Four tries before dropping the connection.

Static PAT and HTTP

For HTTP authentication, the ASA checks real ports when static PAT is configured. If it detects traffic destined
for real port 80, regardless of the mapped port, the ASA intercepts the HTTP connection and enforces
authentication.

For example, assume that outside TCP port 889 is translated to port 80 (www) and that any relevant ACLs
permit the traffic:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 255.255.255.255

Then when users try to access 10.48.66.155 on port 889, the ASA intercepts the traffic and enforces HTTP
authentication. Users see the HTTP authentication page in their web browsers before the ASA allows HTTP
connection to complete.

If the local port is different than port 80, as in the following example:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 255.255.255.255

Then users do not see the authentication page. Instead, the ASA sends an error message to the web browser
indicating that the user must be authenticated before using the requested service.

Authenticating Directly with the ASA

If you do not want to allow HTTP, HTTPS, Telnet, or FTP through the ASA but want to authenticate other
types of traffic, you can authenticate with the ASA directly using HTTP or HTTPS by configuring the aaa
authentication listener command.

You can authenticate directly with the ASA at the following URLs when you enable AAA for the interface:
http://interface ip[:port]/netaccess/connstatus.html
https://interface ip[:port]/netaccess/connstatus.html

Alternatively, you can configure virtual Telnet (using the virtual telnet command). With virtual Telnet, the
user Telnets to a given IP address configured on the ASA, and the ASA provides a Telnet prompt.
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Examples The following example includes for authentication TCP traffic on the outside interface, with an inside
IP address of 192.168.0.0 and a netmask of 255.255.0.0, with an outside IP address of all hosts, and
using a server group named tacacs+. The second command line excludes Telnet traffic on the outside
interface with an inside address of 192.168.38.0, with an outside IP address of all hosts:
ciscoasa(config)# aaa authentication include tcp/0 outside 192.168.0.0 255.255.0.0 0 O
tacacs+
ciscoasa(config)# aaa authentication exclude telnet outside 192.168.38.0 255.255.255.0 0 O
tacacs+
The following examples demonstrate ways to use the interface-name parameter. The ASA has an
inside network of 192.168.1.0, an outside network 0f 209.165.201.0 (subnet mask 255.255.255.224),
and a perimeter network of 209.165.202.128 (subnet mask 255.255.255.224).
This example enables authentication for connections originated from the inside network to the outside
network:
ciscoasa(config)# aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224 tacacs+
This example enables authentication for connections originated from the inside network to the
perimeter network:
ciscoasa(config) #aaa authentication include tcp/0 inside 192.168.1.0 255.255.255.0
209.165.202.128 255.255.255.224 tacacs+
This example enables authentication for connections originated from the outside network to the inside
network:
ciscoasa(config) # aaa authentication include tcp/0 outside 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224 tacacs+
This example enables authentication for connections originated from the outside network to the
perimeter network:
ciscoasa(config)# aaa authentication include tcp/0 outside 209.165.202.128 255.255.255.224
209.165.201.0 255.255.255.224 tacacs+
This example enables authentication for connections originated from the perimeter network to the
outside network:
ciscoasa(config) #aaa authentication include tcp/0 perimeter 209.165.202.128 255.255.255.224
209.165.201.0 255.255.255.224 tacacs+
Related Commands | Command Description
aaa authentication console Enables authentication for management access.
aaa authentication match Enables user authentication for through traffic.

aaa authentication secure-http-client | Provides a secure method for user authentication to the ASA before
allowing HTTP requests to traverse the ASA.

aaa-server Configures group-related server attributes.
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Command Description

aaa-server host Configures host-related attributes.
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aaa authentication listener

To enable HTTP/HTTPS listening ports to authenticate network users, use the aaa authentication listener
command in global configuration mode. When you enable a listening port, the ASA serves an authentication
page for direct connections and optionally for through traffic. To disable the listeners, use the no form of this
command.

aaa authentication listener { http | https } interface name [ port portnum ] [ redirect ]
no aaa authentication listener { http | https } interface name [ port porthum ] [ redirect ]

Syntax Description

Command Default

Command Modes

{http | https} Specifies the protocol that you want to listen for, either HTTP or HTTPS. Enter this command
separately for each protocol.

interface_name Specifies the interface on which you enable listeners.

port portnum Specifies the port number that the ASA listens on for direct or redirected traffic; the defaults
are 80 (HTTP) and 443 (HTTPS). You can use any port number and retain the same
functionality, but be sure your direct authentication users know the port number; redirected
traffic is sent to the correct port number automatically, but direct authenticators must specify
the port number manually.

redirect Redirects through traffic to an authentication web page served by the ASA. Without this

keyword, only traffic directed to the ASA interface can access the authentication web pages.

By default, no listener services are enabled, and HTTP connections use basic HTTP authentication. If you
enable the listeners, the default ports are 80 (HTTP) and 443 (HTTPS).

If you are upgrading from 7.2(1), then the listeners are enabled on ports 1080 (HTTP) and 1443 (HTTPS).
The redirect option is also enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.2(2) This command was added.

Without the aaa authentication listener command, when HTTP/HTTPS users need to authenticate with the
ASA after you configure the aaa authentication match or aaa authentication include command, the ASA
uses basic HTTP authentication. For HTTPS, the ASA generates a custom login screen.
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If you configure the aaa authentication listener command with the redirect keyword, the ASA redirects all
HTTP/HTTPS authentication requests to web pages served by the ASA.

Redirection is an improvement over the basic method because it provides an improved user experience when
authenticating, and an identical user experience for HTTP and HTTPS in both Easy VPN and firewall modes.
It also supports authenticating directly with the ASA.

You might want to continue to use basic HTTP authentication if: you do not want the ASA to open listening
ports; if you use NAT on a router and you do not want to create a translation rule for the web page served by
the ASA; basic HTTP authentication might work better with your network. For example non-browser
applications, like when a URL is embedded in email, might be more compatible with basic authentication.

If you enter the aaa authentication listener command without the redirect option, then you only enable
direct authentication with the ASA, while letting through traffic use basic HTTP authentication. The redirect
option enables both direct and through-traffic authentication. Direct authentication is useful when you want
to authenticate traffic types that do not support authentication challenges; you can have each user authenticate
directly with the ASA before using any other services.

\}

Note For cut-through proxy, when the user logs out from the authentication page, the connection stays active. The
user must also log out of the SSH session to completely clear the connection.

If you enable the redirect option, you cannot also configure static PAT for the same interface where you
translate the interface IP address and the same port that is used for the listener; NAT succeds, but authentication
fails. For example, the following configuration is unsupported:

ciscoasa(config)# static (inside,outside) tcp interface www 192.168.0.50 www netmask
255.255.255.255
ciscoasa(config)# aaa authentication listener http outside redirect

The following configuration is supported; the listener uses port 1080 instead of the default 80:

ciscoasa(config) # static (inside,outside) tcp interface www 192.168.0.50 www netmask
255.255.255.255
ciscoasa(config)# aaa authentication listener http outside port 1080 redirect

Examples The following example configures the ASA to redirect HTTP and HTTPS connections to the default

ports:

ciscoasa (config)# aaa authentication listener http inside redirect
ciscoasa(config)# aaa authentication listener https inside redirect

The following example allows authentication requests directly to the ASA; through traffic uses basic
HTTP authentication:

ciscoasa(config)# aaa authentication listener http inside
ciscoasa(config)# aaa authentication listener https inside

The following example configures the ASA to redirect HTTP and HTTPS connections to non-default
ports:

ciscoasa(config)# aaa authentication listener http inside port 1100 redirect
ciscoasa(config)# aaa authentication listener https inside port 1400 redirect

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |
. aaa authentication listener

Related Commands | Command Description
aaa authentication listener Remove the logout button from the cut-through proxy login
no-logout-button page.
aaa authentication match Configures user authentication for through traffic.
aaa authentication secure-http-client Enables SSL and secure username and password exchange

between HTTP clients and the ASA.

clear configure aaa Removes the configured AAA configuration.

show running-config aaa Displays the AAA configuration.

virtual http Supports cascading HTTP authentications with basic HTTP
authentication.
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aaa authentication listener no-logout-button

To remove the logout button from the cut-through proxy portal page, use the aaa authentication listener
no-logout-button command in global configuration mode. To restore the logout button, use the no form of
this command.

aaa authentication listener no-logout-button interface name
no aaa authentication listener no-logout-button interface_name

Syntax Description

Command Default

Command Modes

interface_name Specifies the interface on which you enabled the authentication listener.

By default, the portal page has a logout button.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

9.10(1) This command was added.

By default, the cut-through proxy portal page (/netaccess/connstatus.html) presents session information and
a logout button if it is accessed when a cut-through-proxy session is already active for the connecting host.
You can use this command to remove the logout button.

This is useful in case where users connect from behind a NAT device and cannot be distinguished by IP
address. When one user logs out, it logs out all users of the IP address.

The following example enables the HTTP and HTTPS listeners on the inside interface and configures
the ASA to redirect all HTTP/HTTPS traffic that requires authentication.

ciscoasa(config)# aaa authentication listener http inside redirect
ciscoasa(config)# aaa authentication listener https inside redirect

ciscoasa(config)# aaa authentication listener no-logout-button inside

Related Commands

Command Description

aaa authentication listener http/https| Enables HTTP/HTTPS listening ports to authenticate network users

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .




A-B Commands |

. aaa authentication login-history

aaa authentication login-history

To set the login history duration, use the aaa authentication login-history command in global configuration
mode. To disable the login history, use the no form of this command.

aaa authentication login-history duration days
no aaa authentication login-history [ duration days ]

Syntax Description

Command Default

Command Modes

duration
days

Sets the days between 1 and 365. The default is 90.

The default is 90 days.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

9.8(1) Weintroduced this command.

This feature applies to usernames in the local database or from a AAA server when you enable local AAA
authentication for one or more of the CLI management methods (SSH, Telnet, serial console).

ASDM logins are not saved in the history.

The login history is only saved per unit; in failover and clustering environments, each unit maintains its own
login history only.

Login history data is not maintained over reloads.

To view the login history, use the show aaa login-history command.

The following example sets the login history to 365 days:

ciscoasa(config)# aaa authentication login-history duration 365

When a user logs in, they see their own login history, such as this SSH example:

cugel@l0.86.194.108's password:

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016
Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console
Successful logins over the last 90 days: 6
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Authentication failures since the last login: 0
Type help or '?' for a list of available commands.
ciscoasa>

Related Commands Command Description

aaa authentication login-history | Saves the local username login history.

passwor d-history Stores previous User name passwords. This command is not
user-configurable.

passwor d-policy reuse-interval | Prohibits the reuse of a username password.

passwor d-policy username-check | Prohibits a password that matches a username name.

show aaa login-history Shows the local username login history.

username Configures a local user.
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aaa authentication match

To enable authentication for connections through the ASA, use the aaa authentication match command in
global configuration mode. To disable authentication, use the no form of this command.

aaa authentication match acl_name interface_name { server_tag | LOCAL } user-identity
no aaa authentication match acl_name interface name { server_tag | LOCAL } user-identity

Syntax Description

Command Default

Command Modes

acl_name Specifies an extended ACL name.

interface name Specifies the interface name from which to authenticate users.

LOCAL Specifies the local user database.

server_tag Specifies the AAA server group tag defined by the aaa-server command.

user-identity Specifies the user identity that is mapped to the identity firewall.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

9.0(1) The user-identity keyword was added.

You cannot use the aaa authentication match command in the same configuration as the include and exclude
commands. We suggest that you use the match command instead of the include and exclude commands; the
include and exclude commands are not supported by ASDM.

TCP sessions might have their sequence numbers randomized even if you disable sequence randomization.
This occurs when a AAA server proxies the TCP session to authenticate the user before permitting access.

One-Time Authentication

A user at a given IP address only needs to authenticate one time for all rules and types, until the authentication
session expires. (See the timeout uauth command for timeout values.) For example, if you configure the
ASA to authenticate Telnet and FTP, and a user first successfully authenticates for Telnet, then as long as the
authentication session exists, the user does not also have to authenticate for FTP.
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For HTTP or HTTPS authentication, once authenticated, a user never has to reauthenticate, no matter how
low the timeout uauth command is set, because the browser caches the string “Basic=Uuhjksdkfhk==""in
every subsequent connection to that particular site. This can be cleared only when the user exits all instances
of the web browser and restarts. Flushing the cache is of no use.

Applications Required to Receive an Authentication Challenge

Although you can configure the ASA to require authentication for network access to any protocol or service,
users can authenticate directly with HTTP, HTTPS, Telnet, or FTP only. A user must first authenticate with
one of these services before the ASA allows other traffic requiring authentication.

The authentication ports that the ASA supports for AAA are fixed:
* Port 21 for FTP

* Port 23 for Telnet
* Port 80 for HTTP

* Port 443 for HTTPS (requires the aaa authentication listener command)

ASA Authentication Prompts
For Telnet and FTP, the ASA generates an authentication prompt.

For HTTP, the ASA uses basic HTTP authentication by default, and provides an authentication prompt. You
can optionally configure the ASA to redirect users to an internal web page where they can enter their username
and password (configured with the aaa authentication listener command).

For HTTPS, the ASA generates a custom login screen. You can optionally configure the ASA to redirect users
to an internal web page where they can enter their username and password (configured with the aaa
authentication listener command).

Redirection is an improvement over the basic method because it provides an improved user experience when
authenticating, and an identical user experience for HTTP and HTTPS in both Easy VPN and firewall modes.
It also supports authenticating directly with the ASA.

You might want to continue to use basic HTTP authentication if: you do not want the ASA to open listening
ports; if you use NAT on a router and you do not want to create a translation rule for the web page served by
the ASA; basic HTTP authentication might work better with your network. For example non-browser
applications, like when a URL is embedded in email, might be more compatible with basic authentication.

After you authenticate correctly, the ASA redirects you to your original destination. If the destination server
also has its own authentication, the user enters another username and password. If you use basic HTTP
authentication and need to enter another username and password for the destination server, then you need to
configure the virtual http command.

\)

Note If you use HTTP authentication without using the aaa authentication secure-http-client command, the

username and password are sent from the client to the ASA in clear text. We recommend that you use the aaa

authentication secure-http-client command whenever you enable HTTP authentication.

For FTP, a user has the option of entering the ASA username followed by an at sign (@) and then the FTP
username (namel @name2). For the password, the user enters the ASA password followed by an at sign (@)
and then the FTP password (password1@password2). For example, enter the following text.
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Examples

name> asal@partreq
password> letmein@hellO

This feature is useful when you have cascaded firewalls that require multiple logins. You can separate several
names and passwords by multiple at signs (@).

The number of login attempts allowed differs between the supported protocols:

Protocol | Number of Login Attempts Allowed

FTP Incorrect password causes the connection to be dropped immediately.

HTTP | Continual reprompting until successful login.

HTTPS

Telnet | Four tries before dropping the connection.

Static PAT and HTTP

For HTTP authentication, the ASA checks real ports when static PAT is configured. If it detects traffic destined
for real port 80, regardless of the mapped port, the ASA intercepts the HTTP connection and enforces
authentication.

For example, assume that outside TCP port 889 is translated to port 80 (www) and that any relevant ACLs
permit the traffic:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask 255.255.255.255

Then when users try to access 10.48.66.155 on port 889, the ASA intercepts the traffic and enforces HTTP
authentication. Users see the HTTP authentication page in their web browsers before the ASA allows HTTP
connection to complete.

If the local port is different than port 80, as in the following example:

static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask 255.255.255.255

Then users do not see the authentication page. Instead, the ASA sends to the web browser an error message
indicating that the user must be authenticated before using the requested service.

Authenticating Directly with the ASA

If you do not want to allow HTTP, HTTPS, Telnet, or FTP through the ASA but want to authenticate other
types of traffic, you can authenticate with the ASA directly using HTTP or HTTPS by configuring the aaa
authentication listener command.

You can authenticate directly with the ASA at the following URLs when you enable AAA for the interface:

http://interface ip[:port]/netaccess/connstatus.html
https://interface ip[:port]/netaccess/connstatus.html

Alternatively, you can configure virtual Telnet (using the virtual telnet command). With virtual Telnet, the
user Telnets to a given IP address configured on the ASA, and the ASA provides a Telnet prompt.

The following set of examples illustrates how to use the aaa authentication match command:

ciscoasa(config)# show access-list
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access-list mylist permit tcp 10.0.0.0 255.255.255.0 192.168.2.0 255.255.255.0 (hitcnt=0)
access-list yourlist permit tcp any any (hitcnt=0)

ciscoasa(config)# show running-config aaa

aaa authentication match mylist outbound TACACS+

In this context, the following command:

ciscoasa(config) # aaa authentication match yourlist outbound tacacs

is equivalent to this command:

ciscoasa(config) # aaa authentication include TCP/0 outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tacacs

The aaa command statement list is order-dependent between access-list command statements. If you
enter the following command:

ciscoasa(config)# aaa authentication match mylist outbound TACACS+

before this command:

ciscoasa(config)# aaa authentication match yourlist outbound tacacs

the ASA tries to find a match in the mylist access-list command statement group before it tries to
find a match in the yourlist access-list command statement group.

To enable authentication for connections through the ASA and match it to the Identity Firewall
feature, enter the following command:

ciscoasa (config) # aaa
authenticate

match

access
_list
__name

inside
user-identity

Related Commands | Command Description

aaa authorization Enables user authorization services.

access-list extended Creates an ACL.

clear configure aaa Removes the configured AAA configuration.

show running-config | Displays the AAA configuration.
aaa

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |

. aaa authentication secure-http-client

aaa authentication secure-http-client

Syntax Description

Command Default

Command Modes

To enable SSL and secure username and password exchange between HTTP clients and the ASA, use the aaa
authentication secure-http-client command in global configuration mode. To disable this function, use the
no form of this command.

aaa authentication secure-http-client
no aaa authentication secure-http-client

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

The aaa authentication secure-http-client command offers a secure method for user authentication to the
ASA before allowing user HTTP-based web requests to traverse the ASA. This command is used for HTTP
cut-through proxy authentication through SSL.

The aaa authentication secure-http-client command has the following limitations:

* Atruntime, a maximum of 64 HTTPS authentication processes is allowed. If all 64 HTTPS authentication
processes are running, the 65th, new HTTPS connection requiring authentication is not allowed.

» When uauth timeout 0 is configured (the uauth timeout is set to 0), HTTPS authentication might not
work. If a browser initiates multiple TCP connections to load a web page after HTTPS authentication,
the first connection is let through, but the subsequent connections trigger authentication. As a result,
users are continuously presented with an authentication page, even if the correct username and password
are entered each time. To work around this, set the uauth timeout to 1 second with the timeout uauth
0:0:1 command. However, this workaround opens a 1-second window of opportunity that might allow
non-authenticated users to go through the firewall if they are coming from the same source IP address.

*» Because HTTPS authentication occurs on the SSL port 443, users must not configure an access-list
command statement to block traffic from the HTTP client to HTTP server on port 443. Furthermore, if
static PAT is configured for web traffic on port 80, it must also be configured for the SSL port. In the
following example, the first line configures static PAT for web traffic and the second line must be added
to support the HTTPS authentication configuration:
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static (inside,outside) tcp 10.132.16.200 www 10.130.16.10 www
static (inside,outside) tcp 10.132.16.200 443 10.130.16.10 443

Examples The following example configures HTTP traffic to be securely authenticated:

ciscoasa(config) # aaa authentication secure-http-client
ciscoasa(config) # aaa authentication include http

where “...” represents your values for authen_service if_namelocal_ip local_mask foreign_ip
foreign_mask] server_tag.

The following command configures HTTPS traffic to be securely authenticated:
ciscoasa (config)# aaa authentication include https

where “...” represents your values for authentication -service interface-name local-ip local-mask
foreign-ip foreign-mask] server-tag.

\)

Note The aaa authentication secure-https-client command is not needed for HTTPS traffic.

Related Commands Command Description

aaa Enables LOCAL, TACACS+, or RADIUS user authentication, on a server designated
authentication | by the aaa-server command.

virtual telnet Accesses the ASA virtual server.
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aaa authorization command

To enable command authorization, use the aaa authorization command command in global configuration
mode. To disable command authorization, use the no form of this command.

aaa authorization command { LOCAL | tacacs + server-tag [ LOCAL ] }
no aaa authorization command { } ] LOCAL [ server-tag + tacacs | LOCAL

Syntax Description

Command Default

Command Modes

LOCAL Enables local command privilege levels set by the privilege command. When a local,

RADIUS, or LDAP (if you map LDAP attributes to RADIUS attributes) user authenticates
for CLI access, the ASA places that user in the privilege level that is defined by the local
database, RADIUS, or LDAP server. The user can access commands at the user privilege

level and below.

If you specify LOCAL after a TACACS+ server group tag, the local user database is
used for command authorization only as a fallback when the TACACS+ server group is
unavailable.

tacacs+
server_tag

Specifies a predefined server group tag for the TACACS+ authorization server. The AAA
server group tag as defined by the aaa-server command.

Fallback to the local database for authorization is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) Support added for fallback to LOCAL authorization when a TACACS+ server group is temporarily
unavailable.

8.0(2) Support for privilege levels defined on RADIUS or LDAP servers was added.

The aaa authorization command command specifies whether command execution at the CLI is subject to
authorization. By default when you log in, you can access user EXEC mode, which offers only a minimal
number of commands. When you enter the enable command (or the login command when you use the local
database), you can access privileged EXEC mode and advanced commands, including configuration commands.
If you want to control the access to commands, the ASA lets you configure command authorization, where
you can determine which commands are available to a user.

Supported Command Authorization M ethods
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You can use one of two command authorization methods:

* Local privilege levels—Configure the command privilege levels on the ASA. When a local, RADIUS,
or LDAP (if you map LDAP attributes to RADIUS attributes) user authenticates for CLI access, the ASA
places that user in the privilege level that is defined by the local database, RADIUS, or LDAP server.
The user can access commands at the user privilege level and below. Note that all users access user
EXEC mode when they first log in (commands at level 0 or 1). The user needs to authenticate again with
the enable command to access privileged EXEC mode (commands at level 2 or higher), or they can log
in with the login command (local database only).

Note

You can use local command authorization without any users in the local database and without CLI or enable
authentication. Instead, when you enter the enable command, you enter the system enable password, and the
ASA places you in level 15. You can then create enable passwords for every level, so that when you enter

enablen (2 to 15), the ASA places you in level n. These levels are not used unless you turn on local command

authorization. (See the enable command for more information.)

TACACS+ server privilege levels—On the TACACS+ server, configure the commands that a user or
group can use after they authenticate for CLI access. Every command that a user enters at the CLI is
checked with the TACACS+ server.

Security Contexts and Command Authorization

The following are important points to consider when implementing command authorization with multiple
security contexts:

* AAA settings are discrete per context, not shared between contexts.

When configuring command authorization, you must configure each security context separately. This provides
you the opportunity to enforce different command authorizations for different security contexts.

When switching between security contexts, administrators should be aware that the commands permitted for
the username specified when they login may be different in the new context session or that command
authorization may not be configured at all in the new context. Failure to understand that command authorizations
may differ between security contexts could confuse an administrator. This behavior is further complicated by
the next point.

» New context sessions started with the changeto command always use the default “enable 15 username
as the administrator identity, regardless of what username was used in the previous context session. This
behavior can lead to confusion if command authorization is not configured for the enable 15 user or if
authorizations are different for the enable 15 user than for the user in the previous context session.

This behavior also affects command accounting, which is useful only if you can accurately associate each
command that is issued with a particular administrator. Because all administrators with permission to use the
changeto command can use the enable 15 username in other contexts, command accounting records may not
readily identify who was logged in as the enable 15 username. If you use different accounting servers for
each context, tracking who was using the enable 15 username requires correlating the data from several
servers.

When configuring command authorization, consider the following:

» An administrator with permission to use the changeto command effectively has permission to use all
commands permitted to the enable 15 user in each of the other contexts.
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* If you intend to authorize commands differently per context, ensure that in each context the enable 15
username is denied the use of commands that are also denied to administrators who are permitted to use
the changeto command.

When switching between security contexts, administrators can exit privileged EXEC mode and enter the
enable command again to use the username they need.

)

Note The system execution space does not support aaa commands; therefore, command authorization is not available

in the system execution space.

Local Command Authorization Prerequisites
» Configure enable authentication for local, RADIUS, or LDAP authentication using the aaa authentication
enable console command.
Enable authentication is essential to maintain the username after the user accesses the enable command.

Alternatively, you can use the login command (which is the same as the enable command with authentication),
which requires no configuration. We do not recommend this option because it is not as secure as enable
authentication.

You can also use CLI authentication (aaa authentication {ssh |telnet | serial} console), but it is not required.

* You can use the aaa authorization exec command to enable support of administrative user privilege
levels from RADIUS if RADIUS is used for authentication, but it is not required. This command also
enables management authorization for local, RADIUS, LDAP (mapped), and TACACS+ users.

* See the following prerequisites for each user type:

* See the privilege command for information about setting command privilege levels.

TACACS+ Command Authorization

If you enable TACACS+ command authorization, and a user enters a command at the CLI, the ASA sends
the command and username to the TACACS+ server to determine if the command is authorized.

When configuring command authorization with a TACACS+ server, do not save your configuration until you
are sure it works the way you want. If you get locked out because of a mistake, you can usually recover access
by restarting the ASA.

Be sure that your TACACS+ system is completely stable and reliable. The necessary level of reliability
typically requires that you have a fully redundant TACACS+ server system and fully redundant connectivity
to the ASA. For example, in your TACACS+ server pool, include one server connected to interface 1, and
another to interface 2. You can also configure local command authorization as a fallback method if the
TACACS+ server is unavailable. In this case, you need to configure local users and command privilege levels.

See the CLI configuration guide for information about configuring the TACACS+ server.
TACACS+ Command Authorization Prerequisites
* Configure CLI authentication using the aaa authentication {ssh | telnet | serial} console command.

« Configure enable authentication using the aaa authentication enable console command.
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The following example shows how to enable command authorization using a TACACS+ server

group named tplus1:

ciscoasa(config) # aaa authorization command tplusl

The following example shows how to configure administrative authorization to support fallback to

the local user database if all servers in the tplusl server group are unavailable.

ciscoasa(config)# aaa authorization command tplusl LOCAL

Related Commands

Command

Description

aaa authentication
console

Enables CLI, ASDM, and enable authentication.

aaa authorization exec

Enables support of administrative user privilege levels from RADIUS.

aaa-server host

Configures host-related attributes.

aaa-server

Configures group-related server attributes.

enable

Enters privileged EXEC mode.

Idap map-attributes

Maps LDAP attributes to RADIUS attributes that the ASA can use.

login

Enters privileged EXEC mode using the local database for authentication.

service-type

Limits local database user CLI, ASDM, and enable access.

show running-config aaa

Displays the AAA configuration.
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To enable management authorization, use the aaa authorization exec command o in global configuration
mode. To disable management authorization, use the no form of these commands.

aaa authorization exec { authentication-server | LOCAL } [ auto-enable ]
no aaa authorization exec { authentication-server | LOCAL } [ auto-enable ]

Syntax Description authentication-server Indicates that the authorization attributes will be retrieved from the server that was
used to authenticate the user.

auto-enable Enables administrators who have sufficient authorization privileges to enter privileged
EXEC mode by entering their authentication credentials once.

LOCAL Indicates that the authorization attributes will be retrieved from the local user database
of the ASA, regardless of how authentication is done.

Command Default By default, this command is disabled.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification

8.0(2) This command was added.

8.2(2) The LOCAL option was added.

9.2(1) The auto-enable option was added.

9.4(1) This CLI will only apply to management sessions other than HTTP.

Usage Guidelines When using the aaa authorization exec command, the service-type credentials of the user are checked before
allowing console access.

When you disable management authorization with the no aaa authorization exec command, note the following:
* The service-type credentials of the user are not checked before allowing console access.

* If command authorization is configured, privilege-level attributes are still applied if they are found in
the AAA server for RADIUS, LDAP, and TACACS+ users.
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If you configure aaa authentication console commands to authenticate users when they access the CLI,
ASDM, or the enable command, then the aaa authorization exec command can limit management access
depending on the user configuration.

)

Note Serial access is not included in management authorization, so if you configure aaa authentication serial
console, then any user who authenticates can access the console port. If you configure command authorization,
then console users are still subject to command usage limits.

To configure the user for management authorization, see the following requirements for each AAA server
type or local user:

* LDAP mapped users—To map LDAP attributes, see the |dap attribute-map command.

* RADIUS users—Use the IETF RADIUS numeric Service-type attribute, which maps to one of the
following values:

* Service-Type 5 (Outbound) denies management access. The user cannot use any services specified
by the aaa authentication console commands (excluding the serial keyword; serial access is
allowed). Remote access (IPsec and SSL) users can still authenticate and terminate their remote
access sessions.

* Service-Type 6 (Administrative) allows full access to any services specified by the aaa
authentication console commands.

* Service-Type 7 (NAS prompt) allows access to the CLI when you configure the aaa authentication
{telnet | ssh} console command, but denies ASDM configuration access if you configure the aaa
authentication http console command. ASDM monitoring access is allowed. If you configure
enableauthentication with the aaa authentication enable console command, the user cannot access
privileged EXEC mode using the enable command.

)

Note The only recognized service-types are Login (1), Framed (2), Administrative (6), and NAS-Prompt (7). Using
any other service-types results in denied access.

* TACACS+ users—Request authorization with the “service=shell” entry, and the server responds with
PASS or FAIL, as follows:

* PASS, privilege level 1 allows full access to any services specified by the aaa authentication
console commands.

» PASS, privilege level 2 and higher allows access to the CLI when you configure the aaa
authentication {telnet | ssh} console command, but denies ASDM configuration access if you
configure the aaa authentication http console command. ASDM monitoring access is allowed. If
you configure enable authentication with the aaa authentication enable console command, the
user cannot access privileged EXEC mode using the enable command.

* FAIL denies management access. The user cannot use any services specified by the aaa
authentication console commands (excluding the serial keyword; serial access is allowed).
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* Local users—Set the service-type command, which is in the username configuration mode of the
username command. By default, the service-type is admin, which allows full access to any services
specified by the aaa authentication console commands.

Examples The following example enables management authorization using the local database:
ciscoasa(config)# aaa authorization exec LOCAL
Related Commands | Command Description
aaa authentication Enables console authentication.
console
Idap attribute-map Maps LDAP attributes.
service-type Limits CLI access for a local user.

show running-config aaa | Displays the AAA configuration.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands

aaa authorization http .

aaa authorization http

To enable authorization for ASDM, use the aaa authorization http command. To disable authorization of
username for ASDM, use the no form of the command:

aaa authorization http console LOCAL | <aaa-server-group>

[no] aaa authorization http console LOCAL | <aaa-server-group>

Syntax Description

Command Default

Command Modes

aaa-server-group Defined already, and the protocol configured for the aaa-server-group must be LDAP,
RADIUS, or TACACS+. The command will have no effect if the protocol is not LDAP,
RADIUS, or TACACS+.

console Specify this keyword to identify a server group for administrative authorization.

LOCAL Predefined server tag for AAA protocol ‘local’

Authorization of username for ASDM is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes — —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

9.4(1) This command was added.

This command is not available on platforms that do no support webvpn (ASA 1000v) and platforms with No
Payload Encryption (NPE) enabled.

5520-1 (config) # aaa ?
configure mode commands/options:

accounting Configure user accounting parameters
authentication Configure user authentication parameters
authorization Configure user authorization parameters
local AAA Local method options

Configure MAC Exempt parameters
Configure number of concurrent proxy connections allowed per
user
5520-1(config)# aaa authorization ?
configure mode commands/options:
command Specify this keyword to allow command authorization to be configured
for all administrators on all consoles

mac-exempt
proxy-limit
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exclude Exclude the service, local and foreign network which needs to be
authenticated, authorized, and accounted

exec Perform administrative authorization for console connections (ssh,
telnet and enable) configured for authentication to RADIUS,
LDAP, TACACS or LOCAL authentication servers.

include 1Include the service, local and foreign network which needs to be
authenticated, authorized, and accounted

match Specify this keyword to configure an ACL to match

http Perform administrative authorization for http connections

5520-1(config)# aaa authorization http ?
configure mode commands/options:
console Specify this keyword to identify a server group for administrative
authorization
5520-1(config)# aaa authorization http console ?
configure mode commands/options:
LOCAL Predefined server tag for AAA protocol 'local'
WORD Name of RADIUS,LDAP or TACACS+ aaa-server group for administrative
authorization
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aaa authorization include, exclude

To enable authorization for connections through the ASA, use the aaa authorization include command in
global configuration mode. To disable authorization, use the no form of this command. To exclude addresses
from authorization, use the aaa authorization exclude command. To not exclude addresses from authorization,
use the no form of this command.

aaa authorization { include | exclude } serviceinterface hameinside ipinside mask [ outside ip
outside_mask server_tag

no aaa authorization { include | exclude } serviceinterface nameinside ipinside mask [ outside ip
outside_mask server_tag

Syntax Description

exclude

Excludes the specified service and address from authorization if it was already specified by
an include command.

include

Specifies the services and IP addresses that require authorization. Traffic that is not specified
by an include statement is not processed.

inside_ip

Specifies the IP address on the higher security interface. This address might be the source
or the destination address, depending on the interface to which you apply this command. If
you apply the command to the lower security interface, then this address is the destination
address. If you apply the command to the higher security interface, then this address is the
source address. Use 0 to mean all hosts.

inside_mask

Specifies the network mask for the inside IP address. Use 0 if the IP address is 0. Use
255.255.255.255 for a host.

interface name

Specifies the interface name from which users require authorization.

outside ip

(Optional) Specifies the IP address on the lower security interface. This address might be
the source or the destination address, depending on the interface to which you apply this
command. If you apply the command to the lower security interface, then this address is the
source address. If you apply the command to the higher security interface, then this address
is the destination address. Use 0 to mean all hosts.

outside_mask

(Optional) Specifies the network mask for the outside IP address. Use 0 if the IP address is
0. Use 255.255.255.255 for a host.

server_tag

Specifies the AAA server group defined by the aaa-server command.
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Command Default

Command Modes

service

Note

* any or tcp/0 (specifies all TCP traffic)

- ftp

* http
* https
* ssh

* telnet

* tep/port[-port]
* udp/port[-port]

* icmpl/type

* protocol [/port[-port]]

Specifies the services that require authorization. You can specify one of the following values:

Specifying a port range might produce unexpected results at the authorization

server. The ASA sends the port range to the server as a string, with the expectation
that the server will parse it out into specific ports. Not all servers do this. In addition,
you might want users to be authorized on specific services, which does not occur
if a range is accepted.

An IP address of 0 means “all hosts.” Setting the local IP address to O lets the authorization server decide
which hosts are authorized.

Fallback to the local database for authorization is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) The exclude parameter allows the user to specify a port to exclude to a specific host or hosts.

To enable authorization for traffic that is specified by an ACL, use the aaa authorization match command.
You cannot use the match command in the same configuration as the include and exclude commands. We
suggest that you use the match command instead of the include and exclude commands; the include and

exclude commands are not supported by ASDM.
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You cannot use the aaa authorization include and exclude commands between same-security interfaces.
For that scenario, you must use the aaa authorization match command.

You can configure the ASA to perform network access authorization with TACACS+. Authentication and
authorization statements are independent; however, any unauthenticated traffic matched by an authorization
statement will be denied. For authorization to succeed, a user must first authenticate with the ASA. Because
a user at a given [P address only needs to authenticate one time for all rules and types, if the authentication
session has not expired, authorization can occur even if the traffic is matched by an authentication statement.

After a user authenticates, the ASA checks the authorization rules for matching traffic. If the traffic matches
the authorization statement, the ASA sends the username to the TACACS+ server. The TACACS+ server
responds to the ASA with a permit or a deny for that traffic, based on the user profile. The ASA enforces the
authorization rule in the response.

See the documentation for your TACACS+ server for information about configuring network access
authorizations for a user.

For each IP address, one aaa authorization include command is permitted.

If the first attempt at authorization fails and a second attempt causes a timeout, use the service resetinbound
command to reset the client that failed the authorization so that it will not retransmit any connections. An
example authorization timeout message in Telnet follows.

Unable to connect to remote host: Connection timed out

\}

Note

Specifying a port range might produce unexpected results at the authorization server. The ASA sends the port
range to the server as a string, with the expectation that the server will parse it out into specific ports. Not all
servers do this. In addition, you might want users to be authorized on specific services, which does not occur
if a range is accepted.

The following example uses the TACACS+ protocol:

ciscoasa(config) #
ciscoasa(config) #
ciscoasa(config) # aaa authentication include any inside 0 0 0 O tplusl
ciscoasa ( ) #
ciscoasa (config) #
ciscoasa (config) #

aaa-server tplusl protocol tacacs+
aaa-server tplusl (inside) host 10.1.1.10 thekey timeout 20

aaa authorization include any inside 0 0 0 O
aaa accounting include any inside 0 0 0 0O tplusl
aaa authentication ssh console tplusl

config

In this example, the first command statement creates a server group named tplusl and specifies the
TACACS+ protocol for use with this group. The second command specifies that the authentication
server with the IP address 10.1.1.10 resides on the inside interface and is in the tplusl server group.
The next three command statements specify that any users starting connections through the outside
interface to any foreign host will be authenticated using the tplusl server group, that the users who
are successfully authenticated are authorized to use any service, and that all outbound connection
information will be logged in the accounting database. The last command statement specifies that
SSH access to the ASA console requires authentication from the tplusl server group.

The following example enables authorization for DNS lookups from the outside interface:

ciscoasa(config) # aaa authorization include udp/53 outside 0.0.0.0 0.0.0.0
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The following example enables authorization of ICMP echo-reply packets arriving at the inside
interface from inside hosts:

ciscoasa(config)# aaa authorization include 1/0 inside 0.0.0.0 0.0.0.0

This means that users cannot ping external hosts if they have not been authenticated using Telnet,
HTTP, or FTP.

The following example enables authorization only for ICMP echoes (pings) that arrive at the inside
interface from an inside host:

ciscoasa(config) # aaa authorization include 1/8 inside 0.0.0.0 0.0.0.0

Related Commands Command Description
aaa authorization Specifies whether or not command execution is subject to authorization, or
command configures administrative authorization to support fallback to the local user

database if all servers in the specified server group are disabled.

aaa authorization match | Enables or disables the LOCAL or TACACS+ user authorization services for
a specific access-list command name.

clear configure aaa Removes or resets the configured AAA accounting values.

show running-configaaa | Displays the AAA configuration.
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aaa authorization match

To enable authorization for connections through the ASA, use the aaa authorization match command in
global configuration mode. To disable authorization, use the no form of this command.

aaa authorization match acl_name interface_name server_tag
no aaa authorization match acl_nameinterface name server_tag

Syntax Description

Command Default

Command Modes

acl_name Specifies an extended ACL name. See the access-list extended command. The per mit ACEs
mark matching traffic for authorization, while deny entries exclude matching traffic from

authorization.

interface name Specifies the interface name from which users require authentication.

server_tag Specifies the AAA server group tag as defined by the aaa-server command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1)  This command was added.

You cannot use the aaa authorization match command in the same configuration as the includeand exclude
commands. We suggest that you use the match command instead of the include and exclude commands; the
include and exclude commands are not supported by ASDM.

You can configure the ASA to perform network access authorization with TACACS+. RADIUS authorization
with the aaa authorization match command only supports authorization of VPN management connections
to the ASA.

Authentication and authorization statements are independent; however, any unauthenticated traffic matched
by an authorization statement will be denied. For authorization to succeed, a user must first authenticate with
the ASA. Because a user at a given [P address only needs to authenticate one time for all rules and types, if
the authentication session has not expired, authorization can occur even if the traffic is matched by an
authentication statement.

After a user authenticates, the ASA checks the authorization rules for matching traffic. If the traffic matches
the authorization statement, the ASA sends the username to the TACACS+ server. The TACACS+ server
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responds to the ASA with a permit or a deny for that traffic, based on the user profile. The ASA enforces the
authorization rule in the response.

See the documentation for your TACACS+ server for information about configuring network access
authorizations for a user.

If the first attempt at authorization fails and a second attempt causes a timeout, use the service resetinbound
command to reset the client that failed the authorization so that it will not retransmit any connections. An
example authorization timeout message in Telnet follows.

Unable to connect to remote host: Connection timed out

A\

Note Specifying a port range might produce unexpected results at the authorization server. The ASA sends the port
range to the server as a string, with the expectation that the server will parse it out into specific ports. Not all
servers do this. In addition, you might want users to be authorized on specific services, which does not occur
if a range is accepted.

Examples The following example uses the tplus1 server group with the aaa commands:
ciscoasa(config) # aaa-server tplusl protocol tacacs+
ciscoasa (config) # aaa-server tplusl (inside) host 10.1.1.10 thekey timeout 20
ciscoasa(config)# aaa authentication include any inside 0 0 0 O tplusl
ciscoasa(config) # aaa accounting include any inside 0 0 0 0 tplusl
ciscoasa(config) # aaa authorization match myacl inside tplusl
In this example, the first command statement defines the tplus1 server group as a TACACS+ group.
The second command specifies that the authentication server with the IP address 10.1.1.10 resides
on the inside interface and is in the tplusl server group. The next two command statements specify
that any connections traversing the inside interface to any foreign host are authenticated using the
tplus1 server group, and that all these connections are logged in the accounting database. The last
command statement specifies that any connections that match the ACEs in myacl are authorized by
the AAA servers in the tplusl server group.
Related Commands | Command Description
aaa authorization Enables or disables user authorization.
clear configure aaa Resets all aaa configuration parameters to the default values.
clear uauth Deletes AAA authorization and authentication caches for one user or all users,

which forces users to reauthenticate the next time that they create a connection.

show running-config | Displays the AAA configuration.
aaa

show uauth Displays the username provided to the authorization server for authentication and
authorization purposes, the IP address to which the username is bound, and whether
the user is only authenticated or has cached services.
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aaa kerberos import-keytab

To import a Kerberos keytab file so that it can be used to authenticate the Kerberos server, use the aaa ker beros
import-keytab command in global configuration mode. To remove an imported keytab file, use the clear
aaa kerberos keytab command.

aaa kerberosimport-keytab file

Syntax Description

Command Default

Command Modes

ul The location or URL of the file to be imported. Supported locations for importing the file are the following;
include the complete path and file name as appropriate for the location.

* diskO:
* disk1:
* flash:
* ftp://

* http://
* https://
* scp://
* smb://
* tftp://

No default values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

9.8(4) This command was added.

You can configure a Kerberos AAA server group to authenticate the servers in the group using the validate-kdc
command. To accomplish the authentication, you must also import a keytab file that you exported from the
Kerberos Key Distribution Center (KDC). By validating the KDC, you can prevent an attack where the attacker
spoofs the KDC so that user credentials are authenticated against the attacker’s Kerberos server.
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When you enable KDC validation, after obtaining the ticket-granting ticket (TGT) and validating the user,
the system also requests a service ticket on behalf of the user for host/ASA_hosthame. The system then validates
the returned service ticket against the secret key for the KDC, which is stored in a keytab file that you generated
from the KDC and then uploaded to the ASA. If KDC authentication fails, the server is considered untrusted
and the user is not authenticated.

To accomplish KDC authentication, you must do the following:

1

\}

(On the KDC.) Create a user account in the Microsoft Active Directory for the ASA (go to Start >
Programs > Administrative Tools > Active Directory Usersand Computers). For example, if the
fully-qualified domain name (FQDN) of the ASA is asahost.example.com, create a user named asahost.

(On the KDC.) Create a host service principal name (SPN) for the ASA using the FQDN and user account:

C:> setspn -A HOST/asahost.example.com asahost

(On the KDC.) Create a keytab file for the ASA (line feeds added for clarity):

C:\Users\Administrator> ktpass /out new.keytab +rndPass
/princ host/asahost@EXAMPLE.COM

/mapuser asahost@example.com

/ptype KRB5_NT_SRV_HST

/mapop set

(On the ASA.) Import the keytab (in this example, new.keytab) to the ASA using the aaa ker beros
import-keytab command.

(On the ASA.) Add the validate-kdc command to the Kerberos AAA server group configuration. The
keytab file is used only by server groups that contain this command.

Note

Examples

You cannot use KDC validation in conjunction with Kerberos Constrained Delegation (KCD). The validate-kdc
command will be ignored if the server group is used for KCD.

The following example shows how to import a keytab named new.keytab that resides on an FTP

server, and enable KDC validation in a Kerberos AAA server group.

ciscoasa(config) # aaa kerberos import-keytab ftp://ftpserver.example.com/new.keytab

ftp://ftpserver.example.com/new.keytab imported successfully
ciscoasa(config) # aaa-server svrgrpl protocol kerberos

ciscoasa (config-aaa-server—-group) # validate-kdc

Related Commands | Command Description

clear aaa kerberos Clears the imported Kerberos keytab file.
keytab

show aaa kerberos Shows information about the Kerberos keytab file.
keytab
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Command Description

validate-kdc Configures a Kerberos AAA server group to perform Kerberos Key Distribution
Center (KDC) validation.
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aaa local authentication attempts max-fail

To limit the number of consecutive failed local login attempts that the ASA allows any given user account,
use the aaa local authentication attempts max-fail command in global configuration mode. To disable this
feature and allow an unlimited number of consecutive failed local login attempts, use the no form of this
command.

aaa local authentication attempts max-fail number

Syntax Description

Command Default

Command Modes

rnurbe The maximum number of times a user can enter a wrong password before being locked out. This
number can be in the range 1-16.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

9.17(1) Users will be unlocked after 10 minutes and privilege level 15 users are also now affected.

This command only affects authentication with the local user database. If you omit this command, there is no
limit on the number of times a user can enter an incorrect password.

After a user makes the configured number of attempts with the wrong password, the user is locked out and
cannot log in successfully until the administrator unlocks the username, or until 10 minutes passes. Locking
or unlocking a username results in a syslog message.

The number of failed attempts resets to zero and the lockout status resets to No when the user successfully
authenticates or when the ASA reboots.

The following example shows use of the aaa local authentication attempts max-limits command to
set the maximum number of failed attempts allowed to 2:

ciscoasa(config)# aaa local authentication attempts max-limits 2
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Related Commands | Command Description

clear aaalocal user lockout Clears the lockout status of the specified users and set their failed-attempts
counter to 0.

clear aaalocal user fail-attempts| Resets the number of failed user authentication attempts to zero without
modifying the user locked-out status.

show aaa local user Shows the list of usernames that are currently locked.
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aaa mac-exempt

To specify the use of a predefined list of MAC addresses to exempt from authentication and authorization,
use the aaa mac-exempt command in global configuration mode. To disable the use of a list of MAC addresses,
use the nNo form of this command.

aaa mac-exempt match id
no aaa mac-exempt match id

Syntax Description

Command Default

Command Modes

t Specifies a MAC list number configured with the mac-list command.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

You can only add one aaa mac-exempt command. Configure the MAC list number using the mac-list
command before using the aaa mac-exempt command. Permit entries in the MAC list exempt the MAC
addresses from authentication and authorization, while deny entries require authentication and authorization
for the MAC address, if enabled. Because you can only add one instance of the aaa mac-exempt command,
be sure that the MAC list includes all the MAC addresses that you want to exempt.

The following example bypasses authentication for a single MAC address:

ciscoasa(config) # mac-list abc permit 00a0.c95d.0282 ffff.ffff.ffff
ciscoasa (config) # aaa mac-exempt match abc

The following entry bypasses authentication for all Cisco IP Phones, which have the hardware ID
0003.E3:

ciscoasa(config) # mac-list acd permit 0003.E300.0000 FFFF.FF00.0000
ciscoasa (config) # aaa mac-exempt match acd

The following example bypasses authentication for a a group of MAC addresses except for
0020.¢95d.02b2:
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ciscoasa(config)# mac-list 1 deny 00a0.c95d.0282 ffff.ffff. ffff
ciscoasa(config)# mac-list 1 permit 00a0.c95d.0000 ffff.££££.0000
ciscoasa (config) # aaa mac-exempt match 1

Related Commands | Command Description

aaa authentication Enables user authentication.

aaa authorization Enables user authorization services.

aaa mac-exempt Exempts a list of MAC addresses from authentication and authorization.

show running-config Displays a list of MAC addresses previously specified in the mac-list

mac-list command.

mac-list Specifies a list of MAC addresses to be used to exempt MAC addresses from
authentication and/or authorization.
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aaa proxy-limit

To limit the number of concurrent authentication attempts (at the same time) for a given IP address, use the
aaa proxy-limit command in global configuration mode. To return to the default proxy-limit value, use the
no form of this command.

aaa proxy-limit proxy_limit
aaa proxy-limit disable
no aaa proxy-limit

Syntax Description

Command Default

Command Modes

disable  Specifies that no proxies are allowed.

proxy limit Specifies the number of concurrent proxy connections allowed per user, from 1 to 128.

The default proxy-limit value is 16.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1)  This command was added.

If a source address is a proxy server, consider excluding this IP address from authentication or increasing the
number of allowable outstanding AAA requests.

For example, if two users were at the same IP address (perhaps connected to a terminal server) and both open
a browser or connection and try to begin authenticating at exactly the same time, only one would be allowed,
and the second would be blocked.

The first session from that IP address will be proxied and sent the auththentication request, while the other
session would time out. This has nothing to do with how many connections a single username has.

The following example shows how to set the maximum number of outstanding authentication attempts
(at the same time) for a given IP address:

ciscoasa(config) # aaa proxy-limit 6
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Related Commands

Command

Description

aaa authentication

Enables, disables, or views LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or ASDM user authentication.

aaa authorization

Enables or disables LOCAL or TACACS+ user authorization services.

aaa-server host

Specifies a AAA server.

clear configure aaa

Removes or resets the configured AAA accounting values.

show running-config
aaa

Displays the AAA configuration.
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aaa sdi import-node-secret

To import a node secret file that you exported from an RSA Authentication Manager for use with an SDI
AAA server group, use the aaa sdi import-node-secret command in global configuration mode. To remove
an imported node secret file, use the clear aaa sdi node-secret command.

aaa sdi import-node-secret filepath rsa_server_address password

Syntax Description filepath The complete path to the unzipped node secret file that was exported from the RSA
Authentication Manager. Supported locations for importing the file are the following;
include the complete path and file name as appropriate for the location.

* diskO:
« disk1:
* flash:
* ftp://

* http:/
* https://
* scp://
* smb://
* tftp://

rsa_server_address The IP address or fully-qualified hostname of the RSA Authentication Manager server
to which the node secret belongs.

password The password used to protect the file when you exported it.

Command Default No default values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
Configuration
Command History Release Modification

9.15(1) This command was added.
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Usage Guidelines You can manually import the node-secret file that is generated by the RSA Authentication Manager (SecurID)
server.

You must export the node secret file from the RSA Authentication Manager server. For details, see the RSA
Authentication Manager documentation. Then, either upload the unzipped file to the ASA, or place it on a
server from which you can import it using this command.

Examples The following example shows how to import the nodesecret.rec file for the rsaam.example.com

server, using mysecret as the password.
ciscoasa# aaa sdi import-node-secret nodesecret.rec rsaam.example.com mysecret

nodesecret.rec imported successfully
ciscoasa#

Related Commands | Command Description

clear aaa sdi node-secret | Clears an imported SDI node secret file.

show aaa sdi node-secrets | Shows information about SecurID servers that have an imported node secret
file.
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daa-server

To create a AAA server group and configure AAA server parameters that are group-specific and common to
all group hosts, use the aaa-server command in global configuration mode. To remove the designated group,
use the nNo form of this command.

aaa-server server-tag protocol server-protocol
No aaa-server server-tag protocol server-protocol

Syntax Description protocol Specifies the AAA protocol that the servers in the group support:
server-protocol « http-form
* kerberos
* |dap

* nt (Note that this option is no longer available as of the 9.3(1) release.)

* radius

* sdi (RSA SecurlID using the authentication and server management protocol
(ACE))

* tacacs+

server-tag Specifies the server group name, which is matched by the name specified by the
aaa-server host commands. Other AAA commands make reference to the AAA
Server group name.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification

7.1(1) The http-form protocol was added.

8.2(2) The maximum number of AAA server groups was increased from 15 to 100 for single mode.

8.4(2) The ad-agent-mode option in aaa-server group configuration mode was added.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands

aaa-server .

Release Modification

Usage Guidelines

Examples

9.3(1) The nt option is no longer available. Windows NT domain authentication support has been
deprecated.

9.13(1) The limit on the number of allowed server groups was increase from 100 to 200 for single mode,
and from 4 to 8 in multiple mode. In addition, the limit for the number of servers in a group was
increased from 4 to 8 in multiple mode. The per-group server limit in single mode remains unchanged
at 16.

You can have up to 100 server groups in single mode or 4 server groups per context in multiple mode. Starting
with 9.13(1), the limits are increased to 200 groups in single mode, 8 groups in multiple mode.

Each group can have up to 16 servers in single mode or 4 servers in multiple mode. Starting with 9.13(1), the
limit for multiple mode is 8 servers per group. When a user logs in, the servers are accessed one at a time
starting with the first server you specify in the configuration, until a server responds.

You control AAA server configuration by defining a AAA server group protocol with the aaa-server command,
and then you add servers to the group using the aaa-server host command. When you enter the aaa-server
protocol command, you enter aaa-server group configuration mode.

If you are using the RADIUS protocol and are in the aaa-server group configuration mode, note the following:

* To enable multi-session accounting for clientless SSL and Secure Client sessions, enter the
interim-accounting-update option. If you choose this option, interim accounting records are sent to the
RADIUS server in addition to the start and stop records.

* To specify the shared secret between the ASA and the AD agent and indicate that a RADIUS server
group includes AD agents that are not full-function RADIUS servers, enter the ad-agent-mode option.
Only a RADIUS server group that has been configured using this option can be associated with user
identity. As a result, the test aaa-server {authentication | authorization} aaa-server-group command
is not available when a RADIUS server group that is not configured using the ad-agent-mode option is
specified.

The following example shows the use of the aaa-server command to modify details of a TACACS+
server group configuration:

ciscoasa

(config) #

aaa-server svrgrpl protocol tacacs+

ciscoasa (config-aaa-server-group) # accounting-mode simultaneous
ciscoasa (config-aaa-server—-group) # reactivation mode timed
ciscoasa (config-aaa-server-group) # max-failed attempts 2

Related Commands

Command Description

accounting-mode Indicates whether accounting messages are sent to a single server (single
mode) or sent to all servers in the group (simultaneous mode).

reactivation-mode Specifies the method by which failed servers are reactivated.

max-failed-attempts Specifies the number of failures that will be tolerated for any given server
in the server group before that server is deactivated.
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Command Description

clear configure aaa-server Removes all AAA server configurations.

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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To reactivate a AAA server that is marked failed, use the aaa-server active command in privileged EXEC
mode. To fail an active server, use the aaa-server fail command in privileged EXEC mode.

aaa-server server_tag [ active | fail ] host { server_ip | name }

aaa-server active, fail .

Syntax Description

Command Default

Command Modes

active  Sets the server to an active state.

fail Sets the server to a failed state.

host Specifies the host IP address name or IP address.

name Specifies the name of the server using either a name assigned locally using the name command

or a DNS name. Maximum characters is 128 for DNS names and 63 characters for names assigned
using the name command.

server_ip Specifies the IP address of the AAA server.

srve_tag Specifies a symbolic name of the server group, which is matched by the name specified by the
aaa-server command.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

Without this command, servers in a group that failed remain in a failed state until all servers in the group fail,
after which all are reactivated.

The following example shows the state for server 192.168.125.60 and manually reactivates it:

ciscoasa

#

show aaa-server groupl host 192.68.125.60
groupl

Server Group:

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. aaa-server active, fail

A-B Commands |

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: FAILED. Server disabled at 11:10:08 UTC Fri Aug 22

ciscoasa

#

aaa-server active host 192.168.125.60

ciscoasa

#

show aaa-server groupl host 192.68.125.60

Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: ACTIVE (admin initiated). Last Transaction at 11:40:09 UTC Fri Aug 22
Related Commands Command Description

aaa-server Creates and modifies AAA server groups.

clear configure aaa-server

Removes all AAA-server configuration.

show running-config aaa-server

Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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To configure a AAA server as part of a AAA server group and to configure AAA server parameters that are
host-specific, use the aaa-server host command in global configuration mode. To remove a host configuration,
use the nNo form of this command.

aaa-server server-tag [ ( interface-name) ] host { server-ip | name } [ key ] [ timeout seconds ]
no aaa-server server-tag [ ( interface-name) ] host { server-ip | name } [ key ] [ timeout seconds

]

Syntax Description (interface-name) (Optional) Specifies the network interface where the authentication server resides. The

parentheses are required in this parameter. If you do not specify an interface, the default is
inside, if available.

Note After you configure the host with an interface, if you need to change the interface,
you must first remove the host command using the no form. You can then add a
new host entry with the correct interface. If you simply try to change the interface
without first removing the command, your change is accepted but ignored.

key

(Optional) Specifies a case-sensitive, alphanumeric keyword of up to 127 characters that
is the same value as the key on the RADIUS or TACACS+ server. Any characters entered
past 127 are ignored. The key is used between the ASA and the server for encrypting data
between them. the key must be the same on both the ASA and server systems. Spaces are
not permitted in the key, but other special characters are allowed. You can add or modify
the key using the key command in host mode.

name

Specifies the name of the server using either a name assigned locally using the name
command or a DNS name. Maximum characters is 128 for DNS names and 63 characters
for names assigned using the name command.

If you use a DNS name, the name is resolved to an IP address only when the server transitions
to active, either when you initially create it or it returns to active state from failed state. The
name is not resolved just because the time-to-live (TTL) for the name expired.

server-ip

Specifies the IP address of the AAA server.

server-tag

Specifies a symbolic name of the server group, which is matched by the name specified by
the aaa-server command.

timeout
seconds

(Optional) The timeout interval for the request. This is the time after which the ASA gives
up on the request to the primary AAA server. If there is a standby AAA server, the ASA
sends the request to the backup server. You can modify the timeout interval using the
timeout command in host configuration mode.

Command Default The default timeout value is 10 seconds.

The default interface is inside.

Command Modes

The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification

7.2(1)  Support for DNS names was added.

9.0(1) Support for user identity was added.

9.9(2) Support for IPv6 addressing of and connectivity to Radius servers added.

9.13(1) The limit on the number of allowed server groups was increase from 100 to 200 for single mode,
and from 4 to 8 in multiple mode. In addition, the limit for the number of servers in a group was
increased from 4 to 8 in multiple mode. The per-group server limit in single mode remains unchanged

at 16.

Usage Guidelines You control AAA server configuration by defining a AAA server group with the aaa-server command, and
then you add servers to the group using the aaa-server host command. When you use the aaa-server host
command, you enter the aaa-server host configuration mode, from which you can specify and manage
host-specific AAA server connection data.

Each group can have up to 16 servers in single mode or 4 servers in multiple mode. Starting with 9.13(1), the
limit for multiple mode is 8 servers per group. When a user logs in, the servers are accessed one at a time

starting with the first server that you specify in the configuration, until a server responds.

Examples

server to the group, and defines the Kerberos realm for the server:

\}

The following example configures a Kerberos AAA server group named “watchdogs”, adds a AAA

Note Kerberos realm names use numbers and upper-case letters only. Although the ASA accepts lower-case
letters for a realm name, it does not translate lower-case letters to upper-case letters. Be sure to use
upper-case letters only.

ciscoasa
(config) #

aaa-server watchdogs protocol kerberos

ciscoasa

(config-aaa-server—-group) #

exit
ciscoasa
(config) #

aaa-server watchdogs host 192.168.3.4

ciscoasa

(config-aaa-server-host) #
kerberos-realm EXAMPLE.COM
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The following example configures an SDI AAA server group named “svrgrpl,” and then adds a
AAA server to the group, sets the timeout interval to 6 seconds, sets the retry interval to 7 seconds,
and configures the SDI version to version 5:

ciscoasa

(config) #

aaa-server svrgrpl protocol sdi
ciscoasa
(config-aaa-server-group) #

exit

ciscoasa

(config) #

aaa-server svrgrpl host 192.168.3.4
ciscoasa
(config-aaa-server-host) #
timeout 6

ciscoasa
(config-aaa-server-host) #
retry-interval 7

ciscoasa
(config-aaa-server—-host) #
sdi-version sdi-5

The following example shows how to narrow down the search path to the targeted groups when you
use the aaa-server aaa_server_group_tag command for LDAP search:

ciscoasa (config)# aaa-server CISCO_AD_ SERVER protocol ldap

ciscoasa (config) # aaa-server CISCO_AD_ SERVER host 10.1.1.1
ciscoasa(config-aaa-server-host)# server-port 636

ciscoasa (config-aaa-server-host)# ldap-base-dn DC=cisco,DC=com

ciscoasa (config-aaa-server-host)# ldap-group-base-dn OU=Cisco Groups,DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-scope subtree
ciscoasa(config-aaa-server-host) # ldap-login-password *
ciscoasa(config-aaa-server-host)# ldap-login-dn CISCO\usernamel

ciscoasa (config-aaa-server-host)# ldap-over-ssl enable

ciscoasa (config-aaa-server-host) # server-type microsoft

\)

Note When the Idap-group-base-dn command is specified, all groups must reside under it in the LDAP
directory hierarchy and no group can reside outside this path.

The |dap-group-base-dn command takes effect only when at least one activated user-identity based
policy exists.

The server-type microsoft command, which is not the default, must be configured.

The first aaa-server aaa_server_group_tag host command is used for LDAP operations.

Related Commands | Command Description
aaa-server Creates and modifies AAA server groups.
clear configure aaa-server Removes all AAA server configurations.
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Command Description

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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To define an absolute time when a time range is in effect, use the absolute command in time-range configuration
mode. To not specify a time for a time range, use the No form of this command.

absolute [ end timedate ]
no absolute

[ start time date ]

Syntax Description

Command Default

Command Modes

date (Optional) Specifies the date in the format, day month year; for example, 1 January 2006. The valid
range of years is 1993 through 2035.

end (Optional) Specifies the end of the time range.

dart (Optional) Specifies the start of the time range.

time (Optional) Specifies the time in the format HH:MM. For example, 8:00 is 8:00 a.m. and 20:00 is 8:00
p.m.

If no start time and date are specified, the permit or deny statement is in effect immediately and always on.
Similarly, the maximum end time is 23:59 31 December 2035. If no end time and date are specified, the
associated permit or deny statement is in effect indefinitely.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Time-range * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1)  This command was added.

To implement a time-based ACL, use the time-range command to define specific times of the day and week.
Then use the access-list extended time-range command to bind the time range to an ACL.

The following example activates an ACL at 8:00 a.m. on 1 January 2006:

ciscoasa(config-time-range)# absolute
start 8:00 1 January 2006
Because no end time and date are specified, the associated ACL is in effect indefinitely.
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Related Commands Command Description
accesslist Configures a policy for permitting or denying IP traffic through the ASA.
extended
default Restores default settings for the time-range command absolute and periodic keywords.
periodic Specifies a recurring (weekly) time range for functions that support the time-range
feature.
time-range Defines access control to the ASA based on time.
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accept-subordinates

Syntax Description

Command Default

Command Modes

To configure the ASA to accept subordinate CA certificates if delivered during phase one IKE exchange when
not previously installed on the device, use the accept-subordinates command in crypto ca trustpoint
configuration mode. To restore the default setting, use the no form of the command.

accept-subordinates
no accept-subordinates

This command has no arguments or keywords.

The default setting is on (subordinate certificates are accepted).

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Crypto ca * Yes * Yes * Yes — —
trustpoint
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

During phase 1 processing, an IKE peer might pass both a subordinate certificate and an identity certificate.
The subordinate certificate might not be installed on the ASA. This command lets an administrator support
subordinate CA certificates that are not configured as trustpoints on the device without requiring that all
subordinate CA certificates of all established trustpoints be acceptable; in other words, this command lets the
device authenticate a certificate chain without installing the entire chain locally.

The following example enters crypto ca trustpoint configuration mode for trustpoint central, and
allows the ASA to accept subordinate certificates for trustpoint central:

ciscoasa(config) # crypto ca trustpoint central
ciscoasa(ca-trustpoint)# accept-subordinates
ciscoasa (ca-trustpoint) #

Related Commands

Command Description
crypto ca Enters trustpoint configuration mode.
trustpoint

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. accept-subordinates

Command

Description

default enrollment

Returns enrollment parameters to their defaults.
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To bind an extended or Ethertype ACL to a single interface, use the access-group command in global
configuration mode. To unbind an ACL from the interface, use the no form of this command.

access-group access list { in | out } interfaceinterface name [ per-user-override / control-plane ]
no access-group access list { in | out } interface interface_name

To apply a single set of global extended rules to all interfaces with the single command, use the access-group
global command in global configuration mode. To remove the global rules from all configured interfaces,
use the no form of this command.

access-group access list [ global ]
no access-group access list [ global ]

Syntax Description access list

The name of an extended ACL. For bridge group member interfaces, you can also
specify an Ethertype ACL.

control-plane

(Optional) Specifies whether or not the ACL is for to-the-box traffic. For example,
you can use this option to block certain remote IP addresses from initiating a VPN
session to the ASA by blocking ISAKMP. Access rules for to-the-box management
traffic (defined by such commands as http, ssh, or telnet) have higher precedence than
an ACL applied with the control-plane option. Therefore, such permitted management
traffic will be allowed to come in even if explicitly denied by the to-the-box ACL.
This option is available for the in direction only.

global

Applies an ACL to all traffic on all interfaces.

in

Applies the ACL in the inbound direction at the specified interface.

interface
interface_name

Name of the network interface.

In routed mode, you can apply an extended ACL to both a Bridge Virtual Interface
(BVI) and its member interfaces. In transparent mode, you can apply an extended
ACL to the member interfaces only. In both modes, you can apply Ethertype ACLs
to member interfaces only.

out

Applies the ACL in the outbound direction at the specified interface.

per-user-override

(Optional) Allows downloadable user ACLs to override the ACL applied to the
interface. This option is available for the in direction only.

Command Default No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

8.3(1) This command was modified to support global policies.

9.7(1) This command was modified to allow applying extended access groups to a BVI, and Ethertype
ACLs to bridge group member interfaces, in routed mode.

Interface-specific access-group rules have higher priority that global rules, so at the time of packet classification,
interface-specific rules are processed before global rules.

In routed mode, if you apply access groups to both a BVI and its member interfaces, the precedence depends
on direction. Inbound, the member interface access group is checked first, then the BVI access group, and
finally the global group. Outbound, the BVI access group is checked first, then the member interface access
group.

Usage Guidelines for Interface-specific Rules

The access-group command binds an extended ACL to an interface. You must use the access-list extended
command first to create the ACL.

You can apply the ACL to traffic inbound to an interface or outbound from an interface. If you enter the
permit option in an access-list command statement, the ASA continues to process the packet. If you enter
the deny option in an access-list command statement, the ASA discards the packet and generates syslog
message 106023 (or 106100 for ACEs that use non-default logging).

For inbound ACLs, the per-user-override option allows downloaded ACLs to override the ACL applied to
the interface. If the per-user-override option is not present, the ASA preserves the existing filtering behavior.
When per-user-overrideis present, the ASA allows the per mit or deny status from the per-user access-list
(if one is downloaded) associated to a user to override the permit or deny status from the access-group
command associated ACL. Additionally, the following rules are observed:

* At the time a packet arrives, if there is no per-user ACL associated with the packet, the interface ACL
will be applied.

* The per-user ACL is governed by the timeout value specified by the uauth option of the timeout command
but it can be overridden by the AAA per-user session timeout value.

* Existing ACL log behavior will be the same. For example, if user traffic is denied because of a per-user
ACL, syslog message 109025 will be logged. If user traffic is permitted, no syslog message is generated.
The log option in the per-user access-list will have no effect.

By default, VPN remote access traffic is not matched against interface ACLs. However, if you use the no
Sysopt connection per mit-vpn command to turn off this bypass, the behavior depends on whether there is a
vpn-filter applied in the group policy and whether you set the per-user-override option:
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* No per-user-override, no vpn-filter—Traffic is matched against the interface ACL.

* No per-user-override, vpn-filter—Traffic is matched first against the interface ACL, then against the
VPN filter.

* per-user-override, vpn-filter—Traffic is matched against the VPN filter only.

N

Note If all of the functional entries (the permit and deny statements) are removed from an ACL that is referenced
by one or more access-group commands, the access-group commands are automatically removed from the
configuration. The access-group command cannot reference empty ACLs or ACLs that contain only a remark.

Usage Guidelines for Global Rules

The access-group global command applies a single set of global rules on all traffic, no matter which interface
the traffic arrives at the ASA.

All global rules apply only to traffic in the ingress (inbound) direction. Global rules are not applied to egress
(outbound) traffic. If global rules are configured in conjunction with inbound interface access rules, then the
interface access rule, which is specific, is processed before the global access rule, which is general.

Examples The following example shows how to use the access-group global command to apply an ACL to

all configured interfaces:

ciscoasa (confiqg)
ciscoasa(config)
ciscoasa(config)
ciscoasa (confiqg)

# access-list acl-1 extended permit ip host 10.1.2.2 host 10.2.2.2
# access-list acl-2 extended deny ip any any

# access-group acl-1l in interface outside

# access-group acl-2 global

The preceding rule passes traffic from 10.1.2.2 to 10.2.2.2 on the output interface and drops traffic
from 10.1.1.10 to 10.2.2.20 on the output interface due to the global deny rule. This access-group
configuration adds the following rules in the classification table (output from the show asp table
classify command):

in 1d=0xb1£90068, priority=13, domain=permit, deny=false
hits=0, user data=0OxaecelacO, cs 1d=0x0, flags=0x0, protocol=0
src ip=10.1.2.2, mask=255.255.255.255, port=0
dst ip=10.2.2.2, mask=255.255.255.255, port=0, dscp=0x0
input ifc=outside, output ifc=any
in 1d=0xblf2a250, priority=12, domain=permit, deny=true
hits=0, user data=0Oxaecelb40, cs i1d=0x0, flags=0x0, protocol=0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst ip=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0
input ifc=any, output ifc=any
in 1d=0xb1£90100, priority=11, domain=permit, deny=true
hits=0, user data=0x5, cs id=0x0, flags=0x0, protocol=0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst ip=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0
input ifc=outside, output ifc=any
in 1d=0xblf2a3f8, priority=11, domain=permit, deny=true
hits=0, user data=0x5, cs id=0x0, flags=0x0, protocol=0
src ip=0.0.0.0, mask=0.0.0.0, port=0
dst ip=0.0.0.0, mask=0.0.0.0, port=0, dscp=0x0
input ifc=any, output ifc=any

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .




. access-group

A-B Commands |

The following example allows global access to an HTTP server (with the [P address 10.2.2.2) in the

DMZ from anywhere:

ciscoasa (config)# access-list global acl permit tcp any host 10.2.2.2 eq 80

ciscoasa (config)# access-group global_ acl global

The preceding rule permits the HTTP connection from outside host 10.1.2.2 to host 10.2.2.2, and it

permits the HTTP connection from the inside host 192.168.0.0 to host 10.2.2.2.

The following example shows how a global policy and an interface policy can be used together. The
example allows access to a server (with the IP address 10.2.2.2) from any inside host, but it denies

access to the server from any other host. The interface policy takes precedence.

ciscoasa (confiqg)
ciscoasa(configqg)
ciscoasa(config)

( )

# access-list inside_acl permit tcp any host 10.2.2.2 eq 23
# access-list global acl deny ip any host 10.2.2.2
# access-group inside_acl in interface inside

ciscoasa (config) # access-group global_acl global

The preceding rule denies the SSH connection from outside host 10.1.2.2 to host 10.2.2.2, and it

permits the SSH connection from the inside host 192.168.0.0 to host 10.2.2..2.

The following example shows how NAT and the global access control policy work together. The
example permits one HTTP connection from outside host 10.1.2.2 to host 10.2.2.2, permits another
HTTP connection from inside host 192.168.0.0 to host 10.2.2.2, and denies (by implicit rule), one

HTTP connection from outside host 10.255.255.255 to host 172.31.255.255.

ciscoasa(config

ciscoasa(config

( )
ciscoasa (config)
( )
ciscoasa(config)

# object network dmz-server host 10.1.1.2

# nat (any, any) static 10.2.2.2

# access-list global_acl permit tcp any host 10.2.2.2 eq 80
# access-group global_ acl global

The following example shows how NAT and the global access control policy work together. The
example permits one HTTP connection from host 10.1.1.1 to host 192.168.0.0, permits another HTTP
connection from host 209.165.200.225 to host 172.16.0.0, and denies one HTTP connection from

host 10.1.1.1 to host 172.16.0.0.

ciscoasa (config
ciscoasa(config
ciscoasa(config
ciscoasa(config
10.1.1.1 10.1.1.1

destination static

) #
) #
) #
) #

object network 10.1.1.1 host 10.1.1.1
object network 172.16.0.0 host 172.16.0.0
object network 192.168.0.0 host 192.168.0.0
nat (inside, any) source static

192.168.0.0 172.16.0.0

ciscoasa(config)# access-list global_ acl permit ip object

10.1.1.1
object
172.16.0.0

ciscoasa (config) # access-list global_acl permit ip host 209.165.200.225 object

172.16.0.0

ciscoasa (config)# access-list global_acl deny ip any

172.16.0.0

ciscoasa (config)# access-group global acl global

Related Commands Command

Description

access-list extended

Creates an extended ACL.
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Command

Description

clear configure access-group

Removes access groups from all the interfaces.

show running-config access-group | Displays the current ACL bound to the interfaces.
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access-list alert-interval

To specify the time interval between deny flow maximum messages, use the access-list alert-interval command
in global configuration mode. To return to the default settings, use the no form of this command.

access-list alert-interval secs
no access-list alert-interval

Syntax Description

Command Default

Command Modes

s Time interval between deny flow maximum message generation; valid values are from 1 to 3600 seconds.
The default value is 300 seconds.

The default is 300 seconds.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

If you configure the log option for an ACL deny statement, and a traffic flow matches the ACL statement,
the appliance caches the flow information. To prevent cache overload, there is a maximum number of cached
deny flows that will be kept for the statistics shown in syslog message 106100. If the maximum is reached
before issuing 106100 and resetting the cache, syslog message 106101 is issued to indicate that the deny flow
maximum was exceeded.

The access-list alert-interval command sets the time interval for generating syslog message 106101. When
the deny flow maximum is reached, another syslog message 106101 is generated if at least SecSseconds have
passed since the last syslog message 106101 was generated.

See the access-list deny-flow-max command for information about the deny flow maximum message
generation.

The following example shows how to specify the time interval between deny flow maximum messages:

ciscoasa(config)# access-list alert-interval 30
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Related Commands

Command

Description

access-list
deny-flow-max

Specifies the maximum number of concurrent deny flows that can be created.

access-list extended

Adds an ACL to the configuration and is used to configure policy for IP traffic
through the ASA.

clear access-group

Clears an ACL counter.

clear configure
access-list

Clears ACLs from the running configuration.

show access-list

Displays the ACL entries by number.
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access-list deny-flow-max

To specify the maximum number of concurrent deny flows that can be cached for calculating statistics for
message 106100, use the access-list deny-flow-max command in global configuration mode. To return to
the default settings, use the no form of this command.

access-list deny-flow-max number
no access-list deny-flow-max number

Syntax Description

Command Default

Command Modes

nuTbe The maximum number of deny flows that should be cached to calculate statistics for syslog message
106100, between 1 and 4096. The default is 4096.

The default is 4096.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

Syslog message 106101 is generated when the ASA has reached the maximum number of cached deny flows.

The following example shows how to specify the maximum number of concurrent deny flows that
can be cached:

ciscoasa (config)
# access-list deny-flow-max 256

Related Commands

Command Description

access-list alert-interval Sets the time between issuing message 106101.

access-list extended Adds an ACL to the configuration and is used to configure policy for IP

traffic through the ASA.

clear access-group Clears an ACL counter.

clear configure access-list Clears ACLs from the running configuration.
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Command Description

show access-list Displays the ACL entries by number.

show running-config access-list | Displays the current running access list configuration.
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To configure an ACL that controls traffic based on its EtherType, use the access-list ethertype command in
global configuration mode. To remove the ACL, use the no form of this command.

access-list id ethertype { deny | permit } { any | bpdu | dsap { hex address | bpdu | ipx | iSis |
raw-ipx } | eii-ipx | ipx | isis | mpls-unicast | mpls-multicast | hex_number }

no access-list id ethertype { deny | permit } { any | bpdu | dsap { hex address | bpdu | ipx | isis |
raw-ipx } | éi-ipx | ipx | isis | mpls-unicast | mpls-multicast | hex_number }

Syntax Description any

Permits or denies all traffic.

bpdu

Permits or denies bridge protocol data units.

Starting with 9.6(2), this keyword no longer provides the intended result. Instead,
write rules for dsap 0x42.

In 9.9(1) and 9.6+ maintenance releases with the requisite support, bpdu and dsap
0x42 are converted to dsap bpdu rules.

deny

Denies traffic.

dsap {hex_address|
bpdu |ipx | isiS]
raw-ipx}

The IEEE 802.2 Logical Link Control packet's Destination Service Access Point
address. Include the address you want to permit or deny in hexadecimal, from
0x01 to Oxff.

You can also use these keywords for common values:

* bpdu for 0x42, bridge protocol data units.
* ipx for 0xe0, Internet Packet Exchange (IPX) 802.2 LLC.
« isis for Oxfe, Intermediate System to Intermediate System (IS-IS).

* raw-ipx for Oxff, raw IPX 802.3 format.

hex_number

Permits or denies traffic with a particular EtherType, specified as a 16-bit
hexadecimal number greater than or equal to 0x600.

id

Specifies the name or number of an ACL.

ali-ipx

Permits or denies Ethernet IT IPX format, EtherType 0x8137.

ipX

Permits or denies IPX.

In 9.9(1) and 9.6+ maintenance releases with the requisite support, ipX is a shortcut
for configuring three separate rules, for dsap ipx, dsap raw-ipx, and ei-ipx.

isis

Permits or denies Intermediate System to Intermediate System (IS-IS).

In 9.9(1) and 9.6+ maintenance releases with the requisite support, iSiSis converted
to dsap isisrules.

mpls-multicast

Permits or denies MPLS multicast.
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mpls-unicast Permits or denies MPLS unicast.

per mit Permits traffic.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification
7.0(1) This command was added.
8.4(5), The isiskeyword was added.
9.1(2)
9.6(2) The dsap hex_addresskeyword was added. The bpdu keyword no longer matches the intended
traffic; use dsap 0x42 instead.
9.7(1) You can now configure Ethertype ACLs for bridge group member interfaces in routed mode.
9.9(1) The following changes were made:

» Keywords for common protocols were added to the dsap keyword: dsap {bpdu | ipx |
isis| raw-ipx}.

* The bpdu keyword is automatically converted to dsap bpdu.
* The isiskeyword is automatically converted to dsap isis.
* The €ii-ipx keyword was added.

* The ipx keyword is automatically converted to 3 rules for dsap ipx, dsap raw-ipx, and
eii-ipx.

Usage Guidelines An EtherType ACL is made up of one or more Access Control Entries (ACEs) that specify an EtherType. An
EtherType rule controls any EtherType identified by a 16-bit hexadecimal number, as well as selected traffic

types.
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Note

For EtherType ACLs, the implicit deny at the end of the ACL does not affect IP traffic or ARPs; for example,
if you allow EtherType 8037, the implicit deny at the end of the ACL does not now block any IP traffic that
you previously allowed with an extended ACL (or implicitly allowed from a high security interface to a low
security interface). However, if you explicitly deny all traffic with an EtherType ACE, then IP and ARP traffic

Examples

is denied; only physical protocol traffic, such as auto-negotiation, is still allowed.

Supported Ether Types and Other Traffic
An EtherType rule controls the following:

* EtherType identified by a 16-bit hexadecimal number, including common types IPX and MPLS unicast
or multicast.

 Ethernet V2 frames.

» BPDUs, which are permitted by default. BPDUs are SNAP-encapsulated, and the ASA is designed to
specifically handle BPDUs.

* Trunk port (Cisco proprietary) BPDUs. Trunk BPDUs have VLAN information inside the payload, so
the ASA modifies the payload with the outgoing VLAN if you allow BPDUs.

* Intermediate System to Intermediate System (IS-IS).

*» The IEEE 802.2 Logical Link Control packet. You can control access based on the Destination Service
Access Point address.
The following types of traffic are not supported:
* 802.3-formatted frames—These frames are not handled by the rule because they use a length field as
opposed to a type field.
Access Rulesfor Returning Traffic

Because EtherTypes are connectionless, you need to apply the rule to both the inbound and outbound interfaces
if you want traffic to pass in both directions.

Allowing MPLS

If you allow MPLS, ensure that Label Distribution Protocol and Tag Distribution Protocol TCP connections
are established through the ASA by configuring both MPLS routers connected to the ASA to use the IP address
on the ASA interface as the router-id for LDP or TDP sessions. (LDP and TDP allow MPLS routers to negotiate
the labels (addresses) used to forward packets.)

On Cisco IOS routers, enter the appropriate command for your protocol, LDP or TDP. The interface is the
interface connected to the ASA.

ciscoasa(config)# mpls 1ldp router-id interface force

Or

ciscoasa(config) # tag-switching tdp router-id interface force

The following example shows how to add an EtherType ACL:
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ciscoasa(config) # access-list ETHER ethertype permit ipx
ciscoasa(config) # access-list ETHER ethertype permit bpdu
ciscoasa(config) # access-list ETHER ethertype permit dsap 0x42
ciscoasa(config)# access-list ETHER ethertype permit mpls-unicast
ciscoasa(config)# access-group ETHER in interface inside

access-list ethertype .

In 9.9(1) and 9.6+ maintenance releases with the requisite support, the previous example would be

done as follows:

ciscoasa(config) # access-list ETHER ethertype permit ipx

INFO: ethertype ipx is saved to config as ethertype eii-ipx
INFO: ethertype ipx is saved to config as ethertype dsap ipx
INFO: ethertype ipx is saved to config as ethertype dsap raw-ipx
ciscoasa(config)# access-list ETHER ethertype permit bpdu

INFO: ethertype bpdu is saved to config as ethertype dsap bpdu
ciscoasa(config) # access-list ETHER ethertype permit mpls-unicast

ciscoasa(config)# show access-list ETHER

access—list ETHER; 5 elements

access-list ETHER ethertype permit eii-ipx (hitcount=0)
access-list ETHER ethertype permit dsap ipx(hitcount=0)
access-list ETHER ethertype permit dsap raw-ipx (hitcount=0)
access-list ETHER ethertype permit dsap bpdu(hitcount=0)
access-list ETHER ethertype permit mpls-unicast (hitcount=0)
ciscoasa(config)# access-group ETHER in interface inside

Related Commands

Command Description

access-group Binds the ACL to an interface.

clear access-group Clears ACL counters.

clear configure access-list Clears an ACL from the running configuration.
show access-list Displays the ACL entries by number.

show running-config access-list | Displays the current running access-list configuration.
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access-list extended

To add an Access Control Entry (ACE) to an extended ACL, use the access-list extended command in global
configuration mode. To remove an ACE, use the no form of this command.

For any type of traffic, no ports;

access-list access list_ name [ lineline_number ] extended { deny | permit } protocol_argument [
user_argument ] [ security_group_argument ] source address argument [ security group_argument ]
dest_address argument [log [ [ level ] interval secs] | disable | default ] ] [ time-range
time_range name] [ inactive ]

no access-list access list name [ lineline_number ] extended { deny | permit } protocol_argument [
user_argument ] [ security group_argument ] source address argument [ security group argument ]
dest_ address argument [log [ [ level ] interval secs] | disable | default 1 1 [ timerange

time range name] [ inactive ]

For port-based traffic:

access-list access list_name [ lineline_number ] extended { deny | permit } {tcp | udp | sctp } [
user_argument ] [ security_group_argument ] source address argument [ port_argument ] [
security_group_argument ] dest_address argument [ port_argument ] [log [ [ level ] interval secs ]
| disable | default ] ] [ time-rangetime range name ] [ inactive ]

no access-list [ lineline_number ] extended { deny | permit } { tcp | udp | sctp } [ user_argument ]
[ security_group_argument ] source address argument [ port_argument ] [ security group_argument ]
dest_address argument [ port argument ] [log [ [ level ] interval secs] | disable | default 1 1 [
time-rangetime range name ] [ inactive

For ICMP traffic, with ICMP type:

access-list [ lineline_number ] extended { deny | permit } { icmp | icmp6 } [ user_argument ] [
security_group_argument ] source address argument [ security _group argument ] dest_address argument
[icmp_argument ] log [ [ level ] interval secs] | disable | default ] 1 [ time-rangetime_range name
1 [ inactive

no access-list [ lineline_number ] extended { deny | permit } { icmp | icmp6 } [ user_argument ] [
security_group_argument ] source address argument [ security_group_argument ] dest_address_argument

[icmp_argument ] log [ [ level ] interval secs] | disable | default ] 1 [ time-rangetime range name
] [ inactive
Syntax Description  access list_name Specifies the ACL ID, as a string or integer up to 241 characters in length. The
ID is case-sensitive.
Tip Use all capital letters to see the ACL ID better in your configuration.
deny Denies a packet if the conditions are matched. In the case of network access (the

access-group command), this keyword prevents the packet from passing through
the ASA. In the case of applying application inspection to a class map (the
class-map and inspect commands), this keyword exempts the traffic from
inspection. Some features do not allow deny ACEs to be used. See the command
documentation for each feature that uses an ACL for more information.
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dest_address argument Specifies the IP address or FQDN to which the packet is being sent. Available
arguments include:

* host ip_address—Specifies an IPv4 host address.

* ip_address mask —Specifies an IPv4 network address and subnet mask.
When you specify a network mask, the method is different from the Cisco
10S software access-list command. The ASA uses a network mask (for
example, 255.255.255.0 for a Class C mask). The Cisco IOS mask uses
wildcard bits (for example, 0.0.0.255).

* ipv6-address/prefix-length —Specifies an IPv6 host or network address and
prefix.

* any, any4, and any6—any specifies both IPv4 and IPv6 traffic; any4
specifies IPv4 traffic only; and any6 specifies [Pv6 traffic only.

« interfaceinterface_name—Specifies the name of an ASA interface. Use the
interface name rather than IP address to match traffic based on which interface
is the source or destination of the traffic. You must specify the interface
keyword instead of specifying the actual IP address in the ACL when the
traffic source is a device interface. For example, you can use this option to
block certain remote IP addresses from initiating a VPN session to the ASA
by blocking ISAKMP. Any traffic originated from or destined to the ASA,
itself, requires that you use the access-group command with the
control-plane keyword.

* object nw_obj_id —Specifies a network object created using the object
network command.

* object-group nw_grp_id —Specifies a network object group created using
the object-group network command.

* obj ect-group-networ k-ser vicename—Specifies the name of a
network-service object.

icmp_argument (Optional) Specifies the ICMP type and code.

« icmp_type [icmp_code |—Specifies the ICMP type by name or number, and
the optional ICMP code for that type. If you do not specify the code, then
all codes are used.

* object-group icmp_grp_id —Specifies an object group for ICMP/ICMP6
created using the object-group service or (deprecated) object-group icmp
command.

inactive (Optional) Disables an ACE. To reenable it, enter the entire ACE without the
inactive keyword. This feature lets you keep a record of an inactive ACE in your
configuration to make reenabling easier.

lineline-num (Optional) Specifies the line number at which to insert the ACE. If you do not
specify a line number, the ACE is added to the end of the ACL. The line number
is not saved in the configuration; it only specifies where to insert the ACE.
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log [[level ] [interval secs (Optional) Sets logging options when an ACE matches a packet for network access

]| disable | default]

(an ACL applied with the access-group command). If you enter the log keyword
without any arguments, you enable system log message 106100 at the default
level (6) and for the default interval (300 seconds). If you do not enter the log
keyword, then the default system log message 106023 is generated for denied
packets. Log options are:

* level —A severity level between 0 and 7. The default is 6 (informational).
If you change this level for an active ACE, the new level applies to new
connections; existing connections continue to be logged at the previous level.

* interval secs—The time interval in seconds between syslog messages, from
1 to 600. The default is 300. This value is also used as the timeout value for
deleting an inactive flow from the cache used to collect drop statistics.

« disable—Disables all ACE logging.

« default—Enables logging to message 106023. This setting is the same as
not including the log option.

per mit

Permits a packet if the conditions are matched. In the case of network access (the
access-group command), this keyword lets the packet pass through the ASA. In
the case of applying application inspection to a class map (the class-map and
inspect commands), this keyword applies inspection to the packet.
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port_argument

(Optional; tcp, udp, sctp only.) Specifies the source or destination port. If you
do not specify ports, all ports are matched. Note that you can also specify ports
in a service object that you specify for the protocol_argument instead of using

this argument. If you use network-service objects that specify the protocol and
ports, you should not specify ports in this argument.

Available arguments include:

* operator port —The port name or number, between 0 and 65535. For a list
of supported names, see the CLI help. Operators include:

* [t—Iless than

* gt—greater than

* eg—equal to

* neg—mnot equal to

* range—an inclusive range of values. When you use this operator,
specify two port numbers, for example:

range 100 200

DNS, Discard, Echo, Ident, NTP, RPC, SUNRPC, and Talk each require one
definition for TCP and one for UDP. TACACS+ requires one definition for port
49 on TCP.

* object-group service_grp_id —Specifies a service object group created
using the object-group service {tcp | udp | tcp-udp} command. Note that
these object types are no longer recommended.

You cannot specify the recommended generic service objects, where the protocol
and port are defined within the object, as the port argument. You specify these
objects as part of the protocol argument

protocol _argument

Specifies the IP protocol. If you use network-service objects that specify the
protocol and ports, you should specify ip in this argument.Available arguments
include:

* name or number —Specifies the protocol name or number. For example,
UDP is 17, TCP is 6, and EGP is 47. Specify ip to apply to all protocols.
See the CLI help for the available options.

* object-group protocol_grp_id —Specifies a protocol object group created
using the object-group protocol command.

» object service_obj_id —Specifies a service object created using the object
service command. A TCP, UDP, SCTP, or ICMP service object can include
a protocol and a source and/or destination port or ICMP type and code, which
are used when matching traffic to the ACE; you do not have to configure
the port/type separately in the ACE.

* object-group service_grp_id— Specifies a service object group created
using the object-group service command.
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sctp Sets the protocol to SCTP.

security_group_argument For use with the TrustSec feature, specifies the security group for which to match
traffic in addition to the source or destination address. Available arguments include:
* object-group-security security_obj_grp_id —Specifies a security object
group created using the object-group security command.

* security-group {namesecurity grp_id |tagsecurity grp_tag }—Specifies
a security group name or tag.

source_address argument Specifies the IP address or FQDN from which the packet is being sent. The
available arguments are the same as those described for dest_address_argument

tep Sets the protocol to TCP.
time-range (Optional) Specifies a time range object, which determines the times of day and
time_range_name days of the week in which the ACE is active. If you do not include a time range,

the ACE is always active. See the time-range command for information about
defining a time range.

udp Sets the protocol to UDP.

user_argument For use with the identity firewall feature, specifies the user or group for which to
match traffic in addition to the source address. Available arguments include:

* object-group-user user_obj_grp_id—Specifies a user object group created
using the object-group user command.

* user {[domain_nickname\]name| any | none}—Specifies a username. Specify
any to match all users with user credentials, or noneto match addresses that
are not mapped to usernames. These options are especially useful for
combining access-group and aaa authentication match policies.

* user-group [domain_nickname\\Juser_group_name—Specifies a user group
name. Note the double \\ separating the domain and group name.

Command Default

Command Modes

* Default logging for deny ACEs generates system log message 106023 for denied packets only.

» When the log keyword is specified, the default level for system log message 106100 is 6 (informational),
and the default interval is 300 seconds.

The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification

7.0(1) This command was added.

8.3(1) When using NAT or PAT, mapped addresses and ports are no longer required in an ACL for several
features. You should now always use the real, untranslated addresses and ports for these features.
Using the real address and port means that if the NAT configuration changes, you do not need to
change the ACLs. See the "Features That Use Real IP Addresses" section for more information.

8.4(2) You can now use identity firewall users and groups for the source and destination, in addition to
the source or destination IP address. Support for user, user-group, and object-group-user were
added for the source and destination.

9.0(1) You can now use TrustSec security groups for the source and destination, in addition to the source
or destination IP address. Support for security-group and object-group-security were added for
the source or destination.

9.0(1) Support for IPv6 was added. The any keyword was changed to represent IPv4 and IPv6 traffic. The
any4 and any6 keywords were added to represent IPv4-only and IPv6-only traffic, respectively.
You can specify a mix of IPv4 and IPv6 addresses for the source and destination. If you use NAT
to translate between IPv4 and IPv6, the actual packet will not include a mix of IPv4 and IPv6
addresses; however, for many features, the ACL always uses the real IP addresses and does not
consider the NAT mapped addresses. The IPv6-specific ACLs are deprecated. Existing [Pv6 ACLs
are migrated to extended ACLs. See the release notes for more information about migration. For
information about ACL migration, see the 9.0 release notes.

9.0(1) Support for the ICMP code was added. When you specify icmp as the protocol, you can enter
icmp_type [icmp_code .

9.5(2) The sctp keyword was added.

9.17(1) The object-group-networ k-service keyword was added.

Usage Guidelines

An ACL is made up of one or more ACEs with the same ACL ID. ACLs are used to control network access
or to specify traffic for many features to act upon. Each ACE that you enter for a given ACL name is appended
to the end of the ACL, unless you specify the line number in the ACE. To remove the entire ACL, use the
clear configure access-list command.

Order of ACEs

The order of ACEs is important. When the ASA decides whether to forward or drop a packet, the ASA tests
the packet with each ACE in the order in which the entries are listed. After a match is found, no more ACEs
are checked. For example, if you create an ACE at the beginning of an ACL that explicitly permits all traffic,
no further statements are ever checked.
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Features That Use Real | P Addresses
The following commands and features use real IP addresses in the ACLs:

* access-group command

» Modular Policy Framework match access-list command

* Botnet Traffic Filter dynamic-filter enable classify-list command
* AAA aaa ... match commands

« WCCP weccp redirect-list group-list command

Features That Use Mapped I P Addresses
The following features use ACLs, but these ACLs use the mapped values as seen on an interface:
* [Psec ACLs
* capture command ACLs
* Per-user ACLs
* Routing protocol ACLs
* All other feature ACLs

Features That Do Not Support Identity Firewall, FQDN, and TrustSec ACLs

The following features use ACLs, but cannot accept an ACL with identity firewall (specifying user or group
names), FQDN (fully-qualified domain names), or TrustSec values:

* route-map command

* VPN crypto map command

» VPN group-policy command, except for vpn-filter
* WCCP

* DAP

Examples The following ACL allows all hosts (on the interface to which you apply the ACL) to go through

the ASA:

ciscoasa (config) # access-list ACL_IN extended permit ip any any

The following sample ACL prevents hosts on 192.168.1.0/24 from accessing the 209.165.201.0/27
network. All other addresses are permitted.

ciscoasa (config)# access-list ACL_IN extended deny tcp
192.168.1.0 255.255.255.0 209.165.201.0 255.255.255.224
ciscoasa (config) # access-list ACL_IN extended permit ip any any

If you want to restrict access to only some hosts, then enter a limited per mit ACE. By default, all
other traffic is denied unless explicitly permitted.
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ciscoasa (config) # access-list ACL_IN extended permit ip
192.168.1.0 255.255.255.0 209.165.201.0 255.255.255.224

The following ACL restricts all hosts (on the interface to which you apply the ACL) from accessing
a website at address 209.165.201.29. All other traffic is allowed.

ciscoasa (config) # access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
ciscoasa (config) # access-list ACL_IN extended permit ip any any

The following ACL that uses object groups restricts several hosts on the inside network from accessing
several web servers. All other traffic is allowed.

ciscoasa (config)# access-list ACL_IN extended deny tcp
object-group denied object-group web eq www

ciscoasa(config)# access-list ACL_IN extended permit ip any any
ciscoasa (config)# access-group ACL_IN in interface inside

To temporarily disable an ACL that permits traffic from one group of network objects (A) to another
group of network objects (B):

ciscoasa(config)# access-list 104 permit ip host object-group A object-group B inactive

To implement a time-based ACL, use the time-range command to define specific times of the day
and week. Then use the access-list extended command to bind the time range to an ACL. The
following example binds an ACL named “Sales” to a time range named “New_York Minute”:

ciscoasa(config) # access-list Sales line 1 extended deny tcp host 209.165.200.225 host
209.165.201.1 time-range New_York Minute
See the time-range command for more information about how to define a time range.

The following ACL allows any ICMP traffic:

ciscoasa(config) # access-list abc extended permit icmp any any

The following ACL allows any ICMP traffic for the object group “obj icmp 1

ciscoasa (config)# access-list abc extended permit icmp any any object-group obj_icmp 1

The following ACL permits ICMP traffic with ICMP type 3 and ICMP code 4 from source host
10.0.0.0 to destination host 10.1.1.1. All other type of ICMP traffic is not be permitted.

ciscoasa(config) # access-list abc extended permit icmp host 10.0.0.0 host 10.1.1.1 3 4

The following ACL permits ICMP traffic with ICMP type 3 and any ICMP code from source host
10.0.0.0 to destination host 10.1.1.1. All other type of ICMP traffic is not be permitted.

ciscoasa(config)# access-list abc extended permit icmp host 10.0.0.0 host 10.1.1.1 3

Related Commands | Command Description
access-group Binds the ACL to an interface.
clear access-group Clears an ACL counter.
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Command Description

clear configure access-list Clears an ACL from the running configuration.
show access-list Displays ACEs by number.

show running-config access-list | Displays the current running access list configuration.
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access-list remark

To specify the text of a remark to add before or after an extended, EtherType, or standard access control entry,
use the access-list remark command in global configuration mode. To delete the remark, use the no form of
this command.

access-list id [ lineline-num ] remark text
no access-list id [ lineline-num ] remark text

Syntax Description

Command Default

Command Modes

id Name of the ACL.
line (Optional) The line number at which to insert the remark.
line-num

remark text Text of the remark

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

The remark text must contain at least one non-space character; an empty remark is not allowed. The remark
text can be up to 100 characters long, including spaces and punctuation.

You cannot use the access-group command on an ACL that includes a remark only.

The following example shows how to specify the text of a remark to the end of an ACL.

ciscoasa (config)#
access-list MY ACL remark checklist

Related Commands

Command Description

access-list extended Adds an ACL to the configuration and is used to configure policy for IP

traffic through the ASA.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. access-list remark

A-B Commands |

Command

Description

clear access-group

Clears an ACL counter.

clear configure access-list

Clears ACLs from the running configuration.

show access-list

Displays the ACL entries by number.

show running-config access-list

Displays the current running access list configuration.
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access-list rename

To rename an ACL, use the access-list rename command in global configuration mode.

access-list id rename new_acl_id

Syntax Description

Command Default

Command Modes

id Name of an existing ACL.
rename Specifies the new ACL ID, as a string or integer up to 241 characters long. The ID is
new_acl_id case-sensitive.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

If the ACL is renamed to the same name, the ASA will silently ignore the command.

The following example shows how to rename an ACL from TEST to OUTSIDE:

ciscoasa (config)#
access-list TEST rename OUTSIDE

Related Commands

Command Description

access-list extended Adds an ACL to the configuration and is used to configure policy for IP
traffic through the ASA.

clear access-group Clears an ACL counter.

clear configure access-list Clears ACLs from the running configuration.

show access-list Displays the ACL entries by number.

show running-config access-list | Displays the current running access-list configuration.
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access-list standard

To add an Access Control Entry (ACE) to a standard ACL, use the access-list standard command in global
configuration mode. To remove an ACE, use the no form of this command.

access-list id standard { deny | permit } { any4 | host ip_address | ip_address subnet mask }
no access-list id standard { deny | permit } { any4 | hostip_address | ip_address subnet mask }

Syntax Description any4 Matches any IPv4 address.
deny Denies or exempts a packet if the conditions are matched
host ip_address Specifies an IPv4 host address (that is, the subnet mask is 255.255.255.255).
id Name or number of an ACL.

ip_addresssubnet_mask Specifies an IPv4 network address and subnet mask.

per mit Permits or includes a packet if the conditions are matched.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
Configuration
Command History Release Modification

7.0(1)  This command was added.

Usage Guidelines A standard ACL is composed of all ACEs with the same ACL ID or name. Standard ACLs are used for a
limited number of features, such as route maps or VPN filters. A standard ACL uses IPv4 addresses only, and
defines destination addresses only.

Examples The following example shows how to add an rule to a standard ACL:

ciscoasa (config)# access-list OSPF standard permit 192.168.1.0 255.255.255.0
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Related Commands | Command Description
clear configure access-list Clears ACLs from the running configuration.
show access-list Displays the ACL entries by number.
show running-config access-list | Displays the current running access list configuration.
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access-list webtype

To add an Access Control Entry (ACE) to a webtype ACL, which filters clientless SSL VPN connections,
use the access-list webtype command in global configuration mode. To remove the ACE, use the no form of
this command.

access-list id webtype { deny | permit } url { url_string | any } [log [ [level 1 [interval secs] |
disable | default 1 1 } [ time rangename ] [ inactive ]

no access-list id webtype { deny | permit } url { url_string | any } [log [ [ level 1 [ interval secs
] | disable | default 1 1 } [ time rangename ] [ inactive ]

access-list id webtype { deny | permit } tcp dest_address argument [ operator port ] [log [ [ level
] [interval secs] | disable | default 1 1 } [ time_rangename ] [ inactive ]

no access-list id webtype { deny | permit } tcp dest_address argument [ operator port] [log [ [ level
] [interval secs] | disable | default 1 1 } [ time rangename ] [ inactive ]

Syntax Description

deny Denies access if the conditions are matched.

dest_address argument Specifies the IP address to which the packet is being sent. Destination address options
are:

* host ip_address—Specifies an IPv4 host address.

« dest_ip_address mask —Specifies an IPv4 network address and subnet mask,
such as 10.100.10.0 255.255.255.0.

* ipv6-address/prefix-length —Specifies an [Pv6 host or network address and
prefix.

* any, any4, and any6—any specifies both IPv4 and IPv6 traffic; any4 specifies
IPv4 traffic only; and any®6 specifies IPv6 traffic only.

id Specifies a name or number of an ACL.

inactive (Optional) Disables an ACE. To reenable it, enter the entire ACE without the inactive
keyword. This feature lets you keep a record of an inactive ACE in your configuration
to make reenabling easier.

log [[level ] [interval (Optional) Sets logging options when an ACE matches a packet. If you enter the log

secs] | disable| keyword without any arguments, you enable VPN filter system log message 106102

default] at the default level (6) and for the default interval (300 seconds). If you do not enter
the log keyword, then the default VPN filter system log message 106103 is generated.
Log options are:

* level —A severity level between 0 and 7. The default is 6 (informational).

* interval secs—The time interval in seconds between syslog messages, from
1 to 600. The default is 300. This value is also used as the timeout value for
deleting an inactive flow from the cache used to collect drop statistics.

« disable—Disables all ACE logging.

+ default—Enables logging to message 106103. This setting is the same as not
including the log option.
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Command Default

Command Modes

operator port

(Optional) If you specify tcp, the destination port. If you do not specify ports, all
ports are matched. The operator can be one of the following:

* [t—Iless than

* gt—greater than

* eg—equal to

* neg—mnot equal to

* range—an inclusive range of values. When you use this operator, specify two
port numbers, for example:

range 100 200

The port can be the integer or name of a TCP port.

per mit

Permits access if the conditions are matched.

time_range name

(Optional) Specifies a time range object, which determines the times of day and days
of the week in which the ACE is active. If you do not include a time range, the ACE
is always active. See the time-range command for information about defining a
time range.

url {url_string | any}

Specifies the URL to match. Use url any to match all URL-based traffic. Otherwise,
enter a URL string, which can include wildcards. For tips on URL strings, see the
usages guidelines.

The defaults are as follows:

» ACL logging generates syslog message 106103 for denied packets.

» When the log optional keyword is specified, the default level for syslog message 106102 is 6

(informational).

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes — —
Configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

The access-list webtype command is used to configure clientless SSL VPN filtering.
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Following are some tips and limitations on specifying URLs:

Select any to match all URLs.

* ‘Permit url any' will allow all the URLSs that have the format protocol://server-ip/path and will block
traffic that does not match this pattern, such as port-forwarding. There should be an ACE to allow
connections to the required port (port 1494 in the case of Citrix) so that an implicit deny does not occur.

* Smart tunnel and ica plug-ins are not affected by an ACL with ‘permit url any’ because they match
smart-tunnel:// and ica:// types only.

* You can use these protocols: cifs://, citrix://, citrixs://, ftp://, http://, https://, imap4://, nfs://, pop3://,
smart-tunnel://, and smtp://. You can also use wildcards in the protocol; for example, htt* matches http
and https, and an asterisk * matches all protocols. For example, *://* .example.com matches any type
URL-based traffic to the example.com network.

* If you specify a smart-tunnel:// URL, you can include the server name only. The URL cannot contain a
path. For example, smart-tunnel://www.example.com is acceptable, but
smart-tunnel://www.example.com/index.html is not.

* An asterisk * matches none or any number of characters. To match any http URL, enter http://*/*.
* A question mark ? matches any one character exactly.

* Square brackets [] are range operators, matching any character in the range. For example, to match both
http://www.cisco.com:80/ and http://www.cisco.com:81/, enter http://www.cisco.com:8[01]/.

The following example shows how to deny access to a specific company URL:

ciscoasa(config)# access-list acl_company webtype deny url http://*.example.com

The following example shows how to deny access to a specific web page:

ciscoasa(config)# access-list acl file webtype deny url https://www.example.com/dir/file.html

The following example shows how to deny HTTP access to any URL on a specific server through
port 8080:

ciscoasa(config) # access-list acl_company webtype deny url http://my-server:8080/*

Related Commands

Command Description

clear configure access-list Clears ACLs from the running configuration.

show access-list Displays the ACL entries by number.

show running-config access-list | Displays the access list configuration running on the ASA.
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accounting-mode

To indicate whether accounting messages are sent to a single server (single mode) or sent to all servers in the
group (simultaneous mode), use the accounting-mode command in aaa-server configuration mode. To remove
the accounting mode specification, use the no form of this command.

accounting-mode { ssimultaneous | single }

Syntax Description

Command Default

Command Modes

smultaneous Sends accounting messages to all servers in the group.

single Sends accounting messages to a single server.

The default value is single mode.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Aaa-server * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

Use the single keyword to send accounting messages to a single server. Use the Smultaneous keyword to
send accounting messages to all servers in the server group.

This command is meaningful only when the server group is used for accounting (RADIUS or TACACS+).

The following example shows the use of the accounting-mode command to send accounting messages
to all servers in the group:

ciscoasa

(config) # aaa-server svrgrpl protocol tacacs+

ciscoasa

(config-aaa-server—-group) # accounting-mode simultaneous
ciscoasa

(config-aaa-server—group) #

exit

ciscoasa

(config) #
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Related Commands | Command Description

aaa accounting Enables or disables accounting services.

aaa-server protocol Enters AAA server group configuration mode, so you can configure AAA
server parameters that are group-specific and common to all hosts in the
group.

clear configure aaa-server Removes all AAA server configuration.

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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accounting-port

To specify the port number used for RADIUS accounting for this host, use the accounting-port command
in aaa-server host configuration mode. To remove the authentication port specification, use the no form of
this command.

accounting-port port
no accounting-port

Syntax Description

Command Default

Command Modes

pat A port number for RADIUS accounting; the range of valid values is 1- 65535.

By default, the device listens for RADIUS on port 1646 for accounting (in compliance with RFC 2058). If
the port is not specified, the RADIUS accounting default port number (1646) is used.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Aaa-server host * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

This command specifies the destination TCP/UDP port number of the remote RADIUS server hosts to which
you want to send accounting records. If your RADIUS accounting server uses a port other than 1646, you
must configure the ASA for the appropriate port before starting the RADIUS service with the aaa-server
command.

This command is valid only for server groups that are configured for RADIUS.

The following example configures a RADIUS AAA server named “srvgrpl” on host “1.2.3.4”, sets
a timeout of 9 seconds, sets a retry-interval of 7 seconds, and configures accounting port 2222.

ciscoasa

(config) # aaa-server svrgrpl protocol radius

ciscoasa

(config-aaa-server-group) # aaa-server svrgrpl host 1.2.3.4
ciscoasa

(config-aaa-server-host) # timeout 9

ciscoasa

(config-aaa-server-host) # retry-interval 7

ciscoasa

(config-aaa-server-host) #
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accounting-port 2222
ciscoasa
(config-aaa-server-host) #
exit

ciscoasa(config) #

Related Commands Command Description
aaa accounting Keeps a record of which network services a user has accessed.
aaa-server host Enters aaa server host configuration mode, so you can configure AAA

server parameters that are host-specific.

clear configure aaa-server Removes all AAA command statements from the configuration.

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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accounting-server-group

To specify the AAA server group for sending accounting records, use the accounting-server-group command
in various modes. To remove accounting servers from the configuration, use the no form of this command.

accounting-server-group group_tag
no accounting-server-group [ group_tag ]

Syntax Description group_tag Identifies the previously configured accounting server or group of servers. Use the aaa-server
command to configure accounting servers.

Command Default No accounting servers are configured by default.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Imap4s * Yes — * Yes — —
configuration
(deprecated)
pop3s * Yes — * Yes — —
configuration
(deprecated)
Smtps * Yes — * Yes — —
configuration
(deprecated)
Tunnel-group * Yes — * Yes — —
general-attributes
configuration
Command History Release Modification

7.0(1) This command was added.

7.1(1) This command is available in tunnel-group general-attributes configuration mode, instead of webvpn
configuration mode.

9.5(2) This command was deprecated for the following modes: imap4s, pop3s, and smtps.

9.8(1) This command is no longer available for IPSec LAN-to-LAN (ipsec-121) tunnel groups; in fact, it
was never supported for [PSec LAN-to-LAN.
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The ASA uses accounting to keep track of the network resources that users access. If you enter this command
in webvpn configuration mode, it is transformed to the same command in tunnel-group general-attributes
configuration mode.

The following example entered in tunnel-group-general attributes configuration mode, configures
an accounting server group named “aaa-server123” for a remote-access tunnel group “xyz”:

ciscoasa(config) # tunnel-group xyz type remote-access
ciscoasa(config) # tunnel-group xyz general-attributes
ciscoasa(config-tunnel-general)# accounting-server-group aaa-serverl23
ciscoasa (config-tunnel-general) #

Related Commands

Command | Description

aaa-yve | Configures authentication, authorization, and accounting servers.
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acl-netmask-convert

To specify how the ASA treats netmasks received in a downloadable ACL from a RADIUS server that is
accessed by using the aaa-server host command, use the acl-netmask-convert command in aaa-server host
configuration mode. To remove the specified behavior for the ASA, use the no form of this command.

acl-netmask-convert { auto-detect | standard | wildcard }
no acl-netmask-convert

Syntax Description

Command Default

Command Modes

auto-detect  Specifies that the ASA should attempt to determine the type of netmask expression used. If the
ASA detects a wildcard netmask expression, it converts it to a standard netmask expression. See
“Usage Guidelines” for more information about this keyword.

standard  Specifies that the ASA assumes downloadable ACLs received from the RADIUS server contain
only standard netmask expressions. No translation from wildcard netmask expressions is

performed.

wildcard  Specifies that the ASA assumes downloadable ACLs received from the RADIUS server contain
only wildcard netmask expressions and converts them all to standard netmask expressions when

the ACLs are downloaded.

By default, no conversion from wildcard netmask expressions is performed.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Aaa-server-host * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(4) This command was added.

Use the acl-netmask-convert command with the wildcard or auto-detect keywords when a RADIUS server
provides downloadable ACLs that contain netmasks in wildcard format. The ASA expects downloadable
ACLs to contain standard netmask expressions whereas Cisco VPN 3000 series concentrators expect
downloadable ACLs to contain wildcard netmask expressions, which are the reverse of a standard netmas
expression. A wildcard mask has ones in bit positions to ignore, zeros in bit positions to match.The
acl-netmask-convert command helps minimize the effects of these differences upon how you configure
downloadable ACLs on your RADIUS servers.

The auto-detect keyword is helpful when you are uncertain how the RADIUS server is configured; however,
wildcard netmask expressions with “holes” in them cannot be unambiguously detected and converted. For
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example, the wildcard netmask 0.0.255.0 permits anything in the third octet and can be used validly on Cisco
VPN 3000 series concentrators, but the ASA may not detect this expression as a wildcard netmask.

The following example configures a RADIUS AAA server named “srvgrpl” on host “192.168.3.4”,
enables conversion of downloadable ACL netmasks, sets a timeout of 9 seconds, sets a retry-interval
of 7 seconds, and configures authentication port 1650:

ciscoasa

(config) # aaa-server svrgrpl protocol radius

ciscoasa

(config-aaa-server-group) # aaa-server svrgrpl host 192.168.3.4
ciscoasa

(config-aaa-server-host)# acl-netmask-convert wildcard
ciscoasa

(config-aaa-server-host) # timeout 9

ciscoasa

(config-aaa-server-host) # retry-interval 7

ciscoasa

(config-aaa-server-host) #
authentication-port 1650

ciscoasa

(config-aaa-server-host) #

exit

ciscoasa

(config) #

Related Commands Command Description

aaa authentication Enables or disables LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or ASDM user
authentication.

aaa-server host Enters aaa-server host configuration mode, so you can configure AAA
server parameters that are host-specific.

clear configure aaa-server Removes all AAA command statements from the configuration.

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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To either apply access policies to a session or terminate the session, use the action command in
dynamic-access-policy-record configuration mode. To reset the session to apply an access policy to a session,
use the no form of the command.

action { continue | terminate }
no action { continue | terminate }

Syntax Description

Command Default

Command Modes

continue Applies the access policies to the session.

terminate Terminates the connection.

The default value is continue.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Dyremcasspobysasad * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

Use the continue keyword to apply the access policies to the session in all of the selected DAP records. Use
the terminate keyword to terminate the connection in any of the selected DAP records.

The following example shows how to terminate a session for the DAP policy Finance:

ciscoasa (config)#
config-dynamic-access-policy-record Finance
ciscoasa
(config-dynamic-access-policy-record) #
action terminate

ciscoasa
(config-dynamic-access-policy-record) #

Related Commands

Command Description

dynamic-access-policy-record Creates a DAP record.
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Command Description
show running-config Displays the running configuration for all DAP records,
dynamic-access-policy-record or for the named DAP record.
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action cli command

To configure actions on an event manager applet, use the action cli command command in event manager
applet configuration mode. To remove the configured action, enter the no action n command.

action n cli command " command "

no action n
Syntax Description  “command Specifies the name of the command. The value of the command option must be in quotes;

” otherwise, an error occurs if the command consists of more than one word. The command runs
in global configuration mode as a user with privilege level 15 (the highest). The command may
not accept any input, because it is disabled. Use the noconfirm option if the command has it
available.

n Specifies an action ID. Valid IDs range from 0 - 42947295.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Event manager * Yes * Yes * Yes — —
applet
configuration
Command History Release Modification

9.2(1) This command was added.

Usage Guidelines Use this command to configure actions on an event manager applet.

Examples The following example shows how to configure actions on an event manager applet:

hostname (config-applet)#
action 1 cli command “show version”

Related Commands | Command Description

description Describes an applet.

event manager run | Runs an event manager applet.
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Command Description

show event manager | Shows statistical information for each configured event manager applet.

debug event Manages debugging traces for the event manager.
manager
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action-uri

To specify a web server URI to receive a username and password for single sign-on (SSO) authentication,
use the action-uri command in aaa-server-host configuration mode. To reset the URI parameter value, use
the no form of the command.

action-uri string
no action-uri

\)

Note To configure SSO with the HTTP protocol correctly, you must have a thorough working knowledge of
authentication and HTTP protocol exchanges.

Syntax Description  dring The URI for an authentication program. You can enter it on multiple lines. The maximum number of
characters for each line is 255. The maximum number of characters for the complete URI is 2048
characters.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Aaa-server-host * Yes — * Yes — —
configuration
Command History Release Modification

7.1(1)  This command was added.

Usage Guidelines This is an SSO with HTTP Forms command. A URI or Uniform Resource Identifier is a compact string of
characters that identifies a point of content on the Internet, whether it be a page of text, a video or sound clip,
a still or animated image, or a software program. The most common form of URI is the web page address,
which is a particular form or subset of URI called a URL.

The WebVPN server of the ASA can use a POST request to submit an SSO authentication request to an
authenticating web server. To accomplish this, configure the ASA to pass a username and a password to an
action URI on an authenticating web server using an HTTP POST request. The action-uri command specifies
the location and name of the authentication program on the web server to which the ASA sends the POST
request.
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You can discover the action URI on the authenticating web server by connecting to the web server login page
directly with a browser. The URL of the login web page displayed in your browser is the action URI for the
authenticating web server.

For ease of entry, you can enter URIs on multiple, sequential lines. The ASA then concatenates the lines into
the URI as you enter them. While the maximum characters per action-uri line is 255 characters, you can enter
fewer characters on each line.

\)

Note Any question mark in the string must be preceded by a CTRL-v escape sequence.

Examples

The following example specifies the URI on www.example.com:

ciscoasa(config) # aaa-server testgrpl host www.example.com
ciscoasa(config-aaa-server-host)# action-uri http://www.example.com/auth/index.htm
ciscoasa(config-aaa-server-host) # action-uri 1l/appdir/authc/forms/MCOlogin.fcc?TYP
ciscoasa(config-aaa-server-host)# action-uri 554433&REALMOID=06-000al1311-a828-1185
ciscoasa(config-aaa-server-host)# action-uri -ab41-8333b16a0008&GUID=&SMAUTHREASON
ciscoasa(config-aaa-server-host)# action-uri =0&METHOD=GET&SMAGENTNAME=$SM$5FZmjnk
ciscoasa(config-aaa-server-host) # action-uri 3DRNwNjk2KcqVCFbIrNT9%2bJOHOKPshFtgér
ciscoasa(config-aaa-server-host) # action-uri BlUV2PxkHqLw$%$3d%$3d&TARGET=https%3A%2F
ciscoasa(config-aaa-server-host)# action-uri %2Fauth.example.com

ciscoasa (config-aaa-server-host) #

\}

Note You must include the hostname and protocol in the action URI. In the preceding example, these are
included in http://www.example.com at the start of the URI.

Related Commands | Command Description

auth-cookie-name | Specifies a name for the authentication cookie.

hidden-parameter | Creates hidden parameters for exchange with the SSO server.

password-parameter | Specifies the name of the HTTP POST request parameter in which a user password
must be submitted for SSO authentication.

start-url Specifies the URL at which to retrieve a pre-login cookie.

user-parameter Specifies the name of the HTTP POST request parameter in which a username must
be submitted for SSO authentication.
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activate-tunnel-group-script

This command is used internally to reload an ASDM generated script file when username-from-certificate is
configured in tunnel-group sub-mode.

\)

Note Do not use this command in the ASA CLI.
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To enter a license activation key on the ASA, use the activation-key command in privileged EXEC mode.

activation-key [ noconfirm activation key ] activate | deactivate }

Syntax Description activate Activates a time-based activation key. activate is the default value. The last time-based key
that you activate for a given feature is the active one.

activation_key Applies an activation key to the ASA. The activation_key is a five-element hexadecimal string
with one space between each element. The leading 0x specifier is optional; all values are
assumed to be hexadecimal.

You can install one permanent key, and multiple time-based keys. If you enter a new permanent
key, it overwrites the already installed one.

deactivate ~ Deactivates a time-based activation key. The activation key is still installed on the ASA when
you deactivate it, and you can activate it later using the activate keyword. If you enter a key
for the first time, and specify deactivate, then the key is installed on the ASA in an inactive
state.

noconfirm  (Optional) Enters an activation key without prompting you for confirmation.

Command Default By default, your ASA ships with a license already installed. This license might be the Base License, to which
you want to add more licenses, or it might already have all of your licenses installed, depending on what you
ordered and what your vendor installed for you. See the show activation-key command to determine which
licenses you have installed.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes —
EXEC
Command History Release Modification
7.0(5) Increased the following limits:

¢ ASA5510 Base license connections from 32000 to 5000; VLANS from 0 to 10.

* ASA5510 Security Plus license connections from 64000 to 130000; VLANs from 10 to
25.

* ASAS5520 connections from 130000 to 280000; VLANS from 25 to 100.
¢ ASA5540 connections from 280000 to 400000; VLANSs from 100 to 200.
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Release Modification

7.1(1) SSL VPN licenses were added.
7.2(1) A 5000-user SSL VPN license was added for the ASA 5550 and above.
7.2(2) * The maximum number of VLANS for the Security Plus license on the ASA 5505 ASA

was increased from 5 (3 fully functional; 1 failover; one restricted to a backup interface)
to 20 fully functional interfaces. In addition, the number of trunk ports was increased from
1 to 8.

* VLAN limits were increased for the ASA 5510 (from 10 to 50 for the Base license, and
from 25 to 100 for the Security Plus license), the ASA 5520 (from 100 to 150), and the
ASA 5550 (from 200 to 250).

7.2(3) The ASA 5510 supports GE (Gigabit Ethernet) for port 0 and 1 with the Security Plus license.
If you upgrade the license from Base to Security Plus, the capacity of the external Ethernet0/0
and Ethernet0/1 ports increases from the original FE (Fast Ethernet) (100 Mbps) to GE (1000
Mbps). The interface names will remain Ethernet 0/0 and Ethernet 0/1. Use the speed command
to change the speed on the interface and use the show interface command to see what speed
is currently configured for each interface.

8.0(2) * The Advanced Endpoint Assessment license was added.
* VPN load balancing is supported on the ASA 5510 Security Plus license.

8.0(3) The Secure Client for Mobile license was added.

8.0(4)/8.1(2) Support for time-based licenses was added.

8.1(2) The number of VLANS supported on the ASA 5580 increased from 100 to 250.
8.0(4) The UC Proxy sessions license was added.
8.2(1) » The Botnet Traffic Filter license was added.

» The AnyConnect Essentials License was added. By default, the ASA uses the AnyConnect
Essentials license, but you can disable it to use other licenses by using the no
anyconnect-essentials command.

 Shared licenses for SSL VPN were added.

8.2(2) The Mobility Proxy no longer requires the UC Proxy license.

8.3(1) * Failover licenses no longer need to be identical on each unit. The license used for both
units is the combined license from the primary and secondary units.

* Time-based licenses are stackable.
* The IME license was added.

* You can install multiple time-based licenses, and have one license per feature active at a
time.

* You can activate or deactivate time-based licenses using activate or deactivate keywords.
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8.4(1) * For the ASA 5550 and ASA 5585-X with SSP-10, the maximum number of contexts was
increased from 50 to 100. For the ASA 5580 and 5585-X with SSP-20 and higher, the
maximum was increased from 50 to 250.

* For the ASA 5580 and 5585-X, the maximum number of VLANSs was increased from 250
to 1024.

* We increased the firewall connection limits:

» ASA 5580-20—1,000 K to 2,000 K.

* ASA 5580-40—2,000 K to 4,000 K.

* ASA 5585-X with SSP-10: 750 K to 1,000 K

* ASA 5585-X with SSP-20: 1,000 K to 2,000 K
* ASA 5585-X with SSP-40: 2,000 K to 4,000 K
* ASA 5585-X with SSP-60: 2,000 K to 10,000 K

* For the ASA 5580, the AnyConnect VPN session limit was increased from 5,000 to 10,000.
* For the ASA 5580, the other VPN session limit was increased from 5,000 to 10,000.

* [Psec remote access VPN using IKEv2 was added to the AnyConnect Essentials and
AnyConnect Premium licenses.

* Site-to-site sessions were added to the Other VPN license (formerly IPsec VPN).

 For models available with No Payload Encryption (for example, the ASA 5585-X), the
ASA software disables Unified Communications and VPN features, making the ASA
available for export to certain countries.

Usage Guidelines Obtaining an Activation Key

To obtain an activation key, you need a Product Authorization Key, which you can purchase from your Cisco
account representative. You need to purchase a separate Product Activation Key for each feature license. For
example, if you have the Base License, you can purchase separate keys for Advanced Endpoint Assessment
and for additional SSL VPN sessions.

After obtaining the Product Authorization Keys, register them on Cisco.com at one of the following URLs.

* If you are a registered user of Cisco.com, go to the following website:

http://www.cisco.com/go/license

* If you are not a registered user of Cisco.com, go to the following website:

http://www.cisco.com/go/license/public
Context Mode Guidelines

* In multiple context mode, apply the activation key in the system execution space.

* Shared licenses are not supported in multiple context mode.
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Failover Guidelines
* Shared licenses are not supported in Active/Active mode.

* Failover units do not require the same license on each unit.

Older versions of ASA software required that the licenses match on each unit. Starting with Version 8.3(1),
you no longer need to install identical licenses. Typically, you buy a license only for the primary unit; for
Active/Standby failover, the secondary unit inherits the primary license when it becomes active. If you have
licenses on both units, they combine into a single running failover cluster license.

* For the ASA 5505 and 5510, both units require the Security Plus license; the Base license does not support
failover, so you cannot enable failover on a standby unit that only has the Base license.

Upgrade and Downgrade Guidelines

Your activation key remains compatible if you upgrade to the latest version from any previous version.
However, you might have issues if you want to maintain downgrade capability:

» Downgrading to Version 8.1 or earlier—After you upgrade, if you activate additional feature licenses
that were added before 8.2, then the activation key continues to be compatible with earlier versions if
you downgrade. However if you activate feature licenses that were added in 8.2 or later , then the
activation key is not backwards compatible. If you have an incompatible license key, then see the following
guidelines:

* [f you previously entered an activation key in an earlier version, then the ASA uses that key (without
any of the new licenses you activated in Version 8.2 or later).

* If you have a new system and do not have an earlier activation key, then you need to request a new
activation key compatible with the earlier version.

» Downgrading to Version 8.2 or earlier—Version 8.3 added more robust time-based key usage as well
as failover license changes:

* If you have more than one time-based activation key active, when you downgrade, only the most
recently activated time-based key can be active. Any other keys are made inactive.

* If you have mismatched licenses on a failover pair, then downgrading will disable failover. Even
if the keys are matching, the license used will no longer be a combined license.

Additional Guidelinesand Limitations
* The activation key is not stored in your configuration file; it is stored as a hidden file in flash memory.

* The activation key is tied to the serial number of the device. Feature licenses cannot be transferred
between devices (except in the case of a hardware failure). If you have to replace your device due to a
hardware failure, contact the Cisco Licensing Team to have your existing license transferred to the new
serial number. The Cisco Licensing Team will ask for the Product Authorization Key reference number
and existing serial number.

* Once purchased, you cannot return a license for a refund or for an upgraded license.

+ Although you can activate all license types, some features are incompatible with each other; for example,
multiple context mode and VPN. In the case of the AnyConnect Essentials license, the license is
incompatible with the following licenses: full SSL VPN license, shared SSL VPN license, and Advanced
Endpoint Assessment license. By default, the AnyConnect Essentials license is used instead of the above
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licenses, but you can disable the AnyConnect Essentials license in the configuration to restore use of the
other licenses using the no anyconnect-essentials command.

» Some permanent licenses require you to reload the ASA after you activate them. <xref> lists the licenses
that require reloading.

Table 2: Permanent License Reloading Requirements

Model License Action Requiring Reload

ASA 5505 and ASA 5510 | Changing between the Base and Security Plus license.

All models Changing the Encryption license.
All models Downgrading any permanent license (for example, going from 10 contexts to 2
contexts).

The following example shows how to change the activation key on the ASA:

ciscoasa# activation-key 0xdl1lb3d48 Oxa80ad4clOa 0x48e0fdlc 0xb0443480 0x843fc490

The following is sample output from the activation-key command that shows output for failover
when the new activation key is different than the old activation key:

ciscoasa# activation-key Oxyadayada Oxyadayada Oxyadayada Oxyadayada Oxyadayada
Validating activation key. This may take a few minutes...
The following features available in the running permanent activation key are NOT available
in the new activation key:
Failover is different.
running permanent activation key: Restricted (R)
new activation key: Unrestricted (UR)
WARNING: The running activation key was not updated with the requested key.
Proceed with updating flash activation key? [y
]
Flash permanent activation key was updated with the requested key.

The following is sample output from a license file:
Serial Number Entered: 123456789ja

Number of Virtual Firewalls Selected: 10
Formula One device: ASA 5520

Failover : Enabled
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Security Contexts : 10
GTP/GPRS : Disabled
SSL VPN Peers : Default
Total VPN Peers : 750
Advanced Endpoint Assessment : Disabled
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Disabled
Shared License : Disabled
UC Phone Proxy Sessions : Default
Total UC Proxy Sessions : Default
AnyConnect Essentials : Disabled
Botnet Traffic Filter : Disabled
Intercompany Media Engine : Enabled
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THE FOLLOWING ACTIVATION KEY IS VALID FOR:

ASA SOFTWARE RELEASE 8.2+ ONLY.

Platform = asa

123456789JA: yadaydal yadaydal yadaydal yadaydal yadaydal
THE FOLLOWING ACTIVATION KEY IS VALID FOR:

ALL ASA SOFTWARE RELEASES, BUT EXCLUDES ANY

8.2+ FEATURES FOR BACKWARDS COMPATIBILITY.

Platform = asa

123456789JA: yadayda2 yadayda2 yadaydaz yadayda2 yadayda?2

Related Commands

Command Description

anyconnect-essentials | Enables or disables the Anyconnect Essentials license.

show activation-key | Shows the activation key.

show version Shows the software version and activation key.

activation-key .
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activex-relay

To incorporate applications that need ActiveX over the clientless portal, use the activex-relay command in
group-policy webvpn configuration mode or username webvpn configuration mode. To inherit the activex-relay
command from the default group policy, use the no form of this command.

activex-relay { enable | disable }
no activex-relay

Syntax Description

enable Enables ActiveX on WebVPN sessions.

dissble Disables ActiveX on WebVPN sessions.

Command Default

No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group-policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Release Modification

8.0(2) This command was added.

Usage Guidelines

Use the activex-relay enable command to let users launch ActiveX from the WebVPN browser for any HTML
content that has the object tags (such as images, audio, videos, JAVA applets, ActiveX, PDF, or flash). These
applications use the WebVPN session to download and upload ActiveX controls. The ActiveX relay remains
in force until the WebVPN session closes. If you plan to use something like Microsoft OWA 2007, you should
disable ActiveX.

)

Note

Because they have the same functionality, the activex-relay enable command generates smart tunnel logs
even if smart tunnel is disabled.

The following example enables ActiveX controls on WebVPN sessions associated with a given group policy:
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ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # activex-relay enable

The following example disables ActiveX controls on WebVPN sessions associated with a given username:

ciscoasa (config-username-policy)# webvpn
ciscoasa (config-username-webvpn) # activex-relay disable
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« ad-agent-mode, on page 149

* address (dynamic-filter blacklist, whitelist), on page 151

« address (media-termination) (Deprecated), on page 154

* address-family ipv4, on page 156

* address-family ipv6, on page 158

* address-pool, on page 159

« address-pools, on page 161

» admin-context, on page 163

« advertise passive-only, on page 165

* aggregate-address, on page 169

« alarm contact description, on page 171

« alarm contact severity, on page 173

« alarm contact trigger, on page 175

« alarm facility input-alarm, on page 177

« alarm facility power-supply rps, on page 179

« alarm facility temperature (actions), on page 181

« alarm facility temperature (high and low thresholds), on page 183
« allocate-interface, on page 185

« allocate-ips, on page 188

« allowed-eid, on page 190

* allow-ssc-mgmt, on page 192

* allow-tls, on page 194

* always-on-vpn, on page 196

« anti-replay, on page 197

« anyconnect ask, on page 199

« anyconnect-custom (Version 9.0 through 9.2), on page 201
« anyconnect-custom (Version 9.3 and later), on page 203

* anyconnect-custom-attr (Version 9.0 through 9.2), on page 205
 anyconnect-custom-attr (Version 9.3 and later), on page 207
* anyconnect-custom-data, on page 209

« anyconnect df-bit-ignore, on page 211

« anyconnect dpd-interval, on page 212

* anyconnect dtls compression, on page 214
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 anyconnect enable, on page 215

* anyconnect-essentials, on page 217

* anyconnect external-browser-pkg, on page 219
* anyconnect firewall-rule, on page 221

* anyconnect image, on page 223

* anyconnect keep-installer, on page 226

* anyconnect modules, on page 228

* anyconnect mtu, on page 230

« anyconnect profiles (group-policy attributes webvpn, username attributes webvpn), on page 232
* anyconnect profiles (webvpn), on page 234
* anyconnect ssl compression, on page 236

* anyconnect ssl df-bit-ignore, on page 238

« anyconnect ssl dtls enable, on page 240

« anyconnect ssl keepalive, on page 242

* anyconnect ssl rekey, on page 244

* apcf(Deprecated), on page 246

* app-agent heartbeat, on page 248

* app-id, on page 249

* appl-acl, on page 250

* application-access, on page 252

« application-access hide-details, on page 254
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ad-agent-mode

To enables the AD Agent mode so that you can configure the Active Directory Agent for the Cisco Identify
Firewall instance, use the ad-agent-mode command in global configuration mode.

ad-agent-mode

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes — —
configuration
Command History Release Modification

8.4(2) This command was added.

Usage Guidelines To configure the Active Directory Agent for the Identity Firewall, you must enter the ad-agent-mode command,
which is a submode of the aaa-server command. Entering the ad-agent-mode command enters the aaa server
group configuration mode.

Periodically or on-demand, the AD Agent monitors the Active Directory server security event log file via
WMI for user login and logoff events. The AD Agent maintains a cache of user ID and IP address mappings.
and notifies the ASA of changes.

Configure the primary and secondary AD Agents for the AD Agent Server Group. When the ASA detects
that the primary AD Agent is not responding and a secondary agent is specified, the ASA switches to the
secondary AD Agent. The Active Directory server for the AD agent uses RADIUS as the communication
protocol; therefore, you should specify a key attribute for the shared secret between the ASA and AD Agent.

Examples The following example shows how to enable ad-agent-mode while configuring the Active Directory

Agent for the Identity Firewall:

ciscoasa(config) # aaa-server adagent protocol radius

ciscoasa (config) # ad-agent-mode

ciscoasa (config-aaa-server-group) # aaa-server adagent (inside) host 192.168.1.101
ciscoasa(config-aaa-server-host)# key mysecret
ciscoasa(config-aaa-server-hostkey) # user-identity ad-agent aaa-server adagent
ciscoasa(config-aaa-server-host)# test aaa-server ad-agent
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Related Commands | Command Description

aaa-server Creates a AAA server group and configures AAA server parameters that are
group-specific and common to all group hosts.

clear configure Clears the configuration for the Identity Firewall feature.
user-identity
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address (dynamic-filter blacklist, whitelist)

To add an IP address to the Botnet Traffic Filter blacklist or whitelist, use the address command in
dynamic-filter blacklist or whitelist configuration mode. To remove the address, use the no form of this
command.

addressip_address mask
no addressip_address mask

Syntax Description ip_address Adds an IP address to the blacklist.

mask Defines the subnet mask for the IP address. The mask can be for a single host or for a subnet.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Dynamic-filter * Yes * Yes * Yes * Yes —
blacklist or
whitelist
configuration
Command History Release Modification
8.2(1) This command was added.
Usage Guidelines The static database lets you augment the dynamic database with domain names or IP addresses that you want

to whitelist or blacklist. After you enter the dynamic-filter whitelist or blacklist configuration mode, you can
manually enter domain names or IP addresses (host or subnet) that you want to tag as good names in a whitelist
or bad names in a blacklist using the address and name commands.

You can enter this command multiple times for multiple entries. You can add up to 1000 blacklist and 1000
whitelist entries.

Examples The following example creates entries for the blacklist and whitelist:

ciscoasa (config) # dynamic-filter blacklist
ciscoasa(config-1llist)# name badl.example.com
ciscoasa(config-1llist)# name bad2.example.com
ciscoasa(config-1list)# address 10.1.1.1 255.255.255.0
ciscoasa(config-1list)# dynamic-filter whitelist
ciscoasa(config-1llist)# name good.example.com
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ciscoasa(config-1llist)# name great.example.com
ciscoasa(config-1llist)# name awesome.example.com
ciscoasa(config-1llist)# address 10.1.1.2

Related Commands

Command

Description

clear configure dynamic-filter

Clears the running Botnet Traffic Filter configuration.

clear dynamic-filter dns-snoop

Clears Botnet Traffic Filter DNS snooping data.

clear dynamic-filter reports

Clears Botnet Traffic filter report data.

clear dynamic-filter statistics

Clears Botnet Traffic filter statistics.

dns domain-lookup

Enables the ASA to send DNS requests to a DNS server to perform
a name lookup for supported commands.

dns server-group

Identifies a DNS server for the ASA.

dynamic-filter blacklist

Edits the Botnet Traffic Filter blacklist.

dynamic-filter database fetch

Manually retrieves the Botnet Traffic Filter dynamic database.

dynamic-filter database find

Searches the dynamic database for a domain name or IP address.

dynamic-filter database purge

Manually deletes the Botnet Traffic Filter dynamic database.

dynamic-filter enable

Enables the Botnet Traffic Filter for a class of traffic or for all traffic
if you do not specify an access list.

dynamic-filter updater-client enable

Enables downloading of the dynamic database.

dynamic-filter use-database

Enables use of the dynamic database.

dynamic-filter whitelist

Edits the Botnet Traffic Filter whitelist.

inspect dns dynamic-filter-snoop

Enables DNS inspection with Botnet Traffic Filter snooping.

name

Adds a name to the blacklist or whitelist.

show asp table dynamic-filter

Shows the Botnet Traffic Filter rules that are installed in the
accelerated security path.

show dynamic-filter data

Shows information about the dynamic database, including when the
dynamic database was last downloaded, the version of the database,
how many entries the database contains, and 10 sample entries.

show dynamic-filter dns-snoop

Shows the Botnet Traffic Filter DNS snooping summary, or with the
detail keyword, the actual IP addresses and names.

show dynamic-filter reports

Generates reports of the top 10 Botnet sites, ports, and infected hosts.
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Command

Description

show dynamic-filter statistics

Shows how many connections were monitored with the Botnet Traffic
Filter, and how many of those connections match the whitelist,
blacklist, and greylist.

show dynamic-filter updater-client | Shows information about the updater server, including the server IP

address, the next time the ASA will connect with the server, and the
database version last installed.

show running-config dynamic-filter | Shows the Botnet Traffic Filter running configuration.
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address (media-termination) (Deprecated)

To specify the address for a media termination instance to use for media connections to the Phone Proxy
feature, use the address command in the media-termination configuration mode. To remove the address from
the media termination configuration, use the no form of this command.

addressip_address [ interfaceintf_name ]
no addressip_address [ interfaceintf_name ]

Syntax Description interface Specifies the name of the interface for which the media termination address is used.
intf_name Only one media-termination address can be configured per interface.
ip_address Specifies the IP address to use for the media termination instance.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Media-termination * Yes — * Yes — —
configuration
Command History Release Modification

8.2(1) This command was added.

9.4(1) This command was deprecated along with all phone-proxy and uc-ime commands.

Usage Guidelines The ASA must have IP addresses for media termination that meet the following criteria:

* For the media termination instance, you can configure a global media-termination address for all interfaces
or configure a media-termination address for different interfaces. However, you cannot use a global
media-termination address and media-termination addresses configured for each interface at the same
time.

* If you configure a media termination address for multiple interfaces, you must configure an address on
each interface that the ASA uses when communicating with IP phones.

* The IP addresses are publicly routable addresses that are unused IP addresses within the address range
on that interface.

Examples The following example shows the use of the media-termination address command to specify the IP

address to use for media connections:
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ciscoasa(config) # media-termination mediaterml
ciscoasa(config-media-termination) # address 192.0.2.25 interface inside
ciscoasa(config-media-termination)# address 10.10.0.25 interface outside

Related Commands | Command Description

phone-proxy Configures the Phone Proxy instance.

media-termination | Configures the media termination instance to apply to a Phone Proxy instance.
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address-family ipv4

To enter address family to configure a routing session using standard IP Version 4 (IPv4) address prefixes,
use the address-family ipv4 command in router configuration mode. To exit address family configuration
mode and remove the IPv4 address family configuration from the running configuration, use the no form of
this command.

address-family ipv4
no address-family ipv4

Command Default IPv4 address prefixes are not enabled.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router mode * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.2(1) This command was added.

Usage Guidelines The address-family ipv4 command places the context router in address family configuration mode, from which
you can configure routing sessions that use standard IPv4 address prefixes. To leave address family
configuration mode and return to router configuration mode, type exit.

)

Note Routing information for address family IPv4 is advertised by default for each BGP routing session configured
with the neighbor remote-as command unless you enter the no bgp default ipv4-unicast command before
configuring the neighbor remote-as command.

Examples The following example places the router in address family configuration mode for the [IPv4 address

family:

ciscoasa(config) # router bgp 5000
ciscoasa(config-router)# address-family ipv4
ciscoasa (config-router-af) #
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Related Commands

Command Description
bgp default Sets the IP version 4 (IPv4) unicast address family as default for BGP peering
ipv4-unicast session.

neighbor remote-as

Adds an entry to the BGP or multiprotocol BGP neighbor table.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. address-family ipvé

A-B Commands |

address-family ipv6

To enter address family to configure a routing session such as BGP that use using standard IP Version 6 (IPv6)
address prefixes, use the address-family ipv6 command in router configuration mode. To exit address family
configuration mode and remove the IPv6 address family configuration from the running configuration, use
the no form of this command.

address-family ipv6 [ unicast ]
no address-family ipv6

Syntax Description

Command Default

Command Modes

unicag (Optional) Specifies IPv6 unicast address prefixes.

IPv6 address prefixes are not enabled. Unicast address prefixes are the default when IPv6 address prefixes
are configured.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Router mode * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.3(2) This command was added.

The address-family ipv6 command places the context router in address family configuration mode, from which
you can configure routing sessions that use standard IPv6 address prefixes. To leave address family
configuration mode and return to router configuration mode, type exit.

The following example places the router in address family configuration mode for the [Pv4 address
family:

ciscoasa(config) # router bgp 5000
ciscoasa (config-router)# address-family ipvé
ciscoasa(config-router-af) #

Related Commands

Command Description

neighbor ipv6-addressactivate | Enables exchange of information with a BGP neighbor.
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address-pool

To specify a list of address pools for allocating addresses to remote clients, use the address-pool command
in tunnel-group general-attributes configuration mode. To eliminate address pools, use the no form of this
command.

address-pool [ (interfacename ) ] address pooll [ ...address pool6 ]
no address-pool [ ( interfacename) ] address pooll [ ...address pool6 ]

Syntax Description

Command Default

Command Modes

address pool  Specifies the name of the address pool configured with the ip local pool command. You

can specify up to 6 local address pools.

interfacename (Optional) Specifies the interface to be used for the address pool.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
general-attributes

configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

You can enter multiples of each of these commands, one per interface. If an interface is not specified, then
the command specifies the default for all interfaces that are not explicitly referenced.

The address-pools settings in the group-policy address-pools command override the local pool settings in
the tunnel group address-pool command.

The order in which you specify the pools is significant. The ASA allocates addresses from these pools in the
order in which the pools appear in this command.

The following example entered in config-tunnel-general configuration mode, specifies a list of address
pools for allocating addresses to remote clients for an IPsec remote-access tunnel group test:

ciscoasa (config)# tunnel-group test type remote-access

ciscoasa(config)# tunnel-group test general

ciscoasa(config-tunnel-general)# address-pool (inside) addrpooll addrpool2 addrpool3
ciscoasa (config-tunnel-general) #
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Related Commands | Command Description
ip local pool Configures IP address pools to be used for VPN remote-access tunnels.
clear configure tunnel-group Clears all configured tunnel groups.

show running-config tunnel-group | Shows the tunnel group configuration for all tunnel groups or for a
particular tunnel group.

tunnel-group-map default-group | Associates the certificate map entries created using the crypto ca
certificate map command with tunnel groups.
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address-pools

To specify a list of address pools for allocating addresses to remote clients, use the address-pools command
in group-policy attributes configuration mode. To remove the attribute from the group policy and enable
inheritance from other sources of group policy, use the no form of this command.

address-pools value address pooll [ ...address pool6 ]
no address-pools value address pooll [ ...address pool6 ]
address-pools hone

no address-pools none

Syntax Description

Command Default

Command Modes

address pool Specifies the name of the address pool configured with the ip local pool command. You can
specify up to 6 local address pools.

none Specifies that no address pools are configured and disables inheritance from other sources of
group policy.
value Specifies a list of up to 6 address pools from which to assign addresses.

By default, the address pool attribute allows inheritance.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Group-policy * Yes — * Yes — —
attributes
configuration

Command History

Usage Guidelines

Release Modification

7.2(1) This command was added.

The address pools settings in this command override the local pool settings in the group. You can specify a
list of up to six local address pools to use for local address allocation.

The order in which you specify the pools is significant. The ASA allocates addresses from these pools in the
order in which the pools appear in this command.

The command address-pools none disables this attribute from being inherited from other sources of policy,
such as the DefaultGrpPolicy. The command no address pools none removes the addr ess-pools none
command from the configuration, restoring the default value, which is to allow inheritance.
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Examples The following example entered in config-general configuration mode, configures pool 1 and pool 20
as lists of address pools to use for allocating addresses to remote clients for GroupPolicyl:

ciscoasa (config)# ip local pool pool 1 192.168.10.1-192.168.10.100 mask 255.255.0.0
ciscoasa (config)# ip local pool pool 20 192.168.20.1-192.168.20.200 mask 255.255.0.0
ciscoasa(config) # group-policy GroupPolicyl attributes

ciscoasa (config-group-policy) # address-pools value pool 1 pool 20

ciscoasa (config-group-policy) #

Related Commands | Command Description
ip local pool Configures IP address pools to be used for VPN group policies.
clear configure group-policy Clears all configured group policies.

show running-config group-policy | Shows the configuration for all group policies or for a particular group
policy.
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admin-context

To set the admin context for the system configuration, use the admin-context command in global configuration
mode.

admin-context name

Syntax Description

Command Default

Command Modes

ree Sets the name as a string up to 32 characters long. If you have not defined any contexts yet, then first
specify the admin context name with this command. Then, the first context you add using the context
command must be the specified admin context name.

This name is case sensitive, so you can have two contexts named “customerA” and “CustomerA,” for
example. You can use letters, digits, or hyphens, but you cannot start or end the name with a hyphen.

“System” or “Null” (in upper or lowercase letters) are reserved names, and cannot be used.

For a new ASA in multiple context mode, the admin context is called “admin.”

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

You can set any context to be the admin context, as long as the context configuration resides on the internal
Flash memory.

You cannot remove the current admin context, unless you remove all contexts using the clear configure
context command.

The system configuration does not include any network interfaces or network settings for itself; rather, when
the system needs to access network resources (such as downloading the ASA software or allowing remote
management for an administrator), it uses one of the contexts that is designated as the admin context.

The following example sets the admin context to be “administrator”:

ciscoasa(config)# admin-context administrator
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Related Commands | Command Description
clear configure Removes all contexts from the system configuration.
context
context Configures a context in the system configuration and enters context configuration
mode.
show admin-context | Shows the current admin context name.
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advertise passive-only

Syntax Description

Command Default

Command Modes

To configure IS-IS to advertise only prefixes that belong to passive interfaces, use the advertise passive-only
command in router isis configuration mode. To remove the restriction, use the no form of this command.

advertise passive-only
no advertise passive-only

This command has no arguments or keywords.

This command has no default behavior.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Router isis * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(1) This command was added.

This command is an IS-IS mechanism to exclude IP prefixes of connected networks from link-state packet
(LSP) advertisements, thereby reducing IS-IS convergence time.

Configuring this command per IS-IS instance is a scalable solution to reduce IS-IS convergence time because
fewer prefixes will be advertised in the router nonpseudonode LSP.

This command relies on the fact that when enabling IS-IS on a loopback interface, you usually configure the
loopback as passive (to prevent sending unnecessary hello packets out through it because there is no chance
of finding a neighbor behind it). Thus, if you want to advertise only the loopback and if it has already been
configured as passive, configuring the advertise passive-only command per IS-IS instance would prevent
the overpopulation of the routing tables.

An alternative to this command is the no isis advertise-prefix command. The noisis advertise-prefix
command is a small-scale solution because it is configured per interface.

The following example uses the advertise passive-only command, which affects the IS-IS instance,
and thereby prevents advertising the IP network of Ethernet interface 0. Only the IP address of
loopback interface 0 is advertised.

interface Gi0/0
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ip address 192.168.20.1 255.255.255.0

router isis
|

int gi0/1

ip add 171.1.1.1 255.255.255.0

router isis
',
router isis
passive-interface outside

net 47.0004.004d.0001.0001.0c11.1111.00

advertise-passive-only
log-adjacency-changes
|

Related Commands

Command

Description

advertise passive-only

Configures the ASA to advertise passive interfaces.

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-lsp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Advertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isisauthentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface
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Command

Description

isisauthentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isishello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.

isishello padding

Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-lsp-lifetime

Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.
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Command Description

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

routepriority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-overload-bit

Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns

Shows CLNS-specific information.

show isis

Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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aggregate-address

To create an aggregate entry in a Border Gateway Protocol (BGP) database, use the aggregate-address command
in address family configuration mode. To disable this function, use the no form of this command.

aggregate-address addressmask [ as-set ] [ summary-only ]
advertise-map map-name ]
no aggregate-address address mask [ as-set ] [ summary-only ]
advertise-map map-name ]

aggregate-address .

[ suppress-map map-name ] [

[ attribute-map map-name ]

[ suppress-map map-name ] [
[ attribute-map map-name ]

Syntax Description

Command Default

Command Modes

address Aggregate address.

mask Aggregate mask.

as-set (Optional) Generates autonomous system set path information.
summary-only (Optional) Filters all more-specific routes from updates.

suppress-map map-name

(Optional) Specifies the name of the route map used to select the routes to be
suppressed.

advertise-map map-name

(Optional) Specifies the name of the route map used to select the routes to create
AS_SET origin communities.

attribute-map map-name

(Optional) Specifies the name of the route map used to set the attribute of the
aggregate route.

The atomic aggregate attribute is set automatically when an aggregate route is created with this command
unless the as-set keyword is specified

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Context * Yes — * Yes * Yes —
configuration,
Address family
configuration

Command History

Release Modification

9.2(1) This command was added.

9.3(2) This command was modified, to be supported in address-family ipv6 sub-mode.
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You can implement aggregate routing in BGP and Multiprotocol BGP (mBGP) either by redistributing an
aggregate route into BGP or mBGP, or by using the conditional aggregate routing feature.

Using the aggregate-address command with no keywords will create an aggregate entry in the BGP or mBGP
routing table if any more-specific BGP or mBGP routes are available that fall within the specified range. (A
longer prefix that matches the aggregate must exist in the Routing Information Base (RIB).) The aggregate
route will be advertised as coming from your autonomous system and will have the atomic aggregate attribute
set to show that information might be missing. (By default, the atomic aggregate attribute is set unless you
specify the as-set keyword.)

Using the as-set keyword creates an aggregate entry using the same rules that the command follows without
this keyword, but the path advertised for this route will be an AS_SET consisting of all elements contained
in all paths that are being summarized. Do not use this form of the aggregate-address command when
aggregating many paths, because this route must be continually withdrawn and updated as autonomous system
path reach ability information for the summarized routes changes.

Using the summary-only keyword not only creates the aggregate route (for example, 192.*.* *) but also
suppresses advertisements of more-specific routes to all neighbors. If you want to suppress only advertisements
to certain neighbors, you may use the neighbor distribute-list command, with caution. If a more-specific route
leaks out, all BGP or mBGP routers will prefer that route over the less-specific aggregate you are generating
(using longest-match routing).

Using the suppress-map keyword creates the aggregate route but suppresses advertisement of specified routes.
You can use the match clauses of route maps to selectively suppress some more-specific routes of the aggregate
and leave others unsuppressed. IP access lists and autonomous system path access lists match clauses are
supported.

Using the advertise-map keyword selects specific routes that will be used to build different components of
the aggregate route, such as AS_SET or community. This form of the aggregate-address command is useful
when the components of an aggregate are in separate autonomous systems and you want to create an aggregate
with AS_SET, and advertise it back to some of the same autonomous systems. You must remember to omit
the specific autonomous system numbers from the AS_SET to prevent the aggregate from being dropped by
the BGP loop detection mechanism at the receiving router. IP access lists and autonomous system path access
lists match clauses are supported.

Using the attribute-map keyword allows attributes of the aggregate route to be changed. This form of the
aggregate-address command is useful when one of the routes forming the AS SET is configured with an
attribute such as the community no-export attribute, which would prevent the aggregate route from being
exported. An attribute map route map can be created to change the aggregate attributes.

The following example creates an aggregate route and suppresses advertisements of more specific
routes to all neighbors.

ciscoasa (config) # router bgp 5000
ciscoasa (config-router)# address-family ipv4
ciscoasa(config-router)# aggregate-address 10.0.0.0 255.0.0.0 summary-only

Related Commands

Command Description
address-family Enters the address family configuration mode to configure a routing session using
ipv4 standard IP Version 4.
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alarm contact description

To enter a description for the alarm inputs in the ISA 3000, use the alarm contact description command in
global configuration mode. To set the default description to the corresponding contact number, use the no
form of this command.

alarm contact { 1 | 2 } description string
noalarm contact { 1 | 2 } description

Syntax Description

Command Default

Command Modes

1|2 Specifies the alarm contact for which the description is configured. Enter 1 or 2.

gring Specifies the description. This may be up to 80 alphanumeric characters long, and will be included in
syslog messages.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Examples

Release Modification

9.7(1) We introduced this command.

The following example specifies the description for the alarm contact 1:

ciscoasa(config) # alarm contact 1 description Door Open

Related Commands

Command Description

alarm contact severity Specifies the severity of an alarm which will in turn affect

the LED state in the ISA 3000.

alarm contact trigger Specifies a trigger for one or all alarm inputs.

alarm facility input-alarm Specifies the logging and notification options for alarm

inputs.

alarm facility power-supply rps Configures the power supply alarms.
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Command Description

alarm facility temperature Configures the temperature alarms.

alarm facility temperature (high and low | Configures the low or high temperature threshold value.

thresholds)

show alarm settings Displays all global alarm settings.

show environment alar m-contact Displays all external alarm settings.

show facility-alarm relay Displays relay in activated state.

show facility-alarm status Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output De-energizes the output relay and clears the alarm state of
the LED.
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alarm contact severity

To specify the severity of an alarm in the ISA 3000, use the alarm contact severity command in global
configuration mode. To revert to the default severity, use the no form of this command.

alarmcontact { 1 | 2 | all } severity { major | minor | none }
noalarmcontact { 1| 2 | all } severity

Syntax Description

Command Default

Command Modes

{1]2]all}

Specifies the alarm contact for which you are setting the severity. Enter 1, 2,
or all.

severity {major | minor |

none}

The severity of the alarm triggered by this alarm contact. Besides labeling the

alarm with this severity, the severity controls the behavior of the LED associated
with the contact.

» major—The LED blinks red.
* minor—The LED is solid red. This is the default.
e none—The LED is off.

By default, the severity is minor.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Global
configuration

* Yes * Yes * Yes —

Command History

Examples

Release Modification

9.7(1) We introduced this command.

The following example specifies the severity for the alarm contact 1:

ciscoasa(config) # alarm contact 1 severity major

Related Commands

Command

Description

alarm contact description

Specifies the description for the alarm inputs.
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Command

Description

alarm contact trigger

Specifies a trigger for one or all alarm inputs.

alarm facility input-alarm

Specifies the logging and notification options for alarm
inputs.

alarm facility power-supply rps

Configures the power supply alarms.

alarm facility temperature

Configures the temperature alarms.

alarm facility temperature (high and low
thresholds)

Configures the low or high temperature threshold value.

show alar m settings

Displays all global alarm settings.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of
the LED.
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alarm contact trigger

To specify a trigger for one or all alarm inputs in the ISA 3000, use the alarm contact trigger command in
global configuration mode. To revert to the default trigger, use the no form of this command.

alarm contact { 1 | 2 | all } trigger { open | closed }
alarm contact { 1 | 2 | all } trigger

Syntax Description {112 al} Specifies the alarm contact for which you are setting the trigger. Enter 1, 2, or all.
trigger {open | The trigger determines the electrical condition that signals an alert.

closed . . . .
} « open—The normal condition for the contact is closed, that is, the electrical current

is running through the contact. An alert is triggered if the contact becomes open,
that is, the electrical current stops flowing.

» closed—The normal condition for the contact is open, that is, the electrical current
does not run through the contact. An alert is triggered if the contact becomes
closed, that is, the electrical current starts running through the contact. This is the
default.

Command Default By default, the closed state is the trigger.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration
Command History Release Modification

9.7(1) We introduced this command.

Examples The following example sets the trigger for the alarm contact 1:
ciscoasa(config) # alarm contact 1 trigger open
Related Commands | Command Description

alarm contact description Specifies the description for the alarm inputs.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. alarm contact trigger

A-B Commands |

Command

Description

alarm contact severity

Specifies the severity of alarms.

alarm facility input-alarm

Specifies the logging and notification options for alarm
inputs.

alarm facility power-supply rps

Configures the power supply alarms.

alarm facility temperature

Configures the temperature alarms.

alarm facility temperature (high and low
thresholds)

Configures the low or high temperature threshold value.

show alar m settings

Displays all global alarm settings.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of
the LED.
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alarm facility input-alarm

To specify the logging and notification options for alarm inputs in the ISA 3000, use the alarm facility
input-alarm command in global configuration mode. To remove the logging and notification options, use
the no form of this command.

alarm facility input-alarm { 1 | 2 } { notifies | relay | syslog }
no alarm facility input-alarm { 1 | 2} { notifies | relay | sydog }

Syntax Description {1|  Specifies the alarm contact, 1 or 2.
2}

natifies Enables the transmission of SNMP traps when an alarm is triggered.

relay Enables the hardware output relay when an alarm is triggered, which activates the attached external
alarm.

sysdog Enables the transmission of syslog messages when an alarm is triggered and when the alarm condition
ends.

Command Default Syslog is enabled by default, the other options are disabled.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration
Command History Release Modification

9.7(1) We introduced this command.

Examples The following examples specify the logging and notification options for alarm input 1:

ciscoasa(config)# alarm facility input-alarm 1 notifies
ciscoasa(config) # alarm facility input-alarm 1 relay

ciscoasa(config) # alarm facility input-alarm 1 syslog
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Related Commands

Command

Description

alarm contact description

Specifies the description for the alarm inputs.

alarm contact severity

Specifies the severity of alarms.

alarm contact trigger

Specifies a trigger for one or all alarm inputs.

alarm facility power-supply rps

Configures the power supply alarms.

alarm facility temperature

Configures the temperature alarms.

alarm facility temperature (high and low
thresholds)

Configures the low or high temperature threshold value.

show alar m settings

Displays all global alarm settings.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of
the LED.
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alarm facility power-supply rps

To configure power supply alarms in the ISA 3000, use the alarm facility power-supply rps command in
global configuration mode. To disable the power supply alarm, relay, SNMP traps and syslog, use the alarm
facility power-supply rpsdisable command or the no version.

alarm facility power-supply rps { disable | notifies | relay | syslog }
no alarm facility power-supply rps { disable | notifies | relay | sysog }

Syntax Description

Command Default

Command Modes

dissble Disables the power supply alarm, relay, SNMP traps and syslog.

natifies Enables the transmission of SNMP traps when an alarm is triggered.

relay Enables the hardware output relay when an alarm is triggered, which activates the attached external
alarm.

sysdog Enables the transmission of syslog messages when an alarm is triggered and when the alarm condition
ends.

By default, syslog is enabled, relay and notifies are disabled. The alarm is enabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Secuity Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

9.7(1) We introduced this command.

The ISA 3000 has two power supplies. By default, the system operates in single-power mode. However, you
can configure the system to operate in dual mode, where the second power supply automatically provides
power if the primary power supply fails. When you enable dual-mode, the power supply alarm is automatically
enabled to send syslog alerts, but you can disable the alert altogether, or also enable SNMP traps or the alarm
hardware relay.

The alarm facility power-supply rps disable command disables the power supply alarm, relay, traps and
syslog. Using the no alar m facility power-supply rps disable command enables only the power supply
alarm. You must enable the relay, SNMP traps, and syslog separately.

You must also configure the power-supply dual command to enable dual mode. The alarm is automatically
enabled in dual mode.
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The following example enables dual power supply mode and configures all alert options.

ciscoasa (config) # power-supply dual

ciscoasa(config) # alarm facility power-supply rps relay

ciscoasa(config) # alarm facility power-supply rps syslog

ciscoasa(config)# alarm facility power-supply rps notifies

The following example disables the dual power supply alarm:

ciscoasa(config) # alarm facility power-supply rps disable

Related Commands

Command

Description

alarm contact description

Specifies the description for the alarm inputs.

alarm contact severity

Specifies the severity of alarms.

alarm contact trigger

Specifies a trigger for one or all alarm inputs.

alarm facility input-alarm

Specifies the logging and notification options for alarm
inputs.

alarm facility temperature

Configures the temperature alarms.

alarm facility temperature (high and low
thresholds)

Configures the low or high temperature threshold value.

show alar m settings

Displays all global alarm settings.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of
the LED.
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alarm facility temperature (actions)

To configure the temperature alarms in the ISA 3000, use the alarm facility temperature command in global
configuration mode. To disable the temperature alarms, use the no form of the command.

alarm facility temperature { primary | secondary } { notifies | relay | syslog }
no alarm facility temperature { primary | secondary } { notifies | relay | sysog }

Syntax Description

Command Default

Command Modes

primary Configures the primary temperature alarm.

soondary Configures the secondary temperature alarm.

notifies  Enables the transmission of SNMP traps when an alarm is triggered.

relay Enables the hardware output relay when an alarm is triggered, which activates the attached external
alarm.

syslog  Enables the transmission of syslog messages when an alarm is triggered and when the alarm
condition ends.

The primary temperature alarm is enabled for all alarm actions.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Secuity Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

9.7(1) We introduced this command.

You can configure alarms based on the temperature of the CPU card in the device.

You can set a primary and secondary temperature range using the alarm facility temper ature command with
the high and low keywords. If the temperature drops below the low threshold, or exceeds the high threshold,
the alarm is triggered.

The primary temperature alarm is enabled by default for all alarm actions: output relay, syslog, and SNMP.
The default settings for the primary temperature range is -40°C to 92°C.

The secondary temperature alarm is disabled by default. You can set the secondary temperature within the
range -35°C to 85°C.
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Because the secondary temperature range is more restrictive than the primary range, if you set either the
secondary low or high temperature, that setting disables the corresponding primary setting, even if you
configure non-default values for the primary setting. You cannot enable two separate high and two separate

low temperature alarms.

Thus, in practice, you should configure the primary only, or the secondary only, setting for high and low.

The following example sets the high and low temperatures for the secondary alarm and enables all

alert actions.

ciscoasa(config) # alarm facility temperature secondary low -20

ciscoasa(config)# alarm facility temperature secondary high 80

ciscoasa(config) # alarm facility temperature secondary notifies

ciscoasa(config) # alarm facility temperature secondary relay

ciscoasa(config)# alarm facility temperature secondary syslog

Related Commands

Command

Description

alarm contact description

Specifies the description for the alarm inputs.

alarm contact severity

Specifies the severity of alarms.

alarm contact trigger

Specifies a trigger for one or all alarm inputs.

alarm facility input-alarm

Specifies the logging and notification options for alarm
inputs.

alarm facility power-supply rps

Configures the power supply alarms.

alarm facility temperature (high and low
thresholds)

Configures the low or high temperature threshold value.

show alar m settings

Displays all global alarm settings.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity
specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of
the LED.
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alarm facility temperature (high and low thresholds)

To configure the high and low temperature threshold values in the ISA 3000, use the alarm facility
temperature {low | high} command in global configuration mode. To remove the threshold values, or to
revert the primary value to the default, use the no form of the command.

alarm facility temperature { primary | secondary } { high | low } threshold
no alarm facility temperature { primary | secondary } { high | low } threshold

Syntax Description

Command Default

Command Modes

primary Configures the primary temperature alarm.

secondary Configures the secondary temperature alarm.

high Configures the high threshold in Celsius. The maximum for primary is 92. The maximum
threshold for secondary is 85.

low threshold Configures the low threshold in Celsius. The minimum for primary is -40. The minimum for
secondary is -35.

The default primary high temperature is 92°C, the low is —40°C.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

9.7(1) We introduced this command.

You can configure alarms based on the temperature of the CPU card in the device.

You can set a primary and secondary temperature range using the alar m facility temper ature command with
the high and low keywords. If the temperature drops below the low threshold, or exceeds the high threshold,
the alarm is triggered.

The primary temperature alarm is enabled by default for all alarm actions: output relay, syslog, and SNMP.
The default settings for the primary temperature range is -40°C to 92°C.

The secondary temperature alarm is disabled by default. You can set the secondary temperature within the
range -35°C to 85°C.

Because the secondary temperature range is more restrictive than the primary range, if you set either the
secondary low or high temperature, that setting disables the corresponding primary setting, even if you
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configure non-default values for the primary setting. You cannot enable two separate high and two separate

low temperature alarms.

Thus, in practice, you should configure the primary only, or the secondary only, setting for high and low.

The following example sets the high and low temperatures for the secondary alarm and enables all

alert actions.

ciscoasa(config) # alarm facility temperature secondary low -20

ciscoasa(config)# alarm facility temperature secondary high 80

ciscoasa(config)# alarm facility temperature secondary notifies

ciscoasa(config) # alarm facility temperature secondary relay

ciscoasa(config)# alarm facility temperature secondary syslog

Related Commands

Command

Description

alarm contact description

Specifies the description for the alarm inputs.

alarm contact severity

Specifies the severity of alarms.

alarm contact trigger

Specifies a trigger for one or all alarm inputs.

alarm facility input-alarm

Specifies the logging and notification options for alarm inputs.

alarm facility power-supply rps

Configures the power supply alarms.

alarm facility temperature

Configures the temperature alarms.

show alar m settings

Displays all global alarm settings.

show environment alar m-contact

Displays all external alarm settings.

show facility-alarm relay

Displays relay in activated state.

show facility-alarm status

Displays all triggered alarms, or alarms based on severity specified.

clear facility-alarm output

De-energizes the output relay and clears the alarm state of the LED.
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allocate-interface

To allocate interfaces to a security context, use the allocate-interface command in context configuration
mode. To remove an interface from a context, use the no form of this command.

allocate-interface physical_interface [ map_name ] [ visible | invisible ]

no allocate-interface physical_interface

allocate-interface physical_interface . subinterface [ - physical interface . subinterface ] [ map_name
[ -map_name ] ] [ visible | invisible]

no allocate-interface physical_interface . subinterface [ - physical interface . subinterface ]

Syntax Description

Command Default

Command Modes

invisible (Default) Allows context users to only see the mapped name (if configured) in the show
interface command.
map_name (Optional) Sets a mapped name.

The map_name is an alphanumeric alias for the interface that can be used within the
context instead of the interface ID. If you do not specify a mapped name, the interface ID
is used within the context. For security purposes, you might not want the context
administrator to know which interfaces are being used by the context.

A mapped name must start with a letter, end with a letter or digit, and have as interior
characters only letters, digits, or an underscore. For example, you can use the following
names:

int0

inta

int 0

For subinterfaces, you can specify a range of mapped names.

See the “Usage Guidelines” section for more information about ranges.

physical_interface Sets the interface ID, such as gigabitethernet0O/1. See the inter face command for accepted
values. Do not include a space between the interface type and the port number.

subinterface Sets the subinterface number. You can identify a range of subinterfaces.

visible (Optional) Allows context users to see physical interface properties in the show interface
command even if you set a mapped name.

The interface ID is invisible in the show interface command output by default if you set a mapped name.

The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Contxt * Yes * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

You can enter this command multiple times to specify different ranges. To change the mapped name or visible
setting, reenter the command for a given interface ID, and set the new values; you do not need to enter the no
allocate-interface command and start over. If you remove the allocate-interface command, the ASA removes
any interface-related configuration in the context.

Transparent firewall mode allows only two interfaces to pass through traffic; however, on the ASA , you can
use the dedicated management interface, Management 0/0, (either the physical interface or a subinterface) as
a third interface for management traffic.

\)

Note

not in the MAC address table.

The management interface for transparent mode does not flood a packet out the interface when that packet is

You can assign the same interfaces to multiple contexts in routed mode, if desired. Transparent mode does
not allow shared interfaces.

If you specify a range of subinterfaces, you can specify a matching range of mapped names. Follow these
guidelines for ranges:

» The mapped name must consist of an alphabetic portion followed by a numeric portion. The alphabetic
portion of the mapped name must match for both ends of the range. For example, enter the following
range:

int0-intl0
If you enter gigabitether net0/1.1-gigabitethernet0/1.5 happy1-sad5, for example, the command fails.

* The numeric portion of the mapped name must include the same quantity of numbers as the subinterface
range. For example, both ranges include 100 interfaces:

gigabitethernet0/0.100-gigabitethernet0/0.199 intl-int100

If you enter gigabitether net0/0.100-gigabitethernet0/0.199 int1-int15, for example, the command fails.

The following example shows gigabitethernet0/1.100, gigabitethernet0/1.200, and
gigabitethernet0/2.300 through gigabitethernet0/1.305 assigned to the context. The mapped names
are intl through int8.
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ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.100 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.200 int2
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8

Related Commands | Command Description
context Creates a security context in the system configuration and enters context configuration mode.
interface Configures an interface and enters interface configuration mode.

show context | Shows a list of contexts (system execution space) or information about the current context.

show Displays the runtime status and statistics of interfaces.
interface
vlan Assigns a VLAN ID to a subinterface.
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To allocate an IPS virtual sensor to a security context if you have the AIP SSM installed, use the allocate-ips
command in context configuration mode. To remove a virtual sensor from a context, use the N0 form of this

command.
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allocate-ips sensor_name [ mapped_name ] [ default ]
no allocate-ips sensor_name [ mapped _name ] [ default ]

Syntax Description

default

(Optional) Sets one sensor per context as the default sensor; if the context configuration does
not specify a sensor name, the context uses this default sensor. You can only configure one
default sensor per context. If you want to change the default sensor, enter the no allocate-ips
command to remove the current default sensor before you allocate a new default sensor. If
you do not specify a sensor as the default, and the context configuration does not include a
sensor name, then traffic uses the default sensor on the AIP SSM.

(Optional) Sets a mapped name as an alias for the sensor name that can be used within the
context instead of the actual sensor name. If you do not specify a mapped name, the sensor
name is used within the context. For security purposes, you might not want the context
administrator to know which sensors are being used by the context. Or you might want to
genericize the context configuration. For example, if you want all contexts to use sensors
called “sensorl” and “sensor2,” then you can map the “highsec” and “lowsec” senors to
sensorl and sensor2 in context A, but map the “medsec” and “lowsec” sensors to sensorl and
sensor2 in context B.

Sensor_name

Sets the sensor name configured on the AIP SSM. To view the sensors that are configured
on the AIP SSM, enter allocate-ips ?. All available sensors are listed. You can also enter the
show ips command. In the system execution space, the show ips command lists all available
sensors; if you enter it in the context, it shows the sensors you already assigned to the context.
If you specify a sensor name that does not yet exist on the AIP SSM, you get an error, but the
allocate-ips command is entered as-is. Until you create a sensor of that name on the AIP
SSM, the context assumes the sensor is down.

Command Default

No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Context * Yes * Yes — —
configuration
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Command History Release Modification

8.0(2) This command was added.

Usage Guidelines You can assign one or more IPS virtual sensors to each context. Then, when you configure the context to send
traffic to the AIP SSM using the ips command, you can specify a sensor that is assigned to the context; you
cannot specify a sensor that you did not assign to the context. If you do not assign any sensors to a context,
then the default sensor configured on the AIP SSM is used. You can assign the same sensor to multiple
contexts.

)

Note  You do not need to be in multiple context mode to use virtual sensors; you can be in single mode and use
different sensors for different traffic flows.

Examples The following example assigns sensor1 and sensor2 to context A, and sensorl and sensor3 to context

B. Both contexts map the sensor names to “ips1” and “ips2.” In context A, sensor1 is set as the default
sensor, but in context B, no default is set so the default that is configured on the AIP SSM is used.

ciscoasa(config-ctx)# context

A

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.100 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.102 int2
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115
int3-int8

ciscoasa(config-ctx)# allocate-ips sensorl ipsl default

ciscoasa (config-ctx)# allocate-ips sensor2 ips2

ciscoasa (config-ctx)# config-url
ftp://userl:passw0Ord@R10.1.1.1/configlets/test.cfg

ciscoasa (config-ctx) # member gold

ciscoasa(config-ctx)# context

sample

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.200 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.212 int2
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235
int3-int8

ciscoasa(config-ctx)# allocate-ips sensorl ipsl
ciscoasa(config-ctx)# allocate-ips sensor3 ips2

ciscoasa (config-ctx)# config-url
ftp://userl:passwOrd@10.1.1.1/configlets/sample.cfg
ciscoasa(config-ctx)# member silver

Related Commands | Command |Description

context Creates a security context in the system configuration and enters context configuration mode.
ips Diverts traffic to the AIP SSM for inspection.

show Shows a list of contexts (system execution space) or information about the current context.
context

show ips Shows the virtual sensors configured on the AIP SSM.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. allowed-eid

A-B Commands |

allowed-eid

To configure a LISP inspection map to limit inspected EIDs based on IP address, use the allowed-eid command
in parameters configuration mode. You can access the parameters configuration mode by first entering the
policy-map typeinspect lisp command. To allow all EIDs, use the no form of this command.

allowed-eid access-list eid_acl_name
no allowed-eid access-list eid_acl _name

Syntax Description

Command Default

Command Modes

accesslist eid_acl_name Specifies an extended ACL where only the destination IP address is matched to
the EID embedded address.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.5(2) Weintroduced this command.

Configure a LISP inspection map to limit inspected EIDs based on IP address.
About LISP Inspection for Cluster Flow Mobility

The ASA inspects LISP traffic for location changes and then uses this information for seamless clustering
operation. With LISP integration, the ASA cluster members can inspect LISP traffic passing between the first
hop router and the ETR or ITR, and can then change the flow owner to be at the new site.

Cluster flow mobility includes several inter-related configurations:

1. (Optional) Limit inspected EIDs based on the host or server IP address—The first hop router might send
EID-notify messages for hosts or networks the ASA cluster is not involved with, so you can limit the
EIDs to only those servers or networks relevant to your cluster. For example, if the cluster is only involved
with 2 sites, but LISP is running on 3 sites, you should only include EIDs for the 2 sites involved with
the cluster. See the policy-map type inspect lisp, allowed-eid, and validate-key commands.

2. LISP traffic inspection—The ASA inspects LISP traffic for the EID-notify message sent between the first
hop router and the ITR or ETR. The ASA maintains an EID table that correlates the EID and the site ID.
For example, you should inspect LISP traffic with a source IP address of the first hop router and a
destination address of the ITR or ETR. See the inspect lisp command.
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3. Service Policy to enable flow mobility on specified traffic—You should enable flow mobility on
business-critical traffic. For example, you can limit flow mobility to only HTTPS traffic, and/or to traffic
to specific servers. See the cluster flow-mobility lisp command.

4, Site IDs—The ASA uses the site ID for each cluster unit to determine the new owner. See the site-id
command.

5. Cluster-level configuration to enable flow mobility—You must also enable flow mobility at the cluster
level. This on/off toggle lets you easily enable or disable flow mobility for a particular class of traffic or
applications. See the flow-mobility lisp command.

The following example limits EIDs to those on the 10.10.10.0/24 network:

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP

config-pmap-p) # validate-key MadMaxShinyandChrome

ciscoasa
ciscoasa

ciscoasa

Related Commands

Command Description

allowed-eids Limits inspected EIDs based on IP address.

clear cluster info flow-mobility counters | Clears the flow mobility counters.

clear lisp eid Removes EIDs from the ASA EID table.
cluster flow-mobility lisp Enables flow mobility for the service policy.
flow-mobility lisp Enables flow mobility for the cluster.
inspect lisp Inspects LISP traffic.

policy-map type inspect lisp Customizes the LISP inspection.

site-id Sets the site ID for a cluster chassis.

show asp table classify domain inspect-lisp | Shows the ASP table for LISP inspection.

show cluster info flow-mobility counters | Shows flow mobility counters.

show conn Shows traffic subject to LISP flow-mobility.

show lisp eid Shows the ASA EID table.

show service-policy Shows the service policy.

validate-key Enters the pre-shared key to validate LISP messages.
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allow-ssc-mgmt

Syntax Description

Command Default

Command Modes

To set an interface on the ASA 5505 to be the SSC management interface, use the allow-ssc-mgmt command
in interface configuration mode. To unassign an interface, use the No form of this command.

allow-ssc-mgmt
no allow-ssc-mgmt

This command has no arguments or keywords.

This command is enabled in the factory default configuration for VLAN 1.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Interface * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.2(1) This command was added.

An SSC does not have any external interfaces. You can configure a VLAN as a management VLAN to allow
access to an internal management IP address over the backplane. By default, VLAN 1 is enabled for the SSC
management address. You can only assign one VLAN as the SSC management VLAN.

Do not configure NAT for the management address if you intend to access it using ASDM. For initial setup
with ASDM, you need to access the real address. After initial setup (where you set the password in the SSC),
you can configure NAT and supply ASDM with the translated address when you want to access the SSC.

The following example disables management access on VLAN 1, and enables it for VLAN 2:

ciscoasa(config)# interface vlan 1
ciscoasa(config-if)# no allow-ssc-mgmt
ciscoasa(config-if) # interface vlan 2
ciscoasa(config-if) # allow-ssc-mgmt

Related Commands

Command Description
interface Configures an interface.
ip address Sets the management IP address for a bridge group.
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Command Description
nameif Sets the interface name.
security-level Sets the interface security level.

hw-module moduleip

Configures the management IP address for the SSC.

hw-module module
allow-ip

Sets the hosts that are allowed to access the management IP address.
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allow-tls

A-B Commands |

To configure ESMTP inspection to allow or prohibit TLS sessions, use the allow-tls command in parameters
configuration mode. To disable this feature, use the no form of this command.

allow-tls [ action log ]
no allow-tls

Syntax Description

Command Default

Command Modes

action
log

Whether to log encrypted connections.

The allow-tls command is the default for ESMTP inspection.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(3) This command was added.

9.4(1) The default was changed to allow-tls from no allow-tls. However, this default applies to new or
reimaged systems. If you upgrade a system that includes no allow-tls, the command is not changed.

ESMTP inspection cannot inspect encrypted connections. If you want to enforce inspection of all ESMTP
sessions, use the no allow-tls command. By disallowing TLS, the STARTTLS indicator is removed from
connection requests, forcing the client and server to negotiate clear text connections.

If you want to allow the client and server to negotiate encrypted connections, include the allow-tls command
in the parameters section of an ESMTP inspection policy map, and connect the map to the ESMTP inspection
service policy. You can also edit the default esmtp map, which is applied when you do not apply your own
map.

The following example shows how to allow encrypted ESMTP sessions, which bypasses ESMTP
inspection:

ciscoasa (config) # policy-map type inspect esmtp esmtp_map

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allow-tls
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Related Commands

Command

Description

policy-map typeinspect esmtp

Configures an ESMTP policy map for inspection.
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always-on-vpn

To configure the behavior of the Secure Client Always-On-VPN functionality, use the always-on-vpn command
in group policy configuration mode.

always-on-vpn [ profile-setting | disable ]

Syntax Description

Command Default

disable Switches off the Always-On-VPN functionality.

profile-sgtting Uses the always-on-vpn setting configured in the Secure Client profile.

Always-On-VPN functionality is switched on by default.

Command History

Usage Guidelines

Examples

Release Modification

8.3(1) This command was added.

To enable Always-On-VPN functionality for Secure Client users, configure an Secure Client profile in the
profile editor. Then configure the group-policy attributes for the appropriate policy.

The following example enables always-on functionality for the configured group-policy:

ciscoasa (config)# group-policy <group policy> attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa(config-group-webvpn) # always-on-vpn profile-setting

Related Commands

Command | Description

webvpn | Configures group policy for WebVPN.
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anti-replay

To enable anti-replay for GTP-U message sequence numbers, use the anti-replay command in GTP inspection
policy map parameters configuration mode. Use the no form of this command disable anti-replay.

anti-replay [ window_size ]
no anti-replay [ window_size ]

Syntax Description

Command Default

Command Modes

window_sze The size of the sliding window in number of messages. The window size can be 128, 256, 512,
or 1024. If you do not enter a value, you get the default, 512.

By default, anti-replay is disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration
mode

Command History

Usage Guidelines

Examples

Release Modification

9.10(1) This command was introduced.

You can enable anti-replay by specifying a sliding window for GTP-U messages.

The size of the sliding window is in number of messages and can be 128, 256, 512, or 1024. As valid messages
appear, the window moves to the new sequence numbers. Sequence numbers are in the range 0-65535, wrapping
when they reach the maximum, and they are unique per PDP context. Messages are considered valid if their
sequence numbers are within the window.

Anti-replay helps prevent session hijacking or DoS attacks, which can occur when a hacker captures GTP
data packets and replays them.

The following example enables anti-replay with a window size of 512.

ciscoasa(config) # policy-map type inspect gtp gtp-map
ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p) # anti-replay 512
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Related Commands | Commands Description

inspect gtp Enables GTP application inspection.

policy-map typeinspect gtp | Creates or edits a GTP inspection policy map.

show service-policy ingpect gtp | Displays the GTP configuration and statistics.
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anyconnect ask

To enable the ASA to prompt remote SSL VPN client users to download the client, use the anyconnect ask
command in group policy webvpn or username webvpn configuration modes. To remove the command from
the configuration, use the no form of the command.

anyconnect ask { none | enable [ default { webvpn | anyconnect } timeout value ] }
no anyconnect ask none [ default { webvpn | anyconnect } ]

Syntax Description default anyconnect timeout Prompts the remote user to download the client or goes to the portal page for
value clientless connections, and waits the duration of value before taking the default
action—downloading the client.

default webvpn timeout Prompts the remote user to download the client or goes to the portal page for
value clientless connections, and waits the duration of value before taking the default
action—displaying the WebVPN portal page.

enable Prompts the remote user to download the client or goes to the portal page for
clientless connections and waits indefinitely for user response.

none Immediately performs the default action.

Command Default The default for this command is anyconnect ask none default webvpn. The ASA immediately displays the
portal page for clientless connections.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration
Command History Release Modification

8.0(2) This command was added.

8.4(1) The anyconnect ask command replaced the svc ask command.
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Usage Guidelines <xref> shows the prompt displayed to remote users when either the default anyconnect timeout value command
or default webvpn timeout value command is configured:

Examples The following example configures the ASA to prompt the remote user to download the client or go
to the portal page and to wait 10 seconds for user response before downloading the client:
ciscoasa (config-group-webvpn) # anyconnect ask enable default svc timeout 10
Related Commands | Command Description
show webvpn Displays information about installed SSL VPN clients.
anyconnect
anyconnect Enables or requires the SSL VPN client for a specific group or user.
anyconnect image Specifies a client package file that the ASA expands in cache memory for

downloading to remote PCs.
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anyconnect-custom (Version 9.0 through 9.2)

To set or update the value of a custom attribute, use the anyconnect-custom command in
anyconnect-custom-attr configuration mode. To remove the value of a custom attribute, use the no form of
this command.

anyconnect-custom attr-name value attr-value
anyconnect-custom attr-name none
no anyconnect-custom attr-name

Syntax Description

Command Modes

attr-name The name of the attribute in the current group policy, as defined by the
anyconnnect-custom-attr command.

none Immediately performs the default action.

value A string containing the attribute value. The value is associated with the attribute name and

attr-value passed to the client during connection setup. The maximum length is 450 characters.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
anyoonneckausiom—attr * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.0(1) This command was added.

This command sets the value of a custom attribute in a group policy. The AnyConnect Administrator’s Guide
lists which values are valid for the custom attributes that apply to that release. Custom attributes are created
with the anyconnect-custom-attr command.

Multiple instances of this command are supported to build a multiline value for an attribute. All data associated
with a given attribute name is delivered to the client in the order that it is entered in the CLI. Individual lines
of a multiline value can not be removed.

The no form of this command does not allow the value or none keywords.

If the data associated with an attribute name is entered in multiple CLI lines, it will be sent to the endpoint as
a single concatenated string delimited by the newline character (\n).

The following example configures a custom attribute for an AnyConnect Deferred Update:

ciscoasa (config-group-policy) # anyconnect-custom DeferredUpdateAllowed true
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Related Commands | Command Description

show run webvpn Displays configuration information about WebVPN, including anyconnect
commands.

show run Displays configuration information about current group policies.
group-policy

anyconnect-custom-attr | Creates custom attributes.
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anyconnect-custom (Version 9.3 and later)

To set or update the value of a custom attribute, use the anyconnect-custom command in group-policy or
dynamic-access-policy-record configuration mode. To remove a custom attribute, use the no form of this
command.

anyconnect-custom attr-type value  attr-name
anyconnect-custom attr-type none
no anyconnect-custom attr-type

Syntax Description  attr-type The type of custom attribute as defined by the anyconnnect-custom-attr command.
none This custom attribute is explicitly omitted from the policy.
value The name of the custom attribute value as defined by the anyconnect-custom-data command.
attr-name

The custom attribute type and named value is passed to the client during connection setup.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
group-policy or * Yes — * Yes — —
dyramcacespdoyaend
Command History Release Modification

9.3(1) This command has been redefined.

Usage Guidelines This command sets the value of a custom attribute in a group policy or DAP.

The AnyConnect Administrator’s Guide lists which values are valid for the custom attributes that apply to
that release. Custom attributes are created with the anyconnect-custom-attr and anyconnect-custom-data
commands.

The no form of this command does not allow the none keyword.

Examples The following example configures a custom attribute for AnyConnect Deferred Update:

ciscoasa (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed

ciscoasa (config-webvpn) # exit

ciscoasa(config) # anyconnect-custom-data DeferredUpdateAllowed def-allowed true
(

ciscoasa (config-group-policy)# anyconnect-custom DeferredUpdateAllowed def-allowed
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Related Commands | Command Description

show run webvpn Displays configuration information about WebVPN, including
anyconnect commands.

show run group-policy Displays configuration information about current group policies.

show running-config Display custom attributes used in DAP policies.
dynamic-access-policy-record

anyconnect-custom-attr Creates custom attribute types used by this command.

anyconnect-custom-data Creates custom attribute named values used by this command.
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anyconnect-custom-attr (Version 9.0 through 9.2)

To create custom attributes, use the anyconnect-custom-attr command in Anyconnect-custom-attr
configuration mode. To remove custom attributes, use the Nno form of this command.

[ no ] anyconnect-custom-attr attr-name [ description description ]

Syntax Description

Command Modes

attr-name The name of the attribute. This name is referenced in the group policy syntax and

in the aggregate auth protocol messages. The maximum length is 32 characters.

description description A free form description of attribute usage. This text appears in the command help
when the custom attribute is referenced from the group-policy attribute configuration
mode. The maximum length is 128 characters.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Anyoomectasom atr * Yes — * Yes — —

configuration

Command History

Usage Guidelines

Examples

Release Modification

9.0(1) This command was added.

This command creates custom attributes to support special Secure Client features. After creating custom
attributes for a particular feature, you add them to group policies, so that feature can be applied to VPN clients.
This command guarantees that all of the defined attribute names are unique.

Some versions of Secure Client use custom attributes to configure features. The release notes and AnyConnect
Administrator’s Guide for each version list any features that require custom attributes.

If you try to remove the definition of attribute that is being used in a group policy, an error message will be
displayed, and the action will fail. If a user attempts to add an attribute that already exists as a custom attribute,
any changes to the description will be incorporated, but the command will otherwise be ignored.

Multiple instances of this command are supported to build a multiline value for an attribute. All data associated
with a given attribute name is delivered to the client in the order that it is entered in the CLI. Individual lines
of a multiline value can not be removed.

The following example configures a custom attribute for AnyConnect Deferred Update:

ciscoasa (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed description Indicates
if the deferred update feature is enabled or not
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Related Commands | Command Description

show run webvpn Displays configuration information about WebVPN, including anyconnect
commands.

show run Displays configuration information about current group policies.
group-policy

anyconnect-custom Associates custom attribute types and named values with a group policy or dynamic
access policy.
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anyconnect-custom-attr (Version 9.3 and later)

To create custom attribute types, use the anyconnect-custom-attr command in config-webvpn configuration
mode. To remove custom attributes, use the no form of this command.

[ no ] anyconnect-custom-attr attr-type [ description description ]

Syntax Description

Command Modes

attr-type The type of the attribute. This type is referenced in the group policy syntax, and
DAP-policy syntax, as well as the aggregate auth protocol messages. The maximum

length is 32 characters.

description description A free form description of attribute usage. This text appears in the command help
when the custom attribute is referenced from the group-policy attribute configuration
mode. The maximum length is characters.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

config-webvpn * Yes — * Yes — —

Command History

Usage Guidelines

Examples

Release Modification

9.3(1) This command has been redefined.

This command creates custom attributes to support special Secure Client features. After creating custom
attributes for a particular feature, you define values for them and then add them to group policies so that the
related feature can be applied to VPN clients. This command guarantees that all of the defined attribute names
are unique.

Some versions of Secure Client use custom attributes to configure features. The release notes and AnyConnect
Administrator’s Guide for each version list any features that require custom attributes.

If you try to remove the definition of an attribute that is being used in a group policy, an error message will
be displayed, and the action will fail. If a user attempts to add an attribute that already exists as a custom
attribute, any changes to the description will be incorporated, but the command will otherwise be ignored.

The following example configures a custom attribute for AnyConnect Deferred Update:’
ciscoasa (config-webvpn)# anyconnect-custom-attr DeferredUpdateAllowed description Indicates
if the deferred update feature is enabled or not

ciscoasa(config)# anyconnect-custom-data DeferredUpdateAllowed def-allowed true
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Related Commands | Command Description

show run webvpn Displays configuration information about WebVPN, including
anyconnect commands.

show run group-policy Displays configuration information about current group
policies.
show running-config Display custom attributes used in DAP policies.

dynamic-access-policy-record

anyconnect-custom Sets values of custom attributes for policy use.

anyconnect-custom-data Creates custom attribute named values.
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anyconnect-custom-data

To create custom attribute named values, use the anyconnect-custom-data command in global configuration
mode. To remove custom attributes, use the no form of this command.

anyconnect-custom-data attr-type attr-name attr-value
no anyconnect-custom-data attr-type attr-name

Syntax Description

Command Modes

attr-type The type of the attribute previously defined using anyconnect-custom-attr.

attr-name The name of the attribute with the specified value. It can be referenced in group-policy and
dynamic-access-policy-record config mode.

attr-value A string containing the attribute value.

Maximum length of 420 characters.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Global * Yes — * Yes — —

Command History

Usage Guidelines

Examples

Release Modification

9.3(1) This command was added.

This command defines custom attribute named values to support special Secure Client features. After creating
custom attributes for a particular feature, you define values for them and then add them to DAP or group
policies so that the related feature can be applied to VPN clients.

Some versions of Secure Client use custom attributes to configure features. The release notes and AnyConnect
Administrator’s Guide for each version list any features that require custom attributes.

If you try to remove the named value of an attribute that is being used in a group policy, an error message
will be displayed, and the action will fail.

Multiple instances of this command are supported to build a multiline value for an attribute. All data associated
with a given attribute name is delivered to the client in the order that it is entered in the CLI. Individual lines
of a multiline value can not be removed.

The following example configures a custom attribute for AnyConnect Deferred Update:

ciscoasa(config) # anyconnect-custom-data DeferredUpdateAllowed def-allowed true
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Related Commands | Command Description

show run webvpn Displays configuration information about WebVPN, including
anyconnect commands.

show run group-policy Displays configuration information about current group
policies.
show running-config Display custom attributes used in DAP policies.

dynamic-access-policy-record

show run anyconnect-custom-data Display all defined custom attribute named values.

anyconnect-custom Associate custom attribute types and values with a group policy
or DAP.

anyconnect-custom-attr Creates custom attributes.
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anyconnect df-bit-ignore

To ignore the DF bit in packets that need fragmentation, use the anyconnect-df-bit-ignore command in group
policy webvpn configuration mode. To acknowledge the DF bits that need fragmentation, use the no form of
the command.

anyconnect df-bit-ignore { enable | none }
no anyconnect df-bit-ignore { enable | none }

Syntax Description

Command Default

Command Modes

endble Enables DF-bit ignore for Secure Client.

none Disables DF-bit for Secure Client.

By default, this option is not enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group policy * Yes — * Yes —
webvpn
configuration

Command History

Examples

Release Modification

8.2(2) The svc df-bit-ignore command was added.

8.4(3) The anyconnect df-bit-ignore command replaced the svc df-bit-ignore command.

vmb-5520 (config-group-webvpn) # anyconnect routing-filtering-ignore ?
config-group-webvpn mode commands/options:

enable Enable Routing/Filtering for AnyConnect Client

none Disable Routing/Filtering for AnyConnect Client
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anyconnect dpd-interval

To enable Dead Peer Detection (DPD) on the ASA and to set the frequency that either the remote client or
the ASA performs DPD over SSL VPN connections, use the anyconnect dpd-interval command in group
policy webvpn or username webvpn configuration mode. To remove the command from the configuration
and cause the value to be inherited, use the no form of the command.

anyconnect dpd-interval { [ gateway { seconds | none } 1 | [ client { seconds | none} ] }
no anyconnect dpd-interval { [ gateway { seconds | none } ] | [ client { seconds | none } ] }

Syntax Description

Command Default

Command Modes

client none Disables the DPD that the client performs.

client seconds  Specifies the frequency, from 30 to 3600 seconds, for which the client performs DPD.

gateway none Disables DPD testing that the ASA performs.

gateway
seconds

Specifies the frequency, from 30 to 3600 seconds, for which the ASA performs DPD. A
value of 300 is recommended.

The default is DPD is enabled and set to 30 seconds for both the ASA (gateway) and the client.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Release Modification

7.1(1) This command was added.

8.0(3) The default setting changed from disabled to 30 seconds for both the ASA (gateway) and the client.

8.4(1) The anyconnect dpd-interval command replaced the svc dpd-interval command.

The gateway refers to the ASA. You enable DPD and specify the interval with which the ASA waits for any
packets from the client. If no packets are received within that interval, the ASA performs the DPD test with
three attempts at the same interval. If it doesn’t receive a response from the client, the ASA tears down the
TLS/DTLS tunnel.
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The DPD process on the ASA gets triggered only when the ASA has a packet to send out toward the client
over the TLS/DTLS tunnel.

Examples The following example shows how to configure the DPD frequency performed by the ASA (gateway)

to 3000 seconds, and the DPD frequency performed by the client to 1000 seconds, for the existing
group policy sales:

ciscoasa(config)# group-policy sales attributes

ciscoasa (config-group-policy) # webvpn

ciscoasa (config-group-webvpn) # anyconnect dpd-interval gateway 3000
ciscoasa (config-group-webvpn) # anyconnect dpd-interval client 1000
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anyconnect dtls compression

To enable compression on low bandwidth links for a specific group or user, use the Secure Client dtls
compression command in group policy webvpn or username webvpn configuration mode. To delete the
configuration from the group, use the no form of the command.

anyconnect dtls compression { lzs | none }
no anyconnect dtlscompression { 1zs | none }

Syntax Description Izs Enables a stateless compression algorithm.

nae Disables compression.

Command Default The default is to not enable Secure Client compression.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration
Command History Release Modification

8.4(2) This command was added.

Examples The following examples shows the sequence to disable compression:

asa# config terminal

asa (config) # group-policy DfltGrpPolicy attributes
asa(config-group-policy)# webvpn

asa (config-group-webvpn) # anyconnect ssl compression none
asa (config-group-webvpn) # anyconnect dtls compression none
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anyconnect enable

To enable the ASA to download an Secure Client to remote computers or to connect to the ASA using the
Secure Client with SSL or IKEv2, use the anyconnect enable command in webvpn configuration mode. To
remove the command from the configuration, use the no form of the command.

anyconnect enable
no anyconnect enable

Command Default The default for this command is disabled. The ASA does not download the client.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration
Command History Release Modification

7.1(1)  This command was added as svc enable.

8.4(1) The anyconnect enable command replaced the svc enable command.

Usage Guidelines Entering the no anyconnect enable command does not terminate active sessions.

The anyconnect enable command must be issued after configuring the Secure Client images with the
anyconnect image Xyz command. To use an Secure Client or Secure Client weblaunch, anyconnect enable
is required. If the anyconnect enable command is not issued with SSL or IKEv2, Secure Client does not
function as expected and times out with an IPsec VPN connection termination error. As a result, the show
webvpn svc command does not consider the SSL VPN client to be enabled and does not list the installed
Secure Client packages.

Examples In the following example shows how to enable the ASA to download the client:
ciscoasa (config) # webvpn
ciscoasa (config-webvpn) # anyconnect enable

Related Commands | Command Description

anyconnect image Specifies an AnyConnect SSL VPN client package file that the ASA expands in
cache memory for downloading to remote PCs.
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Command Description

anyconnect modules Specifies the names of modules that the AnyConnect SSL VPN Client requires
for optional features.

anyconnect profiles Specifies the name of the file used to store profiles that the ASA downloads to
the Cisco AnyConnect SSL VPN client.

show webvpn Displays information about SSL VPN clients installed on the ASA and loaded
anyconnect in cache memory for downloading to remote PCs.

anyconnect localization | Specifies the package file used to store localization files that are downloaded to
the Cisco AnyConnect VPN Client.
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anyconnect-essentials

To enable AnyConnect Essentials on the ASA, use the anyconnect-essentials command in group policy
webvpn configuration mode. To disable the use of AnyConnect Essentials and enable the premium Secure
Client instead, use the no form of the command.

anyconnect-essentials
no anyconnect-essentials

Command Default

AnyConnect Essentials is enabled by default.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History

Release Modification

8.2(1) This command was added.

Usage Guidelines

Use this command to toggle between using the full AnyConnect SSL VPN client and the AnyConnect Essentials
SSL VPN client, assuming that the full Secure Client license is installed. AnyConnect Essentials is a separately
licensed SSL VPN client, entirely configured on the ASA, that provides the premium Secure Client capability,
with the following exceptions:

* No CSD (including HostScan/Vault/Cache Cleaner)
* No clientless SSL VPN

The AnyConnect Essentials client provides remote end users running Microsoft Windows Vista, Windows
Mobile, Windows XP or Windows 2000, Linux, or Macintosh OS X, with the benefits of a Cisco SSL VPN
client.

You enable or disable the AnyConnect Essentials license by using the anyconnect-essentials command,
which is meaningful only after you have installed the AnyConnect Essentials license on the ASA. Without
this license, this command returns the following error message:

ERROR: Command requires AnyConnect Essentials license

)

Note
itself is not affected by the setting of the anyconnect-essentials command.

This command only enables or disables the use of AnyConnect Essentials. The AnyConnect Essentials license
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When the AnyConnect Essentials license is enabled, Secure Client use Essentials mode, and Clientless SSL
VPN access is disabled. When the AnyConnect Essentials license is disabled, Secure Client use the full
AnyConnect SSL VPN Client license.

\)

Note This command is not supported on the ASA virtual or devices. See the licensing documentation for more
information.

If you have active clientless SSL VPN connections, and you enable the AnyConnect Essentials license, then
all connections are logged off and will need to be reestablished.

Examples In the following example, the user enters webvpn configuration mode and enables the AnyConnect

Essentials VPN client:

ciscoasa (config)# webvpn
ciscoasa (config-webvpn) # anyconnect-essentials
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anyconnect external-browser-pkg

To configure the path for the Secure Client external browser package, use the anyconnect
external-browser-pkg command in the webvpn configuration mode. Use the no form of the command to
remove the external browser path.

anyconnect external-browser-pkg { package path }

no anyconnect external-browser-pkg { package path }

Syntax Description

Command Default

Command Modes

{ packagepath} Configures the external browser package path on the device for single sing-on authentication.

No default behaviors or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Web VPN * Yes - — * Yes - — - —
configuration

Command History

Usage Guidelines

Release Modification

9.17(1) This command was added.

By default, Secure Client uses it's embedded browser for SAML single sign-on authentication. You can
configure the operating system's default browser (platform's native browser) for SAML authentication.
Choosing the operating system's default browser requires an external browser package for Secure Client to
use the default OS browser for single sign-on authentication.

The anyconnect exter nal-browser-pkg command allows you to configure an external browser path for Secure
Client single sign-on authentication.

The following example shows how to use the anyconnect exter nal-browser-pkg command to configure a
path for the external bowser for Secure Client single sign-on authentication.

ciscoasa

#

asa(config)# tunnel-group SAML webvpn-attributes

asa (config-webvpn) # anyconnect external-browser-pkg diskO0:

Related Commands

Command Description

external-browser Configures the Secure Client external browser for single sign-on

authentication.
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Command

Description

tunnel-group

Creates a VPN connection profile or accesses the database of VPN
connection profiles.

show webvpnanyconnect
exter nal-browser-pkg

Displays information about the specified single sing-on package
file.
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anyconnect firewall-rule

To establish a public or provide ACL firewall, use the anyconnect firewall-rule command in either group
policy webvpn or username webvpn configuration mode.

anyconnect firewall-rule client interface { public | private } ACL

Syntax Description

Command Default

Command Modes

ACL Specifies the access control list
client Specify client interface
interface

private Configure private interface rule
public Configure public interface rule

No default behavior or values .

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Release Modification

8.3(1) This svc firewall-rule command was added.

8.4(1) The anyconnect firewall-rule command replaced the svc firewall-rule command.

9.0(1) The ACL in the command can now be a Unified Access Control rule that can specify both [Pv4
and IPv6 addresses.

To function as expected, this command requires a release of the AsyncOS for Web version 7.0 that provides
AnyConnect Secure Mobility licensing support for the Secure Client. It also requires an Secure Client release
that supports Secure Client, ASA 8.3, and ASDM 6.3.

The following notes clarify how the Secure Client uses the firewall:
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* The source IP is not used for firewall rules. The client ignores the source IP information in the firewall
rules sent from the ASA. The client determines the source IP depending on whether the rules are public
or private. Public rules are applied to all interfaces on the client. Private rules are applied to the virtual
adapter.

» The ASA supports many protocols for ACL rules. However, the AnyConnect firewall feature supports
only TCP, UDP, ICMP, and IP. If the client receives a rule with a different protocol, it treats it as an
invalid firewall rule, and then disables split tunneling and uses full tunneling for security reasons.

Be aware of the following differences in behavior for each operating system:

» For Windows computers, deny rules take precedence over allow rules in Windows Firewall. If the ASA
pushes down an allow rule to the Secure Client, but the user has created a custom deny rule, the Secure
Client rule is not enforced.

* On Windows Vista, when a firewall rule is created, Vista takes the port number range as a
comma-separated string (for example, from 1-300 or 5000-5300). The maximum number of ports allowed
is 300. If you specify a number greater than 300 ports, the firewall rule is applied only to the first 300
ports.

» Windows users whose firewall service must be started by the Secure Client (not started automatically
by the system) may experience a noticeable increase in the time it takes to establish a VPN connection.

» On Mac computers, the Secure Client applies rules sequentially in the same order that the ASA applies
them. Global rules should always be last.

* For third-party firewalls, traffic is passed only if both the Secure Client firewall and the third-party
firewall allow that traffic type. If the third-party firewall blocks a specify traffic type that the Secure
Client allows, the client blocks the traffic.

For more information about the Secure Client firewall including ACL rule examples for local printing and
tethered device support, see the AnyConnect Administrator’s Guide.

Examples The following example enables the ACL AnyConnect Client Local Print as a public firewall:

ciscoasa(config)# group-policy example group attributes

ciscoasa (config-group-policy) # webvpn

ciscoasa (config-group-webvpn) # anyconnect firewall-rule client-interface public value
AnyConnect Client Local Print

Related Commands | Command Description

show webvpn Displays information about installed SSL VPN clients.
anyconnect

anyconnect Enables or requires the SSL VPN client for a specific group or user.

anyconnect image Specifies a client package file that the ASA expands in cache memory for
downloading to remote PCs.
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anyconnect image

To install or upgrade the Secure Client distribution package and add it to the running configuration, use the
anyconnect image command in webvpn configuration mode. To remove the Secure Client distribution package
from the running configuration, use the no form of the command.

anyconnect image path order [ regex expression ]
no anyconnect image path order [ regex expression ]

Syntax Description

Command Default

Command Modes

order With multiple client package files, specifies the order of the package files, from 1 to 65535.
The ASA downloads portions of each client in the order you specify to the remote PC until
it achieves a match with the operating system.

path Specifies the path and filename of the Secure Client package, up to 255 characters.

regex Specifies a string that the ASA uses to match against the user-agent string passed by the

expression browser.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

7.1(1) This command was added as svc image.

8.0(1) The regex keyword was added.

8.4(1) The Secure Client image command replaced the svc image command.

Numbering the package files establishes the order in which the ASA downloads portions of them to the remote
PC until it achieves a match with the operating system. It downloads the package file with the lowest number
first. Therefore, you should assign the lowest number to the package file that matches the most
commonly-encountered operating system used on remote PCs.

The default order is 1. If you do not specify the order argument, each time that you enter the svc image
command, you overwrite the image that was previously considered number 1.
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You can enter the anyconnect image command for each client package file in any order. For example, you
can specify the package file to be downloaded second (order 2) before entering the anyconnect image
command specifying the package file to be downloaded first (order 1).

For mobile users, you can decrease the connection time of the mobile device by using the regex keyword.
When the browser connects to the ASA, it includes the user-agent string in the HTTP header. When the ASA
receives the string, if the string matches an expression configured for an image, it immediately downloads
that image without testing the other client images.

\}

Note When using the standalone client, the regex command is ignored. It is used only for the web browser as a

performance enhancement, and the regex string is not matched against any user or agent provided by the
standalone client.

The ASA expands both Secure Client and Cisco Secure Desktop (CSD) package files in cache memory. For
the ASA to successfully expand the package files, there must be enough cache memory to store the images
and files of the package file.

If the ASA detects there is not enough cache memory to expand a package, it displays an error message to
the console. The following example shows an error message reported after an attempt to install a package file
with the svc image command:

ciscoasa (config-webvpn) # anyconnect image disk0:/anyconnect-win-3.0.0520-k9.pkg
ERROR: File write error (check disk space)
ERROR: Unable to load SVC image - extraction failed

If this occurs when you attempt to install a package file, examine the amount of cache memory remaining and
the size of any previously installed packages with the dir cache:/ command in global configuration mode.

)

Note If your ASA has only the default internal flash memory size or the default DRAM size (for cache memory)

you could have problems storing and loading multiple Secure Client packages on the ASA. Even if there is
enough space in flash memory to hold the package files, the ASA could run out of cache memory when it
unzips and loads the client images. For more information about the ASA memory requirements when deploying
Secure Client, and possibly upgrading the ASA memory, see the latest release notes for the ASA 5500 series.

The following example loads Secure Client package files for Windows, MAC, and Linux in that
order:

ciscoasa (config) # webvpn

ciscoasa (config-webvpn)# anyconnect image
disk0:/anyconnect-win-3.0.0527-k9.pkg 1
ciscoasa (config-webvpn) # anyconnect image
disk0:/anyconnect-macosx-i386-3.0.0414-k9.pkg 2
ciscoasa (config-webvpn)# anyconnect image
disk0:/anyconnect-linux-3.0.0414-k9.pkg 3
ciscoasa (config-webvpn)

The following is sample output from the show webvpn Secure Client command, which displays the
Secure Client packages loaded and their order:

ciscoasa(config-webvpn) # show webvpn anyconnect
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1. disk0:/anyconnect-win-3.0.0527-k9.pkg 1 dyn-regex=/Windows NT/
CISCO STC win2k+
3,0,0527
Hostscan Version 3.0.0527
Tue 10/19/2010 16:16:56.25
2. disk0O:/anyconnect-macosx-1i386-3.0.0414-k9.pkg 2 dyn-regex=/Intel Mac 0S X/
CISCO STC Darwin_ 1386
3.0.0414
Wed Oct 20 20:39:53 MDT 2010
3. disk0O:/anyconnect-1inux-3.0.0414-k9.pkg 3 dyn-regex=/Linux i[1-9]86/
CISCO STC Linux
3.0.0414
Wed Oct 20 20:42:02 MDT 2010
3 AnyConnect Client(s) installed
ciscoasa (config-webvpn) #

Related Commands | Command Description

anyconnect modules Specifies the names of modules that the AnyConnect SSL VPN Client requires
for optional features.

anyconnect profiles Specifies the name of the file used to store profiles that the ASA downloads to
the Cisco AnyConnect SSL VPN client.

show webvpn Displays information about SSL VPN clients installed on the ASA and loaded
anyconnect in cache memory for downloading to remote PCs.

anyconnect localization | Specifies the package file used to store localization files that are downloaded to
the Cisco AnyConnect VPN Client.
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anyconnect keep-installer
A\

Note This command does not apply to versions of Secure Client after 2.5, but is still available for backward
compatibility. Configuring the anyconnect keep-installer command does not affect Secure Client 3.0 or later.

To enable the permanent installation of an SSL VPN client on a remote PC, use the anyconnect keep-installer
command in group-policy webvpn or username webvpn configuration mode. To remove the command from
the configuration and cause the value to be inherited, use the no form of this command.

anyconnect keep-installer { installed | none }
no anyconnect keep-installer { installed | none }

Syntax Description indalled Disables the automatic uninstalling feature of the client. The client remains installed on the remote
PC for future connections.

none  Specifies that the client uninstalls from the remote computer after the active connection terminates.

Command Default The default is permanent installation of the client is enabled. The client remains on the remote computer at
the end of the session.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration
Command History Release Modification

7.1(1) The svc keep-installer command was added.

8.4(1) The anyconnect keep-installer command replaced the sve keep-installer command.

Examples In the following example, the user enters group policy webvpn configuration mode and configures

the group policy to remove the client at the end of the session:

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands

anyconnect keep-installer .

ciscoasa (config-group-policy) #webvpn
ciscoasa(config-group-webvpn) # anyconnect keep-installer none
ciscoasa (config-group-webvpn) #

Related Commands

Command

Description

show webvpn anyconnect

Displays information about Secure Client installed on the ASA and loaded in
cache memory for downloading to remote PCs.

anyconnect

Enables or requires the SSL VPN client for a specific group or user.

anyconnect enable

Enables the ASA to download Secure Client files to remote PCs.

anyconnect image

Specifies an Secure Client package file that the ASA expands in cache memory
for downloading to remote PCs.
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anyconnect modules

To specify the names of modules that the AnyConnect SSL VPN Client requires for optional features, use the
anyconnect modulescommand in group policy webvpn or username webvpn configuration mode. To remove
the command from the configuration, use the no form of the command.

anyconnect modules { none | valuestring }

no anyconnect modules { none | valuestring }

A-B Commands |

Syntax Description

Command Default

Command Modes

gring The name of the optional module, up to 256 characters. Separate multiple strings with commas.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System

Group policy * Yes — * Yes — —
webvpn

configuration

Username * Yes — * Yes — —
webvpn

configuration

Command History

Usage Guidelines
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8.0(2) The svc modules command was added.

8.4(1) The anyconnect modules command replaced the sve modules command.

To minimize download time, the client only requests downloads (from the ASA) of modules that it needs for
each feature that it supports. The anyconnect modulescommand enables the ASA to download these modules.

The following table shows the string values that represent AnyConnect Modules.

String representing AnyConnect

AnyConnect Module Name

Module

dart AnyConnect DART (Diagnostics and Reporting Tool)
nam AnyConnect Network Access Manager

vpngina AnyConnect SBL (Start Before Logon)
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String representing AnyConnect | AnyConnect Module Name

Module

websecurity AnyConnect Web Security Module

telemetry AnyConnect Telemetry Module

posture AnyConnect Posture Module

none If you choose none, the ASA downloads the essential files with no
optional modules. Existing modules are removed from the group policy.

Examples In the following example, the user enters group-policy attributes mode for the group policy

PostureModuleGroup, enters webvpn configuration mode for the group policy, and specifies the
string posture and telemetry so that the AnyConnect Posture Module and AnyConnect Telemetry
Module will be downloaded to the endpoint when it connects to the ASA.

ciscoasa> en

Password:
ciscoasa# config t
ciscoasa(config) # group-policy PostureModuleGroup attributes

ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # anyconnect modules value posture,telemetry

ciscoasa (config-group-webvpn) # write mem

Building configuration...

Cryptochecksum: 40975338 b918425d 083b391f 9ebabc69
22055 bytes copied in 3.440 secs (7351 bytes/sec)
[OK]

ciscoasa (config-group-webvpn) #

To remove a module from a group policy, resend the command specifying only the module values
you want to keep. For example, this command removes the telemetry module:

ciscoasa (config-group-webvpn) # anyconnect modules value posture

Related Commands | Command Description

show webvpn Displays information about Secure Client packages that are loaded in cache
anyconnect memory on the ASA and available for download.

anyconnect enable Enables an Secure Client for a specific group or user.

anyconnect image Specifies an Secure Client package file that the ASA expands in cache memory
for downloading to remote PCs.
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anyconnect mtu

To adjust the MTU size for VPN connections established by the Cisco AnyConnect VPN Client, use the
anyconnect mtu command in group policy webvpn or username webvpn configuration mode. To remove the
command from the configuration, use the no form of the command.

anyconnect mtu size
no anyconnect mtu size

Syntax Description

Command Default

Command Modes

§2 The MTU size in bytes, from 576 to 1406 bytes.

The default size is 1406 bytes.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) Th svc mtu command was added.

8.4(1) The anyconnect mtu command replaced the svec mtu command.

This command affects only the Secure Client. The VPN Client is not capable of adjusting to different MTU
sizes.

The default for this command in the default group policy is no svc mtu. The MTU size is adjusted automatically
based on the MTU of the interface that the connection uses, minus the IP/UDP/DTLS overhead.

The minimum MTU allowed on an [Pv6 enabled interface is 1280 bytes; however, if [Psec is enabled on the
interface, the MTU value should not be set below 1380 because of the overhead of IPsec encryption. Setting
the interface below 1380 bytes may result in dropped packets.

The following example configures the MTU size to 500 bytes for the group policy >telecommuters
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ciscoasa(config) # group-policy telecommuters attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # anyconnect mtu 500

Related Commands

Command

Description

anyconnect keep-installer

Disables the automatic uninstalling feature of the client. After the initial download,
the client remains on the remote PC after the connection terminates.

anyconnect ssl dtls

Enables DTLS for CVCs establishing SSL VPN connections.

show run webvpn

Displays configuration information about WebVPN, including anyconnect
commands.
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anyconnect profiles (group-policy attributes webvpn, username
attributes webvpn)

To specify a CVC profiles package downloaded to Cisco AnyConnect VPN Client (CVC) users, use the
anyconnect profiles command in webvpn or configuration mode. You can access the webvpn configuration
mode by first entering the group-policy attributes command or the username attributes. To remove the command
from the configuration and cause the value it to be inherited, use the no form of the command.

anyconnect profiles { value profile | none } [ typetype ]
no anyconnect profiles { value profile | none } [ typetype ]

Syntax Description value The name of the profile.
profile
none The ASA does not download profiles.
typetype (Optional.) The profile type. The default is user. Specify one of the following:

» user—AnyConnect VPN Profile.

* vpn-mgmt—AnyConnect Management VPN Profile.
« umbrella—Umbrella Roaming Security Profile

» ampenabler—AMP Enabler Service Profile

« websecurity—Web Security Service Profile

* nam—NAM Service Module

* iseposture—ISE Posture Profile

» nvm—Network Visibility Service Profile

Command Default The default is none. The ASA does not download profiles.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History
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Usage Guidelines

Examples

anyconnect profiles (group-policy attributes webvpn, username attributes webvpn) .

Release Modification

8.3(1) The optional type value was added.

8.4(1) The anyconnect profiles command replaced the sve profiles command.

This command, entered in group policy webvpn or username attributes webvpn configuration mode, enables
the ASA to download profiles to CVC users on a group policy or username basis. To download a CVC profile
to all CVC users, use this command from webvpn configuration mode.

A CVC profile is a group of configuration parameters that the CVC uses to configure the connection entries
that appear in the CVC user interface, including the names and addresses of host computers. You can create
and save profiles using the CVC user interface. You can also edit this file with a text editor and set advanced
parameters that are not available through the user interface.

The CVC installation contains one profile template (cvcprofile.xml) that you can edit and use as a basis for
creating other profile files. For more information about editing CVC profiles, see the Cisco AnyConnect VPN
Client Administrator Guide.

In the following example, the user enters the anyconnect profiles value command, which displays
the available profiles:

ciscoasa (config-group-webvpn) # anyconnect profiles value ?
config-group-webvpn mode commands/options:
Available configured profile packages:

engineering

sales

Then the user configures the group policy to use the CVC profile sales:

ciscoasa (config-group-webvpn) # anyconnect profiles sales

Related Commands

Command Description

show webvpn anyconnect | Displays information about installed Secure Client.

anyconnect Enables or requires an SSL. VPN client for a specific group or user.

anyconnect image Specifies an Secure Client package file that the ASA expands in cache memory
for downloading to remote PCs.
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anyconnect profiles (webvpn)

To specify a file as a profiles package that the ASA loads in cache memory and makes available to group
policies and username attributes of Cisco AnyConnect VPN Client (CVC) users, use the anyconnect profiles
command in webvpn configuration mode. To remove the command from the configuration and cause the ASA
to unload the package file from cache memory, use the no form of the command.

anyconnect profiles { profile path }
no anyconnect profiles { profile path }

Syntax Description

Command Default

Command Modes

path The path and filename of the profile file in flash memory of the ASA.

prdfile The name of the profile to create in cache memory.

The default is none. The ASA does not load a profiles package in cache memory.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
webvpn * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

8.0(2) Th svc profiles command was added.

8.4(1) The anyconnect profiles command replaced the sve profiles command.

A CVC profile is a group of configuration parameters that the CVC uses to configure the connection entries
that appear in the CVC user interface, including the names and addresses of host computers. You can create
and save profiles using the CVC user interface.

You can also edit this file with a text editor and set advanced parameters that are not available through the
user interface. The CVC installation contains one profile template (cveprofile.xml) that you can edit and use
as a basis for creating other profile files. For more information about editing CVC profiles, see the Cisco
AnyConnect VPN Client Administrator Guide.

After you create a new CVC profile and upload it to flash memory, identify the XML file to the ASA as a
profile using the anyconnect profilescommand in webvpn configuration mode. After you enter this command,
files are loaded into cache memory on the ASA. Then you can specify the profile for a group or user with the
anyconnect profiles command from group policy webvpn configuation or username attributes configuration
mode.
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In the following example, the user previously created two new profile files (sales hosts.xml and
engineering_hosts.xml) from the cveprofile.xml file provided in the CVC installation and uploaded
them to flash memory on the ASA.

Then the user identifies these files to the ASA as CVC profiles, specifying the names >sales and

>engineering :

ciscoasa (config-webvpn) # anyconnect profiles sales disk0O:sales_hosts.xml
ciscoasa (config-webvpn) # anyconnect profiles engineering disk0:engineering hosts.xml

Entering the dir cache:stc/profiles command shows the profiles that have been loaded into cache

memory:

ciscoasa (config-webvpn)# dir cache:stc/profiles
Directory of cache:stc/profiles/

0 -—-= 774
0 -—-= 774

2428928 bytes total

11:54:41 Nov 22 2006 engineering.pkg
11:54:29 Nov 22 2006 sales.pkg

(18219008 bytes free)

ciscoasa (config-webvpn) #

These profiles are available to the svc profiles command in group policy webvpn configuration or
username attributes configurate modes:

ciscoasa(config)# group-policy sales attributes

ciscoasa (config-group-policy) # webvpn

ciscoasa (config-group-webvpn) # anyconnect profiles value ?
config-group-webvpn mode commands/options:

Available configured profile packages:

engineering
sales
Related Commands | Command Description
show webvpn Displays information about installed Secure Client.
anyconnect
anyconnect Enables or requires the SSL VPN client for a specific group or user.

anyconnect image

Specifies an Secure Client package file that the ASA expands in cache memory
for downloading to remote PCs.
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anyconnect ssl compression

To enable compression of http data over an SSL VPN connection for a specific group or user, use the anyconnect
ssl compression command in group policy webvpn or username webvpn configuration mode. To remove the
command from the configuration and cause the value to be inherited, use the no form of the command.

anyconnect ssl compression { deflate | Izs | none }
no anyconnect ss compression { deflate | 1zs | none }

Syntax Description

Command Default

Command Modes

deflate Enables a deflate compression algorithm.

lzs Enables a stateless compression algorithm.

none Disables compression.

By default, compression is set to none (disabled).

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.4(2) The anyconnect compression command was added.

For SSL VPN connections, the compression command configured from webvpn configuration mode overrides
the anyconnect ssl compression command configured in group policy and username webvpn mode.

In the following example, SVC compression is disabled for the group policy sales:

ciscoasa (config)# group-policy sales attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # anyconnect ssl compression none
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anyconnect ssl compression .

Related Commands

Command

Description

anyconnect

Enables or requires the SSL VPN client for a specific group or user.

anyconnect keepalive

Specifies the frequency at which a client on a remote computer sends keepalive
messages to the ASA over an SSL VPN connection.

anyconnect
keep-installer

Disables the automatic uninstalling feature of the client. The client remains
installed on the remote PC for future connections.

anyconnect rekey

Enables the client to perform a rekey on an SSL VPN connection.

compression Enables compression for all SSL, WebVPN, and IPsec VPN connections.
show webvpn Displays information about installed SSL VPN clients.
anyconnect

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |

. anyconnect ssl df-bit-ignore

anyconnect ssl df-bit-ignore

To enable the forced fragmentation of packets on an SSL VPN connection (allowing them to pass through
the tunnel) for a specific group or user, use the anyconnect ssl df-bit-ignore command in the group policy
webvpn or username webvpn configuration mode. To remove the command from the configuration and cause
the value to be inherited, use the no form of this command.

anyconnect ssl df-bit-ignore { enable | disable }
no anyconnect sd df-bit-ignore

Syntax Description

Command Default

Command Modes

enable Enable DF-bit ignore for Secure Client with SSL.

dissble Disable DF-bit for Secure Client with SSL.

DF bit ignore is set to disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.4(1) The anyconnect ssl df-bit-ignore form of the command replaced svc df-bit-ignore.

This feature allows the force fragmentation of packets that have the DF bit set, allowing them to pass through
the tunnel. An example use case is for servers in your network that do not respond correctly to TCP MSS
negotiations.

In the following example, DF bit ignore is enabled for the group policy sales:

ciscoasa (config)# group-policy sales attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # anyconnect ssl df-bit-ignore enable
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Related Commands

Command

Description

anyconnect

Enables or requires the SSL VPN client for a specific group or user.

anyconnect keepalive

Specifies the frequency at which a client on a remote computer sends keepalive
messages to the ASA over an SSL VPN connection.

anyconnect
keep-installer

Disables the automatic uninstalling feature of the client. The client remains
installed on the remote PC for future connections.

anyconnect rekey

Enables the client to perform a rekey on an SSL VPN connection.
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anyconnect ssl dtls enable

To enable Datagram Transport Layer Security (DTLS) connections on an interface for specific groups or users
establishing SSL VPN connections with the Cisco AnyConnect VPN Client, use the anyconnect sdl dtls
enable command in group policy webvpn or username attributes webvpn configuration mode. To remove the
command from the configuration and cause the value to be inherited, use the no form of the command.

anyconnect ssl dtls enable interface
no anyconnect ssl dtls enableinterface

Syntax Description

Command Default

Command Modes

interface The name of the
interface.

The default is enabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Release Modification

8.0(2) The svc dtls command was added.

8.4(1) The anyconnect ssl dtls command replaced the svc dtls command.

Enabling DTLS allows the Secure Client establishing an SSL. VPN connection to use two simultaneous
tunnels—an SSL tunnel and a DTLS tunnel. Using DTLS avoids latency and bandwidth problems associated
with some SSL connections and improves the performance of real-time applications that are sensitive to packet
delays.

If you do not enable DTLS, Secure Client users establishing SSL VPN connections connect with an SSL
tunnel only.

This command enables DTLS for specific groups or users. To enable DTLS for all Secure Client users, use
the anyconnect ssl dtls enable command in webvpn configuration mode.
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Examples The following example enters group policy webvpn configuration mode for the group policy sales

and enables DTLS:

ciscoasa(config)# group-policy sales attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # anyconnect ssl dtls enable

Related Commands | Command Description

dtls port Specifies a UDP port for DTLS.

anyconnect dtls Enables DTLS for groups or users establishing SSL VPN connections.

vpn-tunnel-protocol | Specifies VPN protocols that the ASA allows for remote access, including SSL.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |

. anyconnect ssl keepalive

anyconnect ssl keepalive

To configure the frequency of keepalive messages which a remote client sends to the ASA over SSL VPN
connections, use the anyconnect ssl keepalive command in group policy webvpn or username webvpn
configuration modes. Use the no form of the command to remove the command from the configuration and
cause the value to be inherited.

anyconnect ssl keepalive { none | seconds }
no anyconnect ss keepalive { none | seconds }

Syntax Description

Command Default

Command Modes

none Disables keepalive messages.

sonds Enables keepalive messages and specifies the frequency of the messages, from 15 to 600 seconds.

The default is 20 seconds.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration

Command History

Usage Guidelines

Release Modification

7.1(1) The svc keepalive command was added.

8.0(3) The default setting changed from disabled to 20 seconds.

8.4(1) The anyconnect ssl keepalive command replaced the svc keepalive command.

Both the Cisco SSL VPN Client (SVC) and the Cisco AnyConnect VPN Client can send keepalive messages
when they establish SSL VPN connections to the ASA.

You can adjust the frequency of keepalive messages (specified in seconds) to ensure that an SSL VPN
connection through a proxy, firewall, or NAT device remains open, even if the device limits the time that the
connection can be idle.

Adjusting the frequency also ensures that the client does not disconnect and reconnect when the remote user
is not actively running a socket-based application, such as Microsoft Outlook or Microsoft Internet Explorer.
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Examples

Note

Keepalives are enabled by default. If you disable keepalives, in the event of a failover event, SSL VPN client

sessions are not carried over to the standby device.

In the following example, the user configures the ASA to enable the client to send keepalive messages,
with a frequency of 300 seconds (5 minutes), for the existing group policy named >sales:

ciscoasa(config) # group-policy sales attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa(config-group-webvpn) # anyconnect ssl keepalive 300

Related Commands

Command

Description

anyconnect

Enables or requires an SSL VPN client for a specific group or user.

anyconnect dpd-interval

Enables Dead Peer Detection (DPD) on the ASA, and sets the frequency in which
either the client or the ASA performs DPD.

anyconnect
keep-installer

Disables the automatic uninstalling feature of the client. The client remains
installed on the remote PC for future connections.

anyconnect ssl rekey

Enables the client to perform a rekey on a session.
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anyconnect ssl rekey

To enable a remote client to perform a rekey on an SSL VPN connection, use the anyconnect ssl rekey
command in group-policy webvpn or username webvpn configuration mode. To remove the command from
the configuration and cause the value to be inherited, use the no form of the command.

anyconnect ssl rekey { method { sd | new-tunnel } | timeminutes | none }
no anyconnect ssl rekey { method { sl | new-tunnd } | timeminutes | none }

Syntax Description method sdl Specifies that the client establishes a new tunnel during rekey.
method Specifies that the client establishes a new tunnel during rekey.
new-tunnel
method none Disables rekey.
time minutes Specifies the number of minutes from the start of the session until the rekey takes place,

from 4 to 10080 (1 week).

Command Default The default is none (disabled).

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group policy * Yes — * Yes — —
webvpn
configuration
Username * Yes — * Yes — —
webvpn
configuration
Command History Release Modification

7.1(1) The sve rekey command was added.

8.0(2) The behavior of the svc rekey method ssl command changed to that of the svc rekey method
new-tunnel command to prevent the possibility of a “man in the middle” attack.

8.4(1) The anyconnect ssl rekey command replaced the sve rekey command.

Usage Guidelines The Cisco Secure Client can perform a rekey on an SSL VPN connection to the ASA. Configuring the rekey
method as s9l or new-tunnél specifies that the client establishes a new tunnel during rekey instead of the SSL
renegotiation taking place during the rekey.
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Examples In the following example, the user specifies that remote clients belonging to the group policy sales
renegotiate with SSL during rekey and rekey occurs 30 minutes after the session begins:

config) # group-policy sales attributes
config-group-policy) # webvpn

config-group-webvpn) # anycoanynnect ssl rekey method ssl
config-group-webvpn) # anyconnect ssl rekey time 30

ciscoasa
ciscoasa
ciscoasa
ciscoasa

Related Commands | Command Description

anyconnect enable Enables or requires the Secure Client for a specific group or user.

anyconnect dpd-interval | Enables Dead Peer Detection (DPD) on the ASA, and sets the frequency that
either the Secure Client or the ASA performs DPD.

anyconnect keepalive | Specifies the frequency at which an Secure Client on a remote computer sends
keepalive messages to the ASA.

anyconnect Enables the permanent installation of an Secure Client onto a remote computer.
keep-installer
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apcf(Deprecated)

To enable an Application Profile Customization Framework profile, use the apcf command in webvpn
configuration mode. To disable a particular APCF script, use the no form of the command. To disable all
APCEF scripts, use the no form of the command without arguments.

apcf URL / filename.ext
no apcf [ URL / filename.ext ]

Syntax Description

Command Default

Command Modes

filename.extension Specifies the name of the APCF customization script. These scripts are always in XML
format. The extension might be .xml, .txt, .doc or one of many others

URL Specifies the location of the APCF profile to load and use on the ASA. Use one of the

following URLSs: http://, https://, tftp://, ftp:/; flash:/, disk#:/'

The URL might include a server, port, and path. If you provide only the filename, the
default URL is flash:/. You can use the copy command to copy an APCF profile to flash
memory.

No default behavior or values.

The following table shows the modes in which you enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.1(1) This command was added.

9.17(1) This command was deprecated due to support removal for web VPN.

The apcf command enables the ASA to handle non-standard web applications and web resources so that they
render correctly over a WebVPN connection. An APCF profile contains a script that specifies when (pre,
post), where (header, body, request, response), and which data to transform for a particular application.

You can use multiple APCF profiles on the ASA. When you do, the ASA applies each one of them in the
order of oldest to newest.

We recommend that you use the APCF command only with the support of the Cisco TAC.

The following example shows how to enable an APCF named apcfl, located on flash memory at
/apct:
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ciscoasa

(config) #

webvpn

ciscoasa
(config-webvpn) #

apcf
flash:/apcf/apcfl.xml
ciscoasa (config-webvpn) #

This example shows how to enable an APCF named apcf2.xml, located on an HTTPS server called
myserver, port 1440 with the path /apcf:

ciscoasa

(config) #

webvpn

ciscoasa

(config-webvpn) #

apcf
https://myserver:1440/apcf/apcf2.xml
ciscoasa (config-webvpn) #

Related Commands | Command Description
proxy-bypass Configures minimal content rewriting for a particular application.
rewrite Determines whether traffic travels through the ASA.
show running config webvpn apcf | Displays the APCF configuration.
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app-agent heartheat

To configure the heartbeat message interval for the app-agent (application agent) running on the ASA to check
the health of the chassis, use the app-agent heartbeat command in global configuration mode.

app-agent heartbeat [ interval ms] [ retry-count number ]

Syntax Description

Command Default

Command Modes

interval ms Sets the amount of time between heartbeats, between 100 and 6000 ms, in multiples

of 100. The default is 1000 ms.

retry-count number Sets the number of retries, between 1 and 30. The default is 3 retries.

For the Firepower 2100, the default interval is 6000 milliseconds and the retry count is 10. You cannot use
this command to change these values.

For other device models, the default interval value is 1000 milliseconds, and the retry count is 3.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(2) Command added.

9.9(1) The minimum interval was changed from 300 to 100 ms.

The ASA checks whether it can communicate over the backplane with the host chassis.

For the Firepower 4100/9300, the minimum combined time (interval x retry-count ) cannot be less than 600
ms. For example, if you set the interval to 100, and the retry count to 3, then the total combined time is 300
ms, which is not supported. For example, you can set the interval to 100, and the retry count to 6 to meet the
minimum time (600 ms).

The following example sets the heartbeat timeout to 10 seconds:

ciscoasa(config)# app-agent heartbeat interval 1000 retry-count 10

Related Commands

Command |Description

health-check | Sets the cluster health check parameters.
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To add the Cisco-defined application ID to a network-service object, use the app-id command in object
configuration mode. To remove the ID, use the no version of the command.

number
number

app-id
no app-id

Syntax Description

Command Default

Command Modes

number The number is a unique Cisco-assigned number for a particular application, in the range

1-4294967295. This command is mainly for the use of external device managers.

No application ID is assigned to the object.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Object * Yes
network-service

configuration

* Yes

* Yes

* Yes

Command History

Release Modification

9.17(1) This command was
introduced.

Related Commands

Command

Description

object network-service

Creates a network-service object.

object-group network-service

Creates a network-service object group.
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appl-acl

To identify a previously configured webtype ACL to apply to a session, use the appl-acl command in dap
webvpn configuration mode. To remove the attribute from the configuration, use the no form of the command.
To remove all web-type ACLs, use the no form of the command without arguments.

appl-acl [ identifier ]
no appl-acl [ identifier ]

Syntax Description identifier The name of the previously configured webtype ACL. The maximum length is 240 characters.

Command Default No default value or behaviors.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Dap webvpn * Yes * Yes * Yes — —
configuration
Command History Release Modification

8.0(2) This command was added.

Usage Guidelines To configure webtype ACLs, use the access-list webtype command in global configuration mode.

Use the appl-acl command multiple times to apply more than one webtype ACL to the DAP policy.

Examples The following example shows how to apply the previously configured webtype ACL called newacl

to the dynamic access policy:

ciscoasa

(config) #
config-dynamic-access-policy-record
Finance
ciscoasa
(config-dynamic-access-policy-record) #
webvpn
ciscoasa
(config-dynamic-access-policy-record) #
appl-acl newacl
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Related Commands

Command

Description

dynamic-access-policy-record

Creates a DAP record.

access-list_webtype

Creates a web-type ACL.
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application-access

To customize the Application Access fields of the WebVPN Home page that is displayed to authenticated
WebVPN users, and the Application Access window that is launched when the user selects an application,
use the application-access command in customization configuration mode. To remove the command from
the configuration and cause the value to be inherited, use the no form of this command.

application-access { title | message | window } { text | style } value
no application-access { title | message | window } { text | style } value

Syntax Description

Command Default

Command Modes

message Changes the message displayed under the title of the Application Access field.

style  Changes the style of the Application Access field.

text Changes the text of the Application Access field.

title Changes the title of the Application Access field.

value The actual text to display (a maximum of 256 characters), or Cascading Style Sheet (CSS) parameters

(a maximum of 256 characters).

window Changes the Application Access window.

The default title text of the Application Access field is “Application Access”.

The default title style of the Application Access field is:
background-color:#99CCCC;color:black;font-weight:bold;text-transform:uppercase
The default message text of the Application Access field is “Start Application Client”.
The default message style of the Application Access field is:
background-color:#99CCCC;color:maroon;font-size:smaller.

The default window text of the Application Access window is:

“Close this window when you finish using Application Access. Please wait for the table to be displayed before
starting applications.”.

The default window style of the Application Access window is:

background-color:#99CCCC;color:black;font-weight:bold.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Customization * Yes — * Yes — —
configuration

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands
application-access .

Command History Release Modification

7.1(1)  This command was added.

Usage Guidelines This command is accessed by using the webvpn command or the tunnel-group webvpn-attributescommand.

The styleoption is expressed as any valid Cascading Style Sheet (CSS) parameter. Describing these parameters
is beyond the scope of this document. For more information about CSS parameters, consult CSS specifications
at the World Wide Web Consortium (W3C) website at www.w3.org. Appendix F of the CSS 2.1 Specification
contains a convenient list of CSS parameters, and is available at www.w3.org/TR/CSS21/propidx.html.

The following tips can help you make the most common changes to the WebVPN pages—the page colors:

* You can use a comma-separated RGB value, an HTML color value, or the name of the color if recognized
in HTML.

* RGB format is 0,0,0, a range of decimal numbers from 0 to 255 for each color (red, green, blue); the
comma separated entry indicates the level of intensity of each color to combine with the others.

* HTML format is #000000, six digits in hexadecimal format; the first and second represent red, the third
and fourth green, and the fifth and sixth represent blue.

\)

Note To easily customize the WebVPN pages, we recommend that you use ASDM, which has convenient features
for configuring style elements, including color swatches and preview capabilities.

Examples The following example customizes the background color of the Application Access field to the RGB

hexadecimal value 66FFFF, a shade of green:

ciscoasa (config) # webvpn
ciscoasa (config-webvpn) # customization cisco
ciscoasa (config-webvpn-custom) # application-access title style background-color:#66FFFF

Related Commands Command Description

application-accesshide-details | Enables or disables the display of the application details in the Application
Access window.

browse-networks Customizes the Browse Networks field of the WebVPN Home page.
file-bookmarks Customizes the File Bookmarks title or links on the WebVPN Home page.
web-applications Customizes the Web Application field of the WebVPN Home page.
web-bookmarks Customizes the Web Bookmarks title or links on the WebVPN Home page.
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application-access hide-details

To hide application details that are displayed in the WebVPN Applications Access window, use the
application-access hide-details command in customization configuration mode, which is accessed by using
the webvpn command or the tunnel-group webvpn-attributes command. To remove the command from
the configuration and cause the value to be inherited, use the no form of this command.

application-access hide - details { enable | disable }
no application-access [ hide - details { enable | disable } ]

Syntax Description

Command Default

Command Modes

dsdde Does not hide application details in the Application Access window.

enable Hides application details in the Application Access window.

The default is disabled. Application details appear in the Application Access window.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Customization * Yes — * Yes — —
configuration

Command History

Examples

Release Modification

7.1(1) This command was added.

The following example disables the appearance of the application details:

ciscoasa (config) # webvpn
ciscoasa (config-webvpn) # customization cisco
ciscoasa (config-webvpn-custom) # application-access hide-details disable

Related Commands

Command Description

application-access | Customizes the Application Access field of the WebVPN Home page.

browse-networks | Customizes the Browse Networks field of the WebVPN Home page.

web-applications| Customizes the Web Application field of the WebVPN Home page.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



ar - az

* area, on page 257

« area authentication, on page 259

« area default-cost, on page 261

« area filter-list prefix, on page 263

e area nssa, on page 265

* area-password, on page 267

« area range (ipv6 router ospf), on page 271

« area range (router ospf), on page 273

« area stub, on page 275

« area virtual-link (ipv6 router ospf), on page 277
« area virtual-link (router ospf), on page 279

e arp, on page 282

* arp-inspection, on page 284

* arp permit-nonconnected, on page 286

« arp rate-limit, on page 288

* arp timeout, on page 289

« asdm disconnect, on page 290

« asdm disconnect log_session, on page 292
 asdm history enable, on page 294

* asdm image, on page 295

* asdm location, on page 297

* as-path access-list, on page 298

« asp load-balance per-packet, on page 300

* asp rule-engine compile-offload, on page 302
* asp rule-engine transactional-commit, on page 303
* asr-group, on page 305

« assertion-consumer-url (Deprecated), on page 307
« attribute bind, on page 309

« attribute source-group, on page 310

« attribute source-group host, on page 311

« attribute source-group keepalive, on page 313
« attributes, on page 315

« auth-cookie-name, on page 317
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« authentication (bfd-template), on page 321

* authentication, on page 323

« authentication eap-proxy, on page 326

« authentication key, on page 327

« authentication key eigrp, on page 331

* authentication mode, on page 333

« authentication ms-chap-v1, on page 337

« authentication ms-chap-v2, on page 338

« authentication pap, on page 339

* authentication send-only, on page 341

« authentication-attr-from-server, on page 345

« authentication-certificate, on page 347

« authentication-exclude, on page 349

* authentication-port, on page 350

« authentication-server-group (imap4s, pop3s, smtps) (Deprecated), on page 352
« authentication-server-group (tunnel-group general-attributes), on page 354
« authorization-required, on page 356

* authorization-server-group (imap4s, pop3s, smtps) (Deprecated), on page 358
« authorization-server-group (tunnel-group general-attributes), on page 360
* authorize-only, on page 362

* auth-prompt, on page 364

* auto-signon, on page 366

* auto-summary, on page 369

* auto-update device-id, on page 371

« auto-update poll-at, on page 373

* auto-update poll-period, on page 375

« auto-update server, on page 377

« auto-update timeout, on page 379
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To create an OSPF v2 or OSPFv3 area, use the area command in router configuration mode. To remove the
area, use the no form of this command.

areaarea_id
no area area id

Syntax Description

Command Default

Command Modes

area id The ID of the area being created. You can specify the identifier as either a decimal number or an IP
address. Valid decimal values range from 0 to 4294967295.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes — —
configuration
IPv6 router * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) We added this command.

9.0(1) Support for OSPFv3 was added.

The area that you create does not have any parameters set. Use the related area commands to set the area
parameters.

The following example shows how to create an OSPF area with an area ID of 1:

ciscoasa (config-router)# area 1
ciscoasa (config-router) #

Related Commands

Command Description
areanssa Defines the area as a not-so-stubby area.
areastub Defines the area as a stub area.
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Command Description

router ospf Enters router configuration mode.

show running-config Displays the commands in the global router configuration.
router
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area authentication

To enable authentication for an OSPFv2 area, use the area authentication command in router configuration
mode. To disable area authentication, use the no form of this command.

area area_id authentication [ message-digest ]
no area area_id authentication [ message-digest ]

Syntax Description  area id The identifier of the area for which authentication is to be enabled. You can specify the
identifier as either a decimal number or an IP address. Valid decimal values range from 0
to 4294967295.
message-digest (Optional) Enables Message Digest 5 (MD5) authentication for the area specified by the
area _id.
Command Default Area authentication is disabled.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration
Command History Release Modification

7.0(1) We added this command.

9.0(1) Multiple context mode is supported.

Usage Guidelines If the specified OSPFv2 area does not exist, it is created when this command is entered. Entering the area
authentication command without the message-digest keyword enables simple password authentication.
Including the message-digest keyword enables MD35 authentication.

Examples The following example shows how to enable MDS5 authentication for area 1:
ciscoasa (config-router)# area 1 authentication message-digest
ciscoasa (config-router) #

Related Commands | Command Description

router ospf Enters router configuration mode.
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Command

Description

show running-config
router

Displays the commands in the global router configuration.
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area default-cost

To specify a cost for the default summary route sent into a stub or NSSA, use the area default-cost command
in router configuration mode or IPv6 router configuration mode. To restore the default cost value, use the no
form of this command.

area area_id default-cost cost
no area area_id default-cost cost

Syntax Description

Command Default

Command Modes

area id The identifier of the stub or NSSA whose default cost is being changed. You can specify the identifier
as either a decimal number or an IP address. Valid decimal values range from 0 to 4294967295.

cost  Specifies the cost for the default summary route that is used for a stub or NSSA. Valid values range
from 0 to 65535

The default value of cost is 1.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes * Yes * Yes —
configuration
IPv6 router * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) We added this command.

9.0(1) Multiple context mode and OSPFv3 are supported.

If the specified area has not been previously defined using the area command, this command creates the area
with the specified parameters.

The following example show how to specify a default cost for summary route sent into a stub or
NSSA:

ciscoasa(config-router)# area 1 default-cost 5
ciscoasa (config-router) #
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Related Commands | Command Description
area nssa Defines the area as a not-so-stubby area.
area stub Defines the area as a stub area.
router ospf Enters router configuration mode.
show running-config Displays the commands in the global router configuration.
router
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area filter-list prefix

To filter prefixes advertised in Type 3 LSAs between OSPFv2 areas of an ABR, use the areafilter-list prefix
command in router configuration mode. To change or cancel the filter, use the no form of this command.

area area_id filter-list prefix list_name { in | out }
no area area _idfilter-list prefix list_name { in | out }

Syntax Description

Command Default

Command Modes

area_id Identifies the area for which filtering is configured. You can specify the identifier as either a
decimal number or an IP address. Valid decimal values range from 0 to 4294967295.

in Applies the configured prefix list to prefixes advertised inbound to the specified area.

lig name Specifies the name of a prefix list.

out Applies the configured prefix list to prefixes advertised outbound from the specified area.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) We added this command.

9.0(1) Multiple context mode is supported.

If the specified area has not been previously defined using the area command, this command creates the area
with the specified parameters.

Only Type 3 LSAs can be filtered. If an ASBR has been configured in the private network, then it sends Type
5 LSAs (describing private networks) that are flooded to the entire AS including the public areas.

The following example filters prefixes that are sent from all other areas to area 1:

ciscoasa (config-router)# area 1 filter-list prefix-list AREA 1 in
ciscoasa (config-router) #
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Related Commands | Command Description
router ospf Enters router configuration mode.
show running-config Displays the commands in the global router configuration.
router
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area nssa

To configure an area as an NSSA, use the area nssa command in router configuration mode or IPv6 router
configuration mode. To remove the NSSA designation from the area, use the no form of this command.

areaarea_id nssa [ no-redistribution ] [ default-information-originate [ metric-type {112} 1 [
metricvalue ] ] [ no-summary ]

no areaarea _idnssa [ no-redistribution 1 [ default-information-originate [ metric-type { 1| 2} ]
[ metricvalue] ] [ no-summary ]

Syntax Description  area id Identifies the area being designated as an NSSA. You can specify the
identifier as either a decimal number or an IP address. Valid decimal values
range from 0 to 4294967295.

default-information-originate Used to generate a Type 7 default into the NSSA area. This keyword only
takes effect on an NSSA ABR or an NSSA ASBR.

metric metric_value (Optional) Specifies the OSPF default metric value. Valid values range from
0to 16777214.

metric-type {1| 2} (Optional) the OSPF metric type for default routes. Valid values are the
following:

* 1—type 1
* 2—type 2.

The default value is 2.

no-redistribution (Optional) Used when the router is an NSSA ABR and you want the
redistribute command to import routes only into the normal areas, but not
into the NSSA area.

no-summary (Optional) Allows an area to be a not-so-stubby area but not have summary

routes injected into it.

Command Default The defaults are as follows:
* No NSSA area is defined.

* The metric-typeis 2.

Command Modes
The following table shows the modes in which you can enter the command:
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Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration
IPv6 router * Yes — * Yes * Yes —
configuration
Command History Release Modification
7.0(1) We added this command.
9.0(1) Multiple content mode and OSPFv3 are supported.
Usage Guidelines If the specified area has not been previously defined using the area command, this command creates the area

with the specified parameters.

If you configure one option for an area, and later specify another option, both options are set. For example,
entering the following two command separately results in a single command with both options set in the

configuration:

ciscoasa(config-rtr)# area 1 nssa no-redistribution

ciscoasa (config-rtr)# area area_id nssa default-information-originate

Examples

configuration:

ciscoasa (config-rtr)
ciscoasa(config-rtr)
ciscoasa(config-rtr)
ciscoasa(config-rtr)

router ospf 1

area 1 nssa no-redistribution default-information-originate

exit

#
#
#
#

area 1 nssa no-redistribution
area 1 nssa default-information-originate

show running-config router ospf 1

Related Commands Command

Description

area stub

Defines the area as a stub area.

router ospf

Enters router configuration mode.

router

show running-config

Displays the commands in the global router configuration.
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area-password

To configure the IS-IS area authentication password, use the area-password command in router isis
configuration mode. To disable the password, use the no form of this command.

area-password password [ authenticate snp { validate | send-only } ]
no area password [ password ]

Syntax Description password Password you assign.

authenticate  (Optional) Causes the system to insert the password into sequence number PDUS (SNPs).

snp
validate Causes the system to insert the password into the SNPs and check the password in SNPs
that it receives.
send-only Causes the system to only insert the password into the SNPs, but not check the password
in SNPs that it receives. Use this keyword during a software upgrade to ease the transition.
Command Default No area password is defined and area password authentication is disabled.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router isis * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.6(1) This command was added.

Usage Guidelines Using the area-passwor d command on all routers in an area prevents unauthorized routers from injecting
false routing information into the link-state database.

This password is exchanged as plain text and thus this feature provides only limited security.

This password is inserted in Level 1 (station router level) PDU link-state packets (LSPs), complete sequence
number PDUs (CSNPs), and partial sequence number PDUs (PSNP).

If you do not specify the authenticate snp keyword along with either the validate or send-only keyword,

then the IS-IS routing protocol does not insert the password into SNPs.

Examples The following example assigns an area authentication password and specifies that the password be

inserted in SNPs and checked in SNPs that the system receives:
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ciscoasa (config-router) # router isis
ciscoasa (config-router)# area-password track authenticate snp validate

Related Commands

Command

Description

advertise passive-only

Configures the ASA to advertise passive interfaces.

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-Isp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Adpvertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isis authentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isisauthentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.
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Command Description

isishello-interval Specifies the length of time between consecutive hello packets sent by
IS-IS.

isis hello-multiplier Specifies the number of IS-IS hello packets a neighbor must miss before

the ASA declares the adjacency as down.

isishello padding Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.

isis password Configures the authentication password for an interface.

isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown Disables the IS-IS protocol per interface.

isisretransmit-interval Configures the amount of time between retransmission of each IS-IS LSP

on the interface.

issretransmit-throttle-interval | Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.

istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval Sets the LSP refresh interval.

max-ar ea-addr esses Configures additional manual addresses for an IS-IS area.

max-Isp-lifetime Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts

new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface Configures a passive interface.
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A-B Commands |

Command

Description

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

route priority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-over load-bit

Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns

Shows CLNS-specific information.

show isis

Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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area range (ipv6 router ospf)

To consolidate and summarize OSPFv3 routes at an area boundary, use the area range command in ipv6
router ospf configuration mode. To disable this function, use the no form of this command.

area area_id ipv6-prefix-/prefix-length [ advertise | not advertise ] [ cost cost ]
noarea area idipv6-prefix-/prefix-length [ advertise | not advertise ] [ cost cost ]

Syntax Description advertise  (Optional) Sets the range status to advertise and generates Type 3 summary link-state
advertisements (LSAs).

area id Specifies the identifier of the area for which routes are to be summarized. You can specify the
identifier as either a decimal number or an IPv6 prefix.

cost cost (Optional) Specifies the metric or cost for this summary route, which is used during OSPF
SPF calculations to detemine the shortest paths to the destination. Valid values range from 0
to 16777215.

ipvo-prefix  Specifies the [Pv6 prefix.

not-advertise (Optional) Sets the range status to DoNotAdvertise. The Type 3 summary LSA is suppressed,
and the component networks remain hidden from other networks.

prefix-length  Specifies the IPv6 prefix length.

Command Default The range status is set to advertise by default.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Ipv6 router ospf * Yes — * Yes * Yes
configuration
Command History Release Modification

9.0(1) This command was added.

Usage Guidelines If the specified area has not been previously defined using the area command, this command creates the area
with the specified parameters.

The arearange command is used only with ABRs. It is used to consolidate or summarize routes for an area.
The result is that a single summary route is advertised to other areas by the ABR. Routing information is
condensed at area boundaries. External to the area, a single route is advertised for each IPv6 prefix and prefix
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length. This behavior is called route summarization . You can configure multiple area range commands for
an area. In this way, OSPFv3 can summarize routes for many different sets of IPv6 prefixes and prefix lengths.

Examples The following example specifies one summary route to be advertised by the ABR to other areas for

IPv6 prefix 2000:0:0:4::2 with the prefix-length 2001::/64:

ciscoasa(config-router)# area 1 range
2000:0:0:4::2/2001::/64

ciscoasa(config-router) #

Related Commands Command Description

ipv6 router ospf Enters IPv6 router configuration mode for OSPFv3.

show running-configipv6 router | Displays the IPv6 commands in the global router configuration.
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area range (router ospf)

To consolidate and summarize routes at an area boundary, use the area range command in router ospf
configuration mode. To disable this function, use the Nno form of this command.

area area_id range address mask advertise | not-advertise ]
no area area_id range address mask advertise | not-advertise ]

Syntax Description

Command Default

Command Modes

address IP address of the subnet range.

advertise (Optional) Sets the address range status to advertise and generates Type 3 summary link-state
advertisements (LSAS).

area id Identifies the area for which the range is configured. You can specify the identifier as either
a decimal number or an IP address. Valid decimal values range from 0 to 4294967295.

mask IP address subnet mask.

not-advertise (Optional) Sets the address range status to DoNotAdvertise. The Type 3 summary LSA is
suppressed, and the component networks remain hidden from other networks.

The address range status is set to advertise.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Ipv6 router ospf * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) We added this command.

9.0(1) Multiple context mode is supported.

If the specified area has not been previously defined using the area command, this command creates the area
with the specified parameters.

The arearange command is used only with ABRs to consolidate or summarize routes for an area. The result
is that a single summary route is advertised to other areas by the ABR. Routing information is condensed at
area boundaries. External to the area, a single route is advertised for each address range. This behavior is
called route summarization . You can configure multiple area range commands for an area. In this way,
OSPF can summarize addresses for many different sets of address ranges.
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The no area area_id range ip_address netmask not-adver tise command removes only the not-advertise

optional keyword.

Examples The following example specifies one summary route to be advertised by the ABR to other areas for
all subnets on network 10.0.0.0 and for all hosts on network 192.168.110.0:
ciscoasa(config-router)# area 10.0.0.0 range 10.0.0.0 255.0.0.0
ciscoasa (config-router)# area 0 range 192.168.110.0 255.255.255.0
ciscoasa(config-router) #

Related Commands | Command Description

router ospf Enters router configuration mode.
show running-config Displays the commands in the global router configuration.
router
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To define an area as a stub area, use the area stub command in router configuration mode or IPv6 router
configuration mode. To remove the stub area, use the N0 form of this command.

areaarea_id stub [ no-summary ]
no area area id stub [ no-summary ]

Syntax Description

Command Default

Command Modes

area id Identifies the stub area. You can specify the identifier as either a decimal number or an IP

address. Valid decimal values range from 0 to 4294967295.

nosummary Prevents an ABR from sending summary link advertisements into the stub area.

The default behaviors are as follows:

* No stub areas are defined.

* Summary link advertisements are sent into the stub area.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes — —
configuration
IPv6 router * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) We added this command.

9.0(1) Support for OSPFv3 was added.

The command is used only on an ABR attached to a stub or NSSA.

There are two stub area router configuration commands: the area stub and area default-cost commands. In all
routers and access servers attached to the stub area, the area should be configured as a stub area using the
area stub command. Use the area default-cost command only on an ABR attached to the stub area. The area
default-cost command provides the metric for the summary default route generated by the ABR into the stub
area.

The following example configures the specified area as a stub area:
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ciscoasa(config-rtr)# area 1 stub
ciscoasa (config-rtr)#

Related Commands | Command Description
area default-cost Specifies a cost for the default summary route sent into a stub or NSSA.
areanssa Defines the area as a not-so-stubby area.
router ospf Enters router configuration mode.
show running-config Displays the commands in the global router configuration.
router
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area virtual-link (ipv6 router ospf)

To define an OSPFv3 virtual link, use the areavirtual-link command in ipv6 router ospf configuration mode.
To reset the options or remove the virtual link, use the Nno form of this command.

area area_idvirtual-link router_id [ hello-interval seconds ] [ retransmit-interval seconds] [
transmit-delay seconds ] [ dead-interval seconds ] [ ttl-security hops hop-count ]

no area area id virtual-link router_id [ hello-interval seconds ] [ retransmit-interval seconds ] [
transmit-delay seconds ] [ dead-interval seconds ] [ ttl-security hopshop-count ]

Syntax Description

area id Specifies the area ID of the transit area for the virtual link. You can specify the
identifier as either a decimal number or valid IPv6 prefix. Valid decimal values
range from 0 to 4294967295.

hello-interval seconds (Optional) Specifies the time in seconds between hello packets that the ASA sends
on the interface. The hello interval is an unsigned integer value to be advertised in
the hello packets. The value must be the same for all routers and access servers that
are attached to a common network. Valid values range from 1 to 8192 seconds.

retransmit-interval  (Optional) Specifies the time in seconds between LSA retransmissions for adjacent

seconds routers that belong to the interface. The retransmission interval is the expected
round-trip delay between any two routers on the attached network. The value must
be greater than the expected round-trip delay. Valid values range from 1 to 8192
seconds.

router_id Specifies the router ID that is associated with the virtual link neighbor. The router
ID appears in the show ipv6 ospf or show ipv6 display command.

transmit-delay (Optional) Specifies the estimated time in seconds that is required to send a link-state

seconds update packet on the interface. The integer value must be greater than zero. LSAs
in the update packet have their age incremented by this amount before transmission.
Valid values range from 1 to 8192 seconds.

dead-interval seconds (Optional) Specifies the time in seconds that hello packets are not seen before a
neighbor indicates that the router is down. The dead interval in an unsigned integer
value. As with the hello interval, this value must be the same for all routers and
access servers that are attached to a common network. Valid values range from 1
to 8192 seconds.

ttl-security hops (Optional) Configures the time-to-live (TTL) security on a virtual link. Valid values
hop-count for the hop count range from 1 to 254.

\}

Note

Command Default

Single-digit passwords and passwords starting with a digit followed by a white space are no longer supported.

The defaults are as follows:
e area_id: No area ID is predefined.

» router_id: No router ID is predefined.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |

. area virtual-link (ipv6 router ospf)

* hello-interval: 10 seconds.
e retransmit-interval: 5 seconds.
« transmit-delay: 1 second.

 dead-interval: 40 seconds.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Ipv6 router ospf * Yes — * Yes — —
configuration

Command History

Release Modification

9.0(1) This command was added.

Usage Guidelines

Examples

In OSPFv3, all areas must be connected to a backbone area. If the connection to the backbone is lost, it can
be repaired by establishing a virtual link.

The smaller the hello interval, the faster topological changes are detected, but more routing traffic occurs.

The setting of the retransmission interval should be conservative, or unnecessary retransmissions occur. The
value should be larger for serial lines and virtual links.

The transmit delay value should take into account the transmission and propagation delays for the interface.

\}

Note Each virtual link neighbor must include the transit area ID and the corresponding virtual link neighbor router
ID for a virtual link to be correctly configured. Use the show ipv6 ospf command to obtain the router ID.

The following example establishes a virtual link in OSPFv3:

ciscoasa(config-if)# ipvé router ospf 1
ciscoasa(config-rtr)# log-adjacency-changes
ciscoasa(config-rtr)# area 1 virtual-link 192.168.255.1 hello interval 5
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area virtual-link (router ospf)

To define an OSPF virtual link, use the area virtual-link command in router ospf configuration mode. To
reset the options or remove the virtual link, use the no form of this command.

areaarea_idvirtual-link router_id [ authentication [ key-chain key-chain-name | message-digest | null
11 [ hello-interval seconds ] [ retransmit-interval seconds ] [ dead-interval seconds [ [ [ [

authentication-key[0|8] key ]

| [ message-digest-key key id md5[0|8] key 1111

noarea area idvirtual-link router_id [ authentication [ key-chain key-chain-name | message-digest
| null 11 [ hello-interval seconds ] [ retransmit-interval seconds ] [ dead-interval seconds [ [ [ [

authentication-key[0|8] key ]

| [ message-digest-key key id md5[0|8] key 1111

Syntax Description

area_id

Area ID of the transit area for the virtual link. You can specify the identifier
as either a decimal number or an IP address. Valid decimal values range from
0 to 4294967295.

authentication

(Optional) Specifies the authentication type.

key-chain

key-chain-name

(Optional) Specifies a key chain to use for authentication. The key-name
argument can be a maximum of 63 alphanumeric characters.

authentication-key [O |
8lkey

(Optional) Specifies an OSPF authentication password for use by neighboring
routing devices.

dead-interval seconds

(Optional) Specifies the interval before declaring a neighboring routing device
is down if no hello packets are received; valid values are from 1 to 65535
seconds.

hello-interval seconds

(Optional) Specifies the interval between hello packets sent on the interface;
valid values are from 1 to 65535 seconds.

md>5 [0 | 8] key

(Optional) Specifies an alphanumeric key up to 16 bytes.

message-digest

(Optional) Specifies that message digest authentication is used.

message-digest-key key id

(Optional) Enables the Message Digest 5 (MD5) authentication and specifies
the numerical authentication key ID number; valid values are from 1 to 255.

0 Specifies an unencrypted password will follow.
8 Specifies an encrypted password will follow.
null (Optional) Specifies that no authentication is used. Overrides password or

message digest authentication if configured for the OSPF area.

retransmit-interval seconds

(Optional) Specifies the time between LSA retransmissions for adjacent routers
belonging to the interface; valid values are from 1 to 65535 seconds.

router_id

The router ID associated with the virtual link neighbor. The router ID is
internally derived by each router from the interface IP addresses. This value
must be entered in the format of an IP address. There is no default.
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transmit-delay seconds (Optional) Specifies the delay time between when OSPF receives a topology
change and when it starts a shortest path first (SPF) calculation in seconds
from 0 to 65535. The default is 5 seconds.

)

Note Single-digit passwords and passwords starting with a digit followed by a whitespace are no longer supported.

Command Default The defaults are as follows:

« area_id: No area ID is predefined.

« router_id: No router ID is predefined.

* hello-interval seconds: 10 seconds.

* retransmit-interval seconds: 5 seconds.

« transmit-delay seconds: 1 second.

» dead-interval seconds: 40 seconds.

« authentication-key [0 | 8] key: No key is predefined.

» message-digest-key key_id md5 [0 | 8] key: No key is predefined.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router ospf * Yes — * Yes — —
configuration
Command History Release Modification

7.0(1) We added this command.

9.12(1) Key chain feature was added to support rotating keys for OSPF authentication.

Usage Guidelines In OSPF, all areas must be connected to a backbone area. If the connection to the backbone is lost, it can be
repaired by establishing a virtual link.

The smaller the hello interval, the faster topological changes are detected, but more routing traffic ensues.

The setting of the retransmit interval should be conservative, or needless retransmissions occur. The value
should be larger for serial lines and virtual links.

The transmit delay value should take into account the transmission and propagation delays for the interface.
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The specified authentication key is used only when authentication is enabled for the backbone with the area
area_id authentication command.

The two authentication schemes, simple text and MD5 authentication, are mutually exclusive. You can specify
one or the other or neither. Any keywords and arguments you specify after authentication-key [0 | 8] key or
message-digest-key key_id md5[0 | 8] key are ignored. Therefore, specify any optional arguments before
such a keyword-argument combination.

If the authentication type is not specified for an interface, the interface uses the authentication type specified
for the area. If no authentication type has been specified for the area, the area default is null authentication.

\}

Note Each virtual link neighbor must include the transit area ID and the corresponding virtual link neighbor router
ID for a virtual link to be properly configured. Use the show ospf command to see the router ID.

Examples The following example establishes a virtual link with MDS5 authentication:
ciscoasa(config-rtr)# area 10.0.0.0 virtual-link 10.3.4.5 message-digest-key 3 md5 8
sa5721bk47
The following example establishes a virtual link with rotating keys authentication:
ciscoasa(config-rtr)# area 10.0.0.0 virtual-link 10.3.4.5 authentication key-chain
CHAIN-RTR-OSPFKEY
Related Commands | Command Description
router ospf Enters router configuration mode.
show ospf Displays general information about the OSPF routing processes.
show running-config Displays the commands in the global router configuration.
router
Command Description
ipv6 router ospf Enters router configuration mode for OSPFv3.
show ipv6 ospf Displays general information about the OSPFv3 routing processes.
show running-configipv6 router | Displays the IPv6 commands in the global router configuration.
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To add a static ARP entry to the ARP table, use the arp command in global configuration mode. To remove
the static entry, use the no form of this command.

arp interface_ nameip_address mac_address [ alias ]
no arp interface nameip_address mac_address

Syntax Description

Command Default

Command Modes

(Optional) Enables proxy ARP for this mapping. If the ASA receives an ARP request for
the specified IP address, then it responds with the ASA MAC address. When the ASA receives
traffic destined for the host belonging to the IP address, the ASA forwards the traffic to the
host MAC address that you specify in this command. This keyword is useful if you have
devices that do not perform ARP, for example.

alias

In transparent firewall mode, this keyword is ignored; the ASA does not perform proxy ARP.

interface_ name The interface attached to the host network.

ip_address  The host IP address.

mac_address The host MAC address.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) We added this command.

Although hosts identify a packet destination by an IP address, the actual delivery of the packet on Ethernet
relies on the Ethernet MAC address. When a router or host wants to deliver a packet on a directly connected
network, it sends an ARP request asking for the MAC address associated with the IP address, and then delivers
the packet to the MAC address according to the ARP response. The host or router keeps an ARP table so it
does not have to send ARP requests for every packet it needs to deliver. The ARP table is dynamically updated
whenever ARP responses are sent on the network, and if an entry is not used for a period of time, it times out.
If an entry is incorrect (for example, the MAC address changes for a given IP address), the entry times out
before it can be updated.
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A static ARP entry maps a MAC address to an IP address and identifies the interface through which the host
is reached. Static ARP entries do not time out, and might help you solve a networking problem. In transparent
firewall mode, the static ARP table is used with ARP inspection (see the arp-inspection command).

N

Note In transparent firewall mode, dynamic ARP entries are used for traffic to and from the ASA, such as
management traffic.

Examples The following example creates a static ARP entry for 10.1.1.1 with the MAC address 0009.7cbe.2100
on the outside interface:

ciscoasa (config) # arp outside 10.1.1.1 0009.7cbe.2100

Related Commands | Command Description
arp timeout Sets the time before the ASA rebuilds the ARP table.
ar p-inspection For transparent firewall mode, inspects ARP packets to prevent ARP spoofing.
show arp Shows the ARP table.
show arp statistics Shows ARP statistics.
show running-config | Shows the current configuration of the ARP timeout.
arp
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arp-inspection

To enable ARP inspection for transparent firewall mode, use the ar p-inspection command in global
configuration mode. To disable ARP inspection, use the no form of this command.

arp-inspection interface_name enable [ flood | no-flood ]
no arp-inspection interface_name enable

Syntax Description

Command Default

Command Modes

enable Enables ARP inspection.

flood (Default) Specifies that packets that do not match any element of a static ARP entry are
flooded out all interfaces except the originating interface. If there is a mismatch between the
MAC address, the IP address, or the interface, then the ASA drops the packet.

Note The management-specific interface, if present, never floods packets even if
this parameter is set to flood.

interface name The bridge group member interface on which you want to enable ARP inspection.

no-flood (Optional) Specifies that packets that do not exactly match a static ARP entry are dropped.

By default, ARP inspection is disabled on all interfaces; all ARP packets are allowed through the ASA. When
you enable ARP inspection, the default is to flood non-matching ARP packets.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Gloabl * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

9.7(1)  You can now configure this command in routed mode when using Integrated Routing and Bridging.

Configure static ARP entries using the arp command before you enable ARP inspection.

ARP inspection checks all ARP packets against static ARP entries (see the arp command) and blocks
mismatched packets. This feature prevents ARP spoofing.

When you enable ARP inspection, the ASA compares the MAC address, IP address, and source interface in
all ARP packets to static entries in the ARP table, and takes the following actions:

* [f the IP address, MAC address, and source interface match an ARP entry, the packet is passed through.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands

Examples

arp-inspection .

* If there is a mismatch between the MAC address, the IP address, or the interface, then the ASA drops
the packet.

« If the ARP packet does not match any entries in the static ARP table, then you can set the ASA to either
forward the packet out all interfaces (flood), or to drop the packet.

N

Note The dedicated management interface, if present, never floods packets even if this parameter is set to flood.

ARP inspection prevents malicious users from impersonating other hosts or routers (known as ARP spoofing).
ARP spoofing can enable a “man-in-the-middle” attack. For example, a host sends an ARP request to the
gateway router; the gateway router responds with the gateway router MAC address. The attacker, however,
sends another ARP response to the host with the attacker MAC address instead of the router MAC address.
The attacker can then intercept all the host traffic before forwarding it on to the router.

ARP inspection ensures that an attacker cannot send an ARP response with the attacker MAC address, provided
the correct MAC address and the associated IP address are in the static ARP table.

)

Note In transparent firewall mode, dynamic ARP entries are used for traffic to and from the ASA, such as
management traffic.

The following example enables ARP inspection on the outside interface and sets the ASA to drop
any ARP packets that do not match the static ARP entry:

ciscoasa(config)# arp outside 209.165.200.225 0009.7cbe.2100
ciscoasa(config)# arp-inspection outside enable no-flood

Related Commands

Command Description

arp Adds a static ARP entry.

clear configurearp-inspection | Clears the ARP inspection configuration.

firewall transparent Sets the firewall mode to transparent.
show arp statistics Shows ARP statistics.
show running-config arp Shows the current configuration of the ARP timeout.
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arp permit-nonconnected

Syntax Description

Command Default

Command Modes

To enable the ARP cache to also include non-directly-connected subnets, use the arp per mit-nonconnected
command in global configuration mode. To disable non-connected subnets, use the N0 form of this command.

arp permit-nonconnected
no arp permit-nonconnected

This command has no arguments or keywords.

This command is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration
Command History Release Modification
8.4(5), We added this command.
9.0(1)

Usage Guidelines

Examples

The ASA ARP cache only contains entries from directly-connected subnets by default. When the no arp
permit-nonconnected command is there (default behavior), the ASA rejects both incoming ARP requests
and ARP responses in case the ARP packet received is in a different subnet than the connected interface.

Note that the first case (default behavior) causes a failure in case PAT is configured on the ASA and the virtual
IP address (mapped) for PAT is in a different subnet than the connected interface.

Also, we do not recommend enabling this feature unless you know the security risks. This feature could
facilitate denial of service (DoS) attacks against the ASA; a user on any interface could send out many ARP
replies and overload the ASA ARP table with false entries.

You may want to use this feature if you use:

* Secondary subnets.

* Proxy ARP on adjacent routes for traffic forwarding.

The following example enables non-connected subnets:

ciscoasa (config)# arp permit non-connected

The default behavior can be seen in the output of the debug arp command on the ASA as:
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For an incoming ARP request:

- larp-in: request at outside from 10.10.2.1 0013.8083.0bbl for 10.10.2.2 0000.0000.0000
having smac 0013.8083.0bbl dmac ffff.ffff.ffff\narp-in: Arp packet received from 10.10.2.1
which is in different subnet than the connected interface 10.10.1.2/255.255.255.0

For an incoming ARP response:

The following example enables non-connected subnets:

ciscoasa (config)# arp permit non-connected

- arp-in: response at outside from 10.10.2.1 0013.8083.0bbl for 10.10.1.2 0016.4687.9f43
having smac 0013.8083.0bbl dmac 0016.4687.9f43\narp-in: Arp packet received from 10.10.2.1
which is in different subnet than the connected interface 10.10.1.2/255.255.255.0

Related Commands | Command | Description

arp Adds a static ARP entry.
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arp rate-limit

To set the ARP rate limit to control the number of ARP packets per second, use the arp rate-limit command
in global configuration mode. To restore the default, use the Nno form of this command.

arp rate-limit seconds
no arp rate-limit

Syntax Description

sonds  Specifies the number of seconds between 10 and 32768. The default value depends on your ASA
model.

Command Default

The default value depends on your ASA model.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — * Yes
configuration

Command History

Release Modification

9.6(2) Weintroduced this command.

Usage Guidelines

Examples

You can customize this value to prevent an ARP storm attack.

The following example sets the ARP rate to 10000 per second:

ciscoasa(config) # arp rate-limit 10000

Related Commands

Command Description
show arp Shows the ARP rate limit.
rate-limit
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arp timeout

To set the time before the ASA rebuilds the ARP table, use the arp timeout command in global configuration
mode. To restore the default timeout, use the Nno form of this command.

arp timeout seconds
no arp timeout seconds

Syntax Description

Command Default

Command Modes

ssoonds The number of seconds between ARP table rebuilds, from 60 to 4294967.

The default value is 14,400 seconds (4 hours).

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Secuity Context
Routed Transparent Single Multiple
Context System
Gloabl * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) We added this command.

Rebuilding the ARP table automatically updates new host information and removes old host information. You
might want to reduce the timeout because the host information changes frequently.

The following example changes the ARP timeout to 5,000 seconds:

ciscoasa(config) # arp timeout 5000

Related Commands

Command Description

arp Adds a static ARP entry.

arp-inspection For transparent firewall mode, inspects ARP packets to prevent ARP

spoofing.

show arp statistics Shows ARP statistics.

show running-config arp timeout | Shows the current configuration of the ARP timeout.
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asdm disconnect

To terminate an active ASDM session, use the asdm disconnect command in privileged EXEC mode.

asdm disconnect session

Syntax Description

Command Default

Command Modes

segon The session ID of the active ASDM session to be terminated.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was changed from the pdm disconnect command to the asdm disconnect command.

Use the show asdm sessions command to display a list of active ASDM sessions and their associated session
IDs. Use the asdm disconnect command to terminate a specific session.

When you terminate an ASDM session, any remaining active ASDM sessions keep their associated session
ID. For example, if there are three active ASDM sessions with the session IDs of 0, 1, and 2, and you terminate
session 1, the remaining active ASDM sessions keep the session IDs 0 and 2. The next new ASDM session
in this example would be assigned a session ID of 1, and any new sessions after that would begin with the
session ID 3.

The following example terminates an ASDM session with a session ID of 0. The show asdm sessions
commands display the active ASDM sessions before and after the asdm disconnect command is
entered.

ciscoasa# show asdm sessions
0 192.168.1.1

1 192.168.1.2

ciscoasa# asdm disconnect 0
ciscoasa# show asdm sessions
1 192.168.1.2
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Related Commands

Command Description
show asdm Displays a list of active ASDM sessions and their associated session ID.
sessions
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asdm disconnect log_session

To terminate an active ASDM logging session, use the asdm disconnect log_session command in privileged
EXEC mode.

asdm disconnect log_session session

Syntax Description

ssson The session ID of the active ASDM logging session to be terminated.

Command Default

No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes —
EXEC

Command History

Release Modification

7.0(1) This command was added.

Usage Guidelines

Examples

Use the show asdm log_sessions command to display a list of active ASDM logging sessions and their
associated session IDs. Use the asdm disconnect log_session command to terminate a specific logging session.

Each active ASDM session has one or more associated ASDM logging sessions. ASDM uses the logging
session to retrieve syslog messages from the ASA. Terminating a log session may have an adverse effect on
the active ASDM session. To terminate an unwanted ASDM session, use the asdm disconnect command.

\)

Note

and show asdm log_sessions may appear to be the same.

Because each ASDM session has at least one ASDM logging session, the output for the show asdm sessions

When you terminate an ASDM logging session, any remaining active ASDM logging sessions keep their
associated session ID. For example, if there are three active ASDM logging sessions with the session IDs of
0, 1, and 2, and you terminate session 1, the remaining active ASDM logging sessions keep the session IDs
0 and 2. The next new ASDM logging session in this example would be assigned a session ID of 1, and any
new logging sessions after that would begin with the session ID 3.

The following example terminates an ASDM session with a session ID of 0. The show asdm
log_sessions commands display the active ASDM sessions before and after the asdm disconnect
log_sessions command is entered.
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ciscoasa# show asdm log_sessions

0 192.168.1.1
1 192.168.1.2

ciscoasa# asdm disconnect 0
ciscoasa# show asdm log_sessions

1 192.168.1.2

Related Commands

Command Description
show asdm Displays a list of active ASDM logging sessions and their associated session ID.
log_sessions
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asdm history enable

To enable ASDM history tracking, use the asdm history enable command in global configuration mode. To
disable ASDM history tracking, use the no form of this command.

asdm history enable
no asdm history enable

Syntax Description ~ This command has no arguments or keywords.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration
Command History Release Modification

7.0(1) This command was changed from the pdm history enable command to the asdm history enable
command.

Usage Guidelines The information obtained by enabling ASDM history tracking is stored in the ASDM history buffer. You can
view this information using the show asdm history command. The history information is used by ASDM for
device monitoring.

Examples The following example enables ASDM history tracking:

ciscoasa(config)# asdm history enable
ciscoasa (config) #

Related Commands Command Description

show asdm Displays the contents of the ASDM history buffer.
history
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asdm image

To specify the location of the ASDM software image in flash memory, use the asdm image command in
global configuration mode. To remove the image location, use the no form of this command.

asdm image url
no asdm image [ url ]

Syntax Description

Command Default

Command Modes

ul Sets the location of the ASDM image in flash memory. See the following URL syntax:
* diskO:/[path/]filename

For the ASA 5500 series, this URL indicates the internal Flash memory. You can also use flash instead
of diskO; they are aliased.

« disk1:/[path/]filename

For the ASA 5500 series, this URL indicates the external Flash memory card.
- flash:/[path/]filename

This URL indicates the internal Flash memory.

If you do not include this command in your startup configuration, the ASA uses the first ASDM image it finds
at startup. It searches the root directory of internal Flash memory and then external flash memory. The ASA
then inserts the asdm image command into the running configuration if it discovered an image.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Global * Yes * Yes * Yes — * Yes
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

You can store more than one ASDM software image in flash memory. If you enter the asdm image command
to specify a new ASDM software image while there are active ASDM sessions, the new command does not
disrupt the active sessions; active ASDM sessions continue to use the ASDM software image they started
with. New ASDM sessions use the new software image. If you enter the no asdm image command, the
command is removed from the configuration. However, you can still access ASDM from the ASA using the
last-configured image location.
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If you do not include this command in your startup configuration, the ASA uses the first ASDM image it finds
at startup. It searches the root directory of internal flash memory and then external flash memory. The ASA
then inserts the asdm image command into the running configuration if it discovered an image. Be sure to
save the running configuration to the startup configuration using the write memory command. If you do not
save the asdm image command to the startup configuration, every time you reboot, the ASA searches for an
ASDM image and inserts the asdm image command into your running configuration. If you are using Auto
Update, the automatic addition of this command at startup causes the configuration on the ASA not to match
the configuration on the Auto Update Server. This mismatch causes the ASA to download the configuration
from the Auto Update Server. To avoid unnecessary Auto Update activity, save the asdm image command
to the startup configuration.

Examples The following example sets the ASDM image to asdm.bin:

ciscoasa(config) # asdm image flash:/asdm.bin
ciscoasa (confiqg) #

Related Commands Command

Description

show asdm
image

Displays the current ASDM image file.

boot

Sets the software image and startup configuration files.
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asdm location
A

Caution Do not manually configure this command. ASDM adds asdm location commands to the running configuration
and uses them for internal communication. This command is included in the documentation for informational
purposes only.

asdm location ip_addr netmask if_name
asdm location ipv6_addr/prefix if_name

Syntax Description if_name The name of the highest security interface. If you have multiple interfaces at the highest
security, then an arbitrary interface name is chosen. This interface name is not used, but is
a required parameter.

ip_addr The IP address used internally by ASDM to define the network topology.

ipv6_addr/prefix The IPv6 address and prefix used internally by ASDM to define the network topology.

netmask The subnet mask for ip_addr.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration
Command History Release Modification

7.0(1) This command was changed from the pdm location command to the asdm location command.

Usage Guidelines Do not manually configure or remove this command.
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as-path access-list

To configure an autonomous system path filter using a regular expression, use the as-path access-list command
in global configuration mode. To delete the autonomous system path filter and remove it from the running
configuration file, use the no form of this command.

as-path access-list acl-name { permit | deny } regexp
no as-path access-list acl-name

Syntax Description

Command Default

Command Modes

ad-name Name that specifies the AS-path access-list.

permit  Permits advertisement based on matching conditions.
deny  Denies advertisement based on matching conditions
regexp Regular expression that defines the AS-path filter. The autonomous system number is expressed

in the range from 1 to 65535.
For more details about autonomous system number formats, see the router bgp command.

Note See the "Regular Expressions" appendix in the Cisco IOS Terminal Services

Configuration Guide for information about configuring regular expressions.

No autonomous system path filter is created.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.2(1) We added this command.

Use the as-path access-list command to configure an autonomous system path filter. You can apply autonomous
system path filters to both inbound and outbound BGP paths. Each filter is defined by the regular expression.
If the regular expression matches the representation of the autonomous system path of the route as an ASCII
string, then the permit or deny condition applies. The autonomous system path should not contain the local
autonomous system number.

The Cisco implementation of 4-byte autonomous system numbers uses asplain—65538 for example—as the
default regular expression match and output display format for autonomous system numbers, but you can
configure 4-byte autonomous system numbers in both the asplain format and the asdot format as described
in RFC 5396. To change the default regular expression match and output display of 4-byte autonomous system
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numbers to asdot format, use the bgp asnotation dot command. When the asdot format is enabled as the default,
any regular expressions to match 4-byte autonomous system numbers must be written using the asdot format,
or the regular expression match will fail.

In the following example, an autonomous system path access list (number 500) is defined to configure
the ASA to not advertise any path through or from autonomous system 65535 to the 10.20.2.2
neighbor:

ciscoasa (config) # as-path access-list as-path-acl deny _65535_
ciscoasa(config) # as-path access-list as-path-acl deny "65535$
ciscoasa(config) # router bgp 5000

ciscoasa (config-router)# address-fmaily ipv4

ciscoasa (config-router-af)# neighbor 192.168.1.1 remote-as 65535

ciscoasa (config-router-af)# neighbor 10.20.2.2 remote-as 40000

ciscoasa (config-router-af)# neighbor 10.20.2.2 filter-list as-path-acl out
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asp load-balance per-packet

For multi-core ASAs, to change the load balancing behavior to be per packet, use the asp load-balance
per-packet command in global configuration mode. To restore the default load-balancing mechanism, use
the no form of this command.

asp load-balance per-packet [ auto ]
no asp load-balance per-packet

Syntax Description

Command Default

Command Modes

auo Automatically enables and disables per-packet load-balancing on each interface receive ring according
to network conditions.

Per-packet load-balancing is disabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Gloabl * Yes * Yes * Yes — * Yes
configuration

Command History

Usage Guidelines

Release Modification

8.1(1) We added this command.
9.3(1) The auto option was added.
9.8(1) The auto option is now available for the ASA virtual.

The job of the load balancer is to distribute packets to CPU cores and to maintain packet order. By default, a
connection can only be processed by one core at a time. Due to this behavior, the cores will be under-utilized
if there are a small number of interfaces/RX rings in use when compared to the number of cores. For example
if there are only two Gigabit Ethernet interfaces in use on an ASA, then only two cores will be used. (A Ten
Gigabit Ethernet interface has 4 RX rings and a Gigabit Ethernet interface as 1 RX ring.) You may want to
optimize the load balancer by enabling per-packet load balancing so you can use more cores.

The default load-balancing behavior optimizes overall system performance when you have many interfaces
in use, while the per-packet load balancer optimizes the overall system performance when you have a smaller
number of interfaces that are active.

If you enable per-packet load balancing, when one core processes packets from an interface, another core can
receive and process the next packet from the same interface. Therefore, it is possible for all cores to process
packets from the same interface simultaneously.

Per-packet load balancing will improve performance if:
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asp load-balance per-packet .

* The system drops packets

* The show cpu command shows CPU usage far less than 100%—The CPU usage is a good indicator of
how many cores are being used. For example, on an 8-core system, if two cores are used, Show cpu
shows 25%; four cores: 50%; six cores: 75%.

* There are a small number of interfaces that are in use

\)

Note Typically if there are less than 64 concurrent flows on the ASA, then enabling per-packet load balancing will
incur more overhead than its benefit.

The auto option enables the ASA to detect whether or not asymmetric traffic has been added. The one-to-one
lock between interface receive rings and cores is released if load balancing is needed. Load balancing per
packet is only enabled on the heavily-loaded interface receive rings, not on all the interface receive rings. This
adaptive load balance mechanism helps avoid the following issues:

* Overruns caused by sporadic traffic spikes on flows
* Overruns caused by bulk flows oversubscribing specific interface receive rings

* Overruns caused by relatively heavily overloaded interface receive rings, in which a single core cannot
sustain the load.

The auto option is not available for the ASA virtual in 9.7 and earlier.

Examples The following example shows how to change the default load-balancing behavior:

ciscoasa(config)# asp load-balance per-packet

The following example enables the automatic switching on and off of per-packet load balancing:

ciscoasa(config) # asp load-balance per-packet auto

Related Commands | Command Description

clear asp load-balance history Clears and resets the ASP load balancing per packet history statistics.

show asp load-balance Displays a histogram of the load balancer queue sizes.

show asp load-balance per-packet | Displays current status, high and low watermarks, and the global
threshold.

show asp load-balance per-packet | Displays current status, high and low watermarks, the global
history threshold, the times of switching ASP load balancing per packet on
and off since the last reset, the history of ASP load balancing per
packet with time stamps, and the reasons for switching it on and off.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |

. asp rule-engine compile-offload

asp rule-engine compile-offload

Use the asp rule-engine compile-offload command to enable or disable the compile offload function for the
rule engine.

asp rule-engine compile-offload [ threshold rule-threshold ]
no asp rule-engine compile-offload [ threshold rule-threshold ]

Syntax Description

Command Default

Command Modes

thresholdrule-threshold Rule update threshold count to offload the compilation, 1 — 1000000. Default is
100.

This command is enabled by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.20(1) This command was
introduced.

When enabled, tmatch compilation is offloaded to the data path from the control plane if the tmatch object
rule update count is greater than the threshold value. This leaves more time for the control plane to perform
other tasks. Offloaded compliation is for rule-based policies such as ACLs, NAT, and VPN.

Because there is a fixed overhead to offload the compilation, you can increase the default threshold of 100 to
adjust performance. The default threshold should work well in most cases.

Example

The following example increases the threshold to 1000.

ciscoasa(config) # asp rule-engine compile-offload threshold 1000

Related Commands

Command Description

show asp rule-engine | Displays the status of the ASP rule engine.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands
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asp rule-engine transactional-commit

Use the asp rule-enginetransactional-commit command to enable or disable the transactional commit model
for the rule engine.

asp rule-engine transactional-commit option
no asp rule-engine transactional-commit option

Syntax Description

Command Default

Command Modes

option Enables the transactional commit model for the rule engine for the selected policies. Options include:

* access-group—Access rules applied globally or to interfaces.

» nat—Network address translation rules.

By default, the transactional commit model is disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Release Modification

9.1(5) We added this command.

9.3(1) Weadded the nat keyword.

By default, when you change a rule-based policy (such as access rules), the changes become effective
immediately. However, this immediacy comes at a slight cost in performance. The performance cost is more
noticeable for very large rule lists in a high connections-per-second environment, for example, when you
change a policy with 25,000 rules while the ASA is handling 18,000 connections per second.

The performance is affected because the rule engine compiles rules to enable faster rule lookup. By default,
the system will also search uncompiled rules when evaluating a connection attempt so that new rules can be
applied; since the rules are not compiled, the search takes longer.

You can change this behavior so that the rule engine uses a transactional model when implementing rule
changes, continuing to use the old rules until the new rules are compiled and ready for use. Using the
transactional model, performance should not drop during the rule compilation. The following table clarifies
the behavioral difference.
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Model Before During Compilation After
Compilation Compilation
Default Match old rules. | Match new rules. Match new rules.

(Connections per second rate will decrease.)

Transactional | Match old rules. | Match old rules. Match new rules.

(Connections per second rate will be unaffected.)

An additional benefit of the transactional model is that, when replacing an ACL on an interface, there is no
gap between deleting the old ACL and applying the new one. This reduces the chances that acceptable
connections will be dropped during the operation.

Je

Tip If you enable the transactional model for a rule type, there are syslog messages to mark the beginning and the
end of the compilation. These messages are numbered 780001 and following.

Examples The following example enables the transactional commit model for access groups:

ciscoasa(config) # asp rule-engine transactional-commit access-group

Related Commands Command Description
clear conf asp rule-engine Clears the transactional commit configurations for the rule
transactional-commit engine.
show asp rule-engine Displays the status of the ASP rule engine.
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asr-group

asr-group .

To specify an asymmetrical routing interface group ID, use the asr-group command in interface configuration
mode. To remove the ID, use the no form of this command.

asr-group group_id
no asr-group group_id

Syntax Description

group id The asymmetric routing group ID. Valid values are from 1 to 32.

Command Default

No default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Interface * Yes * Yes — * Yes —
configuration

Command History

Release Modification

7.0(1) This command was added.

Usage Guidelines

When Active/Active failover is enabled, you may encounter situations where load balancing causes the return
traffic for outbound connections to be routed through an active context on the peer unit, in which the context
for the outbound connection is in the standby group.

The asr-group command causes incoming packets to be reclassified with the interface of the same ASR group
if a flow with the incoming interface cannot be found. If reclassification finds a flow with another interface,
and the associated context is in standby state, then the packet is forwarded to the active unit for processing.

Stateful Failover must be enabled for this command to take effect.

You can view ASR statistics using the show interface detail command. These statistics include the number
of ASR packets sent, received, and dropped on an interface.

)

Examples

Note No two interfaces in the same context should be configured in the same ASR group.

The following example assigns the selected interfaces to the asymmetric routing group 1.

Context ctx1 configuration:
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ciscoasa/ctxl (config)# interface Ethernet2

ciscoasa/ctxl

A-B Commands |

ciscoasa/ctxl (config-if)# ip address 192.168.1.11 255.255.255.0 standby 192.168.1.21
ciscoasa/ctxl (config-if)# asr-group 1

(
(config-if) # nameif outside
(
(

Context ctx2 configuration:

ciscoasa/ctx2 (config)# interface Ethernet3
ciscoasa/ctx2 (config-if) # nameif outside

ciscoasa/ctx2

(
(
(
(

ciscoasa/ctx2 (config-if)# asr-group 1

Related Commands Command

Description

interface

Enters interface configuration mode.

show
interface

Displays interface statistics.
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assertion-consumer-url (Deprecated) .

assertion-consumer-url (Deprecated)

\)

Note The last supported release for this command was Version 9.5(1).

To identify the URL that the security device accesses to contact the assertion consumer service, use the
asser tion-consumer-url command in the webvpn configuration mode for that specific SAML-type SSO
server. To remove the URL from the assertion, use the no form of this command.

assertion-consumer-url url
no assertion-consumer-url [ url ]

Syntax Description

Command Default

Command Modes

ul Specifies the URL of the assertion consumer service used by the SAML-type SSO server. The URL must
start with either http:// or https:// and must be less than 255 alphanumeric characters.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

9.5(2) This command was deprecated, with the introduction of support for SAML 2.0.

Single sign-on (SSO) support, available only for WebVPN, lets users access different secure services on
different servers without entering a username and password more than once. The ASA currently supports the
SAML POST-type SSO server and the SiteMinder-type of SSO server.

This command applies only to SAML-type SSO servers.

If the URL begins with HTTPS, the requirement is to install the root certificate for the assertion consumer
service SSL certificate.

The following example specifies the assertion consumer URL for a SAML-type SSO server:

ciscoasa(config-webvpn) # sso server myhostname type saml-vl.l-post
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ciscoasa(config-webvpn-sso-saml# assertion-consumer-url https://saml-server/postconsumer
ciscoasa (config-webvpn-sso-saml#

Related Commands | Command Description

issuer Specifies the SAML-type SSO server security device name.

request-timeout Specifies the number of seconds before a failed SSO authentication attempt times
out.

show webvpn Displays the operating statistics for all SSO servers configured on the security

SSO-server device.

SSO-Ser ver Creates a WebVPN SSO server.

trustpoint Specifies a trustpoint name that contains the certificate to use to sign the
SAML-type browser assertion.
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attribute bind

To change the IP-to-attribute binding for an attribute-based network object, use the attribute bind command

in EXEC mode.

attribute bind .

attribute bind agent-name binding ip-address type attribute-type value attribute-value

Syntax Description

Command Default

Command Modes

agent-name  Specifies the name of the VM attribute agent monitoring the attribute.

ip-address Specifies the IP address of the attribute-based network object being managed.

attribute-type Specifies the string identifying the attribute type to be updated.

attribute-value Specifies the string identifying the new value to be assigned to the attribute type.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC mode

Command History

Examples

Release Modification

9.7(1)  This command was added.

The following example specifies the assertion consumer URL for a SAML-type SSO server:

ciscoasa(config) # attribute bind VMAgent binding 10.10.1.19 type custom.location value

global

Related Commands

Command

Description

attribute source-group

Configures a VM attribute agent.

object network attribute

Configures an attribute-based network object.

show attribute
object-map

Shows the object-to-attribute bindings.

show attribute host-map

Shows a map of the host-to-attribute bindings.
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attribute source-group

To configure a VM attribute agent to communicate with VMware vCenter or a single ESXi host, use the
attribute source-group command in EXEC mode. To delete an agent, use the no form of this command.

attribute source-group agent-name type agent-type
no attribute source-group agent-name

Syntax Description agent-name  Specifies the name of the VM attribute agent name.

agent-type Specifies the the type of attribute agent. Currently ESXi is the only supported agent type.

Command Default No default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC mode
Command History Release Modification

9.7(1) This command was added.

Examples The following example shows how to configure a VM attribute agent:
ciscoasa(config) # attribute source-group VMAgent type esxi
Related Commands Command Description

object network attribute | Configures an attribute-based network object.

show attribute source-group | Shows information about configured attribute agents.

show attribute object-map | Shows the object-to-attribute bindings.

show attribute host-map | Shows a map of the host-to-attribute bindings.
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attribute source-group host

To configure VMware vCenter host credentials that allow a VM attribute agent to communicate with vCenter
or a single ESXi host, use the attribute source-group host command in attribute agent configuration mode.
To delete host credentials, use the no form of this command.

host ip-address user name ESXi-username passwor d ESXi-password
no host ip-address

Syntax Description

Command Default

Command Modes

ip-address Specifies the name of the VM attribute agent.

ESXi-username  Specifies the vCenter host username.

ESXi-passvord  Specifies the vCenter host password.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Attribute agent * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.7(1) This command was added.

Use this command after you configure or modify an attribute agent.

The following example shows how to configure host credentials for an attribute agent:

ciscoasa(config) # attribute source-group VMAgent
ciscoasa(config-attr)# host 10.122.202.217 user admin password Ciscol23

Related Commands

Command Description

attribute source-group Configures a VM attribute agent.

object network attribute | Configures an attribute-based network object.

show attribute source-group | Shows information about configured attribute agents.
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Command Description

show attribute object-map | Shows the object-to-attribute bindings.

show attribute host-map | Shows a map of the host-to-attribute bindings.
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attribute source-group keepalive

To configure keepalive settings for VMware vCenter communication, use the attribute sour ce-group keepalive
command in attribute agent configuration mode. To restore the default values, use the no form of this command.

keepaliveretry-interval interval

no keepalive

retry-count count

Syntax Description

Command Default

Command Modes

interval Specifies the interval between keepalive messages from the attribute agent to vCenter. Each time a
keepalive message receives a response from the source, the agent is considered to be in contact with
the source, and the keepalive timer for that agent is restarted. The default is 30 seconds.

count

Specifies the retry count when a keepalive message is not received. Each time the timer expires

without receiving a keepalive, the retry count for that agent is incremented. If the retry count reaches
the configured threshold value, the agent declares that it has lost contact with the source. The default

is 3.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Attribute agent
configuration

* Yes * Yes * Yes — —

Command History

Usage Guidelines

Examples

Release Modification

9.7(1)  This command was added.

Use this command after you configure or modify an attribute agent.

The following example specifies the assertion consumer URL for a SAML-type SSO server:

ciscoasa(config) # attribute source-group VMAgent
ciscoasa(config-attr)# keepalive retry-timer 100 retry-count 5

Related Commands

Command

Description

attribute source-group

Configures a VM attribute agent.

object network attribute

Configures an attribute-based network object.
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Command Description

show attribute source-group | Shows information about configured attribute agents.

show attributeobject-map | Shows the object-to-attribute bindings.

show attribute host-map | Shows a map of the host-to-attribute bindings.
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attributes .

To specify attribute value pairs that the ASA writes to the DAP attribute database, enter the attributescommand
in dap test attributes mode.

attributes name value

Syntax Description

Command Default

Command Modes

name Specifies a well-known attribute name, or an attribute that incorporates a “label” tag. The label tag
corresponds to the endpoint ID that you configure for file, registry, process, antivirus, antispyware,
and personal firewall endpoint attributes in the DAP record.

value The value assigned to the AAA attribute.

No default value or behaviors.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

DAP attributes
configuration

* Yes * Yes * Yes — —

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

Use this command multiple times to enter multiple attribute value pairs.

Normally the ASA retrieves user authorization attributes from the AAA server and retrieves endpoint attributes
from Cisco Secure Desktop, Host Scan, CNA or NAC. For the test command, you specify the user authorization
and endpoint attributes in this attributes mode. The ASA writes them to an attribute database that the DAP
subsystem references when evaluating the AAA selection attributes and endpoint selection attributes for a
DAP record.

The following example assumes that ASA selects two DAP records if the authenticated user is a
member of the SAP group and has antivirus software installed on the endpoint system. The endpoint
ID for the antivirus software endpoint rule is nav.

The DAP records have the following policy attributes:

DAP Record 1 DAP Record 2

action = continue action = continue

url-list = links2

port-forward = enable hostlist1
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DAP Record 1 DAP Record 2
— url-entry =
enable
ciscoasa
#

test dynamic-access-policy attributes
ciscoasa

(config-dap-test-attr) #
attributes aaa.ldap.memberof SAP
ciscoasa

(config-dap-test-attr) #

attributes endpoint.av.nav.exists true
ciscoasa

(config-dap-test-attr) #

exit

ciscoasa

#

test dynamic-access-policy execute
Policy Attributes:

action = continue

port-forward = enable hostlistl
url-list = links2

url-entry = enable

A-B Commands |

ciscoasa
#
Related Commands | Command Description
display Displays current attribute lists.

dynamic-access-policy-record

Creates a DAP record.

test dynamic-access-policy attributes

Enters attributes.

test dynamic-access-policy execute

Executes the logic that generates the DAP and displays the resulting

access policies to the console.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands




| A-BCommands

auth-cookie-name .

auth-cookie-name

To specify the name of an authentication cookie, use the auth-cookie-name command in aaa-server host
configuration mode. This is an SSO with HTTP Forms command.

auth-cookie-name

Syntax Description

Command Default

Command Modes

rare The name of the authentication cookie. The maximum name size is 128 characters.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Aaa-server host * Yes — * Yes — —

configuration

Command History

Usage Guidelines

Examples

Release Modification

7.1(1)  This command was added.

The WebVPN server of the ASA uses an HTTP POST request to submit a single sign-on (SSO) authentication
request to an SSO server. If authentication succeeds, the authenticating web server passes back an authentication
cookie to the client browser. The client browser then authenticates to other web servers in the SSO domain
by presenting the authentication cookie. The auth-cookie-name command configuresthe name of the
authentication cookie to be used for SSO by the ASA.

A typical authentication cookie format is Set-Cookie: cookie name =cookie value [;cookie attributes ]. In the
following authentication cookie example, SMSESSION is the name that would be configured with the
auth-cookie-name command:

Set-Cookie

The following example specifies the authentication cookie name of SMSESSION for the authentication
cookie received from a web server named example.com:

ciscoasa(config)# aaa-server testgrpl host example.com
ciscoasa(config-aaa-server-host)# auth-cookie-name SMSESSION
ciscoasa (config-aaa-server-host) #
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Related Commands Command Description
action-uri Specifies a web server URI to receive a username and password for single sign-on
authentication.

hidden-parameter | Creates hidden parameters for exchange with the authenticating web server.

password-parameter | Specifies the name of the HTTP POST request parameter in which a user password
must be submitted for SSO authentication.

start-url Specifies the URL at which to retrieve a pre-login cookie.

user-par ameter Specifies that a username parameter must be submitted as part of the HTTP POST
request used for SSO authentication.
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authenticated-session-username

To specify which authentication username to associate with the session when double authentication is enabled,
use the authenticated-session-user name command in tunnel-group general-attributes mode. To remove the
attribute from the configuration, use the no form of this command.

authenticated-session-username { primary | secondary }
no authenticated-session-username

Syntax Description

Command Default

Command Modes

primary Uses the username from the primary authentication server.

soondary  Uses the username from the secondary authentication server.

The default value is primary.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
general-attributes

configuration

Command History

Usage Guidelines

Examples

Release Modification

8.2(1) This command was added.

This command is meaningful only when double authentication is enabled. The authenticated-session-username
command selects the authentication server from which the ASA extracts the username to associate with the
session.

The following example, entered in global configuration mode, creates an IPsec remote access tunnel
group named remotegrp and specifies the use of the username from the secondary authentication
server for the connection:

ciscoasa (config)# tunnel-group remotegrp type ipsec_ra

ciscoasa(config) # tunnel-group remotegrp general-attributes

ciscoasa (config-tunnel-webvpn) # authenticated-session-username secondary
ciscoasa (config-tunnel-webvpn) #

Related Commands

Command Description

pre-fill-username Enables the prefill username feature.
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Command Description

show running-config tunnel-group | Shows the indicated tunnel-group configuration.

tunnel-group general-attributes Specifies the general attributes for the named tunnel group.

username-from-certificate Specifies the field in a certificate to use as the username for authorization.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands

authentication (bfd-template) .

authentication (bfd-template)

To configure authentication in a BFD template for single-hop and multi-hop sessions, use the authentication
command in BFD configuration mode. To disable authentication in the BFD template for single-hop or
multi-hop sessions, use the NO form of this command.

authentication

authentication-type [ 0|8 ] key-string key-id id

Syntax Description

Command Default

Command Modes

authentication-type Specifies the authentication type. Valid values are md5, meticulous-md5,
meticulous-sha-1, and sha-1.

0l8 0 specifies that an UNENCRYPTED password will follow. 8 specifies that an
ENCRYPTED password will follow.

key-string Specifies the authentication string that must be sent and received in the packets using
the routing protocol being authenticated. The valid range is 1 to 17 uppercase and
lowercase alphanumeric characters, except that the first character CANNOT be a number.
id Specifies the shared key ID that matches the key string.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
BFD * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(2) This command was added.

Use this command to configure authentication in a BFD single-hop and multi-hop templates. We recommend
that you configure authentication to enhance security.

Authentication must be configured on each BFD source-destination pair, and authentication parameters must
match on both devices.

The following example configures authentication in a single-hop BFD template.
ciscoasa (config)# bfd single-hop sh-template
ciscoasa(config-bfd)# authentication sha-1 0 cisco key-id 10

The following example configures authentication in a multi-hop BFD template.
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A-B Commands |

ciscoasa(config)# bfd multi-hop mh-template
ciscoasa(config-bfd)# authentication shat-1 0 cisco key-id 10

Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop

templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop

Configures the BFD template and enters BFD configuration mode.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary

Displays summary information for BFD.
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authentication

To configure the authentication method for WebVPN and e-mail proxies, use the authentication command
in various modes. To restore the default method, use the no form of this command. The ASA authenticates
users to verify their identity.

authentication [ { [ aaa ] [ certificate ]

1}

no authentication [

]

[ aaa ] [ certificate ]

authentication .

[ multiple certificate ] [ saml ] [ mailhost ] [ piggyback

[ multiplecertificate] [ saml ] [ mailhost ] [ piggyback

Syntax Description

Command Default

aaa Provides a username and password that the ASA checks with a previously configured
AAA server.

certificate Provides a certificate during SSL negotiation.

mailhost Authenticates via the remote mail server for SMTPS only. For IMAP4S and POP3S,
mailhost authentication is mandatory and not displayed as a configurable option.

multiple Provides a multiple certificate option during SSL negotiation.

certificate

piggyback Requires that an HTTPS WebVPN session already exist. Piggyback authentication is
available for e-mail proxies only.

saml SAML authentication method is mutually exclusive.

The following table shows the default authentication methods for WebVPN and e-mail proxies:

Protocol | Default Authentication Method

IMAPA4S | Mailhost (required)

POP3S | Mailhost (required)
SMTPS |AAA
WebVPN | AAA

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Imap4s
configuration

* Yes

* Yes
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Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Pop3s * Yes — * Yes — —
configuration
Smtps * Yes — * Yes — —
configuration
Webvpn * Yes — * Yes
configuration
Tunnel group * Yes — * Yes
Webvpn
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

7.1(1) This command was deprecated in webvpn configuration mode and moved to tunnel-group
webvpn-attributes configuration mode for WebVPN.

8.0(2) This command was modified to reflect changes to certificate authentication requirements.

9.5(2) This command was modified to reflect support for SAML 2.0

9.7(1) The existing authenticatioin attribute is modified to include an option for multiple-certificate
authentication.

At least one authentication method is required. For WebVPN, for example, you can specify AAA authentication,
certificate authentication, or both. You can enter these commands in either order.

WebVPN certificate authentication requires that HTTPS user certificates be required for the respective
interfaces. That is, for this selection to be operational, before you can specify certificate authentication, you
must have specified the interface in an authentication-certificate command.

If you enter this command in webvpn configuration mode, it is transformed into the same command in
tunnel-group webvpn-attributes configuration mode.

For WebVPN, you can require both AAA and certificate authentication. In this case, users must provide both
a certificate and a username and password. For e-mail proxy authentication, you can require more than one
authentication method. Specifying the command again overwrites the current configuration.

The following example shows how to require that WebVPN users provide certificates for
authentication:

ciscoasa(config) # webvpn
ciscoasa (config-webvpn)# authentication certificate
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Examples The following example shows how to require that WebVPN users provide certificates for
authentication:
ciscoasa(config) # webvpn
ciscoasa (config-webvpn)# authentication certificate

Related Commands Command Description

authentication-certificate | Requests a certificate from a WebVPN client establishing a connection.

show running-config Displays the current tunnel group configuration.

clear configure aaa Removes or resets the configured AAA values.

show running-config aaa | Displays the AAA configuration.
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authentication eap-proxy

For L2TP over IPsec connections, to enable EAP and permit the ASA to proxy the PPP authentication process
to an external RADIUS authentication server, use the authentication eap-proxy command in tunnel-group
ppp-attributes configuration mode. To return the command to its default setting (permit CHAP and MS-CHAP),
use the nNo form of this command.

authentication eap-proxy
no authentication eap-proxy

Syntax Description  This command has no keywords or arguments.

Command Default By default, EAP is not a permitted authentication protocol.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Tunnel-group * Yes — * Yes — —
ppp-attributes
configuration
Command History Release Modification

7.2(1) This command was added.

Usage Guidelines You can apply this attribute only to the L2TP or IPsec tunnel group type.

Examples The following example entered in config-ppp configuration mode, permits EAP for PPP connections

for the tunnel group named pppremotegrp:

ciscoasa(config) # tunnel-group pppremotegrp type IPSec/IPSec
ciscoasa(config) # tunnel-group pppremotegrp ppp-attributes

ciscoasa(config-ppp) # authentication eap
(

ciscoasa (config-ppp) #

Related Commands | Command Description

clear configuretunnel-group Clears all configured tunnel groups.

show running-config tunnel-group | Shows the indicated certificate map entry.

tunnel-group-map default-group | Associates the certificate map entries created using the crypto ca
certificate map command with tunnel groups.
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authentication key

To enable authentication for IS-IS, use the authentication key command in router isis configuration mode.
To disable such authentication, use the no form of this command

authentication key [ 0 | 8 ] password [ level-1 | level-2 ]
no authentication key [ O | 8 ] password [ level-1 | level-2 ]

Syntax Description

passvord Enables authentication and specifies the key.

level-1 (Optional) Enables authentication for Level 1 packets only.

level-2  (Optional) Enables authentication for Level 2 packets only.

Command Default

No key authentication is provided for IS-IS packets at the router level.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router isis * Yes — * Yes * Yes —
configuration

Command History

Release Modification

9.6(1) This command was added.

Usage Guidelines

If no password is configured with the key command, no key authentication is performed.

Key authentication could apply to clear text authentication or MDS5 authentication. The mode is determined
by the authentication mode command.

Only one authentication key is applied to IS-IS at one time. That is, if you configure a second authentication
key command, the first is overridden.

If neither the level-1 nor level-2 keyword is configured, the password applies to both levels.

You can specify authentication for an individual IS-IS interface by using the isSisauthentication key command.

\}

Note In IS-IS, the authentication key-chain command is used to select live for the globally configured key chain.
Due to the absence of the key chain infrastructure in ASA, we supply the key along with the command.
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The following example configures IS-IS to accept and send any key belonging to the key chain named

sitel:

ciscoasa(config) # router isis
ciscoasa(config-router)# net 49.0000.0101.0101.0101.00

ciscoasa (config-router)# authentication mode md5 level-1

(
(
ciscoasa (config-router)# is-type level-1
(
(

ciscoasa (config-router)# authentication key 0 sitel level-1

Related Commands

Command

Description

advertise passive-only

Configures the ASA to advertise passive interfaces.

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hosthame dynamic

Enables IS-IS dynamic hostname capability.

ignore-Isp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Adpvertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isis authentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isis authentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).
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Command Description
isiscircuit-type Configures the type of adjacency used for the IS-IS.
isis csnp-interval Configures the interval at which periodic CSNP packets are sent on

broadcast interfaces.

isis hello-interval Specifies the length of time between consecutive hello packets sent by
IS-IS.
isis hello-multiplier Specifies the number of IS-IS hello packets a neighbor must miss before

the ASA declares the adjacency as down.

isishello padding Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.

isis password Configures the authentication password for an interface.

isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown Disables the IS-IS protocol per interface.

isisretransmit-interval Configures the amount of time between retransmission of each IS-IS LSP

on the interface.

isisretransmit-throttle-interval | Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.

istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval Sets the LSP refresh interval.

max-area-addr esses Configures additional manual addresses for an IS-IS area.

max-lsp-lifetime Sets the maximum time that LSPs persist in the ASA’s database without
being refreshed.

maximum-paths Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.
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Command Description

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

routepriority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-over load-bit

Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns

Shows CLNS-specific information.

show isis

Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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authentication key eigrp

To enable authentication of EIGRP packets and specify the authentication key, use the authentication key
eigrp command in interface configuration mode. To disable EIGRP authentication, use the no form of this
command.

authentication key eigrp as-number key key-id key-id
no authentication key eigrp as-number

Syntax Description

Command Default

Command Modes

as-number  The autonomous system number of the EIGRP process being authenticated. This must be the
same value as configured for the EIGRP routing process.

key Key to authenticate EIGRP updates. The key can contain up to 16 characters.

key-id Key identification value; valid values range from 1 to 255.

key-id

EIGRP authentication is disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Interface * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

9.0(1) Multiple context mode is supported.

You must configure both the authentication mode eigrp and the authentication key eigrp commands on
an interface to enable EIGRP message authentication. Use the show running-config inter face command to
view the authentication commands configured on an interface.

The following examples shows EIGRP authentication configured on interface GigabitEthernet0/3:

ciscoasa (config)# interface Gigabit0/3
ciscoasa(config-if)# authentication mode eigrp md5
ciscoasa (config-if)# authentication key eigrp 100 thisismykey key_id 5
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Related Commands | Command Description
authentication mode Specifies the type of authentication used for EIGRP authentication.
eigrp
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authentication mode

To specify the type of authentication used in IS-IS packets for the IS-IS instance, use the authentication
mode command in router isis configuration mode. To restore clear text authentication, use the no form of this
command.

authentication mode { md5 | text } [ level-1 | level-2 ]
no authentication mode

Syntax Description

Command Default

md5 Message Digest 5 (MDS) authentication.

text Clear text authentication.

levd-1 (Optional) Enables the specified authentication for Level 1 packets only.

levd-2 (Optional) Enables the specified authentication for Level 2 packets only.

No authentication is provided for IS-IS packets at the router level by use of this command, although you can
configure clear text (plain text) authentication by other means, such as the area-password command or the
domain-password command.

Command Modes

Usage Guidelines

Examples

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Router isis * Yes — * Yes * Yes —
configuration

If neither the level-1 nor level-2 keyword is configured, the mode applies to both levels.

You can specify the type of authentication and the level to which it applies for a single IS-IS interface, rather
than per IS-IS instance, by using the isis authentication mode command.

If you had clear text authentication configured by using the area-password or domain-password command,
the authentication mode command overrides both of those commands.

If you configure the authentication mode command and subsequently try to configure the area-password or
domain-password command, you will not be allowed to do so. If you truly want to configure clear text
authentication using the ar ea-passwor d or domain-passwor d command, you must use the no authentication
mode command first.

The following example configures MD5 authentication for the IS-IS instance on Level 1 packets:

ciscoasa(config) # router isis

ciscoasa (config-router)# net 49.0000.0101.0101.0101.00
ciscoasa (config-router)# is-type level-1

ciscoasa (config-router)# authentication mode md5 level-1
ciscoasa(config-router)# authentication key 0 sitel level-1
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Related Commands

Command

Description

advertise passive-only

Configures the ASA to advertise passive interfaces.

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-Isp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Adpvertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isis authentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isis authentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isis hello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.
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Command

Description

isishello padding

Configures IS-IS hellos to the full MTU size per interface.

isislsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-Isp-lifetime

Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.
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Command

Description

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from
Level 2 into Level 1.

route priority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-overload-bit Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns Shows CLNS-specific information.

show isis Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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authentication ms-chap-v1

For L2TP over IPsec connections, to enable Microsoft CHAP, Version 1 authentication for PPP, use the
authentication ms-chap-v1l command in tunnel-group ppp-attributes configuration mode.To return the
command to its default setting (permit CHAP and MS-CHAP), use the no form of this command. To disable
Microsoft CHAP, Version 1, use the no form of this command.

Syntax Description

Command Default

Command Modes

authentication ms-chap-vl
no authentication ms-chap-v1

authentication ms-chap-v1 .

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Tunnel-group * Yes — * Yes — —
ppp-attributes
configuration

Command History

Usage Guidelines

Release Modification

7.2(1) This command was added.

You can apply this attribute only to the L2TP or IPsec tunnel-group type. This protocol is similar to CHAP,
but more secure in that the server stores and compares only encrypted passwords rather than cleartext passwords
as in CHAP. This protocol also generates a key for data encryption by MPPE.

Related Commands

Command

Description

clear configure tunnel-group

Clears the entire tunnel-group database or just the specified tunnel group.

show running-config tunnel-group

Displays the currently running tunnel-group configuration for a specified
tunnel group or for all tunnel groups.

tunnel-group

Creates and manages the database of connection-specific records for
[Psec and WebVPN tunnels.
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authentication ms-chap-v2

Syntax Description

Command Default

Command Modes

For L2TP over IPsec connections, to enable Microsoft CHAP, Version 2 authentication for PPP, use the
authentication ms-chap-v1l command in tunnel-group ppp-attributes configuration mode. To return the
command to its default setting (permit CHAP and MS-CHAP), use the no form of this command.

authentication ms-chap-v2
no authentication ms-chap-v2

This command has no arguments or keywords.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
ppp-attributes

configurationn

Command History

Usage Guidelines

Release Modification

7.2(1) This command was added.

You can apply this attribute only to the L2TP or IPsec tunnel-group type.

This protocol is similar to CHAP but more secure in that the server stores and compares only encrypted
passwords rather than clear text passwords as in CHAP. This protocol also generates a key for data encryption
by MPPE.

Related Commands

Command Description

clear configure tunnel-group Clears the entire tunnel group database or just the specified tunnel group.

show running-config tunnel-group | Displays the currently running tunnel-group configuration for a specified
tunnel group or for all tunnel groups.

tunnel-group Creates and manages the database of connection-specific records for

IPsec and WebVPN tunnels.
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authentication pap

Syntax Description

Command Default

Command Modes

For L2TP over IPsec connections, to permit PAP authentication for PPP, use the authentication pap command
in tunnel-group ppp-attributes configuration mode. To return the command to its default setting (permit CHAP
and MS-CHAP), use the no form of this command.

authentication pap
no authentication pap

This command has no keywords or arguments.

By default, PAP is not a permitted authentication protocol.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
ppp-attributes

configuration

Command History

Usage Guidelines

Examples

Release Modification

7.2(1) This command was added.

You can apply this attribute only to the L2TP or IPsec tunnel group type.

This protocol passes the clear text username and password during authentication and is not secure.

The following example entered in config-ppp configuration mode, permits PAP for PPP connections
for a tunnel group named pppremotegrps:

ciscoasa(config) # tunnel-group pppremotegrp type IPSec/IPSec
ciscoasa(config) # tunnel-group pppremotegrp ppp-attributes
ciscoasa(config-ppp) # authentication pap

(

ciscoasa (config-ppp) #

Related Commands

Command Description

clear configuretunnel-group Clears all configured tunnel groups.

show running-config tunnel-group | Shows the indicated certificate map entry.
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Command Description

tunnel-group-map default-group | Associates the certificate map entries created using the crypto ca
certificate map command with tunnel groups.
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authentication send-only

To specify for the IS-IS instance that authentication is performed only on IS-IS packets being sent (not
received), use the authentication send-only command in router isis configuration mode. To configure
authentication to be performed on packets being sent and received, use the no form of this command.

authentication send-only [ level-1 | level-2 ]
no authentication send-only

Syntax Description

Command Default

levd-1 (Optional) Authentication is performed only on Level 1 packets that are being sent (not received).

levd-2 (Optional) Authentication is performed only on Level 2 packets that are being sent (not received).

If authentication is configured at the router level, it applies to IS-IS packets being sent and received.

Command Modes

Usage Guidelines

Examples

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Router isis * Yes — * Yes * Yes —
configuration

Use this command before configuring the authentication mode and authentication key chain so that the
implementation of authentication goes smoothly. The routers will have more time for the keys to be configured
on each router if authentication is inserted only on the packets being sent, not checked on packets being
received. After all of the routers that must communicate are configured with this command, enable the
authentication mode and key chain on each router. Then specify the no authentication send-only command
to disable the send only feature.

If neither the level-1 nor level-2 keyword is configured, the send only feature applies to both levels.

This command can apply to clear text authentication or MD5 authentication. The mode is determined by the
authentication mode command.

The following example configures IS-IS Level 1 packets to use clear text authentication on packets
being sent (not received):

ciscoasa(config) # router isis

ciscoasa (config-router)# net 49.0000.0101.0101.0101.00

ciscoasa (config-router)# is-type level-1

ciscoasa(config-router)# authentication send-only level-1
( ) #

ciscoasa (config-router authentication key-chain sitel level-1

Related Commands

Command Description

advertise passive-only Configures the ASA to advertise passive interfaces.
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Command

Description

area-password

Configures an IS-IS area authentication password.

authentication key

Enables authentication for IS-IS globally.

authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance globally.

authentication send-only

Configure the IS-IS instance globally to have authentication performed
only on IS-IS packets being sent (not received).

clear isis

Clears IS-IS data structures.

default-information originate

Generates a default route into an IS-IS routing domain.

distance

Defines the administrative distance assigned to routes discovered by the
IS-IS protocol.

domain-password

Configures an IS-IS domain authentication password.

fast-flood

Configures IS-IS LSPs to be full.

hello padding

Configures IS-IS hellos to the full MTU size.

hostname dynamic

Enables IS-IS dynamic hostname capability.

ignore-lsp-errors

Configures the ASA to ignore IS-IS LSPs that are received with internal
checksum errors rather than purging the LSPs.

isis adjacency-filter

Filters the establishment of IS-IS adjacencies.

isis advertise-prefix

Advertises IS-IS prefixes of connected networks in LSP advertisements
on an IS-IS interface.

isisauthentication key

Enables authentication for an interface.

isis authentication mode

Specifies the type of authentication mode used in IS-IS packets for the
IS-IS instance per interface

isisauthentication send-only

Configure the IS-IS instance per interface to have authentication performed
only on IS-IS packets being sent (not received).

isiscircuit-type

Configures the type of adjacency used for the IS-IS.

isis csnp-interval

Configures the interval at which periodic CSNP packets are sent on
broadcast interfaces.

isishello-interval

Specifies the length of time between consecutive hello packets sent by
IS-IS.

isis hello-multiplier

Specifies the number of IS-IS hello packets a neighbor must miss before
the ASA declares the adjacency as down.

isishello padding

Configures IS-IS hellos to the full MTU size per interface.
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Command

Description

isisIsp-interval

Configures the time delay between successive IS-IS LSP transmissions
per interface.

isismetric Configures the value of an IS-IS metric.
isis password Configures the authentication password for an interface.
isispriority Configures the priority of designated ASAs on the interface.

isis protocol shutdown

Disables the IS-IS protocol per interface.

isisretransmit-interval

Configures the amount of time between retransmission of each IS-IS LSP
on the interface.

isisretransmit-throttle-interval

Configures the amount of time between retransmissions of each IS-IS LSP
on the interface.

isistag Sets a tag on the IP address configured for an interface when the IP prefix
is put into an LSP.
istype Assigns the routing level for the IS-IS routing process.

log-adjacency-changes

Enables the ASA to generate a log message when an NLSP IS-IS adjacency
changes state (up or down).

Isp-full suppress

Configures which routes are suppressed when the PDU becomes full.

Isp-gen-interval

Customizes IS-IS throttling of LSP generation.

Isp-refresh-interval

Sets the LSP refresh interval.

max-ar ea-addr esses

Configures additional manual addresses for an IS-IS area.

max-lsp-lifetime

Sets the maximum time that LSPs persist in the ASA's database without
being refreshed.

maximum-paths

Configures multi-path load sharing for IS-IS.

metric Globally changes the metric value for all IS-IS interfaces.

metric-style Configures an ASA running IS-IS so that it generates and only accepts
new-style, length, value objects (TLVs).

net Specifies the NET for the routing process.

passive-interface

Configures a passive interface.

prc-interval

Customizes IS-IS throttling of PRCs.

protocol shutdown

Disables the IS-IS protocol globally so that it cannot form any adjacency
on any interface and will clear the LSP database.

redistributeisis

Redistributes IS-IS routes specifically from Level 1 into Level 2 or from

Level 2 into Level 1.
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Command

Description

route priority high

Assigns a high priority to an IS-IS IP prefix.

router isis

Enables IS-IS routing.

set-attached-bit

Specifies constraints for when a Level 1-Level 2 router should set its
attached bit.

set-over load-bit

Configures the ASA to signal other routers not to use it as an intermediate
hop in their SPF calculations.

show clns

Shows CLNS-specific information.

show isis

Shows IS-IS information.

show routeisis

Shows IS-IS routes.

spf-interval

Customizes IS-IS throttling of SPF calculations.

summary-address

Creates aggregate addresses for IS-IS.
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authentication-attr-from-server

To specify which authentication server authorization attributes to apply to the connection when double
authentication is enabled, use the authentication-attr-from-server command in tunnel-group general-attributes
mode. To remove the attribute from the configuration, use the no form of this command.

authentication-attr-from-server { primary | secondary }
no authentication-attr-from-server

Syntax Description

Command Default

Command Modes

primary Uses the primary authentication server.

soondary  Uses the secondary authentication server.

The default value is primary.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
general-attributes

configuration

Command History

Usage Guidelines

Examples

Release Modification

8.2(1) This command was added.

This command is meaningful only when double authentication is enabled. The authentication-attr-from-server
command selects the authentication server from which the ASA extracts the authorization attributes to be
applied to the connection.

The following example, entered in global configuration mode, creates an IPsec remote access tunnel
group named remotegrp and specifies that the authorization attributes to be applied to the connection
must come from the secondary authentication server:

ciscoasa (config)# tunnel-group remotegrp type ipsec_ra

ciscoasa(config) # tunnel-group remotegrp general-attributes

ciscoasa (config-tunnel-webvpn) # authentication-attr-from-server secondary
(

ciscoasa (config-tunnel-webvpn) #

Related Commands

Command Description

pre-fill-username Enables the prefill username feature.
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Command Description

show running-config tunnel-group | Shows the indicated tunnel-group configuration.

tunnel-group general-attributes Specifies the general attributes for the named tunnel group.

username-from-certificate Specifies the field in a certificate to use as the username for authorization.
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authentication-certificate

To request a certificate from a WebVPN client establishing a connection, use the authentication-certificate
command in webvpn configuration mode. To cancel the requirement for a client certificate, use the no form
of this command.

authentication-certificate interface-name
no authentication-certificate [ interface-name ]

Syntax Description

Command Default

Command Modes

interface-name The name of the interface used to establish the connection. Available interfaces names are:

* inside Name of interface GigabitEthernet 0/1

« outside Name of interface GigabitEthernet 0/0

If you omit the authentication-certificate command, client certificate authentication is disabled. If you do
not specify an interface name with the authentication-certificate command, the default interface name is
inside.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

8.0(2) This command was added.

For this command to take effect, WebVPN must already be enabled on the corresponding interface. An interface
is configured and named with the interface, | P address, and nameif commands.

This command applies only to WebVPN client connections; however, the ability to specify client certificate
authentication for management connections with the http authentication-certificate command is available
on all platforms, including those that do not support WebVPN.

The ASA validates certificates using the PKI trustpoints. If a certificate does not pass validation, then one of
the following actions occurs:

If: Then:

The local CA embedded in the ASA 1is not
enabled.

The ASA closes the SSL connection.
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If: Then:
The local CA is enabled, and AAA The ASA redirects the client to the certificate enrollment
authentication is not enabled. page for the local CA to obtain a certificate.

Both the local CA and AAA authentication are | The client is redirected to a AAA authentication page. If
enabled. configured, the client also is presented with a link to the
enrollment page for the local CA.

Examples The following example configures certificate authentication for WebVPN user connections on the
outside interface:
ciscoasa(config) # webvpn
ciscoasa(config-webvpn) # authentication-certificate outside
ciscoasa (config-webvpn) #
Related Commands Command Description
authentication (tunnel-group webvpn Specifies that the members of a tunnel group must use a digital
configuration mode) certificate for authentication.
http authentication-certificate Specifies authentication by means of certificate for ASDM

management connections to the ASA.

interface Configures the interface used to establish the connection
show running-config ssl Displays the current set of configured SSL commands.
ssl trust-point Configures the SSL certificate trustpoint.
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authentication-exclude

To enable end users to browse to configured links without logging in to clientless SSL VPN, enter the
authentication-exclude command in webvpn configuration mode. Use this command multiple times to permit
acccess to multiple sites.

authentication-exclude url-fnmatch

Syntax Description

Command Default

Command Modes

url-fnmatch Identifies the link to exempt from the requirement to log in to a clientless SSL VPN.

Disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

8.0(2) This command was added.

This feature is useful when you require some internal resources to be available for public use via SSL VPN.

You need to distribute information about the links to end users in an SSL VPN-mangled form, for example,
by browsing to these resources using SSL VPN and copying the resulting URLSs into the information about
links that you distribute.

The following example shows how to exempt two sites from authentication requirements:

ciscoasa

(config) #

webvpn

ciscoasa

(config-webvpn) #
authentication-exclude http://www.example.com/public/*
ciscoasa

(config-webvpn) #
authentication-exclude *example.html
ciscoasa

(config-webvpn) #

ciscoasa

#
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authentication-port

To specify the port number used for RADIUS authentication for this host, use the authentication-port
command in aaa-server configuration host configuration mode. To remove the authentication port specification,
use the no form of this command.

authentication-port port
no authentication-port

Syntax Description

Command Default

Command Modes

pat A port number, in the range 1-65535, for RADIUS authentication.

By default, the device listens for RADIUS on port 1645 (in compliance with RFC 2058). If the port is not
specified, the RADIUS authentication default port number 1645 is used.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
Aaa-server host * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) Semantic change to the command to support the specification of server ports on a per-host basis
for server groups that contain RADIUS servers.

This command specifies the destination TCP/UDP port number of the remote RADIUS server hosts to which
you want to assign authentication functions. If your RADIUS authentication server uses a port other than
1645, you must configure the ASA for the appropriate port before starting the RADIUS service with the
aaa-server command.

This command is valid only for server groups that are configured for RADIUS.

The following example configures a RADIUS AAA server named “srvgrpl” on host “1.2.3.4”, sets
a timeout of 9 seconds, sets a retry interval of 7 seconds, and configures authentication port 1650.

ciscoasa

(config) # aaa-server svrgrpl protocol radius

ciscoasa

(config-aaa-server-group) # aaa-server svrgrpl host 1.2.3.4
ciscoasa

(config-aaa-server-host) # timeout 9

ciscoasa

(config-aaa-server-host) # retry-interval 7

ciscoasa
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(config-aaa-server-host) #
authentication-port 1650

ciscoasa

(config-aaa-server-host) #

exit

ciscoasa

(config) #

Related Commands Command Description

aaa authentication Enables or disables LOCAL, TACACS+, or RADIUS user authentication
on a server designated by the aaa-server command or by ASDM user
authentication.

aaa-server host Enters aaa-server host configuration mode, so you can configure AAA
server parameters that are host-specific.

clear configure aaa-server Removes all AAA command statements from the configuration.

show running-config aaa-server | Displays AAA server statistics for all AAA servers, for a particular server
group, for a particular server within a particular group, or for a particular
protocol.
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authentication-server-group (imap4s, pop3s, smtps) (Deprecated)
A\

Note The last supported release for this command was Version 9.5(1).

To specify the set of authentication servers to use for e-mail proxies, use the authentication-server-group
command in various modes. To remove authentication servers from the configuration, use the no form of this
command.

authentication-server-group group_tag
no authentication-server-group

Syntax Description group_tag Identifies the previously configured authentication server or group of servers.

Command Default No authentication servers are configured by default.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System

Imap4s * Yes — * Yes — —
configuration

Pop3s * Yes — * Yes — —
configuration

Smtps * Yes — * Yes — —
configuration

Command History Release Modification

7.0(1) This command was added.

9.5(2) This command was deprecated.

Usage Guidelines The ASA authenticates users to verify their identity.

If you configure AAA authentication, you must configure this attribute as well. Otherwise, authentication
always fails.

Use the aaa-server command to configure authentication servers.
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Examples The following example shows how to configure an IMAP4S e-mail proxy to use the set of
authentication servers named “IMAP4SSVRS”:
ciscoasa
(config) #
imap4s
ciscoasa(config-imap4s)# authentication-server-group IMAP4SSVRS
Related Commands | Command Description
aaa-server Configures authentication, authorization, and accounting servers.
host
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authentication-server-group (tunnel-group general-attributes)

To specify the AAA server group to use for user authentication for a tunnel group, use the
authentication-server-group command in tunnel-group general-attributes configuration mode. To return
this attribute to the default, use the no form of this command.

authentication-server-group [ ( interface name) ] server_group [ LOCAL ]
authentication-server-group [ ( interface name ) ] server_group

Syntax Description

Command Default

Command Modes

interface_name (Optional) Specifies the interface at which the IPsec tunnel terminates.

LOCAL (Optional) Requires authentication with the local user database if all of the servers in the
server group have been deactivated due to communication failures.
server_group  Identifies the previously configured authentication server or group of servers.

The default setting for the server-group in this command is LOCAL.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
general-attributes

configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

7.1(1) This command was deprecated in webvpn configuration mode and moved to tunnel-group
general-attributes configuration mode.

8.0(2) This command was enhanced to allow per-interface authentication for IPsec connections.

You can apply this attribute to all tunnel-group types.

Use the aaa-server command to configure authentication servers and the aaa-server-host command to add
servers to a previously configured AAA server group.

The following example entered in config-general configuration mode, configures an authentication
server group named aaa-server456 for an IPsec remote access tunnel group named remotegrp:

ciscoasa(config) # tunnel-group remotegrp type ipsec-ra
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ciscoasa(config)# tunnel-group remotegrp general-attributes
ciscoasa (config-tunnel-general) # authentication-server-group aaa-server456
ciscoasa(config-tunnel-general) #

Related Commands Command Description

aaa-server Creates a AAA server group and configures AAA server parameters
that are group-specific and common to all group hosts.

aaa-server host Adds servers to a previously configured AAA server group and
configures host-specific AAA server parameters.

clear configuretunnel-group Clears all configured tunnel groups.

show running-config tunnel-group | Shows the tunnel group configuration for all tunnel groups or for a
particular tunnel group.
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authorization-required

To require users to authorize successfully prior to connecting, use the authorization-required command in
various modes. To remove the attribute from the configuration, use the no form of this command.

authorization-required
no authorization-required

Syntax Description ~ This command has no arguments or keywords.

Command Default This command is disabled by default.

Command Modes

The following table shows the modes in which you can enter the command:

A-B Commands |

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Imap4s * Yes — * Yes — —
configuration
Pop3s * Yes — * Yes — —
configuration
Smtps * Yes — * Yes — —
configuration
Tunnel-group * Yes — * Yes — —
general-attributes
configuration
Command History Release Modification

7.0(1) This command was added.

7.1(1) This command was deprecated in webvpn configuration mode and moved to tunnel-group
general-attributes configuration mode.

7.2(1) Replaced the webvpn configuration mode with the imap4s, pop3s, and smtps configuration modes.

9.5(2) This command was deprecated for the following modes: imap4s, pop3s, and smtps.

Examples

The following example requires authorization based on the complete DN for users connecting through

aremote access tunnel group named remotegrp. The first command configures the tunnel-group type
as ipsec_ra (IPsec remote access) for the remote group named remotegrp. The second command

enters tunnel-group general-attributes configuration mode for the specified tunnel group, and the last
command specifies that authorization is required for the named tunnel group.
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ciscoasa (config)# tunnel-group remotegrp type ipsec_ra
ciscoasa(config) # tunnel-group remotegrp general-attributes
ciscoasa (config-tunnel-general) # authorization-required

(

ciscoasa (config-tunnel-general) #

Related Commands | Command Description

authorization-dn-attributes Specifies the primary and secondary subject DN fields to use as the
username for authorization.

clear configure tunnel-group Clears all configured tunnel groups.

show running-configtunnel-group | Shows the indicated certificate map entry.

tunnel-group general-attributes | Specifies the general attributes for the named tunnel group.
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authorization-server-group (imap4s, pop3s, smtps) (Deprecated)

\)

Note The last supported release for this command was Version 9.5(1).

To specify the set of authorization servers to use for a tunnel group for all remote access VPNs, use the
authorization-server-group command in various modes. To remove authorization servers from the
configuration, use the No form of this command.

authorization-server-group group_tag
no authorization-server-group

Syntax Description

Command Default

Command Modes

group_tag Identifies the previously configured authorization server or group of servers. Use the aaa-server
command to configure authorization servers.

No authorization servers are configured by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System

Imap4s * Yes — * Yes — —
configuration

Pop3s * Yes — * Yes — —
configuration

Smtps * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

7.1(1) This command was deprecated in webvpn configuration mode and moved to tunnel-group
general-attributes configuration mode.

9.5(2) This command was deprecated.

The ASA uses authorization to verify the level of access to network resources that users are permitted. Use
the server configurations for authorization that you used with the aaa-server command.
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If you enter this command in webvpn configuration mode, it is transformed into the same command in
tunnel-group general-attributes mode.

When VPN authorization is defined as LOCAL, the attributes configured in the default group policy
DAfltGrpPolicy are enforced.

Examples The following example shows how to configure POP3S e-mail proxy to use the set of authorization
servers named “POP3Spermit”:
ciscoasa
(config) #
pop3s
ciscoasa(config-pop3s)# authorization-server-group POP3Spermit
Related Commands Command Description
aaa-server host Configures authentication, authorization, and accounting servers.
clear configure tunnel-group Clears all configured tunnel groups.

show running-config tunnel-group | Shows the tunnel group configuration for all tunnel groups or for a
particular tunnel group.

tunnel-group general-attributes Specifies the general attributes for the named tunnel group.
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authorization-server-group (tunnel-group general-attributes)

To specify the set of authorization servers to use for a tunnel group for all remote access VPNs, use the
authorization-server-group command in various modes. To remove authorization servers from the
configuration, use the no form of this command.

authorization-server-group [ ( if_name) ] group_tag
no authorization-server-group

Syntax Description

Command Default

Command Modes

group_tag Identifies the previously configured authorization server or group of servers. Use the aaa-server
command to configure authorization servers.

(if_name) (Optional) The name of the interface on which the tunnel terminates. You must include the
parentheses.

No authorization servers are configured by default.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Tunnel-group * Yes — * Yes — —
general-attributes

configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

7.1(1) This command was deprecated in webvpn configuration mode and moved to tunnel-group

general-attributes configuration mode.

The ASA uses authorization to verify the level of access to network resources that users are permitted. Use
the server configurations for authorization that you used with the aaa-server command.

If you enter this command in webvpn configuration mode, it is transformed into the same command in
tunnel-group general-attributes mode.

When VPN authorization is defined as LOCAL, the attributes configured in the default group policy
DAltGrpPolicy are enforced.

The following example entered in tunnel-general configuration mode, configures an authorization
server group named “aaa-server78” for an IPsec remote-access tunnel group named “remotegrp’:
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ciscoasa(config)# tunnel-group remotegrp type ipsec-ra

ciscoasa(config) # tunnel-group remotegrp general-attributes
(config-tunnel-general) # authorization-server-group aaa-server78

ciscoasa (config-tunnel-general) #

ciscoasa

Related Commands | Command Description
aaa-server host Configures authentication, authorization, and accounting servers.
clear configure tunnel-group Clears all configured tunnel groups.

show running-config tunnel-group | Shows the tunnel group configuration for all tunnel groups or for a
particular tunnel group.

tunnel-group general-attributes Specifies the general attributes for the named tunnel group.
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authorize-only

To enable authorize-only mode for a RADIUS AAA server group, use the authorize-only command in
aaa-server group configuration mode. To disable authorize-only mode, use the no form of this command.

authorize-only
no authorize-only

Syntax Description

This command has no arguments or keywords.

Command Default

Authorize-only mode is not enabled.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple
Context System
aaa-server group * Yes * Yes * Yes * Yes —
configuration

Command History

Release Modification

9.2(1) This command was added.

Usage Guidelines

Examples

Use this command to configure a RADIUS server group in authorize-only mode for ISE Change of
Authorization (CoA). If you use authorize-only mode, any RADIUS common password configured for a
RADIUS host are ignored.

The ISE Change of Authorization (CoA) feature provides a mechanism to change the attributes of an
authentication, authorization, and accounting (AAA) session after it is established. When a policy changes
for a user or user group in AAA, CoA packets can be sent directly to the ASA from the ISE to reinitialize
authentication and apply the new policy. An Inline Posture Enforcement Point (IPEP) is no longer required
to apply access control lists (ACLs) for each VPN session established with the ASA.

When an end user requests a VPN connection, the ASA authenticates the user to the ISE and receives a user
ACL that provides limited access to the network. An accounting start message is sent to the ISE to register
the session. Posture assessment occurs directly between the NAC agent and the ISE. This process is transparent
to the ASA. The ISE sends a policy update to the ASA via a CoA “policy push.” This identifies a new user
ACL that provides increased network access privileges. Additional policy evaluations may occur during the
lifetime of the connection, transparent to the ASA, via subsequent CoA updates.

The following example shows how to configure a tunnel group for local certificate validation and
authorization with ISE. Include the authorize-only command in the server group configuration,
because the server group will not be used for authentication.

ciscoasa(config)# aaa-server ise protocol radius
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ciscoasa(config-aaa-server-group
ciscoasa(config-aaa-server-group
ciscoasa(config-aaa-server-group
ciscoasa (config-aaa-server-group
ciscoasa(config)# aaa-server ise
ciscoasa(config-aaa-server-host)# key sharedsecret

( authorize-only

(

(

(

(

(
ciscoasa(config-aaa-server-host)# exit

(

(

(

(

(

(

) #
)# interim-accounting-update periodic 1
) # dynamic-authorization
) # exit

(inside) host 10.1.1.3

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
authentication certificate
authorization-server-group ise
accounting-server-group ise
exit

)
ciscoasa(config-tunnel-general)
ciscoasa(config-tunnel-general)
ciscoasa(config-tunnel-general)
ciscoasa(config-tunnel-general)

#
#
#
#

Related Commands | Command Description

dynamic-authorization Enables dynamic authorization for the RADIUS server group.

interim-accounting-update | Enables the generation of RADIUS interim-accounting-update messages.

without-csd Switches off hostscan processing for connections that are made to a specific
tunnel-group.
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auth-prompt

To specify or change the AAA challenge text for through-the-ASA user sessions, use the auth-prompt
command in global configuration mode. To remove the authentication challenge text, use the no form of this
command.

auth-prompt prompt [ prompt | accept | reject ] string
no auth-prompt prompt [ prompt | accept | reject ]

Syntax Description

Command Default

Command Modes

accept If a user authentication via Telnet is accepted, displays the prompt string.

prompt The AAA challenge prompt string follows this keyword.

reject If a user authentication via Telnet is rejected, displays the prompt string.

string A string of up to 235 alphanumeric characters or 31 words, limited by whichever maximum is first
reached. Special characters, spaces, and punctuation characters are permitted. Entering a question
mark or pressing the Enter key ends the string. (The question mark appears in the string.)

If you do not specify an authentication prompt:
* FTP users see FTP authentication .

* HTTP users see HTTP Authentication.

* Telnet users see no challenge text.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes — — * Yes
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) Minor semantic changes.

The auth-prompt command lets you specify the AAA challenge text for HTTP, FTP, and Telnet access through
the ASA when requiring user authentication from TACACS+ or RADIUS servers. This text is primarily for
cosmetic purposes and displays above the username and password prompts that users see when logging in.

If user authentication occurs from Telnet, you can use the accept and reject options to display different status
prompts to indicate that the authentication attempt is accepted or rejected by the AAA server.
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If the AAA server authenticates the user, the ASA displays the auth-prompt accept text, if specified, to the
user; otherwise, it displays the reject text, if specified. Authentication of HTTP and FTP sessions displays
only the challenge text at the prompt. The accept and reject text do not appear.

\)

Note Microsoft Internet Explorer displays up to 37 characters in an authentication prompt. Telnet and FTP display
up to 235 characters in an authentication prompt.

Examples The following example sets the authentication prompt to the string “Please enter your username and

password.”:

ciscoasa (config)# auth

-prompt prompt Please enter your username and password
After this string is added to the configuration, users see the following:
Please enter your username and password

User Name:
Password:

For Telnet users, you can also provide separate messages to display when the ASA accepts or rejects
the authentication attempt; for example:

ciscoasa(config) # auth-prompt reject Authentication failed. Try again.
ciscoasa(config) # auth-prompt accept Authentication succeeded.

The following example sets the authentication prompt for a successful authentication to the string,
“You’re OK.”

ciscoasa(config)# auth-prompt accept You’re OK.

After successfully authenticating, the user sees the following message:

You’ re OK.

Related Commands | Command Description

clear configure auth-prompt Removes the previously specified authentication prompt challenge text
and reverts to the default value, if any.

show running-config auth-prompt | Displays the current authentication prompt challenge text.
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auto-signon

To configure the ASA to automatically pass user login credentials for clientless SSL VPN connections on to
internal servers, use the auto-signon command in any of three modes: webvpn configuration, webvpn group
configuration, or webvpn username configuration mode. To disable auto-signon to a particular server, use the
no form of this command with the original ip, uri, and auth-type arguments. To disable auto-signon to all

servers, use the N0 form of this command without arguments.

A-B Commands |

auto-signon allow { ip ip-addressip-mask | uri resource-mask } auth-type { basic | ftp | ntim | all }
no auto-signon [ allow { ipip-addressip-mask | uriresource-mask } auth-type { basic | ftp | ntim

| all} ]
Syntax Description all Specifies both the NTLM and HTTP Basic authentication methods.

allow Enables authentication to a particular server.

auth-type  Enables selection of an authentication method.

basic Specifies the HTTP Basic authentication method.

ftp Ftp and cifs authentication type.

ip Specifies that an IP address and mask identifies the servers to be authenticated to.

ip-address  In conjunction with ip-mask, identifies the IP address range of the servers to be authenticated
to.

ip-mask In conjunction with ip-address, identifies the IP address range of the servers to be authenticated
to.

ntim Specifies the NTLMv1 authentication method.

Command Default

Command Modes

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands

resource-mask Identifies the URI mask of the servers to be authenticated to.

uri Specifies that a URI mask identifies the servers to be authenticated to.

By default, this feature is disabled for all servers.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Webvpn * Yes — * Yes — —
configuration
(global)
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Command Mode | Firewall Mode Security Context

Routed Transparent Single Multiple

Context System

Webvpn group * Yes — * Yes — —
policy
configuration
Webvpn * Yes — * Yes — —
username
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.1(1)  This command was added.

8.0(1) NTLMv2 support was added. The ntlm keyword includes both NTLMv1 and NTLMv2.

The auto-signon command is a single sign-on method for clientless SSL. VPN users. It passes the login
credentials (username and password) to internal servers for authentication using NTLM authentication, HTTP
Basic authentication, or both. Multiple auto-signon commands can be entered and are processed according to
the input order (early commands take precedence).

You can use the auto-signon feature in three modes: webvpn configuration group-policy, webvpn configuration,
or webvpn username configuration mode. The typical precedence behavior applies, where username supersedes
group, and group supersedes global. The mode you choose depends on the desired scope of authentication:

Mode Scope

Webvpn configuration All WebVPN users globally

Webvpn group configuration A subset of WebVPN users defined by a group policy

Webvpn username configuration | An individual WebVPN user

The following example configures auto-signon for all clientless users, using NTLM authentication,
to servers with IP addresses ranging from 10.1.1.0 to 10.1.1.255:

ciscoasa (config) # webvpn

ciscoasa (config-webvpn)# auto-signon allow ip 10.1.1.0
255.255.255.0

auth-type ntlm

The following example configures auto-signon for all clientless users, using HTTP Basic
authentication, to servers defined by the URI mask https://*.example.com/*:

ciscoasa(config) # webvpn

ciscoasa (config-webvpn) # auto-signon allow uri https://*.example.com/* auth-type basic
The following example configures auto-signon for clientless users ExamplePolicy group policy,
using either HTTP Basic or NTLM authentication, to servers defined by the URI mask

https://*.example.com/*:
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ciscoasa (config) # group-policy ExamplePolicy attributes
ciscoasa (config-group-policy) # webvpn
ciscoasa (config-group-webvpn) # auto-signon allow uri https://*.example.com/* auth-type all

The following example configures auto-signon for a user named Anyuser, using HTTP Basic
authentication, to servers with IP addresses ranging from 10.1.1.0 to 10.1.1.255:

ciscoasa(config)# username Anyuser attributes

ciscoasa (config-username) # webvpn
ciscoasa(config-username-webvpn) # auto-signon allow ip 10.1.1.0
255.255.255.0

auth-type basic

Related Commands Command Description

show running-config webvpn auto-signon | Displays auto-signon assignments of the running configuration.
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auto-summary

To enable the automatic summarization of subnet routes into network-level routes, use the auto-summary
command in router configuration mode. To disable route summarization, use the no form of this command.

auto-summary
no auto-summary

Syntax Description ~ This command has no arguments or keywords.

Command Default Route summarization is enabled for RIP Version 1, RIP Version 2, and EIGRP.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes —
configuration
Command History Release Modification

7.2(1) This command was added.

8.0(2) Support for EIGRP was added.

9.0(1) Support for multiple context mode was added.

Usage Guidelines Route summarization reduces the amount of routing information in the routing tables.

RIP Version 1 always uses automatic summarization. You cannot disable automatic summarization for RIP
Version 1.

If you are using RIP Version 2, you can turn off automatic summarization by specifying the no auto-summary
command. Disable automatic summarization if you must perform routing between disconnected subnets.
When automatic summarization is disabled, subnets are advertised.

EIGRP summary routes are given an administrative distance value of 5. You cannot configure this value.

Only the no form of this command appears in the running configuration.

Examples The following example disables RIP route summarization:

ciscoasa(config)# router rip
config-router)# network 10.0.0.0
config-router)# version 2

config-router)# no auto-summary

ciscoasa
ciscoasa
ciscoasa
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The following example disables automatic EIGRP route summarization:

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# no auto-summary

Related Commands | Command Description

clear configurerouter Clears all router commands and router configuration mode commands from
the running configuration.

router eigrp Enables the EIGRP routing process and enters EIGRP router configuration
mode.

router rip Enables the RIP routing process and enters RIP router configuration mode.

show running-config Displays the router commands and router configuration mode commands in

router the running configuration.
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auto-update device-id

To configure the ASA device ID for use with an Auto Update Server, use the auto-update device-id command
in global configuration mode. To remove the device ID, use the no form of this command.

auto-update device-id .

auto-update device-id [ hardware-serial | hostname | ipaddress | [ if_name] | mac-address [

if name ]

| string text ]

no auto-update device-id [ hardware-serial | hostname | ipaddress | [ if name] | mac-address [

if_name ]

| string text ]

Syntax Description

Command Default

Command Modes

hardware-serial

Uses the hardware serial number of the ASA to uniquely identify the device.

hostname

Uses the hostname of the ASA to uniquely identify the device.

ipaddress[if_name]

Uses the IP address of the ASA to uniquely identify the ASA. By default, the ASA

uses the interface used to communicate with the Auto Update Server. If you want
to use a different IP address, specify the if_name option.

mac-address Uses the MAC address of the ASA to uniquely identify the ASA. By default, the

[if_name] ASA uses the MAC address of the interface used to communicate with the Auto
Update Server. If you want to use a different MAC address, specify the if_name
option.

string text Specifies the text string to uniquely identify the device to the Auto Update Server.

The default ID is the hostname.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed

Transparent

Single

Multiple

Context

System

Global
configuration

* Yes

* Yes

* Yes

Command History

Examples

Release Modification

7.0(1) This command was added.

The following example sets the device ID to the serial number:

ciscoasa(config) # auto-update device-id hardware-serial

Related Commands

auto-update poll-period

Sets how often the ASA checks for updates from an Auto Update Server. ‘
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auto-update server Identifies the Auto Update Server.

auto-update timeout Stops traffic from passing through the ASA if the Auto Update Server is
not contacted within the timeout period.

clear configure auto-update Clears the Auto Update Server configuration.

show running-config auto-update | Shows the Auto Update Server configuration.
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auto-update poll-at

To schedule a specific time for the ASA to poll the Auto Update Server, use the auto-update poll-at command
in global configuration mode. To remove all specified scheduling times for the ASA to poll the Auto Update
Server, use the no form of this command.

auto-update poll-at .

auto-update poll-at days-of-the-week time [ randomize minutes [ retry count [ retry period ] ]
no auto-update poll-at days-of-the-week time [ randomize minutes [ retry count [ retry period ] ]

Syntax Description

Command Default

Command Modes

days-of-the-week

Any single day or combination of days: Monday, Tuesday, Wednesday, Thursday,
Friday, Saturday and Sunday. Other possible values are daily (Monday through
Sunday), weekdays (Monday through Friday) and weekend (Saturday and Sunday).

randomize>minutes

Specifies the period to randomize the poll time following the specified start time. from
from 1 to 1439 minutes.

>retry_count

Specifies how many times to try reconnecting to the Auto Update Server if the first
attempt fails. The default is 0.

>retry_period Specifies how long to wait between connection attempts. The default is 5 minutes.
The range is from 1 and 35791 minutes.
>time Specifies the time in the format HH:MM at which to start the poll. For example, 8:00

is 8:00 AM and 20:00 is 8:00 PM.

No default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed

Transparent Single Multiple

Context System

Global
configuration

* Yes * Yes * Yes — —

Command History

Usage Guidelines

Release Modification

7.2(1) This command was added.

The auto-update poll-at command specifies a time at which to poll for updates. If you enable the randomize
option, the polling occurs at a random time within the range of the first >time option and the specified number
of minutes. The auto-update poll-at and auto-update poll-period commands are mutually exclusive. Only
one of them can be configured.
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Examples In the following example, the ASA polls the Auto Update Server every Friday and Saturday night

at a random time between 10:00 p.m. and 11:00 p.m. If the ASA is unable to contact the server, it
tries two more times every 10 minutes.

ciscoasa (config) # auto-update poll-at Friday Saturday 22:00 randomize 60 2 10
ciscoasa (config)# auto-update server http://192.168.1.114/aus/autoupdate.asp

Related Commands auto-update device-id Sets the ASA device ID for use with an Auto Update Server.

auto-update poll-period Sets how often the ASA checks for updates from an Auto Update Server.

auto-update timeout Stops traffic from passing through the ASA if the Auto Update Server is
not contacted within the timeout period.

clear configure auto-update Clears the Auto Update Server configuration.

management-access Enables access to an internal management interface on the ASA.

show running-config auto-update | Shows the Auto Update Server configuration.
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auto-update poll-period

To configure how often the ASA checks for updates from an Auto Update Server, use the auto-update
poll-period command in global configuration mode. To reset the parameters to the defaults, use the no form
of this command.

auto-update poll-period poll_period [ retry count [ retry period ] ]
no auto-update poll-period poll_period [ retry count [ retry period ] ]

Syntax Description

Command Default

Command Modes

poll_period Specifies how often, in minutes, to poll an Auto Update Server, between 1 and 35791. The
default is 720 minutes (12 hours).

retry_count Specifies how many times to try reconnecting to the Auto Update Server if the first attempt
fails. The default is 0.

retry period Specifies how long to wait, in minutes, between connection attempts, between 1 and 35791.
The default is 5 minutes.

The default poll period is 720 minutes (12 hours).
The default number of times to try reconnecting to the Auto Update Server if the first attempt fails is 0.

The default period to wait between connection attempts is 5 minutes.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration

Command History

Usage Guidelines

Examples

Release Modification

7.0(1) This command was added.

The auto-update poll-at and auto-update poll-period commands are mutually exclusive. Only one of them
can be configured.

The following example sets the poll period to 360 minutes, the retries to 1, and the retry period to 3
minutes:

ciscoasa(config) # auto-update poll-period 360 1 3
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Related Commands | auto-update device-id Sets the ASA device ID for use with an Auto Update Server.
auto-update server Identifies the Auto Update Server.
auto-update timeout Stops traffic from passing through the ASA if the Auto Update Server is

not contacted within the timeout period.

clear configure auto-update Clears the Auto Update Server configuration.

show running-config auto-update | Shows the Auto Update Server configuration.
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auto-update server

To identify the Auto Update Server, use the auto-update server command in global configuration mode. To
remove the server, use the No form of this command.

auto-update server url [ sourceinterface ] { verify-certificate | no-verification }
no auto-update server url [ sourceinterface ] { verify-certificate | no-verification }

Syntax Description  no-verification Does not verify the Auto Update Server certificate.

sourceinterface Specifies which interface to use when sending requests to the Auto Update Server. If you
specify the same interface specified by the management-access command, the Auto
Update requests travel over the same IPsec VPN tunnel used for management access.

url Specifies the location of the Auto Update Server using the following syntax:
https:[[user: password@location [:port ]] /pathname

verify-certificate For HTTPS, verifies the certificate returned by the Auto Update Server. This setting is the
default.

Command Default 9.1 and earlier: Certificate verification is disabled.

9.2(1) and later: The verify-certificate option is enabled by default.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration
Command History Release Modification

7.0(1) This command was added.

7.2(1) The command was modified to add support for multiple servers.

9.2(1) The Auto Update server certificate verification is now enabled by default. The no-verification
keyword was added.

Usage Guidelines The ASA periodically contacts the Auto Update Server for any configuration, operating system, and ASDM
updates.

You can configure multiple servers to work with auto-update. When checking for updates, a connection is
made to the first server, but if that fails, then the next server is contacted. This process continues until all the
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servers have been tried. If all of them fail to connect, then a retry starting with the first server is attempted if
the auto-update poll period has been configured to retry the connection.

For auto-update functionality to work correctly, you must use the boot system configuration command and
ensure that it specifies a valid boot image. In addition, you must use the asdm image command with auto-update
to update the ASDM software image.

If the interface specified in the source interface argument is the same interface specified with the
management-access command, requests to the Auto Update Server are sent over the VPN tunnel.

9.2(1) and later: The Auto Update server certificate verification is now enabled by default; for new
configurations, you must explicitly disable certificate verification. If you are upgrading from an earlier release,
and you did not enable certificate verification, then certificate verification is not enabled, and you see the
following warning:

WARNING: The certificate provided by the auto-update servers will not be verified. In order
to verify this certificate please use the verify-certificate option.
The configuration will be migrated to explicitly configure no verification:

auto-update server no-verification

The following example sets the Auto Update Server URL and specifies the interface as outside:

ciscoasa (config)# auto-update server http://10.1.1.1:1741/ source outside verify-certificate

Related Commands

auto-update device-id Sets the ASA device ID for use with an Auto Update Server.

auto-update poll-period Sets how often the ASA checks for updates from an Auto Update Server.

auto-update timeout Stops traffic from passing through the ASA if the Auto Update Server is
not contacted within the timeout period.

clear configure auto-update Clears the Auto Update Server configuration.

management-access Enables access to an internal management interface on the ASA.

show running-config auto-update | Shows the Auto Update Server configuration.
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auto-update timeout

To set a timeout period in which to contact the Auto Update Server, use the auto-update timeout command
in global configuration mode. To remove the timeout, use the No form of this command.

auto-updatetimeout [ period ]
no auto-update timeout [ period ]

Syntax Description paiod Specifies the timeout period in minutes between 1 and 35791. The default is 0, which means there is
no timeout. You cannot set the timeout to 0; use the Nno form of the command to reset it to 0.

Command Default The default timeout is 0, which sets the ASA to never time out.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes — —
configuration
Command History Release Modification

7.0(1) This command was added.

Usage Guidelines A timeout condition is reported with syslog message 201008.

If the Auto Update Server has not been contacted for the timeout period, the ASA stops all traffic going
through it. Set a timeout to ensure that the ASA has the most recent image and configuration.

Examples The following example sets the timeout to 24 hours:
ciscoasa(config) # auto-update timeout 1440

Related Commands auto-update device-id Sets the ASA device ID for use with an Auto Update Server.
auto-update poll-period Sets how often the ASA checks for updates from an Auto Update Server.
auto-update server Identifies the Auto Update Server.
clear configure auto-update Clears the Auto Update Server configuration.

show running-config auto-update | Shows the Auto Update Server configuration.
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To back up an ASA configuration, certificates, keys, and images, use the backup command in privileged

EXEC mode.

backup [ /noconfirm ] [ context ctx-name ] [ interfacename ] [ passphrasevalue ] [ location path ]

Syntax Description /noconfirm

Specifies not to prompt for the location and cert-passphrase parameters. Allows you to
bypass warning and error messages to continue the backup.

context ctx-name

In multiple context mode from the system execution space, enter the context keyword to
backup the specified context. Each context must be backed up individually; that is, re-enter
the backup command for each file.

inter face name

(Optional) Specifies the interface name through which the backup will be copied. If you
do not specify the interface, the ASA checks the management-only routing table; if there
are no matches, it then checks the data routing table.

location path

The backup location can be a local disk or a remote URL. If you do not provide a location,
the following default names are used:

» Single mode—disk0:hostname .backup.timestamp .tar.gz

* Multiple mode—disk0:hostname .context-ctx-name .backup.timestamp .tar.gz

passphrase During the backup of VPN certificates and preshared keys, a secret key identified by the
value cert-passphrase keyword is required to encode the certificates. You must provide a
passphrase to be used for encoding and decoding the certificates in PKCS12 format. The
backup only includes RSA key pairs tied to the certificates and excludes any standalone
certificates.
Command Default If you do not provide a location, the following default names are used:

» Single mode—disk0:hostname .backup.timestamp .tar.gz

* Multiple mode—disk0:hostname .context-ctx-name .backup.timestamp .tar.gz

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes * Yes * Yes
EXEC
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Command History

Release Modification

9.3(2) This command was added.

9.5(1) Theinterfacenameargument was added.

Usage Guidelines

See the following guidelines:

* You should have at least 300 MB of disk space available at the backup location before you start a backup.

« If you make any configuration changes during or after a backup, those changes will not be included in
the backup. If you change a configuration after making the backup, then perform a restore, this
configuration change will be overwritten. As a result, the ASA might behave differently.

You can start only one backup at a time.

You can only restore a configuration to the same ASA version as when you performed the original
backup. You cannot use the restore tool to migrate a configuration from one ASA version to another. If
a configuration migration is required, the ASA automatically upgrades the resident startup configuration
when it loads the new ASA OS.

If you use clustering, you can only back up the startup-configuration, running-configuration, and identity
certificates. You must create and restore a backup separately for each unit.

If you use failover, you must create and restore a backup separately for the active and standby units.

If you set a master passphrase for the ASA, then you need that master passphrase to restore the backup
configuration that you create with this procedure. If you do not know the master passphrase for the ASA,
see the CLI configuration guide to learn how to reset it before continuing with the backup.

If you import PKCS12 data (with the crypto catrustpoint command) and the trustpoint uses RSA keys,
the imported key pair is assigned the same name as the trustpoint. Because of this limitation, if you
specify a different name for the trustpoint and its key pair after you have restored an ASDM configuration,
the startup configuration will be the same as the original configuration, but the running configuration
will include a different key pair name. This means that if you use different names for the key pair and
trustpoint, you cannot restore the original configuration. To work around this issue, make sure that you
use the same name for the trustpoint and its key pair.

If you do not specify the interface, the ASA checks the management-only routing table; if there are no
matches, it then checks the data routing table. Note that if you have a default route through a
management-only interface, all backup traffic will match that route and never check the data routing
table. In this scenario, always specify the interface if you need to back up through a data interface.

* You cannot back up using the CLI and restore using ASDM, or vice versa.

* When backup location command is issued, ensure to use double slash ‘//* for the directory path. For
example,

ciscoasa# backup location diskO://sample-backup

* Each backup file includes the following content:

* Running-configuration

» Startup-configuration
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* All security images

Cisco Secure Desktop and Host Scan images
Cisco Secure Desktop and Host Scan settings
AnyConnect (SVC) client images and profiles
AnyConnect (SVC) customizations and transforms
» < Identity certificates (includes RSA key pairs tied to identity certificates; excludes standalone keys)
* VPN pre-shared keys
* SSL VPN configurations
* Application Profile Custom Framework (APCF)
* Bookmarks
* Customizations
* Dynamic Access Policy (DAP)
* Plug-ins
* Pre-fill scripts for connection profiles
* Proxy Auto-config
* Translation table
* Web content

» Version information

The following example shows how to create a backup:

ciscoasa# backup location disk0://sample-backup
Backup location [disk0://sample-backup]?
Begin backup...

Backing up [ASA version] ... Done!
Backing up [Running Config] ... Done!
Backing up [Startup Config] ... Done!

Enter a passphrase to encrypt identity certificates. The default is cisco. You will be
required to enter the same passphrase while doing a restore: cisco

Backing up [Identity Certificates] ... Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file is used to
restore to a device with a different master passphrase, you will need to provide the current
master passphrase during restore.

Backing up [VPN Pre-shared keys] ... Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] ... Done!
Backing up [SSL VPN Configurations: Bookmarks]... Done!

Backing up [SSL VPN Configurations: Customization] ... Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] ... Done!

Backing up [SSL VPN Configurations: Plug-in] ... Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] ... Done!
Backing up [SSL VPN Configurations: Proxy auto-config] ... Done!

Backing up [SSL VPN Configurations: Translation table] ... Done!

Backing up [SSL VPN Configurations: Web Content] ... Done!

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



. backup

Backing
Backing
Backing
Backing
Compress
Copying
Cleaning
Backup f

Anyconnect (SVC) client images and profiles] ... Done!
Anyconnect (SVC) customizations and transforms] ... Done!
up [Cisco Secure Desktop and Host Scan images] ... Done!

up [UC-IME tickets] ... Done!

ing the backup directory ... Done!

Backup ... Done!

up ... Done!

inished!

up

[
up [
[
[
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Related Commands Command

Description

restore

Restores an ASA configuration, keys, certificates, and images from a backup file.
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backup interface

For models with a built-in switch, such as the ASA 55035, use the backup interface command in interface
configuration mode to identify a VLAN interface as a backup interface, for example, to an ISP. To restore
normal operation, use the no form of this command.

backup interface vlan number
backup interface vilan number

Syntax Description

Command Default

Command Modes

vlan
number

Specifies the VLAN ID of the backup interface.

By default, the backup interface command is disabled.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Interface * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

7.2(1) This command was added.

7.2(2) The Security Plus license no longer limits the number of VLAN interfaces to 3 for normal traffic,
1 for a backup interface, and 1 for failover; you can now configure up to 20 interfaces without any
other limitations. Therefore ,the backup interface command is not required to enable more than 3

interfaces.

This command can be entered in the interface configuration mode for a VLAN interface only. This command
blocks all through traffic on the identified backup interface unless the default route through the primary
interface goes down.

When you configure Easy VPN with the backup interface command, if the backup interface becomes the
primary, then the ASA moves the VPN rules to the new primary interface. See the show interface command
to view the state of the backup interface.

Be sure to configure default routes on both the primary and backup interfaces so that the backup interface can
be used when the primary fails. For example, you can configure two default routes: one for the primary
interface with a lower administrative distance, and one for the backup interface with a higher distance. See
the dhcp client route distance command to override the administrative distance for default routes acquired
from a DHCP server. To configure dual ISP support, see the Sla monitor and track rtr commands for more
information.
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You cannot configure a backup interface when the management-only command is already configured on the
interface.

The following example configures four VLAN interfaces. The backup-isp interface only allows
through traffic when the primary interface is down. The route commands create default routes for
the primary and backup interfaces, with the backup route at a lower administrative distance.

ciscoasa(config)# interface wvlan 100
ciscoasa(config-if) # nameif outside
ciscoasa(config-if security-level 0
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# backup interface vlan 400
ciscoasa(config-if) # no shutdown
ciscoasa(config-if) # interface wvlan 200
ciscoasa(config-if)# nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.2.1.1 255.255.255.0
ciscoasa(config-if)# no shutdown
ciscoasa(config-if) # interface wvlan 300
ciscoasa(config-if)# nameif dmz
ciscoasa(config-if)# security-level 50
ciscoasa(config-if)# ip address 10.3.1.1 255.255.255.0
ciscoasa(config-if) # no shutdown
ciscoasa(config-if)# interface wvlan 400
ciscoasa(config-if) # nameif backup-isp
ciscoasa(config-if)# security-level 50
ciscoasa(config-if)# ip address 10.1.2.1 255.255.255.0
ciscoasa(config-if) # no shutdown
ciscoasa(config) # interface ethernet 0/0
ciscoasa (config-if)# switchport access vlan 100
(
(
(
(
(
(
(
(
(c
(
(
(

) #
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

ciscoasa(config-if)# no shutdown

interface ethernet 0/1
switchport access vlan 200
no shutdown

interface ethernet 0/2

ciscoasa(config-if) #
#
#
#
# switchport access vlan 300
#
#
#
#

)
)
ciscoasa (config-if)
ciscoasa(config-if)
ciscoasa(config-if)
ciscoasa (config-if)
ciscoasa(config-if)
ciscoasa(config-if)

)

)

no shutdown
interface ethernet 0/3

ciscoasa(config-if switchport access vlan 400
ciscoasa(config-if no shutdown
ciscoasa(config-if)# route outside 0 0 10.1.1.2 1
ciscoasa(config) # route backup-isp 0 0 10.1.2.2 2

Related Commands | Command Description
forward interface Restricts an interface from initiating traffic to another interface.
interfacevlan Creates a VLAN interface and enters interface configuration mode.
dhcp client route Overrides the administrative distance for default routes acquired from a DHCP
distance server.
sla monitor Creates an SLA monitoring operation for static route tracking.
track rtr Tracks the state of an SLA monitoring operation.
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backup-package auto

To configure automatic backup and restore operations on a Cisco ISA 3000, use the backup-package auto
command in privileged EXEC mode. To disable automatic backup or restore, use the no form of this command.

backup-package { backup | restore } auto
no backup-package { backup | restore } auto

Syntax Description

Command Default

Command Modes

badkup Indicates that you are configuring automatic backup.

retore Indicates that you are configuring automatic restore.

The default backup and restore modes are manual.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.7(1) This command was added.

The backup and restore modes are independent and you can configure them separately.

Use the backup-package location command to specify the backup and restore configuration parameters for
automatic backup and restore operations.

The following example shows the use of the backup-package command to set automatic back-up:

ciscoasa# backup-package backup auto

Related Commands

Command Description

show backup-packagesummary | Displays a summary of back-up and restore package parameters.
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backup-package location

To configure the backup and restore locations to be used in subsequent backup and restore operations on a
Cisco ISA 3000, use the backup-packagelocation command in privileged EXEC mode. To reset the backup
or restore location to the default value, use the no form of this command.

backup-package { backup | restore } [ interface name ] location disk n: [ passphrasestring
no backup-package { backup restore } location

Syntax Description

Command Default

Command Modes

backup Indicates that you are defining backup parameters.

interfacename (Optional) The name of the interface to be used for backup or restore communications.

location diskn:  The storage-media location where the back-up package information is stored.
passphrase (Optional) The passphrase to be used for encrypting the backup information, or retrieving
string the backed-up information.

restore Indicates that you are defining restore parameters.

The default location is disk3:, which contains an SD card.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Privileged * Yes * Yes * Yes — —
EXEC

Command History

Usage Guidelines

Examples

Release Modification

9.7(1) This command was added.

The backup and restore operations are independent and can be configured separately.

Generally, configuring backup-package information is a one-time operation to let you subsequently manually
back up and restore the device configuration without having to provide additional parameters.

The following example shows the use of the backup-package location command to set the backup
parameters, with “cisco” as the encryption passphrase:

ciscoasa# backup-package backup location disk3: passphrase cisco
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Related Commands

Command

Description

show backup-package status

Displays package information for either backup or restore.

show backup-packagesummary

Displays a summary of backup and restore package parameters.
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backup-servers

To configure backup servers, use the backup-servers command in group-policy configuration mode. To
remove a backup server, use the N0 form of this command.

backup-servers { serverl server2....server10 | clear-client-config | keep-client-config }
no backup-servers { serverl server?....server10 | clear-client-config | keep-client-config }

Syntax Description

Command Default

Command Modes

clear-client-config Specifies that the client uses no backup servers. The ASA pushes a null server
list.

keep-client-config Specifies that the ASA sends no backup server information to the client. The
client uses its own backup server list, if configured.

serverlserver 2.... serverl0 Provides a space delimited, priority-ordered list of servers for the VPN client
to use when the primary ASA is unavailable. Identifies servers by IP address
or hostname. The list can be 500 characters long, but can contain only 10
entries.

Backup servers do not exist until you configure them, either on the client or on the primary ASA.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group-policy * Yes — * Yes — —
configuration

Command History

Usage Guidelines

Release Modification

7.0(1) This command was added.

To remove the backup-servers attribute from the running configuration, use the no form of this command
without arguments. This enables inheritance of a value for backup servers from another group policy.

IPsec backup servers let a VPN client connect to the central site when the primary ASA is unavailable. When
you configure backup servers, the ASA pushes the server list to the client as the IPsec tunnel is established.

Configure backup servers either on the client or on the primary ASA. If you configure backup servers on the
ASA, it pushes the backup server policy to the clients in the group, replacing the backup server list on the
client if one is configured.
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Note Ifyou are using hostnames, it is wise to have backup DNS and WINS servers on a separate network from that
of the primary DNS and WINS servers. Otherwise, if clients behind a hardware client obtain DNS and WINS
information from the hardware client via DHCP, the connection to the primary server is lost, and the backup
servers have different DNS and WINS information, clients cannot be updated until the DHCP lease expires.
In addition, if you use hostnames and the DNS server is unavailable, significant delays can occur.

Examples The following example shows how to configure backup servers with IP addresses 10.10.10.1 and

192.168.10.14, for the group policy named “FirstGroup”:

ciscoasa

(config) #

group-policy FirstGroup attributes
ciscoasa

(config-group-policy) #

backup-servers 10.10.10.1 192.168.10.14
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banner (global)

To configure the ASDM, session, login, or message-of-the-day banner, use the banner command in global
configuration mode. To remove all lines from the banner keyword specified (exec, login, or motd), use the
no form of this command.

banner { asdm | exec | login | motd text }
no banner { asdm | exec | login | motd [ text ] }

Syntax Description aim Configures the system to display a banner after you successfully log in to ASDM. The user is prompted
to either continue to complete login, or to disconnect. This option lets you require users to accept the
terms of a written policy before connecting.

exec Configures the system to display a banner before displaying the enable prompt.

logn Configures the system to display a banner before the password login prompt when accessing the ASA
using Telnet or a serial console.

mad Configures the system to display a message-of-the-day banner when you first connect.

text Line of message text to display.

Command Default The default is no banner.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes * Yes * Yes * Yes * Yes
configuration
Command History Release Modification

7.2(4)/8.0(3) The asdm keyword was added.

9.0(1) The banner login command supports serial console connections.

Usage Guidelines The banner command configures a banner to display for the keyword specified. The text string consists of all
characters following the first white space (space) until the end of the line (carriage return or line feed [LF]).
Spaces in the text are preserved. However, you cannot enter tabs through the CLI.

Subsequent text entries are added to the end of an existing banner unless the banner is cleared first.
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Note The tokens $(domain) and $(hostname) are replaced with the hostname and domain name of the ASA. When
you enter a $(system) token in a context configuration, the context uses the configured in the system
configuration.

Multiple lines in a banner are handled by entering a new banner command for each line that you want to add.
Each line is then appended to the end of the existing banner.

)

Note The maximum length of the authorization prompt for banners is 235 characters or 31 words, whichever
limitation is reached first.

When accessing the ASA through Telnet or SSH, the session closes if there is not enough system memory
available to process the banner messages or if a TCP write error occurs. Only the exec and motd s support
access to the ASA through SSH. The login banner does not support SSHv1 clients or SSH clients that do not
pass the username as part of the initial connection.

To replace a banner, use the no banner command before adding the new lines.
Use the no banner { exec | login | motd } command to remove all the lines for the banner keyword specified.

The no banner command does not selectively delete text strings, so any text that you enter at the end of the
no banner command is ignored.

Examples The following example shows how to configure the asdm, exec, login, and motd banners:
ciscoasa(config)# banner asdm You successfully logged in to ASDM
ciscoasa(config)# banner motd Think on These Things
ciscoasa(config)# banner exec Enter your password carefully
ciscoasa(config)# banner login Enter your password to log in
ciscoasa(config) # show running-config banner
asdm:

You successfully logged in to ASDM
exec:
Enter your password carefully
login:
Enter your password to log in
motd:
Think on These Things
The following example shows how to add a second line to the motd banner:
ciscoasa(config) # banner motd and Enjoy Today
ciscoasa(config) # show running-config banner motd
Think on These Things and Enjoy Today
Related Commands | Command Description

clear configure Removes all banners.

show running-config | Displays all banners.
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banner (group-policy)

To display a banner or welcome text on remote clients when they connect, use the banner command in
group-policy configuration mode. To delete a banner, use the Nno form of this command.

banner { value_string | none }
no banner

\)

Note Ifyou configure multiple banners under a VPN group policy, and you delete any one of the banners, all banners
are deleted.

Syntax Description  none Sets a banner with a null value, thereby disallowing a banner. Prevents inheriting a
banner from a default or specified group policy.

valuebanner_string Constitutes the banner text. Maximum string size is 4000 characters for post-login
banners. Use the “\n” sequence to insert a carriage return. The recommended
configuration is around 80 to 100 characters per line since clients and browser wrap it
up around that limit for display per line.

Command Default There is no default banner.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Group-policy * Yes — * Yes — —
configuration
Command History Release Modification
7.0(1) This command was added.
9.5(1) Increased the post-login banner length value to 4000.
Usage Guidelines The banner is locally configured on the ASA, and the user must click either Accept or Disconnect to the

post-login banner.

\}

Note The behavior on older architectures, such as IKEv1 and Secure Client version 3.0, is supported without error.

To prevent inheriting a banner, use the banner none command.
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The IPsec VPN client supports full HTML for the banner. However, the clientless portal and the Secure Client
support partial HTML. To ensure the banner displays correctly to remote users, follow these guidelines:

* For IPsec client users, use the /n tag.
* For Secure Client, use the <BR> tag.

* For clientless users, use the <BR> tag.

Examples The following example shows how to create a banner for the group policy named “FirstGroup™:

ciscoasa(config) # group-policy FirstGroup attributes
ciscoasa (config-group-policy) # banner

value Welcome to Cisco Systems

7.0.
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(Optional) Configures the base URL of the Clientless VPN. This URL is used in SAML metadata, which is
provided to third-party IdPs, so that IdPs can redirect endpoint users back to the ASA.

(Optional) From version 9.17.1, this command configures the base URL of the SAML service provider for
VPN authentication. This URL is used in SAML metadata, which is provided to third-party IdPs, so that IdPs
can redirect endpoint users back to the ASA.

To disable this feature, use the no form of this command

base-url { value string }
no base-url

Syntax Description

Command Default

Command Modes

base-url URL of the Clientless VPN

None.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.5(2) This command was added.

» When base-url is configured, it is the base URL of AssertionConsumerService and SingleLogoutService,
and is displayed in show saml metadata.

* When base-url is not configured, the base URL is created from the ASA’s hostname and domain-name.
For example, https://ssl-vpn.cisco.com is the base URL in show saml metadata when hostname is
“ssl-vpn” and domain-name is “cisco.com”.

» When neither base-url or hostname and domain-name are configured, show saml metadata displays an
error.

The following example sets up a base-url:

ciscoasa(config) # webvpn
ciscoasa (config-webvpn)# saml idp myIdp
ciscoasa (config-webvpn-saml-idp) # base url https://ClientlessVPN.com
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Related Commands

Command

Description

signature

Enable or disable signature in SAML request. By default, the signature is disabled.

timeout

Configures the SAML IdP timeout.

trugpoint

Configures the trustpoint in saml-idp sub-mode.

url

Configures the SAML IdP URL.
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basic-mapping-rule

To configure the basic mapping rule in a Mapping Address and Port (MAP) domain, use the
basic-mapping-rule command in MAP domain configuration mode. Use the no form of this command to
delete the basic mapping rule.

basic-mapping-rule
no basic-mapping-rule

Command Default No defaults.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
MAP domain * Yes — * Yes * Yes —
configuration
mode
Command History Release Modification
9.13(1) This command was introduced.
Usage Guidelines The customer edge (CE) device uses the basic mapping rule to determine its dedicated IPv4 addressing or

shared address and port set assignment. The CE device first translates the system’s IPv4 address to an [Pv4
address and port within the pool’s prefix and port range (using NAT44), then MAP translates the new IPv4
address to an IPv6 address within the pool defined by the rule’s IPv6 prefix. The packet is then ready to be
transmitted over the service provider’s IPv6-only network to a border relay (BR) device.

When you enter the basic-mapping-r ulecommand, you enter MAP domain basic mapping rule configuration
mode, where you can configure the IPv4, IPv6, and port properties of the rule.

Examples The following example creates a MAP-T domain named 1 and configures the translation rules for

the domain.

ciscoasa(config) # map-domain 1

ciscoasa (config-map-domain) # default-mapping-rule 2001:DB8:CAFE:CAFE: :/64
ciscoasa(config-map-domain) # basic-mapping-rule
ciscoasa(config-map-domain-bmr) # ipv4-prefix 192.168.3.0 255.255.255.0
ciscoasa (config-map-domain-bmr) # ipvé-prefix 2001:cafe:cafe:1::/64

ciscoasa (config-map-domain-bmr) # start-port 1024
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ciscoasa (config-map-domain-bmr) # share-ratio 16

Related Commands | Commands Description

basic-mapping-rule | Configures the basic mapping rule for a MAP domain.

default-mapping-rule| Configures the default mapping rule for a MAP domain.

ipv4-prefix Configures the IPv4 prefix for the basic mapping rule in a MAP domain.
ipv6-prefix Configures the IPv6 prefix for the basic mapping rule in a MAP domain.
map-domain Configures a Mapping Address and Port (MAP) domain.

shareratio Configures the number of ports in the basic mapping rule in a MAP domain.

show map-domain | Displays information about Mapping Address and Port (MAP) domains.

start-port Configures the starting port for the basic mapping rule in a MAP domain.
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basic-security

To define an action when the Security (SEC) option occurs in a packet header with IP Options inspection,
use the basic-security command in parameters configuration mode. To disable this feature, use the no form
of this command.

basic-security action { allow | clear }
no basic-security action { allow | clear }

Syntax Description

Command Default

Command Modes

allow Allow packets containing the Security IP option.

clear Remove the Security option from packet headers and then allow the packets.

By default, IP Options inspection drops packets containing the Security IP option.

You can change the default using the default command in the IP Options inspection policy map.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Parameters * Yes * Yes * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.5(1) This command was added.

This command can be configured in an IP Options inspection policy map.

You can configure IP Options inspection to control which IP packets with specific IP options are allowed
through the ASA. You can allow a packet to pass without change or clear the specified IP options and then
allow the packet to pass.

The following example shows how to set up an action for IP Options inspection in a policy map:

ciscoasa(config)# policy-map type inspect ip-options ip-options map
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p) # basic-security action allow
ciscoasa(config-pmap-p) # router-alert action allow

Related Commands

Command Description

class Identifies a class map name in the policy map.
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Command Description

class-map type inspect Creates an inspection class map to match traffic specific to an application.
policy-map Creates a Layer 3/4 policy map.

show running-config policy-map | Display all current policy map configurations.
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Syntax Description

Command Default

Command Modes

A-B Commands |

To enable BFD echo mode on the interface, use the bfd echo command in interface configuration mode. To
disable BFD echo mode, use the no form of this command.

bfd echo
no bfd echo

This command has not arguments or keywords.

BFD echo mode is disabled by default for BFD IPv4 sessions.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(2) This command was added.

Echo mode is enabled by default, but not supported in BFD IPv6 sessions. Entering the ho bfd echo command
without any keywords turns off the sending of echo packets and signifies that the ASA is unwilling to forward
echo packets received from BFD neighbor routers.

When echo mode is enabled, the minimum echo transmit interval and required minimum transmit interval
values are taken from the bfd interval milliseconds min_rx milliseconds parameters, respectively.

Before using BFD echo mode, you must disable the sending of Internet Control Message Protocol (ICMP)
redirect messages by entering the no ip redirects command to avoid high CPU utilization.

The following example associates a BFD template with a BFD map.

(config) # interface gigabitethernet 0/0
(config-if)# bfd echo

Related Commands

Command Description

authentication Configures authentication in a BFD template for single-hop and

multi-hop sessions.

bfd interval Configures the baseline BFD parameters on the interface.

. Cisco Secure Firewall ASA Series Command Reference, A-H Commands



| A-BCommands

bidecho ]

Command Description

bfd map Configures a BFD map that associates addresses with multi-hop
templates.

bfd slow-timers Configures the BFD slow timers value.

bfd template Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop | Configures the BFD template and enters BFD configuration mode.

clear bfd counters Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary Displays summary information for BFD.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |
B vidinterval

bfd interval

To configure the baseline BFD parameters on the interface, use the bfd command in interface configuration
mode. To remove the baseline BFD session parameters, use the no form of this command.

bfd interval milliseconds min_rx milliseconds multiplier multiplier-value
no bfd interval milliseconds min_rx milliseconds multiplier multiplier-value

Syntax Description interval Specifies the rate at which BFD control packets are sent to BFD peers. The range is 50 to
999 milliseconds.

min_rx Specifies the rate at which BFD control packets are expected to be received from BFD
peers. The range is 50 to 999 milliseconds.

multiplier Specifies the rate at which BFD control packets must be missed from a BFD peer before
BFD declares that the peer is unavailable and the Layer 3 BFD peer is informed of the
failure. The range is 3 to 50.

milliseconds The value in milliseconds.

multiplier-value The value of the multiplier.

Command Default This command has no default behavior or values.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.6(2) This command was added.

Examples The following example associates a BFD template with a BFD map.

(config) # interface gigabitethernet 0/0
(config-if)# bfd interval 50 min rx 50 multiplier 3
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Related Commands | Command Description

authentication Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,

bfd map Configures a BFD map that associates addresses with multi-hop
templates.

bfd slow-timers Configures the BFD slow timers value.

bfd template Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop | Configures the BFD template and enters BFD configuration mode.

clear bfd counters Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary Displays summary information for BFD.
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A-B Commands |

To configure a BFD map that associates addresses with multi-hop templates, use the bfd map command in
global configuration mode. To delete a BFD map, use the no form of this command.

bfd map { ipv4 | ipv6 } destination/cdir source/cdir template-name

no bfd map
Syntax Description ipv4 Configures an IPv4 address.
ipv6 Configures an IPv6 address.

destination/cdir The destination prefix/length.

source/cdir

The source prefix/length.

template-name Name of the BFD template associated with the BFD map.

Command Default

This command has no default behavior or values.

Command Modes

The following table shows the modes in which you can enter the command:

Command Mode

Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Examples

Release Modification

9.6(2) This command was added.

The following example associates a BFD template with a BFD map.

ciscoasa(config)# bfd map ipv4 10.11.11.0/24 10.36.42.5/32 multihop-templatel

Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo

Enables BFD echo mode on the interface,

bfd interval

Configures the baseline BFD parameters on the interface.
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Command Description
bfd slow-timers Configures the BFD slow timers value.
bfd template Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop | Configures the BFD template and enters BFD configuration mode.

clear bfd counters Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary Displays summary information for BFD.
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bfd slow-timers

To configure the BFD slow timers value, use the bfd slow-timers command in global configuration mode.

bgp slow-timers [ milliseconds ]

Syntax Description millissconds (Optional) The BFD slow timers value in milliseconds. The range is 1000 to 30,000. The default
is 1000.

Command Default The default value of the BFD slow timer is 1000 milliseconds.

Command Modes
The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration
Command History Release Modification

9.6(2) This command was added.

Examples The following example configures BFD slow timers for 14,000 milliseconds.
ciscoasa(config)# bfd slow-timers 14000
Related Commands Command Description

authentication Configures authentication in a BFD template for single-hop and
multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,

bfd interval Configures the baseline BFD parameters on the interface.

bfd map Configures a BFD map that associates addresses with multi-hop
templates.

bfd template Binds a single-hop BFD template to an interface.

bfd-template single-hop | multi-hop | Configures the BFD template and enters BFD configuration mode.

clear bfd counters Clears the BFD counters.
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Command Description

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive
forwarding path detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary

Displays summary information for BFD.
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bfd-template

To configure the BFD template and enter BFD configuration mode, use the bfd-template command in global
configuration mode. To disable a BFD template, use the no form of this command.

bfd-template [ single-hop | multi-hop ] template-name
no bfd-template [ single-hop | multi-hop ] template-name

Syntax Description

Command Default

Command Modes

single-hop Specifies a single-hop BFD template.

multi-hop Specifies a multi-hop BFD template.

template-name Name of the BFD template.

This command has no default behavior or values.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.6(2) This command was added.

Use this command to create a BFD template and enter BFD configuration mode. You can also specify a set
of BFD interval values in the template. BFD interval values specified as part of the BFD template are not
specific to a single interface.

The following example configures a single-hop BFD template.

ciscoasa(config)# bfd single-hop nodel
ciscoasa(config-bfd)# interval min-tx 100 min-rx 100 mulitplier 3

The following example configures multi-hop BFD template.

ciscoasa(config)# bfd multi-hop mh-template
ciscoasa(config-bfd)# interval min-tx 100 min-rx 100 mulitplier 3
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Related Commands

Command

Description

authentication

Configures authentication in a BFD template for single-hop and multi-hop sessions.

bfd echo Enables BFD echo mode on the interface,
bfd interval Configures the baseline BFD parameters on the interface.
bfd map Configures a BFD map that associates addresses with multi-hop templates.

bfd slow-timers

Configures the BFD slow timers value.

bfd template

Binds a single-hop BFD template to an interface.

clear bfd counters

Clears the BFD counters.

echo Configures echo in the BFD single-hop template.

neighbor Configures BFD support for BGP so that BGP is registered to receive forwarding path
detection failure messages from BFD.

show bfd drops Displays the numbered of dropped packets in BFD.

show bfd map Displays the configured BFD maps.

show bfd neighbors | Displays a line-by-line listing of existing BFD adjacencies.

show bfd summary

Displays summary information for BFD.
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bgp aggregate-timer

To set the interval at which BGP routes will be aggregated or to disable timer-based route aggregation, use
the bgp aggregate-timer command in address family configuration mode. To restore the default value, use the
no form of this command.

bgp aggregate-timer seconds
no bgp aggregate-timer

Syntax Description

Command Default

Command Modes

soonds The interval (in seconds) at which the system will aggregate BGP routes.
Valid values are in the range from 6 to 60 or else 0 (zero).
The default value is 30.

A value of 0 (zero) disables timer-based aggregation and starts aggregation immediately.

The default value of the bgp aggregate timer is 30 seconds.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode

Security Context

Routed Transparent Single Multiple
Context System
Address-family * Yes — * Yes * Yes —

configuration,
Address-family
IPv6 sub mode

Command History

Usage Guidelines

Examples

Release Modification

9.2(1) This command was added.

9.3(2) This command was modified to be supported in address-family IPv6 sub mode.

Use this command to change the default interval at which BGP routes are aggregated.

In very large configurations, even if the aggregate-address summary-only command is configured, more
specific routes are advertised and later withdrawn. To avoid this behavior, configure the bgp aggregate-timer
to 0 (zero), and the system will immediately check for aggregate routes and suppress specific routes.

The following example configures BGP route aggregation at 20-second intervals:

ciscoasa (config)# router bgp 50
ciscoasa(config-router)# address-family ipv4
ciscoasa (config-router-af)# bgp aggregate-timer 20
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The following example starts BGP route aggregation immediately:

ciscoasa(config)# router bgp 50

ciscoasa(config-router)# address-family ipv4

ciscoasa (config-router-af)# aggregate-address 10.0.0.0 255.0.0.0 summary-only
ciscoasa (config-router-af)# bgp aggregate-timer 20

Related Commands | Command Description
address-family Enters the address family configuration mode to configure a routing session using
ipv4 standard IP Version 4 (IPv4) address prefixes.

aggregate-address | Creates an aggregate entry in a Border Gateway Protocol (BGP) database.

Cisco Secure Firewall ASA Series Command Reference, A-H Commands .



A-B Commands |

. bgp always-compare-med

bgp always-compare-med

Syntax Description

Command Default

Command Modes

To enable the comparison of the Multi Exit Discriminator (MED) for paths from neighbors in different
autonomous systems, use the bgp always-compare-med command in router configuration mode. To disallow
the comparison, use the no form of this command.

bgp always-compare-med
no bgp always-compare-med

This command has no arguments or keywords.

ASA routing software does not compare the MED for paths from neighbors in different autonomous systems
if this command is not enabled or if the no form of this command is entered.

The MED is compared only if the autonomous system path for the compared routes is identical.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.2(1) This command was added.

The MED, as stated in RFC 1771, is an optional non-transitive attribute that is a four octet non-negative
integer. The value of this attribute may be used by the BGP best path selection process to discriminate among
multiple exit points to a neighboring autonomous system.

The MED is one of the parameters that is considered when selecting the best path among many alternative
paths. The path with a lower MED is preferred over a path with a higher MED. During the best-path selection
process, MED comparison is done only among paths from the same autonomous system. The bgp
always-compare-med command is used to change this behavior by enforcing MED comparison between all
paths, regardless of the autonomous system from which the paths are received.

The bgp deterministic-med command can be configured to enforce deterministic comparison of the MED
value between all paths received from within the same autonomous system.

In the following example, the local BGP routing process is configured to compare the MED from
alternative paths, regardless of the autonomous system from which the paths are received:

ciscoasa(config) # router bgp 5000
ciscoasa(config-router)# bgp always-compare-med
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Related Commands | Command Description

bgp Enforces the deterministic comparison of the Multi Exit Discriminator (MED) value
deterministic-med between all paths received from within the same autonomous system.
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bgp asnotation dot

Syntax Description

Command Default

Command Modes

To change the default display and regular expression match format of Border Gateway Protocol (BGP) 4-byte
autonomous system numbers from asplain (decimal values) to dot notation, use the bgp asnotation dot command
in router configuration mode. To reset the default 4-byte autonomous system number display and regular
expression match format to asplain, use the no form of this command.

bgp asnotation dot
no bgp asnotation dot

This command has no arguments or keywords.

BGP autonomous system numbers are displayed using asplain (decimal value) format in screen output, and
the default format for matching 4-byte autonomous system numbers in regular expressions is asplain.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Release Modification

9.2(1) This command was added.

Prior to January 2009, BGP autonomous system numbers that were allocated to companies were 2-octet
numbers in the range from 1 to 65535 as described in RFC 4271, A Border Gateway Protocol 4 (BGP-4).

Due to increased demand for autonomous system numbers, the Internet Assigned Number Authority (IANA)
will start in January 2009 to allocate four-octet autonomous system numbers in the range from 65536 to
4294967295. RFC 5396, Textual Representation of Autonomous System (AS) Numbers, documents three
methods of representing autonomous system numbers. Cisco has implemented the following two methods:

* Asplain—Decimal value notation where both 2-byte and 4-byte autonomous system numbers are
represented by their decimal value. For example, 65526 is a 2-byte autonomous system number and
234567 is a 4-byte autonomous system number.

» Asdot—Autonomous system dot notation where 2-byte autonomous system numbers are represented by
their decimal value and 4-byte autonomous system numbers are represented by a dot notation. For
example, 65526 is a 2-byte autonomous system number and 1.169031 is a 4-byte autonomous system
number (this is dot notation for the 234567 decimal numbers).

Cisco implementation of 4-byte autonomous system numbers uses asplain as the default display format for
autonomous system numbers, but you can configure 4-byte autonomous system numbers in both the asplain
and asdot format. In addition, the default format for matching 4-byte autonomous system numbers in regular
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expressions is asplain, so you must ensure that any regular expressions to match 4-byte autonomous system
numbers are written in the asplain format. If you want to change the default show command output to display
4-byte autonomous system numbers in the asdot format, use the bgp asnotation dot command under router
configuration mode. When the asdot format is enabled as the default, any regular expressions to match 4-byte
autonomous system numbers must be written using the asdot format, or the regular expression match will fail.
Tables below show that although you can configure 4-byte autonomous system numbers in either asplain or
asdot format, only one format is used to display show command output and control 4-byte autonomous system
number matching for regular expressions, and the default is asplain format.

To display 4-byte autonomous system numbers in show command output and to control matching for regular
expressions in the asdot format, you must configure the bgp asnotation dot command. After enabling the bgp
asnotation dot command, a hard reset must be initiated for all BGP sessions by entering the clearbgp *
command.

Table 3: Default Asplain 4-byte Autonomous System Number Format

Format | Configuration Format Show Command Output and Regular Expression Match Format

asplain | 2-byte: 1 to 65534-byte: 65536 to 4294967295 | 2-byte: 1 to 65534-byte: 65536 to 4294967295

asdot |2-byte: 1 to 65534-byte: 1.0 to 65535.65535 | 2-byte: 1 to 65534-byte: 65536 to 4294967295

Table 4: Asdot 4-Byte Autonomous System Number Format

Format | Configuration Format Show Command Output and Regular Expression Match Format

asplain | 2-byte: 1 to 655354-byte: 65536 to 4294967295 | 2-byte: 1 to 655354-byte: 1.0 to 65535.65535

asdot |2-byte: 1 to 655354-byte: 1.0 to 65535.65535 |2-byte: 1 to 655354-byte: 1.0 to 65535.65535

Examples

The following output from the show bgp summary command shows the default asplain format of
the 4-byte autonomous system numbers. Note the asplain format of the 4-byte autonomous system
numbers, 65536 and 65550.

ciscoasa (config-router)# show bgp summary
BGP router identifier 172.17.1.99, local AS number 65538
BGP table version is 1, main routing table version 1

Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Statd
192.168.1.2 4 65536 7 7 1 0 0 00:03:04 0
192.168.3.2 4 65550 4 4 1 0 0 00:00:15 0

The following configuration is performed to change the default output format to the asdot notation
format:

ciscoasa# configure terminal
ciscoasa(config) # router bgp 65538
ciscoasa (config-router)# bgp asnotation dot

After the configuration is performed, the output is converted to asdot notation format as shown in
the following output from the show bgp summary command. Note the asdot format of the 4-byte
autonomous system numbers, 1.0 and 1.14 (these are the asdot conversions of the 65536 and 65550
autonomous system numbers).
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ciscoasa(config-router)# show bgp summary
BGP router identifier 172.17.1.99, local AS number 1.2
BGP table version is 1, main routing table version 1

Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Statd
192.168.1.2 4 1.0 9 9 1 0 0 00:04:13 0
192.168.3.2 4 1.14 6 6 1 0 0 00:01:24 0

After the bgp asnotation dot command is configured, the regular expression match format for 4-byte
autonomous system paths is changed to asdot notation format. Although a 4-byte autonomous system
number can be configured in a regular expression using either asplain format or asdot format, only
4-byte autonomous system numbers configured using the current default format are matched. In the
first example, the show bgp regexp command is configured with a 4-byte autonomous system number
in asplain format. The match fails because the default format is currently asdot format and there is
no output. In the second example using asdot format, the match passes and the information about
the 4-byte autonomous system path is shown using the asdot notation.

ciscoasa (config-router)# show bgp regexp "65536%
ciscoasa (config-router)# show bgp regexp "~1\.0$
BGP table version is 2, local router ID is 172.17.1.99

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*>10.1.1.0/24 192.168.1.2 0 0 1.0 1

A\

Note The asdot notation uses a period, which is a special character in Cisco regular expressions. To remove
the special meaning, use a backslash before the period.

Related Commands | Command Description
show bgp Displays the status of all Border Gateway Protocol (BGP) connections.
summary

show bgp regexp | Displays routes matching the autonomous system path regular expression.
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bgp bestpath compare-routerid

Syntax Description

Command Default

Command Modes

To configure a Border Gateway Protocol (BGP) routing process to compare identical routes received from
different external peers during the best path selection process and to select the route with the lowest router
ID as the best path, use the bgp bestpath compare-routerid command in router configuration mode.

To return the BGP routing process to the default operation, use the no form of this command.

bgp bestpath compare-routerid
no bgp bestpath compare-routerid

This command has no arguments or keywords.
The behavior of this command is disabled by default; BGP selects the route that was received first when two

routes with identical attributes are received.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes * Yes
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.2(1) This command was added.

The bgp bestpath compare-routerid command is used to configure a BGP routing process to use the router ID
as the tie breaker for best path selection when two identical routes are received from two different peers (all
the attributes are the same except for the router ID). When this command is enabled, the lowest router ID will
be selected as the best path when all other attributes are equal.

In the following example, the BGP routing process is configured to compare and use the router ID
as a tie breaker for best path selection when identical paths are received from different peers:

ciscoasa (config)# router bgp 5000
ciscoasa(config-router)# bgp bestpath compare-routerid
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bgp bestpath med missing-as-worst

Syntax Description

Command Default

Command Modes

To configure a Border Gateway Protocol (BGP) routing process to assign a value of infinity to routes that are
missing the Multi Exit Discriminator (MED) attribute (making the path without a MED value the least desirable
path), use the bgp bestpath med missing-as-worst command in router configuration mode. To return the router
to the default behavior (assign a value of 0 to the missing MED), use the no form of this command.

bgp bestpath med missing-as-wor st

no bgp bestpath med missing-as-wor st

bgp bestpath med missing-as-worst

This command has no arguments or keywords.

ASA software assigns a value of 0 to routes that are missing the MED attribute, causing the route with the

missing MED attribute to be considered the best path.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Router * Yes — * Yes * Yes * Yes
configuration

Command History

Examples

Release Modification

9.2(1) This command was added.

In the following example, the BGP router process is configured to consider a route with a missing
MED attribute as having a value of infinity (4294967294), making this path the least desirable path:

ciscoasa (config)# router bgp 5000
ciscoasa (config-router)# bgp bestpath med missing-as-worst
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bgp-community new-format

Syntax Description

Command Default

Command Modes

To configure BGP to display communities in the format AA:NN (autonomous system:community number/4-byte
number), use the bgp-community new-format command in global configuration mode. To configure BGP to
display communities as a 32-bit number, use the no form of this command.

bgp-community new-format
no bgp-community new-for mat

This command has no arguments or keywords.
BGP communities (also when entered in the AA:NN format) are displayed as a 32-bit numbers if this command

is not enabled or if the no form is entered.

The following table shows the modes in which you can enter the command:

Command Mode | Firewall Mode Security Context
Routed Transparent Single Multiple
Context System
Global * Yes — * Yes * Yes —
configuration

Command History

Usage Guidelines

Examples

Release Modification

9.2(1) This command was added.

The bgp-community new-format command is used to configure the local router to displa