Appendix

* Event Notifications, on page 1
* Syslog Messages, on page 31

Event Notifications

Event Type Notification | Notification Output Example
Trigger
WANTHPRINBV | DHCP
renew <?xm} YerS}on: 1.0" encoding="UTF-8"?2>
. <notification
gperanon xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
1S <eventTime>2017-04-26T18:06:46.142089+00:00</eventTime>
pﬂﬁlﬂﬁﬁl <nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">
<user id>NA</user id>
<config change>false</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_ code>
<status_message>Wan DHCP IP address is being
renewed</status_message>
<details>NA</details>
<event type>WAN DHCP RENEW</event type>
</nfvisEvent>
</notification>
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Event Type Notification | Notification Output Example
Trigger
BOEHPRINBY | Bridge
DHCP <?xml version="1.0" encoding="UTF-8"?>
<notification
renew xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
operaﬁon <eventTime>2018-04-26T09:47:06.066264+00:00</eventTime>
is <nfvisEvent
pedbnnai xmlns="http://www.cisco.com/nfvis/notifier">
<user id>NA</user id>
<config change>false</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Bridge DHCP IP address is being
renewed</status_message>
<details>NA</details>
<event_ type>BRIDGE DHCP_ RENEW</event type>
</nfvisEvent>
</notification>
NIFSAUSAHANE | Interface
status is <?xml version="1.0" encoding="UTF-8"?>
<notification
Changed' xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-04-26T18:12:09.963556+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<event type>INTF STATUS_ CHANGE</event type>
<intf name>eth7</intf name>
<intf prv op>up</intf prv op>
<intf op>down</intf op>
<intf prv link>down</intf prv link>
<intf link>down</intf link>
</nfvisEvent>
</notification>
NEWCRK (REAIE | A
network <?xml version="1.0" encoding="UTF-8"?>
. <notification
18 xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
created. <eventTime>2016-09-22T12:41:04.564298+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_message>Network created succesfully</status message>
<event type>NETWORK CREATE</event type>
<network name>testnl</network name>
<network bridge>test-net-br</network bridge>
<network sriov>false</network sriov>
<network vlan/>
<network trunk/>
</nfvisEvent>
</notification>
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Event Type Notification | Notification Output Example
Trigger
NEWCRK UDAE | A . .
network <?xm% Yers%on:"l.O" encoding="UTF-8"?>
. <notification
18 xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
updaled. <eventTime>2016-09-22T12:42:03.391986+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_message>Network updated succesfully</status message>
<event type>NETWORK UPDATE</event type>
<network_name>testnl</network_name>
<network bridge/>
<network_ sriov/>
<network vlan/>
<network_ trunk/>
</nfvisEvent>
</notification>
NEWCRKTHEE | A . .
network <?xm% Yers%on:“l.O“ encoding="UTF-8"?>
. <notification
18 xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
deleted. <eventTime>2016-09-22T12:42:03.391986+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_message>Network deleted succesfully</status message>
<event type>NETWORK DELETE</event type>
<network name>testnl</network name>
<network bridge/>
<network sriov/>
<network vlan/>
<network trunk/>
</nfvisEvent>
</notification>
RRAERKBIR | System . .
upgrade <?xm} Yers%on:“l.O“ encoding="UTF-8"?>
. <notification
18 xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
registered. | <eventTime>2017-04-26T15:57:50.434636+00:00</eventTime>

<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user id>NA</user id>

<config change>true</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_ code>

<status_message>Upgrade package registration successful:
Cisco NFVIS Upgrade-3.6.1-698-20170402 042811.nfvispkg</status message>|

<event_ type>UPGRADE REGISTER</event type>
</nfvisEvent>
</notification>
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Event Type Notification | Notification Output Example
Trigger
URRADE APLY | System
upgrade <?xml version="1.0" encoding="UTF-8"?>
. <notification
18 xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
applied. <eventTime>2017-04-26T16:02:43.885516+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>NA</user id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Upgrade Process: In Progress</status_message>
<event type>UPGRADE APPLY</event type>
</nfvisEvent>
</notification>
FORIIGBHAEE | Rotated . .
logsolder <?xml version="1.0" encoding="UTF-8"7?>
than 30 crpetreply ;
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
days are | <ok/>
deleted |</rpc-reply>
bythe <?xm% Yers%on:“l.O“ encoding="UTF-8"?>
<notification
system. xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">

<eventTime>2017-04-26T17:38:10.321152+00:00</eventTime>
<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user id>NA</user id>

<config change>true</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_code>

<status_message>Deleted rotated logs from archive older than 30
days</status_message>

<details>NA</details>

<event type>ROTATED_ LOGS_DELETE</event type>
</nfvisEvent>
</notification>
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Trigger
FORIIGENEE | Older
logs <?xml version="1.0" encoding="UTF-8"?>
<rpc-reply
deleted xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
by the <ok/>
system |</rpc-reply>
when the <?xml version="1.0" encoding="UTF-8"?>
<notification
total file xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
size of <eventTime>2017-04-26T17:42:10.321152+00:00</eventTime>
rotated <nfvisEvent
logs xmlns="http://www.cisco.com/nfvis/notifier">
<user id>NA</user id>
exceeds <confzg_change>trae</config_change>
2GB. <transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Rotated logs had exceeded 2G, older logs have been
deleted to make space</status_message>
<details>NA</details>
<event type>ROTATED_ LOGS_DELETE</event type>
</nfvisEvent>
</notification>
REBOOT system
reboot <?xml version="1.0" encoding="UTF-8"?>

<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2018-04-26T09:37:47.387525+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>false</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>System will be rebooted</status message>
<details>NA</details>
<event type>REBOOT</event type>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Event Type Notification | Notification Output Example
Trigger

SHUTDOWN | system

2 1 =n " 1 =n —_ no
shutdown <?xml version="1.0" encoding="UTF-8"7?>

<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2018-04-26T09:47:06.066264+00:00</eventTime>
<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user_id>admin</user_id>

<config change>false</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_code>

<status_message>System will be shutdown</status message>

<details>NA</details>

<event type>SHUTDOWN</event type>

<hostname>NFVIS</hostname>

</nfvisEvent>
</notification>
FTROBAMAG | create
secure <not1f1c§tlon
| <eventTime> 2018-11-02T04:23:02.641317+00:00
overlay <nfvisEvent

<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_ code>
<status_message>Secure Overlay mgmthub initial creation. Active

local bridge: wan-br</status message>
<details>NA</details>
<event_ type>SECURE_OVERLAY CREATING<event type>
<severity> INFO</severity>
<hostname>nfvis</hostname>

</nfvisEvent>

</notification>

SO REOHAYP | Secure
Overlay
is UP

<?xml version="1.0" encoding="UTF-8"7?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2018-04-26T09:47:06.066264+00:00</eventTime>
<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user id>admin</user id>

<config change>true</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_code>

<status message>Secure Overlay mgmthub up. Active bridge:
wan-br</status_message>

<details>Secure overlay initial creation</details>

<event type>SECURE OVERLAY UP</event type>

<severity>INFO</severity>

<hostname>NFVIS</hostname>

</nfvisEvent>
</notification>
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Trigger
WADESAEORR | WAN
bﬁdge <?xml version="1.0" encoding="UTF-8"?>
<notification
tOggk: xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2018-04-26T09:47:06.066264+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Switch over to bridge wan2-br for auto DHCP
enablement successful</status message>
<details>NA</details>
<event type>WAN DHCP SWITCHOVER</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
WALHPTRIERD | WAN
bﬁdge <?xml version="1.0" encoding="UTF-8"?>
<notification
toggle xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">

<eventTime>2018-04-26T09:47:06.066264+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>admin</user_ id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Disabling bridge toggle for auto DHCP
enablement.</status_message>
<details>NA</details>
<event_ type>WAN DHCP TOGGLE END</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Event Type Notification | Notification Output Example
Trigger
RYHEBTINIY | To start
route <?xml version="1.0" encoding="UTF-8"?>
e . <notification
distribution xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Route Distribution initial creation. Neighbor
Address: 172.25.221.106</status_message>
<details>NA</details>
<event type>ROUTE DISTRIBUTION START</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
KUEMBRTNIWN | Route
distribution <?xml version="1.0" encoding="UTF-8"?>
. <notification
is down

xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user id>admin</user_ id>

<config change>true</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_code>

<status message>Neighbor Address: 172.25.221.106</status message>

<details>NA</details>
<event_ type>ROUTE_DISTRIBUTION DOWN</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>

</nfvisEvent>

</notification>
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Event Type

Notification
Trigger

Notification Output Example

Route
distribution
in error

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user_id>admin</user_id>

<config change>true</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_code>

<status_message>Neighbor Address: 172.25.221.106</status_message>

<details>NA</details>
<event type>ROUTE DISTRIBUTION ERROR</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>

</nfvisEvent>

</notification>

Route
distribution
deleted

<?xml version="1.0" encoding="UTF-8"7?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>admin</user_ id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status message>All Neighbor Addresses deleted</status message>
<details>NA</details>
<event type>ROUTE DISTRIBUTION DELETE</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Event Type

Notification
Trigger

Notification Output Example

Route
distribution
up

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent

xmlns="http://www.cisco.com/nfvis/notifier">

<user_id>admin</user_id>

<config change>true</config change>

<transaction id>0</transaction id>

<status>SUCCESS</status>

<status_code>0</status_code>

<status_message>Neighbor Address: 172.25.221.106</status_message>

<details>NA</details>
<event type>ROUTE DISTRIBUTION UP</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>

</nfvisEvent>

</notification>

OVSIHK SIS

Enable
DPDK

<?xml version="1.0" encoding="UTF-8"7?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>admin</user_ id>
<config change>false</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>0OVS-DPDK enabled</status_message>
<details>NA</details>
<event type>OVS DPDK SUCCESS</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>

OVSIHXRIRE

DPDK
failure

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>admin</user id>
<config change>false</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Unable to allocate CPU</status message>
<details>NA</details>
<event type>OVS DPDK FAILURE</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Event Type

Notification
Trigger

Notification Output Example

RNCROVENAHE

Enable
SR-IOV
to 2 vfs

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Physical Interface: ethO-1 Number of VFs
2</status_message>
<details>NA</details>
<event_ type>PNIC_SRIOV_ENABLE</event_ type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>

ENCROVIMHE

Disable
SR-IOV

<?xml version="1.0" encoding="UTF-8"7?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>admin</user_ id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status message>Physical Interface: eth0O-1 Number of VFs
0</status_message>
<details>NA</details>
<event_ type>PNIC SRIOV_DISABLE</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Trigger
ENCSOVBVAHE | Enable of
disable <?xml version="1.0" encoding="UTF-8"?>
<notification
SR-IOV xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
in error <eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Physical Interface: ethO-1 Number of VFs
2</status_message>
<details>NA</details>
<event_ type>PNIC_SRIOV_ENABLE</event_ type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
PCSROVUDAE | Set
switchmode <?xml version="1.0" encoding="UTF-8"?>
<notification
to xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
veb/vepa | <eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>

<nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user id>admin</user_ id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status message>Physical Interface: eth0O-1 Switchmode
vepa</status_message>
<details>NA</details>
<event_ type>PNIC SRIOV_UPDATE</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Trigger
INCROVUDAE | Set
switchmode <?xml version="1.0" encoding="UTF-8"?>
<notification
to xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
veb/vepa | <eventTime>2019-03-15T21:46:28.034133+00:00</eventTime>
in error <nfvisEvent
xmlns="http://www.cisco.com/nfvis/notifier">
<user_id>admin</user_id>
<config change>true</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status_message>Physical Interface: eth0O-1 Switchmode
vepa</status_message>
<details>NA</details>
<event_ type>PNIC_SRIOV_UPDATE</event_ type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
HROVECENAHBD | Enable
. <?xml version="1.0" encoding="UTF-8"?>
POTsauous <notification
mode

xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-03-27T19:58:52.333682+00:00</eventTime>
<nfvisEvent
<user id>admin</user_ id>
<config change>false</config change>
<transaction id>0</transaction id>
<status>SUCCESS</status>
<status_code>0</status_code>
<status message>GE0-0: promiscuous mode enabled</status message>
<details>GE0-0: promiscuous mode enabled</details>
<event type>PROMISC ENABLED</event type>
<severity>INFO</severity>
<hostname>NFVIS</hostname>
</nfvisEvent>
</notification>
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Event Type

Nofication
Trigger

Notification Output Example

CREATE MAGE

The VM
image is

registered.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:12:30.76+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Image creation completed
successfully.</status_message>
<image>isrv-universalk9.16.03.01.tar.gz</image>
<vm_source></vm_source>
<vm_target></vm_target>
<event>
<type>CREATE IMAGE</type>
</event>
</vmlcEvent>
</notification>

DHETE MAGE

The VM
image is

unegered

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:14:51.169+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status code>
<status_message>Image deletion completed
successfully.</status message>
<image>isrv-universalk9.16.03.01.tar.gz</image>
<vm_source></vm_source>
<vm_target></vm_target>
<event>
<type>DELETE IMAGE</type>
</event>
</vmlcEvent>
</notification>
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Event Type

Nofication
Trigger

Notification Output Example

(REAIEHACR

A flavor
1S
created.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:12:29.685+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Flavor creation completed
successfully.</status_message>
<flavor>ISRv-small</flavor>
<vm_source></vm_source>
<vm_target></vm_target>
<event>
<type>CREATE FLAVOR</type>
</event>
</vmlcEvent>
</notification>

DHEEHACR

A flavor
is
deleted.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:14:51.425+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status code>
<status_message>Flavor deletion completed
successfully.</status message>
<flavor>ISRv-small</flavor>
<vm_source></vm_source>
<vm_target></vm_target>
<event>
<type>DELETE_ FLAVOR</type>
</event>
</vmlcEvent>
</notification>
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Event Type Notiicaion | Notification Output Example
Trigger
VM DEPLOYED | The VM
is <?xml version="1.0" encoding="UTF-8"?>
od. <notification
deoy xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">

<eventTime>2016-11-17T17:19:16.927+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>VIM Driver: VM successfully created, VM Name:
[SystemAdminTena ROUTER 0 df6733c1-0768-4ae6-8dce-b223ecdo036c]</status message>

<depname>1479341445</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<depid>c64d79db-3a29-41a8-8114-c80d42731a5b</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>d18dd252-80c8-44£f2-ab66-d4481790bb79</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<port_id>vnetO0</port_ id>
<network>int-mgmt-net</network>
<subnet>N/A</subnet>
<ip_address>10.20.0.2</ip_address>
<mac_address>52:54:00:31:c5:7f</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port_id>vnetl</port_ id>
<network>wan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:59:52:41</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>172.19.181.152</gateway>
</interface>
</interfaces>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM DEPLOYED</type>
</event>
</vmlcEvent>
</notification>
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vmicEvent .

Event Type Notiicaion | Notification Output Example
Trigger
VM_ALIVE |The
2 3 =" " 3 =" —_ "o
state of <.xm} yerS}on 1.0" encoding="UTF-8"?>
<notification
a . xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
monitored | <eventTime>2016-11-17T17:22:47.306+00:00</eventTime>
VM <vmlcEvent
becomes xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
ACTIVE.

<status_code>200</status_code>
<status_message>VM Alive event received, VM ID:
[SystemAdminTena ROUTER 0 df6733c1-0768-4ae6-8dce-b223ecdo036c]</status message>

<depname>1479341445</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<depid>c64d79db-3a29-41a8-8114-c80d42731a5b</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>d18dd252-80c8-44f2-ab66-d4481790bb79</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<port_id>vnetO0</port_ id>
<network>int-mgmt-net</network>
<subnet>N/A</subnet>
<ip_address>10.20.0.2</ip_address>
<mac_address>52:54:00:31:c5:7f</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port_id>vnetl</port_ id>
<network>wan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:59:52:41</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>172.19.181.152</gateway>
</interface>
</interfaces>
</vm_source>
<vm_target></vm_ target>
<event>
<type>VM ALIVE</type>
</event>
</vmlcEvent>
</notification>
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Appendix |

Event Type Notiicaion | Notification Output Example
Trigger
WIWNHIOMD | The VM
is <?xml version="1.0" encoding="UTF-8"?>

<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:31:40.6+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>204</status_code>
<status message>VIM Driver: VM successfully deleted</status message>|

<depname>1479341445</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<depid>c64d79db-3a29-41a8-8114-c80d42731a5b</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>d18dd252-80c8-44f2-ab66-d4481790bb79</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<port_id>vnetO0</port_id>
<network>int-mgmt-net</network>
<subnet>N/A</subnet>
<ip_address>10.20.0.2</ip_address>
<mac_address>52:54:00:31:c5:7f</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port_id>vnetl</port_ id>
<network>wan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:59:52:41</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>172.19.181.152</gateway>
</interface>
</interfaces>
</vm_source>
<vm_target></vm_ target>
<event>
<type>VM UNDEPLOYED</type>
</event>
</vmlcEvent>
</notification>
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SRIEUDAID

The VM
is
updated.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:51:45.5+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Service group update completed
successfully</status message>
<depname>1479342258</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<depid>827e871a-30d5-4f5f-a05a-263b7ee3a734</depid>
<vm_source></vm_source>
<vm_target></vm_ target>
<event>
<type>SERVICE UPDATED</type>
</event>
</vmlcEvent>
</notification>

VM_STOPPED

The VM
is
stopped
per VM
action
requrest.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-17T17:26:05.762+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status code>
<status_message>Successfully stopped VM
[SystemAdminTena ROUTER 0 df6733cl-0768-4ae6-8dce-b223ecdp036c] .</status message>

<depname>1479341445</depname>
<tenant>admin</tenant>
<tenant_id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>c64d79db-3a29-41a8-8114-c80d42731a5b</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>d18dd252-80c8-44f2-ab66-d4481790bb79</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM STOPPED</type>
</event>
</vmlcEvent>
</notification>
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Event Type Notiicaion | Notification Output Example
Trigger
VM _STARTED | The VM
is <?xml version="1.0" encoding="UTF-8"?>
d <notification
starte xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
per VM | <eventTime>2016-11-17T17:26:40.398+00:00</eventTime>
action <vmlcEvent
_n N : 0 0 "
request. xmlns="http://www.cisco.com/nfvis/vm lifecycle">

<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Started VM

[SystemAdminTena ROUTER 0 df6733c1-0768-4ae6-8dce-b223ecdb036¢] .</status message>

<depname>1479341445</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>c64d79db-3a29-41a8-8114-c80d42731a5b</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>d18dd252-80c8-44f2-ab66-d4481790bb79</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM STARTED</type>
</event>
</vmlcEvent>
</notification>
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Trigger

VM REBOOTED | The VM

is <?xml version="1.0" encoding="UTF-8"?>
<notification
rebooted xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
per VM | <eventTime>2016-11-17T17:36:56.5+00:00</eventTime>
action <vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Rebooted VM
[SystemAdminTena ROUTER 0 f17fc494-8535-4b05-b88d-f0fd2effdc7d]</status message>

request.

<depname>1479342258</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>827e871a-30d5-4f5f-al05a-263b7ee3a734</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>d918a3bl-f2a9-4065-9d8e-2135b0a37d87</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM REBOOTED</type>
</event>
</vmlcEvent>
</notification>
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Event Type Notiicaion | Notification Output Example
Trigger
WRCOMRYNT | A
monitored <?xml version="1.0" encoding="UTF-8"?>
. <notification
VM is xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
not <eventTime>2016-11-17T16:27:51.627+00:00</eventTime>
reachable. | <vmlcEvent

xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Recovery event for VM
[SystemAdminTena ROUTER 0 40ael8be-5930-4d94-95ff-dbb0b56efl2b] trigge
red. Processing Auto healing. Proceeding with
Recovery.</status_message>
<depname>1479328919</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>9e7fedf8-a5f4-4a6d-aad7-121405bedbad</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>000883fc-77£3-4b%e-aaf6-0£31d88a8f67</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM RECOVERY INIT</type>
</event>
</vmlcEvent>
</notification>
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Event Type Notiicaion | Notification Output Example
Trigger
WEREOHRBEIT | Recovery
reboot <?xml version="1.0" encoding="UTF-8"?>
<notification
starts xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
for the <eventTime>2016-11-17T16:27:53.979+00:00</eventTime>
monitored | <vmlcEvent
VM xmlns="http://www.cisco.com/nfvis/vm lifecycle">
o <status>SUCCESS</status>
which is <status_code>200</status_code>
not <status_message>VM
reachable. | [SystemAdminTena ROUTER 0 40ael8be-5930-4d94-95ff-dbb0b56efl2b] is

being rebooted.
</statu
s _message>
<depname>1479328919</depname>
<tenant>admin</tenant>
<tenant_id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>9e7fedf8-a5f4-4a6d-aad7-121405bedbad</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>000883fc-77f3-4b%e-aaf6-0£31d88a8f67</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM RECOVERY REBOOT</type>
</event>
</vmlcEvent>
</notification>
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Trigger

WHRORCMVEE | Recovery

2 3 =" " 3 =" —_ "o
reboot <?xml version="1.0" encoding="UTF-8"?>

<notification
alnpk&s xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
for the <eventTime>2016-11-17T16:31:26.934+00:00</eventTime>
monttored | <vmlcEvent
VM xmlns="http://www.cisco.com/nfvis/vm lifecycle">
? <status>SUCCESS</status>
<status_code>200</status_code>
not <status_message>Successfully recovered VM
reachable. | [SystemAdminTena ROUTER 0 40ael8be-5930-4d94-95ff-dbb0b56efl2b].<
status_message>
<depname>1479328919</depname>
<tenant>admin</tenant>
<tenant_ id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>9e7fedf8-a5f4-4a6d-aad7-121405bedbad</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>000883fc-77£3-4b%e-aaf6-0£31d88a8f67</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target>
<vmid>000883fc-77£3-4b%e-aaf6-0£31d88a8f67</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<port_id>vnetO0</port_id>
<network>int-mgmt-net</network>
<subnet>N/A</subnet>
<ip_address>10.20.0.2</ip_address>
<mac_address>52:54:00:7b:3f:de</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port_id>vnetl</port_ id>
<network>wan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:96:8a:4d</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>172.19.181.152</gateway>
</interface>
</interfaces>
</vm_target>
<event>
<type>VM RECOVERY COMPLETE</type>
</event>
</vmlcEvent>
</notification>

which is
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WIMNCRUNET

I'E .
is
disabled
per VM
action
request.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-18T13:36:43.613+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Unset monitor completed successfully</status message>|

<depname>1479413090</depname>

<tenant>admin</tenant>

<tenant_ id>AdminTenantId</tenant id>

<svcid>NULL</svcid>

<depid>742dd335-330c-4bf0-a75d-a44003c645c5</depid>

<vm_group>ROUTER</vm_group>

<vm_source>
<vmid>23ec3793-37ab-4ec2-a978-a10e08585fdd</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>

</vm_source>

<vm_target></vm_target>

<event>
<type>VM MONITOR UNSET</type>

</event>

</vmlcEvent>
</notification>

WWIMNKRST

I'E .
is
enabled
per VM
action
request.

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-11-18T13:40:15.276+00:00</eventTime>
<vmlcEvent
xmlns="http://www.cisco.com/nfvis/vm lifecycle">
<status>SUCCESS</status>
<status_code>200</status code>
<status message>Set monitor completed successfully</status message>

<depname>1479413090</depname>
<tenant>admin</tenant>
<tenant_id>AdminTenantId</tenant id>
<svcid>NULL</svcid>
<depid>742dd335-330c-4bf0-a75d-a44003c645c5</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>23ec3793-37ab-4ec2-a978-a10e08585fdd</vmid>
<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM MONITOR SET</type>
</event>
</vmlcEvent>
</notification>
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VM UPDATED | VM's
flavor is
changed.
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Notification Output Example

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-08T00:50:39.034+00:00</eventTime>
<vmlcEvent
xmlns="'http://www.cisco.com/nfvis/vm lifecycle'>
<status>SUCCESS</status>
<status_code>200</status_code>
<status message>VM is resized with flavor
[ISRv-medium] .</status_message>
<user name>admin</user name>
<depname>1512766000</depname>
<tenant>admin</tenant>
<tenant_ id>adminUUID</tenant_ id>
<depid>92cllaal-f6dd-47d1-948f-c8c65b%ef70f</depid>
<vm_group>ROUTER</vm_group>
<vm_source>
<vmid>1a6£587e-2779-4087-b84d-c0a2c8a481bl</vmid>

<vmname>1512766000 ROUTER 0 60d15064-0c6d-49b9-aa4a-80587£626004</vmname>|

<hostid>NFVIS</hostid>
<hostname>nfvis</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<type>virtual</type>
<port_id>vnicO0</port_id>
<network>int-mgmt-net</network>
<subnet>N/A</subnet>
<ip_ address>10.20.0.3</ip_address>
<mac_address>52:54:00:3c:ee:5b</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<type>virtual</type>
<port_id>vnicl</port_id>
<network>wan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:70:06:4a</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>172.19.181.152</gateway>
</interface>
<interface>
<nicid>2</nicid>
<type>virtual</type>
<port_id>vnic2</port_id>
<network>lan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:c7:30:1c</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>192.168.1.1</gateway>
</interface>
</interfaces>
</vm_source>
<event>
<type>VM UPDATED</type>
</event>
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</vmlcEvent></notification>]]>]]>

<?xml version="1.0" encoding="UTF-8"?>

<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-08T00:50:39.06+00:00</eventTime>
<vmlcEvent
xmlns='http://www.cisco.com/nfvis/vm lifecycle'>
<status>SUCCESS</status>
<status_code>200</status_code>
<status message>Service group update completed

successfully</status message>
<user name>admin</user name>
<depname>1512766000</depname>
<tenant>admin</tenant>
<tenant_ id>adminUUID</tenant_ id>
<depid>92cllaal-f6dd-47d1-948f-c8c65b9%ef70f</depid>
<event>

<type>SERVICE UPDATED</type>

</event>
</vmlcEvent>
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VM _UPDATED

VNIC is
added,
deleted
or
updated.
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<?xml version="1.0" encoding="UTF-8"?>
<notification
xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-12-08T02:10:56.184+00:00</eventTime>
<vmlcEvent

xmlns="http://www.cisco.com/nfvis/vm lifecycle'>

<status>SUCCESS</status>

<status_code>200</status_code>

<status_message>Added 1 interface: [managed, net=my-net-1, nicid=3]
Updated 2 interface: [managed, net=lan-net, nicid=1], [managed,
net=wan-net, nicid=2]</status message>

<user name>admin</user name>

<depname>1512766000</depname>

<tenant>admin</tenant>

<tenant_ id>adminUUID</tenant_ id>

<depid>92cllaal-f6dd-47d1-948f-c8c65b%ef70f</depid>

<vm_group>ROUTER</vm_group>

<vm_source>

<vmid>1a6f587e-2779-4087-b84d-c0a2c8a481lbl</vmid>

<vmname>1512766000 ROUTER 0 60d15064-0c6d-49b9-aa4a-80587£626004</vmname>|

<hostid>NFVIS</hostid>
<hostname>nfvis</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<type>virtual</type>
<port_id>vnicO0</port_id>
<network>int-mgmt-net</network>
<subnet>N/A</subnet>
<ip_ address>10.20.0.3</ip_address>
<mac_address>52:54:00:3c:ee:5b</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<type>virtual</type>
<port_id>vnicl</port_ id>
<network>lan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:70:06:4a</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>192.168.1.1</gateway>
</interface>
<interface>
<nicid>2</nicid>
<type>virtual</type>
<port_id>vnic2</port_id>
<network>wan-net</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:c7:30:1c</mac_address>
<netmask>255.255.255.0</netmask>
<gateway>172.19.181.152</gateway>
</interface>
<interface>
<nicid>3</nicid>
<type>virtual</type>
<port_id>vnic3</port_id>
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Trigger

Event Type

Notification Output Example

<network>my-net-1</network>
<subnet>N/A</subnet>
<mac_address>52:54:00:66:b5:cl</mac_address>
</interface>
</interfaces>
</vm_source>
<event>
<type>VM UPDATED</type>
</event>
</vmlcEvent>

Syslog Messages

Event

Trigger Condition Syslog Messages

NETWORK CREATE

create a new network nfvis %SYS-6-NETWORK CREATE: Network my-net

created successfully

NETWORK_UPDATE

modify an existing
network

nfvis %SYS-6-NETWORK_UPDATE: Network my-net
updated successfully

NETWORK DELETE

delete a network nfvis %SYS-6-NETWORK DELETE: Network my-net

deleted successfully

BRIDGE CREATE

create a new bridge nfvis %SYS-6-BRIDGE CREATE: Bridge created

successfully: my-bridge

BRIDGE UPDATE

modify an existing nfvis %SYS-6-BRIDGE UPDATE: Updated bridge
bridge successfully: my-bridge

BRIDGE DELETE

delete a bridge nfvis %SYS-6-BRIDGE DELETE: Bridge deleted

successfully: my-bridge

WAN _DHCP_RENEW

dhcp renew from wan
interface

nfvis %SYS-6-WAN_DHCP_RENEW: wan-br DHCP
IP address is being renewed

BRIDGE DHCP RENEW

bridge dhcp renew nfvis %SYS-6-BRIDGE DHCP RENEW: Bridge DHCP

IP address is being renewed

MGMT _DHCP_RENEW

dhep renew from MGMT | nfvis %SYS-6-MGMT DHCP_RENEW: wan-br DHCP
interface IP address is being renewed

INTF STATUS CHANGE

interface status change |nfvis %SYS-6-INTF_STATUS CHANGE: Interface
eth0, changed state to up

UPGRADE REGISTER

upgrade package
registration

nfvis %SYS-6-UPGRADE REGISTER: Upgrade
package registration successful:
Cisco NFVIS Upgrade-3.6.1-698-20170402_042811 nfvispkg

UPGRADE APPLY

nfvis %SYS-6-UPGRADE_APPLY: Upgrade Process:
In Progress

upgrade process
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RBAC_USER_CREATE

create a new user

nfvis %SYS-6-RBAC USER CREATE: Created user
admin as administrators successfully

RBACTHRASSMRDUHAE

change user's password

nfvis %SYS-6-RBAC USER PASSWORD UPDATE:
Set admin password successfully

RBAC LSRR ROLE UPDATE

change user's role

nfvis %SYS-6-RBAC USER ROLE UPDATE:
Modified user: somebody successfully

RBAC_USER_DELETE

delete a user

nfvis %SYS-6-RBAC USER DELETE: Deleted rbac
user successfully: somebody

RBAC USERS INACTIVATED

disable the user

nfvis %SYS-6-RBAC _USERS INACTIVATED:
Following users have been marked as INACTIVE, [userl,
user2]. Please take necessary action.

RBAC USER ACTIVATED

activate the user

nfvis %SYS-6-RBAC USER_ACTIVATED: Modified
user user]l successfully.

RBAC_PWD_EXPIRED

password expired

nfvis %SYS-6-RBAC PWD EXPIRED: User userl's
password is older than 60 days. Please reset password.

RBAC LOGIN FAILURE

invalid user login

nfvis %SYS-3-RBAC _LOGIN_FAILURE: Login with
invalid username from maapi failed

SBOURITY SERVER (REATE

create server config

nfvis %SYS-6-SECURITY_SERVER CREATE:
TACACS+ server config created successfully.

SEOURITY SFRVER UPDATE

update server config

nfvis %SYS-6-SECURITY SERVER UPDATE:
TACACS+ server configuration updated successfully.

SHOURITY SERVER DHEIE

delete server config

nfvis %SYS-6-SECURITY_ SERVER DELETE:
TACACS+ server deleted successfully.

AAA_TYPE_CREATE

create AAA
authentication type

nfvis %SYS-6-AAA TYPE CREATE: AAA
authentication type TACACS created successfully.

AAA_TYPE UPDATE

update AAA
authentication type

nfvis %SYS-6-AAA TYPE UPDATE: AAA
authentication type TACACS+ updated successfully.
AAA authentication updated to use TACACS+ server

RECREATE CERTIFICATE

recreate self-sign

nfvis %SYS-6-RECREATE CERTIFICATE: Self Signed

certificate Certificate re-created. Application connection may
become temporarily unavailable.
CERT_CSR_CREATE |create a CSR file nfvis %SYS-6-CERT_CSR_CREATE: signing-request

created /data/intdatastore/download/nfvis.csr

CERT SWITCH CERT

switch to use different
certificate

nfvis %SYS-6-CERT SWITCH_CERT: switch certificate
from ca-signed to self-signed.

CERT CA CERT INSTALL

install CA signed
certificate

nfvis %SYS-6-CERT CA CERT INSTALL: ca-signed
certificate file:// installed
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REBOOT system reboot nfvis %SYS-6-REBOOT: System will be rebooted
SHUTDOWN system shutdown nfvis %SYS-6-SHUTDOWN: System will be shutdown

LOGGING_FAILURE

logging failure

nfvis %SYS-6-LOGGING_FAILURE: Unable to write
to log file nfvis_config.log. Log message:
log_config. CONFIG_LOGGER: File not found.

DK SPACE ALMOST FRULL

disk space almost full

nfvis %SYS-6-DISK_SPACE _ALMOST_ FULL:
'lv_data' currently occupies 95% of available disk space,
which is more than or equal to the threshold of 90%.

ROTATED LOGS DELETE

delete rotated logfiles
when accumulated
rotated log files reach
2GB

nfvis %SYS-6-ROTATED LOGS DELETE: Deleted
rotated logs from archive older than 30 days

TIME UPDATE

Change system time
manually

nfvis %SYS-6-TIME _UPDATE: Manual time updated
successfully Manual time is now set to 2018-04-26
11:43:00

TIMEZONE UPDATE

Change system timezone

nfvis %SYS-6-TIMEZONE UPDATE: Timezone
updated successfully. Timezone is now set to US/Eastern

FILE_COPY STATUS

copy status of file

nfvis %SYS-6-FILE COPY_STATUS: hostaction.py
Copied Successfully.

CREATE IMAGE

create image

nfvis %SYS-6-CREATE IMAGE: Image creation
successful: TinyLinux.tar.gz

DELETE IMAGE

delete image

nfvis %SYS-6-DELETE IMAGE: Image deletion
successful: TinyLinux.tar.gz

CREATE FLAVOR

create flavor

nfvis %SYS-6-CREATE FLAVOR: Profile creation
successful: small

DELETE FLAVOR

delete flavor

nfvis %SYS-6-DELETE FLAVOR: Profile deletion
successful: small

VM_DEPLOYED

vm deployment

nfvis %SYS-6-VM_DEPLOYED: VM deployment
successful:
SystemAdminTena ROUTER 0 df6733c1-07684act-8doeb223e0dh036¢

VM_ALIVE

vm alive

nfvis %SYS-6-VM_ALIVE: VM active successful:
SysermAdminTena ROUTER 0 dft5733¢1-07684ac6-8doet223e0db086c

SERVICE ALIVE

service alive

nfvis %SYS-6-SERVICE ALIVE: Service group
deployment completed successfully!
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VM_UNDEPLOYED

vm undeployed

nfvis %SYS-6-VM_UNDEPLOYED: VM undeployment
successful:
SystemAdminTena ROUTER 0 df6733c1-07684ac6-8dce ti223e0db(36c
SERVICE _UNDEPLOYED service undeployed nfvis
%SYS-6-SERVICE UNDEPLOYED: Service group
undeployment completed successfully

VM_UPDATED vm updated nfvis %SYS-6-VM_UPDATED: VM update successful:
(update flavor) VM is resized with flavor [ISRv-medium].
VM_UPDATED (vnic |vm updated nfvis %SYS-6-VM_UPDATED: VM update successful:

add / delete / update)

Added 1 interface: [managed, net=my-net-1, nicid=3]
Updated 2 interface: [managed, net=lan-net,
nicid=1],[managed, net=wan-net, nicid=2]

SERVICE UPDATED

service updated

nfvis %SYS-6-SERVICE_UPDATED: Service group
update completed successfully

VM_STOPPED vm stopped nfvis %SYS-6-VM_STOPPED: VM stop successful:
SysemAdminTena ROUTER 0 df6733c1-07684act-8doeb223e0db036c
VM_STARTED vm started nfvis %SYS-6-VM_STARTED: VM start successful:

SysemAdmirTera ROUTER 0 df5733¢1-0768 4ae6-Scdooti223eocb036c

VM _REBOOTED

vm rebooted

nfvis %SYS-6-VM_REBOOTED: VM reboot successful:
SystemAdminTena ROUTER 0 df6733¢1-07684act-8doeb223e0db036c

VM_RECOVERY_INIT

vm recovery initiation

nfvis %SYS-6-VM_RECOVERY_INIT: VM recovery
initiation successful:
SystemAdminTena ROUTER 0 df6733c1-07684ac6-8dce ti223e0db(36c

VM RECOVERY REBOOT

vm recovery reboot

nfvis %SYS-6-VM_RECOVERY_ REBOOT: VM
recovery reboot successful:
SystemAdminTena ROUTER 0 df6733¢1-0768 4act-8doeb223e0db036c

VM RECOVERY COVPLEIE

vm recovery complete

nfvis %SYS-6-VM_RECOVERY COMPLETE: VM
recovery successful:
SystemAdminTena ROUTER 0 df6733c1-07684act-8doeb223e0db036c

VM_MONITOR UNSET

vm monitoring unset

nfvis %SYS-6-VM_MONITOR_UNSET: Unsetting VM
monitoring successful:
SystemAdminTena ROUTER 0 df6733c1-07684act-8doeb223e0dh036¢

VM_MONITOR_SET

vm monitoring set

nfvis %SYS-6-VM_MONITOR_SET: Setting VM
monitoring successful:
SystemAdminTena ROUTER 0 df6733c1-07684act-8doe b223ecd(36c

ROTATED LOGS DELETE
(When logs older than
30 days are present)

delete rotated logs

nfvis %SYS-6-ROTATED LOGS DELETE: Deleted
rotated logs from archive older than 30 days
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ROTATED LOGS DELETE
(When Log file size
exceed 2GB, older logs
are deleted)

delete rotated logs

nfvis %SYS-6-ROTATED LOGS DELETE: Rotated
logs had exceeded 2G, older logs have been deleted to
make space

(VC PASSWORD UPDATE

cimc password update
operation

nfvis %SYS-6-CIMC_PASSWORD UPDATE: CIMC
password change is successful

BOS PASSWORD UPDATE

bios password update
operation

nfvis %SYS-6-BIOS PASSWORD_UPDATE: BIOS
password change is successful

SHUREOVIRLAY (REAING

create secure overlay

nfvis %SYS-6-SECURE_OVERLAY CREATING:
Secure Overlay mgmthub initial creation. Active local
bridge: wan-br

SECURE OVERLAY UP

secure overlay is up

nfvis %SYS-6-SECURE_OVERLAY UP: Secure
Overlay mgmthub up. Active bridge: wan-br Secure
Overlay up after network interuption

SEOURE OVERLAY DHFIE

secure overlay is deleted

nfvis %SYS-6-SECURE_OVERLAY DELETE: Secure
Overlay deleted

SEOURE OVERLAY FRROR

error in secure overlay

nfvis %SYS-3-SECURE_OVERLAY ERROR: Secure
Overlay mgmthub creation in error. Active bridge: wan-br
Secure overlay initial creation

nfvis %SYS-3-SECURE_OVERLAY ERROR: Secure
Overlay mgmthub creation in error. Active bridge: wan-br
Cannot ping remote system ip address 10.0.0.1

WAN DHCP SWITCHOVER | WAN bridge toggle nfvis %SYS-6-WAN_DHCP_SWITCHOVER: Switch
over to bridge wan-br for auto DHCP enablement
successful

WAN DHCP TOGGLE END | WAN bridge toggle nfvis %SYS-6-WAN_DHCP_TOGGLE_END: Disabling
bridge toggle for auto DHCP enablement.

ROUIEDSIRBUIONDOWN | Route distribution down | nfvis %SYS-6-ROUTE DISTRIBUTION DOWN:

Neighbor Address: 172.25.221.106

ROUIE DSIRBUION SIART

Route distribution start

nfvis %SYS-6-ROUTE_DISTRIBUTION_ START:
Route Distribution initial creation. Neighbor Address:
172.25.221.106

ROUIEDSIRBUION FRRR

Route distribution in
error state

nfvis %SYS-3-ROUTE DISTRIBUTION ERROR:
Neighbor Address: 172.25.221.106

ROUIEDSIRBUICNTHEIE

Route distribution
deleted

nfvis %SYS-6-ROUTE _DISTRIBUTION DELETE:
All Neighbor Addresses deleted

ROUTE DSIRBUTION UP

Route distribution up

nfvis %SYS-3-ROUTE_DISTRIBUTION_UP: Neighbor
Address: 172.25.221.106
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OVS_DPDK_SUCCESS

Enable DPDK

nfvis %SYS-3-OVS_DPDK_SUCCESS: OVS-DPDK
enabled

OVS_DPDK_FAILURE

DPDK failure

nfvis %SYS-3-OVS_DPDK FAILURE: Unable to
allocate CP

BACKUP_INIT

Backup configuration
initiation

nfvis %SYS-6-BACKUP_INIT: Starting backup:
configuration-xxx

BACKUP_SUCCESS

Backup configuration
successful

nfvis %SYS-6-BACKUP_ SUCCESS: Backup
configuration-xxx completed successfully

BACKUP_FAILURE

Backup configuration
failure

nfvis %SYS-3-BACKUP_FAILURE: Backup
configuration-xxx failed

RESTORE_INIT

Restore initiation

nfvis %SYS-6-RESTORE_INIT: Restore started

RESTORE_SUCCESS

Successful restore

nfvis %SYS-6-RESTORE SUCCESS: Restore
successful

RESTORE_FAILURE

Failure to restore

nfvis %SYS-3-RESTORE FAILURE: Restore failed -
internal error
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