Information About Boot Integrity Visibility

Boot lintegrity Visibility allows Cisco's platform identity and software integrity information to be visible and
actionable. Platform identity provides the platform’s manufacturing installed identity. Software integrity
exposes boot integrity measurements that can be used to assess whether the platform has booted trusted code.

During the boot process, the software creates a checksum record of each stage of the bootloader activities.

You can retrieve this record and compare it with a Cisco-certified record to verify if your software image is
genuine. If the checksum values do not match, you may be running a software image that is either not certified
by Cisco or has been altered by an unauthorized party.

\}

Note Boot Integrity Visibility is supported only on the active supervisor. It does not support high availability
scenarios.

* Verifying the Software Image and Hardware, on page 1
* Verifying Platform Identity and Software Integrity, on page 2

Verifying the Software Image and Hardware

This task describes how to retrieve the checksum record that was created during a router bootup. Enter the
following commands in privileged EXEC mode.

)

Note  On executing the following commands, you might see the message % Please Try After Few Seconds displayed
on the CLI. This does not indicate a CLI failure, but indicates setting up of underlying infrastructure required
to get the required output. We recommend waiting for a few minutes and then try the command again.

The messages % Error retrieving SUDI certificate and % Error retrieving integrity data signify a real CLI
failure.

1. show platform sudi certificate [ sign [ nonce nonce]]

2. show platform integrity [ sign [ nonce nonce]]
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Verifying Platform Identity and Software Integrity

Verifying Platform Identity

Store-4451# show platform integrity

Platform: ISR4451-X/K9

Boot 0 Version: FO01001R06.03c1d3d202013-01-18

Boot 0 Hash: 82597CE130610B8016A6A0FF2851919279857C86966540170E1132C6872A6274

Boot Loader Version: 16.7 (4r)

Boot Loader Hash:
BFA44054R51B69312283CE03255929D38D938351 FIRE, 7E26A45DCEFECE 7F39C3078C65CRI66D71 DCE984865030880AB3DA5ID /00B31 91 0BIABOAF2 90ESLAG 75ES
OS Version: BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127

OS Hashes:
isr4400-universalk9.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.bin:
8448067652482B991FS62E /CBIIFCIRIC1437TRATECI68R22CT71 7ADIBSD36DIFEL 331B6CCESCH42 7FFIDB384 703834 9DF482D92D0F 631 DOOBDIASS3CO6SIAREAL
isr4400-firmware sm dsp sp2700.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

AG67AFCTZRO81 ICF88725B903991 31 ETAOGAORSRFCODCABSFOZEGFFC23347CT1 TIBAAA659ARC336923441 91 931 L3240 TREAAT 604F0C1 52222TF243D5F21 029
isr4400-firmware nim shdsl.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

AGESD11706801FEE7B37B6 7B71A591176B05955CRA03 1 EAARA2 30C41ACT1 597081 9FOGBDOASSAF945A338E9940021 1A5061D91 SC8SEARCA2845 7TFOFAIBCO6C0
isr4400-firmware nim ssd.BLD V1612 THROTTLE_LATEST 20190517 003908 V16 12 0 127.SSA.pkg:
FeE6418037171A6C941830BE8481A768CTCEB205E 6AS07B01 96A54B8A2A60 7C78E6CAZ CF 34ABFEABOCOADOCCAOSAT AASESARCBABRCECE 765 9E826A2F2DC39888E
isr4400-firmware nim ge.BLD V1612 THROTTLE_LATEST_ 20190517 003908 V16 12 0 127.SSA.pkg:
9775287 9EB8AFA9258 74AR94603CESFFESBEF89994531074C55935BE1C79065CA 74021 F3CE35AE 75511 068 7SEDA25C0A1 4CA3400D3EB 7 6CATCREEAIB2A TES216
isr4400-firmware sm async.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:
0044338FEGA3ESASAR61 ARSI BIRAT B BD78FBCR2880459F0CE O 750F 5852396 7775 50CAACEABF DAL CEDAOAOF 6 3DBR0DE SBABADE 340K ] 1DAA42D8FOCFBOC
isr4400-firmware sm 1t3e3.BLD V1612 THROTTLE_LATEST 20190517 003908 V16 12 0 127.SSA.pkg:
54DAGA6IDO0FE20596F DADTA268 TED6A241 80K 7 3DA9SAS 7848CK61143RAR51 0118667598 TCDR1FACT TBECR221 FFCE691 8ASF60F 245K 68RA2E22DFR38 31CB1RZB
isr4400-firmware dsp analogbri.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

OBTROCIEFSRIF2S AR 3668AGFZEAF AOC20DACBISEF 9901 6751 055E56D61 95EA41 T3] S96ERF2D31 BSCARA0920TF3C041 04304E9AFECA461 60683614CD5TFEC
isr4400-firmware nim xdsl.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

A2957CD300549931 6638R0AF94 3T TRO2882F 1 BA90BIIFRASFID0S 2R DS TE2 99RDFDR2D58589AR Y727 STRIABAD] 2382C99DF 41 FD3722DA0EN ABTE0201B739D
isr4400-firmware dsp sp2700.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

4A6422975FITED636TFACR0FBEC2088841 4BCTDAC 78AG] SFBCRS3584CF360079533863R2AFID1 OCT CABCRF2FA6FA0952592 741 67275A34R2051 3635486754
isr4400-firmware ngwic tlel.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

001B48A89716B1 0BEBS0GAAE562495DF D6 7ESTBESRE A 385A8 70ESASBOSEAB TAAE7D6 7230084A344AAFA0B03 79 74FA2 SASCE28 9CDBA TDOGE DE 759F S6B5D300B6
isr4400-firmware sm 10g.BLD V1612 THROTTLE_LATEST 20190517 003908 V16 12 0 127.SSA.pkg:
1BIDB8DC2E708015D65A91 3RA2CEE 7D42981 D2E0SEE 9BICEBDCI4714F23C6D1 9D66BOCIEC72F 51434271 9BDDC6A0DOFB8972BEOCACTA2C894ACIFBESS64FF G
isr4400-firmware prince.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:
E822200CBASDD66C2ATAIIEAL 0758FESABSC21 76246238 3D1 ADAES 7EDOSEAFC533C02808C86B0931844 79BBOGAE360BE255RA1 5A91 381 AE2877070C1 226K4
isr4400-firmware dreamliner.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

SORF0REC] 15E5339A1 299FARDAC] 230FBER00ACAORASCAT 1B 71 6C301 3FFDCACTT3D53FFO43DGFA36655AS6F68 724 TAF2D571 76RF21 42F0AICS06E6AED0ATID
isr4400-firmware nim bri st fw.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

338RDCBA113239491 9045EBIS TDASSE 3ACED1 60C7561EEFOAS1 55036DC695F 6300291 E1444E240975D9D02BASFADED36F36C5973DADDO091 DECE 71D9ERA1 57
isr4400-firmware nim cwan.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

AFGFDONTIDO2382994FFA2 92E3129CA7024E907E1 ACOSE] 3RA44F 51 901 BI5863E 7BC2EORE 9A2DD82D1 5S3A0D01 591 31CE034253ADCEHCASEFAGG2 78 7834BC8IASE,
isr4400-firmware nim async.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

TE69F388865RC5R01 44FRCI6996F 351 43CA1 F3920DB4FTA DI 7A08281 28957581 FROG640CTBR FUB3ABAFFABCII [CF1 77CDECAS323R078B85374374F630FDL6
isr4400-mono-universalk9.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

6FICCDCAIADR05R 71 3C0097AOBIOBISE61 FF26TE3RC231 91 78R TF1 6501 31 FB1 681 88E TF1CFEAF 7A41 2R83C73D890AIFDO0409ABEFERGF SARGE TRO43FF 54
isr4400-firmware dsp tilegx.BLD V1612 THROTTLE LATEST 20190517 003908 V16 12 0 127.SSA.pkg:

BA452BCBO6R279R9751 939 7DEBO0CCEOCACDE3RE74F41 900FEDFO000D 71 1EF03CE62C3B98 78C31 4B5A339C1 €E0CO63FDA1 CALESECIA3CRIRD2481C4946 7/BA85
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PCRO: COF992411527603FE21E89331F95A1B9427B396C3210CFE47CD75B144A8A950E
PCR8: D767C72CEC698669B4A909423C56CA5527CF232217CF23B503B60D5C89275B20

Verifying Software Integrity

The following example displays the checksum record for the boot stages. The hash measurements are displayed
for each of the three stages of software successively booted. These hashes can be compared against
Cisco-provided reference values. An option to sign the output gives a verifier the ability to ensure the output
is genuine and is not altered. A nonce can be provided to protect against replay attacks.

show platform integrity sign nonce 123

Platform: C9300-24U

Boot 0 Version: F01144R16.216e68ad62019-02-13

Boot O Hash: 523DD459C650AFO0F5AB5396060605E412C1BE99AF51F4FA88AD26049612921FF

Boot Loader Version: System Bootstrap, Version 17.1.1r, RELEASE SOFTWARE (P)

Boot Loader Hash:

34R2070DIFAES TEAFCA31 SASRAFOE31 FFT285E09F OB 7E621 95560 7A0FBC1 D1 34A0C0068D8 91 8E 1. 5B01 97518 7458F6A46DFOF 3DF9BAL S93A3CD 7BBADE1 2487473
OS Version: BLD_POLARIS DEV_LATEST 20191023 070152

OS Hashes:

cat9k iosxe.BLD POLARIS DEV LATEST 20191023 070152.SSA.bin:

B8656F31DE26886F S55BI3258ADA TF354E08 3F 1 AFDR2EG 76D3D83EIS6F6AA330 7F9553E0D4EE 752BDAE0SEDEDAR06 7528CEA4B1 6F3DD30AJFBA 7 93E38RAEIS2
cat9k-wlc.BLD POLARIS DEV LATEST 20191023 070152.SSA.pkg:

33DDC53F932CRCACEIZBA02DA60051 1D2E2CSF4ARFB037CESD7D8E 708 7050936006046 7K 7533EC 7064073 6B3DOEDAARS 3F 7560034 93A38D564E96E TA4 FF25ES
cat9k-guestshell.BLD POLARIS DEV_LATEST 20191023 070152.SSA.pkg:
4F2057RC6600CCESFARO8CREI32E035338C7IE0A482B1 2CB443B506FA22 98DE3BEFAT F805A28CORBREFCIAO89AE280E69538 701 61DD5E 7E0C1 6C66ATSFEBAS546
cat9k-webui.BLD POLARIS DEV LATEST 20191023 070152.SSA.pkg:

45F3315C88ES7A45F21A508C3 7 71FADEOCSIBO52E 8848CAl CB1FS588F FEAGERIAR 96295A824 TLEFCA TCLR6A39D1 802E0507109897297A4BEASGEFCALB3CEC261
cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20191023 070152.SSA.pkg:

EEEBIB1920145F5C978374RCB337491 TEAE2825B059B7CO5DA0931 2C2C1 927131 TAB349E 775DAE] 860DD0B22E2F68A%61 566A00466259D93323972F98E8B1 7E9
cat9k-srdriver.BLD POLARIS DEV_LATEST 20191023 070152.SSA.pkg:

EAFS91B3945F 14596A8CEAES022722BoFC2077 3DECHCALAFE251 8CAD 338E 73A26F4AC29D00602A56E0BSEF 6FAA4463239094BAB44607B0 74ARF00930253C281
cat9k-sipbase.BLD POLARIS DEV_LATEST 20191023 070152.SSA.pkg:

2715580C5007A7A45TC3ES26325761. 3231 TEBE905972454C0305932B9A9 7591 D3 7AFFC7ABAORC 9 7B32DE042B31 07830 9C38E 4B81AA756F8DA180662D1 OF05 1
cat9k-sipspa.BLD POLARIS DEV_LATEST 20191023 070152.SSA.pkg:
EDC255HC040267055BFA33D60F8CBA0ICA26773C1 2442229181 5838E00742F99CDASFDO1B 7EO3ACT 39FDCA3143D83630052BA5CCCRC834A847 78CFEFFI38CRCY
cat9k-espbase.BLD POLARIS DEV_LATEST 20191023 070152.SSA.pkg:

65B0C8305ES5 7224 7AAFE1 88ASCOB5081697CD60RD8501 FC2C88A8101862A63FFDBBARAFF276D008F03F28 9781 75FC3CABFUBSFR3C238CB61 9952F460CF1 OCFL
cat9k-rpbase.BLD POLARIS DEV_LATEST 20191023 070152.SSA.pkg:

P29 TAAS46323F63751F1CDR425589 75054 98 3ASDI28AGCAFBDAA T TAEL IC6645620488E5A40E99F DEREOF 972681 2FFO591D3107825B385CE 1C7244FB31491F9
PCRO: 32E782AF9D75D12AC55BASF67EIESF375589CAFIC3558BCI90EOEBI69A84CDESS

PCR8: F0637823517D08D145F3E4DF207673D194FCB437E8B07170887E7AE279F88178

Signature version: 1
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