afran]n
CISCO.

(]
g
£
-
2
-3
=
]
%
52

Cisco Catalyst 8000V Edge Software Installation And Configuration
Guide

First Published: 2020-12-21
Last Modified: 2024-08-28

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



. Contents

CONTENTS

Full Cisco Trademarks with Software License ?

CHAPTER 1 Preface 1
Audience and Scope 1
Feature Compatibility 1
Document Conventions 2
Communications, Services, and Additional Information 3
Documentation Feedback 4

Troubleshooting 4

CHAPTER 2 Overview of Cisco Catalyst 8000V 5
Benefits of Virtualization Using the Cisco Catalyst 8000V Router 5
Router Interfaces 6
Cisco I0S XE and Cisco Catalyst 8000V 6
Cisco Unified Computing System (UCS) Products 7

CHAPTER 3 Installation Overview 9
Installation Files 9
Supported Hypervisors 10
Download the Installation Files 11
Guidelines and Limitations 11

Where to Go Next 12

CHAPTER 4 Installing the Software using install Commands 13

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



Contents .

Installing the Software Using install Commands 13
Restrictions for Installing the Software Using install Commands 13
Information About Installing the Software Using install Commands 13
Install Mode Process Flow 14
Booting the Platform in Install Mode 19
One-Step Installation or Converting from Bundle Mode to Install Mode 20
Three-Step Installation 21
Upgrading in Install Mode 22
Downgrading in Install Mode 23
Terminating a Software Installation 23
Configuration Examples for Installing the Software Using install Commands 23

Troubleshooting Software Installation Using install Commands 35

CHAPTER 5 Compatibility Matrix for Cisco Catalyst 8000V in Public and Sovereign laaS Clouds 37
Supported Instance Types for AWS 37
Supported Instance Types for Microsoft Azure 39
Supported Instance Types for Google Cloud Platform 41
Supported Instance Types for Sovereign Clouds 43

CHAPTER 6 Installing in VMware ESXi Environment 45
VMware Requirements 46
Supported VMware Features and Operations 48
General Features (vCenter Server) 49
Operations (for vCenter Server and vSphere Web Client) 49
High Availability 50
Storage Options (for vCenter Server and vSphere Web Client) 51
Deploying the OVA to the VM using vSphere 51
Restrictions and Requirements 52
Deploying the OVA to the VM 52
Deploying the OVA to the VM Using COT 54
Downloading COT 55
Editing the Basic Properties of Cisco Catalyst 8000V using COT 55
Editing the Custom Properties 56

cot edit-properties 56

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

cot inject-config 58
Deploying the Cisco Catalyst 8000V VM using COT 59
Example 59

Manually Creating the VM Using the .iso File 60

Increasing the Performance on VMware ESXi Configurations 62

CHAPTER 7 Installing in KVM Environments 65
Installation Requirements for KVM 65
Creating a KVM Instance 67
Creating the VM Using the GUI Tool 67
Adding a Serial Console 68
Customizing Configuration Before Creating the VM 68
Creating the VM Using CLI 69
Cloning the VM 70
Increasing the KVM Configuration Performance 71

Configure the halt poll ns Parameter 75

CHAPTER 8 Installing in an NFVIS Environment 77

Install the VM in NFVIS 79

Install the VM in NFVIS (Release 4.5.1 and Later) 80
Install Cisco Catalyst 8000V in NFVIS Environment 80
Upload the Image on NFVIS 80
Create a Network 80
Create a VM Package 81
Deploy the VM 81

Install the VM in NFVIS (Release 4.5.0 and Earlier) 82
Deploy the Virtual Machine on NFVIS 82
Download the Cisco Catalyst 8000V Image for NFVIS 83
Upload the Image on NFVIS 84
Create a VM Package Using the Web Interface 84
Create a Network 85

Monitor the Virtual Machine 85

Upgrade and Downgrade Between Cisco ISRV and Cisco Catalyst 8000V

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide

86



CHAPTER 9

CHAPTER 10

CHAPTER 11

Installing in OpenStack Environment 89

Installation Requirements for OpenStack 89

Restrictions for Installing in OpenStack 90

Install Cisco Catalyst 8000V in OpenStack 90
Launching an Instance 90

Installing the VM Using a Heat Temaplate 91

Day 0 Configuration 93

Prerequisites for the Day0 Configuration 95
Restrictions for the Day Zero Configuration 95
Selecting the Bootstrapping Mechanism 95
Day 0 Configuration Using .txt or .xml Files 96

Creating the Bootstrap File 96

Bootstrap Properties 96

Sample iosxe config.txt File 98

Sample ovf-env.xml File 99
Day 0 Configuration for OVF Templates 100
Day 0 Configuration Using Config-drive 100
Day 0 Configuration Using Custom Data 101

Editing the Day 0 Bootstrap File 102

Configuring the IOS Configuration Property 102

Configuring the Scripts Property 102

Configuring the Script credentials Property 103

Configuring the Python package Property 104
Configuring the License property 105
Providing the Day 0 Bootstrap File 105

Verifying the Custom Data Configuration (Microsoft Azure)

Verifying the Custom Data Configuration (Google Cloud Platform)

Day 0 Configuration in the Controller Mode 110

Verifying the Router Operation Mode and Day 0 Configuration

Frequently Asked Questions 111

Support for Security-Enhanced Linux 113

106

110

Contents .

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

Overview 113
Prerequisites for SELinux 113
Restrictions for SELinux 113
Information About SELinux 113
Supported Platforms 114
Configuring SELinux 114
Configuring SELinux (EXEC Mode) 115
Configuring SELinux (CONFIG Mode) 115
Examples for SELinux 115
SysLog Message Reference 116
Verifying SELinux Enablement 116
Troubleshooting SELinux 117

CHAPTER 12 Mapping the Cisco Catalyst 8000V Network Interfaces to VM Network Interfaces 119
Supported Network Interface Speeds 119
Mapping the Router Network Interfaces to vNICs 119
Adding and Deleting Network Interfaces on Cisco Catalyst 8000V 120
Removing a vNIC from a Running VM 121
Cisco Catalyst 8000V Network Interfaces and VM Cloning 122
Mapping the Cisco Catalyst 8000V Network Interfaces with vSwitch Interfaces 122

CHAPTER 13 Enabling VNF Secure Boot 125

CHAPTER 14 Configuring Console Access 127
Booting the Cisco Catalyst 8000V as the VM 127
Accessing the Cisco Catalyst 8000V Console 128
Accessing the Cisco Catalyst 8000V Through the Virtual VGA Console 128
Accessing the Cisco Catalyst 8000V Through the Virtual Serial Port 129
Introduction to Accessing the Cisco Catalyst 8000V through the Virtual Serial Port 129
Creating Serial Console Access in VMware ESXi 129
Creating the Serial Console Access in KVM 130
Opening a Telnet Session to the Cisco Catalyst 8000V Console on the Virtual Serial Port 130
Changing the Console Port Access After Installation 131

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



Contents .

CHAPTER 15 Licenses and Licensing Models 133
Feature Information for Available Licenses and Licensing Models 133
Available Licenses 136
Cisco DNA License 136
Guidelines for Using a Cisco DNA License 137
Ordering Considerations for a Cisco DNA License 137
High Security License 138
Guidelines for Using an HSECK9 License 139
Ordering Considerations for an HSECK9 License 139
Cisco CUBE License 140
Cisco Unified CME License 140
Cisco Unified SRST License 141
Throughput 141
Numeric and Tier-Based Throughput 141
Encrypted and Unencrypted Throughput 142
Throttled and Unthrottled Throughput 143
Types of Throttling Behavior: Aggregate and Bidirectional 143
Release-Wise Changes in Throttling Behavior 144
Tier and Numeric Throughput Mapping 144
Entitled Throughput and Throttling Specifications in the Autonomous Mode 146
Entitled Throughput and Throttling Specifications in the SD-WAN Controller Mode 151
Numeric vs. Tier-Based Throughput Configuration 151
How to Configure Available Licenses and Throughput 154
Configuring a Boot Level License 155
Installing SLAC for an HSECK9 License 157
Configuring a Numeric Throughput 158
Configuring a Tier-Based Throughput 160
Converting From a Numeric Throughput Value to a Tier 165
Upgrading from a Release Supporting Numeric Throughput to a Release Supporting Tiers 167
Downgrading from a Release Supporting Tiers to a Release Supporting Only Numeric Throughput 168
Available Licensing Models 168

CHAPTER 16 Verifying the Cisco Catalyst 8000V Hardware and VM Requirements 171

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

CHAPTER 17 Upgrading the Cisco 10S XE Software 173
Prerequisites for Upgrading Cisco Catalyst 8000V 174
HSECKO License Requirements for Cisco CSR1000V and Cisco ISRV Upgrade 174
Restrictions for Upgrading Cisco Catalyst 8000V 175
Install Mode Process Flow 176
Booting Cisco Catalyst 8000V in the Install Mode 180
One-Step Installation or Converting from Bundle Mode to Install Mode 180
Three-Step Installation 181
Sample Upgrade Output from Release 17.06.02 To Release 17.07.01 183
Upgrading in Install Mode 185
Downgrading in Install Mode 186
Terminating a Software Installation 186
Troubleshooting Software Installation Using install Commands 187

Frequently Asked Questions 188

CHAPTER 18 Configuring the vCPU Distribution 191
vCPU Distribution: Control Plane Extra heavy 191
vCPU Distribution: Control Plane heavy 192
vCPU Distribution: Data Plane heavy 192
vCPU Distribution: Data Plane normal 193
vCPU Distribution: Service Plane heavy 193
vCPU Distribution: Service Plane medium 193
Configuring the vCPU Distribution across the Data, Control, and Service Planes 194
Determining the Active vCPU Distribution Template 194

CHAPTER 19 Web User Interface Management 195
Setting Up Factory Default Device Using WebUI 195
Using Basic or Advanced Mode Setup Wizard 196
Configure LAN Settings 196
Configure Primary WAN Settings 197
Configure Secondary WAN Settings 198
Configure Security Settings 198

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



CHAPTER 20

CHAPTER 21

CHAPTER 22

CHAPTER 23

Contents .

Accessing and Using the GRUB Mode 201
Accessing the GRUB Mode 202
Using the GRUB Menu 203
Entering the GRUB Mode and Selecting the Image 203
Modifying the Configuration Register (confreg) 205
Changing the Configuration Register Settings 206
Displaying the Configuration Register Settings 207

Performing a Factory Reset 209
Information About Factory Reset 209
Prerequisites for Performing Factory Reset 210
Restrictions for Performing a Factory Reset 210
How to Perform a Factory Reset 210
Restoring Smart Licensing after a Factory Reset 211

What Happens after a Factory Reset 212

Configuring VRF Route Sharing 215
Information About VRF Route Sharing 215
Prerequisites of VRF Route Sharing 215
Restrictions for VRF Route Sharing 216
How to Configure VRF Route Sharing 216

Sample Topology and Use Cases 216
Configuring VRF Route Sharing 218
Verifying VRF Route Sharing 219

Configuring Bridge Domain Interfaces 221
Restrictions for Bridge Domain Interfaces 221
Information About Bridge Domain Interface 222

Ethernet Virtual Circuit Overview 222
Bridge Domain Interface Encapsulation 223
Assigning a MAC Address 223

Support for IP Protocols 223

Support for IP Forwarding 224

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

CHAPTER 24

CHAPTER 25

Packet Forwarding 224
Layer 2 to Layer 3 224
Layer 3 to Layer 2 224
Link States of a Bridge Domain and a Bridge Domain Interface 225
BDI Initial State 225
BDI Link State 225
Bridge Domain Interface Statistics 225
Creating or Deleting a Bridge Domain Interface 226
Bridge Domain Interface Scalability 226
Bridge-Domain Virtual IP Interface 226
How to Configure a Bridge Domain Interface 227
Example 229
Displaying and Verifying Bridge Domain Interface Configuration 229
Configuring Bridge-Domain Virtual IP Interface 230
Associating VIF Interface with a Bridge Domain 231
Verifying Bridge-Domain Virtual IP Interface 231
Example Configuration Bridge-Domain Virtual IP Interface 231
Configuring Flexible NetFlow over a Bridge Domain Virtual IP Interface 231
Examples: Flexible NetFlow over a Bridge Domain Virtual IP Interface 232
Additional References 237

Feature Information for Configuring Bridge Domain Interfaces 237

Configuring MTP Software Support 239
Benefits 239
Prerequisites for Configuring Support for Software MTP 239
SRTP-DTMF Interworking 239
Restrictions for SRTP-DTMF Interworking 240
Supported Platforms for SRTP-DTMF Interworking 240
Configuring Support for Software MTP 240
Sample Software MTP Support Configuration 243
Verifying Software MTP Support 244

Radio Aware Routing 247
Benefits of Radio Aware Routing 247

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



Contents .

Restrictions and Limitations 248

Performance 248

System Components 248

QoS Provisioning on PPPoE Extension Session 249
Example: Configuring the RAR Feature in Bypass Mode 249
Verifying RAR Session Details 251

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



CONTENTS

Full Cisco Trademarks with Software License ?

CHAPTER 1 Preface 1
Audience and Scope 1
Feature Compatibility 1
Document Conventions 2
Communications, Services, and Additional Information 3
Documentation Feedback 4

Troubleshooting 4

CHAPTER 2 Overview of Cisco Catalyst 8000V 5
Benefits of Virtualization Using the Cisco Catalyst 8000V Router 5
Router Interfaces 6
Cisco I0S XE and Cisco Catalyst 8000V 6
Cisco Unified Computing System (UCS) Products 7

CHAPTER 3 Installation Overview 9
Installation Files 9
Supported Hypervisors 10
Download the Installation Files 11
Guidelines and Limitations 11

Where to Go Next 12

CHAPTER 4 Installing the Software using install Commands 13
Installing the Software Using install Commands 13

Restrictions for Installing the Software Using install Commands 13

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

Information About Installing the Software Using install Commands 13
Install Mode Process Flow 14
Booting the Platform in Install Mode 19
One-Step Installation or Converting from Bundle Mode to Install Mode 20
Three-Step Installation 21
Upgrading in Install Mode 22
Downgrading in Install Mode 23
Terminating a Software Installation 23
Configuration Examples for Installing the Software Using install Commands 23

Troubleshooting Software Installation Using install Commands 35

CHAPTER 5 Compatibility Matrix for Cisco Catalyst 8000V in Public and Sovereign laaS Clouds 37
Supported Instance Types for AWS 37
Supported Instance Types for Microsoft Azure 39
Supported Instance Types for Google Cloud Platform 41
Supported Instance Types for Sovereign Clouds 43

CHAPTER 6 Installing in VMware ESXi Environment 45
VMware Requirements 46
Supported VMware Features and Operations 48
General Features (vCenter Server) 49
Operations (for vCenter Server and vSphere Web Client) 49
High Availability 50
Storage Options (for vCenter Server and vSphere Web Client) 51
Deploying the OVA to the VM using vSphere 51
Restrictions and Requirements 52
Deploying the OVA to the VM 52
Deploying the OVA to the VM Using COT 54
Downloading COT 55
Editing the Basic Properties of Cisco Catalyst 8000V using COT 55
Editing the Custom Properties 56
cot edit-properties 56
cot inject-config 58

Deploying the Cisco Catalyst 8000V VM using COT 59

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



Contents .

Example 59
Manually Creating the VM Using the .iso File 60

Increasing the Performance on VMware ESXi Configurations 62

CHAPTER 7 Installing in KVVM Environments 65
Installation Requirements for KVM 65
Creating a KVM Instance 67
Creating the VM Using the GUI Tool 67
Adding a Serial Console 68
Customizing Configuration Before Creating the VM 68
Creating the VM Using CLI 69
Cloning the VM 70
Increasing the KVM Configuration Performance 71

Configure the halt poll ns Parameter 75

CHAPTER 8 Installing in an NFVIS Environment 77

Install the VM in NFVIS 79

Install the VM in NFVIS (Release 4.5.1 and Later) 80
Install Cisco Catalyst 8000V in NFVIS Environment 80
Upload the Image on NFVIS 80
Create a Network 80
Create a VM Package 81
Deploy the VM 81

Install the VM in NFVIS (Release 4.5.0 and Earlier) 82
Deploy the Virtual Machine on NFVIS 82
Download the Cisco Catalyst 8000V Image for NFVIS 83
Upload the Image on NFVIS 84
Create a VM Package Using the Web Interface 84
Create a Network 85

Monitor the Virtual Machine 85

Upgrade and Downgrade Between Cisco ISRV and Cisco Catalyst 8000V 86

CHAPTER 9 Installing in OpenStack Environment 89

Installation Requirements for OpenStack 89

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

CHAPTER 10

CHAPTER 11

Restrictions for Installing in OpenStack 90
Install Cisco Catalyst 8000V in OpenStack 90
Launching an Instance 90

Installing the VM Using a Heat Temaplate 91

Day 0 Configuration 93

Prerequisites for the Day0 Configuration 95
Restrictions for the Day Zero Configuration 95
Selecting the Bootstrapping Mechanism 95
Day 0 Configuration Using .txt or .xml Files 96
Creating the Bootstrap File 96
Bootstrap Properties 96
Sample iosxe config.txt File 98
Sample ovf-env.xml File 99
Day 0 Configuration for OVF Templates 100
Day 0 Configuration Using Config-drive 100
Day 0 Configuration Using Custom Data 101
Editing the Day 0 Bootstrap File 102
Configuring the IOS Configuration Property
Configuring the Scripts Property 102

Configuring the Script credentials Property 103
Configuring the Python package Property 104

Configuring the License property 105
Providing the Day 0 Bootstrap File 105

Verifying the Custom Data Configuration (Microsoft Azure)

106

Verifying the Custom Data Configuration (Google Cloud Platform) 109

Day 0 Configuration in the Controller Mode 110
Verifying the Router Operation Mode and Day 0 Configuration

Frequently Asked Questions 111

Support for Security-Enhanced Linux 113

Overview 113
Prerequisites for SELinux 113

Restrictions for SELinux 113

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide

110



Contents .

Information About SELinux 113
Supported Platforms 114
Configuring SELinux 114
Configuring SELinux (EXEC Mode) 115
Configuring SELinux (CONFIG Mode) 115
Examples for SELinux 115
SysLog Message Reference 116
Verifying SELinux Enablement 116
Troubleshooting SELinux 117

CHAPTER 12 Mapping the Cisco Catalyst 8000V Network Interfaces to VM Network Interfaces 119
Supported Network Interface Speeds 119
Mapping the Router Network Interfaces to vNICs 119
Adding and Deleting Network Interfaces on Cisco Catalyst 8000V 120
Removing a vNIC from a Running VM 121
Cisco Catalyst 8000V Network Interfaces and VM Cloning 122
Mapping the Cisco Catalyst 8000V Network Interfaces with vSwitch Interfaces 122

CHAPTER 13 Enabling VNF Secure Boot 125

CHAPTER 14 Configuring Console Access 127
Booting the Cisco Catalyst 8000V as the VM 127
Accessing the Cisco Catalyst 8000V Console 128
Accessing the Cisco Catalyst 8000V Through the Virtual VGA Console 128
Accessing the Cisco Catalyst 8000V Through the Virtual Serial Port 129
Introduction to Accessing the Cisco Catalyst 8000V through the Virtual Serial Port 129
Creating Serial Console Access in VMware ESXi 129
Creating the Serial Console Access in KVM 130
Opening a Telnet Session to the Cisco Catalyst 8000V Console on the Virtual Serial Port 130

Changing the Console Port Access After Installation 131

CHAPTER 15 Licenses and Licensing Models 133
Feature Information for Available Licenses and Licensing Models 133

Available Licenses 136

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

Cisco DNA License 136
Guidelines for Using a Cisco DNA License 137
Ordering Considerations for a Cisco DNA License 137
High Security License 138
Guidelines for Using an HSECK9 License 139
Ordering Considerations for an HSECK9 License 139
Cisco CUBE License 140
Cisco Unified CME License 140
Cisco Unified SRST License 141
Throughput 141
Numeric and Tier-Based Throughput 141
Encrypted and Unencrypted Throughput 142
Throttled and Unthrottled Throughput 143
Types of Throttling Behavior: Aggregate and Bidirectional 143
Release-Wise Changes in Throttling Behavior 144
Tier and Numeric Throughput Mapping 144
Entitled Throughput and Throttling Specifications in the Autonomous Mode 146
Entitled Throughput and Throttling Specifications in the SD-WAN Controller Mode 151
Numeric vs. Tier-Based Throughput Configuration 151
How to Configure Available Licenses and Throughput 154
Configuring a Boot Level License 155
Installing SLAC for an HSECK9 License 157
Configuring a Numeric Throughput 158
Configuring a Tier-Based Throughput 160
Converting From a Numeric Throughput Value to a Tier 165
Upgrading from a Release Supporting Numeric Throughput to a Release Supporting Tiers 167
Downgrading from a Release Supporting Tiers to a Release Supporting Only Numeric Throughput 168
Available Licensing Models 168

CHAPTER 16 Verifying the Cisco Catalyst 8000V Hardware and VM Requirements 171

CHAPTER 17 Upgrading the Cisco 10S XE Software 173
Prerequisites for Upgrading Cisco Catalyst 8000V 174
HSECKO License Requirements for Cisco CSR1000V and Cisco ISRV Upgrade 174

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



Contents .

Restrictions for Upgrading Cisco Catalyst 8000V 175
Install Mode Process Flow 176
Booting Cisco Catalyst 8000V in the Install Mode 180
One-Step Installation or Converting from Bundle Mode to Install Mode 180
Three-Step Installation 181
Sample Upgrade Output from Release 17.06.02 To Release 17.07.01 183
Upgrading in Install Mode 185
Downgrading in Install Mode 186
Terminating a Software Installation 186
Troubleshooting Software Installation Using install Commands 187

Frequently Asked Questions 188

CHAPTER 18 Configuring the vCPU Distribution 191
vCPU Distribution: Control Plane Extra heavy 191
vCPU Distribution: Control Plane heavy 192
vCPU Distribution: Data Plane heavy 192
vCPU Distribution: Data Plane normal 193
vCPU Distribution: Service Plane heavy 193
vCPU Distribution: Service Plane medium 193
Configuring the vCPU Distribution across the Data, Control, and Service Planes 194

Determining the Active vCPU Distribution Template 194

CHAPTER 19 Web User Interface Management 195
Setting Up Factory Default Device Using WebUI 195
Using Basic or Advanced Mode Setup Wizard 196
Configure LAN Settings 196
Configure Primary WAN Settings 197
Configure Secondary WAN Settings 198

Configure Security Settings 198

CHAPTER 20 Accessing and Using the GRUB Mode 201
Accessing the GRUB Mode 202
Using the GRUB Menu 203
Entering the GRUB Mode and Selecting the Image 203

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

Modifying the Configuration Register (confreg) 205
Changing the Configuration Register Settings 206
Displaying the Configuration Register Settings 207

CHAPTER 21 Performing a Factory Reset 209
Information About Factory Reset 209
Prerequisites for Performing Factory Reset 210
Restrictions for Performing a Factory Reset 210
How to Perform a Factory Reset 210
Restoring Smart Licensing after a Factory Reset 211

What Happens after a Factory Reset 212

CHAPTER 22 Configuring VRF Route Sharing 215
Information About VRF Route Sharing 215
Prerequisites of VRF Route Sharing 215
Restrictions for VRF Route Sharing 216
How to Configure VRF Route Sharing 216
Sample Topology and Use Cases 216
Configuring VRF Route Sharing 218
Verifying VRF Route Sharing 219

CHAPTER 23 Configuring Bridge Domain Interfaces 221
Restrictions for Bridge Domain Interfaces 221
Information About Bridge Domain Interface 222

Ethernet Virtual Circuit Overview 222
Bridge Domain Interface Encapsulation 223
Assigning a MAC Address 223
Support for IP Protocols 223
Support for IP Forwarding 224
Packet Forwarding 224
Layer 2 to Layer 3 224
Layer 3 to Layer 2 224
Link States of a Bridge Domain and a Bridge Domain Interface

BDI Initial State 225

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide

225



Contents .

BDI Link State 225
Bridge Domain Interface Statistics 225
Creating or Deleting a Bridge Domain Interface 226
Bridge Domain Interface Scalability 226
Bridge-Domain Virtual IP Interface 226
How to Configure a Bridge Domain Interface 227
Example 229
Displaying and Verifying Bridge Domain Interface Configuration 229
Configuring Bridge-Domain Virtual IP Interface 230
Associating VIF Interface with a Bridge Domain 231
Verifying Bridge-Domain Virtual IP Interface 231
Example Configuration Bridge-Domain Virtual IP Interface 231
Configuring Flexible NetFlow over a Bridge Domain Virtual IP Interface 231
Examples: Flexible NetFlow over a Bridge Domain Virtual IP Interface 232
Additional References 237

Feature Information for Configuring Bridge Domain Interfaces 237

CHAPTER 24 Configuring MTP Software Support 239
Benefits 239
Prerequisites for Configuring Support for Software MTP 239
SRTP-DTMF Interworking 239
Restrictions for SRTP-DTMF Interworking 240
Supported Platforms for SRTP-DTMF Interworking 240
Configuring Support for Software MTP 240
Sample Software MTP Support Configuration 243
Verifying Software MTP Support 244

CHAPTER 25 Radio Aware Routing 247
Benefits of Radio Aware Routing 247
Restrictions and Limitations 248
Performance 248
System Components 248
QoS Provisioning on PPPoE Extension Session 249

Example: Configuring the RAR Feature in Bypass Mode 249

Cisco Catalyst 8000V Edge Software Installation And Configuration Guide .



. Contents

Verifying RAR Session Details 251

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2020-2024 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html




CHAPTER 1

Preface

This preface describes the audience, organization, and conventions of this document. It also provides information
on how to obtain other documentation.

This preface includes the following sections:

* Audience and Scope, on page 1

* Feature Compatibility, on page 1

* Document Conventions, on page 2

» Communications, Services, and Additional Information, on page 3
* Documentation Feedback, on page 4

* Troubleshooting, on page 4

Audience and Scope

This document is designed for the person who is responsible for configuring your Cisco Enterprise router.
This document is intended primarily for the following audiences:

* Customers with technical networking background and experience.

* System administrators familiar with the fundamentals of router-based internetworking but who might
not be familiar with Cisco IOS software.

* System administrators who are responsible for installing and configuring internetworking equipment,
and who are familiar with Cisco IOS software.

Feature Compatibility

For more information about the Cisco I0OS XE software, including features available on your device as
described in the configuration guides, see the respective router documentation set.

To verify support for specific features, use the Cisco Feature Navigator tool. This tool enables you to determine
the Cisco IOS XE software images that support a specific software release, feature set, or a platform.
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. Document Conventions

Document Conventions

This documentation uses the following conventions:

Convention Description

~or Ctrl The ~ and Ctrl symbols represent the Control key.
For example, the key combination D or Ctrl-D
means hold down the Control key while you press
the D key. Keys are indicated in capital letters but are
not case sensitive.

string A string is a nonquoted set of characters shown in
italics. For example, when setting an SNMP
community string to public, do not use quotation
marks around the string or the string will include the
quotation marks.

The command syntax descriptions use the following conventions:

Convention Description

bold Bold text indicates commands and keywords that you
enter exactly as shown.

italics Italic text indicates arguments for which you supply
values.
[x] Square brackets enclose an optional element (keyword

or argument).

| A vertical line indicates a choice within an optional
or required set of keywords or arguments.

[x]v] Square brackets enclosing keywords or arguments
separated by a vertical line indicate an optional choice.

{x|vy} Braces enclosing keywords or arguments separated
by a vertical line indicate a required choice.

Nested sets of square brackets or braces indicate optional or required choices within optional or required
elements. For example, see the following table.

Convention Description

[x {y|z}] Braces and a vertical line within square brackets
indicate a required choice within an optional element.

Examples use the following conventions:

. Cisco Catalyst 8000V Edge Software Installation And Configuration Guide
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Convention Description

screen Examples of information displayed on the screen are
set in Courier font.

bold screen Examples of text that you must enter are set in Courier
bold font.
<> Angle brackets enclose text that is not printed to the

screen, such as passwords.

! An exclamation point at the beginning of a line
indicates a comment line. Exclamation points are also
displayed by the Cisco I0S XE software for certain
processes.

[1] Square brackets enclose default responses to system
prompts.

A

Caution Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

\)

Note Means reader take note. Notes contain helpful suggestions or references to materials that may not be contained
in this manual.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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. Documentation Feedback

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.

Troubleshooting

For the most up-to-date, detailed troubleshooting information, see the Cisco TAC website at
https://www.cisco.com/en/US/support/index.html.

Go to Products by Category and choose your product from the list, or enter the name of your product. Look
under Troubleshoot and Alerts to find information for the issue that you are experiencing.
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CHAPTER 2

Overview of Cisco Catalyst 8000V

The Cisco Catalyst 8000V Edge Software is a virtual, form-factor router deployed on a virtual machine (VM)
running on an x86 server hardware. This guide covers the overview, installation, upgrade, and configuration
of Cisco Catalyst 8000V.

Cisco Catalyst 8000V supports both Cisco IOS XE and the Cisco IOS XE SD-WAN functionalities through
the autonomous mode and the controller mode, respectively. Cisco Catalyst 8000V in the autonomous mode
supports a subset of the Cisco IOS XE software features and technologies, and provides Cisco IOS XE security
and switching features on a virtualization platform. The controller mode delivers comprehensive SD-WAN,
WAN gateway, and network services functions in the virtual and cloud environments.

When you deploy Cisco Catalyst 8000V on a VM, the Cisco IOS XE software functions just as if it were
deployed on a traditional Cisco hardware platform. This router includes a virtual Route Processor and a virtual
Forwarding Processor (FP) as part of its architecture, and provides secure connectivity from an enterprise
location such as a branch office or a data center, to a public or a private cloud.

Cisco Catalyst 8000V supports SSL VPN. From Cisco IOS XE Release 17.x, when you are running a Cisco
IOS-XE router as an SSL VPN gateway, an extra SSL VPN overhead is added due to the TLS encapsulation.
To prevent IP fragmentation and reassembly of packets between SSL VPN client and server, you must adjust
the TCP-MSS value optimally. Otherwise, packet drop due to the IPFragErr error could occur in the SSL
VPN gateway.

The Cisco Catalyst 8000V router also provides a virtual IOS XE operating system for routing and forwarding
on the Enterprise Network Compute System (ENCS) platform and on the Cisco Cloud Services Platform 5000
Series.

To use the functionalities of this virtual router, read on to know how to deploy a Cisco Catalyst 8000V router
as a virtual machine on a hypervisor.

* Benefits of Virtualization Using the Cisco Catalyst 8000V Router, on page 5

* Router Interfaces, on page 6

* Cisco IOS XE and Cisco Catalyst 8000V, on page 6

* Cisco Unified Computing System (UCS) Products, on page 7

Benefits of Virtualization Using the Cisco Catalyst 8000V Router

» Hardware independence: The Cisco Catalyst 8000V router uses the benefits of virtualization in the
cloud to provide hardware independence. Since the Cisco Catalyst 8000V runs on a virtual machine, you
can use this router on any x86 hardware that the virtualization platform supports.
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« Sharing of resources: The resources used by Cisco Catalyst 8000V are managed by the hypervisor, and
these resources can be shared among the VMs. You can regulate the amount of hardware resources that
the VM server allocates to a specific VM. You can reallocate resources to another VM on the server.

* Flexibility in deployment: You can easily move a VM from one server to another. Thus, you can move
a Cisco Catalyst 8000V instance from a server in one physical location to a server in another physical
location without moving any hardware resources.

» Enhanced software security - Secure Object Store: In Cisco Catalyst 8000V, storage partitions for
NVRAM, licensing, and other data are created as Object stores. The individual Object stores are encrypted
to ensure data security, and this product is Cisco Secure Development lifecycle (CSDL) compliant.
Further, Cisco Catalyst 8000V supports a 16G disk profile.

Router Interfaces

The Cisco Catalyst 8000V router interfaces perform the same functionality as those on hardware-based Cisco
routers. The Cisco Catalyst 8000V interfaces function as follows:

* The interfaces are logically named as the Gigabit Ethernet (GE) interfaces.

* The available interface numbering depends on the Cisco Catalyst 8000V version.

When you first boot the device, the Cisco Catalyst 8000V router interfaces are mapped to the vNIC interfaces
on the VM based on the vNIC enumeration to the Cisco Catalyst 8000V. On subsequent boot, the Cisco
Catalyst 8000V router interfaces are mapped to the vNIC MAC addresses.

For more information, see Mapping the Cisco Catalyst 8000V Network Interfaces to the VM Network Interfaces.

Interface Numbering

* The interface port numbering is from 1 and up to the number of interfaces supported. See VMware
Requirements, on page 46 to know the supported vINICs and the minimum and maximum number of
vNICs supported for each VM instance.

* Gigabit Ethernet interface 0 is not supported.

* You can designate any interface as the management interface. You can designate a management interface
by performing the appropriate Day0 bootstrapping mechanisms available for your target environment.
For more details, see Day 0 Configuration, on page 93.

Cisco 10S XE and Cisco Catalyst 8000V

Cisco Catalyst 8000V is a virtual router that runs on Cisco IOS XE and Cisco IOS XE SD-WAN. This guide
provides the overview, installation, and configuration information for Cisco Catalyst 8000V on Cisco I10S
XE.

You can configure and manage Cisco Catalyst 8000V by:

* Provisioning a serial port in the VM to connect and access the Cisco IOS XE CLI commands.
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Note  You can use a serial port to manage a Cisco Catalyst 8000V VM only if the
underlying hypervisor supports associating a serial port with a VM. See your
hypervisor documentation for more details.

» Using the remote SSH/Telnet to access the Cisco IOS XE CLI commands.

N

Note By default, Telnet is disabled for security reasons. SSH is disabled in an on-prem
deployment. Although SSH is preferred for remote user management, you must
manually enable SSH in an on-prem deployment.

In cloud deployments, SSH is enabled by default. To access SSH, ensure that
your cloud security settings allow SSH connectivity for both inbound and outbound
traffic.

The software for Cisco Catalyst 8000V uses the standard Cisco IOS XE CLI commands and conventions.
The commands are not case sensitive, and you can abbreviate the commands and parameters if the abbreviations
contain enough letters to be different from any other currently available commands or parameters. To access
all the features of Cisco IOS XE CLI and how to use them, see the Configuration Fundamentals Configuration
Guide.

Cisco Unified Computing System (UCS) Products

Table 1: Cisco Catalyst 8000V Compatibility with Cisco UCS Servers

Cisco Unified The Cisco UCS server requirements are:
Computing System . .
(UCS) Products VMware-certified.

* 4 or more cores configured.

* A minimum UCS memory of 16 GB. If you use the SDWAN/Controller
mode, at least 128 GB memory is required to accomodate SDWAN vManage,
vBond, and vSmart.

* A minimum UCS storage of 1 TB.
« A UCS C220 M5 minimum is recommended.

See http://www.cisco.com/en/US/products/ps10477/prod_technical reference

list.html to determine the UCS hardware and software that is compatible with the
supported hypervisors.
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CHAPTER 3

Installation Overview

This chapter provides the high-level information on how to install Cisco Catalyst 8000V. Usually, Cisco
hardware routers are shipped with the Cisco IOS XE software pre-installed. However, since Cisco Catalyst
8000V is not a hardware-based router, you must download the Cisco IOS XE software from Cisco.com and
install the virtual router directly onto the virtual machine. Before you proceed to the installation, first provision
the attributes of the VM so that the Cisco Catalyst 8000V software can install and boot.

See the following sections to know about the various installation files and the installation options that are
dependent on the hypervisor you have chosen.

* Installation Files, on page 9

* Supported Hypervisors, on page 10

» Download the Installation Files, on page 11
* Guidelines and Limitations, on page 11

» Where to Go Next, on page 12

Installation Files

The following table specifies the software images that are available for installing Cisco Catalyst 8000V on
the supported hypervisors:

Image Type Hypervisor Mode Secure Sample Filename
Boot

bin ESXi, KVM, Upgrade (bundle | No ¢8000v-universalk9.17.04.01a.SPA.bin

AWS, Microsoft | mode)

Azure, GCP Upgrade (install

mode)

iso - Used for |ESXi, KVM New installation | No ¢8000v-universalk9.17.04.01a.iso
installing the
software image
on the VM
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Image Type Hypervisor Mode Secure Sample Filename

Boot
ova-used for |ESXi New installation | Yes c8000v-universalk9.17.04.01a.ova
deploying the
OVA template
on the VM (in
TAR format)
qcow2 - Used |KVM New installation | No c8000v-universalk9.17.04.01a.qcow2
for installing the
software image
in KVM
environments.
serial.qcow?2 KVM New installation | No ¢8000v-universalk9.17.04.01a.efi.qcow?2
efi.qcow2 KVM New installation | Yes c8000v-universalk9.17.04.01a.efi.qcow2
serial.efi.qcow2 | KVM New installation | Yes ¢8000v-universalk9.17.04.01a-serial.efi.qcow?2
tar.gz NFVIS New installation | Yes c8000v-universalk9.17.04.01a-tar.gz

\)

Note  Although secure boot is supported for certain image types, this functionality is not enabled by default. See
VNF Secure Boot to know how to enable secure boot for your hypervisor.

Supported Hypervisors

A hypervisor enables multiple operating systems to share a single hardware host machine. While each operating
system could have a dedicated use of the host's processor, memory, and other resources, the hypervisor controls
and allocates only the required resources to each operating system. This ensures that the operating systems
(VMs) do not disrupt each other.

The following are the supported hypervisors for Cisco Catalyst 8000V:

» VMware ESXi: Cisco Catalyst 8000V runs on the VMware ESXi hypervisor, which runs on a x86
hardware containing virtualization extension. To see the VMware requirements and to learn how to install
Cisco Catalyst 8000V in the ESXi environment, see Installing in VMware ESXi Environment.

* Red Hat KVM: Cisco Catalyst 8000V also runs on the Red Hat Enterprise Linux (RHEL).

« Public Clouds: Apart from the above-mentioned hypervisors, you can also deploy and use Cisco Catalyst
8000V in Amazon Web Services, Microsoft Azure, Google Cloud Platform, and Alibaba Cloud. See the
respective public cloud deployment guides for detailed information.

Virtual Machine Processing Resources

The Cisco Catalyst 8000V is a low-latency application and might not function properly when the processing
resources on the host side are over subscribed. By default, most hypervisors support overcommitting the
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processing resources. However, for Cisco Catalyst 8000V, if you oversubscribe and do not schedule the virtual
CPUs (vCPUs) reliably, you could experience packet processing drops, error messages, or system outages.

The Cisco Catalyst 8000V vCPUs must be scheduled by the host hypervisor to run on real physical cores.
Each hypervisor has various controls that influence the scheduling of the vCPUs to the physical cores. As a
best practice, Cisco recommends that you to use a ratio of 1:1 for the vCPUs to real physical cores.

For detailed information on virtual machine processing resources, see the respective hypervisor tuning guides
provided by the hypervisor. Additionally, you can refer to the appropriate hypervisor sections in this guide
that describe the possible settings to increase the performance and improve the overall system determinism.

Download the Installation Files

Step 1 Go to the Cisco Software Download page.

Step 2 From the Select a Product field at the bottom of the page, search for Cisco Catalyst 8000V.

Step 3 Click the Cisco Catalyst 8000V link and go to the Download page.

Step 4 From the left pane, select the appropriate release. For example, Bengaluru 17.4.1.

Step 5 From the list of available images, click Download or Add to Cart. Follow the instructions for downloading the software.

Note To know which installation file you want to download, see Installation Files, on page 9.

Guidelines and Limitations

The following list specifies the general guidelines and restrictions before installing a Cisco Catalyst 8000V
router in your network:

* Cisco Catalyst 8000V within a nested VM has not been tested and is not recommended for this reason.

* Ifthe hypervisor does not support vNIC Hot Add/Remove, do not make any changes to the VM hardware
(memory, CPUs, hard drive size, and so on) while the VM is powered on.

* Gigabit Ethernet0 interface is no longer available. You can designate any interface as the management
interface.

* You can access the Cisco IOS XE CLI either through the virtual VGA console or the console on the
virtual serial port. Select the console from the GRUB mode during the first-time installation or change
the console using the Cisco IOS XE platform console command after the router boots. For more
information, see Booting the Cisco Catalyst 8000V as the VM, on page 127.

* If you are running a virtual function on an 1350 device, redundancy protocols like HSRP/VRRP are not
supported.

* For .qcow? files, the image that you choose during installation plays a role in the type of console you
can select.

* vNICs do not support duplex settings in an interface.

* vNICs do not support auto-negotiations.
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¢ From Cisco IOS XE 17.9.1, the show license udi command is no longer supported in Cisco Catalyst
8000V.

* Cisco Catalyst 8000V does not support L2TP functionality including L2TP client and L2TP Network
Server (LNS).

* Although Cisco Catalyst 8000V instances in controller mode supports the 4GB memory configuration,
Cisco recommends you use 8GB memory for feature-rich and high-scale environments. This is to prevent
high memory utilization issues.

\}

Note  Some hypervisors might not support serial console access. Verify support using your hypervisor documentation.

Where to Go Next

Now that you have downloaded the installation file, you can proceed to the deployment. Based on the hypervisor
that you have chosen, the deployment procedures vary.

See the following chapters in this guide to know how to deploy Cisco Catalyst 8000V in the appropriate
hypervisor environment:

* Installing in VMware ESXi Environment

* Installing in Kernel Virtual Machine Support (KVM) Environments

Deployment in Public Clouds

* For information about deploying Cisco Catalyst 8000V in an Amazon Web Services environment, see
Deploying Cisco Catalyst 8000V Edge Software on Amazon Web Services.

* For information about deploying Cisco Catalyst 8000V in the Microsoft Azure environment, see Deploying
Cisco Catalyst 8000V on Microsoft Azure.

* For information about deploying Cisco Catalyst 8000V in Google Cloud Platform, see Deploying Cisco
Catalyst 8000V on Google Cloud Platform.

* For more information about deploying Cisco Catalyst 8000V in Alibaba Cloud, see Deploying Cisco
Catalyst 8000V on Alibaba Cloud.

)

Note Refer the following chapters before you proceed with the installation:

* Day 0 Configuration
* VNF Secure Boot

* Configuring Console Access
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CHAPTER 4

Installing the Software using install Commands

* Installing the Software Using install Commands, on page 13

* Information About Installing the Software Using install Commands, on page 13

* Configuration Examples for Installing the Software Using install Commands, on page 23
* Troubleshooting Software Installation Using install Commands, on page 35

Installing the Software Using install Commands

From Cisco IOS XE 17.15.1a, all Cisco IOS XE platforms are shipped in install mode by default. Users can
boot the platform, and upgrade or downgrade to Cisco IOS XE software versions using a set of install
commands.

Restrictions for Installing the Software Using install Commands

« ISSU is not covered in this feature.

* Install mode requires a reboot of the system.

Information About Installing the Software Using install
Commands

For routers shipped in install mode, a set of install commands can be used for starting, upgrading and
downgrading of platforms in install mode. This update is applicable to the Cisco Catalyst 8000 Edge platforms.

From Cisco IOS XE 17.15.1a release, this update is applicable to all Cisco I0S XE platforms.

The following table describes the differences between Bundle mode and Install mode:
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Table 2: Bundle Mode vs Install Mode
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Bundle Mode

Install Mode

This mode provides a consolidated boot process, using
local (hard disk, flash) or remote (TFTP) .bin image.

Bundle boot from USB and TFTPBoot
is not supported.

Note

This mode uses the local (bootflash) packages.conf
file for the boot process.

This mode uses a single .bin file.

.bin file is replaced with expanded .pkg files in this
mode.

CLI:

#boot system file <filename>

CLI:

#install add file bootflash: [activate commit]

To upgrade in this mode, point the boot system to the
new image.

To upgrade in this mode, use the install commands.

Image Auto-Upgrade: When a new Field-Replaceable
Unit (FRU) is inserted in a modular chassis, manual
intervention is required to get the new FRU running
with the same version as the active FRUs.

Image Auto-Upgrade: When a new FRU is inserted
in a modular chassis, the joining FRU is
auto-upgraded to the image version in sync with the
active FRUs.

Rollback: Rollback to the previous image with
multiple Software Maintenance Updates (SMUs) may
require multiple reloads.

Rollback: Enables rollback to an earlier version of
Cisco IOS XE software, including multiple patches
in single reload.

Install Mode Process Flow

The install mode process flow comprises three commands to perform installation and upgrade of software on
platforms—install add, install activate, and install commit.

The following flow chart explains the install process with install commands:

Process with Install Commit

Install Add Install Activate
Copies new Installs software
software package
package to the copied in the
device previous step

Install Commit

Commits the
recently installed
software package
so that it persists

Subsequent
Reboots

»| Device uses the
recently installed
software package

AR5

The install add command copies the software package from a local or remote location to the platform. The
location can be FTP, HTTP, HTTPs, or TEFTP. The command extracts individual components of the .package
file into subpackages and packages.conf files. It also validates the file to ensure that the image file is specific
to the platform on which it is being installed.

The install activate command performs the required validations and provisions the packages previously added
using the install add command. It also triggers a system reload.
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The install commit command confirms the packages previously activated using the install activate command,
and makes the updates persistent over reloads.

N

Note Installing an update replaces any previously installed software image. At any time, only one image can be
installed in a device.

The following set of install commands is available:

Table 3: List of install Commands

Command Syntax Purpose
install add install add file Copies the contents of the image,
location:filename.bin package, and SMUs to the software

repository. File location may be
local or remote. This command
does the following:

* Validates the file-checksum,
platform compatibility checks,
and so on.

* Extracts individual
components of the package
into subpackages and
packages.conf

* Copies the image into the local
inventory and makes it
available for the next steps.

install activate install activate Activates the package added using
the install add command.

* Use the show install
summary command to see
which image is inactive. This
image will get activated.

* System reloads on executing
this command. Confirm if you
want to proceed with the
activation. Use this command
with the prompt-level none
keyword to automatically
ignore any confirmation
prompts.
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Command Syntax Purpose

(install activate) auto abort-timer | install activate auto-abort timer | The auto-abort timer starts
<30-1200> automatically, with a default value
of 120 minutes. If the install
commit command is not executed
within the time provided, the
activation process is terminated,
and the system returns to the
last-committed state.

* You can change the time value
while executing the install
activate command.

* The install commit command
stops the timer, and continues
the installation process.

* The install activate
auto-abort timer stop
command stops the timer
without committing the
package.

* Use this command with the
prompt-level none keyword
to automatically ignore any
confirmation prompts.

* This command is valid only in
the three-step install variant.

install commit install commit Commits the package activated
using the install activate
command, and makes it persistent
over reloads.

+ Use the show install
summary command to see
which image is uncommitted.
This image will get
committed.
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Command

Syntax

Purpose

install abort

install abort

Terminates the installation and
returns the system to the
last-committed state.

* This command is applicable
only when the package is in
activated status (uncommitted
state).

* [fyou have already committed
the image using the install
commit command, use the
install rollback to command
to return to the preferred
version.

install remove

install remove {file <filename> |
inactive}

Deletes inactive packages from the
platform repository. Use this
command to free up space.

« file: Removes specified files.

« inactive: Removes all the
inactive files.

install rollback to

install rollback to {base | label |
committed | id}

Rolls back the software set to a
saved installation point or to the
last-committed installation point.
The following are the
characteristics of this command:

* Requires reload.

* [s applicable only when the
package is in committed state.

* Use this command with the
prompt-level none keyword
to automatically ignore any
confirmation prompts.

Note If you are performing
install rollback to a
previous image, the
previous image must
be installed in install
mode. Only SMU
rollback is possible in
bundle mode.
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Command

Syntax

Purpose

install deactivate

install deactivate file <filename>

Removes a package from the
platform repository. This command
is supported only for SMUs.

* Use this command with the
prompt-level none keyword
to automatically ignore any

confirmation prompts.
The following show commands are also available:
Table 4: List of show Commands
Command Syntax Purpose

show install log

show install log

Provides the history and details of
all install operations that have been
performed since the platform was
booted.

show install package

show install package <filename>

Provides details about the .pkg/.bin
file that is specified.

show install summary

show install summary

Provides an overview of the image
versions and their corresponding
install states for all the FRUs.

* The table that is displayed will
state for which FRUs this
information is applicable.

If all the FRUs are in sync in
terms of the images present
and their state, only one table
is displayed.

If, however, there is a
difference in the image or state
information among the FRUs,
each FRU that differs from the
rest of the stack is listed in a
separate table.

show install active

show install active

Provides information about the
active packages for all the FRUs.

If there is a difference in the
information among the FRUs, each
FRU that differs from the rest of
the stack is listed in a separate
table.
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Command

Syntax

Purpose

show install inactive

show install inactive

Provides information about the
inactive packages, if any, for all the
FRUs.

If there is a difference in the
information among the FRUs, each
FRU that differs from the rest of
the stack is listed in a separate
table.

show install committed

show install committed

Provides information about the
committed packages for all the
FRUs.

If there is a difference in the
information among the FRUs, each
FRU that differs from the rest of
the stack is listed in a separate
table.

show install uncommitted

show install uncommitted

Provides information about
uncommitted packages, if any, for
all the FRUs.

If there is a difference in the
information among the FRUs, each
FRU that differs from the rest of
the stack is listed in a separate
table.

show install rollback

show install rollback {point-id |
label}

Displays the package associated
with a saved installation point.

show version

show version [rp-slot] [installed
[user-interface] | provisioned |
running]

Displays information about the
current package, along with
hardware and platform information.

Booting the Platform in Install Mode

You can install, activate, and commit a software package using a single command (one-step install) or multiple
separate commands (three-step install).

If the platform is working in bundle mode, the one-step install procedure must be used to initially convert the
platform from bundle mode to install mode. Subsequent installs and upgrades on the platform can be done
with either one-step or three-step variants.
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One-Step Installation or Converting from Bundle Mode to Install Mode

\}

Note

* All the CLI actions (for example, add, activate, and so on) are executed on all the available FRUs.

* The configuration save prompt will appear if an unsaved configuration is detected.

* The reload prompt will appear after the second step in this workflow. Use the prompt-level none keyword
to automatically ignore the confirmation prompts.

« If the prompt-level is set to None, and there is an unsaved configuration, the install fails. You must save
the configuration before reissuing the command.

Use the one-step install procedure described below to convert a platform running in bundle boot mode to
install mode. After the command is executed, the platform reboots in install boot mode.

Later, the one-step install procedure can also be used to upgrade the platform.

This procedure uses the install add file activate commit command in privileged EXEC mode to install a
software package, and to upgrade the platform to a new version.

SUMMARY STEPS
1. enable
2. install add file location: filename [activate commit]
3. exit

DETAILED STEPS

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode. Enter your password, if
Example: prompted.
Device>enable
Step 2 install add file location: filename [activate commit] Copies the software install package from a local or remote
Example: location (through FTP, HTTP, HTTPs, or TFTP) to the
. P . platform and extracts the individual components of the
Devicetinstall add file _ | .package file into subpackages and packages.conf files. It
b leehucB0eriversslO HDVLT] THROPLE IAIESE Z21CPL (RUI23 V17 7 0 117,558 in) ’ lidati 4 ‘bilitv check for th
sctivate commit also performs a vali athn an cqmpatl ility check for the
platform and image versions, activates the package, and
commits the package to make it persistent across reloads.
The platform reloads after this command is run.
Step 3 exit Exits privileged EXEC mode and returns to user EXEC
mode.
Example:
Devicefexit
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Three-Step Installation

\}

Note « All the CLI actions (for example, add, activate, and so on) are executed on all the available FRUs.

* The configuration save prompt will appear if an unsaved configuration is detected.

* The reload prompt will appear after the install activate step in this workflow. Use the prompt-level none
keyword to automatically ignore the confirmation prompts.

The three-step installation procedure can be used only after the platform is in install mode. This option provides
more flexibility and control to the customer during installation.

This procedure uses individual install add, install activate, and install commit commands for installing a
software package, and to upgrade the platform to a new version.

SUMMARY STEPS
1. enable
2. install add file location: filename
3. show install summary
4. install activate [auto-abort-timer <time>]
5. install abort
6. install commit
7.  install rollback to committed
8. install remove {file filesystem: filename | inactive}
9. show install summary
10. exit
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your password, if
Example: prompted.
Device>enable
Step 2 install add file location: filename Copies the software install package from a remote location
Example: (through FTP, HTTP, HTTPs, or TFTP) to the platform,

and extracts the individual components of the .package

bevice#install add file file into subpackages and packages.conf files.

oot Flahe B0 iversal KOED VIT7 THROTTIE TATFST 20211027 (RO0BAL V17 7 0 120.5%kiin

Step 3 show install summary (Optional) Provides an overview of the image versions

and their corresponding install state for all the FRUs.
Example:

Device#show install summary
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Command or Action

Purpose

Step 4 install activate [auto-abort-timer <time>] Activates the previously added package and reloads the
latform.
Example: P
Device# install activate auto-abort-timer 120 * When doing a full software install, do not provide a
package filename.

* In the three-step variant, auto-abort-timer starts
automatically with the install activate command; the
default for the timer is 120 minutes. If the install
commit command is not run before the timer expires,
the install process is automatically terminated. The
platform reloads and boots up with the last committed
version.

Step 5 install abort (Optional) Terminates the software install activation and
returns the platform to the last committed version.
Example:
Device#install abort * Use this command only when the image is in activated
state, and not when the image is in committed state.
Step 6 install commit Commits the new package installation and makes the
changes persistent over reloads.
Example: £eSp v
Device#install commit
Step 7 install rollback to committed (Optional) Rolls back the platform to the last committed
state.
Example:
Device#install rollback to committed
Step 8 install remove {file filesystem: filename | inactive} (Optional) Deletes software installation files.
Example: « file: Deletes a specific file
bevicefinstall remove inactive « inactive: Deletes all the unused and inactive
installation files.
Step 9 show install summary (Optional) Displays information about the current state of
the system. The output of this command varies according
Example: . . )
to the install commands run prior to this command.
Device#show install summary
Step 10 exit Exits privileged EXEC mode and returns to user EXEC
mode.
Example:
Device#exit

Upgrading in Install Mode

Use either the one-step installation or the three-step installation to upgrade the platform in install mode.
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Downgrading in Install Mode

Use the install rollback command to downgrade the platform to a previous version by pointing it to the
appropriate image, provided the image you are downgrading to was installed in install mode.

The install rollback command reloads the platform and boots it with the previous image.

)

Note The install rollback command succeeds only if you have not removed the previous file using the install
remove inactive command.

Alternatively, you can downgrade by installing the older image using the install commands.

Terminating a Software Installation

You can terminate the activation of a software package in the following ways:

» When the platform reloads after activating a new image, the auto-abort-timer is triggered (in the three-step
install variant). If the timer expires before issuing the install commit command, the installation process
is terminated, and the platform reloads and boots with the last committed version of the software image.

Alternatively, use the install auto-abort-timer stop command to stop this timer, without using the install
commit command. The new image remains uncommitted in this process.

« Using the install abort command returns the platform to the version that was running before installing
the new software. Use this command before issuing the install commit command.

Configuration Examples for Installing the Software Using install
Commands

The following is an example of the one-step installation or converting from bundle mode to install
mode:

Router# install add file

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin
activate commit

install add activate commit: START Thu Oct 28 21:57:21 UTC 2021

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(g) to exit, you may save configuration and re-enter the command. [y/n/gly
Building configuration...

[OK]Modified configuration has been saved

*Oct 28 21:57:39.818: $SYS-6-PRIVCFG ENCRYPT SUCCESS: Successfully encrypted private config
file

*Oct 28 21:57:39.925: SINSTALL-5-INSTALL START INFO: RO/0: install engine: Started install
one-shot

bootflash:c8000be-universalk9.BLD V177 THROTTLE IATEST 20211021 031123 V17 7 0 117.SSA.bininstall add activate commit:
Adding PACKAGE
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install add activate commit: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.07.01.0.1515

install add activate commit: Activating PACKAGE

Following packages shall be activated:
/bootflash/c8000be-rpboot.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

/bootflash/c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm 1t3e3.B