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Enabling the Guest Shell

To enable the guest shell on Cisco Catalyst 8000V running on AWS, create an [AM instance role and establish
trust with an EC2 service. You have a choice of either assigning the IAM instance role to a preexisting Cisco
Catalyst 8000V instance or assigning the IAM instance role to a new Cisco Catalyst 8000V instance.

For more information on how to perform these tasks, see Assigh an IAM Instance Role to a Cisco Catalyst
8000V and Assign an 1AM Instance Role to a New Cisco Catalyst 8000V.

Then, perform further configuration steps on Cisco Catalyst 8000V and enter the guest shell.

Create an IAM Instance Role

1 Sign into AWS, as an administrator with permissions to create an IAM Role
2 Click EC2 to enter the EC2 console.

3.  Click IAM to enter the [AM console.

4.  Click Roles.
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Figure 1: IAM Instance Roles
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Click Create new Role.
Enter a name for your app's role.

Click Continue.

© N o U

Select a Role Type.
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Assign an IAM Instance Role to a Cisco Catalyst 8000V Instance .

Figure 2: IAM Instance Role Types
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For the Amazon EC2 role type, click Select.
This establishes trust with an EC2 service.
From Set Permissions, click Select Policy Template.

Select a template (for example, "Amazon S3 Full Access") by clicking Select. You can select multiple
services. Use this option to specify the access in further detail. For example, you can allow an [AM
instance role to read from an S3 bucket but not write to an S3 bucket.

Enter the role name.

Click Create Role.

Assign an IAM Instance Role to a Cisco Catalyst 8000V Instance

Specifying an IAM instance role is not a mandatory for accessing the guest shell. However, it will later allow
you to access specific entities in the AWS account using a key or a password that eliminates the need to save
account information on the Cisco Catalyst 8000V instance.

Step 1
Step 2

Step 3
Step 4

Click EC2 to enter the EC2 dashboard.

Select one of your listed Cisco Catalyst 8000V instances, right-click and select Instance Setup. Then, select
Attach/Replace IAM Role.

From the drop-down list, select an IAM instance role that you created previously.

Enter the following CLI configuration commands on Cisco Catalyst 8000V and relaunch Cisco Catalyst 8000V.

Router (config) # interface GigabitEthernetl
Router (config-if)# ip address dhcp

Router (config-if)# ip nat outside

Router (config-if)# exit

Router (config-if) # ip address 192.168.35.1 255.255.255.0
Router (config-if)# ip nat inside
Router (config-if)# exit

(
(
(
(
Router (config) # interface VirtualPortGroup0
(
(
(
(

Router (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
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Router (config)# ip access-list standard GS_NAT ACL
Router (config) # permit 192.168.0.0 0.0.255.255
Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

Router (config-app-hosting) # exit

Router (config) # exit

Router# guestshell enable

Router# guestshell run python

Assign an IAM Instance Role to a New Instance

The following procedure shows how to assign an IAM Instance Role to Cisco Catalyst 8000V during the
creation of a new Cisco Catalyst 8000V instance.

Step 1 Launch a new Cisco Catalyst 8000V as an EC2 instance, and choose an instance type.
Step 2 Click Next: Configure Instance Details.
Step 3 Perform one of the following two steps:

a) Click the IAM role text box to select an existing [AM instance role from the dropdown list.
b) Click Create new |AM role to create a new IAM instance role.

Step 4 Enter the following CLI configuration commands on the Cisco Catalyst 8000V instance and relaunch the instance.

Router
Router
Router
Router
Router
Router
Router
Router
Router
Router

config)# interface GigabitEthernetl

config-if)# ip address dhcp

config-if)# ip nat outside

config-if)# exit

config)# interface VirtualPortGroupO

config-if)# ip address 192.168.35.1 255.255.255.0

config-if)# ip nat inside

config-if)# exit

config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
config)# ip access-list standard GS_NAT ACL

Router (config) # permit 192.168.0.0 0.0.255.255

Router (config) # app-hosting appid guestshell

Router (config-app-hosting) # vnic gatewayl virtualportgroup 0 guest-interface 0 guest-ipaddress
192.168.35.2 netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default
Router (config-app-hosting) # resource profile custom cpu 1500 memory 512

Router (config-app-hosting) # exit

Router (config) # exit

Router# guestshell enable

Router# guestshell run python

Examples of Guest Shell

The following examples show how to download packages in the Guest Shell on a Cisco Catalyst 8000V
instance, and a few other useful guest shell commands.
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Install packages using the yum or pip3 commands. For example, enter the [guestshell@guestshell ~]
sudo pip3 install awscli command to install the AWS CLI and Amazon SDK.

[guestshell@guestshell ~]$ sudo pip3 install awscli
WARNING: Running pip install with root privileges is generally not a good idea. Try "pip3
install --user’ instead.
Collecting awscli
Downloading
hittyes: //files.pytharhosted. argy/ieackages/ce/ 38/ 6£2006f 00080381 add 14100 I I832e3 a2 3238220315771 54520 Tc/anscli-1.18. 15 -py2. oy 3-nare-ary .whil
(3.4MB)
100% | ####4#HHH44HHHFHFHHHHFHFSHHFHHHEE| 3.4MB 369kB/s
Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from awscli)
Downloading
hittes://files. pythorhosted. arg/cackaces/c9/cd/45adef TIAd1 1 9509631 8a311 7ed5 10808029992 a1 43¢ Tala5acs/colarane0.4. 302 oy3-nare-any whl
Collecting s3transfer<0.4.0,>=0.3.0 (from awscli)
Downloading
hittpes: //files. pytharhested. arg/eackages/69/79/ecafl3BoIoAed6ae it 0f 741044 TEF] £942400997a26f20083/s3transfer-0. 3. 302 oy3are-ary.whl
(69kB)
100% | ####4HHdH44HHHHHFHHHFHFHSSH#HEES| T1kB 7.3MB/s
Collecting docutils<0.16,>=0.10 (from awscli)
Downloading
hittes: //files. pytharhosted. arg/eackages/22/ad/a6aa959dcab1 99180B502304d01 51949003 A f i less0ctel/doauti1s-0. 15. 2-py3-nore-any.whl
(547kB)
100% | #####4HHH44HSHFHFHSHHFHFESHHFHHES| 552kB 2.1MB/s
Collecting PyYAML<5.4,>=3.10; python version != "3.4" (from awscli)
Downloading
https://files.pythonhosted. org/packages/64/c2/080047c T1ac24 7895016 7609882541 1ed55 72£35d1bef f9cac07d321512¢/PyYAML~5. 3. 1. tar .gz
(269kB)
100% | ####4#HHH4FHSHFHFHSHHFHFSRHHHH4HEE| 276kB 3.6MB/s
Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from awscli)
Downloading
hittps: //files.pythorhosted. org/packages/26/£8/8127£da0294f0441210208aC 7 185fec810e1 5909844796 7a61030ecfo%/rsa—4. Sov2 .oy 3-nare-any . whl
Collecting botocore==1.18.16 (from awscli)
Downloading
hittps: //files. pytharhested. arg/eackages/ 20/ %/ afa4lds0a91 186930835 /830300210e6 e 380 1031 Teead632d0f 3cf sotocare-1.18. 1602, oy 3nare-ary.whil
(6.7MB)
100% | ######HHH44HSHFHFHSHHFHFSSHHHHHEE| 6.7MB 173kB/s
Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version != "3.4"->awscli)
Downloading
hittpes: //files.pythorhosted. arg/fackages/62/1e/a%4a80635fa30Acfc 7£506003548006244 Tass T6£bcab3932970fe3053f foyasnl-0.4.8-0y2 oy 3nore-ary . whl
(77kB)
100% | ####4#HHH44HHHHHFHHHFHFHSSHH#H4EE| 81kB 7.5MB/s
Collecting urllib3<1.26,>=1.20; python version != "3.4" (from botocore==1.18.16->awscli)

Downloading
hittyes: //files.pytharhosted. arg/ieackages/9f /£0/a391d1 4638401233796 caof c0ef 3830442339063 84 10261 996907 A1 1i3-1.25. 1002 .oy 3-nare-ary .whl
(127kB)
100% | ####44HHH44HSHFHFHSSHFHFSSHHFHHEE| 133kB 6.1MB/s
Collecting python-dateutil<3.0.0,>=2.1 (from botocore==1.18.16->awscli)
Downloading
https://files poythorhosted. arg/eackeges /A 70/cB0AS 03388 758622420 Tee83070900E00306a Zonebdl 3407861 5do/ioython et 1-2.8. 1-p2.0/3 Tore-ary.whl
(227kB)
100% | ####4#HHH#4FHSHFHFHHHHFHFSHHHHHEE| 235kB 4.0MB/s
Collecting jmespath<1.0.0,>=0.7.1 (from botocore==1.18.16->awscli)
Downloading
hittges://files pythartosted. arg/feackenes/07/do/SF0012 7206fas323c1 9s0acc04d8asa 5621 7709203469001 39/ resathr0..10. 02 py3nare-any . whl
Collecting six>=1.5 (from python-dateutil<3.0.0,>=2.1->botocore==1.18.16->awscli)
Downloading
hitps: //files.pytharhosted. arg/feackages/es/ £f/48005c0f013094d729fe40031 8oa2a24 714031 c52092458:4d004078a/s1x-1.. 15. 002 py3nare-any.whl
Installing collected packages: colorama, urllib3, six, python-dateutil, Jjmespath,
botocore, s3transfer, docutils, PyYAML, pyasnl, rsa, awscli
Running setup.py install for PyYAML ... done
Successfully installed PyYAML-5.3.1 awscli-1.18.157 botocore-1.18.16 colorama-0.4.3
docutils-0.15.2 jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5
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s3transfer-0.3.3 six-1.15.0 urllib3-1.25.10
[guestshell@guestshell ~]$ aws s3 1ls c8kv
Unable to locate credentials. You can configure credentials by running "aws configure"

Having installed the AWS CLI, enter the aws s3 command such as aws s3 1s.

[guestshell@guestshell ~]$ aws s3 1ls c8kv
2020-10-14 19:44:08 433546509 upgrade.bin
[guestshell@guestshell ~]$

You can download a Cisco Catalyst 8000V AWS package containing sample scripts using the sudo pip3
install csr_aws_guestshellCOHHnand.

Example:

[guestshell@guestshell ~]$ sudo pip3 install csr aws guestshell

WARNING: Running pip install with root privileges is generally not a good idea. Try “pip3
install --user’ instead.

Collecting csr_aws guestshell

Downloading

hites: //files.pythorhosted. org/feackeges/42/21/CT12126166680930223e 443 522880925611 991 61208100808 /cste ams guestshel 1-0.0.17.0ev. tar.oz

Collecting awscli (from csr_aws guestshell)

Downloading

hittyes: //files.pytharhosted. arg/eackages/23/ 1o/ 206500461 8308323041 3575591 ccd2021 233033l a0 T0ce/anscli-1. 18. 168202 oy 3rare-ary .whil
(3.4MB)

100 | #####Hddddddddt 4444444 3.4MB 352kB/s

Collecting boto (from csr aws guestshell)

Downloading

hitts: //files. pythathosted. org/cackages/23/10/d16 782 7298029445424 7221 91 Goe2030] 820H01 6620 TE2cal 23 /looto-2.49. 0-py2..py3-nore-any.whil
(1.4MB)

100 | #####ddddddddt 44444 1.4MB 794kB/s

Collecting boto3 (from csr aws guestshell)

Downloading

hittyes: //files. pytharhosted. arg/rackages/30/3c/c9065¢39802658%9303065a52 Tab69bacadf 7588508 7193433065998/ ota3-1. 16.2-0y2 oy 31re-ary . whil
(129kB)

100 | ####dddddddddddd 4444444 133kB 7.2MB/s

Collecting rsa<=4.5.0,>=3.1.2; python version != "3.4" (from awscli->csr aws guestshell)

Downloading

https://files.pythorhosted. org/rackages/26/£8/8127da0294f0441213206aC T 185f6810e1 5909844796 1a61030edo%/rsa—4 . 5ov2 . oy3none-any . Wl

Collecting botocore==1.19.2 (from awscli->csr aws guestshell)

Downloading

hittyes: //files.pythahosted. orgy/eackages/1£/9%/35£23646 15cf1 7321 Xee08 71 e 1886 071dRcBB6cEAoc/otocore-1.19. 2402 oy 3rare-ary .whil
(6.7MB)

100 | #####HHHHHHHHHHHH#HHHHHHHHHHHHHH| 6.7MB 164kB/s

Collecting PyYAML<5.4,>=3.10; python version != "3.4" (from awscli->csr_ aws guestshell)

Downloading

https://files.pythonhosted. org/packages/64/2/080047c 1ac2478£95016 7609882541 1ed55 723501 bef focac07d321512¢/PYAML ~5. 3. 1 . tar.gz
(269kB)

100 | #####HHHHHHHHHH 44 H#HHHHHHHHHHHH| 276kB 3.6MB/s

Collecting s3transfer<0.4.0,>=0.3.0 (from awscli->csr aws_ guestshell)

Downloading

hityes: //files. pythartested. arg/eackages/69/79/ecafl3 B IAe96cefodod0f 741 IRANATEF1 £oA2A00997a26f20083/SBransfer-0.3. 3 v 2. p/3rare-ary.whil
(69kB)

100 | #####HddHHHdH 4444444444444 T1KB 7.6MB/s

Collecting docutils<0.16,>=0.10 (from awscli->csr aws guestshell)

Downloading

hitts: //files. pythathosted. org/rackages/22/ad/a6aa9%59ca61 991 800b50230Ad01 519490AMBDBI3 A T lese0cel/doautils-0. 15. 2-py3-nore-any.whil
(547kB)

100 | #####HHHdddHt 4444444444444 552kB 1.9MB/s

Collecting colorama<0.4.4,>=0.2.5; python version != "3.4" (from

awscli->csr aws guestshell)

Downloading

hittes: //files. pythorhosted. org/cackanes/c9/de/45cdef TAdL 9509631 311 7ed5 7108080299 a1 43¢ 7a0a5005/colarane0.4. 302 oy3-nare-ary.whl

Collecting jmespath<1.0.0,>=0.7.1 (from boto3->csr aws guestshell)

Downloading
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hitps://files. pytharhosted. argy/feackages/07/do/5H0012 7206 a3 c9elanc0AdiBeaa 58621 7709203469601 39/ Jresath-0.10. 0402 oy 3-rne-ary.whl

Collecting pyasnl>=0.1.3 (from rsa<=4.5.0,>=3.1.2; python version !=

"3.4"->awscli->csr_aws_guestshell)

Downloading

hittes: //files . pythartosted. arg/rackages/ @2/ 1e/a%a83635fa30eAcfc 1E506003548005244 Tae T6fdbcab3932970fe3053f /foyasnl-0.4. 802 .py3rre-ary .whl
(77kB)

100% | ######HHHH#HHHHHHHHH #4444 44444 81KkB 9.4MB/s

Collecting urllib3<1.26,>=1.25.4; python version != "3.4" (from
botocore==1.19.2->awscli->csr_ aws_guestshell)
Downloading

hittyes: //files.pytharhosted. argy/ieackages/S6/aa/4ef5a86 129862505001 2453052623301 A1 S3AGEBEBICIfaAlendR Al 1i3-1.25. 11-py2. oy 3-nare-ary.whl
(127kB)

100% | ######HHH44HSHFHFHSHHFHFSSHHFHHEE| 133kB 6.5MB/s

Collecting python-dateutil<3.0.0,>=2.1 (from botocore==1.19.2->awscli->csr aws_guestshell)

Downloading

https://files poythorhosted. arg/eackeges/d/ 70/cB0AS 03388 758622420 Tee83070900E00306 Aonebdl 3407861 5do/oython ceautd 1-2.8. 1-p 2. 03 Tore-ary.whl
(227kB)

100% | ######HHH44HSHFHFHHHHFHFSSHHHHEE| 235kB 4.6MB/s

Collecting six>=1.5 (from

python-dateutil<3.0.0,>=2.1->botocore==1.19.2->awscli->csr_aws_guestshell)

Downloading

hitps: //files.pytharhosted. arg/feackages/es/ £f/48005c0f013094d729fe40031 8oa2a247 14031 c5209245824d004078a/s1x-1.. 15. 002 oy 3-nare-any . whl

Installing collected packages: pyasnl, rsa, urllib3, six, python-dateutil, Jjmespath,

botocore, PyYAML, s3transfer, docutils, colorama, awscli, boto, boto3, csr-aws-guestshell

Running setup.py install for PyYAML ... done

Running setup.py install for csr-aws-guestshell ... done

Successfully installed PyYAML-5.3.1 awscli-1.18.162 boto-2.49.0 boto3-1.16.2

botocore-1.19.2 colorama-0.4.3 csr-aws-guestshell-0.0.17.dev0 docutils-0.15.2

jmespath-0.10.0 pyasnl-0.4.8 python-dateutil-2.8.1 rsa-4.5 s3transfer-0.3.3 six-1.15.0

urllib3-1.25.11

The following scripts are included in the csr_aws_guestshell package:

get-metadata.py - retrieves and prints instance metadata from AWS.

get-route-table.py - retrieves instances in VPC along with routes, route tables, and associations.
save-config-to-s3.py - saves the Cisco IOS XE CLI commands to an S3 bucket.
save-tech-support-to-s3.py - saves the tech support output to an S3 bucket.
load-bin-from-s3.py - downloads a .bin file for Cisco Catalyst 8000V and reloads.
get-stat-drop.py - retrieves the CLI statistics and pushes them to cloudwatch.

capture-interface.py - sets the Cisco IOS XE CLI commands to monitor and captures packets for a period
of time, then uploads the file to S3.

In the following example, the load-bin-from-s3.py script loads a binary from S3 and boots a Cisco Catalyst
8000V image:

[guestshell@guestshell ~]$ load-bin-from-s3.py csrlkv ultra 167.bin
/bootflash/ultra 167.bin 446866343 / 446866343 (100.00%)
Download Complete

Note

The csr aws guestshell package will continue to work with Cisco Catalyst 8000V.
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