Sample End-to-end Configuration

This appendix describes an end-to-end provisioning example for a Routed Optical Networking topology.

» Sample Configuration, on page 1

Sample Configuration

This section details the step-by-step approach to build a new Routed Optical Networking based, 75 km fiber
span to replace an existing legacy span in a two-node DCI topology.

* Network Sizing Requirements, on page 1
* Planning and Design Phase, on page 4
 Implement Phase, on page 5

* Operate Phase, on page 59

* Optimization Phase, on page 71

Network Sizing Requirements

This section details the sizing requirements for a network. For a small lab installation, three servers with 256
GB of RAM is enough to run the Crosswork, Crosswork Network Controller, Cisco Optical Network Controller,
NSO, Crosswork Hierarchical Controller, and EPNM in a non-HA deployment. For a production setup,
calculate the total resources required using information in the following tables.

Network Profiles

Network profiles are defined based on network size, services, and application features.

Network Entity/Feature Lab |Production
(20%) |(100%)

Devices 2000 |10000
Total number of interfaces 100000 | 650000
IGP interfaces 20000 | 100000
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Network Entity/Feature Lab |Production
(20%) |(100%)

VPN Services (L2, L3) 40000 | 200000

Endpoints per VPN service 2to 10|50

Total LSPs (SR policies and RSVP tunnels) | 12000 | 60000

Number of PCEP sessions 2000 |10000

\)

Note Each SR-PCE pair can only support 2000 PCEP sessions which means only 2000 headends for lab networks
and 10000 headends for production networks. While counting headends, LCM nodes must be included.

Deployment Size per Network Profile

The following table is the recommended deployment sizing requirement for solution using Cisco Crosswork
Network Controller.

Package Contents Crosswork Data Gateway Recommended number
Deployment of cluster VMs
Cisco Cisco Crosswork On-Premise Standard (default): | When Essentials
Crosswork Optimization Engine Collectors only. package is installed
k - ITHOUT El
Networ Cisco Crosswork Active On-Premise Standard (default): WITHOUT Element
Controller Tovol Collect | Management
Essentials opology oriectors oniy. Functions:
Eleme.:nt Management On-Premise Standard (default): - 3Hybrid nodes
Functions Collectors only.
When Essentials
package is installed
WITH Element
Management
Functions:
* 3Hybrid nodes
+ 1 Worker
node
Cisco Cisco Crosswork Service On-Premise Extended: Collectors |3 Hybrid nodes+ 2
Crosswork Health and offload services. Worker nodes
Network
Controller
Advantage
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Package Contents Crosswork Data Gateway Recommended number
Deployment of cluster VMs

Add-on Cisco Crosswork Change On-Premise Extended: Collectors |3 Hybrid nodes + 2

Package Automation and offload services. Worker nodes

Cisco Crosswork Health On-Premise Extended: Collectors
Insights and offload services.

Cisco Crosswork Zero Touch | On-Premise Standard (default):
Provisioning Collectors only.

)

Note For non-production lab installations without HA, you can use 1 Hybrid node.

VM Resources

The following table provide the details on CPU, memory, and disk requirements needed for each Crosswork
VM and the other VMs in the deployment.

Crosswork | Crosswork NSO SR-PCE Crosswork EPNM
VM Data Gateway Hierarchical
Controller
* CPU: 12 * CPU: 20 * Small Network * CPU: * CPU: 10 * Professional
vCPU vCPU Profile 8 cores (Small)
« RAM: « RAM: « CPU: 8 VEPU | RAM: 96 « CPU: 16
96 GB 112 GB vCPU « RAM: GB vCPU
24 GB
« DISK: 1 * DISK: * RAM: 64 * DISK: 400G * RAM: 64
TB 0.5TB GB « DISK: SSD (lab) , GB
(SSD) * DISK: 250 45 GB ?rl;](?dics:‘:ijon) * DISK: 2.8
GB p TB
* Large Network  Extended
Profile (Medium/Large)
*« CPU: 24 « CPU: 24
vCPU vCPU
* RAM: 132 * RAM: 128
GB GB
» DISK: « DISK: 4
1TB TB
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Note In Routed Optical Networking 2.1, Cisco Optical Network Controller and Crosswork Network Controller
require different Crosswork Infrastructure versions. The Crosswork Infrastructure Cluster for Cisco Optical
Network Controller must have:

*3 VM

* CPU: 12 vCPU
* RAM: 96 GB

» DISK: 1TB SSD

Cisco Optical Network Controller Scale Support

Cisco Optical Network Controller supports a maximum of 500 nodes and 600 services. Cisco Optical Network
Controller can run on the same cluster. Cisco Optical Network Controller adds more resources incrementally
at the maximum supported scale. It is captured in Crosswork VM resources in the table above.

Planning and Design Phase

The planning and design phase involves:
1. Network Planning and Design

Inputsneeded: Packet layer traffic demands, optical fiber topology, resiliency criteria, and other network
constraints.

a. WAE can be used to determine a new network build or augmentations to an existing network.

b. After the IP network circuits have been determined, Cisco ONP is used to determine the optical layer
feasibility and components that are used to support the network.

Output for a sample configuration:

This topology uses two Cisco 8201 routers, two NCS 2006 terminal nodes with NCS1K-MD-64 add/drop
multiplexers, and EDFA-35 bi-directional amplifiers. The span length is 75 kms. Longer spans may require
additional ILA nodes for amplification.

2. Automation Software Resource Planning

Server requirementsfor the Routed Optical Networking softwar e elements

Determine the servers required for the full solution. See Network Sizing Requirements, on page 1 and
Installation Requirements for Routed Optical Networking Components, on page 4.

a. Foralab or EFT setup, it is recommended to use three servers each with 384 G of RAM, 32 cores,
and two TB SSD.

b. The solution requires the use of VMware ESX 6.7 or higher.

Installation Requirements for Routed Optical Networking Components
The following list points to the installation requirements for different Routed Optical Networking components.

* Cisco Optical Network Planner 5.1
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Implement Phase .

* Cisco WAN Automation Engine 7.5.0

* Cisco NCS 2000 Shelf Virtualization Orchestrator 12.3.x

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications

* Cisco Optical Network Controller 2.1

* Cisco Evolved Programmable Network Manager 7.0.1

* Cisco Network Services Orchestrator 6.1

* Cisco NSO Routed Optical Networking Core Function Pack 2.1
* Cisco NSO Transport-SDN Function Pack Bundle 5.0

 Cisco Network Services Orchestrator DLM Service Pack 5.0

* Cisco Crosswork Hierarchical Controller 7.0

* Cisco Crosswork Network Controller 5.0

Implement Phase

The implement phase involves:

1. Installation of hardware components

a
b.

C.

e.

Hardware staging or installation and initial base configuration required for management connectivity.
All onboard software updates must be completed to the required revision.

All associated base wiring must be completed to support the network. This includes connections
between the optical elements and connections between routers and optical add/drop end-points to
support Routed Optical Networking circuits using ZR/ZR+ optics. See Deployment Topologies.

SVO 12.2 server or line card based installation to support NCS 2000 nodes. See Install the External
Server, and Run the SVO Installation Tool.

Create SVO instances for all NCS 2000 nodes. See Create an SVO Instance.

2. Ingtallation of the Automation Software Components

a.

Complete all server hardware installation and base configuration to support the solution, including
VMWare ESX if not already installed.

Install the following software components to support the Routed Optical Networking solution.

* Cisco Optical Network Planner 5.1 (for optical planning)
* Cisco WAN Automation Engine 7.5.0 (for IP planning)

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications (for supporting
Crosswork Network Controller)

* Cisco Optical Network Controller 2.1 (for supporting optical network)

* Cisco Evolved Programmable Network Manager 7.0.1 (for managing the physical router and the
optical network nodes)
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* Cisco Network Services Orchestrator 6.1 (base installation to support RON FP)
* Cisco NSO Routed Optical Networking Core Function Pack 2.1 (for RON ML provisioning)

* Cisco NSO Transport-SDN Function Pack Bundle 5.0 (for Crosswork Network Controller
SR and xVPN provisioning)

* Cisco Network Services Orchestrator DLM Service Pack 5.0 (for device synchronization
between Crosswork Network Controller and NSO)

* Cisco Crosswork Hierarchical Controller 7.0 (for provisioning the Routed Optical Networking
ML service using the Crosswork Hierarchical Controller)

\}

Note This is required only if the Routed Optical Networking ML service is provisioned
via the Crosswork Hierarchical Controller GUI.

3. Onboarding of Devices

a. Add devices to Cisco Optical Network Controller. See Onboard Devices to Cisco Optical Network
Controller.

b. Add NSO, SR-PCE, and devices to Crosswork Network Controller. See Add SR-PCE, NSO, and
Routers to Crosswork Network Controller, on page 7.

C. Add routers to NSO using the IOS-XR CLI NED. See Step 3 in Provision ML Service Using NSO
Routed Optical Networking CFP , on page 20.

d. Add Cisco Optical Network Controller to NSO using the ONF TAPI NED.

€. Add and configure the following Crosswork Hierarchical Controller adapters. See Configure Adapters
for Crosswork Hierarchical Controller, on page 13.

Note This step is required only if the Routed Optical Networking ML service is provisioned via the Crosswork
Hierarchical Controller GUI.

* Add and configure the Crosswork Network Controller adapter.

* Create or import sites in Crosswork Hierarchical Controller. See the sections, "Add Sites" and
"Export and Import Sites" in the Cisco Crosswork Hierarchical Controller Administration Guide
5.1

+ Add and configure the IOS-XR adapter. Create router devices in Crosswork Hierarchical Controller
using the IOS-XR adapter type. After the routers are created, add the Crosswork Network
Controller adapter to the router device.

* Add and configure the Cisco Optical Network Controller adapter.

4. Provisioning of Services

a. Ensure all device interconnections are complete.
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Add SR-PCE, NSO, and Routers to Crosswork Network Controller .

b. To provision the Routed Optical Networking ML service, use either one of the procedures:

1. Usingthe NSO GUI:

a.

Utilize the Routed Optical Networking FP ML services to provision and end-to-end service.
See Provision ML Service Using NSO Routed Optical Networking CFP , on page 20.

Verify that the end-to-end service has been deployed by checking the NSO service deployment
status using the check-sync status.

Verify the router optics controller state using the CLI or in EPNM. See Troubleshoot
Provisioning Issues.

2. Usingthe Crosswork Hierarchical Controller GUI:

a.

Utilize the Crosswork Hierarchical Controller GUI to provision and end-to-end Routed Optical
Networking ML service. See Provision Routed Optical Networking ML Service Using
Crosswork Hierarchical Controller, on page 34.

Verify the router optics controller state using the Link Assurance tool in Crosswork Hierarchical
Controller. See Step 4 in Provision Routed Optical Networking ML Service Using Crosswork
Hierarchical Controller, on page 34.

Add SR-PCE, NSO, and Routers to Crosswork Network Controller

Perform these steps to add SR-PCE providers, NSO providers, and routers to Crosswork Network Controller.

\)

Note When you add or import devices, or create providers, you need to specify the credential profile.

1. Log in to the Crosswork user interface.

2. To create a credential profile, choose Device Management > Credential Profiles from the main menu.
See Manage Credential Profiles.

a. Forthe NSO credential profile, the connectivity type must be set to NETCONF and HTTPS. Optionally,
HTTP can also be defined if HTTPS is not used in NSO.
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Edit Profile nso

Profile Name *

Add Credential Protocols

Connectivity Type User Name * Password * Confirm Password *
NETCONF nso aseses ©  sssses o i
Connectivity Type User Name * Password* Confirm Password*
HTTPS nso esenee o . ° -
+ Add Another
e oy

b. The SR-PCE credential profile requires HTTP credentials to communicate with the SR-PCE Northbound
APIL
Edit Profile SR-PCE

Profile Name * SR-PCE

Add Credential Protocols

Connectivity Type User Name * Password*

HTTP admin

Confirm Password *

+ Add Another

(o)
. )

C. The router credential profile requires at a minimum, the SNMPv2 or SNMPv3 and SSH connectivity

types. NETCONF is optional. GNMi is used when utilizing GNMi to configure streaming telemetry
sensors on the node.
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Edit Profile routers

Profile Name *
Add Credential Protocols
Connectivity Type

SNMPv2

Connectivity Type
SSH

Enable Password

Connectivity Type
NETCONF

Connectivity Type
GNMI

+ Add Another

3. Add the providers. See About Adding Providers.

Read Community *

------

User Name *

admin

User Name *

admin

User Name *

admin

Sample End-to-end Configuration .

Write Community

------

------

o =
mw
Confirm Password *
©  sesses o
m
Confirm Password *
©  seeses o =
Confirm Password *
©  vesees o e
m

a. To add the SR-PCE or NSO provider, choose Administration > Manage Provider Access from the
main menu. See Manage Providers.

b. Add the NSO provider. See Add Cisco NSO Providers.

Select the credential profile created for NSO. Select the family as NSO. The Device Key may be set
to either the HOST NAME or INVENTORY _ID depending on the specific deployment.

The following image demonstrates the connectivity to NSO’s RESTCONF API over SSL using port
8888 and NETCONF using the default port of 2022. Since the Routed Optical Networking NSO CFP
utilizes the XR CLI NED, the Cisco-IOS-XR model is not applicable and may be set to any version.
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Edit Provider
Provider Name *
Credential Profile* nso
Family* NSO
Device Key* HOST_NAME

Connection Type(s)

Protocol * IP Address | Subnet Mask * Port* Timeout
HTTPS 172.29.11.58 ,f 25 8888 60 @
NETCONF 172.29.11.58 | 25 2022 60 |

+ Add Another

Provider Properties

Property Key Property Value
forward true

+ Add Another

Model Prefix Info

Model * Version*

Cisco-105-XR 7.3.1

[ B
Y Cancel y;

C. Add the SR-PCE provider. See Add Cisco SR-PCE Providers.

Select the credential profile created for SR-PCE. Select the family type as SR_PCE. The connectivity
type for SR-PCE must be the HTTP. In the following image, the default API port of 8080 is specified.
When the Property Key, "auto-onboard" is set to a Property value, "off", Crosswork Network Controller
does not automatically add nodes that are discovered via the SR-PCE IGP topology to the device
inventory. Devices must be added through the Crosswork Network Controller UI or inventory API.
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Edit Provider

Provider Name *

Credential Profile* SR-PCE
Family* SR_PCE

Connection Type(s)

Protocol * IP Address [ Subnet Mask * Port* Timeout
HTTP 172.29.11.54 f 25 8080 60
+ Add Another
Provider Properties
Property Key (7) Property Value (7)
auto-onboard off m

+ Add Another

Save Cancel

4. Validate communications with one or more providers. Check on the provider's reachability using the steps
in Get Provider Details.

5. Onboard devices. See Add Devices Through the UL

a. The Administration State, Reachability Check, and Credential Profile are mandatory elements. The
Host Name must be used if the NSO provider device key is set to the Host Name value. If the NSO
provider device key is set to Inventory ID that field must be populated. The Software Type, Software
Version, UUID, Serial Number, MAC address, and Product Type are filled by device discovery.
Optionally, tags can be applied to the device. The GNMI encoding type can be set to JSON or PROTO.
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Add New Device

“ General

Administration State* UP uuiD
Reachability Check* ENABLE Serial Number
Credential Profile* routers Mac Address

Host Name ron-8201-1 Capability* YANG_MDT, SNMP, GNMI|
Inventory ID Tags
Software Type Product Type
Software Version Syslog Format

v Connectivity Details

Protocol * IP Address | Subnet Mask * Port* Timeout Encoding Type

SSH 172.29.11.20 | 25 22 60 il
SNMP 172.29.11.20 / 25 161 60 ]
GNMI 172.29.11.20 [ 25 57333 60 PROTO ]
NETCONF 172.29.11.20 [ 25 830 60 i

+ Add Another

> Routing Info

( Cancel \‘
\ S

Optionally, location information can be entered. Latitude and Longitude information place the node
at a specific location on a geographic map.

Add the previously configured NSO provider as a provider for the device.
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Configure Adapters for Crosswork Hierarchical Controller .

Add New Device

SNMP 172.29.11.20 {25 161 60 ]
GNMI 172.29.11.20 | 25 57333 60 PROTO i
NETCONF 172.29.11.20 [ 25 830 60 )]

+ Add Another

> Roauting Info

> Streaming Telemetry config

~ Location
Building Region
Street Zip
City Latitude
State Longitude
Country Altitude

v Providers and Access
Provider Family Provider Name Credential Device Key
NSO nso-58 ron-8201-1
o

+ Add Another

& C

Attach the devices to an active Cisco Crosswork Data Gateway pool to manage them (device discovery).

~
Cancel )
.

Review the Data Gateways pane (see Overview of Cisco Crosswork Data Gateway). The operational
state of the Cisco Crosswork Data Gateway pool to which you want to attach devices must be Up.

Follow the steps in Attach Devices to Cisco Crosswork Data Gateway.

Pools Virual Machines

~ Data Gateway Metrics Summary

@ Anached (13
-

Name Opecationl State Adnistration State High Availabibty Status Poct Name Outage Hstory Averoge Avadabikty win Attached Device Court Actions

Configure Adapters for Crosswork Hierarchical Controller

Prerequisite

When you work with Crosswork Hierarchical Controller adapters you are required to use credentials. These
credentials are used for authentication when a device is assigned to an adapter. The same credentials may be
shared by multiple adapters. The credentials are added under the Services > Device Manager > Credentials
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tab in the Crosswork Hierarchical Controller GUI. The adapters needed for the Routed Optical Networking
solution are:

Table 1: Routed Optical Networking Adapters

Adapter Credential Type

Crosswork Network Controller HTTP (username/password)
Crosswork Network Controller Crosswork Data HTTP (username/password)
Gateway

Cisco Optical Network Controller HTTP (username/password)
IOS-XR SSH - User and password

)

Note If Cisco Optical Network Controller and Crosswork Network Controller are on the same Crosswork cluster,
they can use the same credential profile.

To add the adapters, perform the following steps:

1. Inthe applications bar in Crosswork Hierarchical Controller, select Services> Device M anager >
Adapters.

2. Click Add new adapter.
3. Enter the adapter details:

» Adapter Type: Select an adapter type from the list of available adapter types currently installed in
Crosswork Hierarchical Controller.

» Adapter Name: Unique user defined name of this adapter type instance (there can be several instances
of the same adapter type).

4. To configure the adapter, select the adapter in the Adapters pane. Configure the parameters as displayed
in the following images.

» Crosswork Network Controller Adapter:
S

Note  API version for Crosswork Network Controller must be V2.
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Figure 1: Crosswork Network Controller Adapter Configuration - General Tab

ces en General
Enabled Info Affects Reachability

76 60 Enable provisioning support™
10.195.165.76 30603 30

v2 onc

522152

Note

The Full Data Fetch Interval must be set to 300s or higher in a production network.

The following parameters must be configured for Crosswork Network Controller notifications and
collection.

Figure 2: Crosswork Network Controller Adapter Configuration - General Tabh

Enabled Log_notifications DEBUG

6 Netconf_session_end Yang_library_update
Termination_point_event L3_prefix_event Notification_complete
L3_link_event Netconf_confirmed_commit Data_changed_notification

Netconf_config_change

Sr_policy_change_event

Sr_policy_oper_state_change_event

Enabled

Enable Topology Collection

1

« 10S-XR Adapter

Yang_library_change

Replay_complete

Netconf_capability_change

Enable L1IGP I5-15 Collection

Enable Se-Policy Collection

Netconf_session_start

L3_node_event

Enable L2 1GP 15-15 Collection

Enable Rsvp-Te Collection

522153

Sample End-to-end Configuration [JJjj



Sample End-to-end Configuration |
. Sample End-to-end Configuration

Figure 3: 10S-XR Adapter - General Tab

General

Enabled Debug Affects Reachability

Enable provisioning support

Enable Tunnel

Enable File Bringer Dash-and-Pound

Enable NetFusion Cycles mode

=t
0
o
w
%
Note The Polling Cycle should not be less than 300s in a production network.
Concurrency can be increased. The Logging Level must be set to Info if everything
is working correctly.
The following collection parameters must be configured. These parameters collect optical power
values for the link assurance application.
Figure 4: 10S-XR Adapter - General Tab
Enable Topology Collection Enable IGP IS-1S Collection Enable IGP OSPF Collection
€nable Interface Stats Collection Enable VRF Collection Enable LLDP Collection
Enable MPLS Tunnels Collection Enable LSP Stats Collection Enable SNMP Collection
1 Collect only IGP IS-1S seed routers Allow to use loopback [P as management IP
Enable RSVP Collection Enable collection of optics and coherent DSP Enable Segment Routing Collection ﬁ
&
o
w

The status of the devices must be ok in the Devices tab after the addition and completion of a
successful collection cycle.
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Figure 5: 10S-XR Adapter - Devices Tab

Device Manager Adapters  Managed Devices  Credentils e

=] Devices

v ok
v Ok
v ok
v 0k
- 0k
- ok
v ok
v 0k

v ok

v ok

v ok

v 0k

v 0k

v 0k

v ok o Los Angeles
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v ok ° Flagstaff ciscoxr, cnct0 masns n

To add routers to Crosswork Hierarchical Controller, click the Managed Devicestab and then +
Add Device.

Figure 6: 10S-XR Adapter -Add New Device - General Tab

172.29.11.40

General Adapters

172.29.11.40 Monterey x

522157

It is recommended to use the hostname+hco (ron-8201-1-hco) or the device IP address. The device
must be assigned a site for it to be displayed in the Explorer Ul

Assign both the IOS-XR and Crosswork Network Controller adapter type to the device. Do not enable
discovery for the Crosswork Network Controller adapter.

Figure 7: 10S-XR Adapter -Add New Device - Adapters Tab

co-x m Hhis a
2.29 40 a2

gt Connect (avesd nanned if confl gured cison-XR

B crabios

cnc 30 B Unastign devios from this adapter

522158
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+ Cisco Optical Network Controller Adapter

Figure 8: Cisco Optical Network Controller Adapter - General Tab

The Polling cycle must be set to 300s or higher in a production network. Polling retrieves TAPI SIPs,
topology, and connectivity services.

The URL in the following figure is for the Cisco Optical Network Controller cApp installed on the

CW cluster.
General
Enabled Info Affects Reachability
120 Provisioning 600

0 600 Save persistor request to disk?

https://10.195.165.76:30603 /crosswork/onc-tapi/ 1500 onc

Enabled

522159

The optical nodes are discovered automatically from Cisco Optical Network Controller. Nodes must
be assigned a site for it to be displayed in the Explorer UI.

Figure 9: Cisco Optical Network Controller Adapter - Devices Tab

Device Manager Adapters  Managed Devices  Credentials

@ Devices

Name > status - stany v site = Adapter(s

SITEMS
ron-ols-5-roadm Monterey onc-T6
ron-ols-4-roadm San Luis Obispo onc-T6
ron-ols-2-roadm

ron-ols-1-roadm

A S S

ron-ols-3
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 Crosswork Network Controller Crosswork Data Gateway Adapter

Crosswork Network Controller Crosswork Data Gateway adapter is used to collect telemetry data
via gNMI to the router. In Crosswork Network Controller, the routers must be configured with the
gNMI protocol with the encoding type set to “PROTO” and the GNMI capability enabled. In IOS
XR, the routers must be configured for gRPC so that Crosswork Data Gateway can create gNMI
telemetry subscriptions.
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Figure 10: Crosswork Network Controller Crosswork Data Gateway Adapter

Protocel * IP Address [ Subnet Mask * Port® Timeout{sec) Encoding Type
SSH 172.29.11.40 25 22 60 i
SNMP 172.29.11.40 25 161 60 i

Encryption (T
NETCONF 172.29.11.40 25 830 60 il
172.29.11.40 25 57333 60 PROTO i}

+ Add Another

Capability*

YANG MDT TL1 YANG CLI YANG EPNM SNMP GNMI

> Providers and Access

> Routing Info

> Streaming Telemetry config

? Location

The Crosswork Data Gateway adapter is configured to connect to Crosswork Network Controller
controlling Crosswork Data Gateway instance. It can be the same as the Crosswork Network Controller
used for the topology or a different Crosswork Network Controller. The collection parameters describe
the supported telemetry collection jobs. The statistics show up in the physical interface statistics and
in the Link Assurance application.

Figure 11: Crosswork Network Controller Crosswork Data Gateway Adapter - General Tab

=)

* The device name in Cisco Crosswork Hierarchical Controller must match the device name in
Crosswork Network Controller for successful deployment. If successful, you will see Cisco Crosswork
Hierarchical Controller as a new destination in Crosswork Network Controller. This is setup by Cisco
Crosswork Hierarchical Controller and user interaction is not required. As Crosswork Data Gateway
is enabled on devices, new collection jobs are populated. A single collection job is available for each
router collecting multiple KPIs.
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Figure 12: Crosswork Network Controller Crosswork Data Gateway Adapter - Data Destinations

' Data Destinations (&

Figure 13: Crosswork Network Controller Crosswork Data Gateway Adapter - Collection Jobs

n A

=

a0 0000O0O0CO06OQ

]
000000

* NSO Adapter In Hierarchical Controller

In Hierarchical Controller 8.0 there is an embedded NSO installed when Hierarchical Controller 8.0
is installed. The NSO adapter can use the internal NSO or point to an external NSO instance.
Provisioning using the NSO adapter requires adding the NSO adapter to the devices you want to
provision.

N

Note * Ifusing the internal NSO, the Routed Optical Networking 3.0 Core Function
Pack must be installed on the NSO instance.

* [f using the internal NSO, devices must be added to that NSO, adding them
to Hierarchical Controller does not automatically onboard them into the
internal NSO.

Figure 14: NSO Adapter - General Tab

Start configuration with NSO and XR adapters.

Provision ML Service Using NSO Routed Optical Networking CFP
Perform the following steps to provision the Routed Optical Networking ML service using the NSO Web UL
1. To add a new device, perform these steps:

a. Inthe Device manager, click the + to add a new device. Specify a name for the new device. Click
Confirm.
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Add device

name

190:p0g-8202:1/

b. After creating the new device, click the device name to fill required and optional parameters. In this
screen, the required parameters are the authgroup and IP address of the device.

aluali Configuration editor . .
cisco’ i (XD viewoptens = rao
A T incs:devicesidevice{ron-poc-8202-1) | Dus 1o the size of this canfiguratic

See 'ron-poc-£202-1'In Device manager

Lo read-timeout
ron-poc-8202-1 Valid range: 1 .. 4294967
[ =0 e A ]
local-user write-timeout
Valid range: 1 .. 4294087
RS RN
description connect-timeout

Cisco 8202 router in PoC lab 4204067

Valid range: 1

172.29.11.31

Valid range: 0 .. 65535

remate-node

C* izt [ A St B owes Dim. St

Sample End-to-end Configuration .
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c. Scroll down in the device configuration screen. Click the “device-type” to bring up the device type
selection screen. The device-type that is supported in the Routed Optical Networking ML FP is IOS-XR

alvali - Configuration editor
cisco  wndy (D) viewoptons v msa v
AL pac: i el Dup 1o the size of this configuration model, subfciders are not Inchded

See 'ran-poc-£202-1' in Device manager

ne-type

C* mnt [l A =% B o= DS SiS v

d. Click the blue NETCONF text to select the proper NED. The Routed Optical Networking ML FP
requires the use of the cisco-iosxr-nc-7.3 NED.

. Sample End-to-end Configuration
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abali - Configuration editor
cisco NSDVERSIONSS. £ 2

- [ ( n Viewoptions v nso v
AL pac- I Dun 1 the size of this configuration modol, subfoders are not Included

3
(=2}
-
o
wn
e. Click the Commit manager to view the NSO CLI configuration being applied. Click Commit to save
the device configuration to NSO.
Rt Somelmeneces D e
arerassonn o (o) (i)
e L i)
changes  emors  wamings  config  nabveconfy  commitqueve
1 devices | deviees |
H §OLRIERET L,
; : Mﬂpllb:u“‘%:l 8202 router in PoC lab";
€ * device-type |
1 * ‘netconf
5 . )
\I‘J : )
i - mﬁ;:g;_u-nmlmz reject;
a
-
(R F oo Adn. Bosess D oEm e o
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A\

Note Next we add the multilayer end-to-end service to configure and provision both the optical line system and
routers. We recommend you to click check-syncin the Device manager to ensure that the device configuration
is properly in sync with NSO before provisioning. If the device is out of sync, initial provisioning fails.

ahialn Service manager
CISCO NSO VERSION:5.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
Jcisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L 3vpn
[cisco-ron-cfp:ronfinter-layer-link

Jcisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-tefcisco-sr-te-cfp-sr-odn:odn/odn-template
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-policies: policies/policy
[cisco-tsdn-core-fp-commoen:rfs-monitor-path
fcore-fp-plan-notif-generator:plan-path-for-notification
fdim:cisco-dlm/cisco-dim-session-clean

fdim:cisco-dim/crosswork-vm

N12vpn-ntw:12vpn-ntw/12vpn-ntw-augmentations:y-1731-profile

12vpn-ntw:l2vpn-ntw/vpn-services/vpn-service
f13vpn-ntw:|3vpn-ntw/vpn-services/vpn-service

fte:teftunnelsftunnel

2. To create Routed Optical Networking ML service, perform these steps:

a. Inthe Service manager, select the Routed Optical Networking ML service point from the drop-down
list. When we create the new Routed Optical Networking ML service, the required components are
the service name, mode of the service (transponder or muxponder), and the bandwidth. The bandwidth
corresponds to the line rate of the ZR/ZR+ optics. Click Confirm.
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Create service

name
poc_8201_1_to_poc_8201_2 20

mode
transponder v

bandwidth
400

b. Inthe Configuration editor, click the newly created service name for editing the additional parameters
that are required for the service. In this example, we set the circuit-id name in the global parameters.
The frequency is set by the optical controller based on the specified optical add/drop port. The dac-rate

Sample End-to-end Configuration .
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is set to the default value.

slinln i i
disco’  Configuration edtor QD vewspienss o

A 1 /eisco-ron-clp:roniron-milpoc_circuie_195200K )

Sew 'poc_sircuit_195200' in Service manager
nare i ]

poc_circuit_195200

clreuit-id
This is a deme circuit

T

end-point () This list is empty Add listitem > @) }
[

(UNLOCKED)

custom-template. o This list is empty Add list itemn + e

521926

Note « User configuration global options are frequency and dac-rate

* Dac-rate controls the TX shaping parameters: 1x1.25 = enabled, 1x1 = disabled. Leaving it blank uses
system default of enabled, and can be used in most circumstances

* Modulation of 16 QAM is available for 2x100G muxponder mode.

C. After the ols-domain is added, you must add end-points to the circuit. Two end-points are always
required. The end-points are the routers with ZR/ZR+ optics.
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i il it
disco’ Sonfguration edior QD vovosson: 1o
A 1 /eisco-ron-clp:roniron-milpoc_circuie_195200K )

See 'poc_circuit_195200" in Service manager

name circuit-id
poc_circuit_195200 This is a demo circuit

service-state
(UNLOCKED)

This list is empty Add list itemn + e

521927

d. Add the end-point-device to the service. Click Confirm.

iguration editor

Add new list item

end-point-device
ron-poc-8201-1 -

521928
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After the end-point is created, click the end-point to edit the end-point parameters. The line-port is a
required parameter and refers to the optics port on the router. In this example, this is the same as the
line-port specified in the inter-layer-link service for the end-point router.

Add new list item

end-point-device

ron-poc-8201-2 -

I.. Ca r-l CE | . m i

end-poir
ron-pos

ron-pos

The transmit-power is an optional parameter for end-to-end provisioning. If it is omitted the optical
controller (Cisco Optical Network Controller) will provide the transmit power. Transmit power sets
the transmit power, the value is in 100*value in 0.1dBm increments. For example, —100 is -10dBm.
If no value is specified the default of -10dBM is used for QDD-400G-ZR-S or QDD-400G-ZRP-S,
or 0dBm for DP04QSDD-HEOQ (Bright ZR+). The transceiver-capability field specifies the optic type
and is only required if no packet layer configuration is being performed. In this example, you are
performing packet layer provisioning so specifying the transceiver capability is not required.

Add the line-port of 0/0/0/20 to the Routed Optical Networking ML service.
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slinln i i
disco’  Configuration edtor QD vewspienss o

AL 1 pac_circuit_195 pointon-poc-8201-1___ )

See 'poc_circuit_195200" in Service manager

transmit-power
valid range: -150 ., 0

end-point-state

UMNLOCKED

© © terminal-device-packet/

This list is empty Add list item » e }

This list Is empty Add listitem + () }

custom-template. o This list is empty Add list item + e

521930

marager v

e. Click end-point to go back to the top-level endpoint configuration, click terminal-device-packet to
configure Ethernet/IP parameters

"Hstlr Configuration editor D (D vewason+ 1o~

A T fesco-ron-chpcroairon-mifpoc_§201_1_to_pee_8207_2_20}end-poletiron-poc-8201 - Tjheeminal-device -packatf |

Ses ‘poc_B201_1_te_poc_B201_2_20" in Service manager

N

Note * Ethernet/IP configuration is optional.

* Bundle configuration adds an interface to an existing bundle or creates a new bundle and adds the newly
created IP interface to it.

Interface configuration is used for configuring IP address parameters on newly created Ethernet interfaces.

In this example we add a new Bundle and assign an IP address to the Bundle.

f.  Click the plus sign next to bundle to add a bundle, in this case with an identifier of 500. This creates
a bundle interface Bundle-Ether 500 on the endpoint router
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g.

The interface index for a bundle use case is always 0. In case of a non-bundle configuration in
muxponder mode, the index can be 0-3 representing the number of interfaces created as part of the
muxponder configuration.

“Hstr Configuration editor D (D vewson+ 1o~

A 1 jeisco-ron-ctpronjran-mifpos_8201_1_to_pe_§201_2_ 1- wckatf

See ‘poc_B201_1_te_poc_B201_2_20" in Service manager

Click the bundle number and ip-address to configure an IP address on the bundle.

alialie - Configuration editor

cisco NSO VERSION:5.7.6.2
A T cisco-ron-cfp:ronjron-mi{poc_8201_1_to_poc_8201_2_20}/end-pointiron-poc-8201- 1)/terminal-device-packet/bundie{500)/ip-address )

See 'poc_8201_1_to_poc_8201_2_20" in Service manager

vé4
102.20.20.20/31

h. Return to the top-level endpoint configuration, select the index 0 previously created and click

member ship to add the interface to the bundle
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alialie Configuration editor
Cisco NSO VERSION:5.7.6.2

A 1 /cisco-ron-cfp:ron/ron-mi{poc_8201_1_to_poc_8201_2_20}/end-point{ron-poc-8201-1)/terminal-device-packevinterface{0}imembership |

See ‘poc_8201_1_to_poc_8201_2_20" in Service manager

bundle-id*

Note *» Bundle-id selects the previously created bundle.

* Mode sets the bundle LAG signaling mode. Active=LACP, passive=LACP listener only, on=No active
signaling, inherit=Inherit signaling from Bundle interface configuration. Default is active.

i.  Return to the top level of the service configuration and similarly configure the second endpoint.

atlialn i i
tisce  Configuetion sdior

D (ED vemim 0

A 1 feisco-ron-chp:mniron-mifpos_8701_1_to_pec_8201_2_20){

See ‘poc_8201_1_to_poc_8201_2_20"in Service manager

j. Click SRLG to perform SRLG configuration
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ity  Confgumtion ediice I (ED vemootors+ o

A 1 feisco-ron-efproniron-mifeo_8201_1_to_poe_8201.2_20Msrigf |

See 'poc_8201_1_to_poc_8301_2_20"in Service manager

Note * Configuration options are to specify a preconfigured group, a list of numeric SRLG values, or a list of
SRLG names associated with preconfigured name:value pairs.

* Each type can be populated in the same configuration.

* In this example we specify a list of explicit numeric values. An index is used along with the numeric
value.

3. In the Commit manager, click the config tab. The NSO CLI configuration for the end-to-end service is
displayed. If the ols-domain component is not specified in the global configuration, no optical line system
provisioning is performed, only router provisioning. You can preview and then commit the configuration.

alviln Commit manager
CISCO wowmmmesas 9 [ O
Current transaction is VALID Revert k Load/Save

changes errors ‘Warnings config native config oMMt queve

ron ron
ron-nl poc_circuit 195200 [
mode transponder;
bandwidth 400;
circuit=id "This is a demo circuit";
a-domain (

end-paint ron-poc-8201-1 |
terminal-device-optical
line-port 0/0/0/20;

ols-domain {
end-point-state UNLOCKED;

terminal-device-packet (
interface 0 {
ip=address [
w4 51.63.12.1/30;

)
end-point ron-pec-8201-2 |

terminal-device-optical |
line-port 0/0/0/20;
tarminal-device-packet |

interface 0

ip=address [
w4 51.63.12.2/30;

&
e

521934
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4. Verify status in NSO Ul

You can verify the status by inspecting the plan associated with the service. You can find the plan under
the main ron-ml configuration which you can access by clicking the top portion of the service configuration.
An example is highlighted in the following image.

alialn - Configuration editor
Cisco NSO VERSION'S.7.6.2

A T feisco-ron-cipiron/ron-mifpoc_B201_1_to_poc_8201.2 204 |

See 'poc_B201_1_to_poc_8201_2_20" in Service manager

name bandwidth* frequency

poc_8201_1_to_poc_8201_2_20 400 1952000

plan-location circuit-id dac-rate

Foi o Tei —E 1
leisco-ron-cfp ron-cfp:ron-ml

ron-cfp:name='poc_8201_1_to_poc_8201_2_20']

poc_circuit

mode* grid-type

(100mhz-grid)

clear-rollback
transponder k4

a. Inspect the plan by clicking on the newly created service

ronemi-pian
name.
682b3df2_3002_4af2_9438_6dfo? 7 26d0ef
62254907_bOBb_4338_B3I04_s412903b3311
7a00076_d3dh_4bd0_Sdid_673ddcedBlet

poc_B201_1_to_poc_8201_2_20

If all steps are green and complete, the service has been properly deployed to the network

A T feisci-ron-elpioniron-mi-plsaipoc_B201_1_to_poc_B201_2_20)iplsn]

== nexinit e rmady
T nesinit cisca-ron—cip-rana- rexready
pian
senvices cont-
ettt nexnit cinca-ron-cip-nana- rexready
pan
serices comtg-
e nea cisca-ran-cip-mana- rexroady
pan

serices comg-

b. Inspect router configuration.

The show configuration commit changeslast 1 command shows the CLI config applied to the device
during the NSO provisioning.

The show optics controller 0/0/0/20 command verifies the operational status.
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RP/@/RP@/CPUB:ron-poc-8281-1#show configuration commit changes last 1
Mon Oct 17 89:51:11.625 POT
Building configuration...
11 105 XR Configuration 7.7.1
srlg
interface Bundle-EtherSee
1e value 1800
2@ value 2808
!
interface Bundle-EtherSee
ipv4 address 192.28.28.28 255.255,255.254
1

controller opticse/e/e/2e

description poc_circuit

transmit-power -188

fec OFEC

dwdm-carrier 1@eMHz-grid frequency 1952888
DAC-Rate 1x1.25

1

interface FourHundredGigee/e/e/20

bundle id 5@ mode active

1

End

RP/8/RPE/CPUR:ron-poc-8201-1#show controllers optics a/e/e/28
Mon Oct 17 @9:57:25.475 POT

Controller State: up
Transport Admin State: In Service
Laser State: On
LED state: Green
FEC State: FEC EMABLED
optics status
Optics Type: QSFPDD 488G ZRP
DWDM carrier Info: C BANMD, MSA ITU Channel-19, Frequency=-195.28THz,
Wavelength=1535.822nm
Alarm Status:

Detected Alarms: Mone

Provision Routed Optical Networking ML Service Using Crosswork Hierarchical Controller

1.

If you are performing both router and optical line system provisioning, you must create NMC Cross Links
between router optics port and optical line system add/drop port.

Crosswork Hierarchical Controller 7.0 in Routed Optical Networking 2.1 also supports “router only”
provisioning which provisions optical parameters on router optics port and IP layer parameters but does

not provision OLS.

a. Select Link Manager application.

Figure 15: Crosswork Hierarchical Controller
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You get the following initial view that shows the list of Cross Links.
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(&) Link Manager Cross Links ®c &
(%)) + Valdate All ManualLinks
LinkName © oecipton < Ty - provider © oevce/porth - evces/pors - st © Meed - LasChange -
(©) [Rir——
Manual Cross Link ron-poc-8201-1 Optics.... NMC Manual poc-ols dm / 1/CHAN 13 (195.200) o Unknown NA 12023-04-13 10:59:28 EDT
Manual Cross Link ron-poc-8201-2 Optics.... NMC Manual poc-ols .dm / 1/CHAN 13 (195.200) o i Unknown NA 2023-04-13 11:01:00 EDT
@ Manual Cross Link ron-poc-8201-1 Optics... NMC MANUAL_CROSS_LINK i /1/CHAN 29 (194.000)  Unknown N/A 2023-04-13 10:58:13 EDT

b. Click Add CrossLink.
Figure 16:

Link Manager Cross Links ®c
 Valdate All Manual Links

Lnkame © Descipion  * Type * Provder © owice /Porth - bevcen;pors - suus < Mehed v Lastchonge -

30UT OF 20/TEMS MATCHING FITERS

Manual Cross Link ron-poc-8201-1 Optics.... NMC Manual 1/CHAN 13 (195.200) i ‘Unknown N/A 2023-04-13 10:59:28 EDT.

Manual Cross Link ron-poc-8201-2 Optics... NMC Manual 1/CHAN 13 (195.200) ‘Unknown N/A 2023-04-13 11:01:00 EDT

Manual Cross Link ron-poc-8201-1Optics... NMC MANUAL_CROSS_LINK b poc-ols dm / 1/CHAN 29 (194.000)  Unknown N/A 2023-04-13 10:58:13 EDT

c. Select the NMC cross link type. Cross Link Manager supports ETH and NMC cross links.

Add Cross Link

Link Type

Description

Add Cross Link
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d. The Link Manager application allows you to select either router DCO port or optical add/drop first.
In the following image we filter the ports by the router device that we use for our NMC cross link.

Advanced 3D Explorer
PORTS

Name - Device < Type ~ Capacity ~ Description ~ Admin Status -
8151TEMS

1/CHAN 63 (181.450) Ton @ NMC Port: 1/CHAN 63 (191.450), Physical Dev... UP
1/CHAN 45 (152.800) ron e Port: 1/CHAN 45 (192.800), Physical Dev... UP
1/CHAN 61 (191.600) ron e Port: 1/CHAN 61 (191.600), Physical Dev... UP
1/CHAN 46 (192.725) ron-poc-ols-1-roadm Nmc Port: 1/CHAN 46 (192.125), Physical Dev... UP
1/CHAN 30 (193.925) ron-poc-ols-2-roadm e Port: 1/CHAN 30 193.925), Physical Dev... UP
1/CHAN 1 (196.100) ron-poc-ols-2-roadm Nmc Port: 1/CHAN 1 (196.100), PhysicalDevic... UP
1/CHAN 64 (191.375) ron-poc-ols-L-roadm Nmc Port: 1/CHAN 64 (191375), Physical Dev... UP
1/CHAN 30 (183.925) ron-poc-ols-L-roadm Nmc Port: 1/CHAN 30 193.925), Physical Dev... UP
1/CHAN 64 (191.375) ron-poc-ols-2-roadm Nmc Port: 1/CHAN 64 (191375), Physical Dev... UP
1/CHAN 48 (192.575) ron-poc-ols-2-roadm Nmc Port: 1/CHAN 48 (192575), Physical Dev... UP

e. The following image shows the filtered list. Our router, ron-poc-8201-1 has a single ZR+ optics port,
select the port and click OK

Advanced 3D Explorer
PORTS
Name ~ Device © Type ~ Capacity ~ Description ~ Admin Status -
11TEM MATCHING FILTERS
Optics0/0/0/22 ron-poc-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRPPL...  UP

ot [

f. Like in the previous step, select the second port which is the optical add/drop port. Filter by device
as ron-poc-ols-1 and the Name as 194.000 to filter to the add/drop port
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Advanced 3D Explorer

PORTS

+ Name © Device o Type v Capacity ~  Description > Admin Status -
1ITEM MATCHING FILTERS
1/CHAN 29 (194.000) x ron-poc-ols-1-roadm NMC Port: 1/CHAN 29 (194.000), Physical De...  UP.

. -

g. Select the two ports (Ethernet and OCH) in your NMC Cross Link. Click Add CrossLink.

(Optional) Add a description

Add Cross Link

Link Type
NMC -

PortA
ron-poc-8201-1 / Optics0/0/0/22 x

PortB
ron-poc-ols-1-roadm / 1/CHAN 29 (194.000) x

Description

29

Add Cross Link &

h. Click the added cross link to see its attributes.
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@ Link Manager
@ + Add Cross Link
Link Name

Optics0/0/0/22 / 1/CHAN 29 (194.000)

LINK NAME

00 9® 06

[ )

[ validate Link

Optics0/0/0/22 / 1/CHAN 29 (194.000)

Cross Links

- Description Type v Provider = DeviceA/PortA

ron-poc-8201-... NMC Manual /

~ DeviceB/Ports

Sample End-to-end Configuration |

- staws = Method

Summary

DEVICEA/ PORT A

ron-poc-8201-1/0ptics0/0/0/22

SOURCE
Manual

AST CHANGE
N/A

Evidence

Is-1-roadm / 1/CHAN 29 (194.000)  Unknown N/A

History

DEVICE B/ PORT 8
ron-poc-ols-1-roadm/1/CHAN 29 (194.000)

STATUS

Unknown

DESCRIPTION

@ c 8

~ LastChange -

2023.04-24 10:23:34 EDT

ron-poc-8201-1 port 0/0/0/22 to NCS 2000 ron-poc-ols-1 MD-64 channel 29

i.  View the added crosslink in the explorer app by clicking on the link.

j. Similar to the previous steps, create the second NMC cross link.

 Device/Ports - Status ~ Method

P JUCHAN29 (194000 Unknown N/A

Link Manager Cross Links

+ Add Cross Link

LinkName ~ Descrption e v Provider - Device A/ Porth

20UT OF 21 TEMS MATCHING FITERS

Manual Cross Link on-poc-6201-1 Optics0f0...  ron-poc-8201-1...  NMC Manual b /

Manual Cross Link ron-poc-57b1-1 Optics0/0... NCS-57B1 0/0/0. NMC Manual b)
Summary

LINKNAME DEVICEA/ PORTA

Manual Cross Link b to ron-poc-ol: dm 1/CHAN 29 ron-poc-57b1-1/Optics0/0/0/24

(194.000)

TIME ADDED SoURCE

NA Manual

METHOD LAST CHANGE

N/A N/A

Evidence

Is-2-r0adm / 1/CHAN 29 (194.000) Unknown NA

History

DEVICE B/ PORT B
ron-poc-ols-2-roadm/1/CHAN 29 (194.000)

STATUS
Unknown

DESCRIPTION
NCS-57B10/0/0/24 to NCS 2000 MD-64 channel 29

k. View the end-to-end network with both crosslinks in the Explorer app.

2. (Optional) Cross-Link Connectivity Verification

® c
+ Validate All Manuz
- LastChange

20230424 10:23:34 EDT

2023-04-24 10:29:55 EDT

* Cross-Link Connectivity Verification is supported on all router platforms and NCS 1010 with MD-32
and BRK-24 modules.

* Connectivity Verification uses NSO CLI NED to modify router port state and TX power, is service

affecting.

* When validation starts, Hierarchical Controller continuously checks the RX power on the optical
add/drop port. Connectivity Verification is performed in the background.

a. Configure NMC Validation Settings. Settings are used to control validation, Wait period to receive
sampleswhile on must be set to 180 seconds, Wait period to receive sampleswhile off must be set

to 50.
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Settings

ETH validation NMC Validation

Power on [dbm]: _1;

Power off [dbm]: _gg

Timestamp precision [sec]: 5

Number of cycles: 3

Wait period to receive samples while on [sec]: 200
Wait period to receive samples while off [sec]: 5g
Sampleinterval [sec]: 2

Buffer for power offfon [dbm]: 1g

—

b. Select a link and click Validate Link. Alternatively, you can click Validate All Manual Linksto
perform connectivity verification for all links.
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C.

Sample End-to-end Configuration |

Link Manager Cross Links ®c B
+ Add Cross Link [ validate All Manual Links |
Link Name Description Type ~  Provider - DeviceA/PortA - DeviceB/PortB - s -+ Method - LastChange -

10UT OF 24 ITEMS MATCHING FILTERS

Manual Cross Link ron-ncs5504-1 Optic...  ron-ncs5504-...  NMC Manual ron2_olt2-roadm / 0/3/0/6 ron-ncs5504-1/ Optics0/0/0/0 Validated By ShutNoShut  Shutnoshut  2023-03-3004:39:03 EDT

Summary Evidence History
DEVICE B/ PORT B

ron-ncs5504-1/0ptics0/0/0/0

DEVICE A/ PORT A
ron2_olt2-roadm/0/3/0/6

LINK NAME
Manual Cross Link ron-ncs5504-1 Optics0/0/0/0 to ron2_olt2-roadm 0/3/0/6

SOURCE
Manual

STATUS
Validated By Shut No Shut

TIME ADDED
2023-03-30 03:16:34 EDT

DESCRIPTION
ron-ncs5504-1 to ron2_olt2-roadm

LAST CHANGE
2023-03-30 04:39:03 EDT

METHOD
Shut no shut

After validation completes, inspect the evidence of either successful or unsuccessful verification. The
following image shows a successful verification. Status changes from Unknown to Validated By
Shut No Shut. The time it takes for the ZR/ZR+ to start transmitting after no shut is set is typically
60-80 seconds.

@ Cc %

Link Manager Cross Links
+ Add Cross Link [ valigate AltManual Links
Link Name Description ~ Type v Provider ~  DeviceA/PortA ~  DeviceB/PortB ~  Status ~  Method ~  LastChange -

10UT OF 24 ITEMS MATCHING FILTERS

Manual Cross Link ron-ncs5504-10ptic...  ron-ncss504-...  NMC Manual ron2_olt2-roadm /0/3/0/6 ron-ncs5504-1/ Optics0/0/0/0 Validated By ShutNoShut  Shutnoshut  2023-03-3004:39:03 EDT

Summary Evidence History

Validation Time Validation Result

T @zmron
@osos

31TEMS
2023-03-30 04:39:03 EDT Validated By Shut No Shut
2023-03-2103:25:50 EDT Validated By Shut No Shut

2023-03-09 14:08:00 EST Validated By Shut No Shut Failed

Time (Seconds)

The following image shows a failed verification. There is no change in the optical device port power
levels after the no shut operation
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Lnkname pescription - Ttee - poder ~ DevceA/porth - bevicen/ports - suus - Method - Lastchange
10UTOF 26 TEMS MATCHING FLTERS.

Manual Cross Link ron-nes57c3-1 Optics0/0/2/0 to . NMC Manual ron-ness7e3-1/ Opties0/0/2/0 ron2_olt1-roadm / 0/1/0/6 Validated By Shut No Shut. Shut no shut 2023-04-2503:21:14 EDT
Summary Evidence History
Validation Time. - Validation Result - o
@zron
smews ®omn
2030425032114 DT Validated By Shut No Shat .
20230420 130335607 Never valdated
20230420 04425 07 Never vaidated
2
2023.03:21 065857 EDT Validated By ShutNo Shat
20230309 141212657 Valdated By Shut No ShutFlled
25
H
)

3. To provision the Routed Optical Networking IP link, perform these steps:

a. In the applications bar in the Crosswork Hierarchical Controller, click the Services Manager icon.
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The Service Manager Application shows you a list of services.

b. Select the Point to Point tab and click I P Link from the Create New P2P drop-down list to create
end to end service between router DCO ports.
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Services Manager Tunnels  Pointto Point P Services

Create New P2P n
IPLink 4 ¥  P2PType ~  Configuration ¥  + Creation Date ~  EndpointA

©

State
OCH Link HING FILTERS
OCH-NC Link
OTN Line
SDH Line
\kﬂﬁ.
Circuit E-Line
S Packet E-Line

0O ¢

The IP Link Creation wizard appears.

c. Enter the Cisco Crosswork Hierarchical Controller service name, description of the router optical
controller, and the Link Rate Mode in the General tab.

* Here, we are creating a 1x400G link. In 2x100G, 3x100G, and 4x100G modes, you can choose
to create separate IP links or create a Bundle with each channel link added as a member.

IP Link Creation

2 3 4
GENERAL ENDPOINTS ADVANCED SUMMARY

Name*
ron-poc-8201-1_ron-poc-57b1-1_1940000

Description
ron-poc-8201-1 0/0/0/20 to ron-poc-57b1-1 over NCS2K

Link Rate Mode™
{4006 - 1x400G

Router Configuration Only

X Cancel
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Alternatively
* To create a 200G 16-QAM link, Select the 200G — 2x100G link rate mode.

200G 16-QAM allows the use of 200G signals on 50Ghz optical line systems. Default for 200G
is QPSK at 60.1Ghz.
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IP Link Creation

GEMERAL

Name*

200G legacy mode support

Description

Configure link as 200G 16QAM @ 30.1Ghz

Link Rate Mode*
200G - 2x100G w

Router Configuration Only

Alternatively

* To create a Bundle interface, Select a bundle option from the link rate mode drop down list.
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You can create a 400G bundle interface (400G Member). Alternatively, 300G-bundle (3X100G
Members) and 200G-Bundle (2x100G Members) can be created
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IP Link Creation

GEMERAL

. Sample End-to-end Configuration

Mame*

400G-Bundle-Cisco8000-ASR9903

Description

Link Rate Mode*

400G - Bundle -

Router Configuration Only

X Cancel

. Sample End-to-end Configuration
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(Optional) Check the Router Configuration Only check box to configure only the router optical
controller and IP information and not the optical line system. This configuration is used when the
OCHNC is created outside Cisco Crosswork Hierarchical Controller.

d. Select the two router ports in the service. This is done by selecting the Site and Port. The transmit
power for each endpoint is an optional parameter. The default TX power is used if no value is provided.

IP Link Creation

1 3 4

GENERAL ENDPOINTS ~ ADVANCED. SUMMARY

ENDPOINT A

Site A
Port A*

Transmit Power [dBm]
ENDPOINT B

Site B
Port B*

Transmit Power [dBm]

e. Click the magnifying glass icon to select the first router port.
The ports are displayed based on the following criteria:
* Is a ZR/ZR+ interface

* Has no existing optics configuration

* Has a proper NMC cross-connect configured

This page lists all available ZR/ZR+ ports currently unused on all devices. Select the ron-poc-8201-1
Optics0/0/0/22 port.
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OCH PORTS
Name ~ Device - Type ~ Capacity ~ Description ~  Admin Status -
17 TEms
Optics0/0/0/24 ron-poc-57b1-1 ocH OCH portof Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/24 ron-ncs57b1-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/14 ron-8201-32FH-3 ocH OCH port of Cisco QDD 400G BRT ZRP Plug... UP
Optics0/0/0/16 ron-8201-32FH-3 OcH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/0 ron-ncss40-2dd-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP.
Optics0/0/0/18 ron-8201-1 ocH OCH portof Cisco QSFPDD 400G ZRP Plug...  UP.
Optics0/0/0/8 ron-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  DOWN
Optics0/0/0/20 ron-8201-1 ocH OCH port of Cisco QSFPDD 400G ZR Plugg...  UP
Optics0/0/0/22 ron-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/1/4 ron-asr9903-1 ocH OCH port of 400G ZRP-5 QSFPDD Module  UP
Optics0/0/1/8 ron-asr9903-1 ocH OCH port of 400G ZRS QSFPDD Module up
Optics0/0/0/10 ron-8201-2 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/20 ron-8201-2 ocH OCH port of Cisco QSFPDD 400G ZR Plugg...  UP
Optics0/0/0/22 ron-poc-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plu...  UP
Optics0/0/0/20 ron-8201-4 OcH OCH port of Cisco QSFPDD 400G ZR Plugg. up
Optics0/0/3/0 ron-ncss7c3-1 ocH OCH port of Cisco QDD 400G BRT ZRP Plug... UP
Optics0/0/2/2 ron-ncss7c3-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
-

f. Similar to the previous step, choose ron-poc-57b1-1 Optics 0/0/0/24 as the second router port.

0. (Optional) Set the transmit power in dBm on each port. If OLS provisioning is being performed, the
OLS controller returns the optical power. If the OLS controller does not return the optical power or
router only provisioning is being used, the router default power is used.

h. (Optional) Enter the IP address information for interfaces. If IP addresses are not entered, ZR/ZR+
router optical configuration happens; however, IP addresses are not configured.

i. Click Next to move to Advanced configuration.
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IP Link Creation

o
SUMMARY

GEMNERAL EMNDPOINTS ADVAMNCED

| ransmit Fower [dBm)|

-10
ENDPOINT B

Site B

Port B*

ron-poc-57b1l-1- Optics0/0/0/24

Transmit Power [dBm)]
-10

LINK #1 IP ADDRESSES

IP Address A (CIDR)
10[*.28.30.221'31

IP Address B (CIDR)
[ 100.28.30.23/31|

Sample End-to-end Configuration .
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j-  (Optional) Set the Frequency. If optical provisioning is being performed, the OLS controller can return
the frequency to be used, and it may be omitted. If router only provisioning is being performed, the
Frequency must be specified.

k. (Optional) Setthe DAC rate. A DAC rate setting can be used to enable OpenZR+ compatibility mode,
disabling TX shaping and enhanced modem mode. See OpenZR+ Compatibility Mode for more
information on mode support.
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IP Link Creation

()

ADVANCED

FREQUENCY

L Band

@ C Band

Frequency THz
194.00

Digital-to-Analog Converter (DAC) rate

Set Path Preferences

¥ Include Nodes or Links

Select Node or Link

I.  (Optional) Set links or nodes to include/exclude in the optical path. This setting is not available in
router only provisioning.
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m. (Optional) To add the new link or set of links to an existing Bundle LAG interface configured on the
routers, choose the bundle from the Add to existing LAG drop-down.

IP Link Creation

()

ADVANCED

Add to existing LAG

v
Bundle-Ether1 to Bundle-Ether1

Frequency THz"

195.200

Digital-to-Analog Converter (DAC) rate

Set Path Preferences

¥ Include Nodes or Links

Select Node or Link
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n. (Optional) If you are configuring a 200G 16-QAM link, set the DAC rate to 1x1.25.

200G link rate mode enables the M odulation selection drop-down. Modulation selection is not
available in any other mode. Select thel6 QAM (30Ghz) modulation.
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IP Link Creation

()

ADVANCED

FREQUENCY

L Band

(@) CBand

Frequency THz
195.2

Digital-to-Analog Converter (DAC) rate
1X1.25 b

Modulation

¥ Include Nodes or Links

Select Node or Link

0. Click Next to review the final configuration. Verify the router endpoint and optical line system
parameters. Click Finish to start provisioning, or click Save to save for later provisioning.
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IP Link Creation

(+)

SUMMARY

Name: ron-poc-8201-1_ron-poc-57b1-1_1940000
Description: ron-poc-8201-1 0/0/0/20 to ron-poc-57b1-1 over NCS2K

v EndpointA

Port: ron-poc-8201-1 - Optics0/0/0/22
Transmit Power: -10.0 dBm

¥ EndpointB

Port: ron-poc-57b1-1 - Optics0/0/0/24
Transmit Power: -10.0 dBm

Link Rate Mode: 400G - 1x400G
Frequency: 194.0 THz

DAC rate: -

Modulation: -

Path Criteria: Latency
Optical Excluded List: -
Included List: -
Disjoint From Links: -

The following image shows a sample summary for a 200G 16-QAM link.
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IP Link Creation

(4)

SUMMARY

Name: 200G legacy mode support
Description: Configure link as 200G 16QAM @ 30.1Ghz

¥ EndpointA

Port: ron-ncs540-2dd-1 - Optics0/0/0/0
Transmit Power: -

¥ EndpointB

Port: ron-ncs57b1-1 - Optics0/0/0/24
Transmit Power: -

Link Rate Mode: 200G - 2x100G
Frequency: 195.2 THz

DAC rate: 1 X1.25

Modulation: MT_16QAM

Path Criteria: Latency
Optical Excluded List: -
Included List: -
Disjoint From Links: -

p. Go to Services Manager to view provisioning progress.
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Click the Operations> L ogs tab to view the provisioning API calls used and responses. The logs
show API calls and responses for both optical line system provisioning via Cisco Optical Network
Controller and router provisioning via Crosswork Network Controller.

Services Manager Tunnels  Point to Point  IP Services [E] Operations ¢ Settings

CreateNew2e | > |

Name ~ PPType - Configuration ©  Creation Date ~ EndpointA - Endpoint® - Speed - Opentional - last24h  ~ LastOperation
B Operations
10UT OF 3 TEMS MATCHING FILTERS.
ron-poc-8201-1.ron-poc 57b1-1_1940...  IPLink INPROGRESS  24-04-2023 14:44:21 UTC b b 40068 1 Create P Link: Discovery

ron-poc-8201-1_ron-poc-57b1-1_1940000

Summary Endpoints Underlay Path Operations Events Actions.

rcon © Uteorlsnte - Cratonote - Lostpine - sy T s canons
¥ Normal Flow

Crest Lk e oA IMIOUTC 2404202218027 TC

v Adapter #1: onc-poc-90 v/
create service

create service response

If the provisioning is successful, the Configuration State field changes to INSTALLED state and
the Operational State field changes to UP state.

@ Services Manager Tunnels ~ Pointto Point  IP Services [E Operations ¥ Settings

Name - PPType v Configuration © ¢ Creation Date ~ Endpointa ~ Endpoints ~ speed ~ Operational * Last2dh  ~ LastOperation
State Operations.
10UT OF 3 ITEMS MATCHING FILTERS
ron-poc-8201-1_ron-poc-S7b1-1_1940...  IPLink g INSTALLED 24-04-2023 14:44:21 UTC b 40068 up 1 Create P Link: v Done

00N 0660

ron-poc-8201-1_ron-poc-57b1-1_1940000
Summary Endpoints Underlay Path Operations Events Actions

GUID: 5I/7d4cd30b6e6ddebTad44a41269d2d45b
Name: ron-poc-8201-1_ron-poc-57b1-1_1940000
Creation Time: 24-04-2023 14:44:21 UTC
Last Changed: 24-04-2023 14:44:21 UTC
Template Name: defaulttemplate
v Service Links:

100283023t010028.3022
1P Address Assignment Policy: User Allocated
15 Bundle? No
Channel Config: 1X 400G
Path Criteria: Latency

The Summary tab displays the new service link.

g. Verify the end to end link across both IP and optical layers in the Explorer view.
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ron-poc-57b1-1
ron-poc-ols-2-roadm

Savannah

ron-poc-ols-2-roadm

ron-poc-ols-1-roadm
Jacksonvi
ron-poc-ols-1-roadm

ron-poc-8201-1

ron-poc-8201-1

4. Use the Link Assurance application to verify the end to end path and relevant PM data. Select a link or
port to see data on the ZRM, OCH, and OTS layers.

@ Link Assurance InspectLinks  Settings
@ Select Links For In-Depth Analysls 100.28.30.23 to 100.28.30.22 L3 Logical Link

(®) Specific link(s) / underlay link(s) L0G

Tags

Device(s) in 1 of the endpoints PHY

Device(s) in both endpoints ETH

,,,,,, e

Q Add Link
rrrrrrrrrrrrrrrrrr ZRM

100.28.30.23 to 100.28.30.22 o
ocH
@
Me
Mc ron-poc-ols-2... L
oms
oTs
Summary Performance Events
Name Layer Admin Status Operational Status EndpointA EndpointZ
Name Type  ~ Status ¥
Fiber-1 ots up up ron-poc-ols-1-roadm ron-poc-ols-2-roadm
1iTEM
10028302310100283...  L3Log..  UP
Port A Tx Power [dbm] Port Z Tx Power [dbm] Port A Rx Power [dbm] Port Z Rx Power [dbm]
win 229 in: 250 vin: 420 vin: -4.40
Average: 229 Average: 260 Average: -4.09 Average: -4.40
Max. 229 M 270 wax -4.00 wax -4.40
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Operate Phase .

Operate Phase

To monitor the ZR/Z+ optics:

1. Use either CLI commands or EPNM to monitor router ZR/ZR+ optics for proper operation. See Monitor
ZR or ZR+ Optics Using EPNM, on page 59.

2. (Optional) Setup router ZR/ZR+ optics data collection in CW Health Insights. See Monitor Performance
of ZR/ZR+ Optics Using KPIs, on page 68.

Monitor ZR or ZR+ Optics Using EPNM

This section adds the 8201 router to EPNM for monitoring the PM parameters on the ZR or ZR+ optics.

1. To add a new device to EPNM choose | nventory > Device Management > Networ k Devices. Click
Router s or a subgroup if it is already defined in the left panel.

Managed o 8201, w2zm 1120 122920 Cisco8201 Router Complated

(<<}

Marsgad on-42012 2201121 2Ny Cisco 201 Routs Completed wan Warming

Managed . 3 2z 1mzzanz Cisco8201 Router Complatod 2021-hun-24 123629 Ensi

[ <]

Managed 82014 w22y 2N Cisco 8201 Router Synchrorizing

521942

Admin $tatus Device Name & 1P Addross DNS Name Device Type Last inventory Collection Status Last Succossful Collocth

Managed 229120 172291120 Gisca 8201 Router Compieted 2021.un-24 123707 East
Manages mznn r2asman Gca 201 Rauter Campiavan Waring

@ Mansged w2222 22z Cisco 8201 Router Campietod 2021.Jun-24 12.9629 Easl
Manages manz sz Gca 201 Rauter Symenronzng

521943

3. Configure the General, SNMP, and SSH parameters as seen in that following figures. Click Verify
Credentials to validate that Cisco EPN Manager can reach the device. Click Add to add the device to
EPNM.
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Add Device X
* General Parametars
SRm— AN (®) P Address | 172291128
() DMS Hame
* SNMP
[Dptional i TLY & configunsd) Licenss Lavel Full - ﬂ
L
L
TelnatSSH . Device Role | —Select- ¥ 8
-
. Add to Group | —-Selecl- | @
-
HTTPHTTPS §
Credential Profile | —Selact-—- | B
™
Civic Lecation
]
m Verity Credentials Cancel =
Add Device X
Telnet/SSH Parameters
* Ganaral W Protocal ~ SSH2 v
“Port | a2
* SNMP W,
(Opcral il TLY s condgurad) * Timeout [n] [smcs)
-
[ ]
Lisanmanme
Telnet/SSH  +/ . ki
= Password | L.
[ ]
HTTRIHTTRS . Confirm Password | .......
Enable Password 7]
L1 Confirm Enable Password
Civic Location * Mote:Not providing Telnet/S5H credentials may result in partial collection of invendory data

2B | vertycredentiais || cancel 3
B

. Sample End-to-end Configuration



Sample End-to-end Configuration

Add Device
* SNMP Parameters
* General ' Version
“ SNMP o
|Opticnal if TL1 ks configuned)
[ ]
L]
Telnet'55H W .
. * Read Community
L]
™ * Confirm Read Community
HTTRHTTPS
Write Community
T Confirm Write Community

Civic Location

displays the chassis view of the 8201 router.

A /.. [ Device Type / Routers / Clsco 8000 Series Routers / ron-8201-1

Chassis View | Logical View | Device Details

l ron-82011 G @
ran-6201.1

Moms  Configuation  Inverdory  Inderfaces  Cicuts  Imago

» N

Export

Saveriy.

4004944

L

Sample End-to-end Configuration .

* SNMP Retries 2

* SNMP Timeout

* SNMP Port

10

161

[secs)

m WVerify Credentials

4. To open the chassis view from the Network devices table, click the device name link. The following figure

Gondition

imsAdjacancyChangsOoan
ROUTING ISIS-5AQICHA. .
ROUTING ISI5-5.ADICHA
unK DowN

ur_powm
cokPowsrStaaChange

5. Click the QSFP-DD ZR+ port to see specific data about that port.

2021.un24 123744 E5T
02140024 123744 EST
2021.4un-24 123744 8T
202140024 123709 EST
021424 123709 EST
2021-Jun 23 090547 EST

Configuration Archive

Cancel

Lt Updasest 2021-hev24 16070 EST €3

Warnng  errnaton

Sow | Quck Fie

Affected Objests

FowtnIreIGIER20
FOWHUNIIGIED20
FoutundrodGIgELOE
FoutHundrodGIgEDODR0-moks .
FoutundedOgER00E0

oPMa

Alarm 1D

521547

521948
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=)
A

Chassis View

/... I Device Type / Routers / Cisco 8000 Series Routers / ron-8201-1

Logical View  Device Delails

FourHundredGigEQ/0/0/8-IDPROM
Hardware Version
€503

Part Nurmber
QDO-400G-ZRP-S
Serial Number
ACAZS01003%
CLEI Code

No Data Avaliable
Equipment Type
Module

1ot
No Data Avallable

Location
FourHundsedGigE0/0/0/B-IDPROM
Product ID

QDD-400G-ZRP-S

Show Details

. ron-3201-1 4 @ )
ron8201-1

Marms  Confgwatien  Invenlory  Inlodaces  Circuls  Image
6 n 0
M cacal  Maior  Minor
Export
Sovarny Condion Timsstamp v
v isahdjaconcyChangeDomn  2021-un-24 123744 EST
v ROUTINGSIS-5-ADJCHA. 2021-Jun-24 123744 EST
v ROUTINGISIS SADICHA...  2021-un-24 123744 EST
] L oo 202140024 123700 EST
a LINK_DOWN 2021-Jun-24 123700 EST
v coePowerSIaAChangs 202140023 000547 EST

Configuration Archive
Last Updsted: 2021-un-24 160738 EST 3

Warning  Information

Show | Guies Fiter

g2 7 |

Affected Objocts Alsam 10

FourtedGoEONO
FoutuadreaGyE0D020
FourrredGoEONOE

FourHunGresGHENNIO/20ampis 1
FourHundredGENI20

armo

521949

Here you can view the port and specific optical channel and CoherentDSP entities.

o Ui

L]

Chassis View

! ... | Device Type / Routers / Cisco 8000 Series Routers / ron-8201-1

&

Logical View  Device Details

+

. Front:8: FourHundredGigE/8-DPROM Tmm
fon8201-1 / Rack, 0/ Front 1} O(RPOICPUD / FrontB: FourHundredGigE/8-DPROM
Marms  Configuration  Inventory  interfacest  Circuts
Type | Alimtotoces v | Propefty | asfropedes v Sekcted 0/ Tomz {5 (4
Show [ v [y
Alarm Name Type Admin Sutus Oporational Stats  Transport Admi
Cleared CoherentDSPHAINE OTHOTU @ w @ w s
o p— Optics0i0is oPTICALGHMMEL  © Up o s

521950

6. Clicking the additional information icon for the optical channel and then the Optical Physical measurement
tab displays the relevant optical PM values such as RX/TX signal power and OSNR values.
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=)
o

Chassis View

5

alialis
cisco’

[ ... | Device Type:

Logical |

Interface 360°

Auto-Refresh Off

>

\ Optics0/0/0i8 & &
) Interface Type.
/ Transport Admin Stats
E ,// Device Name
Adjacent Interface(s) N/A
Mamms | Optical Physical |~ FEC | Interface  Circuits/Cs
Timestamp ~  osNR RX-POWER TX-POWER
160255, 24-un-2021 EST 3150 1336 dBm 10.53 dBm
160236, 24-un2021 EST 3170 1326 dBm 10.55 0B

LBc

Last Updated: 06242021 0410 PM ] 3 X Pa

View Actions

oGD PR
200 0
200 0

5
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kiredGigE/8-DPROM om.
Gircuits
seectean/owz (7
Show [ A vy
Type Admin Status Operational Status  Transport Admi
OTNOTY S uw @ w s
OPTICALCHANNEL @ up @ w s
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7. Clicking the additional information icon for the coherent DSP and then the FEC measurement tab displays
the relevant coherent DSP FEC statistics such as PreFEC Bit Error Rate, Bit Error Rate Count (BIEC),
and Uncorrected Words (UCW). The UCW value must remain 0.

itetace 360°

Chassis View

5

[ ... | Device Type |

Logical Vif

Auto-Refresh Off
CoherentDSPO/0/0/E © ©
1f Speed

/4 \
| )
A y/ Interface Type

- Transport Admin State
Devics Name
Adjacent Interface(s) N/A

FEC

Aarms. OTU  Inleface  Circuits/VCs
Set Basaline
Timestamp ucw BIEC ProFEC_BER-MIN
16:04:14, 24-Jun-2021 EST 0 403733842783 13E03
16:04:34, 24-Jun-2021 EST 0 507114390500  13E:03
16:04:54, 24-Jun-2021 EST 0 520413161689 13E03
18:05:14, 24-Jun-2021 EST 0 533591188474

Last Updated: 06242021 04:12PM ] 3 X Pa

View Actions
owe (3B
Show | Quick Fiter M v

ProFEC_BER-AVG

1.4E-03
14803
1403

14603

5

kiredGigE/81DPROM imm
Gireuts
hd seecea0/Towz (3 @3
Show | A vy
Type Admin Status Operational Status Transport Admi
omoy o w @ w s
OPTICALCHANNEL Q up (] Up s
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The following figures display the current and historical performance monitoring data in EPNM that is specific
to the ZR or ZR+ optics.
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Figure 17: Optical Physical Parameters

Interface 360° Last Updated: 04/14/2021 09:13 PM 5] »
Aulo-Refresh OF | vi Actions
Optics0/0/0/20 ©@ ©
Interface Type O
Transport Admin State
Description o not change:
Device Name
Adjacent Interface(s)
Alarms | Optical Physical | FEC | Interface | CircuitsVCs
Tl (7 L3
Shw | Quick Filtee v |
Timestamp OSNR  RKPOWER TX-POWER LBC DGD PCR POL <o FREQ-OFF  RX-SIG ~  Q-FACTOR QMARGIN
21:13:55, 14-Apr-2021 IST 580 ~13.99 dBm ~10.53 dBm o 1.00 0 170 489 &7 -13.37 9.80 3.5008
2114015, 14-Apr-2021 IST 3560 <13.98 dBm ~10.53 gBm o 1.00 o LR 459 57 “13.37 280 35008
1:14:35, 14-Ape-2021 IST 3560 -13.88 dBm -10.54 dBm U 1.00 Ul L7 -489 57 -13.37 870 3.5008
21:14:55, 14-Ape-2021 IST 3560 -13.84 dBm 1053 dBm ] 1.00 o 1.70 -490 57 -13.37 w70 35008

Figure 18: Historical Optical Physical Parameters

Circut  Optical Physical |~ OTU ~ ODU  Ethemet = SONET  SDH | 4% Settings. |
Filters Interface OpbicsO020 X w Time Frame Past 1 Howr v
Interface Details OO0 —X Optical Power @0 —-X
Transmitted(OPT) R R
Property Value
Zoom: Wh | Bh 4w | 3m | Bm | Ty
Intertace Nama OpticsO/O/20
Tim Minimum . ’
Intertace Typa OPTICALCHANNEL = - i —
Lane NA 2021-Apr-15, 19.45:00 IST ~10.54 -10.53 1052
Speed NA 2021-Apr-15, 20:00.00 IST 1055 -10.53 1052
inertoos Indexx » 202140015, 20:15:00 IST 1055 1053 1052
Admin Status Up
Operational Status up
Device Name ron-8201-1
Device Ip 17220.11.20
Davice Description Cisco I0S XR Saoftware (8000), Version 7.3 15. 19-CVT_191_4Srpms Copyright (c) 2013,
o v | 2021-Apr-15, 20:32:50 15T
= E v || A 202115, 20:35.00 1T
Optical Signal to Noise Ratio (OSNR) @0 —-X
oorm: 1h | 6h | 1d | 1w | 2w | dw | 3m | B 1y i b -
B Second Order Polarized Mode Dispersion (SOPMD) 0ol -X
Tima Minimum Average Maximum Zoom: h | Bh | 1d | Tw | 2w | 4w i 3m | 6m | 1
2021-Ape-15, 19:45:00 IST 86 86 88 Time [ Aversgh [rRe—
2021-Ape-15, 20:00.00 IST 5.6 56 358
2021-Apr-15, 19:45:00 IST 7 a7 153
2021-Ape-15, 20:15:00 IST 356 56 56
2021-Ape-15. 20:00:00 IST 5 4787 148
2021-Apr-15. 2001500 IST 10 4804 52
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Figure 19: Historical Optical Physical Parameters

iE My A v 2021-apr15, 20:33:00 15T

Polarization Dependent Loss (PDL) L2 X
Zoom: 1h | Bh | 1d | 1w | 2w | 4w &m | 1y Chromatic Dispersion (CD) 0o —X
Time Minimum Average Maximum Zoom: h | 6h [ 1d | 1w | 2w | dw | Im | Gm | Ty
2021-Apr-15, 19:45:00 13T 15 161 L Time Minimum Average Maximum
2021-Apr-15, 20:00:00 IST 15 158 17
2021-Apr-15, 19:45:00 IST 490 489 487
2021-Ape-15, 20:115:00 IST 15 162 17
2021-Apr-15, 20:00:00 IST 490 489 487
2021-Ape-15. 20:15:00 1ST 400 449 487

L’E M | A 2021-Ape1S, 203259 IST

~ iE M A 2031-Apr15, 20:33:00 1ST
Phase Noise 0 —-X

Some LS AR | e, Sl [ B Y Differential Group Delay (DGD) 00 —X

inavadable. Possible reasons: Zoom: 1h | 6h | 1d | Tw | 2w | 4w | 3m | 6m
s disabied
o not being managad in the system andiar are not raachable
e on the devica Time Minimum Average Maximum
ndior is not synchronized with the devices

2021-Ape-15, 19.45:0018T 1 19 2
2021-Ape-15, 20:00:00 IST 1 19 F
2021-Ape-15, 20:15:00 IST 1 184 2z
Figure 20: Historical Optical Physical Parameters
B A Ar i
Optical Power Signal Received (RX_SIG) 0o —-X
Zoom: 1h | Bh | 1d | tw | 2w | dw | 3m | Gm
Tima Minimum Average Maximum Frequency Difference (FREQ_OFF) 0o —-X
2021-Apr-1) 00 IST 1339 13.35 1333 Zoom: 1h | Bh | 14 | w [}
2021-Apr-15, 20:00:00 IST 1343 -13.36 1333 Time Minienvam Average e
2021-Apr-15, 200:15:00 IST 1343 -13.37 1333
2021-Ape-15, 19:45:00 IST 3% 56 T4
2021-Ape-15, 20:00:00 IST » 6 T

5 57 79

gE v AT 2021-Ape-15, 20:3300 IST
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Figure 21: FEC Parameters

Interface 360°
Auto-Refresn Off | (3

/4 CoherentosPonnzo © ©
\ i If Speed 400.0Gbcs
R / Intarface Type OTNOTU
"~ - Transport Admin State 15
Gevice Nome ©on-6201-1 7
Adjacent Interface(s) NA

Alprms FEC oty

Interface CircuitsVCs
Set Baseline
Timestamp v uew BIEC PreFEC_BERMIN  PreFEC_BER-AVG
21:06:30, 14-Apr-2021 15T L] 269424538363 93804 1.08-03
21:08:10, 14-Ape-2021 IST ] 250149080948 93604 1.06-03
21:08:50, 14-Ape-2021 IST L] 241029855309 93604 1.0€-03
21:08:20. 14-Ape-20211ST 0 231895485278 93604 1.06-03
21:06:20, 14-Apr2021 15T @ 11916528470 9TED4 10603
210601, 14-Apr-2021 15T 0 162585187635 9.TED4 1.06-03
21:05:41, 14-Ape-2021 IST 0 153200151905 STE4 1.06-03
21:0521. 14-Ape-2021 IST 0 143086313725 ATEM 1.0€-03
21:05:01, 14-Ape-2021 15T 0 134689474400 DTED 1.0€-03
21:04:40, 14-Ape-2021 IST a 12524694470 DTED 1.06-03
21:04:21, 14-Apr-2021 15T L] MEITOTINAE 9TED4 1.08-03
NN A IST 0 ANARGADTATAR TR 1 06

Figure 22: Historical FEC Parameters

Forward Error Correction (FEC)

Bit Errors Corrected | Uncorrectable Words

Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y

Time Minimum
2021-Apr-14, 21:30:00 IST 0.00092
2021-Apr-14, 21:45:00 IST 0.00091
2021-Apr-14, 22:00:00 IST 0.00077
2021-Apr-14, 22:15:00 IST 0.00077
2021-Apr-14, 22:30:00 IST 0.00094
2021-Apr-14, 22:45:00 IST 0.00093
2021-Apr-14, 23:00:00 IST 0.00095
2021-Apr-14, 23:15:00 IST 0.00093
2021-Apr-14, 23:30:00 IST 0.00091
N1 Anr 14 92:AR-NN 1QT n nnnoa

ProFEC_BER-MAX

1.0603
1.0E-03
1.06-03
10603
10802
10800
1.0E-03
1.06-03
10603
10603
1.0603

1 0E0

PostFEC_BER.MIN

= & &8 & & 8 8 &8 &8 & & &

Pre-FEC BER | Post-FEC BER

Average
0.00099
0.00097
0.00099
0.001
0.001
0.001
0.001
0.00099

0.00098

(aWaTalalsl-]

PostFEC_BER-AVG

2 o0 o 2 88 ¢ 0 o o o

Last Updated: D4114/2021 0901 PM 5] X

Actions

Tz (3 g%

al v

Interface Name

Show | Cuick Fiter

PostFEC_BER-MAX

5 o o o @ 8 o 0 9 9 o o

0oF—-X

Maximum
0.001
0.001
0.001
0.001
0.001
0.001
0.001
0.001

0.001

n nn4
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Figure 23: Historical FEC Parameters

Quality Factor (Q) 0 —-X

Zoom: 1N | 6N | 10| Tw | 2w | dw | 3m | Bm | Ty

Quality Factor Margin (Q-Margin) =X

Time Minlmum Average Maximum e R e A

2021-Apr-14, 21:30:00 IST a7 a7 a8

2021-Apr-14,2145001ST 97 976 98 = S e i
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2021-Api-14, 22:15:00 IST -k a7 a8 2021-Apr-14, 21:45:00 IST 35 35 35
2021-Apr-14. 22:30:00 15T a7 975 a8 2021-Apr-14, 22:00:00 1ST a5 s a5
2021-Apr-14, 2245001ST 97 aTr 98 2021-Apr-14, 22:16:001ST 35 as 35
2021-Apr-14, 23:00:00 IST a7 a7s a8 2021-Apr-14, 22:30:00 IST a5 s 35
2021-Apr-14, 23:15:00 IST a7 ot a8 2021-Apr-14, 22:45:00 IST 35 s 35
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A4 Aew 44 D0ARAR 10T ar a= an 2021-Apr-14, 23:15:001T 35 5 35
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. - PR ~ ~e i | e O,

Figure 24: Historical OTN Parameters

=8

v AP 2021015, 205258 1ST

Background Block Errors (BBE) Section
BBE | BSE Ratio

Zoom: 1h | B | 1d | Tw | 2w | 4w | 3m | 6m | Ty Severely Errored Seconds (SES) Section
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Figure 25: Historical OTN Parameters

Failure Event Count (FC) Section @O0 — X

Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y
Time NEND FEND
2021-Apr-14, 21:30:00 IST 0 0
2021-Apr-14, 21:45:00 IST 0 0
2021-Apr-14, 22:00:00 IST 0 0
2021-Apr-14, 22:15:00 IST 0 0
2021-Apr-14, 22:30:00 IST 0 0
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e VI o e o a
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Monitor Performance of ZR/ZR+ Optics Using KPls

Perform the following steps to create KPI Profiles in Health Insights and enable them on the devices to monitor
network health.

)

Note Plan which Cisco-supplied KPIs you want to begin using, based on each device's function and the device
performance characteristics you want to monitor. Review the Cisco-supplied KPIs documented in List of
Health Insights KPIs. In the following image, you see the available default L1 optics KPIs.

# / Performance Alerts / Key Performance Indicators (KP)
KPI Categories (17) Key Performance Indicators (KPls) Selected 0 / Total 6 O &
+ | E > h g

KPI Name Category Description Linked Playbook

Counters

521913

1. Group the relevant KPIs to form a KPI Profile. A KPI profile can have many different KPIs assigned. In
this case, the focus is only on some specific optics KPIs to add to the optics_profile KPI profile.
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Description Measure aptics parameters

Server Type Name

Add KPIs to Profile
@ AUKPIs () Recommended KPis

Category T kPl Summary

<]

<<

521914

See Create a New KPI Profile.

2. Enable the appropriate KPI Profiles on the devices you want to monitor. From the main menu, choose
Performance Alerts> Enable/Disable KPI Profiles. Check the checkboxes of all the nodes to which
the profile must be applied to, and click Enable KPI Profiles.

Multiple nodes may be selected. In the following figure, we are applying the KPI profile to a single node.

A/ pert Ena le KPI Profiles
Select By @ Device Dy
Devices Selected 1/ Total 130) £
Enable KP! Profi Disable KPI Profiles T
Reachabilty Name T Device Type Operational State Enabled Profies
- —
@ Re 1-1 ROUTER °
wn
—
[=2]
P
o
[Te]

3. Select the optics_profile KPI profile that was created in the previous step and click next to finalize enabling
the KPI for the selected device.
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A / Performance Alerts | Enable/Disable KPi Profiles

Select Devices Select KPI Profiles

Name ¥ Devices Enabled

Description

Sample End-to-end Configuration |

521916

The following image displays the final page before enabling the KPI profile for the router. After you click

Enable, the appropriate configuration is applied to the router to begin streaming the telemetry sensors

data for the selected optical KPIs.

A / Performance Alerts | Enable/Disable KP! Profiles

Select Devices Select KP| Profiles

optics_profile
optics_profile Description : Measure op ameter
Destination : Server Type
KPI On Profile
Layer 1 optical power
Alerts OFF
Cadence(sec) 300
Alert Frequency 1

Alert Type alarm_stat

View More Detalls

See Enable KPI Profiles on Devices.

Topic

Layer 1 optical temperature

Mlerts OFF
Cadence(sec) 300
Alert Frequency 1

Alert Type alarm_stat

View More Detalls

Verify Details

Layer 1 optical voltage

Alerts OFF
Gadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Detalls

To view alerts from network devices, see View Alerts for Network Devices.

The following figure displays the RX and TX power of the QDD-400G-ZR-S transceiver.
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Detailed Raw

Router ron82011+  Port Optics0/0/0/20+  Leme 0  CRTCAL @D  WARNWG

~ Optics Rx Power ron-8201-1

2,550 abm

9575 dbm

~ Optics Tx Power ron-8201-1

Optimization Phase

The optimization phase involves:

1. Return to planning stage.

Telemetry Data for 23 - 00

D

Optics Rx Power ron-8201-1 +

2021-06-23 22:41:05.481
Optics0/0/0/ 0 -g53dEm

24

Optics T Power ron-8201-1

2021-06-23 22:4105.481
Optics0/0/0/20 Lana 0:  7.32 dBm

248 250 288 2200

Optimization Phase .

- 24:15 (0 hrs ago)

Reset Zoom

Optics0/0/0/20 Lae b 354d8m  SdSdEm  951dGm 548 dm
3 231
Optics0/0/0/20 Lane O 733d8m 7N Bm  732cBm 231 dbm

521918

2. Continue to add or change circuits on the network to match packet demands.
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