Sample End-to-end Configuration

This appendix describes an end-to-end provisioning example for a Routed Optical Networking topology.

» Sample Configuration, on page 1

Sample Configuration

This section details the step-by-step approach to build a new Routed Optical Networking based, 75 km fiber
span to replace an existing legacy span in a two-node DCI topology.

* Network Sizing Requirements, on page 1
* Planning and Design Phase, on page 3

* Implement Phase, on page 4

* Operate Phase, on page 54

* Optimization Phase, on page 66

Network Sizing Requirements

This section details the sizing requirements for a network. For a small lab installation, three servers with 256
GB of RAM is enough to run the Crosswork, Crosswork Network Controller, Cisco Optical Network Controller,
NSO, Crosswork Hierarchical Controller, and EPNM in a non-HA deployment. For a production setup,
calculate the total resources required using information in the following tables.

Network Profiles

Network profiles are defined based on network size, services, and application features.

Network Entity/Feature Lab |Production
(20%) |(100%)

Devices 2000 |10000
Total number of interfaces 100000 | 650000
IGP interfaces 20000 | 100000
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Network Entity/Feature Lab |Production
(20%) |(100%)

VPN Services (L2, L3) 40000 | 200000
Endpoints per VPN service 2to 10|50
Total LSPs (SR policies and RSVP tunnels) | 12000 | 60000
Number of PCEP sessions 2000 |10000

\)

Note Each SR-PCE pair can only support 2000 PCEP sessions which means only 2000 headends for lab networks
and 10000 headends for production networks. While counting headends, LCM nodes must be included.

Deployment Size per Network Profile

The following table is the recommended deployment sizing requirement based on the defined network profiles
for solution using Cisco Crosswork Network Controller.

Network Crosswork Cluster Crosswork Data | NSO SR-PCE HA | Crosswork
Profile Gateway Pairs Hierarchical
Controller
Lab 3 VMs 1+1 VM 1+1 1 1+1 VM
VM
Production 5 VMs 5+5 VM 1+1 6 1+1 VM
VM

Essentials package: 3 Hybrid
VMs + 1 Worker VM

Advantagepackage: 3 Hybrid
VMs + 2 Worker VM

VM Resources

The following table provide the details on CPU, memory, and disk requirements needed for each Crosswork
VM and the other VMs in the deployment.
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Planning and Design Phase .

Crosswork | Crosswork NSO SR-PCE Crosswork EPNM
VM Data Gateway Hierarchical
Controller
« CPU: 12 « CPU: 20 * Small Network « CPU: « CPU: 10  Professional
vCPU vCPU Profile 8 cores (Small)
« RAM: « RAM: * CPU: 8 VEPU T RAM: 96 « CPU: 16
96 GB 112 GB vCPU * RAM: GB vCPU
24 GB
* DISK: 1 » DISK: * RAM: 64 » DISK: 400G * RAM: 64
TB 0.5TB GB « DISK: SSD (lab) , GB
(SSD) * DISK: 250 4GB ?1;]3 diigon) * DISK: 2.8
GB p TB
*» Large Network » Extended
Profile (Medium/Large)
* CPU: 24 * CPU: 24
vCPU vCPU
* RAM: 132 * RAM: 128
GB GB
* DISK: * DISK: 4
1TB TB

\)

Note

the Crosswork VM must be deployed with 12 cores and 96 GB of RAM.

When Cisco Optical Network Controller is deployed on the same cluster as Crosswork Network Controller,

Cisco Optical Network Controller Scale Support

Cisco Optical Network Controller supports a maximum of 500 nodes and 600 services. Cisco Optical Network
Controller can run on the same cluster. Cisco Optical Network Controller adds more resources incrementally
at the maximum supported scale. It is captured in Crosswork VM resources in the table above.

Planning and Design Phase
The planning and design phase involves:

1. Network Planning and Design

Inputsneeded: Packet layer traffic demands, optical fiber topology, resiliency criteria, and other network
constraints.

a. WAE can be used to determine a new network build or augmentations to an existing network.

b. After the IP network circuits have been determined, Cisco ONP is used to determine the optical layer
feasibility and components that are used to support the network.

Output for a sample configuration:
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This topology uses two Cisco 8201 routers, two NCS 2006 terminal nodes with NCS1K-MD-64 add/drop
multiplexers, and EDFA-35 bi-directional amplifiers. The span length is 75 kms. Longer spans may require
additional ILA nodes for amplification.

2. Automation Software Resource Planning
Server requirementsfor the Routed Optical Networ king softwar e elements

Determine the servers required for the full solution. See Network Sizing Requirements, on page 1 and
Installation Requirements for Routed Optical Networking Components, on page 4.

a. Foralab or EFT setup, it is recommended to use three servers each with 384 G of RAM, 32 cores,
and two TB SSD.

b. The solution requires the use of VMware ESX 6.7 or higher.

Installation Requirements for Routed Optical Networking Components

The following list points to the installation requirements for different Routed Optical Networking components.

* Cisco Optical Network Planner
* Cisco WAN Automation Engine 7.5.0
* Cisco NCS 2000 Shelf Virtualization Orchestrator 12.3.x
* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications
* Cisco Optical Network Controller 2.0
» Cisco Evolved Programmable Network Manager 6.1
* Cisco Network Services Orchestrator 5.7.6.2
* Cisco NSO Routed Optical Networking Core Function Pack 1.0
* Cisco NSO Transport-SDN Function Pack Bundle User Guide 4.1

« Cisco Network Services Orchestrator DLM Service Pack Installation Guide 4.4.0

Implement Phase

The implement phase involves:

1. Installation of hardware components
a. Hardware staging or installation and initial base configuration required for management connectivity.
b. All onboard software updates must be completed to the required revision.

C. All associated base wiring must be completed to support the network. This includes connections
between the optical elements and connections between routers and optical add/drop end-points to
support Routed Optical Networking circuits using ZR/ZR+ optics. See Deployment Topologies.

d. SVO 12.2 server or line card based installation to support NCS 2000 nodes. See Install the External
Server, and Run the SVO Installation Tool.

e. Create SVO instances for all NCS 2000 nodes. See Create an SVO Instance.
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2. Installation of the Automation Software Components

a. Complete all server hardware installation and base configuration to support the solution, including
VMWare ESX if not already installed.

b. Install the following software components to support the Routed Optical Networking solution.
* Cisco Optical Network Planner 5.0 (for optical planning)
* Cisco WAN Automation Engine 7.5.0 (for IP planning)

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications (for supporting
Crosswork Network Controller)

+ Cisco Optical Network Controller 2.0 Cisco Optical Network Controller 2.1 (for supporting
optical network)

* Cisco Evolved Programmable Network Manager 6.1.1 (for managing the physical router and the
optical network nodes)

* Cisco Network Services Orchestrator 5.7.6.2 (base installation to support RON FP)
» Cisco NSO Routed Optical Networking Core Function Pack 1.0 (for RON ML provisioning)

* Cisco NSO Transport-SDN Function Pack Bundle 3.0 (for Crosswork Network Controller
SR and xVPN provisioning)

* Cisco Network Services Orchestrator DLM Service Pack 4.1.0 (for device synchronization
between Crosswork Network Controller and NSO)

* Cisco Crosswork Hierarchical Controller 5.1 (for provisioning the Routed Optical Networking
ML service using the Crosswork Hierarchical Controller)

\}

Note This is required only if the Routed Optical Networking ML service is provisioned
via the Crosswork Hierarchical Controller GUI.

3. Onboarding of Devices

a. Add devices to Cisco Optical Network Controller. See Onboard Devices to Cisco Optical Network
Controller.

b. Add NSO, SR-PCE, and devices to Crosswork Network Controller. See Add SR-PCE, NSO, and
Routers to Crosswork Network Controller, on page 6.

C. Add routers to NSO using the IOS-XR CLI NED. See Step 3 in Provision ML Service Using NSO
Routed Optical Networking CFP , on page 19.

d. Add Cisco Optical Network Controller to NSO using the ONF TAPI NED.

€. Add and configure the following Crosswork Hierarchical Controller adapters. See Add Adapters to
Crosswork Hierarchical Controller, on page 12.
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\}

Note This step is required only if the Routed Optical Networking ML service is provisioned via the Crosswork
Hierarchical Controller GUL

* Add and configure the Crosswork Network Controller adapter.

* Create or import sites in Crosswork Hierarchical Controller. See the sections, "Add Sites" and
"Export and Import Sites" in the Cisco Crosswork Hierarchical Controller Administration Guide
5.1

* Add and configure the IOS-XR adapter. Create router devices in Crosswork Hierarchical Controller
using the IOS-XR adapter type. After the routers are created, add the Crosswork Network
Controller adapter to the router device.

* Add and configure the Cisco Optical Network Controller adapter.

4. Provisioning of Services

a. Ensure all device interconnections are complete.

b. To provision the Routed Optical Networking ML service, use either one of the procedures:
1. Usingthe NSO GUI:

a. Utilize the Routed Optical Networking FP ML services to provision and end-to-end service.
See Provision ML Service Using NSO Routed Optical Networking CFP , on page 19.

b. Verify that the end-to-end service has been deployed by checking the NSO service deployment
status using the check-sync status.

C. Verify the router optics controller state using the CLI or in EPNM. See Troubleshoot
Provisioning Issues.
2. Usingthe Crosswork Hierarchical Controller GUI:

a. Utilize the Crosswork Hierarchical Controller GUI to provision and end-to-end Routed Optical
Networking ML service. See Provision Routed Optical Networking ML Service Using
Crosswork Hierarchical Controller, on page 39.

b. Verify the router optics controller state using the Link Assurance tool in Crosswork Hierarchical
Controller. See Step 3 in Provision Routed Optical Networking ML Service Using Crosswork
Hierarchical Controller, on page 39.

Add SR-PCE, NSO, and Routers to Crosswork Network Controller

Perform these steps to add SR-PCE providers, NSO providers, and routers to Crosswork Network Controller.

\}

Note When you add or import devices, or create providers, you need to specify the credential profile.

1. Log in to the Crosswork user interface.
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2. To create a credential profile, choose Device Management > Credential Profiles from the main menu.
See Manage Credential Profiles.

a. For the NSO credential profile, the connectivity type must be set to NETCONF and HTTPS. Optionally,
HTTP can also be defined if HTTPS is not used in NSO.
Edit Profile nso

Profile Name *

Add Credential Protocols

Connectivity Type User Name * Password* Confirm Password*

NETCONF nse  eseess ©  sssses o i
Connectivity Type User Name * Password* Confirm Password*

HTTPS nse aseees & sesene o D

+ Add Another

o)

b. The SR-PCE credential profile requires HTTP credentials to communicate with the SR-PCE Northbound
APL

Edit Profile SR-PCE

Profile Name * CE

Add Credential Protocols

Connectivity Type User Name * Password* Confirm Password *

HTTP admin = esses © seess o

+ Add Another

(Gomeet)
. J
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The router credential profile requires at a minimum, the SNMPv2 or SNMPv3 and SSH connectivity
types. NETCONF is optional. GNMi is used when utilizing GNMi to configure streaming telemetry
sensors on the node.

Edit Profile routers

Profile Name *

Add Credential Protocols

Connectivity Type Read Community * Write Community
SNMPv2Z % sesess ©  sesees o i
Connectivity Type User Name * Password * Confirm Password *
SSH admin @ ssssss © | sessss o
Enable Password
m

Connectivity Type User Name * Password * Confirm Password *

NETCONF admin  essees ©  eeses ° @
Connectivity Type User Name * Password * Confirm Password *

GNMI admin ~ ssssee © | reeses o @
+ Add Another

D )

3. Add the providers. See About Adding Providers.

a.

To add the SR-PCE or NSO provider, choose Administration > Manage Provider Access from the
main menu. See Manage Providers.

Add the NSO provider. See Add Cisco NSO Providers.

Select the credential profile created for NSO. Select the family as NSO. The Device Key may be set
to either the HOST NAME or INVENTORY _ID depending on the specific deployment.

The following image demonstrates the connectivity to NSO’s RESTCONF API over SSL using port
8888 and NETCONF using the default port of 2022. Since the Routed Optical Networking NSO CFP
utilizes the XR NETCONF NED, the Cisco-IOS-XR model is not applicable and may be set to any
version.

Jl Sample End-to-end Configuration

521907


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-infrastructure/4-1/AdminGuide/b_CiscoCrossworkAdminGuide_4_1/m_DLM.html#id_103588
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-infrastructure/4-1/AdminGuide/b_CiscoCrossworkAdminGuide_4_1/m_DLM.html#id_70511
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-infrastructure/4-1/AdminGuide/b_CiscoCrossworkAdminGuide_4_1/m_DLM.html#id_102356

| Sample End-to-end Configuration
Sample End-to-end Configuration .

Edit Provider
Provider Name *
Credential Profile* nso
Family* NSO
Device Key* HOST_NAME

Connection Type(s)

Protocol * IP Address | Subnet Mask * Port* Timeout
HTTPS 172.29.11.58 ,f 25 8888 60 @
NETCONF 172.29.11.58 | 25 2022 60 |

+ Add Another

Provider Properties

Property Key Property Value
forward true
+ Add Another

Model Prefix Info

Model * Version*

Cisco-105-XR 7.3.1

[ B
Y Cancel y;

C. Add the SR-PCE provider. See Add Cisco SR-PCE Providers.

Select the credential profile created for SR-PCE. Select the family type as SR_PCE. The connectivity
type for SR-PCE must be the HTTP. In the following image, the default API port of 8080 is specified.
When the Property Key, "auto-onboard" is set to a Property value, "off", Crosswork Network Controller
does not automatically add nodes that are discovered via the SR-PCE IGP topology to the device
inventory. Devices must be added through the Crosswork Network Controller UI or inventory API.
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Edit Provider

Provider Name *

Credential Profile* SR-PCE
Family* SR_PCE

Connection Type(s)

Protocol * IP Address [ Subnet Mask * Port* Timeout
HTTP 172.29.11.54 f 25 8080 60
+ Add Another
Provider Properties
Property Key (7) Property Value (7)
auto-onboard off m

+ Add Another

Save Cancel

4. Validate communications with one or more providers. Check on the provider's reachability using the steps
in Get Provider Details.

5. Onboard devices. See Add Devices Through the UL

a. The Administration State, Reachability Check, and Credential Profile are mandatory elements. The
Host Name must be used if the NSO provider device key is set to the Host Name value. If the NSO
provider device key is set to Inventory ID that field must be populated. The Software Type, Software
Version, UUID, Serial Number, MAC address, and Product Type are filled by device discovery.
Optionally, tags can be applied to the device. The GNMI encoding type can be set to JSON or PROTO.
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Add New Device

“ General

Administration State* UP uuiD
Reachability Check* ENABLE Serial Number
Credential Profile* routers Mac Address

Host Name ron-8201-1 Capability* YANG_MDT, SNMP, GNMI|
Inventory ID Tags
Software Type Product Type
Software Version Syslog Format

v Connectivity Details

Protocol * IP Address | Subnet Mask * Port* Timeout Encoding Type

SSH 172.29.11.20 | 25 22 60 il
SNMP 172.29.11.20 / 25 161 60 ]
GNMI 172.29.11.20 [ 25 57333 60 PROTO ]
NETCONF 172.29.11.20 [ 25 830 60 i

+ Add Another

> Routing Info

( Cancel \‘
\ S

Optionally, location information can be entered. Latitude and Longitude information place the node
at a specific location on a geographic map.

Add the previously configured NSO provider as a provider for the device.
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Add New Device

SNMP 172.29.11.20 {25 161 60 ]
GNMI 172.29.11.20 | 25 57333 60 PROTO i
NETCONF 172.29.11.20 [ 25 830 60 )]

+ Add Another

> Roauting Info

> Streaming Telemetry config

~ Location
Building Region
Street Zip
City Latitude
State Longitude
Country Altitude

“ Providers and Access

Provider Family Provider Name Credential Device Key
NSO nso-58 ron-8201-1
o

+ Add Another

' ™

b. Attach the devices to an active Cisco Crosswork Data Gateway pool to manage them (device discovery).

Review the Data Gateways pane (see Overview of Cisco Crosswork Data Gateway). The operational
state of the Cisco Crosswork Data Gateway pool to which you want to attach devices must be Up.

Follow the steps in Attach Devices to Cisco Crosswork Data Gateway.

ways Pools Virual Machines

™ Data Gateway Metrics Summary

@ Anached (13
-

Name Opecationl State Adnistration State High Availabibty Status Poct Name Outage Hstory Averoge Avadabikty win Attached Device Court Actions

Add Adapters to Crosswork Hierarchical Controller
Prerequisite

When you work with Crosswork Hierarchical Controller adapters you are required to use credentials. These
credentials are used for authentication when a device is assigned to an adapter. The same credentials may be
shared by multiple adapters. The credentials are added under the Services > Device Manager > Credentials
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tab in the Crosswork Hierarchical Controller GUI. The adapters needed for the Routed Optical Networking
solution are:

Table 1: Routed Optical Networking Adapters

Adapter Credential Type

Crosswork Network Controller HTTP (username/password)
Crosswork Network Controller Crosswork Data HTTP (username/password)
Gateway

Cisco Optical Network Controller HTTP (username/password)
IOS-XR SSH - User and password

)

Note If Cisco Optical Network Controller and Crosswork Network Controller are on the same Crosswork cluster,
they can use the same credential profile.

To add the adapters, perform the following steps:

1. Inthe applications bar in Crosswork Hierarchical Controller, select Services> Device M anager >
Adapters.

2. Click Add new adapter.
3. Enter the adapter details:

» Adapter Type: Select an adapter type from the list of available adapter types currently installed in
Crosswork Hierarchical Controller.

» Adapter Name: Unique user defined name of this adapter type instance (there can be several instances
of the same adapter type).

4. To configure the adapter, select the adapter in the Adapters pane. Configure the parameters as displayed
in the following images.

» Crosswork Network Controller Adapter:
S

Note  API version for Crosswork Network Controller must be V2.
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Enabled

76

10.195.165.76

vz

General

Figure 1: Crosswork Network Controller Adapter Configuration - General Tab

Info

30603
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Affects Reachability

Enable provisioning support®

30

522152

Note

The Full Data Fetch Interval must be set to 300s or higher in a production network.

Enabled

Termination_point_event
L3_link_event
Netconf_config_change

Sr_policy_change_event

Sr_policy_oper_state_change_event

Enabled

Enable Topology Collection

1

« 10S-XR Adapter

Jl Sample End-to-end Configuration

Figure 2: Crosswork Network Controller Adapter Configuration - General Tabh

Log_notifications

Netconf_session_end

L3_prefix_event

Netconf_confirmed_commit

Yang_library_change

Replay_complete

Netconf_capability_change

Enable L1IGP I5-15 Collection

Enable Se-Policy Collection

The following parameters must be configured for Crosswork Network Controller notifications and
collection.

DEBUG
Yang_library_update
Notification_complete
Data_changed_notification

Netconf_session_start

L3_node_event

Enable L2 1GP 15-15 Collection

Enable Rsvp-Te Collection

522153
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Figure 3: 10S-XR Adapter - General Tab

General
Enabled Debug Affects Reachability
&0 1 Enable provisioning support
Enable Tunnel
10 10
Enable File Bringer Dash-and-Pound

Enable NetFusion Cycles mode

=t
0
o
w
%
Note The Polling Cycle should not be less than 300s in a production network.
Concurrency can be increased. The Logging Level must be set to Info if everything
is working correctly.
The following collection parameters must be configured. These parameters collect optical power
values for the link assurance application.
Figure 4: 10S-XR Adapter - General Tab
Enable Topology Collection Enable IGP IS-1S Collection Enable IGP OSPF Collection
€nable Interface Stats Collection Enable VRF Collection Enable LLDP Collection
Enable MPLS Tunnels Collection Enable LSP Stats Collection Enable SNMP Collection
1 Collect only IGP IS-1S seed routers Allow to use loopback [P as management IP
Enable RSVP Collection Enable collection of optics and coherent DSP Enable Segment Routing Collection ﬁ
&
o
w

The status of the devices must be ok in the Devices tab after the addition and completion of a
successful collection cycle.
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Figure 5: 10S-XR Adapter - Devices Tab

Device Manager Adapters  Managed Devices  Credentils

=] Devices

v ok
v Ok
v ok
v 0k
- 0k
- ok
v ok
v 0k

v ok

v ok

v ok

v 0k °

v 0k

v 0k 2 sp0

v ok o Los Angeles

v ok ° Flagstaff

To add routers to Crosswork Hierarchical Controller, click the Managed Devices tab and then +

Add Device.
Figure 6: 10S-XR Adapter -Add New Device - General Tab

172.29.11.40

General Adapters

172.29.11.40 Monterey
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522157

It is recommended to use the hostname+hco (ron-8201-1-hco) or the device IP address. The device

must be assigned a site for it to be displayed in the Explorer Ul

Assign both the IOS-XR and Crosswork Network Controller adapter type to the device. Do not enable

discovery for the Crosswork Network Controller adapter.

Figure 7: 10S-XR Adapter -Add New Device - Adapters Tab

ract Connect (avesd sunned if conflpured cisco-XR

oncid
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+ Cisco Optical Network Controller Adapter

Figure 8: Cisco Optical Network Controller Adapter - General Tab

The Polling cycle must be set to 300s or higher in a production network. Polling retrieves TAPI SIPs,
topology, and connectivity services. The URL in the following figure is for the Cisco Optical Network
Controller cApp installed on the CW cluster.

General

Enabled Info Affects Reachability

120 Provisioning 600

0 600 Save persistor request to disk?
https://10.195.165.76:30603/crosswork/onc-tapi/ 1500 onc

Enabled

522159

The optical nodes are discovered automatically from Cisco Optical Network Controller. Nodes must
be assigned a site for it to be displayed in the Explorer UI.

Figure 9: Cisco Optical Network Controller Adapter - Devices Tab

Device Manager Adapters  Managed Devices  Credentials

@ Devices

Name > status v stats v site = Adapter(s
Changes(Last 24 hr)

SITEMS

ron-ols-5-roadm Monterey onc-T6

ron-ols-4-roadm San Luis Obispo one-T6
ron-ols-2-roadm Las Vegas one-T6

ron-ols-1-roadm o5 Angeles one-T6

A S S

ron-ols-3 Barstow one-T6

522160

» Crosswork Network Controller Crosswork Data Gateway Adapter

Crosswork Network Controller Crosswork Data Gateway adapter is used to collect telemetry data
via gNMI to the router. In Crosswork Network Controller, the routers must be configured with the
gNMI protocol with the encoding type set to “PROTO” and the GNMI capability enabled. In IOS
XR, the routers must be configured for gRPC so that Crosswork Data Gateway can create gNMI
telemetry subscriptions.
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Figure 10: Crosswork Network Controller Crosswork Data Gateway Adapter

Protocel * IP Address [ Subnet Mask * Port® Timeout{sec) Encoding Type
SSH 172.29.11.40 25 22 60 i
SNMP 172.29.11.40 25 161 60 i

Encryption (T
NETCONF 172.29.11.40 25 830 60 il
172.29.11.40 25 57333 60 PROTO i}

+ Add Another

Capability*

YANG MDT TL1 YANG CLI YANG EPNM SNMP GNMI

> Providers and Access

> Routing Info

> Streaming Telemetry config

? Location

The Crosswork Data Gateway adapter is configured to connect to Crosswork Network Controller
controlling Crosswork Data Gateway instance. It can be the same as the Crosswork Network Controller
used for the topology or a different Crosswork Network Controller. The collection parameters describe
the supported telemetry collection jobs. The statistics show up in the physical interface statistics and
in the Link Assurance application.

Figure 11: Crosswork Network Controller Crosswork Data Gateway Adapter - General Tab

=)

* The device name in Cisco Crosswork Hierarchical Controller must match the device name in
Crosswork Network Controller for successful deployment. If successful, you will see Cisco Crosswork
Hierarchical Controller as a new destination in Crosswork Network Controller. This is setup by Cisco
Crosswork Hierarchical Controller and user interaction is not required. As Crosswork Data Gateway
is enabled on devices, new collection jobs are populated. A single collection job is available for each
router collecting multiple KPIs.
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Figure 12: Crosswork Network Controller Crosswork Data Gateway Adapter - Data Destinations

v Data Destinations (¥

Figure 13: Crosswork Network Controller Crosswork Data Gateway Adapter - Collection Johs

n A

a0 0000O0O0CO06OQ
000000

]

Provision ML Service Using NSO Routed Optical Networking CFP
Perform the following steps to provision the Routed Optical Networking ML service using the NSO Web UL
1. To add a new device, perform these steps:

a. Inthe Device manager, click the + to add a new device. Specify a name for the new device. Click
Confirm.

Sample End-to-end Configuration [JJjj



Sample End-to-end Configuration |

. Sample End-to-end Configuration

Add device

name

190:p0g-8202:1/

b. After creating the new device, click the device name to fill required and optional parameters. In this
screen, the required parameters are the authgroup and IP address of the device.

alialie - Configuration editor . .
cisco’ i (XD viewoptens = rao

Dus 10 tha size of this confguratio

A T incs:devicesidevice{ron-poc-8202-1) |

See 'ron-poc-E202-1' in Device manager

Lo read-timeout
ron-poc-8202-1 Valid range: 1 .. 4294967
[ =0 e A ]
local-user write-timeout
Valid range: 1 .. 4294087
RS RN
description connect-timeout

Cisco 8202 router in PoC lab

Valid range: 1 .. 4204967

172.29.11.31

Valid range: 0 .. 65535

remate-node

C* o [EERA 5 B o D33 S i

subfoktars are nat included

521935

521936
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c. Scroll down in the device configuration screen. Click the “device-type” to bring up the device type
selection screen. The device-type that is supported in the Routed Optical Networking ML FP is IOS-XR

alvali - Configuration editor
cisco  wndy (D) viewoptons v msa v
AL pac: i el Dup 1o the size of this configuration model, subfciders are not Inchded

See 'ran-poc-£202-1' in Device manager

ne-type

521937

C* mnt [l A =% B o= DS SiS v

d. Click the blue NETCONF text to select the proper NED. The Routed Optical Networking ML FP
requires the use of the cisco-iosxr-nc-7.3 NED.
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. Sample End-to-end Configuration

abali - Configuration editor
cisco NSDVERSIONSS. £ 2

See 'ran-poc-£202-1' in Device manager

AL
ned-id*
Seiect.

cisco-ios-cli-6 67

82021 ]

€D (D vewoptons+  nsov

Du to the size of this configuration medel, subfoders are not included

e. Click the Commit manager to view the NSO CLI configuration being applied. Click Commit to save

the device configuration to NSO.

aliali Commit manager
Cisco NS VERSION:S.A 2

—

XD ™

521938

chinges  emors  wamings oy nabveconfiy  commit quove

devices |

E S A S

aevices
dav.

B T

B owmors [ 225

]

ron=poc=8202=1 |
‘address 172.28.11.31;
description "Cisco 8202 router in PoC lab™s
authgroup routers;
device-type |

o

ned-id cisco-iosxe-nc-7.3;

]
)
trace prettys
out-of-sync-commit-behaviour reject

Servics
marager v

2. To configure the interlayer link service in NSO, perform these steps:

. Sample End-to-end Configuration
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a. In the Service manager, select the inter-layer-link service point from the drop-down list.

dlialne - Service manager
CISCO NSO VERSION:5.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
[cisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L3vpn
[cisco-ron-cfp:ronfinter-layer-link

[cisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-odn:odnfodn-template
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-policies: policies/policy
Jcisco-tsdn-core-fp-commeon:rfs-monitor-path
[core-fp-plan-notif-generator:plan-path-for-notification
/dim:cisco-dIlm/cisco-dim-session-clean
/dim:cisco-dim/crosswork-vm
N2vpn-ntw:12vpn-ntw/l2vpn-ntw-augmentations:y-1731-profile
[12vpn-ntw:|2vpn-ntw/vpn-services/vpn-service

[13vpn-ntw:|3vpn-ntwfvpn-services/vpn-service

[te:teftunnelsftunnel

b. Specify the end-point-device and the line-port. These are required values. The end-point-device is the
8201 router. Specify the router optics port that is connected to the optical line system add/drop port
in the line-port field. Click Confirm.
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Create service
end-point-device

ron-poc-8201-1 -

line-port
| EEEEE

C. Inthe Configuration editor, edit the inter-layer-link service by clicking the newly created draft service
to complete the information required. In this example, we add the site name, optical add/drop network
element, and the optical add/drop port. The optical-controller field specifies the Optical Network
Controller instance to be used for provisioning. This parameter is optional if a global instance is
defined. A global Cisco Optical Network Controller instance can be set in NSO and will be used if
the field is not populated. The add/drop port corresponds with the inventory ID of the physical port
on the NCS1K-MD-64-C multiplexer corresponding to a frequency XXXX.YY. Both the RX and TX
directions are included as part of the add/drop reference. In addition to specifying the network-element
and add/drop in R/S/I/P form, a TAPI SIP can also be used to identify the add/drop port.

Jl Sample End-to-end Configuration
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slinln i i
disco’  Configuration edtor QD vewspienss o

A 1 /eisco-ron-clp:ronvinter-layer-link{ron-poc-8201-1 0/0/0/20__ )

See 'ron-poc-8201-1 0/0/0/20" in Service manager

end-point-device
ron-poc-8201-1

L=
line-port
0/0/0/20

optical-service-interface

add-drop  sip
network-element* (i ]
ron-poc-ols-1
optical-add-drop* (i ]
/20071112526

C* & A BT B DS SRS
These elements are the only required elements in the inter-layer-link service type.
d. Perform Ols-domain optical-service-interface configuration.
* Optical-controller specifies the Cisco Optical Network Controller instance managing the OLS.
 Network-element specifies the optical element name as show in TAPI topology.

* Optical-add-drop specifies the port to be used on the optical network element.

Sample End-to-end Configuration .
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alialie  Configuration editor

CISCO NS0 VERGION:5.7.6.2

A 1 fcisco-ron-cfp:ron/inter-layer-link{ron-poc-8201-1 0/0/0/20)/ols-domain{ |
cisco-ron-cfp:ronfinter-layer-link{ron-poc-8201-1 0/0/0/20}/ols-domain/

optical-controller

onc-poc-90

optical-service-interface

add-drop  sip

network-element*
ron-poc-ols-1

optical-add-drop*
1/2007/1/25,26

* The optical-service-interface can also be added as a TAPI SIP UUID.
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alialie Configuration editor

CISCO S0 VERSION:S,7.8.2

A T /cisco-ron-cip:ronfinter-layer-link{ron-poc-8201-1 0/0/0/20)/ols-domain{ |

cisco-ron-cfp:ronfinter-layer-link{ron-poc-8201-1 0/0/0/20}/ols-domain/ &

optical-controller
onc-poc-90

optical-service-interface

add-drop  sip
optical-sip*

025118e0-1e26-3f0f-b281-4052d484854

e. Click the config tab in the Commit manager to see the NSO CLI configuration that will be committed
to NSO.

sluils Commit manager - -
CISCO wowmmaras (B mo
e ey
Current ransaction (2 - webui-one) is VALID [ Revert ) [ LoadiSave ) m
painy Operation 0 value New vilie.
1 vale_set 1200711125.26
tayer-ink{ron-poc value_set rin-poc-ois-1
value_set onc-poc-80
e T ] oo valuo_set POC She A
tayer-finkiron-poc: 0/0/0/20) created

f. Click Commit in the upper right corner to commit the service. An end-to-end service requires two
inter-layer-links, one for each router connected to its optical line system add/drop port.
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. Sample End-to-end Configuration

il
cisco

F:omrnig manager D mov

Curment transaction (3 - webul-one) s WALID Revert | [ Load/Save | Commit

inter-layer-link ron-poc-#201-2 8/0/0/20 |
site "POC Jite B2

ols-domain (
setwock-olenest fon-poc-ols-2s
optical-ndd-drop 1/2007/1/25,261
eptical-contzoller onc-poc-90)

Note Next we add the multilayer end-to-end service to configure and provision both the optical line system and
routers. We recommend you to click check-syncin the Device manager to ensure that the device configuration
is properly in sync with NSO before provisioning. If the device is out of sync, initial provisioning fails.

ahialn Service manager
CISCO NSO VERSION:5.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
Jcisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L3vpn
[cisco-ron-cfp:ronfinter-layer-link

[cisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-tefcisco-sr-te-cfp-sr-odn:odnfodn-template
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-policies:policies/policy
[cisco-tsdn-core-fp-common:rfs-monitor-path
[core-fp-plan-notif-generator:plan- path-for-notification
fdim:cisco-dlm/cisco-dim-session-clean

fdim:cisco-dim/crosswork-vm

fi2vpn-ntw:l2vpn-ntw/i2vpn-ntw-augmentations:y-1731-profile

2vpn-ntw:l2vpn-ntw/vpn-services/vpn-service
f13vpn-ntw:I3vpn-ntw/vpn-services/vpn-service

fte:teftunnelsftunnel

3. To create Routed Optical Networking ML service, perform these steps:

a. Inthe Service manager, select the Routed Optical Networking ML service point from the drop-down
list. When we create the new Routed Optical Networking ML service, the required components are
the service name, mode of the service (transponder or muxponder), and the bandwidth. The bandwidth
corresponds to the line rate of the ZR/ZR+ optics. Click Confirm.
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Create service

name
poc_8201_1_to_poc_8201_2 20

mode
transponder v

bandwidth
400

b. Inthe Configuration editor, click the newly created service name for editing the additional parameters
that are required for the service. In this example, we set the circuit-id name in the global parameters.
The frequency is set by the optical controller based on the specified optical add/drop port. The dac-rate

Sample End-to-end Configuration .
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. Sample End-to-end Configuration

is set to the default value.

slinln i i
disco’  Configuration edtor QD vewspienss o

A 1 /eisco-ron-clp:roniron-milpoc_circuie_195200K )

name

See 'poc_circuit_195200" in Service manager

poc_circuit_195200

T

end-point () This list is empty Add listitem > @) }
[

(UNLOCKED)

custom-template. o This list is empty Add list itemn + e

clreuit-id
This is a deme circuit

521926

Note

« User configuration global options are frequency and dac-rate

* If OLS provisioning is being performed and OLS can provide the frequency, it is optional, otherwise
frequency must be provided.

* Dac-rate controls the TX shaping parameters: 1x1.25 = enabled, 1x1 = disabled. Leaving it blank uses
system default of enabled, and can be used in most circumstances

After the ols-domain is added, you must add end-points to the circuit. Two end-points are always
required. The end-points are the routers with ZR/ZR+ optics.
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i il it
disco’ Sonfguration edior QD vovosson: 1o
A 1 /eisco-ron-clp:roniron-milpoc_circuie_195200K )

See 'poc_circuit_195200" in Service manager

name circuit-id
poc_circuit_195200 This is a demo circuit

service-state
(UNLOCKED)

This list is empty Add list itemn + e

521927

d. Add the end-point-device to the service. Click Confirm.

iguration editor

Add new list item

end-point-device
ron-poc-8201-1 -

521928
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After the end-point is created, click the end-point to edit the end-point parameters. The line-port is a
required parameter and refers to the optics port on the router. In this example, this is the same as the
line-port specified in the inter-layer-link service for the end-point router.

Add new list item

end-point-device

ron-poc-8201-2 -

I.. Ca r-l CE | . m i

end-poir
ron-pos

ron-pos

The transmit-power is an optional parameter for end-to-end provisioning. If it is omitted the optical
controller (Cisco Optical Network Controller) will provide the transmit power. Transmit power sets
the transmit power, the value is in 100*value in 0.1dBm increments. For example, —100 is -10dBm.
If no value is specified the default of -10dBM is used for QDD-400G-ZR-S or QDD-400G-ZRP-S,
or 0dBm for DP04QSDD-HEOQ (Bright ZR+). The transceiver-capability field specifies the optic type
and is only required if no packet layer configuration is being performed. In this example, you are
performing packet layer provisioning so specifying the transceiver capability is not required.

Add the line-port of 0/0/0/20 to the Routed Optical Networking ML service.
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slinln i i
disco’  Configuration edtor QD vewspienss o

AL 1 pac_circuit_195 pointon-poc-8201-1___ )

See 'poc_circuit_195200" in Service manager

transmit-power
valid range: -150 ., 0

end-point-state

UMNLOCKED

© © terminal-device-packet/

This list is empty Add list item » e }

This list Is empty Add listitem + () }

custom-template. o This list is empty Add list item + e

521930

marager v

e. Click end-point to go back to the top-level endpoint configuration, click terminal-device-packet to
configure Ethernet/IP parameters

"Hstlr Configuration editor D (D vewason+ 1o~

A T fesco-ron-chpcroairon-mifpoc_§201_1_to_pee_8207_2_20}end-poletiron-poc-8201 - Tjheeminal-device -packatf |

Ses ‘poc_B201_1_te_poc_B201_2_20" in Service manager

N

Note * Ethernet/IP configuration is optional.

* Bundle configuration adds an interface to an existing bundle or creates a new bundle and adds the newly
created IP interface to it.

Interface configuration is used for configuring IP address parameters on newly created Ethernet interfaces.

In this example we add a new Bundle and assign an IP address to the Bundle.

f.  Click the plus sign next to bundle to add a bundle, in this case with an identifier of 500. This creates
a bundle interface Bundle-Ether 500 on the endpoint router
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g.

The interface index for a bundle use case is always 0. In case of a non-bundle configuration in
muxponder mode, the index can be 0-3 representing the number of interfaces created as part of the
muxponder configuration.

“Hstr Configuration editor D (D vewson+ 1o~

A 1 jeisco-ron-ctpronjran-mifpos_8201_1_to_pe_§201_2_ 1- wckatf

See ‘poc_B201_1_te_poc_B201_2_20" in Service manager

Click the bundle number and ip-address to configure an IP address on the bundle.

alialie - Configuration editor

cisco NSO VERSION:5.7.6.2
A T cisco-ron-cfp:ronjron-mi{poc_8201_1_to_poc_8201_2_20}/end-pointiron-poc-8201- 1)/terminal-device-packet/bundie{500)/ip-address )

See 'poc_8201_1_to_poc_8201_2_20" in Service manager

vé4
102.20.20.20/31

h. Return to the top-level endpoint configuration, select the index 0 previously created and click

member ship to add the interface to the bundle
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alialie Configuration editor
Cisco NSO VERSION:5.7.6.2

A 1 /cisco-ron-cfp:ron/ron-mi{poc_8201_1_to_poc_8201_2_20}/end-point{ron-poc-8201-1)/terminal-device-packevinterface{0}imembership |

See ‘poc_8201_1_to_poc_8201_2_20" in Service manager

bundle-id*

Note *» Bundle-id selects the previously created bundle.

* Mode sets the bundle LAG signaling mode. Active=LACP, passive=LACP listener only, on=No active
signaling, inherit=Inherit signaling from Bundle interface configuration. Default is active.

i.  Return to the top level of the service configuration and similarly configure the second endpoint.

atlialn i i
tisce  Configuetion sdior

D (ED vemim 0

A 1 feisco-ron-chp:mniron-mifpos_8701_1_to_pec_8201_2_20){

See ‘poc_8201_1_to_poc_8201_2_20"in Service manager

i

Click ols-domain to enable OLS provisioning through Cisco Optical Network Controller.
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. Sample End-to-end Configuration

& ols-domain/

k. Select “Unlocked” under service-state, no additional configuration is necessary as all configuration
needed for OLS provisioning is part of the interlayer link and the rest of the ron-ml service.

il Configuration editor
CIsSCO NSO VERSION:5.7.6.2

A 1 fcisco-ron-cfp:ron/ron-mi{poc_8201_1_to_poc_8201_2_20l/ols-domain{ |

See 'poc_B201_1_to_poc_8201_2_20" in Service manager

service-state
(UNLOCKED)

I.  Click SRLG to perform SRLG configuration

"Autyl  Conbgumstion sdiide I (D vemsotors - o

A T jcisco-ron-eforonison-milooc_8201_1_to_pec_8201.2_20Wsrgf |

Sea ‘poc_8201_1_to_poc_8201_2_20" in Service manager
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Note

* Configuration options are to specify a preconfigured group, a list of numeric SRLG values, or a list of
SRLG names associated with preconfigured name:value pairs.

* Each type can be populated in the same configuration.

* In this example we specify a list of explicit numeric values. An index is used along with the numeric

value.

4. In the Commit manager, click the config tab. The NSO CLI configuration for the end-to-end service is
displayed. If the ols-domain component is not specified in the global configuration, no optical line system
provisioning is performed, only router provisioning. You can preview and then commit the configuration.

alnaln
cisco

Commit manager

rea—

Current transaction is VALID

|\_Ruwrl_/'l \_Lcadfsave_/l

5. Verify status in NSO Ul

changes  ermors

ron 1

warnings  config native config  commit queue

ron

ron-ml poc_circuit_195200 [
Fanspondez;

bandwidth 400;

eireuit-id "This is a deme eireuitn;
a

‘ola=doma.

end-point ron-poe-8201-1 |
terminal-device-optical {
| Mne-port 0/070/20;
ola-domain {

i
end-point-state UNLOGKED;

terminal-device-packet [
interface 0 {

ip-addre

a5 [
w4 51.63.12.1/30;

)
nd-paint ron-poc-8201-2 |
terminal-device-optical
line-port 0/0/0/20
]
terminal-device-packet [
interface 0 |

ip~

oas —
wEe S

-address (
, T sLeiiz.zr,

521934

You can verify the status by inspecting the plan associated with the service. You can find the plan under
the main ron-ml configuration which you can access by clicking the top portion of the service configuration.

An example is highlighted in the following image.
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iluilie Configuration editor
cisco NSO VERSION'S.7.6.3

A T feisco-ron-cipiron/ron-mifpoc_B201_1_to_poc_8201.2 204 |

See ‘poc_B201_1_to_poc_8201_2_20' in Service manager

name bandwidth*

400

frequency

poc_8201_1_to_poc_8201_2_20 1952000

plan-location circuit-id dac-rate
[eisco-ron-cfp:ron/cisco-ron-cfpiron-mi-plan[cisco-

ron-cfpname="poc_8201_1_to_poc_8201_2_20"]

poc_circuit

oL |
mode* grid-type

(100mhz-grid)

clear-rollback
transponder w

a. Inspect the plan by clicking on the newly created service

1on-ml-plan
name
682b3d12_3002_4af2_9438_6dfb7738d0ef
62264307 _bOBb_4338_B304_s4f2903b3311
17500076_d3db_ibed_9a84_673c4cedBTen

poc_B201_1_to_poc_8201_2_20

If all steps are green and complete, the service has been properly deployed to the network

I\ . Jeisco-ron-efpironiron-mi-pisnipoc_§201_1_tn_poc_B201_2_20}/plan] |

nexinit

e rmady

—Q o ® ®

oot o nesinit cisca-ron—cip-rana-

rexresdy

\@ & momr ®

nexnit

rexresdy

e nea cisca-ran-cip-mana-

e ressy

b. Inspect router configuration.

The show configuration commit changeslast 1 command shows the CLI config applied to the device
during the NSO provisioning.

The show optics controller 0/0/0/20 command verifies the operational status.

. Sample End-to-end Configuration
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RP/@/RP8/CPU:ron-poc-8281-1#show configuration commit changes last 1 RP/8/RPE/CPUR:ron-poc-8201-1#show controllers optics a/e/e/28
Mon Oct 17 89:51:11.625 POT Mon Oct 17 @9:57:25.475 POT
Building configuration...
11 105 XR Configuration 7.7.1 controller State: wp
srlg
interface Bundle-Ethersee Transport Admin State: In Service
1e value 1800
2@ value 2808 Laser State: On
1
1 LED state: Green
interface Bundle-EtherSee
ipv4 address 192.28.28.28 255.255,255.254 FEC State: FEC EMABLED
1
controller opticse/e/e/2e optics status
description poc_circuit
transmit-power -188 Optics Type: QSFPDD 488G ZRP
fec OFEC DWDM carrier Info: C BANMD, MSA ITU Channel-19, Frequency=-195.28THz,
dwdm-carrier leeMHz-grid frequency 1952886 Wavelength=1535.822nm
DAC-Rate 1x1.25
1 Alarm Status:
interface FourdundredGigee/e/e/28 e
bundle id 5@ mode active Detected Alarms: Mone
End

Provision Routed Optical Networking ML Service Using Crosswork Hierarchical Controller
1. To create the router DCO port to the NMC cross-connect:

a. In the applications bar in the Crosswork Hierarchical Controller, click the NM C Cross Connections
icon.

Figure 14: NMC Cross Connections

NMC Cross Connections &)
=)
* Router Port * outer berice ~ Optical Port *  Optical Bevice -
ron-pec-8201-1/0ptics0/0/0/22 to Site-A-roadm,/1/CHAN 29 (194.000} Optics0/fa/0/z2 ron-pec-8201-1 1/CHAN 29 (194.000] Site-A-roadm E
TON-poc-5Tb1-L/ORHCs0/0/0/24 to Site-B-roadm1/CHAN 23 [194.000] Optics0/0/0/24 ron-poc-5751-1 L/CHAN 23 (194.000] Site-Beroadm o
8 ron-201 1/Opties0/0,0/8 to ron-als-1-roadm/4/A0-2 Opticatyfo/oys ran-8201-1 4fAD-2 ron-ols-1-roadm o
|| ron-nesSTca-1/Optics0//2/2 ko ran2_olts-roadm 0/1/0/29 Optics/a/2/z ron-nessTed-1 oLy ron2_olté roadm o
ron-B201-3/0ptics0/0/0/16 ta ren2_olS-roadm(BL0/E OpticsDi0/0/1 ran-8201-1 /L2 ron2_alts-roadm u]
ron-neesa0-2dd-1/0pticed/0/0/0 1o ron-ols-5-roadm/ 1 CHAN 49 [192.500) Dptica0/0/00 ran-nesS40-2dd-1 1/CHAN 49 (192.500] ron-ols-5-raddr E
ron-B2411-2/0ptics0/5//10 ta ron-ols-2-roadm3/CHAN 45 (152.500) Optics/a/y10 ron-6201-2 3/CHAN £ (192.500) ron-ols-2-readm u]
ron-8201-3/0ptics0/0/0/20 10 ron2_oltd-roadm/ 02/ 0/25 Optics0y0/0y20 ran-8201-3 0/2/025 ron2_oltd-roadm E
Ton-6201-1/0ptics0/0/0/20 to 1an-ols-I-roadmy 1/CHAN 7 (195,650 Optics0/a/Diz0 ron-6291-1 1ICHAN T1195.550) ron-ols-1-roadm o
ron-8201-1/0pticsd/0/0/15 1o ron-ols-1-roadmy4/ap-1 Opaics0i0/0718 ron-8201-1 4AD-1 ron-als-1-rgadm u]
ren-nesSThl-1/OptiesD/0/0/24 ta ran-ols-5-raadrm/LICHAN 51 (192,350} Optics0j/0y24 ran-nessThl-1 1/CHAN 51(192.350] ren-als-5-resdm o
1on-B201-4/ptics0/0/0/20 1o ren-ols-2-roadmy3/CHAN 25 (154,300 Optics0/0/0/20 ron-5201-4 JICHAN 25 (194300 ron-ols-2-readm o
ron-B201-2/0ptics/0/0/20 1o ran-ols-2-roadm/1/CHAN T (195650 Dptica0y0/0y20 fan-8201-2 1/CHAN T {195.650) ron-ols-2-rasdm E
fon-nesSTeR-1/0ptics0//3/2 to rand_oltl-resdmi0/L/0/25 OpticsDi0/3/2 fon-nessTcaL 0/L25 ron2_oltt-roadm o

-]

The Network Media Channel (NMC) is the service across the optical line system of the network.

b. Click the magnifying glass icon in the Router OCH port field.

The application displays routers and ports with ZR/ZR+ transceivers in the Advanced tab in a new
window. The description indicates whether it is a ZR or ZR+ transceiver.

C. Select the router ZR/ZR+ optics interface. In this case, select ron-ncs57¢3-1 0/0/0/20. Click OK after
selecting the port. You can filter the selection criteria by clicking on the down arrow in each column.

Sample End-to-end Configuration [JJjj
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Figure 15: List of Routers with ZR/ZR+ Transceivers

Advanced 3D Explorer

Hame ~ Devier
121TEMS
Opticsfo/ 112 Fon-asr9503-1

bescription

OCH part of 400G ZR S QSFRDDM....
Dptics0/D/1/4 Fan-asr9g03-1 OCH part of 4006 ZRP-SQSFPOD ...
Opticsa/o/1/8. Fon-asB03-1 OCH part of 400G ZR S QSFRDDM....
pticsA/0/0/20 ron-pac-§201-2 OCH port of Cisco QSFPRD 400G ..

OCH port of Cises QSFPDD 400G ...

OEH part of Cisca QSFPDD 4006 ..

OCH port of Cisco QSFPDD 400G ...

Opticsd/o/0/10 ron-8201-1 OCH part of Cizca QSFROD 400G ...

ptics/B/0/22 ran-6201-1 OEH part of Cisca QIFFDD 400G

Opticsd/1/0/0 est-ped OCH part of 400G ZR-S QSFPRD M.,

Opticsd/0/0/8 ron-8201-2 OCH part of Cisca Q3FFDD 400G ...

Type
OcH
ocH
oM
o
o
o
OCH
OcH
oM
o
s
o

Gpticsa/n/o/8 ron-5201-3 OCH port of Cises QSFRDD 400G ...

d. Click the magnifying glass icon in the Optical NM C port field.

The app displays optical devices and ports. Due to the potentially long list of ports, it is best to filter
the selection criteria.

Figure 16: Optical Add/drop Ports

= ——
(B} NMC Cross Connections [}
Pl oo pon
VR | ncssTca-1 - Optics0/012/0 ® Gptical NMC port &
@ Name = RauterPort *  RouterDevice =  Optical Purt *  Optical Device - -
14 ITEMS
Ton-pec-6201-1/0ptics0/0/0/22 to Site-A-roadm/1L/CHAN 29 (194.000} Optics0/0/0/22 ron-pac-8201-1 L/CHAN 29 (194.000] Site-A-roadm o
"'-(-}\ b i i dm/1/CHAN 29 (194.000] Optics0/0/0f23 fon-poc:57b1-1 L/CHAN 29 (194.000] Sita-B-roadm ]
ko': B201 ! ls-1 \4AD-2 Optics0y0/0/8 ran-8201-1 4/AD-2 ron-als-1-readm O
@ o ron2_olts: Optics0fa/2/z ron-nessTCI-L o128 ronz_olts-roadm o
182 029 OpticsD/0/0f16 ran-8201-3 o/1/0/23 ron2_olts-roadm B
@ o I 1/CHAN 49 (182.500] o 1/CHAN &9 (192.500] ron-ols-5-roadm o
ﬂ ron-§201-2/Opticsd/0/0/10 to ron-ols-2-roadmy3/CHAN 45 [152,500) Optics0/0/010 ron-§201-2 FICHAN 49 (192.500] ron-ols-2-roadm n
Nl 1onl_ OpticsD/0/0/20 ron-8201-3 0/2/0/25 ron2_oltd-roadm o
@ FON-B201-1/pHICS0/0/0/20 10 19n-ols-1-roadm/1/CHAM 7 (135.550] Opaicsf0/0/20 fon-B201-1 LCHAN T {195.650) ron-ols-L-roadm o
I Optics00/0/18 ran-6291-1 HAD-1 ron-als-1-readm o
clrm/ 1/ CHAN 51 {192 350) Opticatyio/oyza ran-nesSThi-1 1/CHAN 51 {192.350] ron-ols-5-roadm ]
ron-B201-4Tptics/0/0/20 o ren-ols-2-roadmy3/CHAN 25 (154,300} Opfics0y0/0/20 ron-§201-4 FCHAN 25 (194.300) ron-ols-2-raadm o
ron-B201-3/0ptics0/0,0/20 to ron-ols-2-roadm/1/CHAN 7 (195.650] OpticsDy0/0y20 ran-8201-2 1/CHAN T {195 650) ron-ols-2-roadm o
fen-nesSTeR-1/Opties) /312 b rand_oltl-readm 011025 Opticaly0/3/2 ran-nesSTel-L LS ren2_altl-roadm o

Select the optical add/drop port. In this case, select 0/1/0/6 port on ron2_oltl and click OK.

. Sample End-to-end Configuration
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Figure 17: Optical Add/drop Ports

Advanced 30 Explorer

Hame
762 ITEMS
1/CHAN 60 (191,675}

L3/IERP 17-20]2

1/CHAN 4 [135.875]

1/CHAN 32 (183,775}
1/CHAN 33 {133.700)
1/CHAN 58 (191,825}
1JCHANZT (194.150}
1/CHAN 20 (184,675}
L/CHAN 19 (154,750}
1/CHAN 28 {134,075}
1/CHAN 11 {195,350}
1JCHAN 52 (192.275)
1/CHAN 22 (184,525
1JCHAN 10(195.425)
1/CHAN 25 (184,300}

iruan e s aren

Figure 18: Optical Add/drop Ports

Advanced

Hame
1 TEM MATCHING FIETERS
0/1/0/8

e. After the router and optical interfaces are selected, click Add to add the NMC cross-connect.

Sample End-to-end Configuration .
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Figure 19: NMC Cross Connection Creation

@ NMC Cross Connections

@ ron-ncs5Te3-1 - Opticsd o2

0 x ron2_oltl-roadm - 0/1/0f6

Hame *  Rauter Port
5 1a1TEMS

@} 1/Optics0/0/0/22 10 dm/1/CHAN 29 (194.000} Optics0/0/0f22
b ptics0/0/0/24 to Sit Ll HAN 79 (154.000] Optics0/0/0/24

@.. ron-B201-1/0pticsd/0/0/8 to ron-als-1-roadm4/AD-2 Optics0y0/0fs
ron-nesSTea-1/0ptics0/D/212 to ran2_olts-roadm/0/1/0/29 Optics0/0/2/2
ron-B201-3/0ptics0/0/16 10 ron2_oltS-roadm/ /11023 Optics0yo/0f16

@ fon-nesS40-24d-10ptiesQ/0/0/0 to ron-cls-5-readm/1/CHAN 49 (192.500) OptiesD0/0/0
Optics1/0/a/10 1o l: dmy3/CHAM 45 |152,500) Optics0/a/of10

@. ot 1enl_t 02 Optics0/0/0/20
ron-6201-1/0ptics0/0/0/20 to ron-ols-1-roadmy 1/CHAN 7 (195.650) Optics0/0/0/20
TEN-B201-1/OPHES /018 10 rn-pls-1-raadm s /ae-1 Optics0/0/0/18
/LICHAMN 51192350} OpticsD/0/024

pics0/0/0/20 10 1 Il HAR 25 (192,300 Optics0/0/0720
ron-B201-2/Opticsd0/0/20 10 rea-ols-2-raadmy1/CHAN 7 (195.650] Opticsly0/0y20
fon-ncsSTed-1/0ptics0/0/3/2 to rand_olt1-roadmy0/1{0/25 Optiesfo/3/2

o
o
e

" m

Router Bevice

ron-pac-8201-1
ron-pac-5Thl-1
ran-8201-1
ran-nessTed-1
ron-8201-3
ran-nesSA0-2dd-1
ron-6201-2
fan-8201-3
ron-82a1-1
ron-6201-1
ron-nesSTh-1
ron-6201-4
ran-8201-2

ron-nessTed-L

Optical Fort *  Optical Bevice - -
1/CHAN 29 (194,000 Sita--roadm o
1/CHAN 29 (154.000] Site-B-roadm [n]
AfAD-3 ron-ols-1-readm ]
o102 fonz_olté-roadm o
O/Lfif25 ron2_olts-roadm (u]
L/CHAN 49 (192.500] ron-ols-5-readm o
F/CHAN 48 (152.500] ron-ols-2-readm [n]
/21425 ren2_oltd-roadm [n]
1/CHAN T {135.650) ron-ols-L-roadm o
+AD-1 ron-als-1-readm o
L/CHAN 51 (182.350) ron-ols-5-raedm o
FCHAN 25 (194.300] ron-ols-2-readm o
L/CHAN 7 |135.650) ren-als-2-fosdm [u]
/1025 ron2_oltl-roadm o

f.  Select and add second router port, ron-5504-1 0/0/0/0 and OLS add/drop port, ron2_olt2 0/3/0/6.

Figure 20: Second Router Port and OLS Port

@ NMC Cross Connections

@' ron-ncss504-1 - Opticsn/0/0/0 x

ron2_olt2-roadm - 0/3/0/6

©)
§

* m

*  Rauter Port Rauter Device

- 15 1TEMS

(‘::: 1/0ptics010/0/22 to dm/1ACHAN 29 (194,000} Optics0/0/ 022 ron-poc-8201-1
TON-Poc-5Th1-1/OPCs0/0/0/24 to Site-B-roadm/1/CHAN 29 (194.000) Optics00/0/28 1on-poc-57b1-1

@ fon-B201-1/0pticsd/0/0/8 to ron-als-1-roadm 4/AD-2 Opties0/0/0/8 ran-8201-1
ron-nesSTcs-10ptics0/0/2/2 to ran2_olt-roadm/0/1/0/29 Optics0/0/2/2 19n-nCsSTC3-1

| ron-6201-3/0pticsl/0/0/16 18 fend_oltS-readm{D L0/ Opticsty0/Of16 ran-8201-1

@- ron-ncs5A0-2dd-1{0pties000/0 to ron-ols-5-roadm1/CHAN 43 (12 500)
ron-B201-2/ptics0/0/0/10 1o ren-ols-2-raadm,3/CHAM 45 (152,500) OpticsCyo/ 610 1on-§201-2

@ fon-ncsSTed-10ptics0fD2/0 to rand_oltl-reedn/0/L/0/6 Opticsd/0/2/0 fon-nesSTe3-L
ron-5201-3/0ptics0/0/0/20 1o renZ_oltd-roadm/ 02/ 0115 Optics0/0/0f20 ron-6201-3
ron-B201-1/0ptics0/0/0/20 to ren-ols-1-roadm/1/CHAM 7 (135.650] Optics0/0/0/20 ron-B201-1
ron-§201-1/0ptics0/0/L8 o rea-ols- 1-roadm4/AD-1 Optics0yoy 018 ron-8201-1
ron-ncssThl-1/OpticsD/0/0/24 ta ron-ols-5-roadmy LICHAN 51 (152.350) Optics0/0/ 024 ron-nes5Th1-1
ron-B201-4/Optics0/00/20 to ren-ols-2-roadm3/CHAM 25 (156.100) Optiesfo/0/20 ron-B201-4
ron-6201-2/Optiesd0/0/20 0 ren-ols 2 raadrmy1/CHAN 7 (195.650] OptiesDfn/ 020 ron-8201-2
ron-nesSTcs-10ptics0/0/3/2 to ran2_oft1-readmy/0/1/0/25 Gpticsnfo3(z ron-nesSTC3-1
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o
e

2. To provision the Routed Optical Networking IP link, perform these steps:

c
Optical Fort *  Optical Device - -
L/CHAN 29 (134,000} Site-A-roadm a
L/CHAN 29 (194,000} Sita-B-roadm o
4AD2 ron-als-1-resdm o
oLz ronz_olté-roadm a
0/L/0i29 ron2_alts-raadm [n]
L/CHAN 43 (132 500) ron-ols-5-rosdm a
3/CHAN 43 (152.500] ron-als-2-readm n]
[0 rond_altl-roadm [n]
0/2/0f25 ronz_oltd-roadm a|
L/CHAN T {135.650) ron-als-1-roadm a
4/AD-1 ron-ols-1-roadm af
L/CHAN 51 (152,350 ron-als-5-roadm a
F/CHAN 25 (194.300) ron-ols-2-roadm n]
L/CHAN 7 |195.650) ron-ols-2-roadm o
of1/0/25 ronz_oltl-raadm [n]

a. In the applications bar in the Crosswork Hierarchical Controller, click the Services Manager icon.

Sample End-to-end Configuration
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Figure 21: Services Manager
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b. Select the Point to Point tab and click I P Link from the Create New P2P drop-down list to start the
provisioning process.

Figure 22: Create IP Link
Services M-:"-,-dgu Tunnels  Pointto Point  Multi Point Operations G Settings

Create New P27 n

I = FPType - Configurats  + Creation Date = Endpainti = Endpainta - Speed - Opemtioni~ Last2eh ~  LastOperation -
State State Gperation:
OCH Link TCHING FILTERS
OCH-NC Link 3-0L54- 1P Link INS 29-0%-2022 10:42:24 UTC ron-asrsan3-1 - Opticso. . ron-8201-4 - Optics,0/0 Up 1 Create P Link: ¢ Dang
OTH-Line SRON-.. P LinK I 7909-2022 10:0630UTC ron-8201-1- DRUCSOM/0...  FON-asr9S03-1 - Opticshy up 1 Creata 1P Link:
02-2809... 1P Link INSTALLED  28-09-20220819:33UTC  ron-poc-8201-1-DpticsD...  ron-poc-8201-2 - Optics? up 1 Create IP Link: ¢ Danc

Circuit E-Line

Packat E-Ling

B

The IP Link Creation wizard appears.

Sample End-to-end Configuration
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Figure 23: IP Link Creation Wizard

IP Link Creation

=

Destription

| Link Rate Mode®

Router Configuration Only

c. Enter the Cisco Crosswork Hierarchical Controller service name, description of the router optical
controller, and the link type in the General tab.

Figure 24: IP Link Creation Wizard - General

ron-57c3-1-olt1-olt2-ron-5504-1

Gescription
ron_57c3_1_to_ron_5504_1

(Optional) Check the Router Configuration Only check box to configure only the router optical
controller and IP information and not the optical line system. This configuration is used when the
OCHNC is created outside Cisco Crosswork Hierarchical Controller.
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Figure 25: IP Link Creation Wizard - General

IP Link Creation

Name*
ron-57c3-1-olt1-oft2-ron-5504-1

bescripsicn
ran_57c3_1 to_ron_5504.1

Link Rate Mode*

400G - 1x400G

9 Router Conflguration Only

d. Select the two router ports in the service. This is done by selecting the Site and Port. The transmit
power for each endpoint is an optional parameter. The default TX power is used if no value is provided.

Figure 26: IP Link Creation Wizard - Router Endpoints

IP Link Creation

Port A"

Transmit Power [dBm]

Transmit Pawer [dBm]

e. Click the magnifying glass icon to select the site. The site can be selected either by selecting from the
list or by using the 3D Explorer.
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Figure 27: IP Link Creation Wizard - Site Selection

Mame © Latitude
LITEM MATCHING FILTERS
i 36,7213

f.  Click the magnifying glass icon to select the router port.
The ports are displayed based on the following criteria:

* Is a ZR/ZR+ interface
* Has no existing optics configuration

* Has a proper NMC cross-connect configured

Figure 28: IP Link Creation Wizard - Port Selection

- Descrigtion ~ Admin Status

©CH port of Cisco QSFPEO4NG...  UP
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g. Select the second site using the 3D Explorer. VAL is the site of the other endpoint router and port.
Figure 29: IP Link Creation Wizard - Site Selection Using 3D Explorer
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h. Select the second router port.

Figure 30: IP Link Creation Wizard - Router Port Selection

OCH POATS

Device = Capacity Descrigtion -
3ITEMS

Opticsd/02/0 ron-nessTed-1 OCH part of Ciscn QSFPOD 400G,
Opticsn/0/2/2 ron-nessTed-1 OLH port of Cisca QSFPIG 400G .

Optics0/f3/2 ren-nessTedl OCH port of Cisca QSFPDO 400G ...

Cancel

Both the router ports are selected.
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IP Link Creation

ron-nes5504-1 - Opties0/0/0/0

Transmit Power [dBm]

Port 8

TOR-NCESTE3-1- Opticsn/of2io

Transmit Pawer [dBm]

X% Cancel

i. (Optional) Enter the IP address information for interfaces. If IP addresses are not entered, ZR/ZR+
router optical configuration happens; however, IP addresses are not configured.

Figure 31: IP Link Creation Wizard - IP Addresses

EROFBINTS

Transmit Power [dBm]

Fort 8

TOR-NCESTC3-1- Optics0/fof2io

Transmit Power [dBrm]

INK 71 IP ADDRESSES

P Adress A (GIDR)
10.42.41,0/31
P Adress B (CIDR)
10.42.41.1/31

j. In the optical path configuration, optical node exclusion can be configured. The frequency can be
manually set in this step. In router only configuration, the frequency is mandatory. If OLS provisioning
is performed, Cisco Optical Network Controller returns the proper frequency to be configured on the
router endpoints; hence, the frequency may be omitted. In this case, the manual frequency is set to
the same value returned by Cisco Optical Network Controller.
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Figure 32: IP Link Creation Wizard - Path

Setect Node or Link

w Disjoint From Links

FREQUENCY

L Band

k. Click Next to review the final configuration. Click Finish to start provisioning, or click Saveto save
for later provisioning.

Figure 33: IP Link Creation Wizard - Summary

IP Link Creati

1

GtWRAL ERoPoWTE
Description: ran_57c3_1_to_ron_5504_1

¥ EndpointA

Port: ron-ncs5504-1 - OpticsD/o/0/o
Transmit Power: None dBm

¥ EndpointB

Port: ron-ncsS7cd-1 - Optics0/0/2/0
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x® Cancal

I.  The progress of provisioning is shown in the Services Manager.
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Figure 34: Provisioning Progress - Services Manager
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m. Click the Operations> L ogs tab to view the provisioning API calls used and responses.

Figure 35: Provisioning Progress - Logs
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ERRORS

n. Ifthe provisioning is successful, the Configuration State field changes to INSTALLED state and
the Operational State field changes to UP state.
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Figure 36: Successful Provisioning
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0. Click the Summary tab to see the new service link and click the square to show the new link in the
3D Explorer view.

Figure 37: Provisioned Service Link
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p. 3D Explorer view highlights the new logical router link along with the underlying optical path that
is shown in Green.
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Figure 38: Provisioned Link in 3D Explorer

“ f cor—

Name: 10.42.41.010 10.42.41.1

Layer: Router Logical

Role: Regular

Operational Status: Up

Protection Status: Unknown

Path Group Type: Single Path

Port A: Fourl Fen-nes5504-11
Port B: FourtundredGigE0/0/2/0 fron-nes57ci-1)

g. Click Path to show the full multilayer path including each optical line system segment.

Figure 39: Multilayer Path View in 3D Explorer
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3. The Link Assurance app can be used to inspect the end-to-end link path.
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Figure 40: Link Assurance Tool
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Select a specific layer to show PM data (ZRM, OCH, and OTS layers only).

Figure 41: Link Assurance Tool
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Select a specific port to show PM data for the port.
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Figure 42: Link Assurance Tool
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Operate Phase

To monitor the ZR/Z+ optics:

1. Use either CLI commands or EPNM to monitor router ZR/ZR+ optics for proper operation. See Monitor
ZR or ZR+ Optics Using EPNM, on page 54.

2. (Optional) Setup router ZR/ZR+ optics data collection in CW Health Insights. See Monitor Performance
of ZR/ZR+ Optics Using KPIs, on page 63.

Monitor ZR or ZR+ Optics Using EPNM

This section adds the 8201 router to EPNM for monitoring the PM parameters on the ZR or ZR+ optics.

1. To add a new device to EPNM choose | nventory > Device Management > Networ k Devices. Click
Routers or a subgroup if it is already defined in the left panel.

A Inventory / Device Management / Network Devices

Groups & Sites v

nnnnnnnn

Managaa n w220 172201120 Cisco 8201 Routor Complatod

a

Manages ron4201:2 172281121 m2zan2 Cisco8201 Router Completec wan Warming

Managas 82013 mzmnz 1m2zanz2 Cisco8201 Routor Complatos 2021-0n24 123629 East

(<<}

Managed 082014 17220.11.23 122Nz Cisco8201 Router Symetronizing
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2. Click the % icon above the Network Devices table, then choose Add Device.
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M Inventory / Device Management / Network Devices

Devica Graups ! Devica Typa | Routers

Device Groups
" Cisco 8000 Series Routers

Rk Admin State = Groups & Sites =
o Add Davcn

; bokmpon |17 dmin Stas Device ame -

1 Dovices @

» Device Troe @
> OplicalNetwrking @ Manages rong201.1 122120
Managed 02012 w2zanm
Manages ron82013 zzanz
' Managed ron 82014 mnnn

Selected 0 /Tt 4 (3 P} L+

Show | Quick Fite

DNS Name Device Type Last Invantory Collection Status Last Successful Collacth
RLEREY) Gisca 8201 Reuter Compieted 202100024 123707 East
RLCETRIET Cisco 8201 Router Compiated with Warming

22Nz Gisca 8201 Reuter Campiaton 2021-Jun-24 12:36:29 East
2291128 Cisco 8201 Router Synehronizing
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3. Configure the General, SNMP, and SSH parameters as seen in that following figures. Click Verify
Credentialsto validate that Cisco EPN Manager can reach the device. Click Add to add the device to

EPNM.

Add Device

* General Parametars

* General W'
&) P Address
) DNS Hame
* SNMP

[Dptional  TLY & configunsd)
License Level

-

'
Telnet'S5H L Device Rola

'
o Add to Group

'

HTTR/HTTPS
Credential Profile
™

Civic Location

X

1T2.29.11.28

—Salect— ¥ ﬂ
Salet- | @
--Seleci-- * 8
Add Werify Credentials Cancel
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Add Device X

Telnet/SSH Parameters

* Ganeral e Protocol  SSHZ v
*Port | 22
* SNMP o
(Opiaral if TLY s condgurnd) * Timeout | &0 [secs)
[ ]
-
Usermame | . ...
Telnet/SSH /| ® ki
. Passwerd | |.......
-
HTTRIHTTES - Confirm Password | ........
Enable Password [
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Verity Credentials Cancel g
&
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* SNMP Parameters

* eneral ' Version wic L
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* SHMP v,
(Optianal i TL1 is configuned) * SNMP Timeaut 10 [secs)
-
. * SNMP Port 161
Telnet/SSH o L
- * Read Community ... (7]
-
™ * Confirm Read Community ...
HTTRHTTPS
Write Community — ﬂ
T Confirm Write Community
Civic Lecation

m Verify Credentials Cancel

4. To open the chassis view from the Network devices table, click the device name link. The following figure
displays the chassis view of the 8201 router.

521847
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s | [1EH I o0 KN N

I Crven Majer Minar
Condition Firmastamp v
isAdiacancyChangeBown  2021-Jun24 123744 EST
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Here you can view the port and specific optical channel and CoherentDSP entities.
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@ Nl

f /.. [ Device Type / Routers | Gisco 8000 Series Routers / ron-8201-1 eowmQ
Chassis View | Logical View  Davice Details
. Front:8: FourHundredGigE/8-DPROM amm
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6. Clicking the additional information icon for the optical channel and then the Optical Physical measurement
tab displays the relevant optical PM values such as RX/TX signal power and OSNR values.

iterace 360°

Last Updatest 08242021 061074 [ A X D
A /.. /Device Type

Auto-Refresh Off View Actions
- P
Chassis View | Logical] // \ Optics0/0/0/8 © @
|
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i) OPTICALCHANNEL @ up D @ up Is
16:02:55, 24-Jun-2021 EST 31,50 -13.36 dBm 1053 oBm o 200 0
16:02:36, 24-Jun2021 EST  31.70 1326 dBm 10.55 oBm o 200 0

521951

7. Clicking the additional information icon for the coherent DSP and then the FEC measurement tab displays

the relevant coherent DSP FEC statistics such as PreFEC Bit Error Rate, Bit Error Rate Count (BIEC),
and Uncorrected Words (UCW). The UCW value must remain 0.
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intetace 360°
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View Actions
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The following figures display the current and historical performance monitoring data in EPNM that is specific

to the ZR or ZR+ optics.
Figure 43: Optical Physical Parameters
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Figure 44: Historical Optical Physical Parameters
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Figure 45: Historical Optical Physical Parameters
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Figure 46: Historical Optical Physical Parameters
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Figure 47: FEC Parameters
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. Sample End-to-end Configuration

Figure 48: Historical FEC Parameters

Forward Error Correction (FEC) 00— X

Bit Errors Corrected | Uncorrectable Words = Pre-FEC BER | Post-FEC BER
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Figure 49: Historical FEC Parameters
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Figure 50: Historical OTN Parameters
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Figure 51: Historical OTN Parameters
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Monitor Performance of ZR/ZR+ Optics Using KPIs

Perform the following steps to create KPI Profiles in Health Insights and enable them on the devices to monitor
network health.
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Note

Jl Sample End-to-end Configuration

Plan which Cisco-supplied KPIs you want to begin using, based on each device's function and the device
performance characteristics you want to monitor. Review the Cisco-supplied KPIs documented in List of
Health Insights KPIs. In the following image, you see the available default L1 optics KPIs.

Performance Alerts | Key Performance Indicators (KPI)

KPI Categaries (17) Key Performance Indicators (

KPls)

E

KPI Name

Category

Description Linked Playbook

Monitors per-port optical alan

- Monitors
e-Counters

521913

Group the relevant KPIs to form a KPI Profile. A KPI profile can have many different KPIs assigned. In
this case, the focus is only on some specific optics KPIs to add to the optics_profile KPI profile.

A / Performance Alerts / KPI Profiles / Create Profile

Create New Profile

Profile Name®  optics_profile Description Measure aptics parameters

External Destination Details ()

Server Type Name

Add KPIs to Profile
@ Aukeis

Recommended KPis

Category ¥

Summary

a

<<

521914

See Create a New KPI Profile.


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cahi/4-1/UserGuide/bk-cisco-crosswork-change-automation-and-health-insights-4-1-user-guide/m_healthinsights.html#reference_kxh_bdx_4bb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cahi/4-1/UserGuide/bk-cisco-crosswork-change-automation-and-health-insights-4-1-user-guide/m_healthinsights.html#reference_kxh_bdx_4bb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cahi/4-1/UserGuide/bk-cisco-crosswork-change-automation-and-health-insights-4-1-user-guide/m_healthinsights.html#id_61003

| Sample End-to-end Configuration
Sample End-to-end Configuration .

2. Enable the appropriate KPI Profiles on the devices you want to monitor. From the main menu, choose
Performance Alerts> Enable/Disable KPI Profiles. Check the checkboxes of all the nodes to which
the profile must be applied to, and click Enable KPI Profiles.

Multiple nodes may be selected. In the following figure, we are applying the KPI profile to a single node.

rts / Enable/Disable KPI Profiles

Reachability Name T Device Type Operational State Enabled Profiles

521915

3. Select the optics_profile KPI profile that was created in the previous step and click next to finalize enabling
the KPI for the selected device.

A | Performance Alerts / Enable/Disable KP1 Profiles

Select Device Select KP| Profiles

Name ¥ Devices Enabled Description

521916

4. The following image displays the final page before enabling the KPI profile for the router. After you click
Enable, the appropriate configuration is applied to the router to begin streaming the telemetry sensors
data for the selected optical KPIs.
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A / Performance Alerts | Enable/Disable KPi Profiles

Sample End-to-end Configuration |

Select Devices

R optics_profile
® optics_profile Description : Measure op ——
Destination Server Type
KPI On Profile

Layer 1 optical power

Rlerts OFF
Cadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Detalls

See Enable KPI Profiles on Devices.

Select KP| Profiles

Topic

Layer 1 optical temperature

Mlerts OFF
Cadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Detalls

Verify Details

3
KPIs on
Protle

Layer 1 optical voltage

RAlerts OFF
Cadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Details

5. To view alerts from network devices, see View Alerts for Network Devices.

The following figure displays the RX and TX power of the QDD-400G-ZR-S transceiver.

Telemetry Data for 23 - 00

Detailed Raw

nss 2300 2305

288 2300 2108

Router ron82011+  Port Opties0/0/0/20+  Lane O+  CAMcal @D  wawwe @D
~ Optics Rx Power ron-8201-1
Optics Rx Power ron-8201-1 +
5 aascn
g
&
3,550 dbm 20210623 2241:05.481
Opics0/0/0/20 Lane0:  -9.53.dBm
5.575 cbm
215 22 225 230 23 20 zas 250
~ Optics Tx Power ron-8201-1
Optics Tx Power ron-8201-1
7305 b
7310 bm
2021-06-23 22:41.05.481
Opties0/0/0/20 Lane 0:  -7.32 dBm
7.5 b
21 2 2228 230 2235 20 245 2%

Optimization Phase

The optimization phase involves:

1. Return to planning stage.

- 24:15 (0 hrs ago)

(__Reset Zoom )

min max wg  cument
— Opics0/0/0/20 Lare O 9548m  d5dEm  951cGm  54cEm

210
Optics0//0720 Lane & 733d8m  7aem  732cem 731 dem

2. Continue to add or change circuits on the network to match packet demands.

Jl Sample End-to-end Configuration
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