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Note  The terms “Unidirectional Path Switched Ring” and “UPSR” may appear in Cisco literature. These terms
do not refer to using Cisco ONS 15xxx products in a unidirectional path switched ring configuration.
Rather, these terms, as well as “Path Protected Mesh Network” and “PPMN,” refer generally to Cisco’s
path protection feature, which may be used in any topological network configuration. Cisco does not
recommend using its path protection feature in any particular topological network configuration.

This section explains the objectives, intended audience, and organization of this publication and
describes the conventions that convey instructions and other information.

Revision History

Date Notes
March 2007 Revision History Table added for the first time
August 2007 e Updated the “Enabling and Completing Version Up”’section in Chapter 3,

Initial Configuration.

e Updated About the Documentation chapter.

January 2009 Added the following sections in Chapter 14, Configuring Quality of Service:
¢ QoS not Configured on Egress
e ML-Series Egress Bandwidth Example

October 2009 Deleted the following caution from Chapter 4, Configuring Interfaces:

e Do not use the abbreviations g0 or gl for Gigabit Ethernet user-defined
abbreviations. This creates an unsupported group asynchronous interface.

February 2010 Updated image in the chapter, “Configuring VRF Lite”.

March 2011 Updated the section “IEEE 802.3z Flow Control and Frame Buffering” in the
chapter “E-Series and G-Series Ethernet Operation”.
August 2012 The full length book-PDF was generated.

This section provides the following information:
e Document Objectives

e Audience
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¢ Document Organization
e Related Documentation
e Document Conventions
e Obtaining Optical Networking Information

e Obtaining Documentation and Submitting a Service Request

Document Objectives

This guide covers the software features and operations of Ethernet cards for the Cisco ONS 15454, Cisco
ONS 15454 SDH, and Cisco ONS 15327. It explains software features and configuration for Cisco I0S
on the ML-Series card. The ML-Series card is a module in the Cisco ONS 15454 SONET or Cisco ONS
15454 SDH system. It also explains software feature and configuration for CTC on the E-Series,
G-Series and CE-100T-8 cards. The E-Series cards and G-Series cards are modules in the Cisco ONS
15454, Cisco ONS 15454 SDH, and Cisco ONS 15327. The CE-100T-8 card is a module in the Cisco
ONS 15454. The CE-100T-8 card is also available as module for the Cisco ONS 15310. The Cisco ONS
15310 version of the card is covered in the Ethernet Card Software Feature and Configuration Guide for
the ONS 15310. Use this guide in conjunction with the appropriate publications listed in the Related
Documentation section.

Audience

To use the ML-Series card chapters of this publication, you should be familiar with Cisco IOS and
preferably have technical networking background and experience. To use the E-Series, G-Series and
CE-100T-8 card chapters of this publication, you should be familiar with CTC and preferably have
technical networking background and experience.

Document Organization

This Ethernet Card Software Feature and Configuration Guide is organized into the following chapters:

e Chapter 1, “ML-Series Card Overview,” provides a description of the ML-Series card, a feature list,
and explanations of key features.

e Chapter 2, “CTC Operations, ’provides details and procedures for using Cisco Transport Controller
(CTC) software with the ML-Series card.

e Chapter 3, “Initial Configuration,” provides procedures to access the ML-Series card and create and
manage startup configuration files.

e Chapter 4, “Configuring Interfaces,” provides information on the ML-Series card interfaces and
basic procedures for the interfaces.

e Chapter 5, “Configuring POS,” provides information on the ML-Series card POS interfaces and
advanced procedures for the POS interfaces.

e Chapter 6, “Configuring Bridges,” provides bridging examples and procedures for the ML-Series
card.

e Chapter 7, “Configuring STP and RSTP,” provides spanning tree and rapid spanning tree examples
and procedures for the ML-Series card.
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Chapter 8, “Configuring VLANSs,” provides VLAN examples and procedures for the ML-Series
card.

Chapter 9, “Configuring IEEE 802.1Q Tunneling and Layer 2 Protocol Tunneling,” provides
tunneling examples and procedures for the ML-Series card.

Chapter 10, “Configuring Link Aggregation,” provides Etherchannel and packet-over-SONET/SDH
(POS) channel examples and procedures for the ML-Series card.

Chapter 11, “Configuring Networking Protocols,” provides network protocol examples and
procedures for the ML-Series card.

Chapter 12, “Configuring IRB,” provides integrated routing and bridging (IRB) examples and
procedures for the ML-Series card.

Chapter 13, “Configuring VRF Lite,” provides VPN Routing and Forwarding Lite (VRF Lite)
examples and procedures for the ML-Series card.

Chapter 14, “Configuring Quality of Service,” provides quality of service (QoS) examples and
procedures for the ML-Series card.

Chapter 15, “Configuring the Switching Database Manager,” provides switching database manager
examples and procedures for the ML-Series card.

Chapter 16, “Configuring Access Control Lists,” provides access control list (ACL) examples and
procedures for the ML-Series card.

Chapter 17, “Configuring Resilient Packet Ring,” provides resilient packet ring (RPR) examples and
procedures for the ML-Series card.

Chapter 18, “Configuring Ethernet over MPLS,” provides Ethernet over Multiprotocol Label
Switching (EoMPLS) examples and procedures for the ML-Series card.

Chapter 19, “Configuring RMON,” provides Remote Monitoring (RMON) examples and procedures
for the ML-Series card.

Chapter 20, “Configuring SNMP,” provides Simple Network Monitoring Protocol (SNMP)
examples and procedures for the ML-Series card.

Chapter 21, “POS on ONS Ethernet Cards,” details and explains POS on Ethernet cards for the ONS
15454, ONS 15454 SDH or ONS 15327 platform. It also details Ethernet card interoperability for
the platform.

Chapter 22, “E-Series and G-Series Ethernet Operation,” details and explains the features and
operation of E-Series and G-Series Ethernet cards for the ONS 15454, ONS 15454 SDH and
ONS 15327 platform.

Chapter 23, “CE-100T-8 Ethernet Operation,” details and explains the features and operation of
CE-Series Ethernet card for the ONS 15454.

Appendix A, “Command Reference,” is an alphabetical listing of unique ML-Series card Cisco I0S
commands with definitions and examples.

Appendix B, “Unsupported CLI Commands,” is a categorized and alphabetized listing of Cisco IOS
commands that the ML-Series card does not support.

Appendix C, “Using Technical Support,” instructs the user on using the Cisco Technical Assistance
Center (Cisco TAC) for ML-Series card problems.
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Related Documentation

Use this Ethernet Card Software Feature and Configuration Guide in conjunction with the following
general ONS 15454 or ONS 15454 SDH system publications:

e To install, turn up, provision, and maintain a Cisco ONS 15454 node and network, refer to the
Cisco ONS 15454 Procedure Guide.

e For alarm clearing, general troubleshooting, and hardware replacement procedures for a
Cisco ONS 15454 node, refer to the Cisco ONS 15454 Troubleshooting Guide.

e For detailed reference information on a Cisco ONS 15454 node, refer to the Cisco ONS 15454
Reference Manual.

e To install, turn up, provision, and maintain a Cisco ONS 15454 SDH node and network, refer to the
Cisco ONS 15454 SDH Procedure Guide.

e For alarm clearing, general troubleshooting, and hardware replacement procedures for the
Cisco ONS 15454 SDH node, refer to the Cisco ONS 15454 SDH Troubleshooting Guide.

e For detailed reference information on the Cisco ONS 15454 SDH node, refer to the
Cisco ONS 15454 SDH Reference Manual.

The ML-Series card employs the Cisco IOS Modular QoS CLI (MQC). For more information on general
MQC configuration, refer to the following Cisco IOS documents:

e Cisco IOS Quality of Service Solutions Configuration Guide, Release 12.2
e Cisco IOS Quality of Service Solutions Command Reference, Release 12.2

The ML-Series card employs Cisco IOS 12.2. For more general information on Cisco IOS 12.2, refer to
the extensive Cisco IOS documentation at:

e http://www.cisco.com/

Document Conventions

This publication uses the following conventions:

Convention Application

boldface Commands and keywords in body text.

italic Command input that is supplied by the user.

[ ] Keywords or arguments that appear within square brackets are optional.
{xIxlIx} A choice of keywords (represented by x) appears in braces separated by

vertical bars. The user must select one.

Ctrl The control key. For example, where Ctrl + D is written, hold down the
Control key while pressing the D key.

screen font Examples of information displayed on the screen.

Ethernet Card Software Feature and Configuration Guide
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Note

A

Convention Application
boldface screen font Examples of information that the user must enter.
< > Command parameters that must be replaced by module-specific codes.

Means reader take note. Notes contain helpful suggestions or references to material not covered in the
document.

Caution

A

Warning

Waarschuwing

Varoitus

Means reader be careful. In this situation, the user might do something that could result in equipment
damage or loss of data.

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin
kédsittelet laitteistoa, huomioi sdhkopiirien kasittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkéisytapoihin. Turvallisuusvaroitusten kdéannokset loytyvit laitteen
mukana toimitettujen kdédnnettyjen turvallisuusvaroitusten joukosta varoitusten lopussa néakyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET
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Attention  IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de I'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fithren
kann. Machen Sie sich vor der Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféillen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Geréat ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbhe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du
begynner a arbeide med noe av utstyret, ma du veere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé estda em uma situacao que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais de
prevencdo de acidentes. Utilize o niimero da instrucao fornecido ao final de cada aviso para
localizar sua tradugao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

Ethernet Card Software Feature and Configuration Guide
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jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
niimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES

Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kdnna till vanliga forfaranden for att forebygga olyckor. Anvénd det nummer som finns i slutet av
varje varning for att hitta dess dverséttning i de dversatta sakerhetsvarningar som medféljer denna
anordning.

SPARA DESSA ANVISNINGAR

FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériillésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkérok
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozétt talalhatd; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpenynpexpexne BAXHbIE MHCTPYKL U MO COBNMIOAEHUIO TEXHUKWA BE3OMNMACHOCTHU

9T1oT cMmBON NpeaynpexaeHUa o603HavYaeT onacHocTb. To eCTb UMeeT MecTo cutyauus, B
KOTOpOM crieAyeT onacaTtbCs TenecHbIX NoBpexaeHun. Nepen akcnnyaraunen obopyaoBaHUs
BbISICHUTE, KAKUM OMAaCHOCTAM MOXET noaBepraTbcs nosib3oBaTerib NPU UCMOb30BaHMU
ANEKTPUYECKUX LieNen, U 03HAKOMLTECh C NpaBuiiaMyu TeEXHUKK 6e3onacHoCcTU Ansa
npenoTBpaLleHMs BO3MOXHbIX HECYACTHbIX cry4yaeB. Bocnonb3yintecb HOMepoM 3asiBNeHus,
npuBeaeHHbLIM B KOHLE KaXaoro npeaynpexaeHusi, YToobl HAUTU ero nepeseaeHHbIN BapuaHT
B nepesoae npeaynpexaeHuin no 6e3onacHocTH, NnpunaraemMomM K JaHHOMY YCTPOWUCTBY.

COXPAHUTE 3TU UHCTPYKLIUN
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Aviso INSTRUCOES IMPORTANTES DE SEGURANGA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacao em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracao fornecido ao final de cada aviso para localizar sua traducao nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesbeskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredslgh, og du skal satte dig ind i standardprocedurer til
undgaelse af ulykker. Brug erklaeringsnummeret efter hver advarsel for at finde overszettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER

Lalad la¥1 Silali !

(Jaad) ey 1B Ol (15,07 die ey dB (1S (B danfglie ET iay 109 . plad 39909 10 il Jay idig
el Balgam 61 g 9B (90 A sliol) ALul@M Slepaa ¥l ale le (Sy A0k S Slodiall (15 )2 jlalies 5l
-3l g I 01 Ba St GLAYT Oyl (3n1 a5 51500 gl paliodl (IS p3n1 (8 39251 Gl @By
Slally ¥ ol Loy @d

Ethernet Card Software Feature and Configuration Guide
[ xxx | |



| About the Documentation

Upozorenje

Upozornéni

Mpogidotroinon

NINTR

VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektriéne sklopove, te biti upoznati sa standardnim na¢inima izbjegavanja nesrec¢a. U
prevedenim sigurnosnim upozorenjima, prilozenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaéi i njegov prijevod.

SACUVAJTE OVE UPUTE

DULEZITE BEZPECNOSTNI POKYNY

Tento upozornujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpisobit
nebezpeci urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeci souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni araziim.
Podle ¢&isla na konci kazdého upozornéni vyhledejte jeho pfeklad v prelozenych
bezpeénostnich upozornénich, ktera jsou pfilozena k zafizeni.

USCHOVEJTE TYTO POKYNY

ZHMANTIKEX OAHIIEXZ AXPANEIAZ

AuTté 10 TTpOEIdOTTOINTIKO OUMBOAO onuaivel Kivduvo. BpiokeaTe o€ KATAGTACTN TTOU PTTOPE va
TTPpoKaAETEl TpaupaTIoUO. IMpiv EpyacTeiTe € OTTOI0ONATIOTE ECOTTAIOUO, VA EXETE UTTOWN CAG TOUG
KIvdUvoug TTou OXeTiCovTal Je Ta NAEKTPIKA KUKAWPATA Kal va £XETE €E0IKEIWOEI Pe TIG OUVABEIG
TTIPAKTIKEG YIA TNV ATTOQUYA ATUXNHATWY. XpNOIYOTTIOINCTE TOoV apiBuod drAwaong TTou TTAPEXETAI OTO
TENOG KABE TTpoEIdOTTOINCNG, VIO VA EVTOTTIOETE TN JETAPPACT TNG OTIG HETAPPATHEVES
TTPOEIBOTTIOINCEIS AOPAAEIOG TTOU OUVOBEUOUV TN CUOKEUN).

OYNASTE AYTEX TIZ OAHIEX

NIAIYN NIN'0A NIXIIN

TI'Y DY TAYNY 197 .nptY97 DNA7 71900 A¥Na X¥Nl ANX .00 7000 AT NINTR 'O
D'72I7NN 07010 DX N7 DYNYN 0'7auna NIdNON NIR207 YT NI ' L Inw'
DIANN DX NX? 1O DINTR 70 7w 19102 POIoNN NXIINN 190N WNNWN .NNIXN NynY?
JPNN7 NI9AXNY NINANNA NIN'VAN NNNTR]

AN NIXIN MINY
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Opomena BAXXHW BE3BEAHOCHW HAIMATCTBAJA
CumbonoT 3a npegynpedyBane 3Hadm onacHocT. Ce HaoraTe BO cuTyauuja LUTO MOXe Aa
npeavsBuka TenecHun nospeaw. lNpea aa pabotute co onpemara, buaeTe CBECHU 3a PU3UKOT LUTO
NMOCTOW Kaj enekTpuyHMTE Kona u Tpeba ga rv nos3Haearte cTaH4apaHUTE NOCTarku 3a cnpedvyBake Ha
HecpeKkHu criyydaun. MickopucTteTte ro 6pojoT Ha u3jaBaTta LUTO Ce Haora Ha KpajoT Ha cekoe
npegynpenysake 3a Aa ro Hajaete HeroBUoOT nepuog Bo npesefeHnTe 6e36eqHOCHM
npeaynpenyBarba LITO Ce MCropadvyaHn co ypeaorT.
YYBAJTE ' OBUME HAIMATCTBUJA

Ostrzezenie WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowaé obrazenia ciata. Przed przystapieniem do prac przy urzadzeniach nalezy
zapozna¢ sie z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
srodkami zapobiegania wypadkom. Na koncu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszuka¢ ttumaczenie tego ostrzezenia w dotagczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Obtaining Optical Networking Information

This section contains information that is specific to optical networking products. For information that
pertains to all of Cisco, refer to the Obtaining Documentation and Submitting a Service Request section.

Where to Find Safety and Warning Information

For safety and warning information, refer to the Cisco Optical Transport Products Safety and

Compliance Information document that accompanied the product. This publication describes the
international agency compliance and safety information for the Cisco ONS 15454 system. It also
includes translations of the safety warnings that appear in the ONS 15454 system documentation.

Cisco Optical Networking Product Documentation CD-ROM

Optical networking-related documentation, including Cisco ONS 15xxx product documentation, is
available in a CD-ROM package that ships with your product. The Optical Networking Product
Documentation CD-ROM is updated periodically and may be more current than printed documentation.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.
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