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Introduction
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CHAPTER 1

Read Me First

* Read Me First, on page 1

Read Me First

Important Information about Cisco 10S XE 16

Effective Cisco IOS XE Release 3.7.0E for Catalyst Switching and Cisco IOS XE Release 3.17S (for Access
and Edge Routing) the two releases evolve (merge) into a single version of converged release—the Cisco I0S
XE 16—providing one release covering the extensive range of access and edge products in the Switching and
Routing portfolio.

)

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Feature Information

Use Cisco Feature Navigator to find information about feature support, platform support, and Cisco software
image support. An account on Cisco.com is not required.

Related References

* Cisco IOS Command References, All Releases

Changed History

Changes Description

Cisco IOS XE 17.15.1a
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Changes

Description

Resolved bugs for Cisco IOS XE Release 17.15.1a

e CSCwkl11111 - Restriction while network-based
recording, Music-on-Hold (MOH) is not
recorded.

* CSCwk31376 - Cisco 1100 Integrated Services
Router (ISR) models ISR1100 4G/6G support
CUBE features when running on IOS XE.

* CSCwk36547 - Restriction for dial-peer group
working only with valid E.164 patterns.

* CSCwk42148 - List RFC 3264 An Offer or
Answer Model with the Session Description
Protocol (SDP) in the references.

* CSCwk48467 - Restriction with a single call
forking on a CUBE using both dial-peer based
recording and SIPREC.

Obtaining Documentation and Submitting a Service Request

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/supported-platforms.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/multiple-outbound-dial-peer.html#reference_F3A9DB8F62C44AABAD4252A026DC4D10
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-add-ref.html#GUID-BACB4FFE-2DEA-46C5-8D7C-FC1F1B192487
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-ntwk-based.html
https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html

CHAPTER 2

New and Changed Information

* New and Changed Information, on page 3

New and Changed Information
A\

Note * For detailed information on CUBE features supported on Cisco IOS Releases, Cisco IOS XE 3S Releases,
and Cisco IOS XE Amsterdam 17 Releases, refer to CUBE Cisco IOS Feature Roadmap, CUBE Cisco
IOS-XE Feature Roadmap, and CUBE Cisco I0S XE 17 Feature Roadmap respectively.

* H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using
SIP for multimedia applications.

* For CUBE feature support information for Cisco IOS XE Bengaluru 17.5.1a and prior releases, see Cisco
Unified Border Element Configuration Guide.

* The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender,
racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions
may be present in the documentation due to language that is hardcoded in the user interfaces of the
product software, language used based on RFP documentation, or language that is used by a referenced
third-party product.

Description Documented at

Cisco IOS XE 17.15.1a

Secure SIP with TLS version 1.3 Support https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
voice/cube/ios-xe/config/ios-xe-book/m_sip tls

(recommended release) support_cube.html

Cisco|OS XE 17.14.1a

Secure SIP with TLS version 1.3 Support https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
voice/cube/ios-xe/config/ios-xe-book/m_sip tls
support_cube.html
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book.html
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/ios-xe/config/ios-xe-book/m_sip_tls_support_cube.html
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Description Documented at

Cisco IOS XE 17.13.1a and Cisco | OS XE Dublin 17.12.2

NAT Traversal using Media Keepalives https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
voice/cube/ios-xe/config/ios-xe-book/
m-nat-traversal-using-rtp-keepalives.html

Cisco 10S XE Dublin 17.12.1a

IPv6 Flows in High Availability

GCM Ciphers for WebSocket-Based Media Forking | https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
voice/cube/ios-xe/config/ios-xe-book/
websocket-forking-for-cube.html

Cover Buffer Enhancements for VoIP Trace https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
voice/cube/ios-xe/config/ios-xe-book/m
voip-trace-for-cube.html

Cisco |OS XE Dublin 17.10.1a

YANG model enhancements for CUBE https://developer.cisco.com/docs/ios-xe-voip/
htpsAvwwesoocomictnt stddocsioutersdwancommeandédwanasboodhiml

Cisco |OS XE Cupertino 17.9.1a

Advanced Features for Cisco Contact Center Overview, on page 155
OPTIONS Ping for DNS SRV Hosts OPTIONS Ping for DNS SRV Hosts, on page 114
Load Balancing for DNS SRV Hosts Load Balancing for DNS SRV Hosts, on page 116

Cisco 10S XE Cupertino 17.8.1a

Configurable SIP listen port per trunk (tenant) Configure SIP TLS, on page 619
Configurable TLS policy per trunk (tenant) Configure SIP TLS, on page 619
mTLS Client CN-SAN validation Overview, on page 615

Yang Models for mTLS https://pubhub.cisco.com/detail/2289

Cisco |OS XE Cupertino 17.7.1a

YANG Configuration Models for CUBE https://pubhub.cisco.com/detail/2289

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/
command/sdwan-cr-book.html

Cisco IOS XE Bengaluru 17.6.2 and Cisco | OS XE Cupertino 17.7.1a
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Description Documented at

Secure WebSocket-based Media Forking on Cisco | Overview, on page 593
4431, 4451-X, and 4461 Integrated Services Routers

Cisco IOS XE Bengaluru 17.6.1a

Transcoding Support for OPUS Codec Overview, on page 395

Web Socket-based media forking Overview, on page 593

Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards .



Introduction |
. New and Changed Information

. Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards



L]
g
-
=
=
-
.-
Z
[+
[+d
i
i

PART I I

CUBE Fundamentals and Basic Setup

* Overview of Cisco Unified Border Element, on page 9
* Supported Platforms, on page 21

» Smart Licensing, on page 31

* Configure Dial Peers, on page 47

* DTMF Relay, on page 53

* Introduction to Codecs, on page 65
* Call Admission Control, on page 77
« SIP Binding, on page 93

* Media Path, on page 107

* SIP Trunk Monitoring, on page 113
* VoIP for IPv6, on page 127






CHAPTER 3

Overview of Cisco Unified Border Element

* Overview, on page 9
* Configure CUBE Features, on page 14

Overview

Cisco Unified Border Element (CUBE) bridges voice and video connectivity between two separate VoIP
networks. It is similar to a traditional voice gateway, except for the replacement of physical voice trunks with
IP-based voice trunks. Traditional gateways connect VoIP networks to telephone companies using a
circuit-switched connection, such as PRI. The CUBE connects VoIP networks to other VoIP networks and
enterprise networks to Internet telephony service providers (ITSPs).

CUBE terminates and originates signaling Session Initiation Protocol [SIP]) and media streams (Real-Time
Transport Protocol [RTP] and RTP Control Protocol [RTCP]).

\)

Note H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using SIP
for multimedia applications.

CUBE offers a wide variety of enhanced features in addition to the conventional Session Border Controller
(SBC) functions as shown in the chart below:
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. Overview

Figure 1: CUBE—More Than an SBC
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The CUBE provides a network-to-network interface point for:
* Signaling interworking SIP.
* Media interworking—Dual-tone multifrequency (DTMF), fax, modem, and codec transcoding.
* Address and Port translations—Privacy and topology hiding.
« Billing and call detail record (CDR) normalization.

* Quality-of-service (QoS) and bandwidth management—QoS marking using differentiated services code
point (DSCP) or type of service (ToS), audio quality monitoring bandwidth enforcement using Resource
Reservation Protocol (RSVP), and codec filtering.

» Media Forking—Replicate media packets for advanced media services such as call recording, transcription,
and customer assist service in contact center environments.

* Media Proxy—Proxy "forked media" session to multiple recipients for policy compliance, redundancy,
and advanced media services.

* Security Demarcation—Unencrypted signaling or media to encrypted signaling or media interworking.

. Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards
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SIP Trunking

SIP Trunking .

* Bridge enterprise and PSTN with cloud calling services such as Webex Calling, MS Teams Direct Routing
and the like.

The CUBE provides a network-to-network demarcation interface for signaling interworking, media
interworking, address and Port translations, billing, security, quality of service, call admission control, and
bandwidth management.

The CUBE is used by enterprise and small and medium-sized organizations to interconnect SIP PSTN access
with on-premise enterprise and hosted unified communications networks.

A CUBE interoperates with several different network elements including voice gateways, IP phones, and
call-control servers in many different application environments, from advanced enterprise voice and video
services with Cisco Unified Communications Manager or Cisco Unified Communications Manager Express,
as well as simpler toll bypass and VoIP (VoIP) transport applications. The CUBE provides organizations with
all the border controller functions integrated into the network layer to interconnect unified communications
voice and video enterprise-to-service-provider architectures.

Figure 2: Why Does an Enterprise Need the CUBE
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If enterprise subscribes to VoIP services offered by an ITSP, connecting the enterprise Cisco Unified
Communications Manager through a CUBE provides network demarcation capabilities, such as security,
topology hiding, transcoding, Call Admission Control, protocol normalization and SIP registration, none of
which is possible if Cisco Unified Communications Manager connects directly to the ITSP. Another use case
involves mergers or acquisitions in enterprise and the need to integrate voice equipment, such as CUCMs, IP
PBXs, VM servers, and so on. If the networks in the two organizations have overlapping IP addresses, CUBE
connects the two distinct networks until the acquired organization is migrated into the enterprise addressing
plan.

The Session Initiation Protocol (SIP) is a signaling communications protocol, multimedia communication
sessions such as voice and video calls over Internet Protocol (IP) networks. SIP trunking is the use of VoIP
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SIP Trunking

to facilitate the connection of Private Branch Exchange (PBX) to other VoIP endpoints across the Internet.
To use SIP trunking, an enterprise must have a PBX (internal VoIP system) that connects to all internal end
users, an Internet Telephony Service Provider (ITSP), and a gateway that serves as the interface between the
PBX and the ITSP. One of the most significant advantages of SIP trunking is the ability to combine data,
voice, and video in a single line, eliminating the need for separate physical media for each mode.

Figure 3: SIP Trunking
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SIP trunking overcomes TDM barriers, in that it:
* Improves efficiency of interconnection between networks
* Simplifies PSTN interconnection with IP end-to-end
* Enables rich media services to employees, customers, and partners
* Carries converged voice, video, and data traffic
Figure 4: SIP Trunking Overcomes TDM Barriers
Enterprise 1 Service Provider Enterprise 2
=
(o]
g
SIP Trunking B
Enterprise 1 Enterprise 2

Service Provider

-

\
5

ATI681

. Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards



| CUBE Fundamentals and Basic Setup
Deployment Scenarios .

\)

Note For Cisco IOS XE Gibraltar 16.11.1a and later releases, configure the either of the following CLIs to initiate
the SIP processes:

* Voice dial-peer with session protocol as SIP.
* voiceregister global
* Sip-ua

In the releases before Cisco IOS XE Gibraltar 16.11.1a, configure the following commands to initiate the SIP
processes:

« dial-peer voice (any)
* ephone-dn
» max-dn under call-manager-fallback

+ dsO-group Otimeslots 1 type e& m-wink-start

Deployment Scenarios

CUBE in an enterprise environment that serves:

* PSTN Access: Connect on-prem enterprise voice and hosted UC network via SIP trunks for PSTN calling
services

* Contact Center Integration: Integration with contact center software components to provide inbound
calling, outbound dialing,call queuing, IVR streaming, agent transfer, and advanced media forking
services.

* Webex Audio Edge: Connect on-prem enterprise/PSTN to Webex Meetings (audio dial-in/dial-out).
* Media Proxy/Forking
* Business-to-Business Telepresence

* Line side Registration Proxy
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. Configure CUBE Features

Figure 5: Typical Deployment Scenarios
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Configure CUBE Features

Consider a scenario where XYZ corporation uses a VoIP network to provide phone services and uses a PRI
connection for telecommunications services, and MGCP controls the PRI trunk. ITSP telecommunications
provides migration from MGCP PRI to the SIP trunk. Cisco Unified Communications Manager (CUCM)
sends the phone number, as 10 digits, to CUBE. CUCM sends only the extension (4 digits) to the CUBE.
When the call is diverted (using call-forward), the requirement of the ITSP is that they need the full 10-digit
number in the SIP Diversion field.
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Figure 6: CUBE Configuration Workflow
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The following sections describe the basic setup of CUBE through the steps that are involved in migrating the
XYZ corporation to CUBE using a SIP trunk.

Enable the CUBE Application on a Device

SUMMARY STEPS

enable

configureterminal

voice service voip

mode bor der-element license [capacity sessions | periodicity {minsvalue | hoursvalue | daysvalue}]
allow-connections from-type to to-type

end

o prwDd

Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards .



. Enable the CUBE Application on a Device

CUBE Fundamentals and Basic Setup |

DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your password if
Example: prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 VOiCe service voip Enters global VoIP configuration mode.
Example:
Device (config) # voice service voip
Step 4 mode bor der-element license [capacity sessions | Enables CUBE configuration and configures the number

periodicity {minsvalue | hoursvalue | daysvalue}]

Example:

Device (conf-voi-serv) # mode border-element license
capacity 200

Device (conf-voi-serv) # mode border-element license
periodicity days 15

of licenses (capacity).

« Effective from Cisco IOS XE Amsterdam 17.2.1r, the
capacity keyword and sessions argument are
deprecated. However, the keyword and argument are
available in the Command Line Interface (CLI). If you
try to configure license capacity using CLI, the
following error message is displayed:

Error: CUBE SIP trunk licensing is now
based on dynamic session counting. Static
license capacity configuration has been
deprecated.

Effective from Cisco IOS XE Amsterdam 17.2.1r, the
periodicity keyword and [mins| hour g days]
argument are introduced. The periodicity keyword
configures periodicity interval for license entitlement
requests for CUBE. If you do not configure license
periodicity, the default license period of 7 days is
enabled.

Note We recommend you to configure interval in
days. Configuring interval in minutes or hours
increases the frequency of entitlement requests
and thereby increases the processing load on
Cisco Smart Software Manager (CSSM).
License periodicity configuration of minutes
or hours is recommended to be used only with
Cisco Smart Software Manager On-Prem
(formerly known as Cisco Smart Software
Manager satellite) mode.
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Verify CUBE on the Device .

Command or Action

Purpose

Step 5 allow-connections from-type to to-type

Example:

Device (conf-voi-serv)# allow-connections sip to
sip

Allows connections between specific types of endpoints in
a VoIP network.

* The two protocols (endpoints) refer to the VoIP
protocols (SIP) on the two call legs.

Step 6 end

Example:

Device (conf-voi-serv) # end

Returns to privileged EXEC mode.

Verify CUBE on the Device

SUMMARY STEPS

1. enable
2. show cube status

DETAILED STEPS

Step 1 enable
Enables privileged EXEC mode.

Example:

Device> enable

Step 2 show cube status

Displays the CUBE status, the software version, the license capacity, the image version, and the platform name of the
device. In releases before , CUBE status display is enabled only if mode bor der-element command is configured with
call license capacity. Effective from Cisco IOS XE Amsterdam 17.2.1r, this dependency is removed and Licensed-Capacity

information is excluded from output.
Example:

Before Cisco IOS XE Amsterdam 17.2.1r:

Device# show cube status

CUBE-Version : 12.5.0

SW-Version : 16.11.1, Platform CSR1000V

HA-Type : none

Licensed-Capacity : 10

Calls blocked (Smart Licensing Not Configured) : 0
Calls blocked (Smart Licensing Eval Expired) : 0

Effective from Cisco IOS XE Amsterdam 17.2.1r:

Device# show cube status

CUBE-Version : 12.8.0
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SW-Version : 17.2.1, Platform CSR1000V
HA-Type : none

Configure a Trusted IP Address List for Toll-Fraud Prevention

SUMMARY STEPS
1. enable
2. configureterminal
3. voiceservicevoip
4. ip addresstrusted list
5. ipv4ipv4-address [network-mask]
6. ipv6 ipv6-address
7 end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configureterminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 voice service voip Enters global VoIP configuration mode.

Example:

Device (config)# voice service voip

Step 4 ip addresstrusted list Enters IP address trusted list mode and enables the addition

Example: of valid IP addresses.

Device (conf-voi-serv)# ip address trusted list

Step 5 ipv4 ipv4-address [network-mask] Allows you to add up to 100 IPv4 addresses in the IP
address trusted list. Duplicate IP addresses are not allowed.
Example:
Device (cfg-iptrust-list)# ipvd 192.0.2.1 * The network-mask argument allows you to define a
255.255.255.0 subnet IP address.
Step 6 ipv6 ipv6-address Allows you to add IPv6 addresses to the trusted IP address
list.
Example:

Device (cfg-iptrust-1list)# ipv6
2001:DB8:0:ABCD::1/48
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Command or Action Purpose

Step 7 end Returns to privileged EXEC mode.
Example:
Device (cfg-iptrust-list)# end
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Supported Platforms

* Supported Platforms, on page 21
* Feature Comparison for Supported Platforms , on page 23
* Virtual Cube, on page 25

Supported Platforms
A\

Note Cisco Cloud Services Router 1000V Series (CSR 1000V) is no longer supported from Cisco I0S XE Bengaluru
17.4.1a onwards. If you are using CSR 1000V, you have to upgrade to Cisco Catalyst 8000V Edge Software
(Catalyst 8000V). For End-of-Life information on CSR 1000V, see End-of-Sale and End-of-Life Announcement
for the Select Cisco CSR 1000v Licenses.

Cisco Unified Border Element (CUBE) supports various platforms running on Cisco I0S XE Software
Releases.

\}

Note For information on migrating from existing Cisco IOS XE 38 releases to the Cisco IOS XE Denali 16.3 release,
see Cisco IOS XE Denali 16.3 Migration Guide for Access and Edge Routers.

The following table provides information on Cisco router platform support for CUBE:
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. Supported Platforms

Table 1: Supported Platforms

CUBE Fundamentals and Basic Setup |

Cisco Router
Platforms

Cisco Router Models

Cisco I0S Software Releases

Cisco 4000
Series-Integrated
Services Routers

Cisco 4321 Integrated Services Routers

Cisco 4331 Integrated Services Routers

Cisco IOS XE Denali 16.3.1 onwards

(ISR G3) Cisco 4351 Integrated Services Routers

Cisco 4431 Integrated Services Routers

Cisco 4451 Integrated Services Routers

Cisco 4461 Integrated Services Routers | Cisco IOS XE Amsterdam 17.2.1r onwards
Cisco 1000 Cisco 1100 Integrated Services Router Cisco I0S XE Gibraltar 16.12.1a onwards

Series-Integrated
Services Routers
(ISR)

series models ISR1100 4G/6G support
CUBE features when running on 10S XE

Cisco Aggregated
Services Routers
(ASR)

Cisco ASR1001-X Aggregated Services
Routers

Cisco ASR1002-X Aggregated Services
Routers

Cisco ASR1004 Aggregated Services
Routers with RP2

Cisco ASR1006 Aggregated Services
Routers with RP2 and ESP40

Cisco IOS XE Denali 16.3.1 onwards

Cisco ASR1006-X Aggregated Services
Routers with RP2 and ESP40

Cisco 10S XE Fuji 16.6.1 onwards

Cisco ASR1006-X Aggregated Services
Routers with RP3 and ESP40/ESP100

Cisco IOS XE Everest 16.6.1 onwards

Cisco Cloud
Services Routers
(CSR)

Cisco Cloud Services Router 1000V series

Cisco IOS XE Denali 16.3.1 onwards

Cisco Cloud
Services Routers
(CSR)

Cisco Catalyst 8000V Edge Software
(Catalyst 8000V)

Cisco IOS XE Bengaluru 17.4.1a onwards

Cisco 8300 Catalyst
Edge Series
Platforms

C8300-1N1S-6T
C8300-1N1S-4T2X
C8300-2N2S-6T
C8300-2N2S-4T2X

Cisco IOS XE Amsterdam 17.3.2
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Feature Comparison for Supported Platforms .

Cisco Router
Platforms

Cisco Router Models

Cisco 10S Software Releases

Cisco 8200 Catalyst
Edge Series
Platform

C8200-1N-4T

Cisco 10S XE Bengaluru 17.4.1a

Cisco C8200L
Catalyst Edge Series
Platform

C8200L-1N-4T

Cisco IOS XE Bengaluru 17.5.1a

on different platforms.

Table 2: Feature Comparisons for Supported Platforms

Feature Comparison for Supported Platforms

The following table provides high level details of Cisco Unified Border Element (CUBE) features supported

(Cisco IOS XE Release
3.9S onwards ;
Recommended - Cisco I0S
XE Release 3.155)

Recommended - Cisco IOS
XE Release 3.15S

Features Cisco ASR 1000 Series Cisco ISR 4000 Series Cisco ISR 1000 Series
Routers Routers Routers
High Availability Redundancy Group Redundancy Group No
Implementation Infrastructure Infrastructure
Media Forking Yes (Cisco IOS XE Yes (Cisco IOS XE No
Release 3.8S onwards) Release 3.10S onwards)
DSP Card Type SPA-DSP PVDM4 No
SM-X-PVDM
Transcoder registered to | No Yes (Exists via SCCP - No
CuCM Cisco 10S XE Release
3.11S onwards)
Transcoder—LTI Yes Yes No
Cisco UC Gateway Yes (Cisco IOS XE Yes Yes
Services API Release 3.8S onwards)
Noise Reduction and Yes Yes No
ASP
Call Progress Analysis | Yes Yes No
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Features

Cisco ASR 1000 Series
Routers

Cisco ISR 4000 Series
Routers

Cisco ISR 1000 Series
Routers

SRTP-RTP Interworking

Yes - No DSP resources
required

(Cisco IOS XE Release
3.7S onwards)

Yes - No DSP resources
required

Cisco IOS XE Release
3.12S onwards

Yes - No DSP resources
required

CUBE for SP Managed | Yes Yes Yes

and Hosted Services

Unified SRST colocation | Not supported Yes (Cisco IOS XE Fuji | Yes. From Cisco IOS XE

with CUBE 16.7.1 Release onwards) |Bengaluru 17.5.1a

IPv6 Yes Yes Yes

Table 3: Feature Comparisons for Supported Platforms (Contd...)

Features Cisco CSR 1000V Cisco 8000V Catalyst | Cisco 8300 Catalyst | Cisco 8200 Catalyst
Series Routers Series Edge Edge Series Edge Series

Platforms Platforms Platforms

HA Implementation

RG Infrastructure

RG Infrastructure

RG Infrastructure

RG Infrastructure

Media Forking Yes Yes Yes Yes

DSP Card Type No No NIM-PVDM NIM-PVDM
SM-X-PVDM

Transcoder No No Yes (via SCCP) Yes (via SCCP)

registered to CUCM

Transcoder—LTI | No No Yes Yes

Cisco UC Gateway | Yes Yes Yes Yes

Services API

Noise Reduction & |No No Yes Yes

ASP

Call Progress No No Yes Yes

Analysis

SRTP-RTP Yes - No DSP Yes - No DSP Yes - No DSP Yes - No DSP

Interworking resources required | resources required | resources required | resources required

CUBE for SP Yes Yes Yes Yes

Managed and

Hosted Services

Unified SRST Not supported No Yes Yes

colocation with
CUBE
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Virtual Cube ]
Features Cisco CSR 1000V Cisco 8000V Catalyst | Cisco 8300 Catalyst | Cisco 8200 Catalyst
Series Routers Series Edge Edge Series Edge Series
Platforms Platforms Platforms
IPv6 Yes Yes Yes Yes
“
Note For more information on Unified SRST and CUBE Co-location, see Unified SRST and Unified Border Element

Co-location.

Co-location of CUBE - High Availability (HA) with Unified SRST is not supported.

Virtual Cube

Overview

Virtual CUBE (vCUBE) is virtual deployment of Cisco Unified Border Element (CUBE) feature set.

From Cisco I0S XE Bengaluru 17.4.1a, vCUBE is available for use with Cisco® Catalyst® 8000V Edge
Software (Catalyst 8000V) series.

\)

Note

H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using SIP
for multimedia applications.

Feature Information

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 4: Feature Information for vCUBE Support

Feature Name Releases Feature Information
vCUBE in Microsoft Azure | Cisco IOS XE Bengaluru | vCUBE offer is introduced in Microsoft Azure
17.6.3a for Cisco Catalyst 8000V Edge Software

(Catalyst 8000V).

vCUBE Catalyst 8000V Edge | Cisco IOS XE Bengaluru | vCUBE introduced for Cisco Catalyst 8000V

Software (Catalyst 8000V) 17.4.1a Edge Software (Catalyst 8000V) in VMware
ESXi environments and AWS environment.

vCUBE in Amazon Web Cisco IOS XE Gibraltar | vCUBE offer introduced in AWS for Cisco CSR

Services (AWS) 16.12.4a 1000v Series Cloud Services Router

Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards .
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Prerequisites

Hardware

» The vCUBE feature set is part of the Cisco virtual router software and is deployed in VMware ESXi
virtualized environments. For more information on how to deploy Cisco virtualized routers in VMware
ESXi environments, see Install the Cisco CSR 1000V in VMware ESXi Environments and
https://www.cisco.com/c/en/us/products/routers/catalyst-8000v-edge-software/index.html.

* For information on the best practices for setting ESXi host BIOS parameters for performance, see BIOS
Settings.

* Virtual CUBE is supported on the CSR 1000V and C8000V platforms.

» vCUBE is supported in AWS. You must use the AWS Marketplace product listing for virtual CUBE.

For more information about the Cisco CSR 1000V and C8000V in AWS, see Cisco CSR 1000V Series
Cloud Services Router Deployment Guide for Amazon Web Services and Cisco C8000V Router
Deployment Guide for Amazon Web Services.

» vCUBE is also supported in Microsoft Azure. You must use the Azure Marketplace product listing for
virtual CUBE.

For more information about C8000V in Microsoft Azure, see Deploying Cisco Catalyst 8000V Edge
Software on Microsoft Azure.

)

Note * The CSR1000V and Catalyst 8000V products may be used in several different public and private cloud
environments. However, vVCUBE is only supported when deployed on VMware ESXi, AWS, and Microsoft
Azure platforms currently.

* When you use a consolidated (.bin) image to upgrade a CSR 1000V medium configuration (2 vCPU, 4
GB RAM) to Catalyst 8000V, you must change the virtual machine vVRAM allocation to at least 5 GB
to ensure advertised performance. When deploying in AWS environments, boot the router using individual
packages rather than a consolidated image without the need for extra memory. Refer to Installing
Subpackages from a Consolidated Package for details.

Software

* Obtain the relevant license for the router platform. See vVCUBE Licensing Requirements , on page 27
for more information.

* In AWS platform, only Bring Your Own License (BYOL) is supported for vCUBE. Pay as You Go
(Subscription) versions of the CSR 1000V and C8000V are not supported. Make sure you choose the
vCUBE AWS Marketplace product listing. Refer to Cisco Virtual CUBE-BYOL for details.

* In Microsoft Azure platform, only Bring Your Own License (BYOL) is supported for vCUBE. Pay as
You Go (Subscription) versions of the C8000V are not supported. Make sure you choose the vVCUBE
Azure Marketplace product listing. Refer to Cisco Virtual CUBE-BYOL for details.

* For more information about Cisco virtual routers, see CSR 1000V Data Sheet and Catalyst 8000V Data
Sheet.
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Features Supported

vCUBE supports most of the CUBE features available in IOS XE releases.

\}

Note From Cisco IOS XE Cupertino 17.8.1a onwards, Catalyst 8000V supports software MTP for Cisco Unified
Communications Manager.

vCUBE does not support the following:
» DSP-based features

* Codec Transcoding, Transrating

* Raw in-band to RTP-NTE DTMF Interworking

* Call Progress Analysis (CPA)

* Noise Reduction (NR), Acoustic Shock Protection (ASP), and Audio Gain
* JOS-based Hardware MTP

)

Note CUBE high availability is not supported on vVCUBE when deployed in AWS and Microsoft Azure platforms.

Virtual CUBE Support on Cisco CSR 1000V or C8000V Series Routers

vCUBE media performance depends on the underlying host platform consistently providing packet switching
latency of less than 5 milliseconds. The recommended hardware and virtual machine configurations ensure
this performance when followed closely. For more information on how to monitor media performance, see
Voice Quality Monitoring.

vCUBE Licensing Requirements

vCUBE with CSR1000V

vCUBE is enabled for the CSR1000V with the APPX and AX platform licenses. vCUBE processes and CLI
commands are enabled when either of these licenses are enabled. Secure call features require the AX license.
In common with all CUBE instances, CUBE smart licenses are required for each active session.

The following table details the license requirements for vVCUBE on the CSR1000V.

Virtual CUBE Session Platform License Features Throughput License
License
CUBE Smart Licenses | APPX No TLS / SRTP support | Session count * (signaling
+ bidirectional media
AX All vCUBE features bandwidth)

For detailed information about licensing, see Cisco CSR 1000V Series cloud services Router Configuration
Guide and Overview.

Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards .


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-voice-quality-monitoring.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide.html#pgfId-1156046
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide.html#pgfId-1156046

CUBE Fundamentals and Basic Setup |
[l cusk with csooov

vCUBE with C8000V

vCUBE is enabled for the C8000V with the DNA Network Essentials with an appropriate bandwidth tier
license.

\)

Note When upgrading to C8000V software from a CSR1000V release, an existing throughput configuration is reset
to a maximum of 250 Mbps. Install an HSEC authorization code, which you can obtain from your Smart
License account, before reconfiguring your required throughput level.

Virtual CUBE Session DNA Subscription Features Bandwidth Tier License

License

CUBE Smart Licenses | Essentials or above All vCUBE features Session count * (signaling
+ media bandwidth)

For detailed information on licensing, see Licensing.

Installation
You can install Virtual CUBE in two ways:
* Install using an OVA file
* Install using an ISO image
Install vCUBE on ESXi
Procedure
Command or Action Purpose

Step 1 Use the CSR1000V or the C8000V OVA application file |Note Select the required instance size during the OVA
(available from software.cisco.com) to deploy a new virtual deployment.

instance directly in VMware ESXi. For further details on how to perform the deployment, see

Cisco CSR 1000V Series Cloud Services Router Software
Configuration Guide or Cisco Catalyst 8000V Edge
Software Installation And Configuration Guide.

Enable vCUBE

Procedure

Command or Action Purpose

Step 1 Power on the virtual machine.

Step 2 Enable platform and throughput licenses and register to a
Cisco licensing server.
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Command or Action Purpose

Step 3 Perform the steps Enable the CUBE Application on a Device
to enable vCUBE.

Troubleshoot vCUBE

To troubleshoot vCUBE, follow the same procedure as that of Cisco hardware routers. This includes crash
file decoding, decoding traceback, and so on. For more details, see Troubleshoot Cisco ASR 1000 Series
Aggregation Services Routers Crashes.

To troubleshoot Virtual Machine (VM) issues, see Cisco CSR 1000V Series Cloud Services Router Software
Configuration Guide and Cisco Catalyst 8000V Edge Software Configuration Guide.
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Smart Licensing

* Overview, on page 31

» Smart License Operation, on page 31

* Smart Software Licensing Task Flow, on page 33
* Verify Smart License Operation, on page 35

* High Availability Configurations, on page 40

* Syslog Messages, on page 45

Overview

Cisco Smart Licensing using Policy is a software licensing model that provides visibility of ownership and
usage through the Cisco Smart Software Manager (CSSM) portal. CSSM is a central license repository that
manages licenses across all Cisco products that you own, including CUBE. Devices send license usage to
CSSM ceither directly or use an on-premises application. Your Smart Account Administrator controls your
access to CSSM. Use your Cisco credentials to access the CSSM portal through htttp://software.cisco.com.

Smart Licensing applies to all platform technology (UCK9, Security, DNA) and CUBE feature licenses that
the platform uses.

CSSM shows license usage across all devices that are registered to a virtual account. A Virtual Account
License Inventory displays the quantity of licenses that are purchased, those licenses in use, and a balance.
An Insufficient Licensesalert is displayed if the license balance is below 0.

For example, consider a smart account in CSSM with 50 CUBE trunk session licenses. If you have a single
registered CUBE router using 20 trunk sessions, the CSSM licenses page shows Purchased as 50, In Use as
20, and Balance as 30.

For more information on Smart Software Manager, see the Cisco Smart Software Manager User Guide.

Smart License Operation

Smart Licensing using Policy introduces a new paradigm for tracking license usage across your business. In
earlier releases, license authorization was forward- looking, binding licenses to a device until the next
authorization request. Actual license use during the proceeding reporting period is now sent to CSSM, allowing
you to plan ongoing license requirements based on historical usage data.

Each time a change in license usage is detected, the account policy defines how soon this should be reported
to CSSM. Typically, this means that CUBE must send a report at least every 90 days, although it is
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recommended that reports are sent more frequently. CSSM acknowledges each submitted Resource Utilization
Monitoring (RUM) report to ensure that the use is recorded reliably. If the router does not receive an
acknowledgment within the minimum reporting period, call processing may be disabled. Call processing is
resumed when a valid acknowledgment is received.

Submit the reports to CSSM directly or through a Smart Software Manager On-Prem server. The Cisco Smart
Licensing Utility (CSLU) application can also collect usage reports, providing more flexibility in managing
your license usage. When a device is not able to communicate directly with a licensing server, a signed usage

report can be generated and manually uploaded to CSSM. The CSSM generated acknowledgment must be
uploaded to the device within the license reporting policy period to ensure continued use.

\)

Note

)

Cisco routers configured to process calls between voice ports and IP destinations will report the use of these
sessions to CSSM, where they are listed as a “CUBE v14 Voice Gateway Session”. This usage is reported
using the CUBE_T VGW Smart entitlement tag, which may also be viewed using the show license all
command and is provided for your information only. This reporting feature does not enforce voice port or IP
sessions and there would be no service interruption if the router is not registered to CSSM.

A quantity of purchased licenses equal to the number of reported sessions is automatically displayed in CSSM
to avoid compliance warnings. There is no requirement or option to purchase CUBE v14 Voice Gateway
Session licenses.

Note

A

Cisco Smart Software Manager On-Prem Version 8 Release 202102 or later is required for any device using
SLP. Refer to the SLP feature documentation for further information (Smart Licensing Using Policy for Cisco
Enterprise Routing Platforms).

Warning

When using any of the following Smart Licensing using Policy releases, CUBE shuts down if the router does
not receive a report acknowledgment from CSSM before the acknowledgment deadline set by the account
policy: 17.3.2,17.3.3, 17.3.4a, 17.6.1a, or any 17.4 or 17.5 release. CUBE does not shut down in this way
with later releases.

License usage is calculated dynamically in the same way as earlier releases, with measurements recorded

periodically based on the periodicity timer. Measurements are stored locally until they are submitted to CSSM.
This historical usage reporting allows for more accurate aggregation of use across multiple devices over time.
The minimum value for the periodicity timer is increased to 8 hours.

The system records the changes every eight hours. It reports these changes to CSSM as soon as it detects any
variations from the previous value. However, note that this report is limited to a maximum frequency of once
per 24 hours.

If the peak license usage for the current period is different by more or less than 25% of the previously reported
value, it is reported and periodicity interval is reset. Use of CUBE Standard Trunk and CUBE Enhanced Trunk
licenses are monitored separately.
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\)

Note Smart License Reservation (SLR) for CUBE licenses is not compatible with SLP. Even if a reservation is in

place when upgrading, license use reporting will still be required in accordance with the device policy.

Reservations should therefore be returned immediately before or after upgrading to a release that uses SLP.

)

Note From Cisco IOS XE Bengaluru 17.6.1a onwards, calls that are forked using WebSockets are marked as
consuming an Enhanced session license.

Smart Software Licensing Task Flow

IOS XE license use reports may either be pushed to or pulled by a licensing server. Refer to the workflows
in Smart Licensing Using Policy for Cisco Enterprise routing Platforms for more details.

Obtain the Registration ID Token

Detailed Steps

1. Log in to your Smart Account in either CSSM or satellite.
2. Navigate to the Virtual Account to register the CUBE.

3. Generate a registration ID token.

Configure Smart Licensing Transport Settings

Step 1

Step 2

Step 3

hostname hostname

Example:

Device (config) # hostname cube
cube (config) #

Ensure that hostname and the PID of the platform are not the same. For example, if the hostname of an ASR1006 router
is configured as "ASR1006," registration is unsuccessful.

ip name-server IP Address

Example:
cube (config)# 1ip name-server 10.0.0.1 10.0.0.10

Configures valid DNS servers to ensure the correct resolution of the CSSM hostname.

ip http client source-interface interface name

Example:

cube (config)# ip http client source-interface GigabitEthernet0/0/0
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Binds the platform HTTP client to the interface used to access the CSSM.

Step 4 license smart transport smart

Example:

cube (config)# license smart transport smart

Smart transport is the preferred method for sending usage reports.

Step 5 license smart proxy address host-name

Example:

cube (config)# license smart proxy address proxy.cisco.com

If necessary, configure a proxy-server for the platform when a direct HTTP connection to CSSM is not permitted.

Step 6 license smart proxy port port-number

Example:

cube (config)# license smart proxy port 80

If using an internet proxy, configure a proxy-server port number.

Step 7 license smart url default

Example:

cube (config)# license smart url default

Use the default URL for sending reports to CSSM.

Associate the Host Platform with CSSM

From Cisco IOS XE Everest 16.11.1a to Cisco IOS XE Amsterdam 17.3.1a, you must register the host platform
to either CSSM or SSM On-Prem to report license usage. From Cisco IOS XE Amsterdam 17.3.2 onwards,
license use must be reported to CSSM or SSM On-Prem in accordance with the Smart Account reporting
policy.

Before you begin

1. Obtain the registration ID token from your Smart Account.

2. Configure Smart Licensing transport settings.

Use the following command to register the CUBE platform with CSSM.
license smart trust id_token id_token...local [force]

Example:

Router# license smart trust id token ZDEwZDFiODKtNWE.............
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Configure CUBE Licensed Features

Step 1 voice service voip

Example:

Device (config)# voice service voip

Enters global VoIP cofiguration mode.

Step 2 mode border-element [ license periodicity {hours<8-23> | days<1-30> }]

The periodicity keyword configures the CUBE measurement interval for license usage. If you do not configure the
periodicity keyword, license usage is measured once every 7 days.

Verify Smart License Operation

This section shows CUBE license usage status and license usage history.
Use the following commands to verify the platform license usage:

« show cube status—Displays CUBE license status.

cube#show cube status

CUBE-Version : 14.4

SW-Version : 17.6.1a, Platform ISR4321/K9
HA-Type : none

« show license status—Displays the license policy and reporting status.

\)

Note The acknowledgment deadline is presented in this output. Ensure that an
acknowledgment is received before this time to ensure continued operation of
the SIP service.

cube#show license status
Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Policy:
Policy in use: Merged from multiple sources.
Installed Time: Jan 01 05:30:00 1970 IST
Reporting ACK required: yes
Perpetual Attributes:
First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
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Report on change (days): 90 (Product default)
Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)

Report on change (days): 80 (Product default)
Enforced License Attributes:

First report requirement (days): 90 (Customer Policy)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 80 (Customer Policy)
Export License Attributes:
First report requirement (days): 90 (Customer Policy)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)
Miscellaneus:

Custom Id: <empty>

Usage Reporting:
Last ACK received: <none>
Next ACK deadline: May 26 08:24:45 2020 IST
Reporting Interval: 30
Next ACK push check: <none>
Next report push: Jun 15 08:24:45 2020 IST
Last report push: <none>
Last report file write: <none>
Last report pull: <none>

Trust Code Installed: <none>
» show voice sip license stats—Displays CUBE trunk license usage history.

License usage is recorded in tabular and graphical format for all the three types of trunk call count
(Enhanced, Standard, and Aggregate). Usage is recorded based on the peak value of concurrent calls for
a defined interval of time:

* Seconds Table—This table stores concurrent calls at every second for the last 60 seconds.

* Minutes Table—This table stores regularized peak value of concurrent calls at every minute for the
last 60 minutes. Regularized peak for a minute is the average of top 3 peak values that occurs in a
minute.

» Hours Table—This table stores peak value for each hour for the last 72 hours.

* Days Table—This table stores peak value for each day for the last 72 days.
The following example outputs are truncated to display 60-second and 60-minute tables only.
cube#show voice sip license stats table

02:50:16 PM Wednesday Nov 13 2019 UTC

CUBE Trunk License Usage (last 60 seconds)
Period Average Max
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CUBE Trunk License Usage (last 60 minutes)

Period

1-5

6-10
11-15
16-20
21-25
26-30
31-35
36-40
41-45
46-50
51-55
56-60

Average Max
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
324 900
343 899
292 600

cube#show voice sip license stats
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370
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190
100

10

11:01:01 AM Thursday Aug 29 2019 IST
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CUBE Trunk License Usage (last 60 seconds)
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CUBE Trunk License Usage (last 60 minutes)
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* = maximum # = average

+ show voice sip license status—Displays the license status.

Router#show voice sip license status

Host Name: Router

Current Time: Mar 30 2021 00:32:35 UTC

SIP service: Up

License use recorded every: 8 Hour (s)

Next record at: Mar 30 2021 07:00:00 UTC

Recent use of license(s) for CUBE Standard Trunk
Verify Smart License Operation

Mar 29 2021 23:00:00 UTC 0
Mar 29 2021 22:00:00 UTC 9
Mar 29 2021 21:00:00 UTC 24
Mar 29 2021 20:00:00 UTC 13
Mar 29 2021 11:00:00 UTC 0
Mar 29 2021 09:00:00 UTC 2
Recent use of license(s) for CUBE Enhanced Trunk

Mar 29 2021 21:00:00 UTC O
Mar 29 2021 20:00:00 UTC 2
Mar 29 2021 11:00:00 UTC O
Mar 29 2021 09:00:00 UTC 8

show license usage—Displays the license usage.

cube#show license usage
Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Policy:

Policy in use: Merged from multiple sources.

Installed Time: Jan 01 05:30:00 1970 IST

Reporting ACK required: yes

Perpetual Attributes:
First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (Product default)

Subscription Attributes:
First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 80 (Product default)

Enforced License Attributes:
First report requirement (days): 90 (Customer Policy)
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Reporting frequency (days): 90 (Customer Policy)

Report on change (days): 80 (Customer Policy)
Export License Attributes:
First report requirement (days): 90 (Customer Policy)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)
Miscellaneus:

Custom Id: <empty>

Usage Reporting:
Last ACK received: <none>
Next ACK deadline: May 26 08:24:45 2020 IST
Reporting Interval: 30
Next ACK push check: <none>
Next report push: Jun 15 08:24:45 2020 IST
Last report push: <none>
Last report file write: <none>
Last report pull: <none>

Trust Code Installed: <none>

« show license summary—Displays the license summary information.

Device#show license summary

License Usage:

License Entitlement tag Count Status
CUBE_T_STD (CUBE_T STD) 5 IN USE
uck9 (ISR 4351 UnifiedCommun...) 1 IN USE
CUBE_T_VGW (CUBE_T VGW) 4 IN USE

Commands Related to Smart License
« show license all—Displays all the information that is related to licensing.
» show license tech support—Displays the license technical support information.
« show call-home smart-licensing—Displays the destination URL that is configured.
Use the following commands to debug any issues that are related to your Smart License:
« debug license feature cube all
* Request successful for license type:<license type int> and count <usage count>.
Example:
*May 18 10:12:45.178: //CUBE-SL/Info/cube sl send entitlement request: Request
successful for license type: 0 and count 9.
Request successful for license <license type string>

Example:

*May 18 10:15:45.181: //CUBE-SL/Info/cube license request: Request successful
for license CUBE T STD
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High Availability Configurations

Smart Licensing with Box-to-Box High Availability

Box-to-Box redundancy uses the Redundancy Group (RG) Infrastructure to form High Availability (high
availability) pair of platforms.

For Smart License configurations on the High Availability pair of platforms, see Smart Software Licensing
Task Flow, on page 33. When reporting license usage, the Smart Agent includes details of its high availability
group and, if it is in the active or standby state. Thus allowing the CSSM to group license requirements for
the high availability pair.

Box-to-Box High Availability requires CUBE Trunk Redundant Session licenses. From Cisco I0S XE
Amsterdam 17.2.1r onwards, license usage is based on dynamic call counting.

Before Failover

» Establish a trust relationship for both platforms in the high availability configuration with the same CSSM
Smart Virtual Account.

* CSSM sets the reporting policy for each platform.

* Only the active platform submits license usage reports to CSSM.

After Failover

* The platform that switches to the active mode reports license usage to the CSSM.
* The new active platform starts a new license measurement interval timer. For example, if a periodicity

of five days is configured and failover occurs after three days, the next measurement will be recorded
five days later.

Verify Smart License Operation for Box-to-Box High Availability

You can use all the commands that are given in the section Verify Smart License Operation, on page 35 to
verify the licensing status in High Availability mode. The following commands reflect Smart License
information that is related to Box-to-Box high availability for IOS XE releases 16.11.1a:

The following commands reflect Box-to-Box high availability licensing information.

» show cube status—Displays CUBE license capacity and the high availability mode.

CSR#sh cube status

CUBE-Version : 14.4

SW-Version : 17.6.1la, Platform ISR4321/K9
HA-Type : hot-standby-chassis-to-chassis

« show license usage—Displays license usage.

CSR#sh license usage
License Authorization:
Status: Not Applicable

CUBE T RED (CUBE T RED):
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Description: CUBE T RED

Count: 100

Version: 1.0

Status: IN USE

Export status: NOT RESTRICTED
Feature Name: CUBE_T_ RED
Feature Description: CUBE_T RED
Enforcement type: NOT ENFORCED
License type: Perpetual

« show license summary—Displays the license summary information.

Following is the sample output from the active instance of CUBE.

CSR#sh license summary
License Usage:

License Entitlement tag Count Status

CUBE T RED (CUBE_T RED) 1 IN USE

show license all—Displays Active and Standby modes.

c8kv#sh license all
Smart Licensing Status

Smart Licensing is ENABLED

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://smartreceiver-stage.cisco.com/licservice/license
Proxy:
Not Configured

Miscellaneous:
Custom Id: <empty>

Policy:
Policy in use: Installed On Apr 20 13:26:18 2021 UTC
Policy name: SLE Policy
Reporting ACK required: yes (Customer Policy)
Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 30 (Customer Policy)
Reporting frequency (days): 60 (Customer Policy)
Report on change (days): 60 (Customer Policy)
Unenforced/Non-Export Subscription Attributes:
First report requirement (days): 120 (Customer Policy)
Reporting frequency (days): 150 (Customer Policy)
Report on change (days): 120 (Customer Policy)
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Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 60 (Customer Policy)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Customer Policy)

Usage Reporting:
Last ACK received: Oct 08 13:56:07 2021 UTC
Next ACK deadline: Dec 07 13:56:07 2021 UTC
Reporting push interval: 1 days
Next ACK push check: Oct 22 20:44:57 2021 UTC
Next report push: Oct 23 16:24:52 2021 UTC
Last report push: Oct 22 16:24:52 2021 UTC
Last report file write: <none>

Trust Code Installed: Apr 20 13:26:18 2021 UTC

License Usage

network-advantage 1G (ESR_P_1G A):
Description: network-advantage 1G
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage 1G
Feature Description: network-advantage 1G
Enforcement type: NOT ENFORCED
License type: Perpetual

dna-advantage 1G (DNA_P_1G_A):
Description: dna-advantage 1G
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage 1G
Feature Description: dna-advantage_ 1G
Enforcement type: NOT ENFORCED
License type: Subscription

CUBE_T_STD (CUBE_T_STD):
Description: CUBE T STD
Count: 121
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: CUBE_T_ STD
Feature Description: CUBE_T STD
Enforcement type: NOT ENFORCED
License type: Perpetual

Product Information

UDI: PID:C8000V,SN:93POMS8FFIIZ

Agent Version

Smart Agent for Licensing: 5.1.21 rel/96
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License Authorizations

Overall status:
Active: PID:C8000V,SN:93POM8FFI9IZ
Status: SMART AUTHORIZATION INSTALLED on Sep 21 13:48:56 2021 UTC
Last Confirmation code: 1fc54c75

Purchased Licenses:
No Purchase Information Available#

Smart Licensing with Inbox High Availability

You can configure a Cisco ASR 1000 Series Router platform with two Route Processors for Inbox High
Auvailability using Stateful Switchover (SSO). In this configuration, one Route Processor is active while the
other is in standby mode.

For Smart License configuration, see Smart Software Licensing Task Flow. Only the active Route Processor
in the SSO configuration reports license usage, so CSSM reserves one set of licenses for the platform.

Inbox High Availability requires CUBE Trunk Standard Session licenses.

Before Failover

» Smart License configuration is synchronized between the two Route Processors. Only the active Route
Processor registers with CSSM or satellite.

» The CSSM or satellite authorizes license usage requests for the active Route Processor.

)

Note For Smart License using Policy, the CSSM or satellite license usage requests for the active Route Processor.

After Failover
» The Route Processor that switches to active mode, reports license usage to the CSSM or satellite.

* As the new report appears to come from the same device, the CSSM or satellite retains the original
reservation for the platform.

Verify Smart License Operation for Inbox High Availability

You can use all the commands that are given in the section Verify Smart License Operation, on page 35 to
verify the licensing status in the High Availability mode.

The following commands reflect Inbox High Availability (HA) licensing information:

» show cube status—Displays CUBE license capacity and the high availability mode.

cube-1l#sh cube status

CUBE-Version : 14.4

SW-Version : 17.6.1la, Platform ASR1006-X
HA-Type : hot-standby-card-to-card
cube-2#sh cube status

CUBE-Version : 14.4
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17.6.1a, Platf
hot-standby-card-

SW-Version
HA-Type

cube-1l#sh redundancy states

orm ASR1006-X
to-card

my state = 13 -ACTIVE
peer state = 8 -STANDBY HOT

Mode = Duplex
Unit = Primary
Unit ID = 48

Redundancy Mode (Operationa
Redundancy Mode (Configured
Redundancy State

Maintenance Mode = Dis

Manual Swact = enabled
Communications = Up
client count = 135

client notification TMR =
RF debug mask =

Gateway monitoring interval

cube-1#

cube-2#sh redundancy states

1l) = sso

) = SSO
= sso

abled

30000 milliseconds
0x0
= 0 secs

my state = 8 -STANDBY HOT
peer state = 13 -ACTIVE

Mode = Duplex
Unit = Secondary
Unit ID = 49

Redundancy Mode (Operationa

1l) = sso

CUBE Fundamentals and Basic Setup |

show redundancy states—Displays the redundancy state of the Route Processors.

Redundancy Mode (Configured) = SSO
Redundancy State = sso
Maintenance Mode = Disabled
Manual Swact = cannot be initiated from this the standby unit
Communications = Up
client count = 135

client notification TMR =

RF debug mask =
Gateway monitoring interval
cube-2#

30000 milliseconds
0x0
= 0 secs

show license summary—Displays license summary information.

Count Status

Count Status

cube-1l#sh license summary (active)

License Usage:
License Entitlement tag
adventerprise (ASR_1000_AdvEnterprise)
ipbase (ASR_1000_Ipbase)
CUBE_Standard Session (CUBE_T_STD)

cube-1#

cube-2#sh license summary (standby)

License Usage:
License Entitlement tag

adventerprise (ASR_1000_AdvEnterprise)
ipbase (ASR_1000_Ipbase)
cube-2#
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Syslog Messages

* In B2BHA mode, syslog messages are generated by the active CUBE router and not the standby router.
The following is a syslog output for an active CUBE router in B2BHA mode:

$CUBE-5-LICENSE_INFO: Requesting for 3 CUBE Enhanced trunk licenses
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CHAPTER 6

Configure Dial Peers

Overview

* Overview, on page 47
* Preferences, on page 49
* Configure Inbound and Outbound Dial-Peer Matching, on page 50

Cisco Unified Border Element (CUBE) allows VoIP-to-VoIP connection by routing calls from one VoIP dial
peer to another. VoIP interworking is achieved by connecting an inbound dial peer with an outbound dial
peer.

)

Note

\}

All CUBE Enterprise deployments must have signaling and media bind statements that are specified at the
dial-peer or Voice Class Tenants level. For voice call tenants, you must apply tenants to dial-peers used for
CUBE call flows if these dial-peers do not have bind statements that are specified.

Note

H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using SIP
for multimedia applications.

A dial peer is a static routing table, mapping phone numbers to interfaces or IP addresses.

A call leg is a logical connection between two routers or between a router and a VoIP endpoint. A dial peer
is associated or matched to each call leg according to attributes that define a packet-switched network, such
as the destination address.

Voice-network dial peers are matched to call legs based on configured parameters, after which an outbound
dial peer is provisioned to an external component using the component's IP address. For more information,
refer to the Dial Peer Configuration Guide.

Dial-peer matching is done based on the VRF ID associated with a particular interface. For more information,
see Inbound Dial-Peer Matching Based on Multi-VRF, on page 720.

In CUBE, dial peers are classified as LAN dial peers and WAN dial peers based on the connecting entity from
which CUBE sends or receives calls.
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Figure 7: LAN and WAN Dial Peers
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A dial peer is used to send or receive calls between CUBE and the PBX (PBX)—a system of phone extensions
within enterprise. Following are examples of inbound and outbound dial peers:

Figure 8: Dial Peers

Inbound Dial-Peer for calls from CUCM to CUBE

dial-peer voice 100 voip
description *** Inbound LAN side dial-peer
incoming called-number 9T <
session protocol sipv2

codec g711ulaw
dtmf-relay rtp-nte Incoming call number
used to match the

inbound LAN dial peer

*dk

CUCM sending 9
+ All digits dialed
(Outgoing calls)

Outbound Dial-Peer for calls from CUBE to CUCM

dial-peer voice 200 voip

description *** Outbound LAN side dial-peer *** SP will be sending

destination-pattern [2-9]......... < 10 digits inbound

session protocol sipv2 (Incoming Calls)

session target ipv4:<CUCM_Address>

codec g711ulaw Destination pattern .

dtmf-relay rtp-nte used to match the B
outbound LAN dial peer &

An another set of dial peer is used to send or receive calls between CUBE and the SIP trunk provider. Given
below are examples of inbound and outbound dial peers.
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Figure 9: Other Set of dial peers

Inbound Dial-Peer for calls from SP to CUBE

dial-peer voice 100 voip
description ™" Inbound WAN side dial-peer ™~
incoming called-number [2-9]......... -«

Preferences .

Catch-all for all
inbound PSTN calls.

session protocol sipva2
codec g7 11ulaw
dimf-relay rip-nie

Qutbound Dial-Peer for calls from CUBE to SP

dial-peer voice 200 voip
description *** Outbound WAN side dial-peer ***
destination-pattern 9[2-9]......... «

{Incoming Calls)

Incoming call number
used to match the
inbound WAN dial peer

Dial-peer for making

session protocol sipv2

session target ipv4:<SIP_Trunk_IP_Address=
codec g711ulaw

dtmi-relay rtp-nte

Preferences

long distance calls to
SP (Outgoing Calls)

Destination pattern used
to match the outbound
WANMN dial peer

The following is the order in which inbound dial-peer is matched for SIP call-legs:

» voice class uri URI-class-identifier with incoming uri {via} URI-class-identifier

» voice class uri URI-class-identifier with incoming uri {request} URI-class-identifier

« voice class uri URI-class-identifier with incoming uri {to} URI-class-identifier

» voice class uri URI-class-identifier with incoming uri {from} URI-class-identifier

« incoming called-number DNIS-string

+ answer-address ANI-string

The following is the order in which outbound dial-peer is matched for SIP call-legs:

« destination route-string

» destination URI-class-identifier with target carrier-id string
- destination-pattern with target carrier-id string

« destination URI-class-identifier

« destination-pattern

* target carrier-id string
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Note

CUCME System dial peers take preference over configured SIP Dail peers.

Configure Inbound and Outbound Dial-Peer Matching

The following commands are used for inbound and outbound dial peer matching:

Table 5: Incoming Dial-Peer Matching

incoming call leg to an inbound dial peer. This number
is called the originating calling number or Automatic
Number Identification (ANI) string.

Command in Dial-Peer Description Call Setup
Configuration Element
incoming called-number This command uses the destination number that was called | DNIS number
DNIS-string to match the incoming call leg to an inbound dial peer.

This number is called the Dialed Number Identification

Service (DNIS) number.
answer-address ANI-string | This command uses the calling number to match the ANI string

degtination-pattern ANI-string

This command uses the inbound call leg to the inbound
dial peer.

ANI string for
inbound

{incoming called | incoming
calling} el64-pattern-map
pattern-map-group-id

This command uses a group of incoming called (DNIS)
or incoming calling (ANI) number patterns to match the
inbound call leg to an inbound dial peer.

The command calls a globally defined voice class
identifier where the E.164 pattern groups are configured.

E.164 Patterns

voiceclassuri
URI-class-identifier with
incoming uri {from | request
| to | via} URI-class-identifier

This command uses the directory URI (Uniform Resource
Identifier) number of an incoming INVITE from a SIP
entity to match an inbound dial peer. This directory URI
is part of the SIP address of a device.

The command calls a globally defined voice class
identifier where the directory URI is configured.

Directory URI

Table 6: Outgoing Dial-Peer Matching

Dial-Peer Command

destination-pattern
DNIS-string

Description Call Setup Element
This command uses DNIS string to match the outbound | DNIS string for
call leg to the outbound dial peer. outbound
ANI string for
inbound
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Dial-Peer Command Description Call Setup Element
destination This command uses the directory URI (Uniform Resource | Directory URI
URI-class-identifier Identifier) number to match the outgoing call leg to an

outgoing dial peer. This directory URI is part of the SIP
address of a device.

The command actually refers to a globally defined voice
class identifier where the directory URI is configured.

destination This command uses a group of destination number E.164 patterns
el64-pattern-map patterns to match the outbound call leg to an outbound
pattern-map-group-id dial peer.

The command calls a globally defined voice class
identifier where the E.164 pattern groups are configured.
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CHAPTER 7

DTMF Relay

* Overview, on page 53

* Interoperability and Priority with Multiple DTMF Relay Methods, on page 57
* Configure DTMF Relay, on page 60

* Verify DTMF Relay , on page 60

Overview

The DTMF Relay feature allows Cisco Unified Border Element (CUBE) to send dual-tone multifrequency
(DTMF) digits over IP.

This chapter talks about DTMF tones, DTMF relay mechanisms, how to configure DTMF relays, and
interoperability and priority with multiple relay methods.

)

Note H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using SIP
for multimedia applications.

Feature Information

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 7: Feature Information for DTMF Relay

Feature Name Releases Feature Information

Support for sip-infoto rtp-nte DTMF | Cisco 10S XE Everest | This feature adds support for sip-info to
relay mechanism for SIP-SIP calls | 16.6.1 rtp-nte DTMF relay mechanism for
SIP-SIP calls.
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DTMF Tones

DTMEF tones are used during a call to signal to a far-end device; these signals is for navigating a menu system,
entering data, or for other types of manipulation. They are processed differently from the DTMF tones that
are sent during the call setup as part of the call control. TDM interfaces on Cisco devices support DTMF by
default. Cisco VoIP dial-peers do not support DTMF relay by default and require DTMF relay capabilities to
be enabled.

\}

DTMF Relay

Note DTMF tones sent by phones do not traverse the CUBE.

Dual-Tone Multifrequency (DTMF) relay is the mechanism for sending DTMF digits over IP. The VoIP dial
peer can pass the DTMF digits either in a band or out of band.

In-band DTMF-Relay passes the DTMF digits using the RTP media stream and uses a special payload type
identifier in the RTP header to distinguish DTMF digits from voice communication. This method is more
likely to work on lossless codecs, such as G.711.

\)

.

Note The main advantage of DTMF relay is that low-bandwidth codecs like G.729 and G.723 is sent with greater

fidelity when sent using in-band DTMF relay. Without the use of DTMF relay, calls established with
low-bandwidth codecs may have trouble accessing automated DTMF-based systems, such as voicemail,
menu-based Automatic Call Distributor (ACD) systems, and automated banking systems.

Out-of-band DTMF-Relay passes DTMF digits using a signaling protocol (SIP) instead of using the RTP
media stream.

DTMF relay prevents loss of integrity of DTMF digits that are caused by VoIP compressed codecs. The
relayed DTMF is then regenerated transparently on the peer side.

Figure 10: DTMF Relay Mechanism

RTF packels Inband-audio
1\ : g \ ;
| % 0 |71 1ulaw audio < > 0 | 711ulaw audic
Inband —_ %,
ﬁ = ﬁ R ﬁ
/,r sip-kpml CUBE sip-kpml
sip-notify sip-notify
sip-infa sip-info

a7z

OOB—Sign:aJing Message

DTMF relay mechanisms that are supported on VoIP dial-peers are listed below based on the keywords used
to configure them. The DTMF relay mechanism can be either out-of-band (SIP) or in-band (RTP).

* sip-notify—This method is available on SIP dial peers only. This is a Cisco proprietary out-of-band
DTMF relay mechanism that transports DTMF signals using SIP-Notify message. The SIP Call-Info
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header indicates the use of the SIP-Notify DTMF relay mechanism. The message is acknowledged with
a 18x or 200 response message containing a similar SIP Call-Info header.

The Call-Info header for a NOTIFY-based out-of-band relay is as follows:
Call-Info: <sip: address>; method="NOTIFY;Event=telephone-event;Duration=msec"
DTMF relay digits are sent as 4 bytes in a binary encoded format.

This mechanism is useful for communicating with SCCP IP phones that do not support in-band DTMF
digits and analog phones that are attached to analog voice ports (FXS) on the router.

If multiple DTMF relay mechanisms are enabled on a SIP dial peer and are negotiated successfully,
NOTIFY-based out-of-band DTMF relay takes precedence.

sip-kpml— This is an out-of-band DTMF relay mechanism that is defined by RFC 4730 that registers
the DTMF signals using SIP-Subscribe messages and transports the DTMF signals using SIP-Notify
messages containing an XML-encoded body. This method is also known as Key Press Markup Language.

If you configure KPML on the dial peer, the gateway sends INVITE messages with KPML in the
Allow-Events header.

The use of this method is to register SIP endpoints to Cisco Unified Communications Manager(CUCM)
or Cisco Unified Communications Manager Express(CME). This method is useful for nonconferencing
calls and for interoperability between SIP products and SIP phones.

If you configure rtp-nte, sip-notify, and sip-kpml, the outgoing INVITE contains an SDP with rtp-nte
payload, a SIP Call-Info header, and an Allow-Events header with KPML.

The following SIP-Notify message is a sample that is taken after the subscription has taken place. The
endpoints transmit digits using SIP-Notify messages with KPML events through XML. In the following
example, the digit “1” is being transmitted:

NOTIFY sip:192.168.105.25:5060 SIP/2.0

Event: kpml

<?xml version="1.0" encoding="UTF-8"?>

<kpml-response version="1.0" code="200" text="OK" digits="1" tag="dtmf"/>

sip-info—The sip-info method is available only on SIP dial peers. This is an out-of-band DTMF relay
mechanism that registers the DTMF signals using SIP-Info messages. The body of the SIP message
consists of signaling information and uses the Content-Type application/dtmf-relay.

The method is always enabled for SIP dial peers, and is invoked when a SIP INFO message is received
with DTMF relay content.

This following sample message shows that a SIP INFO message received with specifics about the DTMF
tone to be generated. The combination of the From, To, and Call-ID headers identifies the call leg. The
signal and duration headers specify the digit, in this case 1, and duration, 160 milliseconds in the example,
for DTMF tone play.

INFO sip:2143302100@172.17.2.33 SIP/2.0
Via: SIP/2.0/UDP 172.80.2.100:5060

From: <sip:9724401003@172.80.2.100>;tag=43
To: <sip:2143302100@172.17.2.33>;tag=9753.0207
Call-ID: 984072 15401962@172.80.2.100
CSeqg: 25634 INFO

Supported: 100rel

Supported: timer

Content-Length: 26

Content-Type: application/dtmf-relay
Signal= 1

Duration= 160
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* rtp-nte—Real-Time Transport Protocol (RTP) Named phone Events (NTE). This is an in-band DTMF
relay mechanism that is defined by RFC2833. RFC2833 defines formats of NTE-RTP packets that are
used to transport DTMF digits, hookflash, and other telephony events between two peer endpoints. DTMF
tones are sent as packet data after call media has been established using the RTP stream and are
distinguished from the audio by the RTP payload type field, preventing compression of DTMF-based
RTP packets. For example, the audio of a call is sent on a session with an RTP payload type that identifies
itas G.711 data, and the DTMF packets are sent with an RTP payload type that identifies them as NTEs.
The consumer of the stream utilizes the G.711 packets and the NTE packets separately.

The SIP NTE DTMF relay feature provides reliable digit relay.

N

Note

Payload type 96 and 97 is used for fax by default in Cisco devices. A third-party
device may use payload type 96 and 97 for DTMF. In such scenarios, we
recommend you to perform one of the following:

* Change the payload type for fax in both incoming and outgoing dial-peers
using rtp payload-type command

* Use assymetric payload dtmf command
For more information on configuring rtp payload-type and asymmetric payload

DTMEF, see Dynamic Payload Type Interworking for DTMF and Codec Packets
for SIP-to-SIP Calls.

Payload types and attributes of this method are negotiated between the two ends at call setup using the
Session Description Protocol (SDP) within the body section of the SIP message.

N

Note

This method should not be confused with the “Voice in-band audio/G711”
transport because the latter is just the audible tones is passed as normal audio
without any relay signaling method being “aware” or involved in the process.
This is plain audio passing through end-to-end using the G711Ulaw/Alaw codec.

* CiscO-rtp—This is an in-band DTMF relay mechanism that is Cisco proprietary, where the DTMF digits
are encoded differently from the audio and are identified as a payload type 121. The DTMF digits are
part of the RTP data stream and distinguished from the audio by the RTP payload type field. This method
is not supported by CUCM and its use has been discontinued.

» G711 audio—This is an in-band DTMF relay mechanism that is enabled by default and requires no
configuration. Digits are transmitted within the audio of the phone conversation, that is, it is audible to
the conversation partners; therefore, only uncompressed codecs like g711 alaw or ulaw can carry in-band
DTMF reliably. Female voices are known to, sometimes, trigger the recognition of a DTMF tone.

Digits are passed along just like the rest of your voice as normal audio tones with no special coding or
markers using the same codec as your voice does and are generated by your phone.
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Interoperability and Priority with Multiple DTMF Relay Methods

» CUBE negotiates both rtp-nteand sip-kpml if both are supported and advertised in the incoming INVITE.
However, CUBE relies on the rtp-nte DTMF method to receive digits and a SUBSCRIBE if sip-kpml
is not initiated. CUBE still accepts SUBSCRIBEs for KPML. This prevents double-digit reporting

problems at CUBE.
» CUBE negotiates to one of the following:
* cisco-rtp
e rtp-nte
* rtp-nte and kpml
o kpml
* sip-notify
» If you configure rtp-nte, sip-notify, and sip-kpml, the outgoing INVITE contains a SIP Call-Info header,
an Allow-Events header with KPML, and an sdp with rtp-nte payload.

* If you configure more than one out-of-band DTMF method, preference goes from highest to lowest in
the order of configuration.

* CUBE selects DTMF relay mechanisms using the following priority:
* sip-notify or sip-kpml

(highest priority)
. rtp-nte

* None—Send DTMF in-band

DTMF Interoperability Table

This table provides the DTMF interoperability information between various DTMF relay types in different
call flow scenarios. For instance, if you need to configure sip-kpml on an inbound dial peer and RTP-NTE
on an outbound dial peer in an RTP-RTP Flow through configuration, refer table 3 to see that the combination
is supported. The call scenarios provided are as follows:

* RTP-RTP Flow-Through

* RTP-RTP with transcoder Flow-Through
* RTP-RTP Flow Around

* SRTP-RTP Flow Through
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Table 8: RTP-RTP Flow-Through

outbound SIP Inband
dial-peer
protocol
inbound DTMF Relay rtp-nte sip-kpml sip- notify sip-info Voice Inband
dial-peer Type (G.7111)
protocol
SIP rtp-nte Supported Supported Supported Supported*
sip-kpml Supported Supported
sip-notify Supported Supported
sip-info Supported
1
Inband Voice Inband | Supported* Supported
(G.711)

! Supported from Cisco IOS XE Everest 16.6.1 onwards for calls that do not involve DSP resources.

* Media resource is required (Transcoder) for Cisco IOS and I0S XE versions.

Table 9: RTP-RTP with DSP involved Flow-Through Calls

outhound SIP Inband
dial-peer
protocol
inbound DTMF Relay Type | rtp-nte sip-kpml sip- notify | sip-info Voice Inband
dial-peer (G.7111)
protocol
SIP rtp-nte Supported Supported
sip-kpml Supported
sip-notify Supported
sip-info
Inband VoiceInband | Supported
(G.711)
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Table 10: RTP-RTP Flow Around

outbound SIP Inband
dial-peer
protocol
inbound DTMF Relay Type | rtp-nte sip-kpml sip- notify | sip-info Voice Inband
dial-peer (G.7111)
protocol
SIP rtp-nte Supported Supported*
sip-kpml Supported
sip-notify Supported
sip-info
Inband Voicelnband | Supported* Supported
(G.711)

* Media resource is required (Transcoder) for Cisco IOS and IOS XE versions. CUBE falls back to flow-through
mode if media resource is unavailable.

Table 11: SRTP-RTP Flow Through

outbound SIP Inband
dial-peer
protocol
inbound DTMF Relay Type | rtp-nte sip-kpml sip- notify | sip-info Voice Inband
dial-peer (G.7111)
protocol
SIP rtp-nte Supported Supported | Supported Supported
sip-kpml Supported | Supported
sip-notify Supported Supported
sip-info
Inband Voicelnband | Supported Supported
(G.711)

Note For calls sent from an in-band (RTP-NTE) to an out-of band method, configure the dtmf-relay rtp-nte
digit-drop command on the inbound dial-peer and the desired out-of-band method on the outgoing dial-peer.
Otherwise, the same digit is sent in OOB as well as in-band, and gets interpreted as duplicate digits by the
receiving end. When the digit-drop option is configured on the inbound leg, CUBE suppresses NTE packets
and only relay digits using the OOB method configured on the outbound leg.
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Configure DTMF Relay

You can configure DTMF relay using the dtmf-relay method1 [...[method6]] command in the VoIP dial peer.
DTMF negotiation is performed based on the matching inbound dial-peer configuration.
The method variable used here can be any of the following:
* sip-notify
* sip-kpml
* sip-info
* rtp-nte [digit-drop]
* ciso-rtp
Multiple DTMF methods may be configured on CUBE simultaneously in order to minimize MTP requirements.

If you configure more than one out-of-band DTMF method, preference goes from highest to lowest in the

order of configuration. If an endpoint does not support any of the DTMF relay mechanism configured on
CUBE, an MTP or transcoder is required.

The following table lists the DTMF relay types supported.

Table 12: Supported DTMF Relay Methods

In-band rtp-nte

Out-of-band sip-notify, sip-kpml, sip-info

Verify DTMF Relay

SUMMARY STEPS

1. show sip-uacalls

2. show sip-ua callsdtmf-relay sip-info

3. show sip-uahistory dtmf-relay kpml

4. show sip-ua history dtmf-relay sip-notify
DETAILED STEPS
Step 1 show sip-uacalls

The following sample output shows that the DTMF method is SIP-KPML.

Example:

Device# show sip-ua calls

SIP UAC CALL INFO
Call 1
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SIP Call ID : 57633F68-2BE011D6-8013D46B-B4F9B5F6@172.18.193.251
State of the call : STATE_ACTIVE (7)
Substate of the call : SUBSTATE_NONE (0)
Calling Number :

Called Number : 8888
Bit Flags : 0xD44018 0x100 0x0
CC Call ID : 6
Source IP Address (Sig ): 192.0.2.1
Destn SIP Req Addr:Port : 192.0.2.2:5060
Destn SIP Resp Addr:Port: 192.0.2.3:5060
Destination Name : 192.0.2.4.250
Number of Media Streams : 1
Number of Active Streams: 1
RTP Fork Object : 0x0
Media Mode : flow-through
Media Stream 1
State of the stream : STREAM ACTIVE
Stream Call ID : 6
Stream Type : voice-only (0)
Negotiated Codec : g7llulaw (160 bytes)
Codec Payload Type : 0
Negotiated Dtmf-relay : sip-kpml
Dtmf-relay Payload Type : O
Media Source IP Addr:Port: 192.0.2.5:17576
Media Dest IP Addr:Port : 192.0.2.6:17468

Orig Media Dest IP Addr:Port : 0.0.0.0:0
Number of SIP User Agent Client (UAC) calls: 1
SIP UAS CALL INFO
Number of SIP User Agent Server (UAS) calls: O

Step 2 show sip-ua calls dtmf-relay sip-info
The following sample output displays active SIP calls with INFO DTMF Relay mode.

Example:

Device# show sip-ua calls dtmf-relay sip-info

Total SIP call legs:2, User Agent Client:1, User Agent Server:1
SIP UAC CALL INFO

Call 1
SIP Call ID : 9598A547-5C1311E2-8008F709-2470C996@172.27.161.122

State of the call : STATE_ACTIVE (7)

Calling Number : sipp

Called Number : 3269011111

CC Call ID H
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300
Call 2
SIP Call ID : 1-29452@172.25.208.177

State of the call : STATE_ACTIVE (7)

Calling Number : sipp

Called Number : 3269011111

CC Call ID 01
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300
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Number of SIP User Agent Client (UAC) calls: 2

SIP UAS CALL INFO

Call 1
SIP Call ID : 1-29452@172.25.208.177

State of the call : STATE_ACTIVE (7)

Calling Number : sipp

Called Number : 3269011111

CC Call ID : 1
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300
Call 2
SIP Call ID : 9598A547-5C1311E2-8008F709-2470C996@172.27.161.122

State of the call : STATE_ACTIVE (7)

Calling Number : sipp

Called Number : 3269011111

CC Call ID : 2
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300

Number of SIP User Agent Server (UAS) calls: 2

Step 3 show sip-ua history dtmf-relay kpml
The following sample output displays SIP call history with KMPL DTMF Relay mode.

Example:

Device# show sip-ua history dtmf-relay kpml

Total SIP call legs:2, User Agent Client:1, User Agent Server:1
SIP UAC CALL INFO

Call 1
SIP Call ID : D0498774-F01311E3-82A0DE9F-78C438FF@10.86.176.119
State of the call : STATE ACTIVE (7)
Calling Number : 2017
Called Number : 1011
CC Call ID : 257
No. Timestamp Digit Duration
Call 2
SIP Call ID : 22BC36A5-F01411E3-81808A6A-5FE95113@10.86.176.142
State of the call : STATE ACTIVE (7)
Calling Number : 2017
Called Number : 1011
CC Call ID : 256
No. Timestamp Digit Duration

Number of SIP User Agent Client (UAC) calls: 2

SIP UAS CALL INFO

Call 1

SIP Call ID : 22BC36A5-F01411E3-81808A6A-5FE95113@10.86.176.142
State of the call : STATE ACTIVE (7)
Calling Number : 2017
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Step 4

Called Number 1011

CC Call ID 256
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

D0498774-F01311E3-82A0DE9F-78C438FF@10.86.176.119
STATE_ACTIVE (7)

2017

1011

257

Digit Duration

Number of SIP User Agent Server (UAS) calls: 2

show sip-ua history dtmf-relay sip-notify

The following sample output displays SIP call history with SIP Notify DTMF Relay mode.

Example:

Device# show sip-ua history dtmf-relay sip-notify

Total SIP call legs:2,

SIP UAC CALL INFO
Call 1
SIP Call ID

State of the call

User Agent Client:1, User Agent Server:1

29BB98C-F01311E3-8297DESF-78C438FF@10.86.176.119
STATE _ACTIVE (7)

Calling Number 2017

Called Number 1011

CC Call ID 252
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

550E973B-F01311E3-817A8A6A-5FE951130@10.86.176.142
STATE _ACTIVE (7)

2017

1011

251

Digit Duration

Number of SIP User Agent Client (UAC) calls: 2

SIP UAS CALL INFO
Call 1
SIP Call ID

State of the call

550E973B-F01311E3-817A8A6A-5FE95113@10.86.176.142
STATE _ACTIVE (7)

Calling Number 2017

Called Number 1011

CC Call ID 251
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

29BB98C-F01311E3-8297DESF-78C438FF@10.86.176.119
STATE _ACTIVE (7)

2017

1011

252

Digit Duration

Verify DTMF Relay [}
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Number of SIP User Agent Server (UAS) calls: 2
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CHAPTER 8

Introduction to Codecs

* Overview, on page 65

* Restrictions, on page 66

* Media Transmission, on page 67

* Voice Activity Detection, on page 67

* VoIP Bandwidth Requirements, on page 68

* Supported Audio and Video Codecs, on page 70
* Configure Codecs, on page 71

* Configuration Examples for Codecs, on page 75

A codec is a device or software capable of encoding or decoding a digital data stream or signal. Audio codecs
can encode or decode a digital data stream of audio. Video codecs encode or decode digital video streams.

This chapter describes the basics of encoding digital voice samples using codecs and how to configure them.

Cisco Unified Border Element (CUBE) uses codecs to compress digital voice samples to reduce bandwidth
usage per call.

Configuring codecs allows the CUBE to act as a demarcation point on a VoIP network and allows calls on a
specific dial peer to be established only if the desired codec criteria are satisfied. Also, preferences can be
used to determine which codecs are selected over others.

If codec filtering is not required, CUBE also supports transparent codec negotiations. The codec filtering
enables negotiations between endpoints with CUBE leaving the codec information untouched.

The following illustrations show how codec negotiation is performed on CUBE. Two VoIP clouds must be
interconnected. In this scenario, both VoIP 1 and VoIP 2 networks have G.711 a-law that is configured as the
preferred codec.
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Figure 11: Codec Negotiation on CUBE

Cisco UBE Codec Megotiation:

| G ——

VolP 2
1.G.711a-law 1.G.711a-law
2.G.72% 1.G6.728a 2.G.72%
3.G.724 3.G.729b

Cisco UBE with Codec Transparency:

VolP1 b VolP 2
1.G.711a-law 1.G.711a-law
2.G.728a Tranaparent 2.G.72%
3.G.729b 3.G.729b B

In the first example, the CUBE router is configured to use the G.729a codec. This can be done by using the
appropriate codec command on both VoIP dial peers. When a call is set up, CUBE accepts only G.729a calls,
thus influencing the codec negotiation.

In the second example, the CUBE dial peers are configured with a transparent codec and this leaves the codec
information that is contained within the call signaling untouched. Because both VoIP 1 and VoIP 2 have G.711
a-law as their first choice, the resulting call is a G.711 a-law call.

)

Note H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using SIP
for multimedia applications.

Restrictions

While using the voice-class codec transparent, only the offer is passed transparently (without filtering). Codec
filtering is carried out on SDP content in ANSWER messages. Only the first codec in the offer list is included
in the outbound message.

)

Note  You can use 'pass-thru content sdp,' if you do not want to involve CUBE in the codec negotiation.
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Media Transmission

When a VolIP call is established, the digitized audio and video samples must be transmitted. These samples
are often called the media payload. The following media protocols specify the standards related to transmission
of media payload in VoIP networks:

* Real-Time Transport Protocol (RTP)—RTP is a Layer 4 protocol that is encapsulated inside UDP
segments. RTP carries the actual media voice samples in a call.

* Real-Time Control Protocol (RTCP)—RTCP is a companion protocol to RTP. Both RTP and RTCP
operate at Layer 4 and are encapsulated in UDP. RTP and RTCP typically use UDP ports 16384 to 32767,
though these ranges may vary according to hardware platform. RTP uses the even port numbers in that
range, whereas RTCP uses the odd port numbers. While RTP is responsible for carrying the media
payload, RTcP carries information about the RTP stream such as latency, jitter, packets, and octets sent
and received.

Compressed RTP (CRTP)—One of the challenges with RTP is its overhead. Specifically, the combined
IP, UDP, and RTP headers are approximately 40 bytes in size, whereas a common voice payload size
on a VoIP network is only 20 bytes, which includes 20 ms of voice by default. In that case, the header
is twice the size of the payload. cRTP is used for RTP header compression and can reduce the 40-byte
header to 2 or 4 bytes in size (depending on whether UDP checksums are in use), as shown in the figure
below.

Figure 12: Compressed RTP

Compressed
Header
IP | UDP | RTP Voice Payload % cRTP Voice Payload
Headers Yo it
¥ 2-4 Bytes 3
40 Bytes B

Secure RTP (SRTP)—To help prevent an attacker from intercepting and decoding or possibly manipulating
media packets, SRTP encrypts RTP packets. In addition, SRTP provides message authentication, integrity
checking, and protection against replay attacks.

VPN technology is used to protect traffic between sites. Sending SRTP via a VPN tunnel results in the
encryption of traffic that is already secure, adding significant overhead and bandwidth needs. It is
recommended that SRTP is used for media traffic, and that is excluded from VPN tunnels. By encrypting
media directly on communicating endpoints, it is possible to realise a more secure solution, that requires
less bandwidth and infrastructure investment.

Voice Activity Detection

Voice Activity Detection (VAD) is a technology that works with the human nature of voice conversations,
mainly that one person listens while the other talks. VAD classifies traffic as speech, unknown, and silence.
Speech and unknown payloads are transported, but silence is dropped. This accounts for approximately 30
percent savings in bandwidth over time.

VAD can significantly reduce the amount of bandwidth that is required by a media stream. However, VAD
has a few negative attributes that must be considered. Because no packets are sent during silence, the listener
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can get the impression that the talker has been disconnected. Another characteristic is that it takes a moment
for VAD to recognize the speech as having started again, and as a result, the first part of the sentence can be
clipped. This can be annoying to the listening party. Music on Hold (MoH) and fax can also cause VAD to
become ineffective because the media stream is constant.

VAD is enabled by default in CUBE dial peers as long as the codec selected supports it. VAD can be disabled
at the VoIP dial peer using the no vad command. Some codecs, such as G.729b and G.729ab, support Comfort
Noise Generation (CNG). When VAD is enabled, white noise is played to the listener during times when no
packets are received. This leads the listener to believe that call is still connected. Cisco IP Phones and most
gateways support CNG.

G.729 Annex-B and G.723.1 Annex-A include an integrated VAD function, but otherwise performs the same
as G.729 and G.723.1, respectively.

N

Note

VAD to NO-VAD calls is not supported by Cisco Unified Border Element (CUBE). This confirms that CUBE
cannot generate comfort noise to fill periods of silence.

VolP Bandwidth Requirements

The amount of bandwidth that is required varies by the codec and the transmission media. Two events require
bandwidth. The media stream itself requires bandwidth between 17-106 kbps depending on codec, header

compression, and Layer 2 and 3 headers. In addition, call signaling must be taken into account. While bandwidth
required by call signaling is much smaller, problems occur when this traffic is dropped in congested networks.

Table 13: Protocol Header Size Assumptions

Protocol | Header size

1P 20 bytes

UDP |8 bytes

RTP 12 bytes

cRTP | Reduces size of IP, UDP, RTP to 2 or 4 bytes

The table below gives calculations for the default voice payload sizes in Cisco Unified Communications
Manager or CUBE. For additional calculations, including different voice payload sizes and other protocols,
use the TAC Voice Bandwidth Codec Calculator (registered customers only). For an explanation of each of
the column headings, see the table below.

Table 14: Codec and Bandwidth Information

Codec & Bit Rate Codec | Codec | Mean Voice Voice Payload Size |Bandwidth

(kbps) Sample | Sample | Opinion Payload Payload |(ms)Packets |Ethernet
Size |Interval | Score Size (Bytes) | Size (ms) |Per Second | (kbps)
(Bytes) | (ms) |(MOS) (PPS)

G.711 (64 kbps) 80 10 4.1 160 20 50 87.2

G.729 (8 kbps) 10 10 3.92 20 20 50 31.2
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Codec & Bit Rate Codec | Codec | Mean Voice Voice Payload Size |Bandwidth
(kbps) Sample | Sample | Opinion Payload Payload |(ms)Packets |Ethernet
Size |Interval | Score Size (Bytes) | Size (ms) |Per Second | (kbps)
(Bytes) | (ms) |(MOS) (PPS)
G.723.1 (6.3 kbps) |24 30 3.9 24 30 333 21.9
G.723.1 (5.3 kbps) |20 30 3.8 20 30 333 20.8
G.726 (32 kbps) 20 5 3.85 80 20 50 55.2
G.726 24kbps) |15 |5 60 20 50 472
G.728 (16 kbps) 10 5 3.61 60 30 333 31.5
G722 _64k(64 kbps) [80 |10 |4.13 160 20 50 87.2
ilbc_mode 20(15.2 |38 20 3.95 38 20 50 38.4
kbps)
ilbc_ mode 30(13.33 |50 30 3.88 50 30 333 28.8
kbps)
OPUS

Table 15: Explanation of Terms

Codec Bit Rate (kbps) Based on the codec, this is the number of bits per
second that must be transmitted to deliver a voice call.
(codec bit rate = codec sample size / codec sample
interval).

Codec Sample Size (Bytes) Size (Bytes) Based on the codec, this is the number
of bytes captured by the digital signal processor (DSP)
at each codec sample interval. For example, the G.729
coder operates on sample intervals of 10 ms,
corresponding to 10 bytes (80 bits) per sample at a
bit rate of 8 kbps. (codec bit rate = codec sample size
/ codec sample interval).

Codec Sample Interval (ms) This is the sample interval at which the codec
operates. For example, the G.729 coder operates on
sample intervals of 10 ms, corresponding to 10 bytes
(80 bits) per sample at a bit rate of 8 kbps. (codec bit
rate = codec sample size / codec sample interval).

MOS MOS is a system of grading the voice quality of
telephone connections. With MOS, a wide range of
listeners judge the quality of a voice sample on a scale
of one (bad) to five (excellent). The scores are
averaged to provide the MOS for the codec.

Voice Payload Size (Bytes) The voice payload size represents the number of bytes
(or bits) that are filled into a packet. The voice payload
size must be a multiple of the codec sample size. For
example, G.729 packets can use 10, 20, 30, 40, 50, or
60 bytes of voice payload size.
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Voice Payload Size (ms)

Payload Size (ms) The voice payload size can also be
represented in terms of the codec samples. For
example, a G.729 voice payload size of 20 ms (two
10 ms codec samples) represents a voice payload of
20 bytes [ (20 bytes * 8) / (20 ms) = 8 kbps ]

PPS

PPS represents the number of packets that need to be
transmitted every second in order to deliver the codec
bit rate. For example, for a G.729 call with voice
payload size per packet of 20 bytes (160 bits), 50
packets must be transmitted every second [50 pps =
(8 kbps) / (160 bits per packet) ]

Supported Audio and Video Codecs

CUBE is required to support the codec used between endpoints. g729r8 is supported by default. All other
codecs have to be configured. The following codecs are supported:

Table 16: Audio Codecs Supported on CUBE

Codec Keyword Codec

aacld AACLD 90000 bps

clear-channel Clear Channel 64000 bps (No voice capabilities: data transport
only)

g711alaw G.711 A Law 64000 bps

g711ulaw G.711 u Law 64000 bps

g722-64 G722-64K 64000 bps

g723ar53 G.723.1 ANNEX-A 5300 bps (contains built-in VAD that cannot
be disabled)

g723ar63 G.723.1 ANNEX-A 6300 bps (contains built-in VAD that cannot
be disabled)

g7231r53 G.723.1 5300 bps

g723163 G.723.1 6300 bps

g726r16 G.726 16000 bps

g726r24 G.726 24000 bps

g726132 G.726 32000 bps

g728 G.728 16000 bps

g729br8 G.729 ANNEX-B 8000 bps (contains built-in VAD that cannot
be disabled)
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Codec Keyword Codec

272918 G.729 8000 bps

gsmamr-nb GSM AMR-NB 4750 to 12200 bps (contains built-in VAD that
cannot be disabled)

ilbc iLBC 13330 or 15200 bps

isac iSAC 10 to 32 kbps (variable bit-rate)

mp4a-latm MP4A-LATM upto 128 kbps

opus Opus upto 510 kbps

transparent Transparent; uses the endpoint codec

Table 17: Video Codecs Supported on CUBE

Codec Codec

Keyword

h261 Video Codec H261

h263 Video Codec H263

h263+ Video Codec H263+

h264 Video Codec H264

mpeg4 Video Codec MPEG-4 ISO/IES 14496-2

Configure Codecs

Configure Voice Class Codec and Preference Lists

Preferences determine which codecs are selected over others.

A codec voice class is a construct within which a codec preference order is defined. A codec voice class can
then be applied to a dial peer, which then follows its preference order.

SUMMARY STEPS

enable

configureterminal

voice class codec tag

Add the following for each audio codec you want to configure in the voice class:

b=

« codec preference value codec-type[profile profile-tag ]
« codec preferencevalue codec-type[bytes payload-size fixed-bytes |
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« codec preferencevalue isac [mode {adaptive | independent} [bit-rate value framesize { 30 | 60
} [fixed] 1]

« codec preference value ilbc [mode frame-size [bytes payload-size]]

« codec preference value mp4-latm [profile tag]

5. Add the following to configure a video codec:

» video codec codec

6. exit
7. dial-peer voice number voip
8. voice-classcodectag offer-all
9. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Device> configure terminal

Step 3 voice class codec tag Enters voice-class configuration mode for the specified

codec voice class.
Example:

Device (config)# voice class codec 10

Step 4 Add the following for each audio codec you want to Configure a codec within the voice class and specify a
configure in the voice class: preference for the codec. This becomes part of a preference
« codec preferencevalue codec-type[pr ofile profile-tag list.
]
« codec preferencevalue codec-type[bytespayload-size
fixed-bytes |

« codec preferencevalue isac [mode {adaptive |
independent} [bit-rate value framesize{ 30| 60 }
[fixed] 1]

« codec preferencevalue ilbc [mode frame-size [bytes
payload-size]]

» codec preference value mp4-latm [profile tag]

Step 5 Add the following to configure a video codec: Configures a video codec within the voice class.
» video codec codec

Example:
video codec h261

Step 6 exit Exits the current mode.
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Command or Action

Purpose

Example:

Device (config-class)# exit

* Enter your password if prompted.

Step 7 dial-peer voice number voip Enters dial peer configuration mode for the specified VoIP
dial peer.
Example:
Device (config) # dial-peer voice 1 voip
Step 8 voice-class codec tag offer-all Applies the previously configured voice class and associated
codecs to a dial peer.
Example:
Device (config-dial-peer)# voice-class codec 10 * The offer-all keyword allows the device to offer all
codecs configured in a codec voice class.
Step 9 end Returns to privileged EXEC mode.
Example:

Device (config-dial-peer)# end

Configure Audio and Video Codecs at the Dial Peer Level

SUMMARY STEPS

enable
configureterminal
dial-peer voice number voip

b=

Enter one of the following to configure audio codec:

» codec codec [bytes payload-size fixed-bytes |
« codec isac [mode {adaptive | independent} [bit-rate value framesize { 30 | 60} [fixed] ]]
« codec ilbc [mode frame-size [bytes payload-size]]

 codec mp4-latm [profiletag]
« codec opus [profiletag]

5. Add the following to configure a video codec:

« video codec codec

6. (Optional) Enter one of the following to configure RTP payload type:

* rtp payload-type cisco-codec-isac number

* rtp payload-type cisco-codec-ilbc number

* rtp payload-type cisco-codec-video-h263+ number
* rtp payload-type cisco-codec-video-h264 number

* rtp payload-type opus number
7. end
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Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device> configure terminal

Enters global configuration mode.

Step 3

dial-peer voice number voip

Example:

Device (config) # dial-peer voice 1 voip

Enters dial peer configuration mode for the specified VoIP
dial peer.

Step 4

Enter one of the following to configure audio codec:

« codec codec [bytes payload-size fixed-bytes |
« codecisac[mode{adaptive | independent} [bit-rate
value framesize{ 30| 60} [fixed] ]]
« codec ilbc [mode frame-size [bytes payload-size]]
 codec mp4-latm [profiletag]
« codec opus [profiletag]
Example:
For g711alaw Codec

Device (config-dial-peer)# codec g7llalaw
Example:
For ISAC Codec

Device (config-dial-peer)# codec isac mode
independent

Configures an audio codec at the dial peer level.

* By default, g729r8, 20-byte payload is configured.

Step 5

Add the following to configure a video codec:
* video codec codec

Example:
For h2621 video codec

Device (config-dial-peer)# video codec h261

Configures a video codec at the dial peer level.

Step 6

(Optional) Enter one of the following to configure RTP
payload type:

* rtp payload-type cisco-codec-isac number

* rtp payload-type cisco-codec-ilbc number

* rtp payload-type cisco-codec-video-h263+ number
* rtp payload-type cisco-codec-video-h264 number
* rtp payload-type opus number

Example:

Configures the RTP payload type.
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Verify an Audio Call [JJ]

Command or Action Purpose
Device (config-dial-peer)# rtp payload-type opus
114
Step 7 end Returns to privileged EXEC mode.
Example:

Device (config-dial-peer)# end

Verify an Audio Call

SUMMARY STEPS
1. show call active voice [compact]
2. show call active voice [brief]
DETAILED STEPS
Step 1 show call active voice [compact]

Displays a compact version of call information for voice calls in progress.

Example:

Router# show call active voice compact

<callID> A/O FAX T<sec> Codec type Peer Address IP R<ip>:<udp>
Total call-legs: 2
23 ANS T3 mp4a-latm VOIP Psipp 9.45.33.11:57210
24 ORG T3 mp4a-latm VOIP P123 9.45.33.11:57210
Example:

Router# show call active voice compact

<callID> A/O FAX T<sec> Codec type Peer Address IP R<ip>:<udp>

Total call-legs: 2

58 ANS T11 g7llulaw VOIP Psipp 2001:......:230A:6080

59 ORG T11 g7llulaw VOIP P5000110011 10.13.37.150:6090

Step 2 show call active voice [brief]

Displays a brief summary of call information for voice calls in progress.

Configuration Examples for Codecs

Example: Configuring a Codec at Dial-Peer Level

Device (config) # dial-peer voice 5550199 voip
Device (config-dial-peer)# incoming called-number 5550199
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Device (config-dial-peer)# codec g7llulaw
Device (config-dial-peer)# end

Example: Configuring a Codec Preference List and Applying it to a Dial Peer

Device (config) # voice class codec 100

Device (config-class) # codec preference 1 g7llulaw
Device (config-class) # exit

Device (config) # dial-peer voice 10 voip

Device (config-dial-peer)# voice-class codec 100
Device (config-dial-peer)# end

Example: Configuring a Codec Profile, Codec Preference List and Applying it to a Dial Peer for Opus
Codec

router (config) #codec profile 79 opus

router (conf-codec-profile) #fmtp "fmtp:114 maxplaybackrate=16000; sprop-maxcapturerate=16000;
maxaveragebitrate=20000; stereo=1l; sprop-stereo=0; useinbandfec=0; usedtx=0"

router (conf-codec-profile) #exit

router (config) #voice class codec 80
router (config-class) #codec preference 1 opus profile 79
router (config-class) fexit

router (config) #dial-peer voice 604 voip

router (config-dial-peer) #rtp payload-type opus 126
router (config-dial-peer) #voice-class codec 80 offer-all
router (config-dial-peer) #exit
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CHAPTER 9

Call Admission Control

* Overview , on page 77

* Configure CAC Based on Total Calls, CPU or Memory, on page 78

* Configure CAC Based on Call Spike Detection, on page 79

* Configure CAC Based on Maximum Calls per Destination, on page 80
» Bandwidth-Based Call Admission Control, on page 81

Overview

The Call Admission Control feature enables you to control the audio quality and video quality of calls over
a wide-area (IP WAN) link by limiting the number of calls that are allowed on that link at the same time.
Audio and video quality can begin to degrade when too many active calls exist on a link and the amount of
bandwidth is oversubscribed. Call Admission Control regulates audio and video quality by limiting the number
of calls that can be active on a particular link at the same time.

The Call Admission Control feature controls number of calls based on resources and bandwidth, proactively
reserve resources for good quality video calls, ensures that traffic adheres to QoS policies within each network.

Cisco Unified Border Element (CUBE) provides different CAC mechanisms that are based on:
* Total Calls, CPU, or Memory
* Call Spike Detection
» Maximum Calls per Destination

* Dial-peer or Interface Bandwidth

Feature Information

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards .


http://www.cisco.com/go/cfn

. Configure CAC Based on Total Calls, CPU or Memory

CUBE Fundamentals and Basic Setup |

Table 18: Feature Information for Bandwidth-Based Call Admission Control

Feature Name

Releases

Feature Information

Bandwidth-Based Call Admission
Control

Baseline Feature

The following commands were
introduced or modified:

call threshold interface,
error-code-override,
max-bandwidth, show call
threshold, voice-class sip

Configure CAC Based on Total Calls, CPU or Memory

The Call Admission Control (CAC) based on CPU Utilization feature permits the Cisco Voice Gateways to
deny incoming calls exceeding a pre-configured threshold, permitting the selection of a system CPU load

level value.

The ‘Call Threshold’ command allows you to configure two thresholds, high and low. The ‘Call Treatment’
is triggered when the current value of a resource goes beyond the configured high value. The ‘Call Treatment’
remains in effect until the current resource value falls below the configured low value.

SUMMARY STEPS
1. enable
2. configureterminal
3. call threshold global [cpu-5sec | cpu-avg | io-mem | proc-mem | total-calls | total-mem] low
low-threshold high high-threshold
4. call treatment on
5. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device>enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 call threshold global [cpu-5sec | cpu-avg | io-mem | Configures the Call Admission Control feature based on
proc-mem | total-calls | total-mem] low low-threshold | the total calls, cpu, and memory usage at the interface level
high high-threshold to reject SIP calls when the bandwidth that is required for
the calls exceed the aggregate bandwidth threshold.
Example:
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Example: Internal Error Code (IEC) for Default Call Rejection Based on CPU Utilization and Memory .

Command or Action

Purpose

Device (config)# call threshold global total-calls
low 1 high 1

or
Device (config) # call threshold global cupu-avg low|
75 high 85

or

Device (config) # call threshold global toal-mem low|
75 high 85

Note By default, the system rejects incoming calls if the
5 second CPU utilization on the gateway exceeds
95%, and if the in-use process memory on the

gateway exceeds 98%.

Step 4 call treatment on Enables the call treatment feature.
Example:
Device (config) # call treatment on
Step 5 end Exits global configuration mode and enters privileged EXEC
mode.
Example:

Device (config) # end

Example: Internal Error Code (IEC) for Default Call Rejection Based on CPU
Utilization and Memory

Following is the sample Internal Error Code (IEC) that explains default call rejection based on CPU utilization

and memory:

$VOICE_IEC-3-GW: C SCRIPTS: Internal Error

1GUID=00000000000000000000000000000000

$IVR-3-LOW MEMORY RESOURCE: IVR: System running low on memory (99/100 in use).

is rejected.

$VOICE_IEC-3-GW: C SCRIPTS: Internal Error
$IVR-3-LOW_CPU_RESOURCE: IVR: System experiencing high cpu utilization

(callID=2) is rejected.

(Low memory): IEC=1.1.181.11.4.0 on callID

Call (callID=1)

(CPU high): IEC=1.1.181.11.3.0 on callID 2

(97/100) . Call

$VOICE_IEC-3-GW: CCAPI: Internal Error (Call spike threshold): IEC=1.1.181.1.29.0 on callID

3

$SIP-3-MEMCAC: Call rejected due to CAC based on Memory usage,

sent response 503

Configure CAC Based on Call Spike Detection

The Call Admission Control (CAC) based on Call Spike Detection feature permits the Cisco Voice Gateways
to monitor call arrival rate over a moving window of time. Calls exceeding the configured rate threshold are
rejected. This feature helps in protecting against unexpected high call volumes, and INVITE-based DoS

attacks.

You can configure this feature globally or on a per dial-peer level. Error code is sent when a call spike occurs,
the error code is configurable globally or on a per dial-peer level.

Cisco Unified Border Element Configuration Guide - Cisco 10S XE 17.6 Onwards .



. Configure CAC Based on Maximum Calls per Destination

SUMMARY STEPS
1. enable
2. configureterminal
3.
4. call treatment on
5. end

DETAILED STEPS
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call spikethreshold call number <1-2147483647>steps<3-10> size<100-250>

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device>enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 call spikethreshold call number Configures the Call Spike Call Admission Control feature
<1-2147483647>steps<3-10> size<100-250> at the device level to reject SIP calls when the call spike is
detected as per the configuration (10 incoming call requests
Example: L
per 300 milliseconds)
Device (config) # call spike 10 steps 3 size 100
Device (config) # call spike 12
Step 4 call treatment on Enables the call treatment feature.
Example:
Device (config) # call treatment on
Step 5 end Exits global configuration mode and enters privileged EXEC
mode.
Example:

Device (config) # end

Configure CAC Based on Maximum Calls per Destination

The Call Admission Control (CAC) based on Maximum Calls per Destination feature permits the Cisco Voice
Gateways to restricting the number of concurrent calls that can be active on a VoIP dial peer. Maximum
connections work on individual dial-peers and do not provide CAC for the entire gateway.

SUMMARY STEPS

1. enable
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2. configureterminal

3. dial-peer voicetag voip
4. session protocol sipv2
5. max-conn

6. end

DETAILED STEPS

Bandwidth-Based Call Admission Control .

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device>enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 dial-peer voice tag voip Enters dial peer voice configuration mode.
Example:
Device (config) # dial-peer voice 10 voip
Step 4 session protocol sipv2 Configures SIP as the session protocol type.
Example:
Device (config-dial-peer)# session protocol sipv2
Step 5 max-conn Configures the Maximum Calls per Destination Call
Admission Control feature at the device level to allow only
Example:
2 toll calls.
Device (config) # max-conn <1-214748364>
Step 6 end Exits global configuration mode and enters privileged EXEC
mode.
Example:

Device# end

Bandwidth-Based Call Admission Control

The Bandwidth-Based Call Admission Control (CAC) feature provides the functionality to reject SIP calls
when the bandwidth accounted by the SIP signaling layer exceeds the aggregate bandwidth threshold for VoIP
media traffic—voice, video, and fax. This functionality helps you prevent Quality of Service (QoS) degradation
of VoIP media traffic for existing calls when the bandwidth allocated for VoIP traffic is fully utilized.
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. Maximum Bandwidth Calculation

Midcall media renegotiation can also be rejected if the configured maximum bandwidth threshold for the
VoIP media traffic is exceeded. The call continues as per the previously negotiated media codecs if midcall
media renegotiation is rejected.

The excess subscription of the bandwidth allocated for VoIP traffic results in VoIP media packets being
dropped or delayed, irrespective of the VoIP call to which they belong. Under such circumstances, it is better
to deny new calls to prevent QoS deterioration for existing VoIP call traffic. The existing traffic congestion
resolution mechanisms do not differentiate between media packets of existing calls (admitted) and new calls
(oversubscribed). Similarly, existing call signaling is unaware of the media traffic congestion. The
Bandwidth-Based Call Admission Control feature fills this gap by rejecting new SIP calls when the bandwidth
allocated for VoIP traffic is fully utilized. The actual bandwidth usage is not measured and policed. The
lower-level QoS policies control the traffic characteristics for the specified traffic class.

\)

Note The Bandwidth-Based Call Admission Control feature is applicable only to VoIP traffic.

Maximum Bandwidth Calculation

The bandwidth requirement for each SIP call leg is calculated using the codec information available in the
SDP. Here, the actual media bandwidth used is not measured.

Bandwidth in Kilo bits per second (Kbps) = [codec bytes + RTP header (12) + UDP (8) + IP Header (20 or
40)] * Packets per seconds * 8/1000

Where, codec bytes = Codec payload size, in bytes, for a given packetization interval.

RTP header = Size of the RTP header, in bytes.

UDP = Size of the UDP header, in bytes.

IP Header = Size of the IP header, in bytes. The IPV4 header is 20 bytes and the IPV6 header is 40 bytes.

Packets per second = Number of RTP packets sent or received per second. This value is as per the negotiated
packetization interval. The SDP media attribute "ptime" indicates the number of packets per second.

Bandwidth Tables

This section provides the sample maximum bandwidth calculation for audio and fax calls.

Table 19: Audio Bandwidth Table

Codec and | Codec Sample | Voice Payload |Voice PacketsPer | Bandwidth | Bandwidth

Bit Rate |Sizein Bytes Sizein Bytes Payload Size | Second for 1Pv4 for 1Pv6

(Kbps) in (excluding | (excluding
Milliseconds Layer 2)in |Layer 2)in

Kbps Kbps

G.711 (64 |80 160 20 50 80 88

Kbps)

G.729(8 |10 20 20 50 24 32

Kbps)
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Bandwidth Tables [

G.723.1 24 24 30 333 17 22

(6.3 Kbps)

G.723.1 20 20 30 333 16 21

(5.3 Kbps)

G.726 32 |20 80 20 50 48 56

Kbps)

G.726 24 |15 60 20 50 40 48

Kbps)

G.726 (16 |10 40 20 50 32 40

Kbps)

G.728 (16 |10 40 20 50 32 40

Kbps)

G722 64k |80 160 20 50 80 88

(64 Kbps)

ilbc mode 20 | 38 38 20 50 31 39

(15.2 Kbps)

ilbc mode 30 | 50 50 30 333 24 29

(13.33

Kbps)

gsm (13 33 33 20 50 30 37

Kbps)

gsm (12 32 32 20 50 29 37

Kbps)

G.Clear (64 | 80 160 20 50 80 88

Kbps)

GSM AMR |— — — — 15 15

ISAC(32 |— — — — 37 37

Kbps)

Aacld — — — — Derived Derived

(mpeg4) from the from the
SDP SDP
bandwidth |bandwidth
attribute attribute
(TIAS) (TIAS)

Table 20: Fax Bandwidth Table

T.38 Fax Bit Rate Redundancy Maximum

Bandwidth in
Kbps
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2400 None 8
2400 Redundancy 17
9600 (default) None 16
9600 (default) Redundancy 46
14400 None 20
14400 Redundancy 65
33600 None 40
33600 Redundancy 142

Restrictions

» CUBE, configured with the Bandwidth-Based Call Admission Control feature, will not reject the call if
the bandwidth of the SDP answer is greater than the bandwidth of the SDP offer.

* Layer 2 overhead is not included in the bandwidth calculation.

* A midcall delayed-offer (DO) to DO call is disconnected if the bandwidth requested in an offer message
(200 OK) exceeds the threshold bandwidth.

* Real Time Transport Control Protocol (RTCP) and RTP Named phone Event (RTP-NTE) bandwidth
requirement is not computed.

* The Bandwidth-Based Call Admission Control feature does not support:

* Cisco fax relay.
* Filtering of codecs to accommodate calls within the available bandwidth.

* Media flow-around, Session Description Protocol (SDP) pass-through, out-of-box low-density
transcoding, high-density transcoding, video transcoding, and midcall consumption functionalities.

* Non-SIP call legs.

 Subinterfaces for bandwidth-based CAC on an interface.

Configure Bandwidth-Based Call Admission Control

Configure Bandwidth-Based Call Admission Control at the Interface Level

Configure the Bandwidth-Based Call Admission Control feature at the interface level to reject SIP calls when
the bandwidth that is required for the call exceeds the aggregate bandwidth threshold.

Configure the Bandwidth-Based Call Admission Control feature for the following interfaces:

+ ATM

* Ethernet (Fast Ethernet, Gigabit Ethernet)
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Configure Bandwidth-Based Call Admission Control at the Interface Level .

» Loopback

* Serial

Note It is recommended that you configure a bind media to associate a specific interface for SIP calls. Otherwise,
the interface that is used for the calls is determined based on the best local address that can access the remote
media source address (for early offer calls) or the remote signaling source address (for delayed offer calls).
When you use a Loopback interface to configure CAC, you must configure an additional bind-to-bind media
with the Loopback interface at the global level or the dial peer level. Configure the bind media sour ce-interface
loopback number command in service SIP configuration mode to configure a bind media.

SUMMARY STEPS
1. enable
2. configureterminal
3. call threshold interfacetype number int-bandwidth {class-map name [I2-overhead percentage] |low
low-threshold high high-threshold} [midcall-exceed]
4. end
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 call threshold interface type number int-bandwidth Configures the Bandwidth-Based Call Admission Control

{classsmap name [I2-overhead percentage] | low
low-threshold high high-threshold} [midcall-exceed]

Example:

Device (config) # call threshold interface
GigabitEthernet 0/0 int-bandwidth low 1000 high
20000 midcall-exceed

or
Device (config)# call threshold interface

GigabitEthernet 0/0 int-bandwidth class-map
voip-traffic 1l2-overhead 20 midcall-exceed

feature at the interface level to reject SIP calls when the
bandwidth that is required for the calls exceed the aggregate
bandwidth threshold.

* You can configure the call threshold interface type
number low low-threshold high high-threshold
[midcall-exceed] command to apply call admission
control to reject SIP calls once the accounted
bandwidth reaches the high-threshold value and
remains above the low-threshold value.

* You can configure the call threshold interface type
number int-bandwidth class-map name [I2-over head
percentage] [midcall-exceed] command to use the
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Command or Action

Purpose

bandwidth value provisioned in the QoS policy under
the interface for VoIP media traffic for CAC. See the
Modular Quality of Service Command-Line Interface
Overview document at http://www.cisco.com/en/US/
docs/ios/12_2/qos/configuration/guide/qctfmdcli.html
for information on the usage of the QoS policy with
Call Admission Control.

* SIP calls are rejected when the calculated aggregate
bandwidth of VoIP media traffic on the specified
interface exceeds the configured bandwidth threshold.

Step 4

end

Example:

Device (config) # end

Exits global configuration mode and enters privileged EXEC
mode.

Configure Bandwidth-Based Call Admission Control at the Dial Peer Level

You can configure the Bandwidth-Based Call Admission Control feature at the dial peer level to reject SIP
calls when the bandwidth that is required for the calls exceeds the aggregate bandwidth threshold.

SUMMARY STEPS
1. enable
2. configureterminal
3. dial-peer voicetag voip
4. session protocol sipv2
5.
6. end

DETAILED STEPS

max-bandwidth bandwidth-value [midcall-exceed]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable

Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal

Step 3 dial-peer voicetag voip Enters dial peer voice configuration mode.

Example:
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Configure the Bandwidth-Based Call Admission Control SIP Error Response Code Mapping .

Command or Action

Purpose

Device (config)# dial-peer voice 44 voip

Step 4 session protocol sipv2 Configures the Bandwidth-Based Call Admission Control
feature for SIP dial peers only.
Example:
Device (config-dial-peer)# session protocol sipv2
Step 5 max-bandwidth bandwidth-value [midcall-exceed] Configures the Bandwidth-Based Call Admission Control
Example: feature at the dial peer level to reject SIP calls when the
’ bandwidth that is required for the calls exceed the aggregate
, , , ) bandwidth threshold.
Device (config-dial-peer) # max-bandwidth 24
midcall-exceed * Configuring the midcall-exceed keyword allows
exceeding the bandwidth threshold during mid-call
media renegotiation. Media renegotiation exceeding
the bandwidth threshold is rejected by default.
Step 6 end Exits dial peer configuration mode and enters privileged
EXEC mode.
Example:

Device (config-dial-peer)# end

Configure the Bandwidth-Based Call Admission Control SIP Error Response Code Mapping

Mapping of the call rejection cause code to a specific SIP error response code is known as error response code
mapping. The cause code for the call rejected because of the bandwidth-based CAC can be mapped to a SIP
error response code 400—-600. The default SIP error response code is 488.

You can configure SIP error response codes for calls that are rejected by the Bandwidth-Based Call Admission
Control feature at the global level, dial peer level, or both.

Configure Bandwidth-Based Call Admission Control SIP Error Response Code Mapping at the Global Level

SUMMARY STEPS

enable
configureterminal
voice service voip

sip

ok 0N

end

DETAILED STEPS

error-code-override cac-bandwidth failure sip-status-code-number

Command or Action

Purpose

Step 1

enable

Example:

Enables privileged EXEC mode.

* Enter your password if prompted.
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. Configure Bandwidth-Based Call Admission Control SIP Error Response Code Mapping at the Dial Peer Level

Command or Action

Purpose

Device> enable

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

Voice service voip

Example:

Device (config) # voice service voip

Enters voice-service configuration mode.

Step 4

sip
Example:

Device (conf-voi-serv) # sip

Enters service SIP configuration mode.

Step 5

error-code-override cac-bandwidth failure
sip-status-code-number

Example:

Device (conf-serv-sip) # error-code-override
cac-bandwidth failure 500

Configures bandwidth-based CAC SIP error response code
mapping at the global level.

Step 6

end

Example:

Device (conf-serv-sip) # end

Exits service SIP configuration mode and enters privileged
EXEC mode.

Configure Bandwidth-Based Call Admission Control SIP Error Response Code Mapp