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System Message Guide for Cisco 10S XE Cupertino 17.7.x

Cisco System Messages Overview

This document describes system messages for Cisco software releases. During operation, the system software sends these messages
to the console (and, optionally, to a logging server on another system) during operation. Not all system messages indicate problems
with your system. Some are purely informational, and others may help diagnose problems with communications lines, internal
hardware, or the system software.

How To Read System Error Messages

System error messages begin with a percent sign (%) and are structured as
follows:$FACILITY-SUBFACILITY-SEVERITY-MNEMONIC: Message-text

* FACILITY is a code consisting of two or more uppercase letters that indicate the facility to which the message refers. A facility
can be a hardware device, a protocol, or a module of the system software.

* SEVERITY is a single-digit code from 0 to 7 that reflects the severity of the condition. The lower the number, the more serious
the situation. Error Message Severity Levels lists the severity levels.

* MNEMONIC is a code that uniquely identifies the error message.

* Message-text is a text string describing the condition. This portion of the message sometimes contains detailed information
about the event, including terminal port numbers, network addresses, or addresses that correspond to locations in the system
memory address space. Because the information in these variable fields changes from message to message, it is represented here
by short strings enclosed in square brackets ([ 1). A decimal number, for example, is represented as [dec]. Representation of
Variable Fields in Error Messages lists the representations of variable fields and the type of information in them.

The following is a sample system error message:

$LINK-2-BADVCALL: Interface [chars], undefined entry point

Some error messages also indicate the card and slot reporting the error. These error messages begin with a percent sign (%) and are
structured as follows:

$CARD-SEVERITY-MSG:SLOT SFACILITY-SEVERITY-MNEMONIC: Message-text
* CARD is a code that describes the type of card reporting the error. VIP and FEIP are possible card types.
* MSG is a mnemonic that indicates that this is a message. It is always shown as MSG.

* SLOT indicates the slot number of the card reporting the error. It is shown as SLOT followed by a number (for example, SLOT5).

The prepended portion of the error message (¥CARD-SEVERITY-MSG: SLOT) is not shown in the error message listings in this
document.



Error Message Severity Levels

Error message severity levels correspond to the keywords assigned by the logging global configuration commands that define where
and at what level these messages appear. The default is to log messages to the console at the debugging level (7). For more information,
see the system configuration chapter and descriptions of the logging command in the configuration guide and command reference.

Leve

Description

0 - emergency

System unusable

1 - alert Immediate action needed
2 - critical Critical condition

3 - error Error condition

4 - warning Warning condition

5 - notification

Normal, but significant, condition

6 - informational

Informational message only

7 - debugging

Appears during debugging only

Representation of Variable Fields in Error Messages

Representation

Type of Information

[atalk address]

AppleTalk address

[atalk net]

AppleTalk network, either 600 or 600-601

[char] Single character

[chars] Character string

[dec] Decimal number

[enet] Ethernet address (for example, 0000.FEED.00C0)
[hex] Hexadecimal number

[inet] Internet address (for example, 10.0.2.16)

[int] Integer number

[node] Address or node name

[sci_notation]

Scientific notation

[t-line]

Terminal line number in octal (or decimal if the decimal-TTY
service is enabled)

[v-name]

VINES name; or number (hex or decimal)




Error Message Traceback Reports

Some messages describe internal errors and contain traceback information. This information is very important and should be included
when you report a problem to your technical support representative.

The following sample message includes traceback information:

-Process= "Exec",

System and Error Messages in Cisco 10S XE Cupertino 17.7.x

level= 0,

pid= 17 -Traceback= 1A82 1AB4 6378 A072 1054 1860

Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
PRFMEAS REXRITHER | 2-Critical The Perf Measure | The protocol has run | perf-measure LOG STD ACTION
protocol has into a critical error.
encountered the The reason should be
critical error: [chars]. | given in the
brackets.
HRMVES REUNOVABE | 4-Warning ‘nperfimeasureissrcompet: | The compatibility | perf-measure [GGSIDHTHHACIN
returned FALSE checking has failed




Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

4-Warning

Port [chars] channel
group not present
while [chars]

Extraction of the
channel group from
a link has failed but
is expected to be
present. This should
not occur and may
affect functionality
depending on where
it occurred.

catok-vs-infra

"This message
should not be seen
under normal
operation. " "If it is
appearing it is an
indication of a
software bug. "
"Enter the
commands:\n"
"<CMDBOLD>show
switch virtual
dual-active
ammayNOQVDBOL DA
"<CMDBOLD>show
switch virtual
dual-active
1PeepNOCMDBOLD !
"Retrieve the PAgP
packet contents by
entering the
commands:\n "
"<CMDBOLD>debug
condition interface
<INIFCNOOVDBO DA
"<CMDBOLD>debug
pagp
pedetNOCQVDBOLD !
"and "
IGGSIDHTHHACTN

3-Error

[chars]

Error Messages

pagent

"try debug
command"

6-Information

[chars]

Program information

7-Debug

[chars]

Debug Messages

3-Error

Cache Tree pointer
is of null value

The cache tree
pointer is of null
value.

aaa

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."

2-Critical

[chars]%08X: Acct
db for Id %08X
absent

AAA internal error

aaa

LOG_STD ACTION




Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

ANVAMMITINGHRR | 2-Critical [chars]%08X: Acct | AAA internal error |aaa LOG_STD_ACTION
db for 1d %08X
absent
ANMPAAMITTINGERRR | 2-Critical [chars]%08X: Acct | AAA internal error |aaa LOG STD ACTION
db for Id %08X
absent
AAA-2-FORKFAIL | 2-Critical Cannot fork process | Attempted to fork a | aaa LOG _STD _ACTION
[chars] process and failed.
The reason could be
either hardware or
software.
AAA-2-FORKFAIL | 2-Critical Cannot fork process | Attempted to fork a | aaa LOG _STD ACTION
[chars] process and failed.
The reason could be
either hardware or
software.
AAA-2-FORKFAIL | 2-Critical Cannot fork process | Attempted to fork a | aaa LOG_STD_ACTION
[chars] process and failed.
The reason could be
either hardware or
software.
AMSATTIOVEMIOW | 3-Error AAA ACCT process | AAA ACCT process | aaa LOG STD ACTION
suspended : low I/O | has been suspended
memory due to insufficient
10 memory.
AMSATTIOVEMIOW | 3-Error AAA ACCT process | AAA ACCT process | aaa LOG _STD_ACTION
suspended : low I/O | has been suspended
memory due to insufficient
IO memory.
AAMBATTOVEMIOW | 3-Error AAA ACCT process | AAA ACCT process | aaa LOG STD ACTION
suspended : low I/O | has been suspended
memory due to insufficient
IO memory.
AYSIIOMOMMIRAH | 3-Error AAA unable to Dropping the aaa LOG _STD ACTION
handle accounting | accounting request
requests due to as there is no enough
insufficient I/O I/O memory. Hence
memory and could |all queued
be trashing the accounting requests
queued accounting | shall be trashed

records




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
ANS(TIOMOMIMIRAH | 3-Error AAA unable to Dropping the aaa LOG STD ACTION
handle accounting | accounting request
requests due to as there is no enough
insufficient I/O I/O memory. Hence
memory and could |all queued
be trashing the accounting requests
queued accounting | shall be trashed
records
AYSKAIOMOMMIRAH | 3-Error AAA unable to Dropping the aaa LOG _STD_ACTION
handle accounting | accounting request
requests due to as there is no enough
insufficient I/O I/O memory. Hence
memory and could |all queued
be trashing the accounting requests
queued accounting | shall be trashed
records
ANS(AIONMIMIDIAL | 3-Error AAA unable to Stop creating the aaa LOG _STD _ACTION
create UID for AAA UID due to
incoming calls due | LOW processor
to insufficient memory
processor memory
ANSTIONMIMIDIL | 3-Error AAA unable to Stop creating the aaa LOG _STD ACTION
create UID for AAA UID due to
incoming calls due | LOW processor
to insufficient memory
processor memory
AAIONMIMIDIAL | 3-Error AAA unable to Stop creating the aaa LOG_STD_ACTION
create UID for AAA UID due to
incoming calls due | LOW processor
to insufficient memory
processor memory
ASCIOMFROMBIRSH | 3-Error AAA unable to Dropping the aaa LOG STD ACTION

handle accounting
requests due to
insufficient
processor memory
and could be
trashing the queued
accounting records

accounting request
as there is no enough
processor memory.
Hence all queued

accounting requests
shall be trashed




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
ASCIOMROMMRS | 3-Error AAA unable to Dropping the aaa LOG STD ACTION
handle accounting | accounting request
requests due to as there is no enough
insufficient processor memory.
processor memory | Hence all queued
and could be accounting requests
trashing the queued |shall be trashed
accounting records
ANAIOMROMMRSH | 3-Error AAA unable to Dropping the aaa LOG _STD_ACTION
handle accounting | accounting request
requests due to as there is no enough
insufficient processor memory.
processor memory | Hence all queued
and could be accounting requests
trashing the queued | shall be trashed
accounting records
ACITNRONRZENRS | 3-Error AAA unable to Dropping the aaa LOG _STD _ACTION
handle accounting | accounting request
requests reason reason unknown.
unknown and could | Hence all queued
be trashing the accounting requests
queued accounting | shall be trashed
records
ACITROWZENRS | 3-Error AAA unable to Dropping the aaa LOG _STD ACTION
handle accounting | accounting request
requests reason reason unknown.
unknown and could | Hence all queued
be trashing the accounting requests
queued accounting | shall be trashed
records
ACITNRONRZENRS | 3-Error AAA unable to Dropping the aaa LOG_STD_ACTION

handle accounting
requests reason
unknown and could
be trashing the
queued accounting
records

accounting request
reason unknown.
Hence all queued
accounting requests
shall be trashed




Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

3-Error

Attribute with
unknown format
[dec]

An attribute was
found with an
invalid format.

aaa

"Attribute with
unknown format in
definition. Enable
AAA " "debug and
try to replicate the
steps to get the
message. " "If the
meassage appears
again Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
tech-suppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

3-Error

Attribute with
unknown format

[dec]

An attribute was
found with an
invalid format.

aaa

" Attribute with
unknown format in
definition. Enable
AAA " "debug and
try to replicate the
steps to get the
message. " "If the
meassage appears
again Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
techsuppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAASATTRFORMAIERR | 3-Error Attribute with An attribute was aaa " Attribute with
unknown format found with an unknown format in
[dec] invalid format. definition. Enable
AAA " "debug and
try to replicate the
steps to get the
message. " "If the
meassage appears
again Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
tech-suppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."
AAMSAUTHIOWTVBM | 3-Error RADIUS process is | RADIUS process aaa LOG STD ACTION
unable to handle the | unable to handle
requests due to request due to
insufficient I[/O insufficient IO
memory memory. Hence
returning failure.
AAMSAUTHIOWTIVEM | 3-Error RADIUS process is | RADIUS process aaa LOG _STD _ACTION
unable to handle the | unable to handle
requests due to request due to
insufficient I[/O insufficient IO
memory memory. Hence
returning failure.
AMBAUTHIOWIOMIM | 3-Error RADIUS process is | RADIUS process aaa LOG STD_ACTION

unable to handle the
requests due to
insufficient I/O
memory

unable to handle
request due to
insufficient 10
memory. Hence
returning failure.

10




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion

AAMSAUHRMBIUNFH | 3-Error Authorization A given method list | aaa "Define the method
method list '[chars]" | was listed in a list before using it."
is not defined. Please | command without
define it. defining it first. The

method list should
be defined before
use.

AMSAUTTHRMBIUNE | 3-Error Authorization A given method list |aaa "Define the method
method list '[chars]" | was listed in a list before using it."
is not defined. Please | command without
define it. defining it first. The

method list should
be defined before
use.

AMSAUTHRMBIUNH | 3-Error Authorization A given method list | aaa "Define the method
method list '[chars]' | was listed in a list before using it."
is not defined. Please | command without
define it. defining it first. The

method list should
be defined before
use.

AAA-3-BADCURSOR | 3-Error invalid cursor index | A AAA client has |aaa LOG STD_ACTION
[dec] max [dec] provided an invalid
service [chars] attribute cursor to
protocol [chars] AAA.

AAA-3-BADCURSOR | 3-Error invalid cursor index | A AAA client has |aaa LOG_STD_ACTION
[dec] max [dec] provided an invalid
service [chars] attribute cursor to
protocol [chars] AAA.

AAA-3-BADCURSOR | 3-Error invalid cursor index | A AAA client has |aaa LOG STD ACTION
[dec] max [dec] provided an invalid
service [chars] attribute cursor to
protocol [chars] AAA.

AAA-3-BADLIST |3-Error invalid list AAA ID | A AAA clienthas |aaa LOG _STD ACTION
[dec] provided an invalid

attribute list to AAA.

AAA-3-BADLIST |3-Error invalid list AAA ID | A AAA clienthas |aaa LOG STD ACTION
[dec] provided an invalid

attribute list to AAA.

AAA-3-BADLIST |3-Error invalid list AAA ID | A AAA client has |aaa LOG _STD ACTION
[dec] provided an invalid

attribute list to AAA.

11



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA-3-BADMAGIC | 3-Error Data structure failed | A corrupted data aaa LOG STD ACTION
magic number sanity | structure has been
check found which was
stored internally.
AAA-3-BADMAGIC | 3-Error Data structure failed | A corrupted data aaa LOG STD ACTION
magic number sanity | structure has been
check found which was
stored internally.
AAA-3-BADMAGIC | 3-Error Data structure failed | A corrupted data aaa LOG _STD _ACTION
magic number sanity | structure has been
check found which was
stored internally.
AAA-3-BADMETHOD | 3-Error Cannot process A method list aaa LOG _STD ACTION
[chars] method [dec] | function encountered
a method list that
was unknown or
could not be
handled.
AAA-3BADMETHOD | 3-Error Cannot process A method list aaa LOG_STD_ACTION
[chars] method [dec] | function encountered
a method list that
was unknown or
could not be
handled.
AAA-3-BADMETHOD | 3-Error Cannot process A method list aaa LOG STD ACTION
[chars] method [dec] | function encountered
a method list that
was unknown or
could not be
handled.
AMIBATWVFIHTHRR | 3-Error Cannot process A method list aaa LOG _STD_ACTION
[chars] method function encountered
[chars] a method type that
was unknown or
could not be
handled.
AASBAVEFIHTIRR(R | 3-Error Cannot process A method list aaa LOG STD ACTION
[chars] method function encountered
[chars] a method type that

was unknown or
could not be
handled.

12




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AASBAVEIHTHRR | 3-Error Cannot process A method list aaa LOG STD ACTION
[chars] method function encountered

[chars] a method type that
was unknown or
could not be
handled.
AMBIHRVIRIYAHRR | 3-Error Cannot process A method list aaa "Research the cause
[chars] server type | function encountered of the
[chars] a server type that misconfiguration and
was unknown or " "attempt to correct
could not be it otherwise take the
handled. This may following " "action.
be due to a server "LOG STD ACTION
misconfiguration.
AAMBIHRVRIYHRR | 3-Error Cannot process A method list aaa "Research the cause
[chars] server type | function encountered of the
[chars] a server type that misconfiguration and
was unknown or " "attempt to correct
could not be it otherwise take the
handled. This may following " "action.
be due to a server "LOG_STD_ACTION
misconfiguration.
AMBIHRVIRIYHHRR | 3-Error Cannot process A method list aaa "Research the cause
[chars] server type | function encountered of the
[chars] a server type that misconfiguration and
was unknown or " "attempt to correct
could not be it otherwise take the
handled. This may following " "action.
be due to a server "LOG STD_ACTION
misconfiguration.
AASB R OVBRHOW | 3-Error Radius I/O buffer An unusually large |aaa "This is an internal

has overflowed

number of RADIUS
attributes has caused
AAA to overflow its
RADIUS I/0 buffer.

software error.
Check bug toolkit "
"on Cisco website
for the issue. If you
didn't find one "
"Enter
<CmdBold>Show
techsupportNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

13



Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

AAE R OVERHOW

3-Error

Radius I/0 buffer
has overflowed

An unusually large

number of RADIUS
attributes has caused
AAA to overflow its
RADIUS I/O buffer.

aaa

"This is an internal
software error.
Check bug toolkit "
"on Cisco website
for the issue. If you
didn't find one "
"Enter
<CmdBold>Show
tachssupportNoCmdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

AASHHROVERHOW

3-Error

Radius I/0 buffer
has overflowed

An unusually large

number of RADIUS
attributes has caused
AAA to overflow its
RADIUS I/0 buffer.

aaa

"This is an internal
software error.
Check bug toolkit "
"on Cisco website
for the issue. If you
didn't find one "
"Enter
<CmdBold>Show
techsupportNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

14




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA3DROPACCTFALL | 3-Error Accounting record | An attempt to send |aaa "Check the server
dropped send to an accounting record whether they are "
server failed: [chars] | to a server failed. "operational or not.
This happens when Next check whether
device exhaust all its " "the device is
retries and configured properly.
retransmission. The Refer to" "the server
cause for this be the configuration section
servers may not be of the " "cisco I0S
operational or the documentation.
NAS is not Finally check " "that
configured properly. the NAS can

communicate with
the server. " "If the
problem persist
Enter
<CmdBold>show
running-"
"config<NoCmdBold>
command contact
your cisco technical
" "support
representative and
provide all the
information "
"gathered to the
representative."

15



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA3DROPACCTFALL | 3-Error Accounting record | An attempt to send |aaa "Check the server
dropped send to an accounting record whether they are "
server failed: [chars] | to a server failed. "operational or not.
This happens when Next check whether
device exhaust all its " "the device is
retries and configured properly.
retransmission. The Refer to" "the server
cause for this be the configuration section
servers may not be of the " "cisco I0S
operational or the documentation.
NAS is not Finally check " "that
configured properly. the NAS can

communicate with
the server. " "If the
problem persist
Enter
<CmdBold>show
running-"
"config<NoCmdBold>
command contact
your cisco technical
" "support
representative and
provide all the
information "
"gathered to the
representative."

16




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA3DROPACCTFALL | 3-Error Accounting record | An attempt to send |aaa "Check the server
dropped send to an accounting record whether they are "
server failed: [chars] | to a server failed. "operational or not.
This happens when Next check whether
device exhaust all its " "the device is
retries and configured properly.
retransmission. The Refer to" "the server
cause for this be the configuration section
servers may not be of the " "cisco I0S
operational or the documentation.
NAS is not Finally check " "that
configured properly. the NAS can
communicate with
the server. " "If the
problem persist
Enter
<CmdBold>show
running-"
"config<NoCmdBold>
command contact
your cisco technical
" "support
representative and
provide all the
information "
"gathered to the
representative."
AAA3SHA INIT FALURE | 3-Error High availability The AAA subsystem | aaa LOG _STD_ACTION

initialization failure:
[chars]

was unable to
perform necessary
high-availability
related initialization.
In the event of
switchover to a
standby device
sessions depending
on high availability
capabilities in the
AAA subsystem will
be forced to
renegotiate.

17



Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

AAA3HA INIT FALLRE

3-Error

High availability
initialization failure:
[chars]

The AAA subsystem
was unable to
perform necessary
high-availability
related initialization.
In the event of
switchover to a
standby device
sessions depending
on high availability
capabilities in the
AAA subsystem will
be forced to
renegotiate.

aaa

LOG_STD ACTION

AAA3HA INT FALLRE

3-Error

High availability
initialization failure:
[chars]

The AAA subsystem
was unable to
perform necessary
high-availability
related initialization.
In the event of
switchover to a
standby device
sessions depending
on high availability
capabilities in the
AAA subsystem will
be forced to
renegotiate.

aaa

LOG STD ACTION

AMIANHNALBRRR

3-Error

High availability

internal error for

unique id 0x%38x:
[chars]

The AAA subsystem
was suffered an
internal error. In the
event of switchover
to a standby device
sessions depending
on high availability
capabilities in the
AAA subsystem
may be forced to
renegotiate.

aaa

LOG_STD ACTION

18




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AMIHANIHRNALHRR | 3-Error High availability The AAA subsystem | aaa LOG STD ACTION
internal error for was suffered an
unique id 0x%8x: | internal error. In the
[chars] event of switchover
to a standby device
sessions depending
on high availability
capabilities in the
AAA subsystem
may be forced to
renegotiate.
AAANIHNALBRR | 3-Error High availability The AAA subsystem | aaa LOG _STD_ACTION
internal error for was suffered an
unique id 0x%8x: | internal error. In the
[chars] event of switchover
to a standby device
sessions depending
on high availability
capabilities in the
AAA subsystem
may be forced to
renegotiate.
AAASINVALIDATTRLST | 3-Error aaa attribute list CLI | An internal error has | aaa LOG _STD _ACTION
is not valid when occurred
configuring in
sub-mode.
AAASINVALIDATTRIIT | 3-Error aaa attribute list CLI | An internal error has | aaa LOG _STD ACTION
is not valid when occurred
configuring in
sub-mode.
AAASINVALIDATTRIST | 3-Error aaa attribute list CLI | An internal error has | aaa LOG_STD_ACTION
is not valid when occurred
configuring in
sub-mode.
AAA-3-INVALIDPARM | 3-Error invalid parameter | A AAA client tried |aaa LOG STD ACTION
was used when touse a AAA
accessing AAA function with an
function invalid parameter.
AAA3INVALIDPARM | 3-Error invalid parameter | A AAA client tried |aaa LOG _STD_ACTION
was used when touse a AAA
accessing AAA function with an
function invalid parameter.

19



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA3INVALIDPARM | 3-Error invalid parameter | A AAA client tried |aaa LOG STD ACTION
was used when touse a AAA
accessing AAA function with an
function invalid parameter.
AAABIPITIBGAIMSG | 3-Error Invalid use of This error means a |- "If this message
ip_pid[dec] process sent an recurs. Check bug
illegal message. toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
techsuppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."
AAABPIIEGAIMSG | 3-Error Invalid use of This error means a | - "If this message

ip_pid[dec]

process sent an
illegal message.

recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
techsuppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

20




Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

3-Error

Invalid use of
ip_pid[dec]

This error means a
process sent an
illegal message.

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
tech-suppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

AAA-3-ISDNINTF

3-Error

[chars] [chars]: Can
not apply
configuration to
ISDN channel:\n
\[chars]\

Configuration can
not be applied to
individual ISDN
channels.

aaa

"You need
virtual-profiles and
virtual-access "
"interfaces to apply
configuration to
ISDN. " "Refer to
the section on
\"Configuring virtual
" "profile by AAA
Configuration\" in
the Cisco IOS "
"Dial Technologies
Configuration
Guide."

AAA-3-ISDNINTF

3-Error

[chars] [chars]: Can
not apply
configuration to
ISDN channel:\n
\[chars]\

Configuration can
not be applied to
individual ISDN
channels.

aaa

"You need
virtual-profiles and
virtual-access "
"interfaces to apply
configuration to
ISDN. " "Refer to
the section on
\"Configuring virtual
" "profile by AAA
Configuration\" in
the Cisco IOS "
"Dial Technologies
Configuration
Guide."

21



[chars]

software error.

Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA-3-ISDNINTF | 3-Error [chars] [chars]: Can | Configuration can |aaa "You need
not apply not be applied to virtual-profiles and
configuration to individual ISDN virtual-access "
ISDN channel:\n channels. "interfaces to apply
\[chars]\ configuration to
ISDN. " "Refer to
the section on
\"Configuring virtual
" "profile by AAA
Configuration\" in
the Cisco IOS "
"Dial Technologies
Configuration
Guide."
AAA-3-LOW_MEM | 3-Error [chars] process is Please check the aaa LOG STD ACTION
unable to handle the | processor memory or
incoming packet due | IO memory. Most
to low memory likely one is them
has less available
memory or worst
case both may have
insufficient memory.
AAA-3-LOW_MEM | 3-Error [chars] process is Please check the aaa LOG _STD _ACTION
unable to handle the | processor memory or
incoming packet due | IO memory. Most
to low memory likely one is them
has less available
memory or worst
case both may have
insufficient memory.
AAA-3-LOW_MEM | 3-Error [chars] process is Please check the aaa LOG STD_ACTION
unable to handle the | processor memory or
incoming packet due | IO memory. Most
to low memory likely one is them
has less available
memory or worst
case both may have
insufficient memory.
ANMMEBINIRVWL_HRR | 3-Error method list '[chars]": | This is an internal | aaa LOG_STD_ACTION
[chars] software error.
AMMEBINIRNALHRR | 3-Error method list '[chars]": | This is an internal | aaa LOG STD ACTION
[chars] software error.
AMMEBITNIHRNY BRR | 3-Error method list '[chars]": | This is an internal | aaa LOG _STD_ACTION
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AYMETOVAYMEFO'S | 3-Error method list '[chars]' | This is an internal | aaa "This is an internal
software error. An software error.
AAA client Check bug tool-kit "
attempted to add too "on Cisco web-site
many methods to a for the issue. If you
method list. didn't find one "
"Collect the error
message and report
it to your "
"technical support
representative."
AYMETOVAYMEFODS | 3-Error method list '[chars]" | This is an internal  |aaa "This is an internal
software error. An software error.
AAA client Check bug tool-kit "
attempted to add too "on Cisco web-site
many methods to a for the issue. If you
method list. didn't find one "
"Collect the error
message and report
it to your "
"technical support
representative."
AYMETOVAYMEFD'S | 3-Error method list '[chars]" | This is an internal  |aaa "This is an internal
software error. An software error.
AAA client Check bug tool-kit "
attempted to add too "on Cisco web-site
many methods to a for the issue. If you
method list. didn't find one "
"Collect the error
message and report
it to your "
"technical support
representative."
AAA-3-NOTABLE | 3-Error AAA ID [dec] Resource failure. aaa LOG STD ACTION
AAA-3-NOTABLE | 3-Error AAA 1D [dec] Resource failure. aaa LOG_STD_ACTION
AAA-3-NOTABLE | 3-Error AAA 1D [dec] Resource failure. aaa LOG STD ACTION
AAA3NULLCURSOR | 3-Error Null cursor A AAA client has |aaa LOG _STD_ACTION
provided a
nonexistent attribute
cursor to AAA.
AAA-3NULLCURSOR | 3-Error Null cursor A AAA clienthas |aaa LOG STD ACTION
provided a
nonexistent attribute

cursor to AAA.
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AAA3NULLCURSOR | 3-Error Null cursor A AAA clienthas |aaa LOG STD ACTION
provided a
nonexistent attribute
cursor to AAA.
AAA-3-NULLVRF |3-Error Null vrf entry A NULL VRF entry | aaa LOG STD ACTION
found while
comparing the AAA
VREF attributes.
AAA-3-NULLVRF | 3-Error Null vrf entry A NULL VRF entry | aaa LOG _STD _ACTION
found while
comparing the AAA
VREF attributes.
AAA-3-NULLVRF | 3-Error Null vrf entry A NULL VRF entry | aaa LOG STD_ACTION
found while
comparing the AAA
VREF attributes.
AAA-3-PARSEERR | 3-Error Error[dec] parser is | All attempts to parse | parser and aaa "The given
unable to parse this per_user unconfigure
[chars] per-user unconfigure command was not
command command failed. The executed. " "Switch
unconfigure on the debug peruser
command is called command and repeat
when an error occurs " "the steps that
while configuring caused the error. If
per-user commands you get the error "
to revert back. The "Report it to your
unconfiguration may technical support
fail due to parser or representative."
AAA error.
AAA-3-PARSEERR | 3-Error Error[dec] parser is | All attempts to parse | parser and aaa "The given
unable to parse this per_user unconfigure
[chars] per-user unconfigure command was not
command command failed. The executed. " "Switch
unconfigure on the debug peruser
command is called command and repeat

when an error occurs
while configuring
per-user commands
to revert back. The
unconfiguration may
fail due to parser or
AAA error.

" "the steps that
caused the error. If
you get the error "
"Report it to your
technical support
representative."
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AAA-3-PARSEERR | 3-Error Error[dec] parser is | All attempts to parse | parser and aaa "The given
unable to parse this per_user unconfigure
[chars] per-user unconfigure command was not
command command failed. The executed. " "Switch
unconfigure on the debug peruser
command is called command and repeat
when an error occurs " "the steps that
while configuring caused the error. If
per-user commands you get the error "
to revert back. The "Report it to your
unconfiguration may technical support
fail due to parser or representative."
AAA error.
AAMIASWRESIRCIER | 3-Error AAA password The aaa LOG STD ACTION
restriction failed.- | password/secret/key
[chars]\n entered is not
meeting the
password restrictions
configured
AAMIASWRESIRUIER | 3-Error AAA password The aaa LOG _STD _ACTION
restriction failed.- | password/secret/key
[chars]\n entered is not
meeting the
password restrictions
configured
AMSASMRSIRCIHR | 3-Error AAA password The aaa LOG STD_ACTION
restriction failed.- | password/secret/key
[chars]\n entered is not

meeting the
password restrictions
configured
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3-Error

Server '[chars]":

[chars]

This is an internal
software error in the
AAA server group
subsystem.

aaa

"This is an internal
software error.
Check bug toolkit "
"on Cisco website
for the issue. If you
didn't find one "
"Enter
<CmdBold>Show
tachssupportNoCmdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

3-Error

Server '[chars]':

[chars]

This is an internal
software error in the
AAA server group
subsystem.

aaa

"This is an internal
software error.
Check bug toolkit "
"on Cisco website
for the issue. If you
didn't find one "
"Enter
<CmdBold>Show
techsupportNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

3-Error

Server '[chars]':

[chars]

This is an internal
software error in the
AAA server group
subsystem.

aaa

"This is an internal
software error.
Check bug toolkit "
"on Cisco website
for the issue. If you
didn't find one "
"Enter
<CmdBold>Show
techsuppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."
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3-Error

Failed to fork
process for [chars].

Quite likely we ran
out of memory.
Other explanations
are possible.

aaa

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find "
"one Enter
<CmdBold>Show
tech-suppatNoCimdBold>
" "command collect
all the information
and error " "message
and report it to your
technical support "
"representative."

AMIGITBDIVERRGAL

3-Error

Failed to fork
process for [chars].

Quite likely we ran
out of memory.
Other explanations
are possible.

aaa

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find "
"one Enter
<CmdBold>Show
techsuppatNoCimdBold>
" "command collect
all the information
and error " "message
and report it to your
technical support "
"representative."

3-Error

Failed to fork
process for [chars].

Quite likely we ran
out of memory.
Other explanations
are possible.

aaa

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find "
"one Enter
<CmdBold>Show
techrsupportNoCmdBold>
" "command collect
all the information
and error " "message
and report it to your
technical support "
"representative."
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AMISGNHNALBRR

3-Error

server group
'[chars]': [chars]

This is an internal
software error in the
AAA server group
subsystem.

aaa

"This is an internal
software error.
Check bug " "toolkit
on Cisco website for
the issue. If you "
"didn't find one
Enter
<CmdBold>Show
tech-support"
"<NoCmdBold>
command collect all
the information "
"and error message
report it to your
technical " "support
representative."

AASSGNIFRNAL BRRR

3-Error

server group
'[chars]': [chars]

This is an internal
software error in the
AAA server group
subsystem.

aaa

"This is an internal
software error.
Check bug " "toolkit
on Cisco website for
the issue. If you "
"didn't find one
Enter
<CmdBold>Show
tech-support"
"<NoCmdBold>
command collect all
the information "
"and error message
report it to your
technical " "support
representative."”

AMISGNHNALERR

3-Error

server group
'[chars]": [chars]

This is an internal
software error in the
AAA server group
subsystem.

aaa

"This is an internal
software error.
Check bug " "toolkit
on Cisco website for
the issue. If you "
"didn't find one
Enter
<CmdBold>Show
tech-support"
"<NoCmdBold>
command collect all
the information "
"and error message
report it to your
technical " "support
representative."
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3-Error

Failed to fork
process for [chars].

Quite likely we ran
out of memory.
Other explanations
are possible.

aaa

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
tech-suppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

AN TISIROCKRAAL

3-Error

Failed to fork
process for [chars].

Quite likely we ran
out of memory.
Other explanations
are possible.

aaa

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
techsuppatNoCimdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

3-Error

Failed to fork
process for [chars].

Quite likely we ran
out of memory.
Other explanations
are possible.

aaa

"If this message
recurs. Check bug
toolkit " "on Cisco
website for the issue.
If you didn't find one
" "Enter
<CmdBold>Show
techrsupportNoCmdBold>
command " "Collect
all the information
and error message
and report " "it to
your technical
support
representative."

29



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AAA-3-SORTFAIL | 3-Error [chars] :Peruser Sorting of the aaa LOG STD ACTION
Could not sort the | attributes received
[chars] attributes from AAA server
failed.
AAA-3-SORTFAIL | 3-Error [chars] :Peruser Sorting of the aaa LOG _STD_ACTION
Could not sort the | attributes received
[chars] attributes from AAA server
failed.
AAA-3-SORTFAIL | 3-Error [chars] :Peruser Sorting of the aaa LOG _STD _ACTION
Could not sort the | attributes received
[chars] attributes from AAA server
failed.
AMIQALTIRBAID | 5-Notice User [chars] blocked | User blocked since |aaa LOG _STD ACTION
for login till [chars] |the number of
authentication
failures in the watch
time exceeded the
configured
threshold.
AAASUSER TOCKED | 5-Notice User [chars] locked | User locked out aaa LOG_STD_ACTION
out on authentication | since the number of
failure authentication
failures exceeded the
configured
threshold.
AAAS5USER TOCKED | 5-Notice User [chars] locked | User locked out aaa LOG STD ACTION
out on authentication | since the number of
failure authentication
failures exceeded the
configured
threshold.
AAASUSER TOCKED | 5-Notice User [chars] locked | User locked out aaa LOG _STD_ACTION
out on authentication | since the number of
failure authentication
failures exceeded the
configured
threshold.
AAA-5-USER RESET | 5-Notice User [chars] failed | User's number of aaa LOG STD ACTION

attempts reset by
[chars]

failed authentication
attempts so far has
been reset to zero
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AAA-5-USER RESET | 5-Notice User [chars] failed | User's number of |aaa LOG STD ACTION
attempts reset by failed authentication

[chars] attempts so far has
been reset to zero
AAA-5-USER RESET | 5-Notice User [chars] failed | User's number of aaa LOG STD ACTION
attempts reset by failed authentication
[chars] attempts so far has
been reset to zero
AAASTSR UNLOCKED | 5-Notice User [chars] User unlocked by the | aaa LOG _STD _ACTION
unlocked by [chars] |system
administrator. User
is enabled to login to
the system.
AAASUSR UNLOCKHD | 5-Notice User [chars] User unlocked by the | aaa LOG _STD ACTION
unlocked by [chars] | system
administrator. User
is enabled to login to
the system.
AAASTSR UNLOCKED | 5-Notice User [chars] User unlocked by the | aaa LOG_STD_ACTION
unlocked by [chars] | system
administrator. User
is enabled to login to
the system.
AAAGACCTHESIDWRAP | 6-Information Accounting-Session-ID | Accounting-Session-ID | aaa "This is
[dec] exceeded max |value exceeded max informational only
value allowed value allowed. Now not an error."
it is wrapping.
AAAGACTESIDWRAP | 6-Information Accounting-Session-ID | Accounting-Session-ID | aaa "This is
[dec] exceeded max | value exceeded max informational only
value allowed value allowed. Now not an error."
it is wrapping.
AAAGACCTSESIDWRAP | 6-Information Accounting-Session-ID | Accounting-Session-ID | aaa "This is
[dec] exceeded max | value exceeded max informational only
value allowed value allowed. Now not an error."
it is wrapping.
AAA-6-BADHDL | 6-Information invalid hdl AAA ID | A AAA client has |aaa LOG _STD ACTION
[dec] hdl [hec] provided an invalid

[chars]

attribute list handle
to AAA.
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AAA-6-BADHDL | 6-Information invalid hdl AAA ID | A AAA clienthas |aaa LOG STD ACTION
[dec] hdl [hec] provided an invalid
[chars] attribute list handle

to AAA.
AAA-6-BADHDL | 6-Information invalid hdl AAA ID | A AAA clienthas |aaa LOG STD ACTION
[dec] hdl [hec] provided an invalid
[chars] attribute list handle
to AAA.
AAAGINVALIDROUTE | 6-Information Syntax error in route | Currently aaa LOG _STD _ACTION
statement: [chars] | downloading route
contains syntax
error.
AAAGINVALIDROUTE | 6-Information Syntax error in route | Currently aaa LOG _STD ACTION
statement: [chars] | downloading route
contains syntax
error.
AAAGINVALIDROUTE | 6-Information Syntax error in route | Currently aaa LOG_STD_ACTION
statement: [chars] | downloading route
contains syntax
error.
AMSKPMHAITRBUEE | 6-Information Warning: Hardware |\nTo handle aaa LOG STD ACTION
idb is NULL. No Modem-on-Hold
Modem. MoH attribute we need
attribute can not be | connectivity with
applied and it is modems supporting
Skipped for V.92 modem
authorization. standards. If there is
no modem there
wouldn't be any tty
without which we
cannot use MOH
attributes.
AMSKPMHAITRBUE | 6-Information Warning: Hardware |\nTo handle aaa LOG _STD_ACTION

idb is NULL. No
Modem. MoH
attribute can not be
applied and it is
Skipped for
authorization.

Modem-on-Hold
attribute we need
connectivity with
modems supporting
V.92 modem
standards. If there is
no modem there
wouldn't be any tty
without which we
cannot use MOH
attributes.
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AMEKPMHATRBUIE | 6-Information Warning: Hardware |\nTo handle aaa LOG STD ACTION
idb is NULL. No Modem-on-Hold
Modem. MoH attribute we need
attribute can not be | connectivity with
applied and it is modems supporting
Skipped for V.92 modem
authorization. standards. If there is
no modem there
wouldn't be any tty
without which we
cannot use MOH
attributes.
AAAGUSER BLOCKED | 6-Information Enable view requires | \nNone method aaa LOG _STD_ACTION
to be authenticated |authentication is not
by non-none allowed in CLI
methods Please use
the appropriate
method with the
login authentication
AAAGUSER BLOCKED | 6-Information Enable view requires | \nNone method aaa LOG _STD _ACTION
to be authenticated |authentication is not
by non-none allowed in CLI
methods Please use
the appropriate
method with the
login authentication
AAAGUSER BLOCKED | 6-Information Enable view requires | \nNone method aaa LOG _STD ACTION
to be authenticated |authentication is not
by non-none allowed in CLI
methods Please use
the appropriate
method with the
login authentication
AAMGRRIAL VBV AAA | 6-Information User [chars] failed to | You have provided |aaa "This message is for
enter view '[chars]'. | wrong User ID or information only. No
Password for the action" " is
requested view required."
AAME IR VBV AM | 6-Information User [chars] failed to | You have provided |aaa "This message is for

enter view '[chars]'.

wrong User ID or
Password for the
requested view

information only. No
action" " is
required."
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AME BRI VBWAAA | 6-Information User [chars] failed to | You have provided |aaa "This message is for
enter view '[chars]'. | wrong User ID or information only. No
Password for the action" " is
requested view required."
AAAASAAARORKFALL | 3-Error Failed to start AAA | Failed to create the |aaa "Free up some
process. AAA AAA process. memory."
requests may not be
processed.
AAAASAAAFORKALL | 3-Error Failed to start AAA | Failed to create the |aaa "Free up some
process. AAA AAA process. memory."
requests may not be
processed.
AAAA3AAAFORKFALL | 3-Error Failed to start AAA |Failed to create the |aaa "Free up some
process. AAA AAA process. memory."
requests may not be
processed.
AAAA-3-ACCTATTR | 3-Error last accounting The data buffer AAA LOG SID ACTION Calst
attribute: overflowed while the logs with these
building the debugs by" " using
accounting commands #debug
packet.The aaa api#tdebug aaa
accounting attribute attr#fdebug aaa
that was being accounting"
written to the buffer
while the buffer
overflow occured
was logged.
AAAA-3-ACCTATTR | 3-Error last accounting The data buffer AAA LOG SID ACTION Colst
attribute: overflowed while the logs with these
building the debugs by" " using
accounting commands #debug
packet.The aaa api#debug aaa

accounting attribute
that was being
written to the buffer
while the buffer
overflow occured
was logged.

attr#fdebug aaa
accounting"
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AAAA-3-ACCTATTR | 3-Error last accounting The data buffer AAA LOG SID ACTION Calt
attribute: overflowed while the logs with these
building the debugs by" " using
accounting commands #debug
packet.The aaa api#debug aaa
accounting attribute attr#debug aaa
that was being accounting"
written to the buffer
while the buffer
overflow occured
was logged.
AAAA3-ACCTDUMP | 3-Error dump of accounting | The data buffer AAA LOG SID ACTION Gt
data: overflowed while the logs with these
building the debugs by" " using
accounting packet as commands #debug
the total length of aaa api#debug aaa
the attributes exceed attr##debug aaa
the buffer size. Last accounting"
128 bytes of buffer
data is dumped.
AAAA-3-ACCTDUMP | 3-Error dump of accounting | The data buffer AAA LOG SID ACTION Colst
data: overflowed while the logs with these
building the debugs by" " using
accounting packet as commands #debug
the total length of aaa api#debug aaa
the attributes exceed attr#debug aaa
the buffer size. Last accounting"
128 bytes of buffer
data is dumped.
AAAA-3-ACCTDUMP | 3-Error dump of accounting | The data buffer AAA LOG SID ACTION Collt
data: overflowed while the logs with these
building the debugs by" " using
accounting packet as commands #debug
the total length of aaa api#debug aaa
the attributes exceed attr##debug aaa
the buffer size. Last accounting"
128 bytes of buffer
data is dumped.
AAAASACCTFORKFALL | 3-Error Failed to start Failed to create the |aaa "Free up some

accounting process.
Accounting records
may not be sent.

accounting process.

memory."
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AAAASACCIFORKALL | 3-Error Failed to start Failed to create the |aaa "Free up some
accounting process. |accounting process. memory."
Accounting records
may not be sent.
AAAASACCTFORKFALL | 3-Error Failed to start Failed to create the |aaa "Free up some
accounting process. | accounting process. memory."
Accounting records
may not be sent.
AAAA-3-BADARG | 3-Error %% AAA: bad We tried to NVGEN | aaa LOG STD_ACTION
argument %0#4x a non-existent AAA
command.
AAAA-3-BADARG | 3-Error %% AAA: bad We tried to NVGEN | aaa LOG STD_ACTION
argument %0#4x a non-existent AAA
command.
AAAA-3-BADARG | 3-Error %% AAA: bad We tried to NVGEN | aaa LOG_STD_ACTION
argument %0#4x a non-existent AAA
command.
AAAA3BRADAUTHENSIR | 3-Error Bad authentication | The data buffer AAA LOG SID ACTION Colst
data: [chars] overflowed while the logs with these
building the debugs" " by using
authentication packet the commands
as the total length of #debug aaa
the attributes api#debug aaa
exceeded the buffer attr#fdebug aaa" "
size. authentication"
AAMAIBADAUTHENSIR | 3-Error Bad authentication | The data buffer AAA LOG SID ACTION Calst
data: [chars] overflowed while the logs with these
building the debugs" " by using
authentication packet the commands
as the total length of #debug aaa
the attributes api#debug aaa
exceeded the buffer attr##debug aaa" "
size. authentication"
AAAA3RADAUTHENSIR | 3-Error Bad authentication | The data buffer AAA LOG SID ACTION Colst
data: [chars] overflowed while the logs with these
building the debugs" " by using
authentication packet the commands

as the total length of
the attributes
exceeded the buffer
size.

#debug aaa

api#debug aaa
attr##debug aaa
authentication"

nn
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AAAA-3-BADCOMM | 3-Error Trying config An internal error has | aaa LOG STD ACTION
command but should | occurred
not be.
AAAA-3-BADCOMM | 3-Error Trying config An internal error has | aaa LOG STD ACTION
command but should | occurred
not be.
AAAA-3-BADCOMM | 3-Error Trying config An internal error has | aaa LOG _STD _ACTION
command but should | occurred
not be.
AAAA-3-BADLIST | 3-Error %% AAA: bad One of the AAA aaa LOG STD_ACTION
[chars] list [chars] | methods does not
seem to have a list
associated with it.
AAAA-3-BADLIST | 3-Error %% AAA: bad One of the AAA aaa LOG_STD_ACTION
[chars] list [chars] | methods does not
seem to have a list
associated with it.
AAAA-3-BADLIST | 3-Error %% AAA: bad One of the AAA aaa LOG STD ACTION
[chars] list [chars] | methods does not
seem to have a list
associated with it.
AAAA-3-BADREG | 3-Error Illegal registry call. | An internal software | aaa LOG _STD_ACTION
error has occurred
AAAA-3-BADREG | 3-Error Illegal registry call. | An internal software | aaa LOG STD ACTION
error has occurred
AAAA-3-BADREG | 3-Error Illegal registry call. | An internal software | aaa LOG _STD ACTION
error has occurred
AAAA-3-BADSTATE | 3-Error \n%% AAA: Bad |A AAA method list |aaa LOG STD ACTION
state for [chars] list | is neither default nor
name [dec] named. This is bad.
AAAA-3-BADSTATE | 3-Error \n%% AAA: Bad A AAA method list |aaa LOG STD ACTION
state for [chars] list | is neither default nor
name [dec] named. This is bad.
AAAA-3-BADSTATE | 3-Error \n%% AAA: Bad A AAA method list |aaa LOG_STD_ACTION

state for [chars] list
name [dec]

is neither default nor
named. This is bad.
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AAAA-3-BADSTR

3-Error

Bad accounting data:
[chars]

During AAA
accounting
operations the
internal database of
accounting
information for a
user was found to be
corrupt. In all cases
this indicates an
internal software
error and that
accounting
information for a
particular user
session has been
lost.

aaa

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."

AAAA-3-BADSTR

3-Error

Bad accounting data:
[chars]

During AAA
accounting
operations the
internal database of
accounting
information for a
user was found to be
corrupt. In all cases
this indicates an
internal software
error and that
accounting
information for a
particular user
session has been
lost.

aaa

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."

AAAA-3-BADSTR

3-Error

Bad accounting data:
[chars]

During AAA
accounting
operations the
internal database of
accounting
information for a
user was found to be
corrupt. In all cases
this indicates an
internal software
error and that
accounting
information for a
particular user
session has been
lost.

aaa

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."
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AAAAIDIRFORKFALL | 3-Error Failed to fork Quite likely we ran |aaa LOG STD ACTION
process for [chars]. |out of memory.

Other explanations
are possible.

AAAA3DIRFORKFAL | 3-Error Failed to fork Quite likely we ran |aaa LOG _STD_ACTION
process for [chars]. |out of memory.

Other explanations
are possible.

AAAA3DIRFORKFALL | 3-Error Failed to fork Quite likely we ran |aaa LOG _STD _ACTION
process for [chars]. | out of memory.

Other explanations
are possible.

AAMSPRONCCIRUIQ | 3-Error Accounting record | An accounting aaa "Disable periodic
dropped due to a full | record was dropped accounting if it is on.
aaa accounting because there are too The accounting
queue: many accounting queue may " "have
[chars]-[chars] packets enqueued. grown to be large
[chars] [chars] which is usually due

to a non-responsive
""AAA server. Use
'show radius
statistics' or 'show
tacacs' to see " "if the
number of timeouts
is increasing or if the
response delay is "
"unusually high."
AMASTRONCIRIIQ) | 3-Error Accounting record | An accounting aaa "Disable periodic

dropped due to a full
aaa accounting
queue:
[chars]-[chars]
[chars] [chars]

record was dropped
because there are too
many accounting
packets enqueued.

accounting if it is on.
The accounting
queue may " "have
grown to be large
which is usually due
to a non-responsive
""AAA server. Use
'show radius
statistics' or 'show
tacacs' to see " "if the
number of timeouts
is increasing or if the
response delay is "
"unusually high."
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AAMASPRONCIRIIQ) | 3-Error Accounting record | An accounting aaa "Disable periodic
dropped due to a full | record was dropped accounting if it is on.
aaa accounting because there are too The accounting
queue: many accounting queue may " "have
[chars]-[chars] packets enqueued. grown to be large
[chars] [chars] which is usually due
to a non-responsive
" "AAA server. Use
'show radius
statistics' or 'show
tacacs'to see " "if the
number of timeouts
is increasing or if the
response delay is "
"unusually high."
AMAIRIACTIOMVEM | 3-Error Accounting record | An accounting aaa "Disable periodic
dropped due to low |record dropped due accounting if it is on.
memory: to low memory. Try to reduce the
[chars]-[chars] load " "on the
[chars] [chars] router."
AMAIROACTIOMVEM | 3-Error Accounting record | An accounting aaa "Disable periodic
dropped due to low |record dropped due accounting if it is on.
memory: to low memory. Try to reduce the
[chars]-[chars] load " "on the
[chars] [chars] router."
AMAIRI(CTOMEM | 3-Error Accounting record | An accounting aaa "Disable periodic
dropped due to low |record dropped due accounting if it is on.
memory: to low memory. Try to reduce the
[chars]-[chars] load " "on the
[chars] [chars] router."
AWSKPCORBED | 3-Error accounting record | An accounting aaa "Disable periodic
dropped output record was dropped. accounting if it is on.
record queue full: | The record could not " "<CmdBold>[no]

[chars]-[chars]
[chars] [chars]\n\

be enqueued because
the number of
records in the output
queue has exceeded
the system limit.

aaa accounting
update newinfo "
"periodic
<wterval><NoCmdBold>"

40




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion

AWSRIXCQRIBALD | 3-Error accounting record | An accounting aaa "Disable periodic
dropped output record was dropped. accounting if it is on.
record queue full: The record could not " "<CmdBold>[no]
[chars]-[chars] be enqueued because aaa accounting
[chars] [chars]\n\ the number of update newinfo "

records in the output "periodic
queue has exceeded <mntervab~<NoCmdBold>"
the system limit.

ANSRCQREXHID | 3-Error accounting record | An accounting aaa "Disable periodic
dropped output record was dropped. accounting if it is on.
record queue full: The record could not " "<CmdBold>[no]
[chars]-[chars] be enqueued because aaa accounting
[chars] [chars]\n\ the number of update newinfo "

records in the output "periodic
queue has exceeded <inferval><NoCmdBold>"'
the system limit.

AMATRO(CISNTAL | 3-Error Accounting record | An attempt to send |aaa "Check that the
dropped send to an accounting record server TACACS+ or
server failed: to a server failed. RADIUS is
[chars]-[chars] operational. Next "
[chars] [chars]

AMAIRCP(CISNTRAL | 3-Error Accounting record | An attempt to send |aaa "Check that the
dropped send to an accounting record server TACACS+ or
server failed: to a server failed. RADIUS is
[chars]-[chars] operational. Next "
[chars] [chars]

AMASTRO(CISNTAL | 3-Error Accounting record | An attempt to send |aaa "Check that the
dropped send to an accounting record server TACACS+ or
server failed: to a server failed. RADIUS is
[chars]-[chars] operational. Next "
[chars] [chars]

AAAASITHGAINAME | 3-Error Illegal [chars] A method-list name | aaa "Pick a different
[chars] name should not be the method-list name
\[chars]\ rejected same as a method that is not also a

name. Please choose method-name."
a different name for
the method list.

AAAASIITHGAINAME | 3-Error Illegal [chars] A method-list name | aaa "Pick a different

[chars] name
\[chars]\ rejected

should not be the
same as a method
name. Please choose
a different name for
the method list.

method-list name
that is not also a
method-name."
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AAAASIITRGAINAME | 3-Error Illegal [chars] A method-list name | aaa "Pick a different
[chars] name should not be the method-list name
\[chars]\ rejected same as a method that is not also a
name. Please choose method-name."
a different name for
the method list.
AAAA-3ILLSGNAME | 3-Error Illegal server-group | The given aaa "Please pick a
name [chars] type |server-group name is different
[chars]. a name that could server-group name."
conflict with
internally chosen
lists.
AAAA-3ILLSGNAME | 3-Error Illegal server-group | The given aaa "Please pick a
name [chars] type |server-group name is different
[chars]. a name that could server-group name."
conflict with
internally chosen
lists.
AAAA3ILLSGNAME | 3-Error Illegal server-group | The given aaa "Please pick a
name [chars] type server-group name is different
[chars]. a name that could server-group name."
conflict with
internally chosen
lists.
AAASNTHRNAL FRR(R | 3-Error [chars] This is an internal | aaa LOG_STD_ACTION
software error.
AAASNIHRNAL RR(R | 3-Error [chars] This is an internal | aaa LOG STD ACTION
software error.
AAMASNIERNAL IRR(R | 3-Error [chars] This is an internal | aaa LOG _STD_ACTION
software error.
AAAASINVALIDATIRIRT | 3-Error aaa attribute list CLI | An internal error has | aaa LOG STD ACTION
is not valid when occurred
configuring in
sub-mode.
AAASINVALIDATIRIRT | 3-Error aaa attribute list CLI | An internal error has | aaa LOG _STD ACTION
is not valid when occurred
configuring in
sub-mode.
AAAASINVAIIDATIRIRT | 3-Error aaa attribute list CLI | An internal error has | aaa LOG_STD_ACTION
is not valid when occurred

configuring in
sub-mode.
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AAAA3-INVALIDLIST | 3-Error %% AAA: invalid |One of the AAA aaa LOG_STD_ACTION
[chars] list [dec]. methods lists has
inconsistent settings
AAAA-3INVALIDLIST | 3-Error %% AAA: invalid |One of the AAA aaa LOG _STD_ACTION
[chars] list [dec]. methods lists has
inconsistent settings
AAAA3INVALIDLIST | 3-Error %% AAA: invalid |One of the AAA aaa LOG STD_ACTION
[chars] list [dec]. methods lists has
inconsistent settings
AAAA-3-INVSTATE | 3-Error [chars] One of the two aaa LOG STD_ACTION
AUTHOR/[chars]: | mentioned
Internal state is data-structures is not
invalid: astruct set but is needed
0x[hec] ustruct here. This is an
0x[hec] internal software
error.
AAAA-3-INVSTATE | 3-Error [chars] One of the two aaa LOG_STD_ACTION
AUTHOR/[chars]: | mentioned
Internal state is data-structures is not
invalid: astruct set but is needed
0x[hec] ustruct here. This is an
0x[hec] internal software
error.
AAAA-3-INVSTATE | 3-Error [chars] One of the two aaa LOG STD ACTION
AUTHOR/[chars]: | mentioned
Internal state is data-structures is not
invalid: astruct set but is needed
0x[hec] ustruct here. This is an
0x[hec] internal software
error.
AAAA3ZLISTCREATE | 3-Error The list [dec] for One of the aaa LOG _STD_ACTION
[chars] is NULL. method-lists created
This should never | at startup wasn't
be. created. This may
cause a reload
AAAA-31ISTCREATE | 3-Error The list [dec] for One of the aaa LOG STD ACTION

[chars] is NULL.
This should never
be.

method-lists created
at startup wasn't
created. This may
cause a reload
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AAAA-31ISTCRFATE | 3-Error The list [dec] for One of the aaa LOG STD ACTION
[chars] is NULL. method-lists created

This should never | at startup wasn't
be. created. This may
cause a reload

AAAASMKIIMERFALL | 3-Error Failed to create Failed to malloca |aaa "Free up some
periodic accounting | timer struct for memory and have
timer for user periodic accounting. user re-authenticate."
[chars]. This user
may not generate
periodic accounting
records.

AAAASMKIIMERFALL | 3-Error Failed to create Failed to malloca |aaa "Free up some
periodic accounting | timer struct for memory and have
timer for user periodic accounting. user re-authenticate."
[chars]. This user
may not generate
periodic accounting
records.

AAAA3MKIIMERFALL | 3-Error Failed to create Failed to malloca |aaa "Free up some
periodic accounting | timer struct for memory and have
timer for user periodic accounting. user re-authenticate."
[chars]. This user
may not generate
periodic accounting
records.

AAMASVKIMERNALD | 3-Error Invalid request to Invalid client usuage | aaa "Copy the error
create periodic of timer struct for message exactly as it
accounting timer for | periodic accounting. appears and report it
user [chars]. Timer to your " "technical
already exists. support

representative."

AAANVKIVERNALD | 3-Error Invalid request to | Invalid client usuage | aaa "Copy the error
create periodic of timer struct for message exactly as it
accounting timer for | periodic accounting. appears and report it
user [chars]. Timer to your " "technical
already exists. support

representative."

AMAVKIMRNALD | 3-Error Invalid request to Invalid client usuage | aaa "Copy the error

create periodic
accounting timer for
user [chars]. Timer
already exists.

of timer struct for
periodic accounting.

message exactly as it
appears and report it
to your " "technical
support
representative."
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3-Error

[chars]

Administrative
process has been
enabled but
somehow could not
run

3-Error

[chars]

Administrative
process has been
enabled but
somehow could not
run

3-Error

[chars]

Administrative
process has been
enabled but
somehow could not
run

3-Error

%% AAA: No free
[chars] lists for
\[chars]\

You have reached
the maximum
number of possible
authentication lists
for this method.

aaa

LOGSIDREIR ACTIN

AAAA3NOFREELISTS

3-Error

%% AAA: No free
[chars] lists for
\[chars]\

You have reached
the maximum
number of possible
authentication lists
for this method.

aaa

I0GSIDREIR ACTON

3-Error

%% AAA: No free
[chars] lists for
\[chars]\

You have reached
the maximum
number of possible
authentication lists
for this method.

aaa

10GSIDREIR ACTON

AAAA-3-NOLIST | 3-Error [chars]: no method | An internal software | aaa LOG _STD_ACTION
list-name. error.

AAAA-3-NOLIST |3-Error [chars]: no method | An internal software | aaa LOG STD ACTION
list-name. error.

AAAA-3-NOLIST | 3-Error [chars]: no method | An internal software | aaa LOG _STD ACTION
list-name. error.

AAAA-3-NOREG | 3-Error [chars] method [dec] | An internal error has | aaa LOG_STD_ACTION
has no registry! occurred

AAAA-3-NOREG | 3-Error [chars] method [dec] | An internal error has | aaa LOG STD ACTION

has no registry!

occurred
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AAAA-3-NOREG | 3-Error [chars] method [dec] | An internal error has | aaa LOG STD ACTION
has no registry! occurred
AAAA-3-NOSERYV | 3-Error No name for An internal error has | aaa LOG _STD_ACTION
servergroup in occurred
method [chars]
AAAA-3-NOSERV | 3-Error No name for An internal error has | aaa LOG _STD _ACTION
servergroup in occurred
method [chars]
AAAA-3-NOSERV | 3-Error No name for An internal error has | aaa LOG _STD ACTION
servergroup in occurred
method [chars]
AAAA-3-NOSG 3-Error No server-group An internal error has | aaa LOG_STD_ACTION
passed through occurred
parser.
AAAA-3-NOSG 3-Error No server-group An internal error has | aaa LOG STD ACTION
passed through occurred
parser.
AAAA-3-NOSG 3-Error No server-group An internal error has | aaa LOG _STD ACTION
passed through occurred
parser.
AAAA-3-NULPORT | 3-Error Could not establish | This message aaa "Copy the error
port information indicates an internal message exactly as it
software error. AAA appears and report it
could not determine to your " "technical
a valid port string support
based on the representative."
information provided
to it via a client.
AAAA-3-NULPORT | 3-Error Could not establish | This message aaa "Copy the error

port information

indicates an internal
software error. AAA
could not determine
a valid port string
based on the
information provided
to it via a client.

message exactly as it
appears and report it
to your " "technical
support
representative."
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AAAA-3-NULPORT | 3-Error Could not establish | This message aaa "Copy the error
port information indicates an internal message exactly as it

software error. AAA appears and report it
could not determine to your " "technical
a valid port string support
based on the representative."
information provided
to it via a client.

AAAA-3-NULUSR | 3-Error accounting for null | This message aaa "Copy the error

user

indicates an internal
software error.
During shutdown of
a line or interface the
system tried to send
accounting
information via
AAA but could not
find the user to
which the
accounting
information
belonged. The most
likely reason for this
error is trying to do
accounting twice for
the same event. This
error message can
occur without any
loss of accounting
information.

message exactly as it
appears and report it
to your " "technical
support
representative."
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AAAA-3-NULUSR

3-Error

accounting for null
user

This message
indicates an internal
software error.
During shutdown of
a line or interface the
system tried to send
accounting
information via
AAA but could not
find the user to
which the
accounting
information
belonged. The most
likely reason for this
error is trying to do
accounting twice for
the same event. This
error message can
occur without any
loss of accounting
information.

aaa

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."

AAAA-3-NULUSR

3-Error

accounting for null
user

This message
indicates an internal
software error.
During shutdown of
a line or interface the
system tried to send
accounting
information via
AAA but could not
find the user to
which the
accounting
information
belonged. The most
likely reason for this
error is trying to do
accounting twice for
the same event. This
error message can
occur without any
loss of accounting
information.

aaa

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."

AAAA-3-OVERWRITE

3-Error

Overwrote internal
buffer space [chars]

An internal software
error.

aaa

"Report to
tac@cisco.com."
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AAAA3-OVERWRIIE | 3-Error Overwrote internal | An internal software | aaa "Report to
buffer space [chars] | error. tac@cisco.com."
AAAA3-OVERWRITE | 3-Error Overwrote internal | An internal software | aaa "Report to
buffer space [chars] | error. tac@cisco.com."
AAASPRRITIHCRKIAL | 3-Error Failed to start Failed to create the |aaa "Free up some
periodic accounting | periodic accounting memory."
process. Periodic process.
accounting records
may not be sent.
AAAASHRIODHRKAL | 3-Error Failed to start Failed to create the |aaa "Free up some
periodic accounting | periodic accounting memory."
process. Periodic process.
accounting records
may not be sent.
AAASPRRITIHCRKIAL | 3-Error Failed to start Failed to create the |aaa "Free up some
periodic accounting | periodic accounting memory."
process. Periodic process.
accounting records
may not be sent.
AAAA3ZPERNOTIMRR | 3-Error AAA/ACCT/TIMER: | We are trying to free | aaa LOG STD ACTION
Periodic update but |a timer and the
no timer. method is
PERIODIC but no
timer seems to exist.
AAAA3PERNOTIMER | 3-Error AAA/ACCT/TIMER: | We are trying to free | aaa LOG _STD_ACTION
Periodic update but |a timer and the
no timer. method is
PERIODIC but no
timer seems to exist.
AAAA3PERNOTIMER | 3-Error AAA/ACCT/TIMER: | We are trying to free | aaa LOG STD ACTION
Periodic update but |a timer and the
no timer. method is
PERIODIC but no
timer seems to exist.
AAAA-3-RELOGIN | 3-Error sanity check in A software or aaa "Copy the error

re-login [chars] to
[chars]

hardware error
occurred.

message exactly as it
appears and report it
to your " "technical
support
representative."
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AAAA-3-RELOGIN | 3-Error sanity check in A software or aaa "Copy the error
re-login [chars] to | hardware error message exactly as it
[chars] occurred. appears and report it
to your " "technical
support
representative."
AAAA-3-RELOGIN | 3-Error sanity check in A software or aaa "Copy the error
re-login [chars] to | hardware error message exactly as it
[chars] occurred. appears and report it
to your " "technical
support
representative."
AAAA-3-SGDUPFREE | 3-Error Duplicate free of This is an internal | aaa LOG _STD _ACTION
server group Ox[hec] | software error.
AAAA-3-SGDUPFREE | 3-Error Duplicate free of This is an internal | aaa LOG STD_ACTION
server group Ox[hec] | software error.
AAAA3-SGDUPFREE | 3-Error Duplicate free of This is an internal | aaa LOG_STD_ACTION
server group Ox[hec] | software error.
AAAA-3-STRCREATE | 3-Error str_create overwrote | An internal buffer |aaa LOG STD ACTION
its internal buffer. | used to assemble a
string was exceeded
thus possibly
corrupting other
memory.
AAAA-3-STRCREATE | 3-Error str_create overwrote | An internal buffer |aaa LOG _STD_ACTION
its internal buffer. | used to assemble a
string was exceeded
thus possibly
corrupting other
memory.
AAAA-3-STRCREATE | 3-Error str_create overwrote | An internal buffer |aaa LOG STD ACTION
its internal buffer. | used to assemble a
string was exceeded
thus possibly
corrupting other
memory.
AAAA-3-SUBTYPE | 3-Error Bad Subtype [dec] | An internal software | aaa "Report to
for \[chars]\ [dec] |error. tac@cisco.com.”
AAAA-3-SUBTYPE | 3-Error Bad Subtype [dec] | An internal software | aaa "Report to

for \[chars]\ [dec]

€1TOor.

tac@cisco.com."
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AAAA-3-SUBTYPE | 3-Error Bad Subtype [dec] | An internal software | aaa "Report to
for \[chars]\ [dec] |error. tac@cisco.com."
AAAA3TIMERNOPER | 3-Error AAA/ACCT/TIMER: | We are trying to free | aaa LOG STD ACTION
No periodic update |a timer but the
but timer set. update method is not
PERIODIC and so
no timer should
exist.
AAAA3TIMERNOPER | 3-Error AAA/ACCT/TIMER: | We are trying to free | aaa LOG _STD _ACTION
No periodic update |a timer but the
but timer set. update method is not
PERIODIC and so
no timer should
exist.
AAAA3TIMERNOPER | 3-Error AAA/ACCT/TIMER: | We are trying to free | aaa LOG _STD ACTION
No periodic update |a timer but the
but timer set. update method is not
PERIODIC and so
no timer should
exist.
AAAAARADMFTHNAVE | 4-Warning Bad [chars] A method-list name | aaa "Pick a different
method-list name should not be the method-list name
\[chars]\ this is only |same as a method that is not also a
a warning name. Please choose method-name."
a different name for
the method list.
AAAAARADMFTHNAMVE | 4-Warning Bad [chars] A method-list name | aaa "Pick a different
method-list name should not be the method-list name
\[chars]\ this is only | same as a method that is not also a
a warning name. Please choose method-name."
a different name for
the method list.
AAAAARADMFTHNAMVE | 4-Warning Bad [chars] A method-list name | aaa "Pick a different
method-list name should not be the method-list name
\[chars]\ please same as a method that is not also a

choose another name

name. Please choose
a different name for
the method list.

method-name."
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AAAA4BADSGNAME | 4-Warning Bad server-group The given aaa "Verify that the
name [chars] type |server-group name group exists and has
[chars]. either doesn't exist or the same " "type."
the given type does
not match the
defined
server-group.
AAAA4BADSGNAME | 4-Warning Bad server-group The given aaa "Verify that the
name [chars] type |server-group name group exists and has
[chars]. either doesn't exist or the same " "type."
the given type does
not match the
defined
server-group.
AAAA4BADSGNAME | 4-Warning Bad server-group The given aaa "Verify that the
name [chars] type |server-group name group exists and has
[chars]. either doesn't exist or the same " "type."
the given type does
not match the
defined
server-group.
AAAAABADSGTYPE | 4-Warning Server-group [chars] | The given aaa "Verify that the
is not of type [chars]. | server-group name group exists and has
does not match the " "the same type."
specified type
AAAAABADSGTYPE | 4-Warning Server-group [chars] | The given aaa "Verify that the
is not of type [chars]. | server-group name group exists and has
does not match the " "the same type."
specified type
AAAA4BADSGTYPE | 4-Warning Server-group [chars] | The given aaa "Verify that the
is not of type [chars]. | server-group name group exists and has
does not match the " "the same type."
specified type
AAAAJ T DHRECAIHD | 4-Warning [chars] CLI deprecated. aaa LOG _STD ACTION
New CLI to be used
AAAATDERECAIRD | 4-Warning [chars] CLI deprecated. aaa LOG STD ACTION
New CLI to be used
AAAAJAT DERECAIRD | 4-Warning [chars] CLI deprecated. aaa LOG _STD ACTION
New CLI to be used
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AAAAADNISGPUNDEF | 4-Warning Warning: DNIS The DNIS group was | aaa "Define the DNIS
group [chars] is not | used without group before using
defined. defining it first. It it."

should be defined
before use.

AAAAADNISGPUNDEF | 4-Warning Warning: DNIS The DNIS group was | aaa "Define the DNIS
group [chars] is not | used without group before using
defined. defining it first. It it."

should be defined
before use.

AAAA4DNISGPUNDEF | 4-Warning Warning: DNIS The DNIS group was | aaa "Define the DNIS
group [chars] is not | used without group before using
defined. defining it first. It it."

should be defined
before use.

AAAAANOCACHEROC | 4-Warning The aaa cache Cache was listed in | aaa "Define the cache
process is not a method-list profile before using
created. Please without defining it it."
configure aaa cache | first. Cache profile
profile first should be defined

before use.

AAAAANOCACHHEROC | 4-Warning The aaa cache Cache was listed in | aaa "Define the cache
process is not a method-list profile before using
created. Please without defining it it."
configure aaa cache | first. Cache profile
profile first should be defined

before use.

AAAAANOCACHHROC | 4-Warning The aaa cache Cache was listed in |aaa "Define the cache
process is not a method-list profile before using
created. Please without defining it it."
configure aaa cache | first. Cache profile
profile first should be defined

before use.
AAAA-4-NOSERVER | 4-Warning Warning: Server The given server is |aaa "Please define the

[chars] is not
defined.

not on the master-list
and should be
defined or
unexpected things
might happen.

server on the
appropriate "
"master-list as soon
as possible."
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AAAA-4NOSERVER | 4-Warning Warning: Server The given server is |aaa "Please define the
[chars] is not not on the master-list server on the
defined. and should be appropriate "

defined or "master-list as soon
unexpected things as possible."
might happen.

AAAA-4-NOSERVER | 4-Warning Warning: Server The given server is |aaa "Please define the
[chars] is not not on the master-list server on the
defined. and should be appropriate "

defined or "master-list as soon
unexpected things as possible."
might happen.

AAAA4SERVNOGRP | 4-Warning Warning: Server The server does not |aaa "Please check that
[inet]:[dec][dec] is |belong to the the specified server
not part of server specified server belongs " "to the
group [chars]. group server group"

AAAA4SERVNOGRP | 4-Warning Warning: Server The server does not | aaa "Please check that
[inet]:[dec][dec] is |belong to the the specified server
not part of server specified server belongs " "to the
group [chars]. group server group"

AAAA4SERVNOGRP | 4-Warning Warning: Server The server does not |aaa "Please check that
[inet]:[dec][dec] is |belong to the the specified server
not part of server specified server belongs " "to the
group [chars]. group server group"

AAAAASFRVNORADILS | 4-Warning The server-group The protocol used by | aaa "Use a radius
\[chars]\ is not a the server-group server-group."
radius server group. | doesn't support the
Please define configured aaa
\[chars]\ as a radius | action.
server group.

AAAAASFRVNORADILS | 4-Warning The server-group The protocol used by | aaa "Use a radius
\[chars]\ is not a the server-group server-group."
radius server group. | doesn't support the
Please define configured aaa
\[chars]\ as a radius |action.
server group.

AAAAASFRVNORADILS | 4-Warning The server-group The protocol used by | aaa "Use a radius
\[chars]\is not a the server-group server-group."
radius server group. | doesn't support the
Please define configured aaa
\[chars]\ as a radius |action.

server group.
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AMAMSTRVNOIAHLS | 4-Warning The server-group The protocol used by | aaa "Use a tacacst+
\[chars]\ is not a the server-group server-group."
tacacs+ server group. | doesn't support the
Please define configured aaa
\[chars]\ as a tacacs+ | action.
server group.

AAAASRINOIAHLLS | 4-Warning The server-group The protocol used by | aaa "Use a tacacs+
\[chars]\ is not a the server-group server-group."
tacacs+ server group. | doesn't support the
Please define configured aaa
\[chars]\ as a tacacs+ | action.
server group.

AAASRVINOIACHLS | 4-Warning The server-group The protocol used by | aaa "Use a tacacs+
\[chars]\ is not a the server-group server-group."
tacacs+ server group. | doesn't support the
Please define configured aaa
\[chars]\ as a tacacs+ | action.
server group.

AAAA-4-SERVUNDEF | 4-Warning The server-group A given aaa "Define the
\[chars]\ is not server-group was server-group before
defined. Please listed in a using it."
define it. method-list without

defining it first.
Server-groups
should be defined
before use.

AAAA4SERVUNDEF | 4-Warning The server-group A given aaa "Define the
\[chars]\ is not server-group was server-group before
defined. Please listed in a using it."
define it. method-list without

defining it first.
Server-groups
should be defined
before use.

AAAA4SERVUNDEF | 4-Warning The server-group A given aaa "Define the
\[chars]\ is not server-group was server-group before
defined. Please listed in a using it."
define it. method-list without

defining it first.
Server-groups
should be defined
before use.
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AMANNI PAAIISIART | 4-Warning %% AAA: wait-start accounting | aaa "wait-start
Unsupported option | is not supported. It is accounting is not
wait-start mapped to | being mapped to supported. It is being
start-stop. start-stop mapped to start-stop"
AAAAAUNS PWATSIART | 4-Warning %% AAA: wait-start accounting | aaa "wait-start
Unsupported option |is not supported. It is accounting is not
wait-start mapped to | being mapped to supported. It is being
start-stop. start-stop mapped to start-stop"
AAAAAUNS PWATTSIART | 4-Warning %% AAA: wait-start accounting | aaa "wait-start
Unsupported option | is not supported. It is accounting is not
wait-start mapped to | being mapped to supported. It is being
start-stop. start-stop mapped to start-stop"
AAAA-6-ACCTLOCAL | 6-Information Username: [chars] | AAA local aaa "This information is
Privilege level: [dec] | accounting log to store buffered
Command: [chars] |message logs" "locally and
send to SYSLOG
server"
AAAA-6-ACCTSTART | 6-Information [chars] A AAA accounting |aaa "This information is
start message. for information
only."
AAAA-6-ACCISTART | 6-Information [chars] A AAA accounting |aaa "This information is
start message. for information
only."
AAAA-6-ACCTSTART | 6-Information [chars] A AAA accounting |aaa "This information is
start message. for information
only."
AAAA-6-ACCTSTOP | 6-Information [chars] A AAA accounting |aaa "This information is
stop message. for information
only."
AAAA-6-ACCTSTOP | 6-Information [chars] A AAA accounting |aaa "This information is
stop message. for information
only."
AAAA-6-ACCTSTOP | 6-Information [chars] A AAA accounting |aaa "This information is
stop message. for information
only."
AAAAG6-ACCTWAICH | 6-Information [chars] A AAA accounting |aaa "This information is
watchdog/update for information
message. only."
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AAAA-6-ACCTWAICH | 6-Information [chars] A AAA accounting |aaa "This information is
watchdog/update for information
message. only."
AAAA-G-ACCTWAICH | 6-Information [chars] A AAA accounting |aaa "This information is
watchdog/update for information
message. only."
AAAA-6-ADMINMSG | 6-Information [chars] [chars]: This administrative |aaa "No action need be
[chars] message was passed taken but the
to the NAS from the message may "
AAA server "contain usefull
information
regarding some
event " "on the
server"
AAAA-6-ADMINMSG | 6-Information [chars] [chars]: This administrative |aaa "No action need be
[chars] message was passed taken but the
to the NAS from the message may "
AAA server "contain usefull
information
regarding some
event " "on the
server"
AAAA-6-ADMINMSG | 6-Information [chars] [chars]: This administrative |aaa "No action need be
[chars] message was passed taken but the
to the NAS from the message may "
AAA server "contain usefull
information
regarding some
event " "on the
server"
AAAA-6SERVERMSG | 6-Information [chars] [chars]: This message was | aaa "No action need be

[chars]

passed to the NAS
from the AAA server

taken but the
message may "
"contain usefull
information
regarding some
event " "on the
server"
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AAAA-6SERVERMSG | 6-Information [chars] [chars]: This message was | aaa "No action need be
[chars] passed to the NAS taken but the
from the AAA server message may "
"contain usefull
information
regarding some
event " "on the
server"
AAAA-6SERVERMSG | 6-Information [chars] [chars]: This message was | aaa "No action need be
[chars] passed to the NAS taken but the
from the AAA server message may "
"contain usefull
information
regarding some
event " "on the
server"
AC-3-AC_SANITY | 3-Error [chars] A unexpected sanity | ac LOG _STD _ACTION
check failed during
Attachment Circuit
processing.
ACG3AC WS REGSIER | 3-Error L2VPN WS An error was ac LOG STD ACTION
registration failed for | encountered when
[chars] attempting to
register the specified
Attachment Circuit
type with the Layer
2 Virtual Private
Network Wire
Service facility.
ACGAMRNADHIL | 3-Error Received invalid Attachment Circuit |ac LOG_STD_ACTION
[chars] handle Manager receives
invalid handle.
ACBAMRNADMG | 3-Error Received [chars] Attachment Circuit |ac LOG STD ACTION
Manager receives
invalid message.
ACAMRMSEDA@AT | 3-Error Circuit info missing | AC Manager ac LOG _STD_ACTION
in [chars] message. |received message
with missing circuit
info
ACGAMRXM@AE | 3-Error Failed to create Attachment Circuit |ac LOG STD ACTION

XDM - rc [dec]

Manager was unable
to create a Dispatch
Manager instance for
event handling.
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AG3I2SS BAD HANDLE | 3-Error Corrupted L2SS An internal L2SS ac LOG STD ACTION
handle [[hec]]. Manager occurred.

AGBIISSNULANIEXT | 3-Error Encountered a Encountered a ac LOG _STD_ACTION
NULL context in NULL context in
[chars] L2SS Manager.

AG3 2SS UNEXPECTED | 3-Error Received unexpected | L2SS received ac LOG _STD _ACTION
[chars] message unexpected message.

AG3I 2SS WRONG KEYS | 3-Error Wrong set of keys in | SIP sends a wrong | ac LOG _STD ACTION
[chars] message set of keys to L2SS

Manager.

ACESENADHANTE | 3-Error Caller passed in An invalid handle |- LOG_STD_ACTION
invalid handle - was encountered in
traceback to follow. |the Access IE

library.

ACESISONIRAENIAL | 3-Error Initialization failed |Failed to initialize |dotlx-ios LOG SID NO ACTION
with code: [dec] access-session trace.

ATESIHNIRAENTAL | 3-Error Initialization failed |Failed to initialize |dotlx-ios LOG SID NO ACTION
with code: [dec] access-session trace.

ACESTNNIRA(FRGHA . | 3-Error Component [chars] | Component failed to | dot1x-ios LOG SID NO ACTION
registration failed. |register with
Error code: [dec] access-session trace

ACESISNIRA(ERGHL. | 3-Error Component [chars] | Component failed to | dot1x-ios LOG SID NO ACTION
registration failed. |register with
Error code: [dec] access-session trace

AESTUNH N H HR | 3-Error ACCESS_TUNNEL | ACCESS_TUNNEL | accsw-p-securefab | "show logging and

ISSU client failed to
get buffer for
message error [dec]

ISSU client failed to
get buffer for
building\n\ a
negotiation message.
Hence it can not
send the
negotiation\n\
message to the
standby unit. When
there is a problem
in\n\ the negotiaiton
the standby unit can
not be brought up.

show checkpoint
client"
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AUSITNUSIANALEE | 3-Error ACCESS_TUNNEL | The accsw-p-securefab | "show issu capability
ISSU client ACCESS_TUNNEL entries <Client ID>"
capability list is ISSU client

empty.

capability exchange
list size\n\ is invalid.

3-Error

ACCESS TUNNEL
ISSU client
capability exchange
result incompatible.

The

ACCESS TUNNEL
ISSU client
capability exchange
has negotiated\n\ as
incompatible with
the peer.

accsw-p-securefab

"show issu
negotiated capability
<Session_ID>"

ACESTNNH R XAPHTY | 3-Error ACCESS_TUNNEL | ACCESS _TUNNEL |accsw-p-securefab | "show issu capability
ISSU client [chars] |ISSU client observed entries <client id>
an error during and \n\ show issu
capability\n\ session <client_id>
negotiation. When and \n\ show issu
this error happens negotiated capability
there is a <session_id>"
mismatch\n\ between
the client capability
between the active
and\n\ standby unit.
AESTINNH.NBNI | 3-Error ACCESS _TUNNEL | ACCESS TUNNEL | accsw-p-securefab | [OGSIDSHTEHACIN
ISSU client ISSU client could
initialization failed |not be initiailzed this
at [chars] error will\n\ cause
[chars] catstrophic failure
when ISSU upgrade
or downgrade\n\ is
performed.
ATSINIEMINIK | 3-Error ACCESS_TUNNEL | ACCESS_TUNNEL | accsw-p-securefab | "show issu message

ISSU client message
[dec] is not
compatible

ISSU client received
an incompatible
message\n\ from the
peer unit. Since the
message is not
compatible\n\ it can
not be processed by
this unit

group <client_id>
and\n\ show issu
session <client_id>
and \n\ show issu
negotiated version
<session_id>"
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AESTIN B MVEGIE | 3-Error ACCESS _TUNNEL | ACCESS _TUNNEL |accsw-p-securefab | "show issu message
ISSU client failed to | ISSU client failed to group <client id>
get the message size | calculate message and\n\ show issu
for message [dec] |size\n\ for the session <client_id>

message specified. and \n\ show issu
The negotiated version
ACCESS_TUNNEL <session_id>"
ISSU client will

not\n\ be able to

send message to the

standby unit.

AESTUNH B ZALY | 3-Error ACCESS_TUNNEL | ACCESS_TUNNEL | accsw-p-securefab | "show issu session
ISSU client message | ISSU client received <client_id>"
type [dec] is [chars] | an message type

which it\n\ does not
support. The policy
is applied to make
the session\n\
compatible.

ATSTNNLEHINAID | 3-Error ACCESS_TUNNEL | ACCESS_TUNNEL | accsw-p-securefab | "show logging and
ISSU client failed to | ISSU client could show checkpoint
send a negotiation |not send a session client"
message error [dec] |negotiation\n\

message to the peer.
When there is a
problem in the \n\
negotiation the
standby unit can not
be brought up.

AESTUNNL. B BSIN | 3-Error ACCESS_TUNNEL | ACCESS_TUNNEL |accsw-p-securefab | "show issu capability
ISSU client [chars] |ISSU client observed entries <client_id>

an error during a and \n\ show issu
session\n\ session <client_id>

negotiation with the
peer unit. When

there is a problem\n\
with the session the
standby unit can not

and \n\ show issu
negotiated capability
<session_id>"

be brought up.
3-Error ACCESS_TUNNEL | The accsw-p-securefab | "show issu session
ISSU client failed to | ACCESS_TUNNEL <client_id>and "
unregister session | ISSU client failed to "show issu
information. Error: |unregister session negotiated capability
[dec] [chars] information. <session_id>"
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3-Error

ACCESS_TUNNEL
ISSU client [chars]
transform failed
error [chars]

ACCESS_TUNNEL
ISSU client could
not transform the
message.\n\ If the
transmit
transformation failed
it means that the\n\
checkpoint message
can not be sent to the
standby unit.\n\ If
the receive
transformation failed
it means that the\n\
checkpoint message
can not be applied
on the standby\n\
unit. In both cases
the
ACCESS_TUNNEL
state will not\n\ be
indentical with the
active unit.

accsw-p-securefab

"show issu session
<client_id> and \n\
show issu negotiated
version
<session_id>"

ACE2(RYPIOENGERR

2-Critical

Crypto engine error:
[chars] [dec]

A crypto engine
operation did not
complete. This error
condition can
indicate that the
crypto engine cannot
bind or unbind an
interface to a crypto
engine. It can also
indicate that the
crypto engine cannot
query an interface
ID.

"Remove the
cryptomap set from
the interface by
issuing "
"<CmdBold>no
crypto
map<noCmdBold>
command. Then
reattach the
cryptomap " "set to
the interface using
<CmdBold>crypto
map<noCmdBold>
command. "
"Although removing
and reattaching the
crypto map might fix
the " "cryptographic
engine operation
failure report the
failure to your "
"technical support
representative along
with the sequence of
commands " "that
lead to the failure".

nn
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ACE2-INTTABOPERR | 2-Critical Internal [chars] table | Internal table iosxe-ipsec "Contact your
error: [chars] operation fails. This technical support
means the state of representative"
the module is mostly
like inconsistent.
ACE3-BOOTMSGERR | 3-Error [chars]: boot error: | The ACE completed | - "Copy the error
[chars] booting but with an message exactly as it
error status code. appears and report it
ACE will not operate to your " "technical
and it will not support
register with the representative."
crypto subsystem.
AFFAL RESIRAINN | 3-Error ACE [chars] failed |The ACE failed to |iosxe-ipsec "Reset the hw
to register. register with CEAL module"
ACE3(RASHDUMPERR | 3-Error [chars]: crashdump | An error occurred |- "Copy the error
retrieval error: during crashdump message exactly as it
[chars] [chars] file retrieval from appears and report it
ACE. to your " "technical
support
representative."
ABEBRATDUMSIART | 3-Error [chars]: crashdump |The ACE crashed |- "Report the crash
retrieval initiated to | and was rebooted. and transfer the
file [chars] Upon reboot a crashdump file to
crashdump file was your technical"
detected and "support
uploaded to the representative."
sup-bootflash
filesystem.
ACE-3-HAPITRUNC | 3-Error [chars]: Received | An IPsec packet was | iosxe-ipsec "If this message was

truncated HAPI
message tlen=[dec]
actual=[dec]

unexpectedly
forwarded to the RP

seen in the context of
the router booting "
"enabling the
hardware crypto
accelerator then this
message is normal "
"and can be safely
ignored. "
"Otherwise please
copy the error
message exactly as it
appears " "and report
it to your technical
support
representative."
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ACE-3-INITFAIL | 3-Error [chars]: initialization | An error occured in |iosxe-ipsec "Copy the error
failed [chars] the indicated control message exactly as it
transaction. appears and report it
to your " "technical
support
representative."
ACE-3-INVTID 3-Error [chars]: [chars] of | An invalid iosxe-ipsec "Copy the error
invalid [chars] trans | transaction ID of for message exactly as it
id [dec] the indicated appears and report it
transaction\n\ type to your " "technical
was encountered support
representative."
ACE3NOENGINESLOT | 3-Error Interface [chars] has | An IKE SA was iosxe-ipsec "Configure the
no crypto engine slot | requested for a given interface in question
interface but no with the" " “crypto
crypto engine slot engine [sub]slot’
was assigned to that command"
interface
ACE-3-NOMORETID | 3-Error [chars]: out of Transaction pool for | iosxe-ipsec "Copy the error
[chars] transactions |the indicated message exactly as it
transaction type appears and report it
was\n\ exhausted. to your " "technical
support
representative."
ACE-3-OUTOFID RL | 3-Error Too many [chars] | All the IDs of the |iosxe-ipsec "Reduce the traffic

IDs in the system.
Cannot allocate a
new one

specified type are in
use

load number of
IPSec tunnels and/or
frequency of re-key."
"If this message was
seen under light
loading conditions
then" "copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."
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ACE-3-OUTOFRES

3-Error

Too many [chars] in
the system. Cannot
allocate a new one

All VPN-accelerator
resources of a
particular are in used
and thus this
allocation request
fails.

iosxe-ipsec

"Remove the
cryptomap set from
the interface. "
"Reduce the number
of that resource in
the " "system. For
ACL reduce the
number of ACL "
"permit ACE in the
system. For
cryptomap reduce
the" "number of
cryptomaps in the
system. For SPD and
" "SPD map reduce
the number of
interface with "
"cryptomap set

attached."
AFBVIMRIOBIRDY | 4-Warning ACE failed to The ACE failed to |iosxe-ipsec "Copy the error
destroy [chars] ID | destroy memory message exactly as it
manager. Leaking | space for ID appears and report it
memory. management. to your " "technical
support
representative."
ACE6BOOTMSGINFO | 6-Information [chars]: boot info: | The ACE completed | - "No action is

[chars]

booting but with a
non-zero
informational status
code. This does not
indicate an error and
ACE will run
normally.

necessary."

6-Information

[chars]: crashdump
retrieval complete

The ACE crashed
and was rebooted.
Upon reboot a
crashdump file was

"Report the crash
and transfer the
crashdump file to
your technical"

detected and "support
uploaded to the representative."
sup-bootflash
filesystem.

ACE-6-INFO 6-Information [chars]: [chars] This is informational | iosxe-ipsec "This is
message from ACE informational

message from ACE.
This occurs " "in

normal operation."
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ACE-6-SWITCHOVER | 6-Information VPN-SM An negative iosxe-ipsec "Copy the error
switchover: acknowledge message exactly as it
[dec]/[dec] has been | occured in the appears and report it
[chars] [dec]/[dec] |indicated control to your " "technical

transaction. support
representative."

ACLI1-5-LDP 5-Notice SERRMSG IIMIT S OW | - - -

ATZNBHUIEDIKITYE | 3-Error type [dec] int [dec] | ACL logging has cpp-ucode LOG _STD _ACTION
[chars]put encountered

unexpected pkt type.

AT3NECTEDSIAE | 3-Error type [dec] int [chars] | An error has cpp-ucode LOG _STD ACTION
[chars]put wO: 0x%p | occurred in the setup
wl: Ox[hec] of ACL hardware.

ACL-5-LDP 5-Notice ERRMSG NOFLAGS | - - -

ATVEGBAIDRRR | 3-Error A CUDD Library | An error was aclmerge "Copy and save this
error was detected in | detected by the message. Report this
[chars] CUDD Library the to Engineering along

ACL-Merge for this with the ACL
invokation has configuration of this
failed. This could device. Use Topic to
result in more traffic search for a similar
being switched by DDTS. If none found
software. The effect write a DDTS for
of this could be this problem"

lower performance

for the interface for

which the merge

failed.

ATMREADDWARN | 3-Error A CUDD Library | Debug message aclmerge "Copy and save this
warning message for | only. No action message. Report this
interest in this event | required to Engineering along
in [chars] with the ACL

configuration of the
device. This is just a
debug message of
interest to
engineering to
investigate the case
why this happened"
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ACLMGR-2-NOMAP

2-Critical

Cannot create ACL
Manager data
structures for VLAN
Map [chars]

The ACL Manager
could not allocate
the data structures
needed to describe a
VLAN Map in a
form that can be
loaded into
hardware. Probably
caused by lack of
free memory.

firmware

I0GSIDRIDUEACIN

ACLMGR-2-NOVLB

2-Critical

Cannot create
memory block for
VLAN [dec]

The ACL Manager
was unable to save
per-VLAN
information needed
for its correct
operation. Some
per-interface features
such as access
groups or VLAN
maps will not be
configured correctly.

firmware

"Use a less
complicated
configuration that "
"requires less
memory."

ACLMGR-2-NOVMR

2-Critical

Cannot generate
hardware
representation of
access list [chars]

There were
insufficient
resources available
for generating a
hardware
representation of the
access list. Either
lack of available
logical operation
units or lack of
memory can cause
this problem.
Logical operation
units are needed
when a match on
TCP flags is
specified or when
any test other than
eq that is: ne gt It or
range is

firmware

"Modify the ACL
configuration to use
fewer resources."
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ATMIPBALGVENIIAL | 3-Error Augmenting of The system ran out | firmware [OGSIDREUEACIN
access-map [chars] |of CPU DRAM
on [chars] label [dec] | when attempting to
failed merge internally

required elements
with the configured
access maps.

ATMRIEATRAVBVAICH | 3-Error [chars] cannot be | A feature has been | firmware "Upgrade the
supported with the | configured on the software running on
image running on | stack but can not be switches that " "can
switch-[dec] supported on one or not support this

more switches in the feature. Upgrade to
stack. This feature a" "software version
will continue to that supports this
work on the rest of feature."

the switches that

support it but will

not be applied to the

switches that can not

support it. All other

features continue to

work as expected on

the stack.

AIMBRHRRIABIHRR | 3-Error ACL labels are An internal software | firmware LOG _STD _ACTION
out-of-sync on error has occurred.
interface [chars]
label [dec] is not
available on asic
[dec]

A MGR3INSERTFAL | 3-Error Insert of access-map | The system ran out | firmware LOGSIDREUEACTIN
[chars] #[dec] into | of CPU DRAM
[chars] label [dec] | when trying to
failed merge sections of an

access map.
ACIMGR-3INTTABLE | 3-Error Not in truth table: | An unrecoverable | firmware "show

running-config"
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AIMBRINADRRINEX | 3-Error Invalid L4 port array | ACL Manager firmware NACL TAOP ERROR
index while module received
processing [chars] |invalid value for L4

port array index. The
problem can be due
to memory
corruption or bad
system memory.

AODMEPBNAITIARAM | 3-Error Invalid [chars] [dec] | ACL Manager has | firmware "show
encountered encountered an running-config"

invalid parameter
value.

ATMPVAXREIRIN | 3-Error Too many [dec] The configuration is | firmware "Reduce the number
levels of recursion | too complicated for IP or MAC access
while merging ACLs | the platform specific lists" " considered
code [dec]. ACL merge code to separately in any one

support. Most likely VLAN or policy"
cause is including

too many separate

access lists in a

single VLAN map or

policy map.

AAMGR3MERGHHALL | 3-Error [chars] ACL merge |The ACL Manager |firmware "Try specifying a
error [dec] [chars] on | was unable to smaller and less
[chars] label [dec] |complete the merge complicated "

of the configured "configuration."

features into a form
suitable for loading
into the hardware.
Packets potentially
affected by this
feature will be sent
to the CPU for
processing instead.
The most likely
cause is specifying
an ACL that is too
large or too complex
for the system to
handle.
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ACIMGR-3NOLABEL | 3-Error Cannot allocate The ACL Manager |firmware " Allocate more space
[chars] label for was unable to to the relevant
vlan-id [dec] allocate a label for section " "of the
the features on this TCAM and reboot or
interface. This else use a simpler "
means that the "configuration. Use
hardware cannot be the same ACLs on
programmed to multiple " "interfaces
implement the if possible."
features and packets
for this interface will
be filtered in
software. There is a
limit of 256 labels
per direction.
AQMGR3QUITIABLE | 3-Error Not in truth table: | An unrecoverable | firmware "show
RACL [dec] software error running-config"
VLMAP [dec] occurred while
trying to merge the
configured output
features.
AQMGR3PAQTIABLE | 3-Error Not in truth table: | An unrecoverable | firmware "show
IPSrcGrd [dec] software error running-config"
PACL [dec] Rtprot | occurred while
[dec] trying to merge the
configured port acl
features.
AMGR3QOSTTABLE | 3-Error Not in truth table: | A software error firmware "show
ACL [dec] inmap |occurred while running-config"
action [dec] trying to merge a
QoS Policy Map
AIMBRINNOMKIN | 3-Error Unknown VMR An internal software | firmware LOG_STD_ACTION
access group action | error has occurred.
0x[hec]
AIMBNCONN4MRAIN | 3-Error Unknown L4 ACL Manager firmware NACL 40P ERROR

operation Ox[hec]

module received
invalid value for L4
operation. The
problem can be due
to memory
corruption or bad
system memory.
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ATMPRAATICAVHIL | 4-Warning [chars]ACL TCAM |The ACL firmware "Simplify the ACLs
Full. Software configuration is too applied to interfaces
Forwarding packets |large to fit in the or reduce" " their
on [chars] label [dec] | platform -specific number."
on [chars] [chars] | ACL TCAM table.
ATMPAATTCAVRIL | 4-Warning ACL TCAM Full. |The ACL firmware "Simplify the ACLs
[chars] [chars] configuration is too applied to interfaces
[chars] [chars] large to fit in the or reduce" " their
platform -specific number."
ACL TCAM table.
AQMGR4RH OADED | 4-Warning Reloading [chars] | The ACL Manager |firmware LOG SID NO ACTION
[chars] label [dec] | was able to fit more
[chars] of the configured
[chars]feature features on this label
into the hardware.
One or more features
had previously been
unloaded because of
lack of space.
AIMPREBHONHIN | 4-Warning Reloading [chars] | The ACL Manager |firmware LOG SID NO ACTION

session [dec] [chars]
feature

was able to fit more
of the configured
Flow based SPAN
features on this
session into the
hardware. One or
more features had
previously been
unloaded because of
lack of space.
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AQMGRAUNLOADING | 4-Warning Unloading [chars] |The ACL Manager |firmware " Allocate more space
[chars] label [dec] |was unable to fit the to the relevant
[chars] complete section " "of the
[chars]feature configuration into TCAM and reboot or

the hardware so else use a simpler "
some features will "configuration. Use
have to be applied in the same ACLs on
software. This multiple " "interfaces
prevents some or all if possible."

of the packets in a

VLAN/port from

being forwarded in

hardware and

requires them to be

forwarded by the

CPU. Multicast

packets may be

dropped entirely

instead of being

forwarded.

AIMPANOYNIIAN | 4-Warning Unloading [chars] | The ACL Manager |firmware "Allocate more space
session [dec] [chars] | was unable to fit the to the ACL section
feature complete Flow based of the " "TCAM by

SPAN configuration choosing an SDM

into the hardware so template with more

this feature has been ACL " "TCAM

temporarily disabled space and reboot the

for the given session. switch. You may
also " "use a simpler
ACL configuration
and/or use the "
"same ACLs on
multiple interfaces if
possible."

ARHSSUNOMEMORY | 1-Alert msgtxt nomemory | The requested ARTDIS COMRONINT | "Reduce other

operation could not
be accomplished

because of a low\n\
memory condition.

system activity to
ease memory
demands. If
conditions\n\ warrant
upgrade to a larger
memory
configuration."
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ACR-3- 3-Error [chars] interface add | Addition of interface | AR DDIS COMPONENT | "Get the output of
ACRIFADD failed for ACR to ACR group failed \"show acr all \"
group [dec]. immediately after
this error." "Copy
the message exactly
as it appears and
report it to your
technical " "support
representative."
ACR-3- ACRIFDEL | 3-Error [chars] interface del | Delete of interface | AR DDIS COVRONENT | "Get the output of
failed for ACR from ACR group \"show acr all \"
group [dec]. failed immediately after
this error." "Copy
the message exactly
as it appears and
report it to your
technical " "support
representative."
ACR-3- 3-Error PVC Disable failed |PVC disable failed | ARDDISCOMPRONENT | "Get the output of
ACRPVCDISABLE for VCD=[dec] on |on ACR physical \"show acr group \"
[chars] interface of | interface. and \"show acr group
ACR interface <> detail\" " "Copy
[chars]. the message exactly
as it appears and
report it to your
technical " "support
representative."
ACR-3- 3-Error VP Disable failed for | VP disable failed on | AR DDIS COMRONENT | "Get the output of
ACRVPDISABLE VPI= [dec] on ACR physical \"show acr group \"
[chars] interface of | interface. and \"show acr group
ACR interface <> detail\" " "Copy
[chars]. the message exactly
as it appears and
report it to your
technical " "support
representative."
ACR-3- 3-Error VP Enable failed for | VP enable failed on | ARDDIS COMPRONENT | "Get the output of
ACRVPENABLE VPI= [dec] on ACR physical \"show acr group \"
[chars] interface of | interface. and \"show acr group
ACR interface <> detail\" " "Copy
[chars]. the message exactly

as it appears and
report it to your
technical " "support
representative."
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ACR3SU SENDRALED | 3-Error \nACR ISSU: send | The sending of a ARTDIS COVRONINT | IOGSIDSHTEHACIIN
message failed rc = | message has failed.

[dec]\n
ARISJNCOVIAIHEE | 4-Warning \nacr-issu-compat: | The compatibility | AR DDIS COMRONENT | IGGSIDSHTHHACION
returned FALSE checking has failed
ACR4ISSU XFORM | 4-Warning \n[chars]: failed The transform has | ARTDDIS COMRONENT | IOGSIDSHTEHACIIN
rc=[chars] failed.
ACR-6- 6-Information PVC creation failed | PVC creation AR DDIS COMPRONENT | "If message is seen
ACRPVCADD for VCD= [dec] on |attempt failed on continuously get the
[chars] interface of | ACR physical output of \"show acr
ACR interface interface. group \" \n\ and
[chars]. \"show acr group <>
detail\" " "Copy the
message exactly as it
appears and report it
to your technical "
"support
representative."
ACR-6- 6-Information PVC deletion failed | PVC deletion ARTDDIS COMPONENT | "If message is seen
ACRPVCDEL for VCD=[dec] on |attempt failed on continuously get the
[chars] interface of | ACR physical output of \"show acr
ACR group [chars]. |interface. group \" \n\ and
\"show acr group <>
detail\" " "Copy the
message exactly as it
appears and report it
to your technical "
"support
representative."
ACR-6- 6-Information PVC Enable failed |PVC enable attempt | AR DDISCOMRONENT | "If message is seen
ACRPVCENABLE for VCD=[dec] on |failed on ACR continuously get the

[chars] interface of
ACR interface
[chars].

physical interface.

output of \"show acr
group \" \n\ and
\"show acr group <>
detail\" " "Copy the
message exactly as it
appears and report it
to your technical "
"support
representative."
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ACR-6- 6-Information VP creation failed | VP creation attempt | AR DDISCOMRONENT | "If message is seen
ACRVPADD for VPI=[dec] on | failed on ACR continuously get the
[chars] interface of |physical interface. output of \"show acr
ACR group [chars]. group \" \n\ and
\"show acr group <>
detail\" " "Copy the
message exactly as it
appears and report it
to your technical "
"support
representative."
ACR-6- 6-Information PVC deletion failed | VP deletion attempt | ACR DDIS COMPONENT | "If message is seen
ACRVPDEL for VPI=[dec] on | failed on ACR continuously get the
[chars] interface of | physical interface. output of \"show acr
ACR group [chars]. group \" \n\ and
\"show acr group <>
detail\" " "Copy the
message exactly as it
appears and report it
to your technical "
"support
representative."
ADDR PROC4-LCON | 4-Warning ERRMSG NOFLAGS | - - -
ADDRQ-4-LCON | 4-Warning ERRMSG NOFLAGS | - - -
AYWAIK RR2VAS'TE | 2-Critical BRVEGHAGTRABAK | - - -

ADJ-3-ADJ XKEYS

3-Error

Adj extended keys
error [chars]: [chars]

An initialization
error occurred for

LOG_STD ACTION

extended keys.
ADBANCHENAITOCAIHAL. | 3-Error Failed to allocate An internal software | - LOG _STD ACTION
memory [chars] error occurred. This
is probably because
not enough memory
was available.
APRAYENFAIQAHAL | 3-Error Failed to deallocate | An internal software | - LOG STD ACTION
memory [chars] error occurred.
ADBADMRAITOCAIHAL | 3-Error Failed to allocate an | An internal software | - LOG STD ACTION

adjacency summary
event block

error occurred. This
is probably because
not enough memory
was available.
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ADBADMROSAICHAL | 3-Error Failed to enqueue an | An internal software | - LOG STD ACTION
adjacency summary | error occurred.
event block

ADBADMERRHREHAL | 3-Error Failed to dispatch a | An internal software | - LOG STD ACTION

refresh adjacency
summary event

error occurred.

ADIJ-3-ADJSTACK?2 | 3-Error Adj stack2 error An internal software | - LOG _STD _ACTION
[chars]: [chars] error occurred.
ADJ3-ALLOCATEFALL | 3-Error Failed to allocate an | An internal software | - LOG STD_ACTION
adjacency error occurred. This
is probably because
not enough memory
was available.
ADBAITOCAIENDOWN | 3-Error Allocating adj when | An internal software | - LOG_STD_ACTION
adj subsystem down | error occurred.
ADJ3-BADADDRLEN | 3-Error Zero address length | An internal software | - LOG STD ACTION
detected distributing | error occurred. An
adj [chars] attempt to reference
an adjacency with an
unsupported address
type has been made.
ADRBADADDRIYPE | 3-Error Using an An internal software | - LOG _STD_ACTION
unsupported address | error occurred. An
type [dec] when attempt to reference
trying to an adjacency with an
add/delete/modify/find | unsupported address
an adjacency type has been made.
ADF3-BADLINKTYPE | 3-Error Using an An internal software | - LOG STD ACTION
unsupported linktype | error occurred. An
[chars] when trying |attempt to reference
to an adjacency with an
add/delete/modify/find | unsupported address
an adjacency type has been made.
ADFRBBADMACALIGN | 3-Error adjacency mac string | An internal software | - LOG STD ACTION
end [hec] not [chars] | error occurred.
aligned
ADRBBADMACALIGN? | 3-Error Adjacency mac An internal software | - LOG_STD_ACTION

string for [chars] not
byte aligned offset
[hec] length [hec]

error occurred.
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ADJ-3-BADMAGIC | 3-Error adjacency [chars] is | An internal software | - LOG STD ACTION
followed by bad error occurred.
magic
ADJ3-BOARDENCAP | 3-Error Generation of An internal software | - LOG STD ACTION
encapsulation string | error occurred.
for [chars] failed
ADRBBROKERINITFALL | 3-Error Failed to initialise | An internal software | - LOG _STD _ACTION
adjacency RP broker | error occurred.
facility
ADIJ-3-BUNDLES | 3-Error Adj bundles: [chars] | An internal software | - LOG _STD ACTION
error occurred.
ABONDNOVAHED | 3-Error Connection id [dec] | A connection id - LOG_STD_ACTION
could not be could not be
transformed: [chars] | transformed from a
lower revision.
ADBCONND INVALDD | 3-Error Connection id [dec] | A supplied - LOG STD ACTION
not recognized connection id did not
[chars] exist in the managed
id database.
ADBCONNDNAIDKEY | 3-Error Unexpected An application has |- LOG _STD ACTION
connection-id provided an invalid
parameter: key for computing a
Expecting [chars] | connection-id.
when encoding
[chars]
AFONDRY BEEN D | 3-Error Pool of connection | Either there are too |- LOG STD ACTION
ids is fully utilized. |many unique sets of
It may not be extended keys in the
possible to encode |system or ids have
new sets of extended | been leaking.
keys.
ABRONDTREMBVA(H | 3-Error Supplied connid An adjacency has a |- LOG _STD ACTION

[dec] and extended
keys [chars] do not
match

connection id and
extended keys
mapping that doesn't
match what's in the
managed connection
id database. This
will likely result in a
rejected adjacency
update or sync.
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an adjacency interest
list subblock

error occurred. This
is probably because
not enough memory
was available.

ADBAONNDTRE(PRL | 3-Error Tree [chars] failed | A tree operation - LOG STD ACTION
for [chars] for id failed for the
[dec] connid [dec] |connection-id
manager. An
inability to correctly
construct a tree will
have negative
consequences for the
system.
ABBHTRAIGAHAL | 3-Error Failed to allocate an | An internal software | - LOG STD ACTION
adjacency debug error occurred. This
filter block is probably because
not enough memory
was available.
ADBILALLOCATHEFALL | 3-Error Failed to allocate an | An internal software | - LOG _STD _ACTION
adjacency interest | error occurred. This
list subblock is probably because
not enough memory
was available.
ADBIDFAITOCATHAL | 3-Error Failed to deallocate | An internal software | - LOG _STD ACTION

address for [chars]
overflowed by [dec]
bytes

error occurred.

ADJ-3-ILINITFAIL | 3-Error Failed to initialise | An internal software | - LOG_STD_ACTION
adjacency interest | error occurred.
list facility

ADJBHLLEGALARGS | 3-Error Illegal arguments - | An internal software | - LOG STD ACTION
[chars] error occurred.

ADJ-3-ISSU_REG | 3-Error ISSU client [chars] |ISSU negotiation - "This error indicates
[dec] entity [dec] failed for this XDR a coding problem. It
failed ISSU client. is an error that will
registration: [chars] occur" "every time

this image is run and
requires a code
change to fix it."

ADJ3-LCXDRCLIENT | 3-Error Adjacency An internal software | - LOG STD ACTION
distribution client: | error occurred.

[chars]
ADBMACOVERHLOW | 3-Error Adjacency mac An internal software | - LOG STD ACTION
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ADBVICSRNGIDERRR

3-Error

Platform request for
header type [chars]
from adjacency

An internal software
error occurred.

LOG_STD ACTION

[chars]
[chars][chars]

ADJ-3-NOFIBIDB | 3-Error CEF Interface not | An internal software | - LOG _STD_ACTION
found - [chars] error occurred.

ADJ3-RPXDRCLIENT | 3-Error Adjacency An internal software | - LOG _STD _ACTION
distribution client: | error occurred.
[chars]

ADJ-3-SBINITFAIL | 3-Error Failed to initialise | An internal software | - LOG STD_ACTION
adjacency subblock |error occurred.
facility

ADIBSIATEIRANSIION | 3-Error Unexpected state An internal software | - LOG_STD_ACTION
transition from error occurred.
[chars] to [chars]

ADBXKEYS XDR IEN | 3-Error Expected [dec] bytes | The XDR message |- LOG STD ACTION
of extended was incorrectly
adjacency keys: formatted and may
decoded [dec] bytes | contain bad xkey

data.
ADBADRY NOVIAIHE | 5-Notice All or part of The adjacency is not | - LOG SID NO ACTION

adjacency message
for [chars] not sent
to incompatible CEF
instance for [chars]

distributed in whole
to the remote CEF
instance. This may
impact traffic
forwarding on
remote CEF instance
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ADJ-5-PARENT

5-Notice

Midchain parent
maintenance for
[chars] - [chars]

A midchain
adjacency failed to
stack onto output
chain because a loop
was detected. Traffic
through the
adjacency will be
dropped until the adj
is restacked. This
condition is typically
transient and is
rectified by the
control plane driving
stacking. E.g. ifan ip
tunnel destination
resolves through the
tunnel transiently
this message would
appear. The situation
would be rectified
either by learning the
tunnel destination
through an interface
other than the tunnel
itself or by bringing
the tunnel down.
Monitor 'show
adjacency internal' to
determine if the
problem has been
resolved.

LOG STD NO ACTION

ADJSRESOLVE REQ AL

5-Notice

Adj resolve request
failed for [chars] on
[chars]

The source e.g. ARP
or ND could not
resolve the address.

LOG STD ACTION

ADV-4-LDP

4-Warning

ERRMSG NOFLAGS
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AGGMGRONO SPACE

0-Emergency

No space left for
creator \[chars]\ to
add data item to agg
list items [dec] max
[dec] remaining
[dec]

An attempt was
made to add an item
to an aggregation list
that had just been
successfully created
but for some reason
the add failed. This
situation should
never occur. If it
does occur then it is
the result of a
program error which
would be found
during development
and considered an
internal error. There
is no work around.

COSmMos

LOG_STD ACTION

AIP3-AIPFAILSETUPVC | 3-Error [chars] Failed to - - -
setup vc [dec]
Cause: [chars]
APSAPIAL FTUPMCAVG | 3-Error Interface [chars] A software or - [OGSIDHTHHACIN

Failed to setup vc
[dec] Cause: [chars]
Expected range
[[dec] .. [dec]]Kbps
for AIP Average
Rate Metering.
Average Rate=Peak
Rate= [dec] Kbps
turns Average Rate

hardware error
occurred.

Metering OFF
3-Error [chars] Failed to create the |asr900-lotr-im LOG STD_ACTION
chunk-pool for the
persistent alarm info
[chars] Failed to create the |asr900-lotr-im LOG_STD_ACTION

chunk-pool for the
persistent alarm
queue

3-Error Failed to destroy Failed to destroy a | asr900-lotr-im LOG STD ACTION
[chars] chunk pool |chunk pool
3-Error Failed to create Failed to create asr900-lotr-im LOG _STD_ACTION

[chars]/[chars] file
error:[chars]

persistent_alarm_log
file
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3-Error

Failed to open
[chars]/[chars] file
error:[chars]

Failed to open
persistent_alarm_log
file

asr900-lotr-im

LOG_STD ACTION

3-Error

Failed to write to
[chars]/[chars] file
actual:[dec]
written:[dec]
error:[chars]

Failed to open
persistent_alarm_log
file

asr900-lotr-im

LOG STD ACTION

3-Error

Persistent alarm
queue alarm info is
NULL

alarm_info of the
persistence queue is
NULL

asr900-lotr-im

LOG_STD ACTION

3-Error Failed to create Failed to create asr900-lotr-im LOG _STD ACTION
TpIp §pa sk bogaer | map spa passiace logoer
process process
ARVIRCAARVIRENL. | 3-Error [chars] Alarm profile is - LOG_STD_ACTION
enabled with a
wrong profile name
ARVIBRCAAMDERNLL. | 3-Error Persistent alarm alarm_info of the asr900-lotr-im LOG STD ACTION

queue info is NULL

persistence queue is
NULL

3-Error

[chars] is NULL

Data-structure is
NULL

asr900-lotr-im

LOG_STD_ACTION

6-Information [chars] Created the - LOG SID NO ACTION
chunk-pool for the
persistenct alarm
info
6-Information [chars] Created the - LOG SID NO ACTION
chunk-pool for the
persistent alarm
queue
6-Information Successfully created | Successfully created | - LOG SID NO ACTION
[chars]/[chars] file |alarm_persistency
file
6-Information Switching to [chars] | Switched to other |- LOG SID NO ACTION
file \nafter writing | file after reaching a
[dec] records to specified limit
[chars] file
6-Information created Created - LOG SID NO ACTION
IMp §a passionee logger | map spa passenee logger
process:[dec] process
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6-Information Persistent alarm info | persistent - LOG SID NO ACTION
queue is full with | alarm_records in the
[dec] elements persistence queue
are full
ALARM-3-CLEAR | 3-Error [chars] [chars] - - "
[chars] [chars]
[chars]
ALARM-3-CLEAR | 3-Error [chars] [chars] - - "
[chars] [chars]
[chars]
ALARM-3-NOMEM | 3-Error OUT of Memory: |- - "
[chars]
ALARM-3-NOMEM | 3-Error OUT of Memory: |- - "
[chars]
ASMIATAARMIIE | 6-Information [chars] Telcordia profile - LOG SID NO ACTION
enable or disable
information
ALARMGENTITY INFO | 6-Information [chars] [chars] Entity alarm - LOG SID NO ACTION
[chars] [chars] assertion or
[chars] deassertion
information.
ALARMGENIITY INFO | 6-Information [chars] [chars] Entity alarm - LOG SID NO ACTION

[chars] [chars]

assertion or

[chars] deassertion
information.
3-Error [chars] - - -
3-Error [dec] ALG registration cpp-ucode LOG_STD_ACTION
failed.
AGOMHNAEAFAL | 3-Error [chars] A request to create a | cpp-ucode LOG STD ACTION
chunk failed
AGCOVMHRNEXIBNDHAL | 3-Error [chars] A request to create a | cpp-ucode LOG _STD_ACTION
chunk failed
AIGAVBEICNTIAIBD | 3-Error [dec] IPC handler cpp-ucode LOG STD ACTION
initialization failed.
AGRIXEARKXYICL | 3-Error rc= [dec] The ALG proxy has | cpp-ucode LOG STD ACTION
experienced a failure

when trying to send
an [PC
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APOOYMVB/EINHAD | 3-Error ALG IPC subtype: |Extending memory |cpp-ucode LOG STD ACTION
[dec] failed.
AGRREOYMVREAD | 3-Error ALG IPC subtype: |Requesting more cpp-ucode LOG _STD_ACTION
[dec] memory failed.
AGQRORRRINADMG | 4-Warning [dec] Invalid IPC message | cpp-ucode LOG _STD _ACTION
subtype.
AGOIOYPMNIMIN | 4-Warning [dec]:[dec] len [dec] | Invalid IPC message | cpp-ucode LOG _STD ACTION
flags Ox[hec] source | length.
[dec]
AIGBAIGRERIRY RC | 3-Error An ALG registry call | The return code from | alg LOG_STD_ACTION
failed with rc[chars] | an ALG registry call
indicates an\n\ error.
ALG-3-API FAILED | 3-Error NULL A call to the API of |alg LOG STD ACTION
another component
has indicated an\n\
error.
ALG-3-BAD MAGIC | 3-Error Invalid magic An internal data alg LOG _STD_ACTION
number%f#10x structure is corrupt.
ALG-3-EEXIST 3-Error NULL An item alg LOG STD ACTION
unexpectedly exists
already.
ALG-3-EINVAL 3-Error NULL Anunexpected input | alg LOG STD ACTION
value to a function
was incorrect
ALG-3-ENOENT | 3-Error NULL A lookup failed alg LOG_STD_ACTION
unexpectedly.
ALG-3-ENOMEM | 3-Error Memory allocation | An attempt to alg LOG STD ACTION
failed allocae memory has
failed.
ALG-3-INIT FAILED | 3-Error An initialization - - -
failed rc[chars]
ALG3RUNAWAY 1OOP | 3-Error NULL A loop has exceeded | alg LOG STD ACTION
the expected number
of iterations.
ALG3UNINITALIZED | 3-Error ALG feature is not | A function call was |alg LOG _STD_ACTION

properly initialized

made when the
system was not
properly\n\
initialized.
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ALIGN-3-CORRECT | 3-Error Alignment A software - "Copy the error
correction made at | component within message exactly as it
[chars] [chars]ing | the router needs appears and report it
0x[hec] memory to your\n\ technical
optimization. support
representative."
ALIGN-3-CORRECT | 3-Error Alignment A software - "Copy the error
correction made at | component within message exactly as it
Ox[hec] [chars]ing |the router needs appears and report it
0x[hec] memory to your\n\ technical
optimization. support
representative."
ALIGN3CORRECT SO | 3-Error Alignment A software - "Copy the error
correction made at | component within message exactly as it
[chars] [chars]ing | the router needs appears and report it
[chars] memory to your\n\ technical
optimization. support
representative."
ALIGN-3-FULL 3-Error Alignment log is full | The router identified | cpu "Copy the error
- no new entries will | more software message exactly as it
be recorded components in need appears and report it
of memory\n\ to your\n\ technical
optimization than it support
can record. representative."
ALIGN-3-FULL 3-Error Alignment log is full | The router identified | - "Copy the error
- no new entries will | more software message exactly as it
be recorded components in need appears and report it
of memory\n\ to your\n\ technical
optimization than it support
can record. representative."
AIGNBRFADEXCHPION | 3-Error Warning : read Inls1010 read access | - "If the ASP version

accees failed at
[chars] still
continuing \n

failures do not make
the box reload. They
can \n\ be caused by
either a bad register
value in the asp ver
3.3 or earlier\n\ or a
real problem in the
hardware

is 3.3 or more report
it to your\n\
technical support
representative."
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ALIGN-3-RO WRITE | 3-Error Spurious memory | An attempted but cpu "Copy the error
access made at illegal access to a message exactly as it
[chars] writing to low memory address appears on the

0x[hec]

within a software
component in the
router has been
temporarily blocked.

console or in the "
"system log. Issue
the
<CmdBold>show
alignment<noCmdBold>
command to "
"gather data that may
help identify the
nature of the error. If
you " "cannot
determine the nature
of the error from the
error message text "
"or from the
<CmdBold>show
alignment<noCmdBold>
output call your "
"Cisco technical
support
representative and
provide the
representative "
"with the gathered
information."
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ALIGN-3-SPURIOUS | 3-Error Spurious memory | An attempted but cpu "Copy the error
access made at illegal access to a message exactly as it
[chars] reading low memory address appears on the

0x[hec]

within a software
component in the
router has been
temporarily blocked.

console or in the "
"system log. Issue
the
<CmdBold>show
alignment<noCmdBold>
command to "
"gather data that may
help identify the
nature of the error. If
you " "cannot
determine the nature
of the error from the
error message text "
"or from the
<CmdBold>show
alignment<noCmdBold>
output call your "
"Cisco technical
support
representative and
provide the
representative "
"with the gathered
information."
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ALIGN-3-SPURIOUS | 3-Error Spurious memory | An attempted but - "Copy the error
access made at illegal access to a message exactly as it
[chars] reading low memory address appears on the

0x[hec]

within a software
component in the
router has been
temporarily blocked.

console or in the "
"system log. Issue
the
<CmdBold>show
alignment<noCmdBold>
command to "
"gather data that may
help identify the
nature of the error. If
you " "cannot
determine the nature
of the error from the
error message text "
"or from the
<CmdBold>show
alignment<noCmdBold>
output call your "
"Cisco technical
support
representative and
provide the
representative "
"with the gathered
information."
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ALIGN-3-SPURIOUS | 3-Error Spurious memory | An attempted but - "Copy the error
access made at illegal access to a message exactly as it
0x[hec] reading low memory address appears on the

0x[hec]

within a software
component in the
router has been
temporarily blocked.

console or in the "
"system log. Issue
the
<CmdBold>show
alignment<noCmdBold>
command to "
"gather data that may
help identify the
nature of the error. If
you " "cannot
determine the nature
of the error from the
error message text "
"or from the
<CmdBold>show
alignment<noCmdBold>
output call your "
"Cisco technical
support
representative and
provide the
representative "
"with the gathered
information."
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ALIGN-3-SPURIOUS | 3-Error Spurious memory | An attempted but - "Copy the error
access made at illegal access to a message exactly as it
[chars] reading low memory address appears on the

0x[hec]

within a software
component in the
router has been
temporarily blocked.

console or in the "
"system log. Issue
the
<CmdBold>show
alignment<noCmdBold>
command to "
"gather data that may
help identify the
nature of the error. If
you " "cannot
determine the nature
of the error from the
error message text "
"or from the
<CmdBold>show
alignment<noCmdBold>
output call your "
"Cisco technical
support
representative and
provide the
representative "
"with the gathered
information."
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ALIGN3-SPURIOUS SO

3-Error

Spurious memory
access made at
[chars] reading
[chars]

An attempted but
illegal access to a
low memory address
within a software
component in the
router has been
temporarily blocked.

"Copy the error
message exactly as it
appears on the
console or in the "
"system log. Issue
the
<CmdBold>show
alignment<noCmdBold>
command to "
"gather data that may
help identify the
nature of the error. If
you " "cannot
determine the nature
of the error from the
error message text "
"or from the
<CmdBold>show
alignment<noCmdBold>
output call your "
"Cisco technical
support
representative and
provide the
representative "
"with the gathered
information."

ALIGN-3-TRACE

3-Error

-Traceback= [chars]

A trace that shows
where the previous
ALIGN error
occurred.

cpu

"Copy the error
message exactly as it
appears and report it
to your\n\ technical
support
representative."

ALIGN-3-TRACE

3-Error

-Traceback= [chars]

A trace that shows
where the previous
ALIGN error
occurred.

"Copy the error
message exactly as it
appears and report it
to your\n\ technical
support
representative."

ALIGN-3-TRACE

3-Error

-Traceback= %08x
%08x %08x %08x
%08x %08x %08x
%08x

A trace that shows
where the previous
ALIGN error
occurred.

"Copy the error
message exactly as it
appears and report it
to your\n\ technical
support
representative."
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ALIGN-3-TRACE | 3-Error -Traceback= [chars] | A trace that shows |- "Copy the error
where the previous message exactly as it
ALIGN error appears and report it
occurred. to your\n\ technical
support
representative."
ALIGN-3-TRACE SO | 3-Error -Traceback= [chars] | A trace that shows |- "Copy the error
where the previous message exactly as it
ALIGN error appears and report it
occurred. to your\n\ technical
support
representative."
ALIGN-3-TRACEX | 3-Error [chars] A trace that shows |- "Copy the error
where the previous message exactly as it
ALIGN error appears and report it
occurred. to your\n\ technical
support
representative."
ALIGN-3-TRACEX | 3-Error [chars] A trace that shows |- "Copy the error
where the previous message exactly as it
ALIGN error appears and report it
occurred. to your\n\ technical
support
representative."
ALLOC-3-ICPM | 3-Error ERRMSG NOFLAGS | - - -
ALLOC-3-LCON | 3-Error ERRMSG NOFLAGS | - - -
ALPS-3-ALPSFAIL | 3-Error ALPS: Assertion An internal software | - LOG _STD_ACTION
failed: [chars] error has occurred.
AIPS3ASCU FSM ERR | 3-Error ASCU %02x on Internal error. - "Turn debug flags on
interface [chars] has capture traces &
an internal FSM contact Cisco
error. technical support"
AIPS3ASU FF STUCK | 3-Error Polling for ASCU | The polling - LOG STD NO ACTION

%02x on interface
[chars] is stalled.

mechanism for an
ALPS interface has
become stuck.
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ABSSUBBETK | 5-Notice ASCU %02x on An ALPS ASCU has | - LOG STD NO ACTION
interface [chars] has | been automatically
been disabled since | disabled.
4 consecutive
messages were
received from same
SID.
ALPS5-ASCU DOWN | 5-Notice ASCU %02x on An ALPS ASCU has | - LOG STD NO ACTION
interface [chars] is | transitioned from up
down. to down.
ALPS-5-ASCU_UP | 5-Notice ASCU %02x on An ALPS ASCU has | - LOG SID NO ACTION
interface [chars] is | transitioned from
up. down to up.
AIPSSARAUT AOSD | 5-Notice Circuit [chars] An ALPS circuit has | - LOG SID NO ACTION
changed state to tranistioned from
closed rsn = [chars]. | open to closed
AILPSSCIRCUIT OPEN | 5-Notice Circuit [chars] An ALPS circuit has | - LOG SID NO ACTION
changed state to transitioned from
open. closed to open.
AILPSSPEER CLOSED | 5-Notice Peer [inet] [chars] | An ALPS peer - LOG SID NO ACTION
changed state to connection is now
closed. closed.
5-Notice Peer [inet] [chars] | An ALPS peer - LOG SID NO ACTION
closed due to connection is now
inactivity. closed due to
inactivity.
ATHROWDM ANE | 5-Notice Peer [inet] [chars] ID | An ALPS peer - LOG SID NO ACTION
modified to [inet] connection identifier
[chars]. has changed.
ALPS-5-PEER OPEN | 5-Notice Peer [inet] [chars] | An ALPS peer - LOG STD NO ACTION
changed state to connection is now
open. open.
APERITASUREKT | 6-Information Circuit [chars] An ALPS circuit - LOG SID NO ACTION

received a Circuit
Open Confirm with
a list of rejected
ascus

sent a Circuit Open
Request message
and\n\ received a
Circuit Open
Confirm with a list
of rejected ascus.
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AIFSERAUTBLSY SART | 6-Information Circuit [chars] has | An ALPS circuitis |- LOG SID NO ACTION
entered a congested | experiencing
state. congestion.
ABCRAITENRAIDD | 6-Information Circuit [chars] An ALPS circuit - LOG SID NO ACTION
received a Circuit | sent a Circuit Open
Open Failed Request message
message rsn = and\n\ received a
[chars]. Circuit Open Failed
message as a reply.
ABRITHAEAD | 6-Information Circuit [chars] An ALPS circuit - LOG SID NO ACTION
received a Circuit | senta Circuit Update
Open Failed message and\n\
message rsn = received a Circuit
[chars]. Open Failed
message as a reply.
ABERIIXSVCSIUK | 6-Information Host unresponsive | The X.25 or - "None"
on X.25 VC for EMTOX host is not
circuit [chars] advancing the
transmit window\n\
for extended periods
of time. This may be
indicative of a\n\
temporary problem
with the host
application. An X.25
Reset \n\ is sent to
reset the transmit
and receive windows
to\n\ allow
communication to
proceed.
AIPS6PEERR BUSY IND | 6-Information Peer [inet] [chars] | An ALPS peer - LOG SID NO ACTION
has exited a connection is no
congested state. longer experiencing
congestion.
AIPS6PHR BLSY SIART | 6-Information Peer [inet] [chars] | An ALPS peer - LOG SID NO ACTION
has entered a connection is
congested state. experiencing
congestion.
AIPS6PEFR OPEN FALL | 6-Information Peer [inet] [chars] | An ALPS peer - LOG SID NO ACTION
open failed rsn = connection
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AFSARAITBSY BD | 7-Debug Circuit [chars] has | An ALPS circuitis |- LOG STD NO ACTION
exited a congested | no longer
state. experiencing
congestion.
ANRUTRSKIBED | 7-Debug Threshold exceeded | The number of - LOG STD NO ACTION
for circuit disabled | ALPS circuit drops
drops for circuit due to circuit
[chars] disabled \n\ exceeds
the ALPS circuit
threshold value.
AFRUITRENADALU | 7-Debug Threshold exceeded | The number of - LOG SID NO ACTION
for invalid ASCU | ALPS circuit drops
drops for circuit due to invalid ASCU
[chars] identifier \n\ exceeds
the ALPS circuit
threshold value.
AFRKUDXBEEMEBERD | 7-Debug Threshold exceeded | The number of - LOG SID NO ACTION
for lifetime timer ALPS circuit drops
expiration drops for | due to lifetime timer
circuit [chars] \n\ expiration
exceeds the ALPS
circuit threshold
value.
7-Debug Threshold exceeded | The number of - LOG SID NO ACTION
for queue overflow | ALPS circuit drops
drops for circuit due to queue
[chars] overflow \n\ exceeds
the ALPS circuit
threshold value.
ABRRIUITRISVCRET | 7-Debug Threshold exceeded | The number of - LOG SID NO ACTION
for X.25 VC Reset | ALPS circuit drops
drops for circuit due to X.25 VC
[chars] Reset \n\ exceeds the
ALPS circuit
threshold value.
7-Debug Threshold exceeded | - - -
for maximum size
exceeded drops for
peer [inet] [chars].
7-Debug Threshold exceeded | - - -
for peer unreachable

peer drops for peer
[inet] [chars].
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ABPRIRKE)RFEOBION | 7-Debug Threshold exceeded | - - -
for TCP Queue
overflow peer drops
for peer [inet]
[chars].
ATFRIBVBEENVB/AH | 7-Debug Threshold exceeded | - - -
for version mismatch
peer drops for peer
[inet] [chars].
AVDEIIEBAIDI N | 5-Notice Failed to suspend the | Failed to suspend the | Mid-Ethernet LOG _STD _ACTION
amd79c971 chip amd79¢971 chip
AMDP2 FEIDISCOVER | 1-Alert Only found [dec] The software could | pas-ethernet "Power down reseat
interfaces on bay not identify the the interface card "
[dec] shutting down | interface card. "and reboot. If the
bay message recurs call
your " "technical
support
representative for
assistance."
AMDP2 FE-IINITFALL | 1-Alert [chars] The software failed |pas-ethernet "Try resetting the
CSR[dec]=0x%04x | to initialize/restart an interface by doing a
Ethernet/Fast <CmdBold>shutdown
Ethernet interface. <NoCmdBold>
followed by " "a
<CmdBold>no
shutdown<NoCmdBold>.
If the message recurs
try reseating the Port
" "Adaptor. If
reseating also does
not work call your
technical " "support
representative for
assistance."
AMDP2 FE-IIMEMERR | 1-Alert [chars] The interface could |pas-ethernet "The system should

CSR[dec]=0x%04x

not access system
resources for a long
time. This problem
may occur under
very heavy loads.

recover. No action is
required. If the
message " "recurs
call your technical
support
representative for
assistance."
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AMDRP2 FE-1-NOMII | 1-Alert [chars] MII The MII transceiver | pas-ethernet "Connect the
transceiver not was disconnected transceiver and enter
connected while the MII port the <bold> " "shut

was selected. <nobold> and
<bold> no shut
<nobold> commands
for the " "interface in
the configuration
menu."

AMPENNRRBD | 1-Alert 2FE PA not 2FE PA is not pas-ethernet "NPE150 or better is
supported on supported on a 7200 needed for 2FE PA."
NPE100 shutting with NPE100.
down bay

AMDP2 _FE-2-NOISL | 2-Critical [chars] hardware The interface cannot | pas-ethernet "Check the
does not support ISL | be configured as an configuration."

ISL trunk.

AMDP2 FE3NOIAMDR | 3-Error Slot [dec] device ID | The software could | pas-ethernet "Power down reseat
seen as [hex] not recognize the the interface card
expected [hex] interface chips. and " "reboot. If the

message recurs call
your " "technical
support
representative for
assistance."

AMDP2 FE3OWNERR | 3-Error [chars] packet buffer | The software pas-cthernet "Try a later version
pak=0x[hec] detected an error in of the software. If

descriptor the message "

ownership. "recurs call your
technical support
representative " "for
assistance."

AMDP2 FE3SPURIDON | 3-Error [chars] spurious chip | An illegal condition | pas-ethernet "Clear the interface.
init indicating " "If this message
CSR[dec]=0x%04x |initialization done recurs call your

has occurred. technical support "
"representative for
assistance."

AMR2HBICOVANYRT | 3-Error Bad packet with The software pas-cthernet "Try a later version

[dec] particles
pak=0x[hec]

detected an invalid
packet.

of the software. If
the message "
"recurs call your
technical support
representative " "for
assistance."
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AMDP2 FE3UNDERALO

3-Error

[chars] transmit error

While transmitting a
frame the controller
chip's local buffer
received insufficient
data because data
could not be
transferred to the
chip fast enough to
keep pace with its
output rate.
Normally such a
problem is
temporary depending
on transient peak
loads within the
system.

pas-ethernet

"The system should
recover. No action is
required."

AMDP2 FE4BABBILE

4-Warning

[chars] transmit
problem
CSRO=[hex]

The transmitter has
been on the channel
longer than the time
taken to transmit the
largest frame

pas-ethernet

"The system should
recover. No action is
required."

AMDP FESIATROOLL

5-Notice

[chars] transmit error

Late collisions
occurred on the
Ethernet/Fast
Ethernet interface.
When a collision
occurs after the
preamble has been
transmitted then
such a collision is
called a LATE
collision. The packet
will be retransmitted
but this condition
could also indicate
that another device
is failing to detect
when the network is
in use.

pas-ethernet

"If the interface is
Fast Ethernet verify
that both " "peers are
in the same duplex
mode. For regular "
"Ethernet the system
should recover. No
action is "
"required."

AMDP2 FESIOSTCARR

5-Notice

[chars]
cable/transceiver
problem?

The cable and/or
transceiver is not
connected.

pas-ethernet

"Connect the cable
and/or transceiver."
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AVDR2 FEGEXCESCOLL

6-Information

[chars] TDR=[dec]
TRC=[dec]

Ethernet/Fast
Ethernet is seeing
multiple collisions.
This may occur
under heavy loads.

pas-ethernet

"The system should
recover. No action is
" "required."

AMI2-ADD GATEWAY | 2-Critical Error adding new | Can't get memory for | - LOG SID NO ACTION
Gateway a new Gateway
[chars] port [dec]
AMI2GATEWAY INIT | 2-Critical Error initializing Insufficient memory | - [OGSIDHTHHACIN
AMT Gateway is available to
initialize Gateway
AMI2MSGTYPE FRR | 2-Critical [chars] AMT AMT type is not 1-7 | - LOG STID NO ACTION
message with invalid
type [dec]
AMTI2PROCESS ERR | 2-Critical Error initializing Can't start the AMT |- LOG SID NO ACTION
AMT process process
AMT-2-RELAY _INIT | 2-Critical Error initializing Insufficient memory | - IGGSIDHTHHACIN
AMT Relay is available to
initialize Relay
AMT2RPT WAVLINIT | 2-Critical Error initializing Insufficient memory | - [OGSIDSHTEHACTIN
IGMP Unsolicited |is available to
Report handler initialize the IGMP
\n\ Unsolicited
Report handler.
AVFREANLTNRAD | 3-Error Failed to create ACP | Autonomic Network | AN LOG SID NO ACTION
[chars] from Device | Control Plane
Addr [chars] Channel has not
been created to the
neighbor
ANAPTKEIONRRAID | 3-Error Failed to create Autonomic Network | AN LOG SID NO ACTION
DIKE on ACP Control plane -
[chars] from Device | Failed to create
Addr [chars] DIKE tunnel to
neighbor
ANAPRCIONRIAID | 3-Error Failed to create Autonomic Network | AN LOG SID NO ACTION

IPSEC on ACP from
device Addr [chars]

Control plane -
Failed to create
IPSEC tunnel to
neighbor
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AYPVREIBIEANFA | 3-Error Device UDI [chars] | Autonomic network | AN LOG SID NO ACTION
failed to create VREF has not been
created globally
A¥PRNBAERNA. | 3-Error Device UDI [chars] | Autonomic network | AN LOG STD NO ACTION
failed to create VRF has not been
Autonomic VRF created on the
interface
ABARWHHHHERRR | 3-Error Autonomic Registrar | The autonomic AN LOG SID NO ACTION
with Addr [chars] |registeration
encountered error in | authority
encountered file
error when reading
from whitelist file
check the file name
and its contents
ANSDOVANKEY (ENIAL | 3-Error The bootstrapping | The key pair AN LOG SID NO ACTION
device with key label | generation failed at
[chars] the device for
triggering BS
request message to
Autonomic registrar.
Can be due to failure
in RSA key pair
generation in the
crypto library
ANPNIBNTHERRR | 3-Error Device Addr [chars] | The Intent AN LOG SID NO ACTION
encountered error | Distribution Protocol
[chars] when reading | Module encountered
from file error when
reading from intent
file check the file
name and its
contents
ANBVEGINAIDHAIRR | 3-Error Invalid message The message packet | AN LOG SID NO ACTION
header type [dec] header got corrupted
received and invalid header
received
ARNROVANIREIRD | 3-Error Domain certificate of | The domain AN LOG SID NO ACTION
Neighbor with Addr | certificate of the
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ANROIVANARINAD | 3-Error Domain certificate of | The domain AN LOG SID NO ACTION
Neighbor with Addr | certificate of the
[chars] connected on | neighbor device is
interface [chars] is |invalid
invalid
ANROMNIRRBXD | 3-Error Domain certificate of | The domain AN LOG SID NO ACTION
Neighbor with Addr | certificate of the
[chars] connected on | neighbor device has
interface [chars] is | been revoked
revoked
ANBITIVPREATNBERR | 3-Error TLV parsed Len Parsed TLV message | AN LOG SID NO ACTION
[dec] Next TLV is not a multiple of 4
could be misaligned | and the next TLV
message can be
misaligned
ABIVREIENNCRHT | 3-Error TLV parsed len Parsed TLV message | AN LOG SID NO ACTION
[dec] > original length is greater than
message length [dec] | original message
length
ANANRINVIRFY AL | 4-Warning Device UDI [chars] | The new device AN LOG SID NO ACTION
signature verification | joining the network
of Autonomic verified the signature
registrar of autonomic
registrar as a part of
mutual
authentication and
the verification
failed
4-Warning Device with UDI The autonomic AN LOG STD NO ACTION
[chars] connected to | network registration
Proxy Addr [chars] |authority will not
on interface [chars] |allow this device to
is already registered | join as it already
by registered with a
different public key
ANEPMENOINWHHET | 4-Warning Device with UDI The autonomic AN LOG SID NO ACTION
[chars] network registration
authority will not
allow this device to
join as it is not in
whitelist

101



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
ANBVEA AL TITIOGRAL | 4-Warning Device with udi The manufacturer | AN LOG SID NO ACTION
[chars] is not in the |authorised signing
audit log of MASA | authority audit log
doesnt contain this
device in its database
AN4MASA AUTH FALL | 4-Warning Device with udi The MASA - AN LOG SID NO ACTION
[chars] is not manufacturer
authorized by authorised signing
MASA authority has not
authorised this
device in its network
AVISAHIKBNPRHRR | 4-Warning Error while parsing | Encountered error | AN LOG SID NO ACTION
authentication token | while parsing the
from MASA server |authentication token
for device response string from
udi-[chars] MASA server
AN-5-ANR_DOWN | 5-Notice Disabled autonomic | The autonomic AN LOG SID NO ACTION
registrar with Addr | network registration
[chars] authority
functionality is
disabled
AN-5-ANR_UP 5-Notice A New Autonomic | The autonomic AN LOG SID NO ACTION
Registrar has been | network registration
configured in authority has been
domain [chars] and |confgiured and is
it has been assigned | locally up
IP Addr [chars]
ANS(DSIAIE(HANGD | 5-Notice [chars] Channel CD L2 or Reuse AN LOG SID NO ACTION
[dec] [chars] - Our | Channel
Intf [chars] Created Removed/Expired
ATRIBIRIFIB/AR | 5-Notice Device with UDI The autonomic AN LOG SID NO ACTION
[chars] and Addr network registration
[chars] has been boot | authority has
strapped by bootstrapped this
autonomic registrar | device
in autonomic domain
[chars]
APNBIMVRADIEAD | 5-Notice Device Addr [chars] | The device received | AN LOG SID NO ACTION

discarded the older
intent version [dec]

an old intent file by
Intent Distribution
Protocol and is
discarding it
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ANTPNIENTVIRUBAIRD | 5-Notice Device Addr [chars] | The device received | AN LOG STD NO ACTION
updated to a new a new intent file by

Intent version [dec] |Intent Distribution
Protocol
AN-5-NBR_ADDED | 5-Notice Device with UDI A hello message is | AN LOG STD NO ACTION
[chars] is added as a | received and the
Neighbor to Device |device is added in
with Addr [chars] on | the neighbor table
the interface [chars]
ANSNBR IN DOMAN | 5-Notice Neighbor with Addr | The device has been | AN LOG SID NO ACTION
[chars] connected | admitted into the
via interface [chars] | autonomic domain
to device Addr
[chars] is brought
inside my domain
[chars]
AN-5-NBR_LOST |5-Notice Device with ACP | Lost connectivity to | AN LOG SID NO ACTION
Addr [chars] lost the neighboring
connectivity to its | device & it is no
Neighbor Addr longer part of
[chars] on interface |autonomic domain
[chars]
ANSNBR OUT DOMAN | 5-Notice Neighbor with Addr | The device is AN LOG SID NO ACTION
[chars] connected |removed from the
via interface [chars] | autonomic domain it
can happen if the
domain certificate is
NULL or if the
domain certificate is
invalid
ANSSERVICE LEARNT | 5-Notice Device with Addr |- - -
[chars] learnt
Autonomic service
with Service Type
[dec] Service IP
Addr [chars]
AKEIRNLTINREAD | 6-Information Established ACP Autonomic Network | AN LOG SID NO ACTION
[chars] from Device | Control plane
Addr [chars] to Channel has been

created to the
neighbor
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AKEERNITNRIVOID | 6-Information Removed ACP Autonomic Network | AN LOG SID NO ACTION
[chars] from Device | Control Plane
Addr [chars] to Channel to neighbor
is removed
AHPIKEDNRAAD | 6-Information Established DIKE on | Autonomic Network | AN LOG SID NO ACTION
ACP [chars] from | Control plane -
Device Addr [chars] | DIKE tunnel
established to
neighbor
AFEKEDNRRMOMD | 6-Information Removed DIKE on | Autonomic Network | AN LOG SID NO ACTION
ACP [chars] from | Control plane -
Device Addr [chars] | DIKE tunnel to
neighbor is removed
AHPECIONRAFAD | 6-Information Established IPSEC | Autonomic Network | AN LOG SID NO ACTION
on ACP from Device | Control plane -
Addr [chars] IPSEC tunnel
established to
neighbor
AFPBCONRRMOMBD | 6-Information Removed IPSEC on | Autonomic Network | AN LOG SID NO ACTION
ACP from Device |Control plane -
Addr [chars] to IPSEC tunnel to
neighbor is removed
ACPROTCGIBIPBEE | 6-Information Removed OSPFv3 | OSPF routing has | AN LOG SID NO ACTION
routing globally pid | been disabled
[dec] globally
AKFOTEEBIINRID | 6-Information Enabled global OSPF routing has | AN LOG SID NO ACTION
OSPFv3 pid [dec]rid | been enabled
[inet]area [dec] globally
ASERYTREAHNSID | 6-Information OSPF routing OSPF routing has | AN LOG SID NO ACTION
enabled on interface: | been enabled on all
[chars] pid [dec]rid |physical interface
[inet] area [dec]
AKPREBIEARES | 6-Information Device UDI [chars] | Autonomic network | AN LOG SID NO ACTION
Autonomic VRF VRF has been
created globally
AFPRIHRIRMOE | 6-Information Device UDI [chars] | Autonomic network | AN LOG SID NO ACTION

Autonomic VRF

VRF has been
removed globally
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6-Information Device UDI [chars] | Autonomic network | AN LOG SID NO ACTION
VREF has been
created on the
interface
AR BIOEIRT | 6-Information Autonomic disabled | User entered into AN LOG STD NO ACTION
due to User configuration mode
intervention on So AN is disabled
console. configure | An process is
'autonomic' to enable | stopped
it.
6-Information Autonomic disabled | Some other process | AN LOG SID NO ACTION
due to detection of | configures
new configuration. |something. So AN is
disabled An process
is stopped
ASNEREBMNATIOL | 6-Information Autonomic disabled | 'No autonomic' AN LOG SID NO ACTION
due to 'no command is entered
autonomic' So AN is disabled
command. An process is
stopped
ANANRWHIHRIT(ONHG | 6-Information Autonomic registrar | The autonomic AN LOG SID NO ACTION
with Addr [chars] registeration
Domain id [chars] | authority has been
has whitelist- will | configured with
allow only these white list and will
devices in autonomic | allow only these
network devices to enter its
network
AFRWHHENING | 6-Information Autonomic registrar | The autonomic AN LOG SID NO ACTION
with Addr [chars] |registeration
has no whitelist- will | authority has not
allow all devices been configured with
white list and will
allow all devices to
enter its network
AENGIDMNODAD | 6-Information Config download on | Failed to download | AN LOG STD NO ACTION
the Device Addr the config file to the
[chars] has FAILED | Running config
ACNGDNOYIRID | 6-Information Config download | Config download is | AN LOG SID NO ACTION
started on the Device | triggerred
Addr [chars]
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ACNEDWNOPBAES | 6-Information Config download at | Download of the AN LOG STD NO ACTION
the Device Addr config file to the
[chars] Running config is
Successful
AN-6-CONFIG SAVE | 6-Information Issuing 'write Saving AN LOG SID NO ACTION
memory' to save configurations to
config startup-config by
AN process
ANGPIEATIONDBYAR | 6-Information Device with udi The autonomic AN LOG SID NO ACTION
[chars] is allowed by | network registration
autonomic registrar | authority has
in its Domain ID authorised this
[chars] with addr device to enter its
[chars] and Device |network
ID [chars]
ANG6DEVICE ENROLLED | 6-Information Device with UDI The autonomic AN LOG STD NO ACTION
[chars] connected to | network registration
Proxy Addr [chars] |authority has
on the interface enrolled this device
[chars] is allowed by
Autonomic registrar
Addr [chars]
ANGMASA NOT (ONHG | 6-Information Autonomic registrar | The manufacturer | AN LOG SID NO ACTION
with udi [chars] has | authorised signing
no reachability to authority has not
MASA -not been configured
configured Cant cannot do the
verify device udi verification of
[chars] device
ASVYDIVANARIEIRD | 6-Information Domain certificate of | The domain AN LOG SID NO ACTION
this device Addr certificate of this
[chars] has expired |device has expired
AVTNVANIRRNBMD | 6-Information Domain certificate of | The domain AN LOG SID NO ACTION
device Addr [chars] | certificate of this
has been renewed | device is renewed
ABNROIMVANARIMD | 6-Information Domain certificate of | The domain AN LOG SID NO ACTION
Neighbor with Addr | certificate of the
[chars] neighbor device is
validated
successfully
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AN6SUDI AVAILABLE | 6-Information secure UDI - [chars] | Secure unique AN LOG SID NO ACTION
device identification
number is available
on the device
AN-6UDI AVAILABLE | 6-Information UDI - [chars] Unique device AN LOG SID NO ACTION
identification
number is available
on the device
AABADARG VBENIATP | 3-Error ERRMSG NOFLAGS | - - -
AP BAD RESFONSBITP | 3-Error ERRMSG NOFLAGS | - - -
API FAILED-312VPN | 3-Error ERRMSG NOFLAGS | - - -
API FAILED-3-LDP | 3-Error ERRMSG NOFLAGS | - - -
API MSG-3-LDP | 3-Error ERRMSG NOFLAGS | - - -
APM-3-CACHE SIZE | 3-Error Configured cache | configured cache media-mon LOG STD ACTION
size is too large. size is too big
Value has been
limited to [dec]100
x platform default.
APM-3-INIT 3-Error [chars] Easy Perf Mon media-mon LOG _STD ACTION
Initialization failed
APM-3-LIST 3-Error [chars] [chars] List operation error | media-mon LOG_STD_ACTION
occurred.
APM-3-MEM 3-Error Memory [chars] Memory operation | media-mon LOG STD ACTION
failed - [chars] failed
APVGTPAPMONHRR | 3-Error Application Firewall | An error has appfw "This message
configuration error |occurred during indicates an error
-- [chars] Application Firewall during firewall
configuration. configuration " "and
may be a potential
security problem."
ATWTIPVEXROBMD | 3-Error Maximum of [dec] |The HTTP message |appfw "This message is for

unanswered HTTP
requests exceeded
from [inet]:[dec] to
[inet]:[dec]

has been detected to
violate the \n\
transfer encoding
application firewall
inspection rule.

informational

purposed only but
may indicate \n\ a
security problem."
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ARPWVHIIPAONTTENGH | 4-Warning content-length The HTTP message | appfw "This message is for
has been detected to informational
violate the purposed only but
content-length \n\ may indicate \n\ a
application firewall security problem."
inspection rule.

ATPWHIRONMEVAH | 4-Warning Sig:[dec] Content | The HTTP message | appfw "This message is for
type not found - has been detected to informational
[chars] [chars] from | violate the \n\ purposed only but
[inet]:[dec] to content-type-verification may indicate \n\ a
[inet]:[dec] application firewall security problem."

inspection rule.

APVHIPCAONTTYIESE | 4-Warning Sig:[dec] Content | The HTTP message | appfw "This message is for
size %lu out of range | has been detected to informational
- [chars] [chars] violate the \n\ purposed only but
from [inet]:[dec] to | content-type-verification may indicate \n\ a
[inet]:[dec] application firewall security problem."

inspection rule.

APVHIPCOTTYEVRY | 4-Warning Sig:[dec] Content | The HTTP message | appfw "This message is for
type does not match | has been detected to informational
the specified type - | violate the \n\ purposed only but
[chars] [chars] from | content-type-verification may indicate \n\ a
[inet]:[dec] to application firewall security problem."
[inet]:[dec] inspection rule.

ARPVHIPTKHRAE | 4-Warning Sig:[dec] The HTTP message | appfw "This message is for
Deobfuscation has been detected to informational
signature detected - | violate the \n\ purposed only but
[chars] [chars] from | deobfuscate may indicate \n\ a
[inet]:[dec] to application firewall security problem."
[inet]:[dec] inspection rule.

AIPVHIPVAMHROR | 4-Warning Sig:[dec] Content | The HTTP message | appfw "This message is for
type: [chars] does | has been detected to informational
not match the violate the \n\ purposed only but
Accept-Type from | content-type-verification may indicate \n\ a
[inet]:[dec] to application firewall security problem."
[inet]:[dec] inspection rule.

ATPVHIIPMAXHRIEN | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for

Header length
exceeded. Received
%]lu byte of header -
[chars] [chars] from
[inet]:[dec] to
[inet]:[dec]

has been detected to
violate the \n\
max-hdr-len
application firewall
inspection rule.

informational

purposed only but
may indicate \n\ a
security problem."
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AFPVHITPVAXTRIEN | 4-Warning Sig:[dec] HTTP URI | The HTTP message | appfw "This message is for
length exceeded. has been detected to informational
Received %lu byte | violate the \n\ purposed only but
of URL - [chars] max-uri-len may indicate \n\ a
[chars] from application firewall security problem."
[inet]:[dec] to inspection rule.

[inet]:[dec]

ATPVHIPRRIMB M | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for
Instant Messenger | has been detected to informational
detected - [chars] violate the \n\ port purposed only but
[chars] from misuse application may indicate \n\ a
[inet]:[dec] to firewall inspection security problem."
[inet]:[dec] rule.

AIPMVHIPRRIVE §EP | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for
Peer-to-Peer has been detected to informational
detected - [chars] violate the \n\ port purposed only but
[chars] from misuse application may indicate \n\ a
[inet]:[dec] to firewall inspection security problem."
[inet]:[dec] rule.

APMIPRRMUETNNL. | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for
Tunnel detected - has been detected to informational
[chars] [chars] from | violate the \n\ port purposed only but
[inet]:[dec] to misuse application may indicate \n\ a
[inet]:[dec] firewall inspection security problem."

rule.

APWHTPROVEHDEXT | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for
Extension method | has been detected to informational
illegal - [chars] violate the \n\ purposed only but
'[chars]' from request-method may indicate \n\ a
[inet]:[dec] to application firewall security problem."
[inet]:[dec] inspection rule.

AIPVHIPROQVAHDRC | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for
RFC method illegal | has been detected to informational
- [chars] '[chars]' violate the \n\ purposed only but
from [inet]:[dec] to |request-method may indicate \n\ a
[inet]:[dec] application firewall security problem."

inspection rule.

APMHIPSRTHOML. | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for

protocol violation
detected - [chars]
[chars] from
[inet]:[dec] to
[inet]:[dec]

has been detected to
violate the strict-http
\n\ application
firewall inspection
rule.

informational

purposed only but
may indicate \n\ a
security problem."
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ATMTPRASIRENOE | 4-Warning Sig:[dec] HTTP The HTTP message | appfw "This message is for
Transfer encoding | has been detected to informational
violation detected - | violate the \n\ purposed only but
[chars] [chars] from | transfer encoding may indicate \n\ a
[inet]:[dec] to application firewall security problem."
[inet]:[dec] inspection rule.

APVTPESNATTRA. | 6-Information HTTP session The HTTP message | appfw "This message is for
initiator [inet]:[dec] | has been detected to informational
sends [dec] bytes - | violate the \n\ purposed only but
responder transfer encoding may indicate \n\ a
[inet]:[dec] sends application firewall security problem."
[dec] bytes inspection rule.

APNVIAD BTN | 6-Information im-aol [inet]:[dec] |The AOL client appfw "This message is for
attempting to version is not informational
establish connection | supported purposed only."
with aol server
[inet]:[dec] using an
unsupported version
of the client

APPFWOM AOL SFSON | 6-Information im-aol [chars] The AIM well appfw "This message is for
service session known service informational
initiator [inet]:[dec] | message has been purposed only."
[chars] [dec] bytes | detected.

[chars] responder
[inet]:[dec]

ATWVIVNOBENTVEIN | 6-Information im-msn [inet]:[dec] | The MSN client appfw "This message is for
attempting to version is not informational
establish connection | supported purposed only."
with msn server
[inet]:[dec] using an
unsupported version
of the client

AFPFWOM MIN SEON | 6-Information im-msn [chars] The MSNMSGR appfw "This message is for

service session
initiator [inet]:[dec]
[chars] [dec] bytes
[chars] responder
[inet]:[dec]

well known service
message has been
detected.

informational
purposed only."
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APWYHDIBETVRIN | 6-Information im-yahoo The YAHOO client |appfw "This message is for
[inet]:[dec] version is not informational
attempting to supported purposed only."
establish connection
with yahoo server
[inet]:[dec] using an
unsupported version
of the client

APWVEMYAHIDEPAH | 6-Information im-yahoo text-chat | A specific service |appfw "This message is for
service session: yyyy has been informational
[inet]:[dec] detected to purposed only."
establishing a direct | establish\n\ a direct
chat with connection with
[dec].[dec].[dec].[dec] | another peer in a

Yahoo! Instant
Messenger \n\
application and the
application firewall
inspection policy has
been\n\ configured
to send an alarm for
this event. Typical
services are il \n\
text-chat voice-chat
file-transfer etc.

AFWEMYAHIOSEIN | 6-Information The YMSGR well | The YMSGR well |appfw "This message is for
known service known service informational
message has been | message has been purposed only."
detected. detected.

ARNVABENBFINTAD | 3-Error AppNav failed Flow table is a service-controller | [OGSIDRAOUEACIN
initialize flow table | critical component
- [dec]. of AppNav. The

failure is likely due
to lack of memory
DRAM on the ESP.
The
ARNORNRCRERID | 2-Critical APPNAVCONIROLLER: | Appnav controller | service-controller | "Change AppNav

Alarm #10000
Severity: Major
\nAppnav controller
group IP address
changed! All
relevant service
contexts will be
disabled

group IP address
changed! All
relevant service
contexts will be
disabled

Controller's IP "
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2-Critical APPNAVCONIROLLER: | CMM is not coming | service-controller | "Check connectivity
Alarm #29001 out of convergence between SN's and
Severity: Major state AC's"
2-Critical APPNAV-AONTROLLER: | Mismatch of stable |service-controller | "Check connectivity
Alarm #29002 AC views between between AC's"
Severity: Critical. | AC's
AC: [chars] is
Degraded
2-Critical APPNAVCONIROLLER: | Connectivity with | service-controller | "Make sure AC's
Alarm #29006 AC's under ACG is configured under
Severity: Major. AC: | lost ACG are up" " and
[chars] unreachable reachable"
APMOTNEESALMD | 2-Critical APPNAV-AONTROLLER: | Stable SN views service-controller | "Make sure excluded
Alarm #29008 across AC's are SN's are reachable
Severity: Major. SN: | different. Those SN's from " "all AC's"
[chars] excluded that are not
reachable by other
AC's are exlcuded
2-Critical APPNAVCONIROLLER: | Service context has | service-controller | "Check status of
Alarm #29007 entered Operational configured SNs."
Severity: Major. SN: | state and there is at
[chars] is least one configured
unreachable node that is not part
of the SN view.
APRMORIBGOMNARE | 2-Critical APPNAV-AONTROLLER: | No node in service | service-controller | "Check status of
Alarm node group is configured SNs."
#30000Severity: available for
Major. In SNG: optimization and
[chars] AO: [dec] is |traffic is getting
unavailable optimized by a
secondary SNG.
APAORNIBANAE | 2-Critical APPNAV-CONTROLLER: | No SN in appnav service-controller | "Check status of
Alarm #30001 node group is configured nodes."

Severity: Major.
SNG: [chars]
unavailable

available for
optimization.
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3-Error AppNav registration | Received a service-controller | "Issue the "
with Central registration failure "<CmdBold>debug
Manager failed for |message from the waas management
the following reason: | AppNav Central errors<NoCmdBold>
[chars] Manager. AppNav " "command and the
has not registered ""<CmdBold>debug
with the Central waas management
Manager events<NoCmdBold>
" "Contact your
Cisco technical
support
representative" " and
provide the
representative with
the gathered
information."
4-Warning APPNAVCONTROLLER: | Mismatch of stable |service-controller | "None. All is well"
Alarm #29002 AC views between

cleared. AC: [chars]
is Stable

AC's

AOWRBERIES | 4-Warning APPNAVCONIROLLER: | CMM convergence | service-controller | "None. All is well"
Alarm #29001 completed
cleared
4-Warning APPNAVCONIROLLER: | Connectivity with | service-controller | "None. All is well"
Alarm #29006 AC's under ACG is
cleared. AC: [chars] | regained
reachable
APMOFIEE SILDD | 4-Warning APPNAVCONIROLLER: | SN is reachable service-controller | "None. All is well"
Alarm #29008 again

cleared. SN: [chars]
included

4-Warning

APPNAV-CONTROLLER:
Alarm #29007
cleared. SN: [chars]
is reachable

Service Node is
available

service-controller

"None. All is well"

4-Warning

SERVICECONTROLLER:
Alarm 10001
Severity: Major \n
Disabling service
context [chars]

Disabling service
context
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APMOFNEBRGOMARE | 4-Warning APPNAV-AONTROLLER: | Service node group | service-controller | "None. All is well"
Alarm #30000 is available for
cleared. In SNG: optimization
[chars] AO: [dec] is
available
APMOFIBBCAARE | 4-Warning APPNAVCONTROLLER: | SN's in appnav node | service-controller | "None. All is well"
Alarm #30001 group is available for
Cleared SNG: optimization.
[chars] available
APNMOFINEEVIEAM | 5-Notice APPNAVCONIROLLER: | When an appnav service-controller | "None. All is well"
Alarm #29003 controller detects
Severity: Minor upon that there are
other
appnav-controllers/SNs
in the cluster with
different
ICIMP/DMP minor
version number.
APNORIENERMIR | 5-Notice APPNAVCONTROLLER: | There are no service-controller | "None. All is well"
Alarm #29003 appnav-controllers/SNs
cleared with different
ICIMP/DMP minor
version number
@S | 6-Information AppNav registered |Received a service-controller | "None. All is well"
with Central registration success
Manager message from the
successfully Central Manager

APS-1-NO_ACTIVE

1-Alert

No Active Port In
Group [chars]

After an active
interface failure the
system\n\ switches
over to the standby
interface if APS
has\n\ been enabled.
This message is
posted if after a\n\
switchover the
system finds no
active interface\n\
i.e. both working and
protection interfaces
are\n\ found to be
nonoperational.

"Isolate the cause of
failure on both
working\n\ and
protection
interfaces."
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APS-2-CHNLCFGMM | 2-Critical Group [chars]: Working and - "Configure working
Channel Config Protection interfaces and protection
Mismatch do not point to the\n\ interfaces\n\ to point
same path on local to the same path on
and remote network local and remote\n\
elements network elements"
APS2CHNLMISMAT(H | 2-Critical Group [chars]: - - "Check for any
Channel Mismatch - failures on the APS
[chars] commnication\n\
channel. If APS
communication
channel is\n\
operational contact
Cisco TAC."
APS-2-FEPF 2-Critical Group [chars]: Far |- - "Isolate the cause of

End Prot Failure - failure on the
[chars] protection\n\ channel
on the remote
network element."
APS -2-INITSYS | 2-Critical [chars] A software error - "Check for sufficient

occurred during
initialization of\n\
the APS subsystem

processor memory."
LOG STD_ACTION

APS-2-INTRNLERR

2-Critical

[chars] [dec]

APS software
detected an internal
error

LOG_STD ACTION

APS2MODEMISVAICH

2-Critical

Group [chars]: Mode
Mismatch - [chars]

"Configure the
remote APS group
for\n\ bidirectional
operation."

APS-2-NOSOCKET

2-Critical

Failed To Open
Socket

This message is
posted when the
APS subsystem
fails\n\ to create a
UDP socket for
exchanging APS
channel\n\ protocol
messages over APS
message channel
configured\n\ for IP.
This usually is due
to a low memory
condition\n\ in the
system

I0GSIDRDUEACTN
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APS-2-PSBF

2-Critical

Group [chars]: Prot
Switch Byte Failure
- [chars]

"Check for failures
on the APS
communication\n\
channel. Isolate the
cause for such
failures\n\ and
restore the
communication
channel to\n\
working condition"

APS-3-PORT FAIL

3-Error

[chars] Port Fail On

This message is

"Isolate the cause of

[chars] posted when APS the failure and
subsystem restore\n\ the
receives\n\ a port fail interface to normal
indication from the operational\n\
driver subsystem.\n\ condition.”

This message
indicates that the
specified interface\n\
has detected a failure
condition\n\ e.g.
Loss Of Light.
APS-6-ADJUSTMODE | 6-Information Group [chars]: Mode | This message is - "Configure the

Mismatch - [chars] | posted by the local remote APS group
network element\n\ for\n\ bidirectional
if the local APS operation."

group has been
configured for\n\
bidirectional
operation but the
associated remote\n\
APS group has been
configured for
unidirectional\n\
operation. This
message is posted
after the local\n\
network element
detects the mismatch
and changes\n\ the
operation to
unidirectional.
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APS-6-AUTOFOVER

6-Information

Auto-Failover -
Group [chars]

This message is
posted if APS
hardware\n\
successfully
switched over to the
standby interface\n\
after the failure of
the active interface.
This is\n\
informational only.

"Isolate the cause of
failure of the
previous\n\ active
interface and restore
it to a working\n\
condition."

APS-6-BIDIRSWCH

6-Information

Group [chars]:
Remote Request -
[chars]

This message is
posted by the local
network element\n\
after an APS
switchover that is
triggered by an
APS\n\ request from
the remote network
element. This is\n\
informational only.

LOG STD NO ACTION

6-Information

Group [chars] -
[chars] channel is
now ACTIVE

This message is
posted when a
previously
standby\n\ channel
becomes the active
channel. This is\n\
informational only.

LOG SID NO ACTION

APS-6-DISAUTFOV

6-Information

Disable
Auto-Failover On
[chars]

APS has disabled
auto-failover for the
indicated\n\ group

show aps group
<name>

APS-6-ENAUTFOVR

6-Information

Enable
Auto-Failover On
[chars]

This message is
posted when APS
software enables\n\
hardware to perform
APS actions for
failures\n\ detected
by the hardware.
This is
informational\n\
only.

LOG STD NO ACTION

ARAP-0-DEFAULT

0-Emergency

TTY [dec]

An internal software
error occured.

IOGSDHTHHACIN

ARAPONOINUTREND

0-Emergency

TTY [dec]

An internal software
error occured.

I0GSDSITRHACTIN
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ARAPONULLRESEND

0-Emergency

TTY [dec]

An internal software
error occured.

"Report this error to
you technical

support
representative."
ARAP-0-VSERROR | 0-Emergency TTY [dec]: VS An internal software | - LOGSIDHTEHACTN
queued error error occured.
ARAPOWAITBADMSG | 0-Emergency TTY [dec]: arg msg | The router received |- "Check for excessive
bad [hec] an invalid packet line noise.\ Check
during ARAP MNP4 the ARAP client
connection\ setup software

phase.

configuration for\
possible problems."

ARAP-2-NOLOG | 2-Critical TTY [dec]: Could |Memory not - IGGSIDHTHHACIN

not malloc log available for internal
MNP4 logging.

ARAP-3-ABORTED | 3-Error TTY [dec]: arap An unexpected - LOG_STD_ACTION
callback aborted message was

received during the
Microcom
Networking\n\
Protocol version 4
MNP4 link setup.

ARAP-3-BADCONFIG | 3-Error TTY [dec]: A configuration - "Check the
unhandled command was not configuration file on
configuration recognized. the server for any
command invalid\n\

configuration
commands."

ARAP-3-BADPAK | 3-Error TTY [dec]: Bad Internal data - "Check for
packet type in structures are abnormally high
arap_send msg corrupted. CPU usage."

ARAP3REMOTHERRCR | 3-Error TTY [dec]: arap ARAP connection |- LOG STD ACTION
input error was terminated

without a known
cause.
ARAP-3-TIMEOUT | 3-Error TTY [dec]: arap The SCP process has | - "If this message

expected message
timeout

been terminated.

recurs copy the error
message exactly as it
appears\n\ and report
it to your technical
support
representative."
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ARAP4-CONFAILED | 4-Warning TTY [dec]: ARAP | The ARA protocol |- "Investigate the
connection failed: | client was denied problem reported in
[chars] access probably due the error message."

to a\n\ configuration
problem on the
server. The error
message should
indicate\n\ the
problem. This
message does not
indicate access
denials due to bad\n\
passwords.

ARAPANOEXTTACACS | 4-Warning TTY [dec]: arap - - "Configure extended
TACACS is TACACS."
configured but
extended TACACS
is not.

ARAPSINITCONFUSED | 5-Notice TTY [dec]: ARAP | The startup - "If this message
unexpected negotiation between recurs reinstall the
initialization packet |a client and the ARA ARA client
[chars] protocol server\n\ software."

fell out of order. If
this message is
received sporadically
it\n\ indicates line
noise.
ARAP-5-PAKINVALID | 5-Notice TTY [dec]: ARAP | This message - LOG STD NO ACTION

invalid packet
received

appears only when
ARA protocol
logging is
configured. The\n\
message notes that
an ARA protocol
user has logged out.

ARAP-6-BADEXIT

6-Information

TTY [dec]: exited
user [chars]: [chars]

A user was
disconnected from
ARA protocol at an
unexpected time.
The\n\ disconnection
may be due to
modems dropping
server error client\n\
problems or any
number of other
difficulties.

"To determine the
cause of the
disconnection
correlate the receipt
of\n\ this message
with the user
problem reports."
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ARAPGI RPHASERROR | 6-Information TTY [dec]: Received | The router received | - "Check for excessive
LT in an invalid packet line noise.\ Check
CONNECTION during ARA the ARAP client
PHASE connection setup\ software

phase. configuration for\
possible problems."

ARAP6MAXRESENDS | 6-Information TTY [dec] The router resent - "To determine the

MNP4 packets cause of the

maximum number of disconnection

times without\ correlate the receipt

receiving an of\n\ this message

acknowledgement. with the user
problem reports."

ARAPHIMINPARCVDISC | 6-Information TTY [dec]: MNP4 | This indicates that |- LOG SID NO ACTION
input disconnect the router received

disconnect request\
from the remote
Macintosh client.

ARAP-6-MNP4T401 | 6-Information TTY [dec]: T401 This message - LOG SID NO ACTION
[dec] baud rate [dec] | indicates that the

router received
MNP4 connection\
request. MNP4
acknowledgement
timer value is also
indicated.

ARAP-6-RCVGIANT | 6-Information TTY [dec]: Rev The router received |- "Check for excessive
giant. dropping an oversized MNP4 line noise.\ Check
frame frame. the ARAP client

software
configuration for\
possible problems."

ARAP-6-RCVNOPAK | 6-Information TTY [dec]: Receive | No buffer exists for |- "Examine buffer

getbuffer failure.
dropping frame

an incoming packet.

usage statistics.
Possibly more
memory is\
required."
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ARAP-6RESENDSLOW

6-Information

TTY [dec]

The router repeated
resending of MNP4
packets as the\
Macintosh client
failed to
acknowledge
previously resent
packets.

"If this error
message persists for
several ARAP
connections\ report
it to your technical
support
representative."

ARAP-6-TIMERERROR

6-Information

TTY [dec]: MNP4
timeout error

The router is
dropping the
connection after
doing maximum
resends.

"To determine the
cause of the
disconnection
correlate the receipt
of\n\ this message
with the user
problem reports."

ARAP-6-XTICKLE

6-Information

TTY [dec]: exited
user [chars]: Other
side stopped
answering ARAP
tickles\ mnp4 pak
resent [dec] mnp4
pak sent [dec] last
[dec] now [dec]

The router
disconnected as the
remote Macintosh
client stopped\
sending ARAP tickle
or data packets.

"To determine the
cause of the
disconnection
correlate the receipt
of\n\ this message
with the user
problem reports."

4-Warning Delete of a The router could not | - "None"
previously saved delete a file that was
archive of the router | previously written.
configuration could | The file that was
not be completed. | being deleted file
contains an archive
of the router
configuration. This
could occur for
example if the file
was manually
deleted.
AVEONGEREVEID | 4-Warning Archive of router Only one archive can | - "Retry the archive

configuration was
skipped due to a
previous initiation.

be created at a time.
Two or more
simultaneous
archives in progress
is not allowed. This
could occur for
example if two users
attempt to create an
archive
simultaneouly.

creation later when
the previous archive
has finished being
written."
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6-Information

Could not create an
archive of the router
configuration on the
standby RP.

The router could not
create an archive file
on the standby RP.
The file that was
being created
contains an archive
of the router
configuration. This
could occur for
example if the active
RP cannot
communicate with
the standby RP.

HNoneH

6-Information

Delete of a
previously saved
archive of the router
configuration could
not be completed on
the standby RP.

The router could not
delete a file that was
previously written
on the standby RP.
The file that was
being deleted file
contains an archive
of the router
configuration. This
could occur for
example if the file
was manually
deleted.
Alternatively the file
could not be deleted
when the active RP
cannot communicate
with the standby RP.

"NOI’IC"

3-Error

Failed to register the
special case [chars]
command:\[chars]\
during initialization.
Config Diff and
Rollback cannot be
used as a result of
this error.

An internal software
error occurred
during initialization
- Config Diff and
Rollback cannot be
used as a result of
this error.

"Copy the error
message exactly as it
appears. Copy down
the system's "
"configuration along
with any other
relevant information.
Contact your "
"technical support
representative for
assistance."
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ACMIBIRKVDNIAD | 3-Error Failed to register the | An internal software | - "Copy the error
special case [chars] |error occurred message exactly as it
command:\[chars]\ |during initialization appears. Copy down
during initialization. | - Config Diff and the system's "
Config Diff and Rollback cannot be "configuration along
Rollback cannot be |used as a result of with any other
used as a result of | this error. relevant information.
this error. Contact your "
"technical support
representative for
assistance."
AMIHEEFNIABD | 3-Error Could not initialize | An internal software | - "Copy the error
the Config Diff and | error occurred message exactly as it
Rollback subsystem | during initialization. appears. Copy down
Config Diff and the system's "
Rollback cannot be "configuration along
used as a result of with any other
this error. relevant information.
Contact your "
"technical support
representative for
assistance."
AR EFNAD | 3-Error Could not initialize | An internal software | - "Copy the error
the Config Diff and |error occurred message exactly as it
Rollback subsystem | during initialization. appears. Copy down
Config Diff and the system's "
Rollback cannot be "configuration along
used as a result of with any other
this error. relevant information.
Contact your "
"technical support
representative for
assistance."
5-Notice Backing up current | The current running | - "This message

running config to
[chars]

config is saved so
that when the timer
expires if no
confirmation has
been received from
user to confirm what
they've configured
the system will
rollback to the saved
config.

DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."
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5-Notice

Backing up current
running config to
[chars]

The current running
config is saved so
that when the timer
expires if no
confirmation has
been received from
user to confirm what
they've configured
the system will
rollback to the saved
config.

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

ANHRIBOMIEAIE | 5-Notice

User: [chars]Priv:
[dec] View: [dec]:
Rollback Confirmed
Change is cancelled
due to [chars] failure

Rollback Confirmed
Change is normally
configured along
with other
configuration
operations such as
\config term\ or
\config replace\. If
those operation
failed Rollback
Confirmed Change
should not be
activated.

"Remove the error
condition and try
again later."

ATHERIBOMIEEAE. | 5-Notice

User: [chars]Priv:
[dec] View: [dec]:
Rollback Confirmed
Change is cancelled
due to [chars] failure

Rollback Confirmed
Change is normally
configured along
with other
configuration
operations such as
\config term\ or
\config replace\. If
those operation
failed Rollback
Confirmed Change
should not be
activated.

"Remove the error
condition and try
again later."

ACHERIBOMEGEORV | 5-Notice

User: [chars]:
Confirm the
configuration change

The configuration
change is confirmed.
The timer for rolling
to the previously
saved config is
cancelled

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."
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5-Notice

User: [chars]:
Confirm the
configuration change

The configuration
change is confirmed.
The timer for rolling
to the previously
saved config is

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of

cancelled the rollback
confirmed change."
5-Notice User: [chars]: Reset | Reset Rollback - "This message
Rollback Confirmed | Confirmed Change DOES NOT denote
Change timerabsolute to a any error condition.
timerabsolute to %lu | new value It is a part of the "
minute "normal operation of
the rollback
confirmed change."
5-Notice User: [chars]: Reset | Reset Rollback - "This message
Rollback Confirmed | Confirmed Change DOES NOT denote
Change timerabsolute to a any error condition.
timerabsolute to %lu | new value It is a part of the "
minute "normal operation of
the rollback
confirmed change."
5-Notice User: [chars] Reset |Reset Rollback - "This message
Rollback Confirmed | Confirmed Change DOES NOT denote

Change timeridle to
%Ilu minute

timeridle to a new
value

any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

5-Notice

User: [chars] Reset
Rollback Confirmed
Change timeridle to
%!lu minute

Reset Rollback
Confirmed Change
timeridle to a new
value

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

5-Notice

User: [chars]:
Rollback
immediately.

Rollback
immediately and
cancel the timer

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."
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5-Notice User: [chars]: Rollback - "This message
Rollback immediately and DOES NOT denote
immediately. cancel the timer any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."
5-Notice Failed to acquire Failed to acquire - "This message
configuration lock. |configuration lock. DOES NOT denote
Rollback did not Rollback did not any error condition.
start. Schedule to start. In this case It is a part of the "
retry in 5 minutes | retry will be "normal operation of
scheduled. the rollback
confirmed change."
5-Notice Failed to acquire Failed to acquire - "This message
configuration lock. |configuration lock. DOES NOT denote
Rollback did not Rollback did not any error condition.
start. Schedule to start. In this case It is a part of the "
retry in 5 minutes | retry will be "normal operation of
scheduled. the rollback
confirmed change."
5-Notice Start rolling to: The timer for - "This message
[chars] Rollback Confirmed DOES NOT denote
Change has expired. any error condition.
System will rollback It is a part of the "
to the previously "normal operation of
saved config. the rollback
confirmed change."
5-Notice Start rolling to: The timer for - "This message
[chars] Rollback Confirmed DOES NOT denote
Change has expired. any error condition.
System will rollback It is a part of the "
to the previously "normal operation of
saved config. the rollback
confirmed change."
5-Notice User: [chars]Priv: | The system will wait | - "This message

[dec] View: [dec]:
Scheduled to
rollback to config
[chars] in %lu
minutes

for the user to
confirm that they
wish to keep what
they've configured
until the timer
expires. If the
confirmation is not
received in time the
router will rollback.

DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

126




Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

5-Notice

User: [chars]Priv:
[dec] View: [dec]:
Scheduled to
rollback to config
[chars] in %lu
minutes

The system will wait
for the user to
confirm that they
wish to keep what
they've configured
until the timer
expires. If the
confirmation is not
received in time the
router will rollback.

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

5-Notice

User: [chars]Priv:
[dec] View: [dec]:
Scheduled to
rollback to config
[chars] if session has
been idle for %lu
minutes

The system will wait
for the user to
confirm that they
wish to keep what
they've configured
until the timer
expires. If the
confirmation is not
received in time the
router will rollback.

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

5-Notice

User: [chars]Priv:
[dec] View: [dec]:
Scheduled to
rollback to config
[chars] if session has
been idle for %lu
minutes

The system will wait
for the user to
confirm that they
wish to keep what
they've configured
until the timer
expires. If the
confirmation is not
received in time the
router will rollback.

"This message
DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."

5-Notice

System will rollback
to config [chars] in
one minute. Enter
\configure confirm\

Rollback will start in
one minute. User
could enter
\configure confirm\

"This message
DOES NOT denote
any error condition.
It is a part of the "

if you wish to keep | if they wish to keep "normal operation of

what you've what they've the rollback

configured configured. confirmed change."
5-Notice System will rollback | Rollback will start in | - "This message

to config [chars] in
one minute. Enter
\configure confirm\
if you wish to keep
what you've
configured

one minute. User
could enter
\configure confirm\
if they wish to keep
what they've
configured.

DOES NOT denote
any error condition.
It is a part of the "
"normal operation of
the rollback
confirmed change."
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5-Notice User [chars] on tty | Rollback will start in | - "This message
[dec] has been idle |one minute. User DOES NOT denote
for %lu minutes. could enter any error condition.
System will rollback | \configure confirm\ It is a part of the "
to config [chars] in | if they wish to keep "normal operation of
oneminute if it what they've the rollback
continues to be idle. | configured. confirmed change."
Enter \configure
confirm\ if you wish
to keep what you've
configured

5-Notice User [chars] on tty | Rollback will start in | - "This message
[dec] has been idle | one minute. User DOES NOT denote
for %Ilu minutes. could enter any error condition.
System will rollback | \configure confirm\ It is a part of the "
to config [chars] in | if they wish to keep "normal operation of
oneminute if it what they've the rollback
continues to be idle. | configured. confirmed change."
Enter \configure
confirm\ if you wish
to keep what you've
configured

ARHMVER XFTB HRR | 2-Critical Archive ISSU client | The Archive ISSU | parser "show logging and

failed to get buffer |client failed to get show checkpoint

for message. Error:
[dec] [chars]

buffer space for
building a
negotiation message.
A negotiation
message cannot be
sent to the standby
device. If a problem
occurs with the ISSU
session negotiation
the standby device
cannot be brought up

properly.

client"
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ARCHIVE ISSU2-NIT

2-Critical

Archive ISSU client
initialization failed
to [chars]. Error:
[dec] [chars]

The Archive ISSU
client could not be
initialized. This
initialization failure
must be addressed
before in-service
software upgrade or
downgrade can be
performed
successfully. If you
do not address this
failure there will be
downtime during
software upgrade or
downgrade.

parser

LOG_STD ACTION

2-Critical

Archive ISSU client
failed to send
negotiation message.
Error: [dec] [chars]

The Archive ISSU
client failed to send
a session negotiation
message to the peer
device. If a problem
occurs with the ISSU
session negotiation
the standby device
cannot be brought up

properly.

parser

"show logging and
show checkpoint
client"

2-Critical

Failed to start
Archive ISSU
session negotiation.
Error: [dec] [chars]

The Archive ISSU
client failed to start
session negotition. If
a problem occurs
with the ISSU
session start the
standby device
cannot be brought up

properly.

parser

"show issu session
<client_id>"

2-Critical

Archive ISSU client
failed to register
session information.
Error: [dec] [chars]

The Archive ISSU
client failed to
register session
information. If a
problem occurs with
the ISSU session
registration the
standby device
cannot be brought up

properly.

parser

"show issu capability
entries <client_id>
and " "show issu
session <client_id>
and " "show issu
negotiated capability
<session_id>"

129



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
ARVER AADISN | 3-Error Archive ISSU client | The Archive ISSU | parser "show issu capability
does not have a valid | client does not have entries <client_id>
registered session. | a valid registered and " "show issu
session. session <client_id>
and " "show issu
negotiated capability
<session_id>"
ARHMVER BVEGNOI(K | 3-Error Archive ISSU client | The Archive ISSU | parser "show issu message
'Message Type [dec]' | client received an group <client_id>
is not compatible incompatible and " "show issu
message from the session <client id>
peer device. The and " "show issu
message cannot be negotiated version
processed. <session_id>"
AR(HVE SSBMSG SE | 3-Error Archive ISSU client | The Archive ISSU | parser "show issu message
failed to get the client failed to group <client_id>
MTU for Message | calculate the MTU and " "show issu
Type [dec]. Error: | for the specified session <client_id>
[dec] [chars] message. The and " "show issu
Archive ISSU client negotiated version
is not able to send <session_id>"
the message to the
standby device.
ATV ESNNKBR | 3-Error Archive ISSU client | The Archive ISSU | parser "show issu session

failed to unregister
session information.
Error: [dec] [chars]

client failed to
unregister session
information.

<client id>and"
"show issu
negotiated capability
<session_id>"
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ATMERS BRANKRVIAL | 3-Error Archive ISSU client | The Archive ISSU | parser "show issu session
[chars] transform client could not <client id>and"
failed for 'Message |transform the "show issu
Type [dec]'. Error: | specified message negotiated version
[dec] [chars] type. If the transmit <session_id>"
transformation failed
the checkpoint
message was not
sent to the standby
device. If the receive
transformation failed
the checkpoint
message was not
applied on the
standby device. In
both cases the
Archive state
between the active
device and the
standby device is not
identical.
ARP3-ARPHAMSGIMT | 3-Error Malformed ARP HA | - - -
checkpointing
message size = [dec]
entry count = [dec]\n
ARP-3-ARPINIT | 3-Error Internal software An internal software | ip LOGSIDRHIR ACION
error during ARP | error has occurred
subsystem during ARP
initialization\n subsystem
initialization.
ARP-3-ARPINT 3-Error ARP table accessed | ARP table is ip LOG SIDREIR ACTON
at interrupt level accessed at interrupt
[dec]\n level which is
forbidden.
ARPBARPNVAIIDHNIRY | 3-Error ARP system internal | An internal software | ip LOGSIDREIR ACION
error. Returns NULL | error has occurred in
arp entry on node | ARP subsystem an
%p\n NULL arp entry is
got.
ARP3NULL IF INPUT | 3-Error ARP packet with ARP received a ip "If this message
NULL if Input packet with NULL recurs call your

input interface

technical support "
"representative for
assistance."
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ARP-3STCKYARPOVR | 3-Error Attempt to overwrite | Multiple stations - "Change the IP
Sticky ARP entry: | configured with address of one of the
[inet] hw: [enet] by |same IP in Private two systems."
hw: [enet]\n VLAN. Possible
case of IP address
stealing.
ARP-3-TABLEERR | 3-Error Internal software An internal software | ip LOGSIDREIR ACTION
error during ARP | error has occurred
table operation for | during an ARP table
ARP entry\n operation.
ARP-4-ARPADJ 4-Warning Received CEF A request to update |ip LOGSIDRHIR ACION
Adjacency updation | CEF adjacency came
request on different |on two different
interfaces: [inet] on |interfaces.
[chars]\n
ARP4ARPI FARNTHRES | 4-Warning Learned ARP entries | This message - "First inspect the
have reached to indicates that the ARP entries on the
threshold level %lu | number of interface. If they are
dynamically learned " "valid entries either
ARP entries has increase the
reached a configured max limit
preconfigured max. or " "reconfigure the
limit in ARP Table. network to reduce
ARP peers."
ARPANULL SRC MAC | 4-Warning NULL MAC address | Application or peer |ip "If this message
from [inet] on tried to insert entry recurs call your
[chars] with NULL SRC technical support "
MAC "representative for
assistance."
ARP6ARI FARNRES VE | 6-Information Resuming Learn This message - LOG STD NO ACTION

ARP entries to
install in ARP table.

indicates that the
number of
dynamically learned
ARP entries is in
range of permit
threshold
value.System is
allowing new
Learned ARP entries
to install in ARP
table.
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ASPP-3-NOTTY 3-Error [chars]: Unable to | This message occurs | - "Verify the correct
set Rx/Tx tty async |only when ASP is hardware interface
service hooks. configured. It\n\ type is being used."
indicates the serial
interface using ASP
is configured\n\
incorrectly or does
not support
asynchronous mode.
ARMWPIBPRAVRER | 3-Error Please consider Router is currently | asr1000-ptp LOG STD ACTION
upgrading the FPGA | running on FPGA
for PTP to function |version which is
properly. [chars] lesser than what is
Ox[hec] required by PTP to
work properly
AR(WPIBVEINAICH | 3-Error Unable to dispatch | An unexpected asr1000-ptp LOG _STD _ACTION
received TDL condition has
message from PTP | occurred while IOS
daemon [chars] - was trying to
[chars] dispatch a TDL
message received
from PTP daemon.
ASRIOD PIBMVSANTAL | 3-Error Failed to initalize | During the asr1000-ptp LOG _STD ACTION

required PTP
resource: [chars]

initialization of the
resources required
by PTP a failure
occured. This has
prevented PTP from
being activated.

3-Error

Failed to allocate a
data plane identifier
for interface [chars]
for VCD [dec]

The SPA driver is
not able to allocate
the datapath
identifier for the
VCD under the
interface specified in
the message. This
indicates a software
erTor.

asklk-atm

LOG STD NO ACTION
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ARTRAVIRIVIEREHAL | 3-Error Failed to get a data | The SPA driveris |asklk-atm LOG SID NO ACTION
plane identifier for |not able to obtain the

interface [chars] for | datapath identifier
VCD [dec] for the VCD under
the interface
specified in the
message. This
indicates a software
error.
3-Error Failed to get a flow | The SPA driveris |asklk-atm LOG SID NO ACTION
control identifier for | not able to obtain the
interface [chars] for | datapath flow
index [dec] control identifier for
the data path
identifier under the
interface specified in
the message. This
indicates a software
error.
ARNVEMOTITRNE | 3-Error Flow control The flow control asrlk-atm LOG _STD _ACTION
identifiers for identifier received
interface [chars] for the interface is
chan lo [hec] chan hi | out of range. This
[hec] indicates SPA driver
is responding with
out of range flow
control identifier
3-Error total active atm vc | total number of - LOG _STD ACTION

per ATM SPA
reached limitation of
[dec]

active atm vc per
ATM SPA has
reached max limit

[chars]: atm autovc
discovery
configuration failed
reason: [chars]

A command to
configure the atm
autovc discovery on
an atm interface has
failed

LOG_STD ACTION

3-Error

total active atm vc
reached system
limitation of [dec]

total number of
active atm vc has
reached max limit
allowed on the
system

LOG_STD ACTION
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AFRVIERNVIXERNCAAAL | 3-Error Failed to get a valid | The SPA driveris |asklk-atm LOG SID NO ACTION
tx_chan id for not able to obtain the
interface [chars] for | datapath tx channel
VCD [dec] identifier for the
VCD under the
interface specified in
the message. This
indicates a SPA
occur error.
3-Error Error in sending The SPA give a error | ask1k-atm LOG SID NO ACTION
message to SPA on |response for ATM
interface [chars] setup or response
when [chars] for timeout in atm vc
VCD [dec] ebfc_id |setup message. This
[dec] indicates a SPA
occur error.
3-Error Failed set ATM con | Could not get VC | asklk-atm LOG SID NO ACTION
for interface [chars] | encapsulation
[dec]/[dec] VCD information when
[dec] get SPA VCOPEN
or VCMODFY
response This
indicates ATM occur
error.
3-Error Failed to get a ATM | Could not get VC | asklk-atm LOG SID NO ACTION
VC core info for core information
interface [chars] when get SPA
VCD [dec] VCOPEN or
VCMODIRY
response. This
indicates a ATM
information error.
3-Error Failed to get ATM | Could not get VC | asklk-atm LOG SID NO ACTION
dpidx for interface | dpidx information
[chars] VCD [dec] |when get SPA
VCOPEN or
VCMODFY

response This
indicates ATM occur
€errTor.
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3-Error Failed to update Could not update VC | ask1k-atm LOG STD NO ACTION
ATM egress id for | egress id when get
interface [chars] SPA VCOPEN or
VCD [dec] egress_id | VCMODFY
[dec] response This
indicates ATM occur
error.
3-Error Failed to get ATM | Could not get VC | asklk-atm LOG SID NO ACTION
encapsulation for encapsulation
interface [chars] information when
[dec]/[dec] VCD get SPA VCOPEN
[dec] or VCMODFY
response This
indicates ATM occur
error.
Get ATM ERROR | Geta ERROR VC | asklk-atm LOG SID NO ACTION
encapsulation for encapsulation
interface [chars] information when
[dec]/[dec] VCD get SPA VCOPEN
[dec] or VCMODFY
response This
indicates ATM occur
error.
3-Error Failed to allocate VC | The ATM SHIM is | asklk-atm LOG SID NO ACTION
ingress identifier on | not able to allocate
interface [chars] for |the ingress identifier
VCD [dec] ebfc_id | for the VCD under
[dec] when [chars] | the interface
specified in the
message. This
indicates a software
error.
3-Error SPA Error response | The SPA give a error | ask1k-atm LOG SID NO ACTION
on interface [chars] |response for ATM
when [chars] for setup or response
VCD [dec] ebfc_id |timeout in atm vc
[dec] ret _val [dec] |setup message. This
indicates a SPA
occur error.
ARMPAMPIRIESAL | 3-Error process creation The Periodic one asrlk-atm LOG STD ACTION

failed for [chars]

second process
creation failed. This
indicates a software
erTor.
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4-Warning

total active atm vc
approaching [dec]
percent of system
limitation of [dec]

total number of -
active atm vc is
approaching the high
water mark of
sysyem limitation

LOG_STD ACTION
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ARMRPAMIAIAC | 4-Warning Interface [chars] VC | A command to setup | asr1k-spa-atm "The SPA ATM
[dec] setup failed a VC has failed on driver has detected a
reason = [dec] RP. problem creating the

internal OAM" "VC.
Reload the indicated
SPA card to
reconfigure the
internal OAM VC."
"If the error
messages persists
copy the error
message exactly as "
"it appears. Next
research and attempt
to resolve the issue
using " "the SPA
hardware
troubleshooting
documentation as
well as the tools "
"and utilities
provided at "
hwwamnpiiputdditd
If you still " "require
assistance open a
case with the
Technical Assistance
Center " "via the
Internet at "

or contact " "your
Cisco technical
support
representative. Be
sure to provide the "
"the information you
have gathered and a
'show tech-support'
to " "your support
representative or
attach it to your case
in non-zipped "
"plain text format
xt."
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4-Warning

Interface [chars] VC
[dec] teardown
failed vc state =
[dec]/[dec]

A command to
remove a VC config
has failed on RP.

asrlk-spa-atm

"The SPA ATM
driver has detected a
problem tearing
down the internal"
"OAM VC. Reload
the indicated SPA
card to do a clean
tear down of the "
"internal OAM VC.
If the error messages
persists copy the
error " "message
exactly as it appears.
Next research and
attempt to resolve "
"the issue using the
SPA hardware
troubleshooting
documentation as
well" " as the tools
and utilities provided
at"
hwwasmnp i putdditd
If you still " "require
assistance open a
case with the
Technical Assistance
Center " "via the
Internet at "

or contact " "your
Cisco technical
support
representative. Be
sure to provide the "
"the information you
have gathered and a
'show tech-support'
to " "your support
representative or
attach it to your case
in non-zipped "
"plain text format
xt."

5-Notice

total active atm vc
below [dec] percent
of system limitation
of [dec]

total number of

active atm vc below
the high water mark
of sysyem limitation

asrlk-atm

LOG STD ACTION
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AROPAVIPS/ACEP | 5-Notice Interface [chars] has | The SPA ATM - LOG SID NO ACTION
a VC/VP [dec] driver supports
configured already | configuring only one
VC/VP [dec] cannot | VC/VP under a point
to multi point
sub-interface. The
sub-interface
specified in the
message already has
VP/VC configured.
ARWMRPCHIAXTIAL | 3-Error Communication with | Communication with | mcp-io "Either try to
the CC has failed for | Card-Carrier down. configure the
Interface [dec]/[dec] Sharded Port
Adapter at a later
time or " "reload the
Card Carrier."
ARRPCIH IAHR | 3-Error Internal IPC error | Internal IPC error. | mcp-io "Either try to
[chars] configure the
Sharded Port
Adapter at a later
time or " "reload the
SPA and/or Card
Carrier."
ARMRPAOHPINSHR | 3-Error NULL An internal error as | mcp-io "Copy the error
resulted from an message exactly as it
unsupported or appears and report it
unexpected message. to your " "technical
support
representative."
ARMRPRSIMATATAL | 4-Warning Interface [dec]/[dec] | required resources | mcp-io "Either upgrade
allocation failed: unavailable. system memory or
[chars] reconfigure memory
usage."
ARMRPIBIMARFIAL | 4-Warning Interface [chars] failed to get aps state | asr1k-spa-pos "Copy the error
from cc message exactly as it

appears on the
console\n\ or in the
system log. Call your
Cisco technical
support\n\
representative and
provide the
representative\n\
with the gathered
information."
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4-Warning

Interface [chars]

failed to update CC
about BER SF SD
thresholds

asrlk-spa-pos

"Copy the error
message exactly as it
appears on the
console\n\ or in the
system log. Call your
Cisco technical
support\n\
representative and
provide the
representative\n\
with the gathered
information."

AROFCHPEN AGRR

3-Error

Interface
[dec]/[dec]/[dec]:

Bad parameter in

message from RP:

[chars]

Bad parameter in
message from RP.

mcp-io

"Either try to
configure the
Sharded Port
Adapter at a later
time or " "reload the
Card Carrier."

ARMPOH I N R

3-Error

NULL

An internal error as
resulted from an
unsupported or
unexpected message.

mcp-io

"Copy the error
message exactly as it
appears and report it
to your " "technical
support
representative."

ASRIO) SPROS SAARS

3-Error

APS[dec] [chars]

RP deadman timer
expired on CC CCis
sending LAIS to far
end

mcp-io

"Copy the error
message exactly as it
appears on the
console \n\ or in the
system log. Call your
Cisco technical
support \n\
representative and
provide the
representative \n\
with the gathered
information."
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ARMPREATATAL | 4-Warning SPA resource The SPA driver in | mcp-io "Copy the error
allocation failed for |the subslot specified message exactly as it
subslot [dec]/[dec] [in the message is\n\ appears on the
while [chars] not able to allocate a console \n\ or in the
system resource. The system log. Call your
required system Cisco technical
resource is\n\ support \n\
specified in the representative and
message. provide the
representative \n\
with the gathered
information."
3-Error Interface [chars] Attempt to apply the | asrlk-io-internal "This indicates an
failed to apply PLIM | configured input internal software
QOS [chars] value = | classification for the failure"
0x%X specified interface
failed
3-Error Transceiver type This transceiver is | asrlk-io-internal "Consult the
[chars] is not not allowed on the documentation and
allowed on spa SPA ensure supported "
[chars] port [dec] "transceivers and
plugged into the
SPA"
APEHREHSWBAE] | 3-Error The hardware and | During reconcilation | asr1k-ether-Ic "Open a case with

software copies of
NP client do not
match. This indicates
reconciliation
failure.

phase of Minimal
Disruptive Restart it
is found that the
software and
hardware copies of a
register in phy do
not match. This
indicates an error
and the SPA will be
reset as normal and
impact traffic.

Cisco Technical
Assistance Center
for further "
"assistance"
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3-Error

The hardware and
software copies of a
register in the phy
for port [dec] do not

During reconcilation
phase of Minimal
Disruptive Restart it
is found that the

asrlk-ether-lc

"Open a case with
Cisco Technical
Assistance Center
for further "

match. This indicates | software and "assistance"
reconciliation hardware copies of a
failure. register in phy do
not match. This
indicates an error
and the SPA will be
reset as normal and
impact traffic.
3-Error Failed to add in The TCAM mcp-io "Try to remove some
HSPRDA region for | HSRPDA table on of the Virtual MAC
interface [chars] the SPA is full The addresses for the
specified HSRPDA interface by "
identifier will not be "command."
added to the TCAM
table.

AFIPHIRMIQIANRR | 3-Error Failed to [chars] The access to update | mcp-io LOG _STD _ACTION
VLAN outer [dec] |the TCAM VLAN
inner [dec]-[dec] filtering table on the
to/from interface SPA failed. The
[chars] status = [dec] | error message

indicates the SPA
subslot and the
affected interface
and the VLAN entry
that failed.

APHFRANAREEL. | 3-Error Failed to add VLAN | The TCAM VLAN | mcp-io "Try to remove some
outer [dec] inner filtering table on the of the registered
[dec]-[dec] to SPA is full. The VLAN:S for the
interface [chars] error message interface by "

indicates the SPA "changing the

subslot and the interface

affected interface configuration. To

and the VLAN entry verify the VLAN

that failed. The IDs currently " "in

specified VLAN use by an interface

identifier will not be enter the

added to the TCAM <CmdBold>show

table. vlans<NoCmdBold>
" "command."
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AROPHIRAVNANRR | 3-Error Failed to [chars] The access to update | mep-io LOG STD ACTION
VLAN [dec] to/from | the TCAM VLAN
interface [chars] filtering table on the
status = [dec] SPA failed. The
error message
indicates the SPA
subslot and the
affected interface
and the VLAN entry
that failed.
3-Error Failed to add VLAN | The TCAM VLAN |mcp-io "Try to remove some
[dec] to interface filtering table on the of the registered
[chars] SPA is full. The VLANES for the
error message interface by "
indicates the SPA "changing the
subslot and the interface
affected interface configuration. To
and the VLAN entry verify the VLAN
that failed. The IDs currently " "in
specified VLAN use by an interface
identifier will not be enter the
added to the TCAM <CmdBold>show
table. vlans<NoCmdBold>
" "command."
ARDRARVIPATHAL | 3-Error Failed to During the router asr900-csl LOG _STD _ACTION
Authenticate the boot-up we check if
backplane quack this router is cisco

deivice. This device
may not be a
quacked properly or
not CISCO
manufactured.

manufactured or not.
If this device is not
quacked properly or
not CISCO
manufactured this
error is expected.

3-Error

Failed to create
chasfs property
[chars] re=[dec]

Failure occured
while creating chasfs

property

asr900-system-rsp3

LOG_STD_ACTION

3-Error

Failed to set chasfs
property [chars] with
[chars] rc=[dec]

Failure occured
while updating
chasfs property

asr900-system-rsp3

LOG_STD ACTION
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ARFOK TSN MGAL | 3-Error Failed to send the | Whenever there is | asr900-protection | LOG STD ACTION
protection-physical |any error while
[chars] TDL msg for | sending the TDL
protection interface |msg for
[chars] and member |binding/unbinding a
[chars] physical controller
with UPSR/ACR
controller
ASIDPIBVSINAIH | 3-Error Unable to dispatch | An unexpected asr900-ptp LOG STD ACTION
received TDL condition has
message from PTP | occurred while I0S
daemon was trying to
dispatch a TDL
message received
from PTP daemon.
A PIPBMSGNIHAL | 3-Error Failed to initalize During the asr900-ptp LOG _STD _ACTION

required PTP
resource: [chars]

initialization of the
resources required
by PTP a failure
occured. This has
prevented PTP from
being activated.

3-Error

total active atm vc
per ATM SPA
reached limitation of
[dec]

total number of
active atm vc per
ATM SPA has
reached max limit

LOG_STD_ACTION

ASHIVEIF MNSRID

3-Error

[chars] - [chars] in
bay [dec]

A different IM type
has been inserted in
the bay which
previously had
another IM type. If
the interfaces were
set to default before
swap the IM will
boot up fine. If not
IM will goto
Out-of-service state.
Kindly insert the
previous IM type use
hw-module subslot
0/x default and then
proceed with the IM
swap. If not might
need to reload the
box for recovery
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ARIIVBNCOVIAIRE | 3-Error [chars]-[dec] P1D and onwards Cu | - -
IM.... is not
backward
compatible with
P1A/P1B/P1C Cu
IM use the same
build of Cu IM or
reload the router to
use the new build.
AFRIVERADOVENAN | 3-Error [chars] is not The inserted IM is |- -
allowed in bay [dec] | not supported in the
can be supported specified subslot
only in bays [chars] | given the
combination of
existing IMs in the
chassis.
ARINVBNAIDMTE | 3-Error [chars] with mode |The inserted IMis |- -
[chars] is not not supported in the
allowed in bay [dec] | specified subslot
can be supported given the
only in bays [chars] | combination of
existing IMs in the
chassis.
ASIIVBUNSFRCRIBD | 3-Error This Interface The inserted IM is |- -
Module is not not supported in the
supported in subslot | specified subslot.
[dec] Kindly check the
supported slots for
the IM type.
AN RREDIG AP | 3-Error Command rejected | The inserted IM - -

Cannnot co-exist
with [chars] present
in subslot [dec].
Please retry after
removing IM and
rebooting.

cannot co-exist in
the specified subslot
after enabling dying
gasp internal port.
Kindly check the
supported slots for
the IM type.
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ASHVENS FORIDBC | 3-Error [chars] will not be | The inserted IM will | - -
operational in not be supported in
subslot [dec] after | the specified subslot
reboot due to after reboot due to
payload encryption |payload encryption
support with [Psec | support with IPsec
license license. Kindly
check the supported
slots for the IM type.
ADANS IRREDRAFRM | 3-Error This Interface The inserted IM is |- -
Module is not not supported in the
supported in [chars] |specified platform
platform
ASRBENIEBUNRRID | 3-Error Interface [chars] is | The Interface - -
not supported in specified in the error
subslot [dec] by the | message is not
[chars] module supported in the
specified Subslot by
the version of the
operating system
currently running on
the system.
3-Error Failed to allocate a | Can't allocate a csb | asr903-cfc LOG STD_ACTION
csb when generating
punt err log
Failed to allocate a |Can'tallocatea TTY |asr903-cfc LOG_STD_ACTION
tty when generating
punt err log
3-Error Failed to open file: |Failed to open file |asr903-cfc LOG STD ACTION
[chars] when generating
punt err log
3-Error Write to file Id [dec] | Write to file failed |asr903-cfc LOG _STD_ACTION
failed [dec] bytes | when generating
expected [dec] bytes | punt err log
4-Warning Failed to close file |Closing of file failed | ast903-cfc LOG STD ACTION
with descriptor: when generating
[dec] punt err log
4-Warning Failed to get file Could not form a file | asr903-cfc LOG STD ACTION

name

name when
generating punt err
log
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4-Warning Invalid file Invalid file asr903-cfc LOG STD ACTION
descriptor: [dec] descriptor was found
when generating
punt err log
4-Warning Invalid parameter: | Invalid parameter | asr903-cfc LOG STD ACTION

[chars]

was passed when
generating punt err
log

ASYNCRIDRRFADRAL | 0-Emergency Failed to read DSR | Failed to read DSR |IIOT COMPONENT | LOG_ERR
state.. Data Set Ready
state.
ASYNCIHODIR SFT AL | 0-Emergency Failed to set DTR | Failed to set DTR | esr6k3-async LOG_ERR
state.. Data Terminal
Ready state.
AT-1-NOMEM 1-Alert Could not allocate | An internal software | atalk [OGSIDHTHHACIN
memory for [chars] |error occurred.
at line [dec] in
[chars]
AT-2-ASSERTFAILED | 2-Critical AppleTalk assertion | The software atalk "Copy the message
failed: [chars] detected an exactly as it appears
inconsistency. note any AppleTalk
Although this error problems " "you

is serious the router
attempts to continue.
AppleTalk
processing might be
impaired.

experience and call
your technical
support
representative."
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AT-3-DOMLOOP

3-Error

Loop detected on
domain [dec]
[[chars]]

The domain router
detected a routing
loop. Routing loops
are not allowed. The
domain router runs a
background loop
detection process.
The domain router
starts this process
when it receives a
new zone list from a
domain that is
identical to the list in
the main routing
table and whose
network range length
matches that in this
list. The loop
detection process
sends several
AppleTalk NBP
loopback packets.
When one of these
packets is received
on an interface that
does not belong to
the original domain
the domain router
first shuts off all the
domains involved in
the loop and then
shuts off all the
interfaces in these
domains. The loop
detection does not
catch all types of
loops. It is your
responsibility to
make sure that no
loop exists.

atalk

"Disable the cause of
the routing loop.
Then use the clear
appletalk "
"command to restart
the interfaces
involved."

AT3-DOMOVERFLOW

3-Error

Remap range
overflow for [chars]
domain [dec]

The remap range
overflowed. If a
network range
cannot fit inside the

atalk

"Use the appletalk
domain remap-range
command to increase
the remapping "
"range. Then restart
the interfaces."
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AT-3-INVNBPCMD | 3-Error Invalid NBPtest An unrecognized atalk "Enter a valid
command [chars] command was command."
specified in the
Name Binding
Protocol NBP test
facility.
AT-3-NOBESTPATH | 3-Error Could not compute | A path to the atalk "Use the show
best path for network | specified network appletalk route
Y%oHA could not be found. command to verify
that a path to the "
"specified network
exists. If it does copy
the error message
exactly " "as it
appears and report it
along with the output
of the show "
"appletalk route
command to your
technical support
representative."
AT-3-NOROUTE | 3-Error No route to You attempted to atalk "Remove the route
destination remove a route from by reconfiguring the
[atalk address] the routing table by directly connected
issuing the clear interface " "with
appletalk route which it is
command. The associated."
command failed
because the route
was on a directly
connected interface
that is it was created
when you configured
the router.
AT-3-NOSOCKET | 3-Error [chars]: client tried |- - -
to open socket but
failed
AT-3-NOSUCHNBR | 3-Error No such neighbor | You specified a atalk "Specify a valid
Ytta nonexistent neighbor neighbor address that
address in a show is one that appears in
appletalk neighbor the " "output of the
or clear appletalk show appletalk
neighbor. neighbor command."
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AT-3-NOTRUNNING | 3-Error AppleTalk not An AppleTalk atalk LOG STD NO ACTION
running interface that was
previously shut
down was restarted.
AT-3-NOVIRTUAL | 3-Error [chars]: client tried | A hardware or atalk "Copy the error
to connect but no software error message exactly as it
virtual network is occurred. appears and report it
declared to your " "technical
support
representative."
AT-3-OUTOFSYNC | 3-Error [chars]: AURP The router detected |aurp "Use the show
connection out of | a conflicting cable appletalk command
sync...terminating | range. A router is to identify the
configured with a overlapped cable
cable range that range " "and then
overlaps with an reconfigure the
existing range but misconfigured
does not match the router."
entry exactly.
ABSBROUINE FRR(R | 3-Error AppleTalk error: An internal error atalk LOG _STD ACTION
[chars] occurred.
Specifically a
programming
assertion in the
AppleTalk
networking code was
violated.
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AT4MACIPBADCONF | 4-Warning [chars]: MacIP If the appletalk atalk LOG STD NO ACTION
inoperable event-logging
configuration [inet] | command is

configured this
message appears on
the console when a
MaclP server cannot
begin or recover
operations because
of an invalid IP
address
configuration. This
condition only
occurs when the
configured MaclIP
server's IP address is
not valid on the
same cable of any
operable IP
interface. The
AppleTalk zone
served by the MacIP
server replaces the
zone specified in the
appletalk zone
command. The IP
address configured
on the MaclIP server
replaces the IP
address configured
by the ip address
command. When this
error occurs the
MaclP configuration
is considered invalid
and is deleted.
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AT4MACIPNOCABLE

4-Warning

[chars]: MacIP
inoperable IP
interface [inet]

If the appletalk
event-logging
command is
configured this
message appears on
the console when a
MaclP server can no
longer operate due to
a change in the
condition of the IP
interface it serves.
This condition can
occur if IP routing is
shut down on the
interface or the IP
address of the
interface is changed
so that the MacIP
server's IP address is
no longer valid on
the same cable. The
AppleTalk zone
served by the MacIP
server replaces the
zone specified in the
appletalk zone
command. The IP
address configured
on the MaclP server
replaces the IP
address configured
by the ip address
command.

atalk

LOG STD NO ACTION

AT-5-COMPATERR1

5-Notice

[chars]: AppleTalk
internet
compatibility mode
required by %#a

Although this router
has neighbors that
require your
internetwork to
observe
compatibility rules
AppleTalk has
learned of a route
that has a cable
range greater than 1.
This condition can
cause node
inconsistencies on
your AppleTalk
network.

atalk

"Upgrade the routers
that support only the
original AppleTalk "
"specification. In the
meantime observe
the compatibility
rules " "for
AppleTalk Phase 1
and Phase 2 routers."
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AT-5-FDDICOMPAT | 5-Notice AppleTalk FDDI An attempt was atalk "Verify that you are
neighbor %f#a using | made to configure an not specifying an
obsolete FDDI interface to have the AppleTalk address
addressing same or a conflicting or cable range "
AppleTalk address "used previously on
or cable range as this router and
another interface on reconfigure the
the same router. interface."
AT-5NOSUCHROUTE | 5-Notice No such route [dec] | You specified a atalk "Specify a valid
nonexistent route in route that is one that
a show appletalk appears in the output
route or clear of the " "show
appletalk route appletalk route
command. command."
AT-5-PATHCHANGE | 5-Notice Route to %#A is The path to a atalk LOG SID NO ACTION
now using path of | network changed
type [chars] on because either the
[chars] via %#a old path went down
or the new path was
better.
AT-5-RTMPSTATE | 5-Notice [chars]: RTMP path | A new AppleTalk |atalk LOG SID NO ACTION
to %#A via %tta path has been
now in [chars] state |learned. The
metric [dec] [dec] | message indicates
hops the source of the
path its distance in
hops its metric and
the type of path.
AT-6-BADROUTE | 6-Information Route to %#A has | The system did not |atalk LOG SID NO ACTION

gone bad

detect a route within
the required timeout
period. Therefore the
route is marked as
bad. A network
might have become
unreachable for
some reason perhaps
because of a broken
connection. This
message does not
necessarily indicate
an error condition.
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AT-6-MACIPDOWN | 6-Information [chars]: MacIP If the appletalk atalk LOG STD NO ACTION
server shutting down | event-logging
[inet] command is

configured this
message appears on
the console when a
MaclP server is no
longer operational
for any reason.
MaclP servers shut
down in response to
MaclP configuration
changes or errors or
a change in the
condition or
configuration of an
AppleTalk or IP
interface for which
the MaclP server is
providing service.
The AppleTalk zone
served by the MacIP
server replaces the
zone specified in the
appletalk zone
command. The IP
address configured
on the MaclIP server
replaces the IP
address configured
by the ip address
command.
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AT-6-MACIPUP

6-Information

[chars]: MacIP
server operational
[inet]

If the appletalk
event-logging
command is
configured this
message appears on
the console when a
MaclP server is fully
initialized and is
ready to accept client
requests. The
AppleTalk zone
served by the MacIP
server replaces the
zone specified in the
appletalk zone
command. The IP
address configured
on the MaclP server
replaces the IP
address configured
by the ip address
command.

atalk

LOG STD NO ACTION

AT-6-NBRDELETED

6-Information

Neighbor entry for
%tta deleted

The clear appletalk
neighbor command
displays this
command when it
completes
successfully.

atalk

LOG STD NO ACTION

AT-6-PATHDEL

6-Information

[chars]: AppleTalk
[chars] path to %#A
via %#a has been
deleted

An AppleTalk node
sent a GetNet Info
request to this router
specifying an invalid
network number for
the source of the
GetNet Info request.
This situation occurs
when an AppleTalk
end node is moved
to another network
and is therefore
misconfigured for
the current network.

atalk

LOG SID NO ACTION

AT-6-REGPENDING

6-Information

NBP registration of
[chars] at [[chars]]
pending

A name registration
call is being
performed.

atalk

LOG STD NO ACTION
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AT-7-BUGREPORT | 7-Debug AppleTalk bug: The software atalk "Copy the message
[chars] detected an exactly as it appears

unexpected note any AppleTalk
condition. The router problems " "you
takes corrective experience and call
action and continues. your technical
support
representative."

AT-7-DEBUGMSG | 7-Debug AppleTalk debug: | This message is atalk "Copy the message

[chars] generated by a debug exactly as it appears
command and note any AppleTalk
provides additional problems " "you
information about an experience and call
AppleTalk your technical
condition. support
representative."

AIA3AIA SIAILS FRRCR | 3-Error Error occurred while | An error occurred | ata-filesystem "Replace the new
querying the status | while querying the ATA device and
of ATA device. status of ATA retry the operation. "
Return: [dec] device. Device not "If the problem
stat reg: Ox[hec] responding persists " "1 Run

'show tech'
command."

APAA SIS TIVELT | 6-Information Timeout occurred | A timeout occurred |- "Replace the new
while querying the |while querying the ATA device and
status of ATA status of ATA retry the operation. "
device. Status device. "If the problem
returned :0x[hec] persists " "1 Run
event: [dec] 'show tech'

command."

AIVHSU NOMVEMORY | 1-Alert msgtxt nomemory | The requested atmcommon "Reduce other

operation could not system activity to
be accomplished ease memory
because of a low\n\ demands. If
memory condition. conditions\n\ warrant
upgrade to a larger
memory
configuration."
ATM-1-NOPUSRAM | 1-Alert Unit [dec] not The specified ATM |- IGGSIDHTEHACTN

enough interface
memory

interface hardware
has run out of
interface memory.
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ATM2FAILATMSWDRB | 2-Critical Fail malloc System memory - "If the system
atm_swdb at [chars] | exhaustion caused an exhibits any
internal software unexpected behavior
error in the ATM as a result of " "this
subsystem. memory exhaustion
it may need to be
reset to clear the
error."
LOGSIDRAUEACION
AVBAMWALTREHRR | 3-Error ATMNodel [chars] | A software error - [OGSIDHTHHACIN
VCD [dec] occured.
[dec]/[dec] Node2
[chars] VCD [dec]
[dec]/[dec]
ATMBFAILCREATEVC | 3-Error ATM failed to create | - - -
VCVCD=[dec]
VPI=[dec]
VCI=[dec] on
Interface [chars]
Cause of the failure:
[chars]
AHBVONEIOMC | 3-Error ATM failed to The DSL line rate | atmcommon LOG _STD ACTION
remove service has been changed for
policy on the PVC to support
VCVCD=[dec] the guaranteed
VPI=[dec] bandwidth
VCI=[dec] on configured for the
Interface [chars] virtual circuits.
Cause of the failure:
[chars]
AIMBFAILREMOVEVC | 3-Error ATM failed to - - -
remove
VCVCD=[dec]
VPI=[dec]
VCI=[dec] on
Interface [chars]
Cause of the failure:
[chars]
AIMBIMINIERNALERR | 3-Error [chars] [chars]:[dec] | Internal Error see as IGGSIDHTHHACIN

message occurs
during ILMI Primary
to Secondary Sync

158




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AIVBIMSYNOINIHNERR | 3-Error [chars] [chars]:[dec] | Internal Error see as IGGSIDHTHHACIN
message occurs
during ILMI Primary
to Secondary Sync

AIVBIMSYNONIHRR | 3-Error [chars] Internal Error see | as [OGSIDHTHHACIN
[%08X=[chars]] message occurs
[chars]:[dec] during ILMI Primary

to Secondary Sync

AIVBEU SINDRALED | 3-Error \nATM ISSU: send | The sending of a atmcommon [OGSIDHTHHACIN

message failed rc = | message has failed.
[dec]\n

ATM3-MIPDEQUELE | 3-Error MLPPP failed - - -

CosQ=[hec]
MLP=[hec]
0QDQ=T[hec] [hec]
Cause of the failure:
[chars]

AIVBMPOAIM FRR(R | 3-Error MLPoATM not The configuration of | atmcommon "Ensure that the
configured properly | MLPPP-over-ATM service policy has
on \n\ Link [chars] | MLPoATM on the been attached to "
Bundle [chars] ATM PVC is either "the Virtual
:[chars] incorrect or Template and that

incomplete. the queueing strategy
on the ATM
interface " "is per
VC queueing and
queueing algorithm
is FIFO. To verify
the " "configuration
use the
<CmdBold>show
inteface atm
<noCmdBold>and "
"<CmdBold>show
running-config
vittakermple<noCimdBold>
commands."

ATM3-OUT OF VCIS | 3-Error ATM failed to create | The ATM subsystem | - LOG STD ACTION

VC on Interface
[chars]

ran out of internal
resources necessary
to create a new
virtual circuit. This
may indicate a
software error.
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3-Error

Interface [chars]:
Total [chars]
allocation
[dec][chars]
exceeded maximum
[chars] of
[dec][chars].

A software or
hardware error
occurred.

LOG_STD ACTION
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AIVBPPROEOA VAHAG

3-Error

ATM: [chars] PVC
[dec]/[dec] : Error in
PPPoE flag

The ATM PVC
PPPoE flag is still
set while it should
not be set. ATM uses
a flag to indicate
whether or not it
should process
PPPoE frames. In
some rare conditions
the flag can still be
set for ATM to
process PPPoE
frames while it
should not be. This
condition can cause
PPPoE frames to be
processed when they
should be dropped.

atmcommon

"In most cases no
action is required as
the system will set
the flag " "so that
ATM will not
process PPPoE
frames and the
system " "will
continue to operate
normally. However
If the ATM PVC "
"specified in the
error message is
repeatedly
experiencing
problems "
"involving PPPoE
unconfigure all
commands under the
PVC " "and remove
and then reconfigure
the PVC. Enter the "
"<CmdBold>interface
atm<NoCmdBold>
nterfcesubinterfacenumber
" "command in
global configuration
mode to enter atm
interface "
"configuration mode.
Then specify the
PVC you would like
to " "unconfigure
and enter the
<CmdBold>no
encapsubtion<NoCimdBokd>
" "command. Specify
the PVC you just
unconfigured then
reconfigure " "the
PVC using the
GrBitegxldNGnBi>

command."
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ATM-3-REJECTVC | 3-Error ATM failed to create | - - -

VCVCD=[dec]

VPI=[dec]

VCI=[dec] on

Interface [chars]

Cause of the failure:

[chars]

ANVIMNIRRIDQEARAMS | 3-Error ATM failed to create | Either the - "Check the
VC on Interface configuration configuration for
[chars] contains invalid errors."

traffic shaping
parameters or the
software ran out of
rate queues.

AIVAEMIONHIHANCE | 4-Warning ILMI[chars]: Configuration of - "Wait for the
Restarting ATM adjacent peer device interface to restart
signalling and ILMI. | has been changed. itself."

Peer Configuration
change detected.

AIMAIMKEALIVEAL | 4-Warning ILMI[chars]: Adjacent peer device | - "Check the
Restarting ATM is not responding to connection of the
signalling and ILMI. | ILMI Keepalive ATM interface and
Keepalive failure polling. the status of the "
detected. "adjacent peer

device. Correct them
if neccessary. Wait
and check " "if ILMI
Keepalive comes up
again. If the problem
persists " "copy this
warning message
exactly as it appears
and report it to "
"your technical
support
representative."

AIVAIEVBYNCNIFWARN | 4-Warning [chars] Recoverable Internal | as [OGSIDHTHHACIN
[%08X=[chars]] Error see message
[chars]:[dec] occurs during ILMI

Primary to
Secondary Sync

AIVARU NCOVIAHEE | 4-Warning \natm-issu-compat: | The compatibility |atmcommon IGGSIDHTHHACIN

returned FALSE checking has failed
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ATM4-ISSU XFORM | 4-Warning \n[chars]: failed The transform has | atmcommon IGGSIDHTHHACIN
rc=[chars] failed.

AIVAMIUCAITIVBVAICH | 4-Warning Call from: \n ATM | The calling or called | - "Either change the
NSAP - [chars]\n has | party has a configured MTU
mismatched PDU | maximum size on the current
size - forward size is | transmission unit interface to that " "of
[dec]\n - backward |MTU size the caller's or called
size is [dec]\n int party's interface or
[chars] PDU size change the caller's or
[chars] [chars] " "called party's

interface to match
the current
interface."

ATM-4-STUCK. VCD | 4-Warning clearing stuck VCD | A SVC map entry |- "No action required
[dec] from map on | has a stuck VCD as the stuck VCD

[chars]

attached to it which
has been previously
cleared in the driver.

condition is detected
" "and cleared."

AVANVAMHNVEIN | 4-Warning [dec)/[dec)/[dec]:[dec]: | The ATM peer - "The peer equipment
[chars]. Please verify | equipment appears needs to be upgraded
peer UNI version to be running an old in " "order to

version of ATM communicate with
UNL this system."
Communication with

it is not possible.

ATM4-VPIVCIRANGE | 4-Warning VPI/VCI range MinSvccVei > - "Disable
parameters are MaxVci after auto-cinfiguration on
dis-joint on [chars] |negotiation with the both sides and

peer through ILMI. change the " "port
configuration
appropriately so that
SVCCs can be
setup."

AIMSATMSOFTSTART | 5-Notice Restarting ATM The command just |- "Stand by and let
signalling and ILMI | entered causes ATM ATM Signalling and
on [chars]. Soft Restart. ILMI to restart."
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AIMSIIMIACCHITER | 5-Notice New access filter The command just |- "Enter the shutdown
setting will be entered sets up new and no shutdown
applied to ilmi access filter for commands on this
registration of new | address registration. interface to " "restart
addresses on [chars]. | It only affects new address registration

addresses to be if need to remove
registered. The addresses already "
addresses already "registered but not
registered will not be permitted by the new
affected. access filter."

ATM-5ILMIADDREG | 5-Notice Address registration | The command just |- "No action required."
on [chars] is entered enables atm
enabled. address registration.

AIMSIMDHEHACCHTER | 5-Notice New global default | The command just |- "Enter the shutdown
access filter setting | entered sets up new and no shutdown
will be applied to global default access commands on
registration of new | filter for addres desired " "interfaces
addresses on registration. It only to restart address
interfaces using affects new registration if need
global default access | addresses to be to remove addresses
filter. registered on " "already registered

interfaces using the but not permitted by
global default. The the new global "
addresses already "default access
registered will not be filter."
affected.

AVEVNIHFEINEBNY | 5-Notice ILMI[chars]: [chars] | Informational as LIOGSIDHTEHHACTN
Message for ILMI
Redundency Support

AIMSIMREDXNDENCY | 5-Notice [chars] Informational as [OGSIDHTHHACIN
Message for ILMI
Redundency Support

ATM-5-UPDOWN | 5-Notice Interface [chars] The ATM Auto VC |- "No action required

Changing autovc
[dec]/[dec] to [chars]

is either created
removed activated
\n\ or deactivated.

if status change is
intended\n\
otherwise the cause
for status change
may deserve to be
noticed.\n\ The shut
and no shut CLI
command
deactivates/activates
VC."
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ATM-6-AUTOPPP | 6-Information ATM[chars]: ATM VC AutoPPP |atmcommon "don't do anything."
VCVCD=[dec] Encapsulation Type

VPI=[dec] has been changed
VCI=[dec] Auto automatically”.
Detected Encap
Type is [chars].
AVAMATFRAREAY | 6-Information ILMI[chars]: Atm - "No action required."
Auto-configuration |auto-configuration
already enabled. has been enabled
already. 'atm
auto-configuration'
command just
entered is ignored.
AVEVAUOICENEHRR | 6-Information ILMI[chars]: Auto-configuration |- "Undo the
Auto-configuration |cannot be enabled if conflicting

cannot be enabled.

there are some
conflicting
configuration on an
interface. Like if
there are VCs with
vpi > 255
auto-configuration
cannot be done till
these VCs are
removed as with
auto-configuration
enabled vpi > 255
cannot be supported.

configuration on the
interface for " "this
command to
succeed."

6-Information

ILMI[chars]:
Auto-configuration
is disabled current

The command just
entered causes
auto-configuration to
be disabled the most
recently entered
interface parameters
will be used at next
interface restart.

"Be aware of what
parameteres have
been configured."

6-Information

ILMI[chars]: Auto
configuration
already disabled.

Atm
auto-configuration
has been enabled
already. 'no atm
auto-configuration'
command just
entered is ignored.

"No action required."
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6-Information

ILMI[chars]: This
command does not
apply to internal
terminating port.

Internal terminating
does not need to be
configured with this
command. The
command just
entered is ignored.

"No action required."

AMEVCSHE HANGE

6-Information

ATM]chars]:
PVCVCD=[dec]
VPI=[dec]
VCI=[dec] state
changed to [chars].

ATM PVC status has
changed.

LOG_NO_ACTION

2-Critical

[chars]

The ATM core
redundancy
subsystem
encountered an
internal software
error. The error
message contains
text which can be
used to help identify
the nature of the
problem.

I0GSDSITEHACTIN

3-Error

[chars]

The ATM core
redundancy
subsystem
encountered an
internal software
error. The error
message contains
text which can be
used to help identify
the nature of the
problem.

IOGSDHTHHACIN

4-Warning

[chars]

The ATM core
redundancy
subsystem
encountered an
internal software
error. The error
message contains
text which can be
used to help identify
the nature of the
problem.

I0GSDSHTRHACTIN
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2-Critical

[chars]

The ATM core
subsystem
encountered an
internal software
error. The error
message contains
text which can be
used to help identify
the nature of the
problem.

I0GSDSITEHACIN

3-Error

[chars]

The ATM core
subsystem
encountered an
internal software
error. The error
message contains
text which can be
used to help identify
the nature of the
problem.

I0GSDSITRHACIN

AMIREAMSSHRR

4-Warning

[chars]

The ATM core
subsystem
encountered an
internal software
error. The error
message contains
text which can be
used to help identify
the nature of the
problem.

I0GSDSITEHACTIN

AMOREONIGERRR

4-Warning

Configuration Error:
[chars]

This message
indicates a
configuration error.
The message will
display more
specific information
about the problem
location.

"Change the
configuration to
correct the error."
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AMOENERNLWRNNG

4-Warning

[chars]

This warning is
generated by the
ATM core
subsystem to the
user. This could
arise because the
user request may not
be granted due to
some existing
configuration on the
device. This message
serves as an alert to
the user. This
message contains
text which can be
used to help identify
the nature of the
problem.

I0GSDSITEHACIN

3-Error

ATMSIG]chars]

A software error
occurred during
removal of a
member from a\n\
closed user group.
Other error messages
appearing\n\
immediately prior to
this one may be
related.

I0GSDSITRHACIN

3-Error

ATMSIG[chars]

A software error
occurred during
addition of a
member to a\n\
closed user group.
Other error messages
appearing\n\
immediately prior to
this one may be
related.

I0GSDSITEHACTIN

3-Error

Duplicate LISTEN
by [chars] for
existing NSAP
[chars] owned by
[chars]

An application
attempted to either
LISTEN on an
NSAP owned by \n\
another application
or to LISTEN for the
same NSAP twice

IOGSDHTHHACIN
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AVEFMVORYIHEFAD | 3-Error ATMSIG(chars] A software error - IGGSIDHTHHACIN
[dec][dec] - occurred during
%04d/%02d avl prty | removal of a party
del failed:sve from a\n\
0x[hec] party point-to-multipoint
0x[hec] call. Other error
messages appearing
\n\ immediately prior
to this one may be
related.
AVEAVGRYNIRIAID | 3-Error ATMSIG][chars] A software error - [OGSIDHTHHACIN
[dec][dec] - occurred during
%04d/%02d avl prty | addition of a party to
ins failed:svc a\n\
Ox[hec] party point-to-multipoint
0x[hec] call. Other error
messages
appearing\n\
immediately prior to
this one may be
related.
AVEFIVESANHEAD | 3-Error ATMSIG(chars] A software error - [OGSIDHTHHACIN
[dec][dec] - occurred during
%04d/%02d SVC | closure of an SVC.
wavl del failed:svc | Other error\n\
Ox[hec] messages appearing
immediately prior to
this one may be
related.
AMGIMOSNRAD | 3-Error ATMSIG(chars] A software error - IGGSIDHTHHACIN
[dec][dec] - occurred during
%04d/%02d SVC | creation of an SVC.
wavl ins failed:svc | Other error\n\
0x[hec] messages appearing
immediately prior to
this one may be
related.
ATMSIG3-DBINITFAIL | 3-Error Signalling control | An internal software | - [OGSIDHTHHACIN
block initialization |or resource error
failure [chars] occurred
ATMSIG-3-ENQFAIL | 3-Error process_enqueue An internal software | - IGGSIDHTHHACIN

failed [chars]

error occurred while
handling a user
request.
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3-Error

Ist halfLeg failed
[chars]

An internal software
error occurred.

I0GSDSITEHACIN

3-Error

2nd halfLeg failed
[chars]

An internal software
error occurred.

I0GSDSITRHACIN

AIMSIG3FAILASSERT

3-Error

Assertion failed:
[chars]

An internal software
error occurred.

I0GSDSITEHACTIN

3-Error

halfLeg removal
failed [chars]

An internal software
error occurred. This
message should
only\n\ be displayed
when verbose
debugging is enabled
for an SVC.

IOGSDHTHHACIN

AIMSIG3TAILXCONN

3-Error

Xconnect failed
[chars]

An internal software
error occurred
during installation of
an\n\ SVC
cross-connect.

I0GSDSHTRHACTIN

AIMSG3INVPNNMSG

3-Error

Invalid msg from
routing/pnni : [chars]

This message
indicates an error in
the PNNI routing
subsystem.\n\ It
could be caused by
an internal software
error or by bad\n\
control information
received from peer
equipment. The
message\n\ will
contain additional
information that can
help locate the\n\
cause. Any message
with 'NULL'
probably indicates a
problem\n\ with this
system others
probably point at the
peer equipment.

"Check this system
and the peer
equipment for any
obvious errors. "
LOG SIDREIR ACTON

AIMSG3NOCALLREF

3-Error

Cannot find a Callref
value to allocate:
[chars]

This indicates an
internal software
error probably
including\n\ memory
exhaustion.

I0GSDSITRHACTIN

170




Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

ATMSIG-3-NOSVC

3-Error

no SVC [chars]

An internal software
error occurred.

I0GSDSITEHACIN

AVEENNTRAENHNAL

3-Error

[chars]

An internal software
error or unexpected
condition occured
during\n\ PNNI
Connection/Path
Trace related
processing

4-Warning

Configuration Error:
[chars] [chars]

This message
indicates a
configuration error
in the ATM
Signaling\n\
subsystem. The
message will display
more specific
information\n\ about
the problem location.

"Change the
configuration to
correct the error."
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ATMSPA-2-INITFAIL

2-Critical

[chars] - Init Failed
return code: [dec]

The SPA failed to
complete hardware
initialization. One of
the devices in the
SPA failed to
initialize
successfully.
Information about
the failed device is
specified in the
message text on the
console or in the
system log.

"Please power down
and reseat the
indicated SPA card.
If the condition "
"persists copy the
error message
exactly as it appears.
Next research " "and
attempt to resolve
the issue using the
SPA hardware
troubleshooting "
"documentation as
well as the tools and
utilities provided at

"
hwwamnpiiputdditd
If you still " "require
assistance open a
case with the
Technical Assistance
Center " "via the
Internet at "

or contact " "your
Cisco technical
support
representative. Be
sure to provide the "
"the information you
have gathered and a
'show tech-support'
to " "your support
representative or
attach it to your case
in non-zipped "
"plain text format
xt."

3-Error

[chars]: atm autovc
discovery
configuration failed
reason: [chars]

A command to
configure the atm
autovc discovery on
an atm interface has
failed

spa-atm-all

LOG STD ACTION
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AIMSA3SDATA FRROR | 3-Error [chars] Error Ox[hec] | A datapath protocol |- "The message text
[chars] violation or on the console or in
sequence error has the " "system log
been detected. provides more
information " "on the
specific nature of the
error. "
IGGSIDHTHHACIN
AIMIASHATAL FRRCR | 3-Error occurred on [chars]. | The SPA has been | spa-atm-all "If the SPA is reset

Resetting SPA

reset due to a critical
error in one of its
devices. The error
could either be a
single occurrence of
an event or multiple
occurrences within a
period of time. The
message text on the
console or in the
system log provides
more information on
the specific nature of
the error.

more than once copy
the error " "message
exactly as it appears.
Next research and
attempt to resolve
the " "issue using the
SPA hardware
troubleshooting
documentation as
well " "as the tools
and utilities provided
at"
owwazmnpidpetddind
If you still " "require
assistance open a
case with the
Technical Assistance
Center " "via the

or contact " "your
Cisco technical
support
representative. Be
sure to provide the "
"the information you
have gathered and a
'show tech-support'
to " "your support
representative or
attach it to your case
in non-zipped "
"plain text format
axt."
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AVPENRDENRONCE | 3-Error Cannot perform the | The version of the |spa-atm-all LOG STD ACTION
requested FPD FPD image from the
update operation FPD image bundle
because [chars] in | or package is not
subslot [dec]/[dec] |compatible with the
has incompatible HW version of the
HW version target card
[dec].[dec] with FPD
image version
[dec].[dec] for FPD
ID [dec]. Only
image version
greater than
[dec].[dec] can be
used in the update
operation of [chars]
with HW version
greater than
[dec].[dec].
ATMSPA3GEN FRROR | 3-Error [chars] Error Ox[hec] | The specified error |- [GGSIDHTHHACIN
[chars] has been detected.
AIMSPA3HW ERROR | 3-Error [chars] Error Ox[hec] | The specified - "The message text
[chars] hardware error has on the console or in

been detected.

the " "system log
provides more
information " "on the
specific nature of the
error. "
IGGSIDHTHHACTN
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AVIAIHAMRIRE | 3-Error occurred on [chars]. | One of the devices |spa-atm-all "If the SPA is reset
Resetting SPA of the SPA failed to more than once copy
respond to the error " "message
keepalives due to exactly as it appears.
which SPA has been Next research and

reset. The message
text on the console
or in the system log
provides more
information on
which device failed
to respond.

attempt to resolve
the " "issue using the
SPA hardware
troubleshooting
documentation as
well " "as the tools
and utilities provided
at"BUG_TOOLKIT
"If you still "
"require assistance
open a case with the
Technical Assistance
Center " "via the
Internet at "
TAC_CASE_OPEN
" or contact your
Cisco technical "
"support
representative. Be
sure to provide the
information you
have " "gathered and
<cmdBold>show
tech-support<nocmdBold>
to your support "
"representative or
attach it to your
case"
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AVIAISAICCAID | 3-Error [chars] [chars] Traffic shaping spa-atm-all "Ensure that the total
[chars]: [dec] parameters could not number of unique
be configured shaping parameters
because the number " "that are
of unique shaping configured on both
parameters that are PVCs and PVPs
configured on the does not exceed "
PVCs or PVPs in "the maximum limit
this specified ATM of 4096."
SPA is over the
maximum limit. The
maximum number of
unique shaping
parameters that can
be configured on the
PVCs or PVPs is
4096.
ATMSPA3SW ERROR | 3-Error [chars] Error Ox[hec] | The specified - IOGSIDHTHHACIN
[chars] software error has
been detected.
AIMSPA3VAQ FRROR | 3-Error [chars]: VC queue | Software - "Attempt to perform
configuration failed | configuration of a a soft OIR operation
due to un-initialized | VC queue failed due by entering the

queue table global
identifier [dec]

to un-initialized
queue table.

command " "that is
described in the
shared port adapter
software
configuration "
"guide. If the
condition persists
copy the error
message exactly as it
" "appears and report
it to your technical
support
representative. "
"Also supply a 'show
tech-support' at that
time."
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ATMSPA4-SETUPVC | 4-Warning Interface [chars] VC | A command to setup | spa-atm-all "The SPA ATM
[dec] setup failed a VC has failed on driver has detected a
reason = [dec] RP. problem creating the

internal OAM" "VC.
Reload the indicated
SPA card to
reconfigure the
internal OAM VC."
"If the error
messages persists
copy the error
message exactly as "
"it appears. Next
research and attempt
to resolve the issue
using " "the SPA
hardware
troubleshooting
documentation as
well as the tools "
"and utilities
provided at "
hwwasmnp i putdditd
If you still " "require
assistance open a
case with the
Technical Assistance
Center " "via the
Internet at "

or contact " "your
Cisco technical
support
representative. Be
sure to provide the "
"the information you
have gathered and a
'show tech-support'
to " "your support
representative or
attach it to your case
in non-zipped "
"plain text format
xt."

177



Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

AIVSA4TEARDOWNVC

4-Warning

Interface [chars] VC
[dec] teardown
failed reason = [dec]

A command to
remove a VC config
has failed on RP.

spa-atm-all

"The SPA ATM
driver has detected a
problem tearing
down the internal"
"OAM VC. Reload
the indicated SPA
card to do a clean
tear down of the "
"internal OAM VC.
If the error messages
persists copy the
error " "message
exactly as it appears.
Next research and
attempt to resolve "
"the issue using the
SPA hardware
troubleshooting
documentation as
well" " as the tools
and utilities provided
at"
hwwamnpiiputdditd
If you still " "require
assistance open a
case with the
Technical Assistance
Center " "via the
Internet at "

or contact " "your
Cisco technical
support
representative. Be
sure to provide the "
"the information you
have gathered and a
'show tech-support'
to " "your support
representative or
attach it to your case
in non-zipped "
"plain text format
xt."
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ATMSPA4-VCSETUP

4-Warning

[chars]: VC setup
command received
on the LC for an
existing VC VCD
[dec]

A command to set
up a VC has been
received for a VC
that has already been
set up. The VC has
already been
configured by a
previous setup VC
command from the
RP. A duplicate
setup command may
indicate that the RP
did not receive a
response from the
LC for the previous
setup command.

LOG STD NO ACTION

AIMIANCTEARDOWN

4-Warning

[chars]: VC tear
down command
received on the LC
for a non-existing
VC VCD [dec]

The VC does not
exist on the LC.
Most likely it has
been torn down by a
previous teardown
command from RP.
A duplicate
teardown command
may indicate that the
RP did not receive a
response from the
LC for the previous
teardown command.

LOG STD NO ACTION

ATMSPA4-VPSETUP

4-Warning

[chars]: VP setup
command received
on the LC for an
existing VP VPI
[dec]

A command to set
up a VP has been
received for a VP
that has already been
set up. The VP has
already been
configured by a
previous setup VP
command from the
RP. A duplicate
setup command may
indicate that the RP
did not receive a
response from the
LC for the previous
setup command.

LOG SID NO ACTION
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AIVSA4VPIEARDOWN | 4-Warning [chars]: VP tear The VP does not - LOG SID NO ACTION
down command exist on the LC.
received on the LC | Most likely it has
for a non-existing | been torn down by a
VP VPI [dec] previous teardown
command from RP.
A duplicate
teardown command
may indicate that the
RP did not receive a
response from the
LC for the previous
teardown command.
AIMSSCOP3SYOOPERR | 3-Error INIT SSCOP -\nIntf | A software error - [OGSDHOVDACIN
: [chars] Event : occurred in the ATM
[chars] State : SSCOP subsystem.
[chars].
AMEANVAH NN | 4-Warning [chars]: [chars]. The ATM peer - "The ATM peer
Please verify peer | equipment appears equipment may need
UNI version to be running an old attention. \Please
version of\n\ ATM verify its UNI
UNIL version is at least 3.1
Communication with and upgrade if
it is not possible. necessary."
ATMSSCOPSSCOPINIT | 5-Notice - Intf : [chars] Event | This message - LOG SID NO ACTION
: [chars] State : indicates a routine
[chars]. step of the ATM
SSCOP\n\
initialization
sequence.
ATOM HASRBCOVERY | 3-Error [chars] AToM Manager xconnect LOG_STD_ACTION
High Availability
recovery failed.
ATOM HA-3-UPDATE | 3-Error [chars] AToM Manager xconnect LOG STD ACTION
High Availability
update failed.
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ATOM NP AIENI3INFO | 3-Error [chars] ATOM NP Client | vsp-mid "Try to reload the
failed to initialize IOS image on the
properly which will affected card or
result in\n\ improper platform. If the\n\
operation of Any error persists record
Transport Over the output from the
MPLS feature following
commands:\n\\n\
<Bullet<par=Bold>show
tech <NoBold>\n\
<Bullet<par=Bold>show
log <NoBold>\n\
<Body><par>Provide
this information to
your technical
support\n\
representative."
AOMNPABNBN MM | 3-Error [chars] ATOM NP Client | vsp-mid "This error may
failed to initialize indicate that more
properly which will memory must be
result in\n\ improper installed on the\n\
operation of Any affected card or
Transport Over platform in order to

MPLS feature

service all the
features and\n\
related entities
enabled via the
configuration.\n\\n\
Try to reload the IOS
image on the
affected card or
platform. If the\n\
error persists record
the output from the
following
commands:\n\\n\
<Bulket<pac>=Bold>show
tech <NoBold>\n\
<Bulket<pac>=Bold>show
log <NoBold>\n\
<Body><par>Provide
this information to
your technical
support\n\
representative."
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AIOMNPAENIHWARN | 4-Warning [chars] [dec] [chars] | AToM Entry could | vsp-mid "Try to reload the
not be added IOS image on the
because:\n\ 1. Entry affected card or
passed is invalid. platform. If the\n\
error persists record
the output from the
following
commands:\n\\n\
<Bullet><per><Bold>show
tech <NoBold>\n\
<Bullet><per><Bold>show
log <NoBold>\n\
<Body><par>Provide
this information to
your technical
support\n\
representative."
AIOM SHB3HINKREE | 3-Error Error freeing [chars] | ATOM Segment mpls-mfi LOG STD ACTION
Handler error
ATOM SHGITEGAITD | 3-Error Illegal label [dec] AToM Segment mpls-mfi LOG _STD _ACTION
update [chars] Handler error
ATOM SEG3NOTSUPP | 3-Error Unsupported update | AToM Segment mpls-mfi LOG _STD ACTION
[chars] Handler error
AMIGENERREANIR | 3-Error Unsupported address | AToM Segment mpls-mfi LOG_STD_ACTION
type [dec] Handler error
AOMTRANSIONBIBELY | 3-Error [chars] An action attempted | xconnect LOG STD ACTION
by the layer 2
transport over MPLS
implementation
encountered an
unexpected
condition
AIOM TRANS3INIT FAL | 3-Error Failed to start AToM | Failed to start and | xconnect LOG _STD_ACTION
Manager initialize AToM
Manager.
AMBRNSALAIGA. | 3-Error Failed to allocate Failed to allocate xconnect LOG STD ACTION
local label for local label for
peer:[inet] veid:[dec] | specified AToM VC.
AOMTRANSXIMA@EAE | 3-Error Failed to create ATOM Manager xconnect LOG STD ACTION
XDM - rc [dec] was unable to create
a Dispatch Manager

instance for event
handling.
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ATOM TRANS4CONHG

4-Warning

[chars]

AToM pseudowire
uses undesirable
configuration.

xconnect

LOG_STD ACTION

4-Warning

[chars]

Pseudowire
maximum limit
reached for the L2
subscriber author

group

xconnect

LOG STD ACTION

5-Notice

[chars]

Disposition disabled
for specified AToM
VC.

xconnect

LOG SID NO ACTION

5-Notice

[chars]

Disposition enabled
for specified AToM
VC.

xconnect

LOG STD NO ACTION

5-Notice

[chars]

Imposition disabled
specified AToM VC.

Xxconnect

LOG STD NO ACTION

5-Notice

[chars]

Imposition enabled
for specified AToM
VC.

xconnect

LOG STD NO ACTION

5-Notice

[chars]

Pseudowire max
watermark limit
reached for the L2
subscriber author

group

xconnect

LOG_STD_ACTION

6-Information

[chars]

No router ID is
available for AToM
to use and this will
impact pseudowire
VCCV. Please
enable \I12 router-id
<address>\ or enable
an LDP router ID if
you wish VCCV to
be operational.

xconnect

LOG_STD ACTION

ATIN2MBOX REG FAL

2-Critical

return code [dec]

Registration of

handler function for
mailbox event failed
mailbox event failed.

cpp-ucode

LOG STD ACTION
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ATNIRXYNIALICRG | 2-Critical return code [dec] Initialization of cpp-ucode LOG STD ACTION
attention proxy
failed due to error
registering IPC
handler function.
ANIRKYTCAIGAD | 3-Error [chars] Allocation of an IPC | cpp-ucode LOG _STD_ACTION
packet buffer by the
attention proxy
failed.
ANRXYECHEDAD | 3-Error [chars] Transmission of an | cpp-ucode LOG _STD _ACTION
IPC message by the
attention proxy
failed.
AR UNENIEOMSS | 3-Error subtype [dec] Attention proxy cpp-ucode LOG _STD ACTION
received a message
with an unknown
subtype.
ATINSSYNC TIMBOUT | 3-Error msecs since last Attention sync cpp-ucode LOG_STD_ACTION
timeout %llu command timed out.
missing packets
[dec]
AUDHHE ROIOVER | 1-Alert Audit File Roll-over: | Audit Circular File |- "Increase Audit
[dec] Rolled Over. filesize."
AUDIBH E REYE FRR | 3-Error Cannot resize Audit | File system error - "Check DISK
file. while resizing the filesystems on the
audit file. router."
AUDIBHLE WRIE FRR | 3-Error Cannot write to File system error - "Check DISK
Audit file. while writing to the filesystems on the
audit file. router."
AUDIT-3-NOFILE | 3-Error Cannot create Audit | File system error - "Check DISK
file. while creating the filesystems on the
audit file. router."
AUDIT-3-NOPROC | 3-Error Cannot create Audit | Insufficient internal |- "Check available
process. resource available to memory on router."
create process.
AUDISALDT DSARHD | 5-Notice Auditing disabled | Audit was disabled |- "Check if Audit was
on the router. disabled by someone

authorized to do so"

184




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
AUDIFSALDT ENARHD | 5-Notice Auditing enabled Audit was enabled |- "Audit logs can be
on the router. verified if changes
are valid"
AUDIT-SFILESYSTEM | 5-Notice Filesystem changed. | FLASH/DISK - "Check if it is a valid
Hash: [chars] Filesystems on the change."
router changed.
ATIEHARDMREMNHG | 5-Notice Hardware changed. | Hardware on the - "Check ifiit is a valid
Hash: [chars] router changed. change."
AUDIT-SRUN CONHIG | 5-Notice Running Running Configon |- "Check if it is a valid
Configuration the router changed. change in config."
changed. Hash:
[chars]
AUDITSRUN VERSION | 5-Notice Running Version Running Version on | - "Check ifit is a valid
changed. Hash: the router changed. change."
[chars]
AUDIISSIARIUP CONHG | 5-Notice Startup Startup config on the | - "Check if it is a valid
Configuration router changed. change."
changed. Hash:
[chars]
ATHVIREONGARIT | 0-Emergency Checksummed Interface dotlx-ios LOG SID NO ACTION
interface configuration field
configuration was modified
corruption detected. | unexpectedly.
ATEMPRHECA RAERK) | 4-Warning Component ID [dec] | Attempt to log a dotlx-ios LOG SID NO ACTION
not registered. message with
unregistered ID.
ATHMPANUHMOME | 4-Warning [chars] MAC Move while not dotlx-ios LOG STD NO ACTION
address [enet] from |authenticated on old
[chars] to [chars] IDB
AUTHMGR-5-FAIL | 5-Notice Authorization failed | Authorization was | dotlx-ios LOG SID NO ACTION
or unapplied for unsuccessful.
client [enet] on
Interface [chars]
AUTHMRSMAOMOVE | 5-Notice MAC address [enet] | Client has moved to | dotlx-ios LOG STD NO ACTION

moved from
Interface [chars] to
Interface [chars]

a new interface
without logging off
on the previous one.
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AHVRSMARHIAE | 5-Notice MAC address [enet] | A new client has dotlx-ios LOG STD NO ACTION
on Interface [chars] |triggered a violation

is replaced by MAC | causing an existing

[enet] client to be replaced

ATHMRSARYMIAN | 5-Notice Security violation on | A host on the dotlx-ios "Ensure that the port
the interface [chars] | specified interface is is configured to
new MAC address | attempting to gain support the "

[enet] is seen. access into the "number of hosts
network or is trying attached. Enter the "
to authenticate in a "o thandonded >
host mode that does command followed
not support the by " "<cmdbold>no
number of hosts shutdown<nocmdbold>
attached. This is command to restart
treated as a security " "the port."
violation and the
port has been
error-disabled.

AUTHMGR-5-START | 5-Notice Starting '[chars]' for | Starting an dot1x-ios LOG SID NO ACTION
client [enet] on authentication

Interface [chars] method

AuditSessionID

[chars]

AUTHMGR-5SUCCESS | 5-Notice Authorization Authorization was | dotlx-ios LOG SID NO ACTION
succeeded for client | successful.

[enet] on Interface

[chars]

AUTHMRSVLANASN | 5-Notice VLAN [dec] VLAN assignment | dotlx-ios LOG SID NO ACTION
assigned to Interface

[chars]

AuditSessionID

[chars]

AUTHMGRAAILOVER | 7-Debug Failing over from Failing over from the | dot1x-ios LOG SID NO ACTION

'[chars]' for client current

[chars] on Interface |authentication

[chars] method

ATMRROMBVAHDS | 7-Debug Exhausted all All available dotlx-ios LOG SID NO ACTION
authentication authentication

methods for client
[chars] on Interface
[chars]

methods have been
tried
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AUTHMGRZSTOPPING | 7-Debug Stopping '[chars]' for | Stopping the current | dotl1x-ios LOG STD NO ACTION
client [enet] on authentication
Interface [chars] method
AuditSessionID
[chars]
5-Notice Free IP addresses are | The Auto-IP server |auto_ip ring "Configure

not available in the
Auto-IP Server pool.
Configure additional

is configured with
pools of Auto-IP
addresses. The IP

additional address
pools in the" "
Auto-IP server by

pools to get IP addresses are using the
addresses for the assigned to the configuration
requesting requesting ring ports. command" "
The Auto-IP address 'auto-ip-ring server'
pool is exhaused and and the sub
there are no more command" "
free addresses. 'ipv4-address-pool
<auto-ip-base-address>
<num of nodes in
ring>"
ATHGURNADRIS | 5-Notice IP address[inet]/31 |IP address is auto_ip_ring "Use the 'show
is assigned to the assigned to the ring auto-ip-ring' or
ring port[chars] and | port and the device 'show run'
is added to the ring command" " on the
successfully device to view the
configured IP
address on the ring
port."
ATHGEIROMRIS | 5-Notice IP addresses[inet]/31 | IP addresses are auto_ip ring "Use the 'show

[inet]/31 are
assigned to the ring
ports[chars] [chars]

assigned to the ring
ports and the device
is inserted into the
ring successfully

auto-ip-ring' or
'show run'
command" " on the
device to view the
configured IP
addresses on the ring
ports."

5-Notice

IP address[inet] is
assigned to the ring
port[chars]
successfully

IP address is
assigned to the ring
port successfully.

auto_ip_ring

"Use the 'sh ip
interface' or 'show
run' command" " to
view the IP address
of the ring port."
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5-Notice

Neighbor device
advertised the same
configured Auto-IP
address[inet]

Auto-IP Ring feature
requires each device
to configure a unique
auto-ip address
different from those
on other devices.
The local device is
configured with an
Auto-IP address.
However the local
device has also
received the same
Auto-IP address
from a neighbor
device. This may
indicate that two
devices are
configured with the
same Auto-IP
address.

auto_ip_ring

"Use the 'show
auto-ip-ring' or
'show run'
command" " on both
devices to view the
configured Auto-IP
address. If two edge"
" devices show the
same configured
Auto-IP address then
the duplicate" "
configured Auto-IP
address needs to be
removed."
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5-Notice

Port[chars]:
Received the same
priority[dec] as the
peer device

Auto-IP Ring feature
requires two
neighbor devices to
exchange different
Auto-IP priority for
IP auto-negotiation
to happen. If they
advertise the same
Auto-IP priority then
the IP
auto-negotiation will
not happen. This
may indicate that the
ring ports of the two
devices are either
wrongly wired or
there is a missing
seed configuration.

auto_ip_ring

"Use the 'show
auto-ip-ring' or
'show run'
command" " on both
devices to view the
IP addresses of the
ring ports and the" "
advertised/received
Auto-IP priorities. If
the Auto-IP priority
is both 2" " or both 0
it represents a faulty
wire connection that
can be fixed by" "
switching the two
ring ports on one of
the devices as
necessary." " If the
Auto-IP priority is
both 1 there are two
possibilities based
on" " the mode. In
pre-config mode
manually configure
an IP address on
one" " device to start
the Auto-IP
negotiation. In
auto-config mode if
the" " Auto-IP server
is reachable then
configure
'auto-ip-ring
<ring-d> seed" " on
one ring port of the
device."

5-Notice

port [chars]: 1ldp not
enabled for interface
please enable lldp on

Auto-ip depends on
11dp to communicate
with it's peer. So

configure lldp before
auto-ip configuration

auto_ip ring

"Configure 'lldp run'
in global config
mode and" " check
'sh lldp neighbors"

AUTOCFG-3-LDP

3-Error

ERRMSG NOFLAGS
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AU AFTB R

2-Critical

AutoQoS ISSU
client failed to get
buffer for message.
Error: [dec] [chars]

The AutoQoS ISSU
client failed to get
buffer space for
building a
negotiation message.
A negotiation
message cannot be
sent to the standby
device. If a problem
occurs with the ISSU
session negotiation
the standby device
cannot be brought up

properly.

autoqos

"show logging and
show checkpoint
client"

AUTOQOS ISSU2INIT

2-Critical

AutoQoS ISSU
client initialization
failed to [chars].
Error: [dec] [chars]

The AutoQoS ISSU
client could not be
initialized. This
initialization failure
must be addressed
before in-service
software upgrade or
downgrade can be
performed
successfully. If you
do not address this
failure there will be
downtime during
software upgrade or
downgrade.

autoqos

LOG STD ACTION

2-Critical

AutoQoS ISSU
client failed to send
negotiation message.
Error: [dec] [chars]

The AutoQoS ISSU
client failed to send
a session negotiation
message to the peer
device. If a problem
occurs with the ISSU
session negotiation

the standby device

cannot be brought up

properly.

autoqos

"show logging and
show checkpoint
client"
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AT NN | 2-Critical AutoQoS ISSU An ISSU-compliant | autoqos "show issu session
client encountered | client transitions <client id>and"
unexpected client | through a series of "show issu
nego_done. Error: | internal states. The negotiated capability
[dec] [chars] AutoQoS ISSU <session_id>"

client encountered a
'client negotiation
done' state that was
unexpected. If a
problem occurs with
the ISSU session
negotiation the
standby device
cannot be brought up
properly.

AT BEINRBRY | 2-Critical AutoQoS ISSU The AutoQoS ISSU | autoqos "show issu capability
client failed to client failed to entries <client_id>
register session register session and " "show issu
information. Error: |information. If a session <client_id>
[dec] [chars] problem occurs with and " "show issu

the ISSU session negotiated capability
registration the <session_id>"
standby device

cannot be brought up

properly.

ATIPHADIENN | 3-Error AutoQoS ISSU The AutoQoS ISSU | autoqos "show issu capability
client does not have | client does not have entries <client id>
a valid registered a valid registered and " "show issu
session. session. session <client_id>

and " "show issu
negotiated capability
<session_id>"

ATOPEAVEGNOIK | 3-Error AutoQoS ISSU The AutoQoS ISSU | autoqos "show issu message
client 'Message Type | client received an group <client_id>
[dec]' is not incompatible and " "show issu

compatible

message from the
peer device. The
message cannot be
processed.

session <client id>
and " "show issu
negotiated version
<session_id>"
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AUTOQCS N BMSGYE | 3-Error AutoQoS ISSU The AutoQoS ISSU | autoqos "show issu message
client failed to get | client failed to group <client id>
the MTU for calculate the MTU and " "show issu
Message Type [dec]. | for the specified session <client_id>
Error: [dec] [chars] | message. The and " "show issu

AutoQoS ISSU negotiated version
client is not able to <session_id>"
send the message to

the standby device.

ATTHS BENNKEBRY | 3-Error AutoQoS ISSU The AutoQoS ISSU | autoqos "show issu session
client failed to client failed to <client_id>and "
unregister session | unregister session "show issu
information. Error: |information. negotiated capability
[dec] [chars] <session_id>"

AT BRANFKRVIAL | 3-Error AutoQoS ISSU The AutoQoS ISSU | autoqos "show issu session
client [chars] client could not <client_id>and "
transform failed for |transform the "show issu
'Message Type specified message negotiated version
[dec]'. Error: [dec] |type. If the transmit <session_id>"
[chars] transformation failed

the checkpoint
message was not
sent to the standby
device. If the receive
transformation failed
the checkpoint
message was not
applied on the
standby device. In
both cases the
AutoQoS state
between the active
device and the
standby device is not
identical.

AUTORP2RADIXINIT | 2-Critical Error initializing the | An internal software | - LIOGSIDHTEHHACTN
Auto-RP radix tree | error occurred.

AUTORP4-OVERLAP | 4-Warning AutoRP [chars] The multicast - "Use postive permit

packet group [inet]
with mask [inet]
removed because of
multicast boundary
for [inet] with mask
[inet]

boundary has a
longer network mask
than the AutoRP
encoded group.

clauses in the
AutoRP Access "
"Control List"
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AUTORP4-PAK_ ERR | 4-Warning AutoRP [chars] The AutoRP packet |- LOG SID NO ACTION
packet is received on | was received with
interface [chars] wrong packet length.
with Source The packet has been
address=[inet] dropped as it may be
Destination a malformed packet.
address=[inet]
TTL=[dec] IP
length=[dec]
Datagram size/UDP
length=[dec]
AUTORP4-PRM DEL | 4-Warning Error expiring An internal software | - [OGSIDHTHHACIN
semi-static error occurred.
RP-mapping entry
[inet]/[dec] RP:[inet]
AUTORPARADIXINSERT | 4-Warning Error inserting a new | An internal software | - [OGSIDHTHHACIN
entry into the error occurred.
RP-mapping radix
tree
AUICRRSRP REVOVED | 5-Notice C-RP [inet] on This is performed |- LOG STD NO ACTION
interface [chars] has | either because PIM
been removed is disabled on the
interface or \n the
interface card has
been removed
AUTORP-5-MAPPING | 5-Notice RP for [inet]/[dec] is | A new RP has been |- LOG SID NO ACTION
now [inet] elected for the
subject group prefix
ATTREPVAINGIBIH. | 6-Information AutoRP The configured - LOG STD NO ACTION
RP-MAPPING IDB | rp-mapping idb has
[chars] is deleted been deleted.
AUICHCEBONSAERL | 3-Error Applying Configuration of the | security LOG _STD ACTION
AutoSecure config | AutoSecure session | keyword:autosec
to running-conf could not be applied
failed with error to the running
[dec] configuration
AUTOSEGSENABLED | 5-Notice AutoSecure is Security none "Notification

configured on the
device

configuration of the
device is done using
AutoSecure.

message only. No
action required."

5-Notice

FRRVEGHAGTRAGBAK
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3-Error

Embedded signature
verification failed.

The downloaded
image is corrupted.
This could be
because of an invalid
image name or a
communication
error.

0s

"Make sure that the
image name spcified
refers to" " a valid
IOS image and retry
\"upgrade
automatic\"." " If the
problem" " persists
please check Bug
Toolkit on the" "
Cisco web-site for
previously filed bugs
and" " upgrade code
if necessary. If you
do not find" " a
previously-filed bug
collect the outputs
of" " \"show
logging\" \"show
version\" and" "
\"show
running-config\" and
open a TAC case
with" " the gathered
information."

3-Error

Auto Upgrade
Manager failed to
delete the previous
image [chars]

Auto Upgrade
Manager attempted
to delete the
previous image to
make enough free
space for the new
image in the
filesystem. However
an error occurred
while deleting the
previous image

0s

"Please check Bug
Toolkit on the Cisco
web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
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ATDRRABODMNOYAL | 3-Error Auto Upgrade Possible reasons of |os "Please ensure that
Manager is unable to | this failure include: there is enough free

download new
image from [chars]

1. temporary
communication
problem 2. server
unavailable 3.
incorrect
username/password
4. the image may not
exist in the location
5. there is not
enough space in
filesystem

spacein"" a
filesystem and image
path username
password" "
information are
correct. Then retry
the download" "
using \"upgrade
automatic
getversion\"." " If the
new image still fails
to download" "
please check Bug
Toolkit on the Cisco
web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
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3-Error Download hash The image 0s "Retry \"upgrade
verification fail downloaded from automatic\". If the
cisco.com is problem" " persists
corrupted. This please check Bug
usually points to a Toolkit on the" "
communication Cisco web-site for
error. previously filed bugs
and" " upgrade code
if necessary. If you
do not find" " a
previously-filed bug
collect the outputs
of" " \"show
logging\" \"show
version\" and" "
\"show
running-config\" and
open a TAC case
with" " the gathered
information."
AT RRAEHIENIAL | 3-Error HTTP send failed: | A software error has | os "Please check Bug
[chars] occurred. Toolkit on the Cisco

web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
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ATORRAEDYE(IPIN | 3-Error Exception occurred: | Auto upgrade 0s "Please check Bug
[chars]. Error manager could not Toolkit on the Cisco
retrieving image info | obtain information web-site" " for
from cisco.com. about the new image previously filed bugs
from cisco.com. and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
AT RRAENATIONLG | 3-Error Upgraded image Either the saved 0s "Change/Delete the
does not recognize | startup configuration invalid lines from
[dec] lines of startup | has invalid lines or startup” "
configuration the upgraded image configuration or
is incompatible with revert back to the
the previous image previous" " image"
ATORRAEBNOIBKINE | 3-Error Not enough free Auto Upgrade 0s "Use Auto Upgrade
space in any Manager won't be Manager disk
filesystem. need able to download the cleanup utility" " to
[dec] bytes. specified image cleanup a filesystem.
because there is not Use
enough free space in \"disk-management"
any filesystem. " confirm\" or

\"disk-management
auto\" options with"
"\"upgrade
automatic
getversion\" to use
the" " disk cleanup
utility. Otherwise
you may cleanup" "
a filesystem
manually."
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ATDRRABODNOAR | 3-Error Auto Upgrade Not enough free 0s "Use Auto Upgrade
Manager cannot space in any Manager disk
download new filesystem for the cleanup utility" " to
image in the new image cleanup a filesystem.
filesystem where Use
current image is \"disk-management"
running " confirm\" or
\"disk-management
auto\" options with"
"\"upgrade
automatic
getversion\" to use
the" " disk cleanup
utility. Otherwise
you may cleanup" "
a filesystem
manually."
AUTOURRADEBNULLQ | 3-Error NULL queue pointer | A software error has | os "Please check Bug

occurred.

Toolkit on the Cisco
web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
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ATORRAENVAHAL | 3-Error Failed to save in Auto upgrade 0s "Please check Bug
nvram manager Toolkit on the Cisco
encountered a web-site" " for
problem while previously filed bugs
attempting to save and upgrade code if"
information to " necessary. If you
NVRAM. do not find a
previously-filed" "
bug collect the
outputs of \"show
version\"" " \"show
logging\" and \"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
AT RAEAOAD | 3-Error Failed to reload the | Auto upgrade 0s "Please check Bug

device with the new
image.

manager could not
reload the device
with the new image.
A common reason is
insufficient RAM
space.

Toolkit on the Cisco
web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"
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3-Error

Auto Upgrade
Manager failed to
squeeze the
filesystem [chars]

A software error has
occurred

0s

"Please check Bug
Toolkit on the Cisco
web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"

3-Error

Failed to create the
auto upgrade startup
process.

A software error has
occurred.

0s

"Please check Bug
Toolkit on the Cisco
web-site" " for
previously filed bugs
and upgrade code if"
" necessary. If you
do not find a
previously-filed" "
bug collect the
console output as
well as outputs" " of
\"show version\"" "
\"show logging\" and
\"show
running-config\"
and" " open a TAC
case for informaion
on the supported" "
images"

6-Information

Auto Upgrade of the
device completed.
From: [chars] To:
[chars].

The device has been
upgraded with a new
IOS image by I10S
Auto Upgrade
Manager

0s

"This is an
informational
message only.
These messages may
be disabled by
changing the" "
logging level."

nn

200




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion

ATRRSHEEIBOS | 6-Information Auto Upgrade The previous image | os "This is an
Manager deleted the | has been deleted so informational
previous image that there is enough message only." "
[chars] free space to These messages may

download the new be disabled by
image. changing the" "
logging level."

AT FRAERHO | 6-Information Successfully The device has 0s "This is an
reloaded the new succesfully been informational
image: \[chars]\. reloaded with the message only." "

image downloaded These messages may
previously by 10S be disabled by

Auto Upgrade changing the" "
Manager. logging level."

BYK PNIIFRACEHRHVT | 5-Notice Preempting interface | Preempting the backup_int LOG SID NO ACTION
[chars] in backup current forwarding
pair [chars] [chars] |interface in the
preemption mode is | backup interface
[chars] pair.

BHREBABIBNRK | 5-Notice Warning: Flexlink | Flexlink VLB backup_int LOG STD NO ACTION
VLB is not allowed | detects a non-trunk
on non-trunk ports. |port.

Please configure
[chars] to be a trunk
port.

BEMEKIONVANINES | 2-Critical UEA OCE backwalk | Too many dependent | rsp3-layer3 "Please reduce the
aborted - too many | objects > 200k were number of IGP
dependents encountered during routes below "

backwalk from an "200k."
OCE chain object

BCRMKIOMNIINES | 2-Critical UEA OCE backwalk | Too many dependent | rsp3-layer3 "Please reduce the
aborted - too many | objects > 200k were number of IGP
dependents encountered during routes below "

backwalk from an "200k."

OCE chain object
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BAP-4-NOSTATE | 4-Warning [chars] [chars] An internal software | - "Call your technical
[chars] in illegal error occurred. support
state [dec] representative and
report the error\n\
message the system
version and the
router configuration.
Use the\n\ <bold>
show version
<nobold> command
to obtain the
software version."
BAP-4-WAVL 4-Warning Failed to initialize | BAP will not be - "Call your technical
AVL tree BAP not | operational and will support
started not be negotiated. representative and
report the error\n\
message the system
version and the
router configuration.
Use the\n\ <bold>
show version
<nobold> command
to obtain the
software version."
BYHHERBVRSIEEXIBMG | 3-Error ERRMSG NOFLAGS | - - -
BMVBIRMVBDAREAL | 3-Error BFD endpoint create | BCM BFD endpoint | rsp3-bfd "Please collect nile
failed for Id [dec] on | create failed mgr and uea mgr
asic [dec] pman logs" "from
shell”
BEMBIRMBDMREEAL | 3-Error BFD endpoint create | BCM BFD endpoint | rsp3-bfd "Please collect nile
failed for Id [dec] on | create failed mgr and uea mgr
asic [dec] pman logs" "from
shell"
BMBIRMBDIHEFEAL | 3-Error BFD endpoint create | BCM BFD endpoint | rsp3-bfd "Please collect nile
failed for Id [dec] on | delete failed mgr and uea mgr
asic [dec] pman logs" "from
shell”
RVBIRMVBDIHHFA . | 3-Error BFD endpoint create | BCM BFD endpoint | rsp3-bfd "Please collect nile
failed for Id [dec] on | delete failed mgr and uea mgr
asic [dec] pman logs" "from

shell"
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BVNERMKEPNIAR A | 3-Error KBP Application | KBP appl initialation | rsp3-infra "Please collect nile
INIT Failure on asic | failed during the mgr and uea mgr
[dec] BCM init pman logs" "from
shell"
BMNERMKEPNIARR A | 3-Error KBP Application KBP appl initialation | dominica-infra "Please collect uea
INIT Failure on asic | failed during the mgr pman logs from
[dec] BCM init shell"
BMNERMKEPNITKNAL | 3-Error KBP ILKN INIT KBP ilkn initialation | rsp3-infra "Please collect nile
Failure on asic [dec] | failed during the mgr and uea mgr
BCM init pman logs" "from
shell"
BMNERMKEPNIIKNAL | 3-Error KBP ILKN INIT KBP ilkn initialation | dominica-infra "Please collect uea
Failure on asic [dec] | failed during the mgr pman logs from
BCM init shell”
EMRERVB@RBZHA. | 2-Critical Snoop command BCM Snoop rsp3-traps "Please collect nile
create failed for cpuq | command create mgr and uea mgr
[dec] failed pman logs" "from
shell”
EMRARVBORBIHAL | 2-Critical Snoop command BCM Snoop rsp3-traps "Please collect nile
create failed for cpuq | command create mgr and uea mgr
[dec] failed pman logs" "from
shell"
BMVMEAEMAPHLEHNT | 3-Error Mg[dec] Revr [dec] | A receiver cmts-infra "Shut and not shut
Ich [dec]: LATE MAP FLUSH the upstream"

LATE MAP FLUSH
interrupt received

interrupt was
received from the

from BCM3142 BCM3142.
reg mask lo [hec]

reg mask hi [hec]

reg_count [dec]

resend mask lo

[hec]

resend mask hi

[hec] resend count

[dec]

BCM3220-1-INITFAIL | 1-Alert msgtxt_initfail The hardware failed | - "Repair or replace
to initialize the controller."
correctly.

BCM3220-3-BADUNIT | 3-Error msgtxt_badunit An internal software | - "If either message

error occurred.

recurs call your
technical support
representative\n\ for
assistance."
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BCM32203-OWNERR | 3-Error msgtxt ownerror An Ethernet - "Repair or replace
interface is the controller."
malfunctioning or an
internal software
error\n\ occurred.

BCM3220-3-TXERR | 3-Error CM trasmission - - "
error occurred.

BOV4(COR BCC HIGH | 4-Warning High correctable A high rate of - "If there is a regular
ECC error rate soft-parity errors or sustained
detected\n L2 cache | from the memory occurrence " "of this
data errors = [dec]\n | has been detected. message reseat the
L2 cache tag errors | Normal system memory or replace "
=[dec]\n Memory |operation may be "the memory with
data errors = [dec]\n | affected. memory that is

known to " "be
operational.
'TOGSIDREIR ACION
BCM4ECC 12CACHE | 4-Warning Corrected ECC from | A soft-parity error |- "If there is a regular
L2 cache from the Layer 2 or sustained

cache has been occurrence of this

detected and message copy" "the

corrected. Normal error message

system operation exactly as it appears

should continue. and report it to"
"technical support
representative."

BCM4ECC MEMORY | 4-Warning Corrected ECC from | A soft-parity error |- "If there is a regular
memory from the memory or sustained

has been detected occurrence of this
and corrected. message copy" "the
Normal system error message
operation should exactly as it appears
continue. and report it to"
"technical support
representative."

BCM5396-3- 3-Error Unexpected model | The model ID of the | ubr10k-sw "Investigate possible

BAD MODEL ID id: 0x%X part was not correct error with Raven or

GigE switch."

BCM5396-3- 3-Error MDIO Timeout No response was ubr10k-sw "Investigate possible

MDIO_TIMEOUT [chars] received from the Raven MDIO

GigE switch MDIO interface"

interface
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BCM5396-3- 3-Error Failed to read model | Failed to read a ubr10k-sw "Investigate possible
MODEL ID id register via MDIO. error with Raven or
GigE switch."
BCM5396-3- 3-Error Timeout waiting for | Failed to read a page | ubr10k-sw "Investigate possible
READ TIMEOUT read pg [dec] addr | register via MDIO. error with Raven or
[dec] len [dec] GigE switch."
BCM5396-3- 3-Error Timeout waiting for | Failed to read a page | ubr10k-sw "Investigate possible
WRITE_TIMEOUT write pg [dec] addr |register via MDIO. error with Raven or
[dec] len [dec] GigE switch."
BD VES(REAIE DHEIE | 5-Notice Interface [chars] is | BD-VIF interface |12-bdomain LOG SID NO ACTION
[chars] create/delete events.
BDUFS(REAIE DHEIE | 5-Notice Interface [chars] is | BDI interface 12-bdomain LOG SID NO ACTION
[chars] create/delete events.
3-Error BDI Encap is not - - -
supported in IOL use
EFP to pop vlan tags
BoVANBSEBRRUNRA . | 3-Error [chars] The bridge-domain | 12fib "If the error persists
receives wrong info the router may need
from L2FIB to " "be reloaded"
BIVABSMIFRMNAD | 3-Error Null SW Handle The bridge-domain | 12fib "If the error persists
from L2FIB [chars] |receives a null the router may need
handle from L2FIB to " "be reloaded"
BoVABSWRVAO | 3-Error The port [chars] is | The specified port is | ether-infra "If other error

being removed while
MAC entries still
exist

being removed
before all learned
MAC entries have
been removed.

messages related to
removing MAC "
"entries have been
reported then copy
those down "
"exactly. Contact
your Cisco technical
support "
"representative and
provide the gathered

"o

information."

Unable to remove
MAC entry [enet] in
bridge-domain [dec]

The bridge-domain
was unable to
remove the learned
MAC address entry
from it's database.

ether-infra

"If the error persists
the router may need
to " "be reloaded"
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4-Warning The port [chars] has | The specified port | ether-infra "MAC entries should
reached the has reached the be removed by the
maximum number of | maximum number of system as " "they age
learned MAC entries | learned MAC out. No action is
[dec] entries. It will not required."
learn more until
some of the entries
are removed. This
may happen when
the entries age out. If
this error persists it
may indicate that
there are too many
nodes on the
specified port or that
the age out timer is
too long.
BOVANVICICHENTIAL | 3-Error Bridge-domain An internal software | ether-infra LOG _STD_ACTION
MAC Security error occurred.
back-end subsystem
did not initialize
correctly Reason:
[chars].
BXOVANAVATEETH AL | 3-Error Bridge-domain An internal software | ether-infra LOG _STD _ACTION
back-end subsystem | error occurred.
failed to delete BD
[dec] MAC Table
entry [chars]
Reason: [chars].
BOVANSMATREENTAL | 3-Error Bridge-domain An internal software | ether-infra LOG STD ACTION
MAC Table error occurred.
back-end subsystem
did not initialize
correctly Reason:
[chars].
BOVANSP HAGRAL | 3-Error Unable to add this | An internal software | ether-infra LOG_STD_ACTION
neighbor to the error occurred.
target bridge-domain
Reason: [chars].
BOVANEAVRCHENITAL | 3-Error Bridge-domain An internal software | ether-infra LOG STD ACTION

Static MAC
back-end subsystem
did not initialize
correctly Reason:
[chars].

error occurred.
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3-Error

Standby-SP cannot
configure Static
MAC to back-end
subsystem after
reaching SSO mode
Reason: [chars].

An internal software
error occurred.

ether-infra

LOG_STD ACTION

4-Warning

Attempt to learn a
new MAC on [chars]
caused configured
bridge-domain limit
[dec] to be exceeded.

The bridge-domain
specified in the
system message is
not allowed to learn
addresses beyond the
limit specified in the
system message. A
service instance
belonging to this
bridge-domain
received a frame
with unknown
source MAC address
and if this address is
learnt it would cause
the bridge-domain
limit to be exceeded.
The address has not
been learnt.

ether-infra

4-Warning

Attempt to learn a
new MAC on [chars]
caused configured
service instance limit
[dec] to be exceeded.

The ethernet service
instance specified in
the system message
is not allowed to
learn addresses
beyond the limit
specified in the
system message.
This service instance
received a frame
with unknown
source MAC address
and if this address is
learnt it would cause
the limit to be
exceeded. The
address has not been
learnt.

ether-infra
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BIVMVIAMNOSIM' | 4-Warning Attempt to learna | It is not allowed to | ether-infra -
new MAC on [chars] | learn addresses
caused system limit | beyond the system
[dec] to be exceeded. | limit. A service
instance received a
frame with unknown
source MAC address
and if this address is
learnt it would cause
the system limit to
be exceeded. The
address has not been
learnt.
BEEP-3-SESSION ERR | 3-Error [chars] at The BEEP beep LOG_STD_ACTION
[chars]:[dec] subsystem had an
error and may stop
running.
BEEP-3-SESSION ERR | 3-Error [chars] at The BEEP beep LOG _STD _ACTION
[chars]:[dec] subsystem had an
error and may stop
running.
BEEP-3-SLOG _LINE | 3-Error [chars] [chars] This is an internal | beep LOG _STD ACTION
BEEP library error
message.
BEEP-3-SLOG _LINE | 3-Error [chars] [chars] This is an internal | beep LOG_STD_ACTION
BEEP library error
message.
BEEP3-SLOG LINE TB | 3-Error [chars] [chars] This is an internal | beep LOG STD ACTION
BEERP library error
message.
BEEP3-SLOG LINE TB | 3-Error [chars] [chars] This is an internal | beep LOG _STD_ACTION
BEEP library error
message.
BREBBRTARFADYTET | 3-Error A BERT is already |- - "
running
BREBRITBADNIRACE | 3-Error Interface [dec] is - - "
down BERT cannot
be executed on this
interface
BERIBBERT INVIROHLE | 3-Error The Profile [dec] is |- - "

not Valid
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BREARIMNMRHEIANE | 3-Error Profile [dec] - - "
currently under test
cannot modify
BERTBBERT NO (ONT | 3-Error Controller [dec] does | - - "
not exist
BRERTANHTVEOR | 6-Information Finished Generation | - - "

of Data for timeslots
[dec] to [dec] on
interface [dec] using
profile [dec]

BERT6BERT RESULTS

6-Information

[chars]

BERT-6-BERT START

6-Information

Starting BERT on
Interface [dec] with
Profile [chars]

BERTGBERT TMESLOTS

6-Information

No Results will be
generated for this
Test

BFD CFG3-MALLOC | 3-Error Malloc failure malloc failure bfd LOG _STD_ACTION
[chars]

BD G3MAILOC G | 3-Error Malloc failure malloc failure bfd LOG STD ACTION
[chars] [chars]

BDG3WALDHEIE | 3-Error Wavl delete failed |wavl delete failed. |bfd LOG STD ACTION
for %p

BDGWALNIHAL | 3-Error Failed initializing | wavl_init failed. bfd LOG_STD_ACTION
wavl tree

BDABWALNIRIAL | 3-Error Wavl insert failed | wavl insert failed. | bfd LOG STD ACTION
[chars] [chars]

BDDAVPSZARODH AY | 5-Notice Dampening reuse | Inconsistency of bfd LOG SID NO ACTION
timer is updated with | dampening reuse
0 delay time timer wheel

BFD_HA-2-CF 2-Critical [chars][dec] CF related error bfd LOG STD ACTION

BFD HA-2-ET 2-Critical [chars][dec] Enhanced-timer bfd LOG _STD_ACTION

error
BFD HA2RESOURCE | 2-Critical [chars] System resource bfd LOG _STD _ACTION

error occured
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BD BNU2GET BUFFRR | 2-Critical BFD ISSU client The BFD ISSU bfd "show logging and
failed to get buffer |client failed to get show checkpoint

for message. Error:
[dec] [chars]

buffer space for
building a
negotiation message.
A negotiation
message cannot be
sent to the standby
device. If a problem
occurs with the ISSU
session negotiation
the standby device
cannot be brought up

properly.

client"

BFD_ISSU-2-INIT

2-Critical

BFD ISSU client
initialization failed
to [chars]. Error:
[dec] [chars]

The BFD ISSU
client could not be
initialized. This
initialization failure
must be addressed
before in-service
software upgrade or
downgrade can be
performed
successfully. If you
do not address this
failure there will be
downtime during
software upgrade or
downgrade.

bfd

LOG STD ACTION

BDE BNDNCORAID

2-Critical

BFD ISSU client
failed to send
negotiation message.
Error: [dec] [chars]

The BFD ISSU
client failed to send
a session negotiation
message to the peer
device. If a problem
occurs with the ISSU
session negotiation
the standby device
cannot be brought up

properly.

bfd

"show logging and
show checkpoint
client"
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BD R RFSONNED | 2-Critical BFD ISSU client An ISSU-compliant | bfd "show issu session
encountered client transitions <client id>and"
unexpected client | through a series of "show issu
nego_done. Error: | internal states. The negotiated capability
[dec] [chars] BFD ISSU client <session_id>"

encountered a 'client
negotiation done'
state that was
unexpected. If a
problem occurs with
the ISSU session
negotiation the
standby device
cannot be brought up
properly.

BDR EYSINRKBIRY | 2-Critical BFD ISSU client The BFD ISSU bfd "show issu capability
failed to register client failed to entries <client_id>
session information. | register session and " "show issu
Error: [dec] [chars] |information. If a session <client_id>

problem occurs with and " "show issu

the ISSU session negotiated capability
registration the <session_id>"
standby device

cannot be brought up

properly.

BDRBNAIDENN | 3-Error BFD ISSU client The BFD ISSU bfd "show issu capability
does not have a valid | client does not have entries <client id>
registered session. | a valid registered and " "show issu

session. session <client_id>
and " "show issu
negotiated capability
<session_id>"

BFD ISSU3-MSG SIZE | 3-Error BFD ISSU client The BFD ISSU bfd "show issu message
failed to get the client failed to group <client_id>
MTU for Message | calculate the MTU and " "show issu
Type [dec]. Error: | for the specified session <client_id>
[dec] [chars] message. The BFD and " "show issu

ISSU client is not negotiated version
able to send the <session_id>"
message to the
standby device.

BDE B NINKEIRY | 3-Error BFD ISSU client The BFD ISSU bfd "show issu session

failed to unregister
session information.
Error: [dec] [chars]

client failed to
unregister session
information.

<client_id>and "
"show issu
negotiated capability
<session_id>"
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BDB BIRANSCRMIAL | 3-Error bfd ISSU client The BFD ISSU bfd "show issu session
[chars] transform client could not <client id>and"
failed for message |transform the "show issu
[dec]'. Error: [dec] |specified message negotiated version
[chars] type. If the transmit <session_id>"
transformation failed
the checkpoint
message was not
sent to the standby
device. If the receive
transformation failed
the checkpoint
message was not
applied on the
standby device. In
both cases the BFD
state between the
active device and the
standby device is not
identical.
BFD MAP3MALLOC | 3-Error Malloc failure malloc failure bfd LOG _STD_ACTION
[chars]
BDMABMAITOCMAP | 3-Error Malloc failure malloc failure bfd LOG _STD _ACTION
[chars] [chars]
BDMARBBWALIHEFEIE | 3-Error Wavl delete failed |wavl delete failed. |bfd LOG STD_ACTION
for %p
BDMABWALNIRAL | 3-Error Failed initializing | wavl_init failed. bfd LOG_STD_ACTION
wavl tree
BDMABWALNIRIAL | 3-Error Wavl insert failed | wavl insert failed. | bfd LOG STD ACTION
[chars] [chars]
BDMAS3ACREGRAL | 3-Error CFC registration CFC registration bfd LOG _STD ACTION
failed rc [dec] failed.
BDMAISICUNRIGRL | 3-Error CFC unregistration | CFC unregistration |bfd LOG STD ACTION
failed rc [dec] failed.
BFD MPLS3-TP LSP | 3-Error Session not created | BFD session bfd LOG STD ACTION

for intf [chars]/Isp
[dec]. In-label [dec]
in use for intf
[chars]/Isp [dec]

mismatch.
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BDAHOBAIGCAID | 3-Error Allocation of [chars] | Allocation of asr1k-bfd LOG STD ACTION
memory failed for | memory by the QFP
BFD Offload feature | BFD Offload feature

in QFP microcode failed.
The name of the
memory chunk is
specified in the
message. This
indicates a software
failure
BDOHOYFABIKSNA | 3-Error rg [dec] There was a failure | cpp-ucode LOG _STD_ACTION
such that BFD
Offload domain bulk
sync did not occur
BDOHOY¥ANADSAE | 3-Error state [dec] An invalid HA state | cpp-ucode LOG _STD _ACTION
was received from
the HA
infrastructure.
BDCHOQADBNIIAIDD | 3-Error Initialization of the |Initialization of the |asrlk-bfd LOG STD_ACTION
BFD Offload feature | BFD Offload feature
in QFP failed in the QFP failed.
This indicates a
software failure.
3-Error Failed to register BFD Offload asrlk-bfd LOG_STD_ACTION
with generic packet | initialization of
replication for BFD | packet replication
Offload feature in | registration failed.
QFP
BDIROXVIEROXYRNHAD | 2-Critical QFP BFD Proxy IPC | Cisco internal asrlk-bfd LOG STD ACTION
interface software error. QFP |keyword:bfd
initialization failure | BFD Proxy
result: [dec]. initialization
detected that the IPC
interface
initialization failed.
QFP BFD proxy will
not be functional
while this condition
exists.
BORREMVEXRDAD | 3-Error BFD IPC subtype: |Extending memory |asrlk-bfd LOG _STD_ACTION
[dec] failed. keyword:bfd
BDFOMIDVEVREAD | 3-Error BFD IPC subtype: |Requesting more asrlk-bfd LOG STD ACTION
[dec] memory failed. keyword:bfd
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BDIROKERKYBDMS | 3-Error QFP BFD Proxy Cisco internal asr1k-bfd LOG STD ACTION
received bad length |software error. QFP | keyword:bfd
message type [dec] | BFD Proxy received
a corrupted message
from control plane.
This message will be
ignored.
BOFOMRRRAIQHAD | 3-Error QFP BFD Proxy Cisco internal asrlk-bfd LOG _STD_ACTION
[chars] message lost | software error. QFP | keyword:bfd
due to message BFD Proxy message
buffer allocation processing detected
failure. a message buffer
allocation failure.
The message is lost
as the result of this
condition.
BOFRORBRXYEINDAD | 3-Error QFP BFD Proxy Cisco internal asrlk-bfd LOG _STD _ACTION
[chars] message lost | software error. QFP | keyword:bfd
due to message sent | BFD Proxy message
failure result: [dec]. | processing detected
a message sent
failure. The message
is lost as the result of
this condition.
BDIROXMEOXYNADMG | 4-Warning QFP BFD Proxy Cisco internal asrlk-bfd LOG STD_ACTION
received invalid software error. QFP | keyword:bfd
message type [dec] | BFD Proxy received
an invalid message
from control plane.
This message will be
ignored.
BOFOMPROYNALMEEN | 4-Warning QFP BFD Proxy IPC | Cisco internal asrlk-bfd LOG_STD_ACTION
invalid length software error. QFP | keyword:bfd
[dec]:[dec] len [dec] | BFD Proxy received
flags Ox[hec] source | invalid IPC message
[dec] length from control
plane. This message
will be ignored.
BDTESBRADATRTYE | 3-Error Invalid address type | invalid address type | bfd LOG STD ACTION
[dec]
BED TESIBBAD TYPE | 3-Error Invalid session type |invalid session type |bfd LOG _STD ACTION

[dec]

214




Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion

BFD TESI3RESOURCE | 3-Error Cannot add BFD RF client id failed. |bfd LOG STD ACTION
TEST as RF client.
Return code [dec]

BED TESIBRF NT FALL | 3-Error Failed initializing | stub RF init failed. |bfd LOG STD ACTION
Redundnacy Facility
for BFD stub client.

BDTEBWALNIRAL | 3-Error Failed initializing | wavl_init failed. bfd LOG _STD _ACTION
wavl tree.

BDTEBMILNRTA P4 | 3-Error Failed inserting wavl insert failed for | bfd LOG _STD ACTION
neighbor address ipv4.
%301 to wavl tree
thread [dec]

BDIESBMLNIRIA PG | 3-Error Failed inserting wavl insert failed for | bfd LOG_STD_ACTION
neighbor address ipv6.
%30P to wavl tree
thread [dec]

BDTESBMILNIRIALPW | 3-Error Failed inserting wavl insert failed for | bfd LOG STD ACTION
neighbor address pw.
%301 and vcid %lu
to wavl tree thread
[dec]

BD TESI3WAVL TREE | 3-Error Failed to malloc wavl tree malloc bfd LOG _STD_ACTION
space for wavl tree. | failed.

BDTEBWALWIKRL | 3-Error wavl walk failed wavl walk of a bfd LOG STD ACTION
while walking wavl | thread failed.
tree thread [dec]
interface [dec]

BFD-3-BUFPOOL | 3-Error Creation of BFD could not create bfd LOG _STD ACTION
Private Buffer Pool |private buffer pool
failed

BFD-3-CHUNK 3-Error Chunk malloc failure | chunk malloc failure | bfd LOG_STD_ACTION
- [chars] - 0x%X

BD3(HUNK DESIROY | 3-Error Unable to destroy | chunk destroy failure | bfd LOG STD ACTION
[chars] [chars]

BFD-3-IF_IN USE | 3-Error Interface interface number is | bfd LOG _STD_ACTION
[chars][dec] already |already in use
in use

BFD-3-ILL IF 3-Error Illegal interface interface number is | bfd LOG STD ACTION

[dec][chars]

out of range for
platform
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BFD-3-INVQELEM | 3-Error Invalid queue invalid queue bfd LOG STD ACTION
element - [chars] element
BFD-3-INVVER 3-Error Invalid version type |invalid version type |bfd LOG STD ACTION
BFD-3-NO _TYPE |3-Error Neighbor address |- - -
type not specified as
ADDR IP[dec]
[dec]
BFD-3-NOBOOLEAN | 3-Error Failed to create could not create bfd LOG _STD ACTION
watched boolean watched boolean
BFD-3-NOCLIENT | 3-Error Client not found client does not exist | bfd LOG_STD_ACTION
in client list
BFD-3-NOIOUPROC | 3-Error Failed to create BFD | IOU process failed |bfd LOG STD ACTION
10U Process to start
BFD-3-NOKADIS | 3-Error Failed to start Kadis. | kadis failed to start |bfd LOG _STD_ACTION
Status [dec]
BFD3NOKADIS TICK | 3-Error Failed to get kadis | kadis failed to get | bfd LOG STD ACTION
timer tick to start timer tick
kadis timer.
BFD-3-NOPPPROC | 3-Error Failed to create BFD | pseudo-preemptive |bfd LOG _STD ACTION
PP Process process failed to start
BFD-3-PACKET 3-Error bfd pak coalesce - |could not obtain or |bfd LOG_STD_ACTION
[chars] failed coalesce packet
buffer
BIBWALIHEERALPA | 3-Error Failed deleting node | - - -
for neighbor [inet] to
wavl tree thread
[dec] [chars]
BI3WALIHFIERALPW | 3-Error Failed deleting node | - - -
for neighbor %39P
to wavl tree thread
[dec] [chars]
BIWALTHEFA MISRW | 3-Error Failed deleting node | - - -

for neighbor [inet] :
veid [dec] to wavl
tree thread [dec]
[chars]
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3-Error

Failed deleting node
for LSP [chars] [dec]
to wavl tree thread
[dec] [chars]

3-Error

Failed deleting node
for LSP [chars] [dec]
to wavl tree thread
[dec] [chars]

3-Error

Failed deleting node
for LSP [chars]
[chars] to wavl tree
thread [dec] [chars]

3-Error

Failed deleting node
for neighbor [inet] to
wavl tree thread
[dec] [chars]

BFED3WAVL INIT FAIL

3-Error

Failed initializing
wavl tree.

wavl_init failed.

bfd

LOG_STD ACTION

BDSWALNIRIAL P

3-Error

Failed inserting node
for neighbor [inet] to
wavl tree thread
[dec] [chars]

BTSWALNSRTALPVG

3-Error

Failed inserting node
for neighbor %39P
to wavl tree thread
[dec] [chars]

3-Error

Failed inserting node
for neighbor [inet] :
vcid [dec] to wavl
tree thread [dec]
[chars]

3-Error

Failed inserting node
for LSP [chars] [dec]
to wavl tree thread
[dec] [chars]

3-Error

Failed inserting node
for LSP [chars] [dec]
to wavl tree thread
[dec] [chars]
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3-Error

Failed inserting node
for LSP [chars]
[chars] to wavl tree
thread [dec] [chars]

3-Error

Failed inserting node
for neighbor [inet] to
wavl tree thread
[dec] [chars]

BFD-3-WAVL TREE

3-Error

Failed to malloc
space for wavl tree.

wavl tree malloc
failed.

bfd

LOG_STD ACTION

BD6ED F CONTGLRE

6-Information

BFD-SYSLOG: bfd
config apply
idb:[chars]

bfd config change

bfd

LOG STD NO ACTION

BAD6ED S (REATD

6-Information

BFD-SYSLOG:

bfd session_created
neigh [chars]
proc:[chars]
idb:[chars]
handle:[dec] [chars]

bfd session created

bfd

LOG STD NO ACTION

BDEDISISROYD

6-Information

BFD-SYSLOG:

bfd session destroyed
[chars] neigh
proc:[chars]
handle:[dec] [chars]

bfd session
destroyed

bfd

LOG STD NO ACTION

BD6BD S GET 1D

6-Information

BFD-SYSLOG: bfd
session get local
discriminator [chars]
neigh proc:[chars]
handle:[dec] node:
[chars]

Get bfd session local
discriminator

bfd

LOG STD NO ACTION

6-Information

BFD-SYSLOG:
ABORT: BFD
session for VRRPv3
client on interface:
[chars] NOT
supported in
software
handle:[dec]
adjacency: [chars]
node: [chars]

bfd vrrpv3 sofware
session offloading
NOT supported

bfd

LOG SID NO ACTION
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BFD-6-MAX DESCR | 6-Information BFD discrminators | Max. discriminators | bfd LOG STD ACTION
exhausted. No more | assigned
sessions can be
created.
BFD-6MAX SESSION | 6-Information Maximum session | Max. sessions bfd LOG _STD_ACTION
creation limit [dec] |created
for [chars] sessions
reached.
BED6TIMER NOT SUPP | 6-Information BFD timer value on | Fast timers not bfd LOG _STD _ACTION
interface [chars] is | supported on slow
below the supported | interface
value of [dec] ms
BISIVBSNOIS R | 6-Information BFD timer value Tx: | Timers not bfd LOG STD_ACTION
[dec] and Rx: [dec] |supported for
are not supported for | software sessions
software sessions
BFD6TX ON SIANDBY | 6-Information BFD transmit BFD packet bfd LOG_STD_ACTION

detected on standby

transmission on
standby

BFDFSM-3INVEVENT | 3-Error Invalid event_id state machine invalid | bfd LOG STD ACTION
0x%X event

BFDFSM-3-INVSTAIE | 3-Error Invalid current state | state machine invalid | bfd LOG _STD_ACTION
0x%X state

BFDESM-3-INVIRANS | 3-Error obj: [0x%08X] state machine invalid | bfd LOG _STD _ACTION
event_id: [0x%08X] | transition
er_p: [0x%08X] arg:
[0x%08X] session
state [chars] ->
[chars]

BFDFSM-3-NOEVENT | 3-Error Unable to apply state machine bfd LOG _STD ACTION
event 0x%08X transition failure

BFDFSVBNULLMA(H | 3-Error Invalid machine state machine invalid | bfd LOG_STD_ACTION
pointer 0x%X pointer

BIRVEBDSESDOWN | 6-Information BFD-SYSLOG: bfd session down | bfd LOG STD NO ACTION
BFD session [chars]
is going Down
Reason: [chars]

BFDESM6BID SESS UP | 6-Information BFD-SYSLOG: bfd session Up bfd LOG SID NO ACTION
BFD session [chars]
is going UP
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BGP LMM-3-ASSERT | 3-Error Assert failed at An internal software | mpls-vpn LOG STD ACTION
[chars]:[dec] error has occurred
BGP IMMB-AUIOGEN | 3-Error [chars] Neighbor: | There was an error | mpls-vpn "Manually configure
[chars] Interface: while the mpls bgp
[chars] auto-generating the forwarding
mpls bgp forwarding command" " on the
command on an interface referenced
interface in the error
message." "If the
problem persists
copy the message
exactly as" "it
appears and report it
to your customer
service"
"representative"
BGP_LMM-3-CFCl1 | 3-Error [chars] [chars] Error in BGP LMM | mpls-vpn LOG _STD _ACTION
and CFC interaction
BGP_LMM-3-CFC2 | 3-Error [chars] [chars] Interaction error mpls-vpn LOG STD ACTION
[chars] between BGP LMM
and CFC
BPIMVBIRMONNKTT | 3-Error [chars] BGP LMM AF mpls-vpn LOG_STD_ACTION
Address-family registration/de-registration
[chars] with IPRM failed
BGP_LMM-3-LSD1 | 3-Error [chars] [chars] Error in BGP LMM | mpls-vpn LOG STD ACTION
and LSD interaction
BGP_LMM-3-LSD2 | 3-Error [chars] [chars] Interaction error mpls-vpn LOG _STD_ACTION
[chars] between BGP LMM
and LSD
BGP_LMM-3-MEM | 3-Error [chars] Error in memory mpls-vpn LOG STD ACTION
management
BGP IMMBNBRROUIE | 3-Error [chars] Neighbor: | A host route to an | mpls-vpn LOG STD ACTION
[chars] Interface: MPLS enabled BGP
[chars] neighbor was not
present in the routing
table the problem
was corrected by
installing the route
BGP_LMM-3-PATH | 3-Error [chars] label: [dec] |Invalid information |mpls-vpn LOG_STD_ACTION
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BGP IMMBREENIRY | 3-Error [chars] A non re-entrant mpls-vpn LOG STD ACTION
routine has been
re-entered
BPIMVBYEVRMVAICH | 3-Error Label table size MPLS Label Table |mpls-vpn LOG STD ACTION
[dec] mismatch ID size mismatch.
checkpoint key
creation failed
BGP IMMB-VRFAGGR | 3-Error [chars] [dec] Error during per mpls-vpn LOG _STD _ACTION
VRF aggregate label
processing
BGP LMM+4-LABEL | 4-Warning [chars] [chars] Error during mpls-vpn LOG STD ACTION

allocation/freeing of
a label

BGP IMMGAUTOGEN! | 6-Information [chars] interface: The mpls bgp - "This is an
[chars] forwarding informational
command has been message no action is
automatically " "required by the
configured on an operator"
interface
BGP IMM6MPLS INIT | 6-Information MPLS has been MPLS has been - "This is an
[chars] for the BGP | enabled/disabled for informational
address-family a given BGP message no action is
[chars] address-family " "required by the
operator"
BGP LMM-6-PERCE] | 6-Information Per CE label global |Per CE label global | mpls-vpn LOG _STD ACTION
keyid wrap trigger | keyid wrap trigger
label reallocation label reallocation
B MAS3ANHERR | 3-Error [chars] BGP MPLS related | mpls-vpn LOG STD ACTION
general runtime
erTors message
contents will show
the error
BPMASSHRMONNKTT | 3-Error [chars] BGP VPNV4 failed | mpls-vpn LOG STD ACTION
to register to [PRM
component.
BPMESPMAGRIAF. | 3-Error global aggr label: This is related toa | mpls-vpn LOG_STD_ACTION
[chars] common
AGGREGATE
LABEL for all
aggregate prefixes in
global routing table.
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BPMASALARH AIIOC | 3-Error [chars] An MPLS label mpls-vpn LOG STD ACTION
could not be
allocated for a prefix
due to an internal
error
BPMASLIONNKTT | 3-Error [chars] BGP VPNv4 failed | mpls-vpn LOG STD ACTION
to register to MPLS
Forwarding
component.
B@ MAS3NBR ROUEE | 3-Error [chars] Problems with mpls-vpn LOG _STD _ACTION
manipulating the bgp
neighbor route
needed for MPLS
operations
BPMAISSHR WF AR | 3-Error pervrfaggr label: This is related to mpls-vpn LOG _STD ACTION
[chars] PER VRF
AGGREGATE
LABEL feature
BPMASSYHRVRVAI(H | 3-Error Label table size BGP MPLS Label |mpls-vpn LOG_STD_ACTION
[dec] mismatch Table size mismatch.
checkpt key creation
failed
BPMISSVINREWRIEE | 3-Error [chars] Problems with mpls-vpn LOG STD ACTION
installing updating
or removing a VPN
rewrite entry in the
MPLS forwarding
table
BPMISAS AHAIQC | 7-Debug Failed to create BGP MPLS VPN | mpls-vpn LOG STD ACTION
rewrite prefix [chars] | rewrite creation
result [chars] failed.
BPMASPAAHAIQC | 7-Debug Failed to allocate BGP MPLS IPv4 mpls-vpn LOG STD ACTION
label for IPv4 prefix | label allocation
[inet]/[dec] failed.
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BP EONSADCHANE

5-Notice

neighbor [chars]
[chars][chars][chars]
topology [chars]
removed from
session [chars]

A BGP neighbor
topology was
removed from a
session. The
message\n\ describes
the change for it.
This message
appears only if the
\n\

"This informational
message normally
appears as routers
and\n\ BGP
neighbors go up or
down. However
unexpected neighbor
loss\n\ might
indicate high error

<Bittergtbodagsaddd> rates or high packet
command is loss in the\n\
configured for\n\ the network and should
BGP process. be investigated."
BGP-2-INSUFMEM | 2-Critical Insufficient memory | The requested - "Reduce other
for [chars] entry operation could not system activity to
be accomplished ease memory
because of a low\n\ demands. If
memory condition. conditions\n\ warrant
upgrade to a larger
memory
configuration.”
BGP-3-ADDBLOCK | 3-Error Unable to add Not able to save the |- LOG _STD _ACTION
blocked dynamic specified data due to
peer [chars] an error
BGP-3-ADDCID 3-Error Unable to add A addition to a - LOG _STD ACTION
Cluster ID [chars]. | cluster ID structure
could not be
completed
because\n\ of an
error.
BGP3-ADDNETWORK | 3-Error Unable to add An addition to the |- LOG_STD_ACTION
network for [chars] |radix trie could not
to radix trie be completed
because\n\ of an
error.
BGP-3-ADDROUTE | 3-Error Unable to add route | An addition to the |- LOG STD ACTION
for [chars] to radix | radix trie could not
trie be completed
because\n\ of an
error.
BGP-3-BADMASK | 3-Error Attempt to install A route can not be |- LOG _STD_ACTION

route for [inet]
without valid mask
in [chars]

installed without a
valid mask.
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BGP3BADROUTEMAP | 3-Error Bad parameters in | This means the bgp "Correct the
the route-map route-map should be route-map"
[chars] applied for |changed
[chars]
BEBBEP INCONSSIENT | 3-Error [chars] Inconsistent | Inconsistency in the | bgp "This is a rare
[chars] data structures situation and is a
result of internal
problem."
BIBBP NIERNALRR | 3-Error [chars] BGP Internal Error |bgp LOG _STD _ACTION
BEEPNORMOERHAD | 3-Error [chars] connection | BGP failed to send |bgp "BGP failed to send
timed out - has not | UPDATE message UPDATE message
accepted a message | to the neighbor for to the neighbor for
from us for [dec]ms |\n\ more than the \n\ more than the
hold time [dec] hold timer. A Hold hold timer. A Hold
messages pending | timer expiry timer expiry
transmition. NOTIFICATION \n\ NOTIFICATION \n\
is being sent and the is being sent and the
session will be reset session will be
\n\ This message reset."”
appears only if the
Bittprettoedugsaddd
\n\ command is
configured for the
BGP process.
BEBPRIILYRALRE | 3-Error BGP SR policy This is a rare - "Reduce other

failed [chars] -
Restarting BGP may
be required

situation and the
system likely is
running out of
memory.

system activity to
ease memory
demands. If
conditions\n\ warrant
upgrade to a larger
memory
configuration. If this
messsage is\n\ after
a configuration
change the
configuration should
be reverted.\n\ BGP
may need to be
unconfigured and
reconfigured to fully
recover."
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B@3B® RIEFRALLRE | 3-Error BGP SRTE failed | This is a rare - "Reduce other
[chars] - Restarting | situation and the system activity to
BGP may be system likely is ease memory
required running out of demands. If
memory. conditions\n\ warrant
upgrade to a larger
memory
configuration. If this
messsage is\n\ after
a configuration
change the
configuration should
be reverted.\n\ BGP
may need to be
unconfigured and
reconfigured to fully
recover."
BEIRPIBSBVINIAD | 3-Error BGP subsystem The BGP subsystem | bgp LOG _STD_ACTION
initialization failed: |could not be
[chars] initialized properly
BGP3BMP MEMORY | 3-Error BMP Memory BMP memory - "Perform BMP
Utilization currently | utilization tracked by deactivation on
at %lu exceeds BMP message excessively
threshold %lu alloc\n\ exceeds churning\n\ BGP

maximum memory
allocation configured
for BMP client

neighbors receiving
large number of
routes and
reactivate\n\ after
convergence"

BGP-3-DELBLOCK

3-Error

Unable to remove
blocked dynamic
peer [chars]

Not able to remove
the specified data
due to an error

LOG_STD_ACTION

BGP-3-DELCID 3-Error Unable to remove | A deletion of a - LOG_STD_ACTION
Cluster ID [chars]. | cluster-id could not
be completed
because\n\ of an
error.
BGP3-DELNETWORK | 3-Error Unable to remove | A deletion from the |- LOG STD ACTION

network for [chars]
from radix trie

radix trie could not
be completed
because\n\ of an
erTor.
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BGP-3-DELPATH | 3-Error Attempted to delete | A BGP path could |- "Copy the error
path from an empty | not be deleted message exactly as it
net for [chars] because of an error. appears and report it
to your\n\ technical
support
representative."
BGP-3-DELROUTE | 3-Error Unable to remove | A deletion from the |- LOG _STD_ACTION
route for [chars] radix trie could not
from radix trie be completed
because\n\ of an
error.
EENATRRSTARAH | 3-Error Net [chars] from bgp | - - -
neighbor
[chars][chars][chars]
[chars] is stale after
[chars] rate-limited
3-Error Extcommlist - bgp -
refcount [chars]
wrapping
BGP-3INSUFCHUNKS | 3-Error Insufficient chunk | The static chunk bgp "Collect chunk and
pools for [chars] pools size are not bgp summary. This
requested size [dec] | correct. is an internal
software issue"
BGP-3-MARTIAN IP | 3-Error [chars] Martian Invalid MPLS label |bgp "This indicates that
prefix [chars] in found in the BGP there is some
[chars] message problem on the
remote router"
BGP3MAXPEXEXCHED | 3-Error Number of prefixes |- - -
received from
[chars][chars][chars]
afi [dec]: [dec]
exceeds limit [dec]
BGP-3-MUTEX 3-Error Waiting for turnto | - - LOG STD ACTION
execute after [dec]
seconds.
BGP-3-NEGCOUNTER | 3-Error Prefix-accepted The counter value | bgp "This is a rare

counter negative for
peer [chars] prefix
[chars]

for accepted prefixes
is wrong and less
than zero

situation and is a
result of internal
problem.\n\ Reset
the session to correct
it."
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BENHIALNONBENY | 3-Error Net [chars] has Bgp peers are not |- "Track the net copy
Nexthop-Label consistent with each the error message
inconsistency other. exactly as it appears
and \n\ report it to
your technical
support
representative."
BGP-3-NOTIFICATION | 3-Error [chars] An error condition |bgp "This message
has been detected in represents an error in
the BGP session. the session and its
A\n\ origin \n\ should be
NOTIFICATION is investigated. If the
being sent/received error is reported
and the session will periodically copy\n\
be reset.\n\ This it exactly as it
message appears appears and report it
only if the to your technical
<Bittengbodagsadd> support \n\
\n\ command is representative."
configured for the
BGP process.
BENOIHAINMANY | 3-Error [chars] Notification sent to | bgp "If the error is
all the neighbors of unexpected report it
the speaker.\n\ This to your technical
message appears support \n\
typically after doing representative."
'clear ip bgp *'.
BEBORF EXICOMMLBT | 3-Error Received The received bgp "Check the prefixlist
misformatted prefixlist ORF is ORF implementation
extcommunity list | misformatted. on the neighboring

OREF from [chars]

router."

BGP-3-ORF PFXLIST | 3-Error Received - - -
misformatted
prefixlist ORF from
[chars]

BGP-3-RADIXINIT | 3-Error Radix trie Initialization of the |- "Reduce other

initialization failed

radix tree could not
be accomplished

because of\n\ a low
memory condition.

system activity to
ease memory
demands. If
conditions\n\ warrant
upgrade to a larger
memory
configuration."
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BRBHRSISABAHON | 3-Error [dec] BGP peers are not | - "BGP peers are not
stale-path[chars] consistent with each consistent with each
deleted from bgp other. other report it to
neighbor your\n\ technical
[chars][chars][chars] support
[chars] after [chars] representative.."

BERBIITNONSEBNY | 3-Error Net [chars] in Bgp peers are not - "Track the net copy
[chars][chars][chars] | consistent with each the error message
has rib-out other. exactly as it appears
inconsistency for and \n\ report it to
update-group [dec] your technical
[chars]- outbound support
policy [chars] rib-out representative."”
[chars]

[chars][chars]

BGP-4-AFIMPORT | 4-Warning [chars] prefixes Number of prefixes |bgp "Check the number
imported to [chars] |imported from other of imported prefixes
vrf reached the limit | address-family to a from the
[dec] vrf reached address-family and "

configured limit "verify if the limit
should be increased
or the ip vrf import "
"route-map is
configured
correctly."

BGP4-AO KEYCHAIN | 4-Warning [chars] You have configured | bgp "Correct the key
BGP AOtousea chain configuration."
keychain which BGP
can not use.

BGP-4-ATTRNULL | 4-Warning A NULL attribute | The path should bgp LOG_STD_ACTION

has been assigned to | have been assigned

a path a valid attribute but
was incorrectly
assigned a value of
NULL

BE4BD NOT ONEHOP | 4-Warning BFD is supported for | BED is supported for | bgp "Deconfigure BFD
single hop single hop from BGP as
neighbors. [chars] is | neighbors. The multihop "
not single hop configured neighbor "neighbors are not
neighbor is not a single hop supported in BFD"

hence BFD is not
enabled
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BRBPRDRKIVEAE | 4-Warning BGP received an BGP is configured to | bgp "Check the
invalid RPKI connect to an RPKI configuration of our
message from rpki | server. That server is RPKI server " "and
server [chars] [chars] | sending malformed make sure that the
[chars] hex dump: | or incorrectly server is updated to
[chars] formatted messages the " "latest version
to the router "
BERRRODISHACME | 4-Warning GR reload unsafe | You have configured | bgp "Configure the bgp
configured an unsafe holdtime holdtime value
holdtime[dec] the |the default safe which is" " greater
default safe holdtime value is than the default safe
used instead. holdtime" " value"
4-Warning GR reload unsafe | You have configured | bgp "Configure the bgp
configured session | an unsafe session session restart time
restart time[dec] restart time the value " "which is
default safe session greater than the
restart time is used default safe session"
instead. " restart time value"
4-Warning GR reload unsafe | You have configured | bgp "Configure the bgp
configured nsf an unsafe nsf nsf stalepath time
stalepath time[dec] | stalepath time the value " "which is
default safe stalepath greater than the
time is used instead. default safe
stalepath" "time
value."
BGP4BGP INH POLICY | 4-Warning Failed to inherit BGP neighbor failed | bgp LOG_STD_ACTION

[chars] policy config
'[chars]":
[chars]->[chars]
[chars] [chars]

to inherit some
policy configuration
from a
policy-template or
peer-group because
of some
configuration
imcompatibilities.
The set of policy
configurations that
were compatible
were still inherited.
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BGP4BGP INH SESSON | 4-Warning Failed to inherit BGP neighbor failed | bgp LOG STD ACTION
[chars] session to inherit some
config '[chars]": session configuration
[chars]->[chars] from a
[chars] session-template or

peer-group because
of some
configuration
imcompatibilities.
The set of session
configurations that
were compatible
were still inherited.

BEERPIAINORIRRD | 4-Warning BGP neighbor You are attempting | bgp "Do not configure
[chars] does not to configure send-label for IPv6
support sending send-label either peers"
labels directly or via a

template for a
neighbor which is
connected over IPv6.
Doing so is not
supported

BRBPOTMIMEY | 4-Warning BGP resetting BGP tried to perform | bgp "Reduce other
because of memory |an operation that system activity to
exhaustion. required additional ease memory "

memory and was not "demands or

able to allocate it. troubleshoot the
system for memory
" "fragmentation. If
conditions warrant
upgrade " "to a
larger memory
configuration."

BR4BPRFREGRAIHD | 4-Warning BGP failed to BGP failed to bgp LOG STD ACTION

register with the
redundancy facility.

register with the
redundancy facility.
If this happens
stateful switchover
for BGP will not
work because BGP
will not be able to
sync any data from
the active RP to the
standby RP.
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BPRPRKHRRMSAE | 4-Warning BGP received an The RPKI server that | bgp "Check the
RPKI Error Report | BGP is connected to configuration of the
PDU from rpki is reporting. that the router and RPKI "
server [chars] [chars] | router sent it a "server and make
[chars] hex dump | malformed or sure that the server is
[chars] incorrect PDU updated " "to the
latest version "
BP4BP SNONIARE | 4-Warning Failed to parse BGP neighbor failed | bgp LOG STD ACTION
[chars] neighbor to parse neighbor
config for neighbor | configuration.
[chars] [chars]
[chars]
BGP4-INVALIDSIZE | 4-Warning invalid size for - - LOG SID NO ACTION
as_array has been
entered
BRVEXEXXOMVIEAHD | 4-Warning Exceeded limit of | An attempt was bgp "Reduce the
[dec] extended made to advertise a configured number
communities per prefix with an of Route Targets or
advertised prefix extended\n\ other extended\n\
community attribute communities that
containing more will be added to
extended prefix
communities\n\ than advertisements so
the allowed limit. that\n\ the limit is
not exceeded"
BGP4-MAXDYNNBR | 4-Warning BGP:DN: Cannot | Number of bgp "Check the number

create new neighbor
[chars] for\nrange
[chars]: maximum
number of [dec]
dynamic neighbors
limit reached

dynamically created
subnet range
neighhors reaches
warning limit

of listen range limit
configured " "for
dynamic subnet
neighbors\n and
verify if the " "limit
should be increased."

BGP-4-MAXPFX

4-Warning

Number of prefixes
received from
[chars][chars][chars]
afi [dec] reaches
[dec] max [dec]

BGP-4-MSGDUMP

4-Warning

unsupported or
mal-formatted
message received
from [chars]:
\n[chars]

The remote BGP
peer sent in a
unsupported or
mal-formatted
message \n\ which
caused the
notification sent

LOG STD NO ACTION
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BGPAMUITIRATH LOOP | 4-Warning This may cause Should be bgp LOG STD ACTION
traffic loop if not configured only at
used properly one of the edge
command accepted. |routers that have
ibgp \n\ peering
among themselves.
BGP-4-NBRTRACK | 4-Warning Route Tracking Route tracking bgp "Route tracking
failed on memory. |system failed to system failed to
Neighbor tracking | allocate memory. allocate memory.
for route-fall-over | Neighbor route Neighbor " "route
will stop fall-over will stop fall-over will stop
tracking neighbor tracking neighbor
routes. routes so that " "it
can give away some
memory. If you think
system is stable "
"then reconfigure
neighbor route
fall-over. If you get
this " "message
neighbor
route-fallover has
been deconfigured."
BGP-4-NORTRID | 4-Warning BGP could not pick | BGP router-id has | bgp "Make sure that
arouter-id. Please | not been manually there is at least one
configure manually. | configured and BGP interface that is up
is unable to allocate and has a " "valid
a router ID from the IPv4 address or
IPv4 address of one configure the
of its interfaces. router-id manually."
BGP-4-RIDSYNC |4-Warning BGP routes are For synchronization | bgp "If synchronization
redistributed to to work BGP is turned on between
OSPF. For router-id must be the one instance of
synchronization to | same as the\n OSPF OSPF\n" "and BGP

work you must
manually configure
the BGP router-id to
be the same as the
OSPF router-id.

router-id at all times
that the router is up.

make sure to
manually configure
a BGP router-id
which\n" "is
identical to the one
of that particular
OSPF instance."
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BGP-4-VPN_NH_IF

4-Warning

Nexthop [chars] may
not be reachable
from neigbor [chars]
- not a loopback

We are sending a
vpn route to this
IBGP neighbor and
the nexthop is one\n\
of our directly
connected physical
interfaces.\n\ The
label for the next
hop address may be
removed in the
MPLS cloud\n\ one
hop soon. Since the
P routers don't have
VPN information\n\
they don't know
where to forward
packets with the
BGP label.\n\ This
could break
connectivity between
VPN sites.

bgp

"Use loopback
interfaces as the
nexthops for vpn
IBGP neighbors."

BGP4VPNVANH MASK

4-Warning

Nexthop [inet] may
not be reachable
from neigbor [chars]
- not /32 mask

We are sending a
vpnv4 route to this
IBGP neighbor the
nexthop\n\ address is
our loopback which
does not have /32
mask we are\n\ using
OSPF on this
loopback and the
OSPF network type
of this\n\ interface is
LOOPBACK. OSPF
advertizes this
address\n\ as a host
route with mask /32
regardless what
mask is
efiehinglizomeddain
Configure the
loopback used as the
next hop with ip host
mask
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BGP-5-ADJCHANGE | 5-Notice neighbor A BGP neighbor has | - "This informational
[chars][chars][chars][chars] | either come up or message normally
[chars] gone down. The appears as routers
message\n\ describes and\n\ BGP
the change for it. neighbors go up or
This message down. However
appears only if the unexpected neighbor
\n\ loss\n\ might
<Bittergtbodagsaddd> indicate high error
command is rates or high packet
configured for\n\ the loss in the\n\
BGP process. network and should
be investigated."
BEAGREMESANIME | 5-Notice bgp scan-time bgp scan-time - "bgp scan-time
configuration less | configuration less configuration less
than [dec] seconds |than 15 seconds can than 15 seconds can
can cause high cpu | cause high cpu usage cause high cpu "
usage by BGP by BGP Scanner. "usage by BGP
Scanner. Scanner. It is
recommended to
monitor the cpu
usage of " "BGP
Scanner."
BEBPMAXIVEGIMLI | 5-Notice BGP failed to send | BGP failed to send |- LOG _STD _ACTION
update message update message
because the message | because the message
size reached bgp size reached bgp
maximum message |maximum message
size 4096. size 4096. If this
happens check the
bgp paths that are
learned if any of the
paths have got many
as-paths or
ext-communities
BERPVAXNRMGIML | 5-Notice BGP failed to send | BGP failed to send |bgp LOG STD ACTION

update message
because the IPC to
support NSR is
having size less than
the requested size.

update message
because the message
size is bigger than
the IPC of NSR. And
the neighbor may not
support route refresh
capability. If this
happens manually
hard clear the
neighbor session.
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BERPUDNEAROIENGH | 5-Notice BGP failed to send | BGP failed to send |bgp LOG STD ACTION
update message update message
because the message | because the message
buffer size is buffer size is
calculated to be zero | calculated to be zero.

If this happens check
the bgp buffer size
being calculated
while sending the
update for both
4byte/2byte
speakers.

BGEPSBVP ADKCHANGE | 5-Notice BMP Server [dec] - | A BMP server TCP |- "This informational
[chars]/[dec] connection has either message normally
connection [chars] |come up or gone appears as\n\ BMP

down servers come up or
go down. If the BMP
server keeps
flapping\n\ its
connection
continuously for
whatever reason
flapping delay\n\
timer kicks in to
regulate
reconnection
attempts"

BEBVPRHREHCPROD | 5-Notice Refresh cap not BMP monitoring of |- "This informational
received from BGP | neighbor session is message indicates
nbr session [chars] | not possible in\n\ BMP" " monitoring
BMP monitoring not | route-refresh scheme of BGP session is
possible for session if refresh not possible without

cap is not negotiated upgrading BGP
peer" " to a software
version that supports
route-refresh cap"

BEXWWHNGIHAY'IMVE | 5-Notice Decay time from Configured bgp "If you think decay
maximum penalty to | dampening time from maximum
suppress penalty is | parameters may not penalty to suppress
[dec] secs. be feasible. Time penalty " "is too low
Maximum penalty: |window between increase half-life

[dec] suppress
penalty: [dec]

maximum penalty
and suppress penalty
may be low.

time or maximum
penalty values."
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EEMAGOVIEIY | 5-Notice Maximum penalty | Configured bgp "Depending on the
[dec] is more than | dampening value of maximum
allowed maximum | parameters may not penalty adjust
[dec]. be feasible. maximum suppress
Maximum penalty is " "time. Since
more than allowed maximum penalty is
maximum. more than allowed
Dampening will be maximum reduce "
OFF. "maximum suppress
time. Maximum
penalty should be
greater than "
"suppress penalty
but less than
maximum allowable
penalty."
EEMRIGOWRIILY | 5-Notice Maximum penalty | Configured bgp "Depending on the
[dec] is less than dampening value of maximum
suppress penalty parameters may not penalty adjust
[dec] be feasible. maximum suppress
Maximum penalty is " "time. Since
less than configured maximum penalty is
suppress penalty. less than suppress
Dampening will be penalty increase "
OFF "maximum suppress
time. Maximum
penalty should be
greater than "
"suppress penalty
but less than
maximum allowable
penalty."
BGP-5-NBR_RESET | 5-Notice Neighbor [chars] A BGP neighbor has | bgp "This message

reset [chars]

been marked for
reset. After all of
resources assigned
\n\ for the neighbor
are freed the
adjacency will be
cleared down.\n\
This message
appears only if the
<Bitterattodupsadd
\n\ command is
configured for the
BGP process.

represents an error in
the session was not
reset \n\ because of
administrative action
of other valid event
like an interface \n\
flap. If no valid
event is detected
report it to your
technical support\n\
representative."
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BPYOWHR DEIET | 5-Notice Neighbor The BGP neighbor |- "The reason that the
[chars][chars][chars] | has been detected as neighbor can not
[chars] has been a slow peer. consume BGP
detected as a slow update messages at
peer. the " "required rate
should be
investigated.
Possible causes
could be network "
"congestion or high
load on the peer."
BREYOMHRRHOMR | 5-Notice Slow peer The slow BGP peer |- "This message is
[chars][chars][chars] | has recovered. informational. The
[chars] has slow-peer has
recovered. recovered."”
BGPSVERSION WRAP | 5-Notice bgp version wrapped | The BGP table - "This message is
of [chars] version has reached informational.
its maximum value However frequent
and\n\ wrapped occurrences\n\ of
around. The message such event might
describes this event. indicate high error
rates or high
packet\n\ loss in the
network and should
be investigated."
BGP-6-ASPATH 6-Information [chars] AS path - - -

[chars] received
from [chars]: [chars]

BGP-6-ATTR_DUP

6-Information

BGP update error:
[chars] Duplicate
[chars] attribute
dropped by error
handling

BGP-6-ATTR_FLAG

6-Information

BGP update error:
[chars] Wrong flag
0x[hec] received for
[chars] attribute
fixed by error
handling

BGP-6-ATTR MISSING

6-Information

BGP update error:
[chars] Missing
mandatory attribute
treat-as-withdraw by
error handling
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B@P6ATTR WRONG LN

6-Information

BGP update error:
[chars] Wrong
length [dec] for
[chars] dropped by
error handling

BGP-6-BIGCHUNK

6-Information

Big chunk pool
request [dec] for
[chars].
Replenishing with
malloc

BRVAKRVEDAIIRST

6-Information

Malformed attribute
attr-set received
from [chars]

6-Information

Malformed attribute
in [chars]

BGR6VSGDUMP LIMIT

6-Information

unsupported or
mal-formatted
message received
from [chars]:
\n[chars]

BGP-6-NEXTHOP

6-Information

Invalid next hop
[inet] received from
[chars]: [chars]

The remote BGP
peer sent in a route
with an illegal next
hop.The given\n\
route was ignored.

LOG STD NO ACTION

BSOS RRIDNXHP | 6-Information V6 nexthop not The remote BGP - "This information
supported for afi/safi | peer sent in a route message appears as
[dec]/[dec] with an invalid router detects
optional transitive malformed\n\
attribute. optional attributes in
BGP updates.
However frequent
occurrences\n\ of
such event should be
investigated."
BIRVRHIIBKIMR | 6-Information BGP Router timed | BGP Router timed | bgp LOG SID NO ACTION

out waiting on
dependant events

out waiting on
dependant events
and will continue
with its
initializations.

BODAVESTEEXTPAVIG

2-Critical

ERRMSG NOFLAGS
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BNIAHZINIAH BR | 3-Error Bind label error An error happen BNDLABH.COVRONBNT | LOG_STD_ACTION
[chars] when create/lookup
bind label.
BPC3SESSON INVALD | 3-Error Invalid Session An internal software | DDTS COMPONENT | LOG STD ACTION
Slot=[dec] error has occured.
Session=0x%08x | The IPC session was
incorrectly not
deleted when the slot
went down.
BIPC6SESSION DOWN | 6-Information IPCCL Sessionto | An internal software | DDTS COMPONENT | "No action is
[chars][dec] is debug info to notify required."
DOWN IPCCL session to

specific slot went
down.

BIPC-6-SESSION_UP

6-Information

IPCCL Session to

An internal software

DDTS COMPONENT

"No action is

[chars][dec] is UP |debug info to notify required."
IPCCL session to
specific slot went up.
BIT4-OUTOFRANGE | 4-Warning bit [dec] is not in the | An invalid request | cosmos [OGSIDHTHHACIN
expected range of | was detected by the
[dec] to [dec] bitlist subsystem.
2-Critical Boost capability Device no longer isr-smart-lic -
removed. support boost
Throughput will be |throughput level
defaulted on next
reload. Reason:
[chars]
BOTHRITHEBABRING | 3-Error [chars] - - -
BIOTHRTHRPWARNNG | 4-Warning [chars] Configure a Device |- LOG SID NO ACTION
via DHCP feature
has experienced an
unexpected
condition which did
not cause a failure
but suggests things
did not go correctly.
BOOT HOST DHP6INFO | 6-Information [chars] This is an - LOG STD NO ACTION
informational

message generated
while configuring a
device via the dhcp
feature.
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3-Error

[chars]. Requested
by [chars]

This log indicates
that device-mode
operation failure
While device-mode
change and there are
errors seen and
requested by
specified client

LOG STD NO ACTION

BOOT-6MODBECHANGE

6-Information

[chars]

This log indicates
that device-mode
operation is
successful While
mode change and
there are no errors
seen

LOG STD NO ACTION

BP (RIVISONSINITFALL | 3-Error Initialization of the |- - -
IOS BP Crimson
facility failed
[chars].
BPE3INVALID IDB TYPE | 3-Error Invalid IDB type Idb type passed is |- LOG _STD ACTION
passed [[dec] - not supported by this
[chars]] function
BPE3-INVALID MAC | 3-Error Invalid MAC for slot | Could not get proper | - LOG_STD_ACTION
[[dec]/[dec]/[dec]] |MAC address for a
given
slot/subcard/port
BPE-3-INVALID PORT | 3-Error Port number[[dec]] |Port number is - LOG STD ACTION
is not valid invalid
BPE3-INVALID SLOT | 3-Error Slot number[[dec]] |Slot number is - LOG _STD_ACTION
is not valid invalid
BPEBMALLOC FALLRE | 3-Error Malloc Failed Could not allocate |- LOG STD ACTION
[[chars]] memory
BPE3NOT REGSTERED | 3-Error Interface[[chars]] Interface registration | - LOG STD ACTION
MAC is not with BPE driver is
registered missing
BPE-3-NULL IDB |3-Error Null idb pointer Interface pointer is |- LOG_STD_ACTION
[[chars]:[hec]] not initialized
BRI-1-INITFAIL 1-Alert msgtxt_initfail The hardware failed | - "Repair or replace
to initialize the controller."
correctly.
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BRI-1-NOMEMORY | 1-Alert msgtxt nomemory | The requested - "Reduce other
operation could not system activity to
be accomplished ease memory
because of a low\n\ demands. If
memory condition. conditions\n\ warrant
upgrade to a larger
memory
configuration."
BRI-4-NOSWITCH | 4-Warning msgtxt initfail ISDN leased line - -
requires an ISDN
switch type
configure.
BRMOVERYZE Bl MIU | 4-Warning Failed to set MTU of | User config I[P MTU | - "Reconfigure IP
[dec] on [chars]. size not supported by MTU base on the
Can't support MTU | BRI hardware. suggested range."
over [dec].
BRMOVERYZE R MIU | 4-Warning Failed to set MTU of | User config IP MTU | - "Reconfigure IP
[dec] on [chars]. size not supported by MTU base on the
Can't support MTU | BRI hardware. suggested range."
over [dec].
BRMOVERSZE D MIU | 4-Warning Failed to set MTU of | User config IP MTU | - "Reconfigure IP
[dec] on [chars]. size not supported by MTU base on the
Can't support MTU | BRI hardware. suggested range."
over [dec].
BRIMUX-1-BADCODE | 1-Alert Software error: An internal software | as LOG STD ACTION
[chars] error occurred.
BRIMUX3BADBRMUX | 3-Error Slot [dec] [chars] A BRIMUX as LOG_STD_ACTION
firmware problem
may be present.
BRMUX3BADDLACX | 3-Error Slot [dec] BRIC A BRIMUX as LOG STD ACTION
failed to firmware problem
acknowledge may be present.
download data block
[dec]
BRIMUX-3-BADDPM | 3-Error Slot [dec] DPM test | A BRIMUX board |as LOG _STD ACTION

failed at offset
Ox[hec] expect
0x[hec] read Ox[hec]

hardware problem
may be present.
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BRMUX3BADULADIR | 3-Error Slot [dec] BRIC A BRIMUX as LOG STD ACTION
wrong upload firmware problem
address received may be present.
0x[hec] requested
0x[hec]
BRIMUX3BADULBIK | 3-Error Slot [dec] BRIC A BRIMUX as LOG STD ACTION
wrong block [dec] | firmware problem
for data upload may be present.
expect [dec]
BRIMUX3BADULLEN | 3-Error Slot [dec] BRIC A BRIMUX as LOG_STD_ACTION
upload data length | firmware problem
read [dec] truncate to | may be present.
[dec] bytes
BRIMUX3BADULRH) | 3-Error Slot [dec] BRIC A BRIMUX as LOG STD ACTION
failed to send upload | firmware problem
data block [dec] may be present.
BRIMUX4HEARIBEAT | 4-Warning Slot [dec] BRIC lost | A BRIMUX board |as LOGSIDREIR ACION
heartbeat for [dec] |hardware or
seconds firmware problem
may be present.
BRMUIXSCHANUPDOWN | 5-Notice B[dec] of BRI[dec] | A B-channel on the |as LOG SID NO ACTION
on slot [dec] BRIC |BRIMUX board
changed state to changed state.
[chars]
BRIMUXSPFORTUPDOWN | 5-Notice BRI[dec] on slot A port on the as LOG SID NO ACTION
[dec] BRIC changed | BRIMUX board
state to [chars] changed state.
BRIMUX-5-UPDOWN | 5-Notice Slot [dec] BRIC A BRIMUX board |as LOG SID NO ACTION
changed state to changed state.
[chars]
BSC-2-NOMEM 2-Critical No buffers available | This message - "Perform diagnostics

on interface [chars].

indicates that
memory in the router
was exhausted.

on the router to
locate the subsystem
or interface\n\
responsible for
consuming memory.
The only method
that will clear this\n\
situation is to reload
the router."
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BSC3BADLINESTAIE | 3-Error Line state Tx when | An unexpected - "Verify that the line
receiving [chars] on |receive occurred has been consistently
line [chars] during a defined in regards to
transmission. the\n\ carrier. If a
message report was
sent hard-on stop
and start the\n\
bisynchronous
interface in
question."
BSC3-BADPEERTYPE | 3-Error Peer [chars] is This message occurs | - "Reconfigure the
incorrect type only when BSC serial interfaces
local-ack is correctly to be a
configured. It\n\ primary and\n\
indicates the serial secondary pair."
interfaces that are
using the BSTUN
tunnel are\n\
configured
incorrectly that is
both have been
configured as a\n\
secondary.
BRCRPNOT(ONHI RD | 4-Warning Bootstrap message | In SDWAN spt-only | - LOG _STD _ACTION
received from [inet] | networks it is
on [chars] SDWAN | expected that the
running SPT-only | cEdge is the
mode but candidate RP and
Candidate-RP not | elected RP if PIM
configured locally. |BSR is running.
BSRS(BSR REMOVED | 5-Notice Candidate-BSR on | This is performed |- LOG SID NO ACTION
interface [chars] has | because the interface
been removed card has been
removed
BSR-5CRP REMOVED | 5-Notice Candidate-RP on This is performed |- LOG SID NO ACTION
interface [chars] has | because the interface
been removed card has been
removed
BR6NO FORWARD BRR | 6-Information Dropping This is performed |- LOG SID NO ACTION
No-Forward because RFC 5059

Bootstrap message
from [chars] on
[chars]

No-Forward BSM is
not supported.

243



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
BSTUN-2-NOBUF |2-Critical Interface [chars] no | A memory shortage |- "Reconfigure the
buffer available to | existed at the time BSTUN group. If
[chars] that the memory shortages
configuration persist call your\n\
command\n\ was technical support
issued. This representative for
condition is rare and assistance."
under normal
conditions\n\
temporary.
BSTUN-3-BADCONN | 3-Error CONN: bad An internal software | - LOGSIDREIR ACION
connection [dec] error occurred.
peer: [chars]
BSTUN-3-BADLENOP | 3-Error [chars]: bad len or | An internal software | - LOGSIDRHIR ACION
unknown op op [dec] | error occurred.
len [dec]
BSTUN-3-BADMAGIC | 3-Error [chars]: wrong An internal software | - LOGSIDREIR ACTON
magic mine [hec] error occurred.
theirs [hec] [dec]
BSTUNBBADMAGCICP | 3-Error [chars]: peer [chars] | An internal software | - LOGSIDREIR ACION
wrong magic mine | error occurred.
[hec] theirs [hec]
BSTUNBRADASSVHOEN | 3-Error passive open from | An internal software | - LOGSIDREIR ACTION
[inet][dec] -> [dec] |error occurred.
failed
BSTUNSCONNILLSIAIE | 3-Error CONN: Peer [chars] | An internal software | - LOGSIDREIR ACTON

illegal state [dec]

error occurred.
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BSTUNSBIENOTSETUP

3-Error

Could not setup
interface for protocol
[chars]

BSTUN was unable
to start the interface
for handling the
specified protocol
traffic.

"If this message
appears while you
are configuring
BSTUN check for\n\
other system errors
such as no available
memory in the router
or the interface\n\
shutting down. If no
obvious problem can
be detected record
all the displayed\n\
values and any other
BSTUN error
messages and
contact your
technical support\n\
representative."

BSTUN-3-NOGRPDEF

3-Error

No bstun group
defined on interface
[chars]

An action was taken
that requires the
previous definition
of a BSTUN\n\
group number.

"Make sure
"encapsulation
bstun" and the "bstun
group" have been\n\
defined for the
interface."

BSTUN-3-NOPEER

3-Error

No peer configured
to route frame with
destination address
[chars] bstun group
[dec]

A BSTUN route has
not been configured
for the frame with a
destination address.

"If this message
appears while you
are debugging bstun
it indicates that no\n\
specific bstun route
has been configured
for the frames being
received with\n\ the
device address listed
in the packet debug
trace. You may
choose to
configure\n\ a bstun
route or ignore this
message."

BSTUN-3-SENDPUNT | 3-Error [chars]: sent [chars] | An internal software | - LOGSIDREIR ACION
to [chars] error occurred.
BSTUNSUNKPROIOEV | 3-Error Unknown protocol | An event passed to |- "Perform a hard

event [dec] on
interface [chars]

the BSTUN layer for
processing could
not\n\ be decoded.

restart on the
indicated interface."
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BSTUN4-DUPROUTE | 4-Warning Cannot define This route command | - "Consider defining a
duplicate route on | is defined on another new group and
the\n\same group interface belonging moving this interface
to the\n\same group. onto that\n\group"
Cannot define
duplicate route on
the same group
BSTUN4-PEERSTATE | 4-Warning Peer [chars] wrong | An internal software | - LOGSIDREIR ACTION
state [dec] [dec] error occurred.
BSTUN4SENDPUNTTCP | 4-Warning [chars]: sent [chars] | An internal software | - LOGSIDRHIR ACION
to [[dec]][inet] error occurred.
BSTUNGCONNOPENHALL | 6-Information CONN: peer [chars] | An attempt to - "Verify that the
open failed [chars] |connect to a remote remote peer is
[[dec]] TCP BSTUN peer accessible from this
failed. router that it is\n\
running software
capable of
supporting BSTUN
and that it is
configured\n\
correctly."
BSTUN-6-ERR 6-Information [chars]: [chars]: An internal software | - LOGSIDREIR ACION
[chars] op [hec] len |error occurred.
[dec]
BSTUN-6-OPENED | 6-Information [chars]: peer [chars] | - - LOG SID NO ACTION
opened [previous
state [chars]]
BSTUN-6-OPENING | 6-Information CONN: opening - - LOG SID NO ACTION
peer [chars] [dec]
BSTUNGPASSIVEOPEN | 6-Information passive open - - LOG SID NO ACTION
[inet][dec] -> [dec]
BSTUNGPHRHUIDOWN | 6-Information shutting down peer |A connectiontoa |- LOG STD NO ACTION

[chars] on [chars]

remote peer is being
shut down. This is
typically\n\ the result
of user intervention
in BSTUN
reconfiguration or
disabling.\n\ This is
good expected
behavior.
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BSTUN-6-PROCEXIT

6-Information

Process terminating.
Due to signal [dec].
Subcode [dec].
Address [hec].

The BSTUN
background process
is terminating.

"If this message
appears while you
are unconfiguring
BSTUN no action\n\
is required.
Otherwise record all
the displayed values
and any other\n\
BSTUN error
messages and
contact your
technical support\n\
representative."

BSTUN-GRECONNECT

6-Information

PHDR: reconnect
from peer [chars]

A remote peer
reestablished a
connection to this
router.

LOG STD NO ACTION

BSTUN-6-TCPFINI

6-Information

peer [chars] closed
[previous state
[chars]]

A remote peer closed
a BSTUN
connection with this
router.

"Examine the other
router to see why it
closed this
connection with\n\
this peer. This can be
caused by normal
events such as\n\
reconfiguration."”

BSTUNGTCPPEERSHUT

6-Information

[chars] [chars]
[inet][dec]

This route closed a
BSTUN connection
with a remote peer.

"Examine this router
to see why it closed
this connection with
this\n\ peer. This can
be caused by normal
events such as
reconfiguration."”
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BUICABACIVE CAHONI

3-Error

Invalid operation
was attempted on an
active capture point
[chars].

Invalid operation
was attempted on an
active \n\ capture
point.

0s

"Search for resolved
software issues using
the Bug Toolkit " "at
Iwamgdifipl g g
" "If you still require
assistance copy the
error message
exactly as " "it
appears on the
console or in the
system log enter the
" "<CmdBold>show
monitor capture
point
all<NoCmdBold>
and "
"<CmdBold>show
tech<NoCmdBold>
commands and
contact your " "Cisco
technical support
representative
providing the "
"representative with
the gathered
information."

3-Error

Error exporting
buffer [chars] to
location [chars]

The Buffer Capture
Infrastructure is not
able to export the
buffer to the
specified location

0s

"Please check ifa
valid destination was
specified. " "Or if a
file by the same
name already exists
rename the dump file
or " "remove the
existing file from the
destination location.
" "If those actions do
not resolve the
problem "

LOG _STD_ACTION

BICABNA D CAHONT

3-Error

Invalid capture
point.

Some operation was
attempted on a
invalid capture point.

0s

LOG_STD ACTION

3-Error

Invalid parameters

Invalid parameters
were passed in to a
buffer capture
infrastructure
function.

0s

LOG_STD_ACTION
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BUFCAP-3-NO MEM | 3-Error Not enough memory | The buffer capture | os LOGSIDRAUEACION
available for Buffer |infrastructure could
Capture not get the memory

Infrastructure it requested.
BICABNBHAPILRE | 3-Error Error finding capture | No such capture 0s LOG STD ACTION
point. point exists
BURCAPSBUHER HIL | 5-Notice Linear Buffer The linear buffer is |os LOG SID NO ACTION
associated with full. Further capture
capture buffer would be halted.
[chars] is full.
BUFRCAPSMAX HEMVS | 5-Notice Capture point [chars] | The buffer contains | os LOG SID NO ACTION
disabled. The the maximum
number of elements | configured number
in associated capture | of packets. The
buffer's [chars] associated capture
point will be
disabled.
BICARBSIVEEXHHD | 5-Notice Capture Point The linear buffer 0s LOG SID NO ACTION
[chars] disabled. The | does not have
associated capture | enough space left.
buffer's [chars] Hence the packet
was trimmed. This is
the final element in
the buffer.
BUICAPGCAFONT EXBIS | 6-Information Capture Point A Capture point by |os LOG SID NO ACTION
[chars] already the specified name
exists. already exists.
BUFCAP-6-CREATE | 6-Information Capture Point Specified capture 0s LOG STD NO ACTION
[chars] created. point has been
created.
BUFCAP-6-DELETE | 6-Information Capture Point Specified capture 0s LOG SID NO ACTION
[chars] deleted. point has been
deleted.
BUFCAP-6-DISABLE | 6-Information Capture Point Specified capture 0s LOG SID NO ACTION
[chars] disabled. point has been
disabled.
BUFCAPADRAR E ASYNC | 6-Information Capture Point Specified capture 0s LOG SID NO ACTION
[chars] disabled. point has been
Reason : [chars] disabled due to

asynchronous event.
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BUFCAP-6-ENABLE | 6-Information Capture Point Specified capture 0s LOG SID NO ACTION
[chars] enabled. point has been

enabled.

BUFRCAP-6RATE LIMIT | 6-Information [dec] packets from | Rate limiting has 0s -
capture point [chars] | been enabled and the
dropped due to rate | number of packets
limiting. exceed the allowed

configured value.

BUFCAP-6-TOO BIG | 6-Information The packet to be The packet is bigger | os "Change the
dumped is bigger | than the parameters of the
than the buffer size |configured/default capture buffer. "
of capture buffer buffer size. "You can try to
[chars]. Packet of increase the size of
size [dec] dropped. the buffer " "or limit

the number of bytes
copied."

BINOENSRR2VHSTE | 2-Critical BRVEGHAGTRAOBAK | - - -

BUNDLES3ALLOCATION | 3-Error Bundle allocation | An internal software | OCE DDIS COMRONENT | LOG_STD ACTION
error: [chars] error occurred. It is

likely that this error
is caused by a low
memory condition

BNIESHAFRRVENE | 3-Error Platform attempted | An internal software | OCE DDIS COMFONENT | LOG STD ACTION
to access unreserved | error occurred.
space

BNISYENORB AWE | 3-Error Bundle type [chars] |- - -
must be ISSU aware
to send to slots
[chars]

BMESERWIRIVXBE. | 4-Warning Average throughput | - - -
rate approached the
licensed bandwidth

of [chars] during
[dec] sampling
periods in the last 24
hours sampling
period is [dec]
seconds
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5-Notice Average throughput | - - -
rate exceeded [dec]
percent of licensed
bandwidth of [chars]
during [dec]
sampling periods in
the last 24 hours
sampling period is
[dec] seconds
3-Error Unknown trap Unknow trap type. |- -
type:[dec] received | Some feature
inemt_call function. | requires this trap
type to be handled

C3PL_TARGET-4- |4-Warning No [chars] callback | A support function | GERRHEIDEOVENNT | -

NOREG registered for for a specific kind of
[chars]. Using QoS attachment
default function. point is not

available. A default
behavior was applied
instead.

CKONFENMANAIGA. | 4-Warning Failed to allocate When a routed port |- "An internal VLAN
internal VLAN for | or port channel can be freed up by
interface [chars]. interface is enabled disabling some other
The interface will | it must allocate an routed port " "or port

remain down.

internal VLAN in
order to operate. If
there are no internal
VLANS available
when an interface is
enabled the interface
remains down and
this message is
logged.

channel interface or
by deleting a user
configured VLAN in
" "the 1006 to 4094
range. Once a VLAN
is made available the
interface " "will
come up if it is
disabled and
re-enabled."

4-Warning

Reflexive Acls are
not supported.
Ignoring the [chars]
entry.

Reflexive Acls are
not supported. Aces
with Evaluate and
Reflect keywords are
ignored.

"Do not configure
Aces with Evaluate
or Reflect keyword.

CK DAINIESNODXVIAN

5-Notice

Router Port [chars]
has no internal vlan
assigned to transmit
packet

The L3 Interface
specified does not
have an internal vlan
assigned.
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CKDINIESIAHHYRRT | 5-Notice Dropping packets to | During hot-swapping | - "This occurs when
be transmitted out on | operations there are queued
port [chars] Linecard | sometimes a packets that are
in Slot [dec] may prevously queued transmitted by which
have been removed | packet may be " "time the linecard
transmitted after a in that slot has been
delay by which time removed already. If
the linecard does not the problem "
exist anymore. This "persists even
indicates such without any
packets are being hotswapping
dropped operations please
contact your " "Cisco
Technical Support
representative "
EKONBEXIKINHRR | 5-Notice Transmitting L3 The L3 protocols - LOG _STD_ACTION

packet on a physical
port [chars] that is
part of [chars] [dec]
packets. Make sure
the physical port in
the L3 port

operate at the logical
port level and not on
physical port level.
This message
indicates an situation
that causes L3
protocol packets to
be sent on a physical
port that is part of a
bundle. This can
happen if there is a
misconfiguration.
Maybe there is an ip
address assigned to
a physical port that
is part of a layer 3
port channel
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5-Notice Dropping transmit | A packet to be - "This occurs when a
packet out of transmitted out of a packet is being
interface [chars] Port-Channel is transmitted out of
being dropped the aggregate " "port
during transitions in by higher layer
the Port-Channel protocols but the
membership software cannot find
specific " "state
information. This
can temporarily
happen when
physical ports "
"transition into or
out of the channel. If
the problem persists
please " "contact
your Cisco Technical
Support
representative"
CKIDSYSMNAIDWAILE | 7-Debug [chars] Type [dec] | This message is for |cat4000 LOG _STD_ACTION
not handled debugging purposes.
returning a default of | When you see this
0 message report it to
your technical
support
representative.
CAK REDUNDANCY=- | 2-Critical [chars] For proper operation | - "Configure the
5 VERON(HEK AL of redundancy the system so that the
system must be Active and Standby

configured with
symmetrical
hardware and
software. Here we
have detected an IOS
version mismatch
between the Active
and Standby. In this
condition
redundancy
operations are not
guaranteed.

supervisors are
running the same
version of IOS."
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4K REDUNDANCY2- | 2-Critical [chars] For proper operation | - "Configure the
MNOSVVHRA RIS of redundancy the hardware so that the
system must be Active and Standby
configured with supervisors are
symmetrical identical in all
hardware. Here we respects."
have detected
mismatch between
the Active and
Standby hardware.
In this condition
redundancy
operations are not
guaranteed.
CAK REDUNDANCY=2- | 2-Critical POST failure on Active supervisor |- "Please run offline
POSTFAIL [chars] supervisor | failed POST. diagnostics on the
detected Standby supervisor failed supervisor to
will reset current isolate the failure"
active and attempt to
become active.
CAK REDUNDANCY4 | 4-Warning Persistent-config Active supervisor |- "
CONFIGSYNCFAIL Sync to Standby failed to receive
supervisor failed. PLATFORM SYNC DONE
message from
Standby. Potential
problem with
Standby.
CAK REDUNDANCY-S- | 5-Notice The [chars] has been | The configuration |- "This is an
CONFIGSYNC successfully has been informational
synchronized to the |successfully message. No action
standby supervisor |synchronized to the is required."”
standby supervisor
CAK REDUNDANCY-- | 5-Notice The [chars] has been | The configuration |- "This is an
CONHGSYNC RATHIMIT successfully has been informational

synchronized to the
standby supervisor

successfully
synchronized to the
standby supervisor
This is a rate limited
message. These
messages are logged
at 1 min interval
when lots of
messages are
generated
continuously

message. No action
is required."”
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4K REDUNDANCY6-

6-Information

Active supervisor
not found.

Informational
message on standby
supervisor when it
fails to communicate
with active
supervisor

4K REDUNDANCY-6-

6-Information

Attempting to
become active
supervisor.

Informational
message on standby
supervisor when it
fails to communicate
with active
supervisor and
attempts to takeover
as active supervisor

"nn

CK REDUNDANCYSINT

6-Information

Initializing as [chars]

Informational

supervisor message regarding
the state of the
supervisor
CKRIOINANYGMIE | 6-Information [chars] supervisor | Informational - "

initializing for
[chars] mode

message regarding
the redundancy

mode of the
supervisor
CAK REDUNDANCY-- | 6-Information Switchover activity |Informational - "
SWITCHOVER detected changing | message on standby
role from supervisor when it
STANDBY to detects switchover
ACTIVE activity

C5RSP-3-C5 BADIPC

3-Error

bad message
received from the
NMP

An unsolicited in
band IPC message
was received by the
router from the

LOG STD NO ACTION

NMP.
CRPBC MACADRIALL | 3-Error can't get C5 Line An attempt by the |- "Try these actions to
Card Mac Addr RSP to query the remedy the problem:
CS5IP for Vlan 0 IP Reset the router from
address failed. the NMP's console.

If problems persist
please RMA the
router and or
Catalyst 5000"
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CRBONVEVATRAL | 3-Error can't get NMP Mac | An attempt by the |- "Try these actions to
Addr RSP to query the remedy the problem:
CSIP for Vlan 0 Reset the router from
MAC address failed. the NMP's console.
If problems persist
please contact Cisco
for replacement"
CSRSP3C5 SAGHFALL | 3-Error Length error A hardware error has | - "Report this error to
occurred on dma occurred on dma your technical
channel 0 channel 0 support
representative."
CSRSP3-C5 SAGEIFALL | 3-Error Length error A hardware error has | - "Report this error to
occurred on dma occurred on dma your technical
channel 1 channel 1 support
representative."
CSRSP3-CSIP SLOTFALL | 3-Error can't get Catalyst An attempt by the |- "Try these actions to
5000 Slot number of | RSP to query the remedy the problem:
router CSIP for theslot it is Reset the router from
plugged into has the NMP's console.
failed. If problem persists
please contact Cisco
for replacement."
CREBOANT(REAEMAN | 3-Error vlan [dec] can not be | An attempt to create | - "Try these actions to
created. media not |a vlan of a media remedy the problem:
supported that is not supported Configure the vlan
has failed with a different
media type."
CREENWDIOVELFR | 3-Error Invalid loveletter IOS is receiving - LOGSIDREIR ACION
type [dec] sent by | bogus messages
cSip\n from the CSIP.
CRBVAMANE(HTD | 3-Error can't configure more | The Vlan Router - "Try these actions to
than 256 VLANS | product can remedy the problem:
configure a Delete unused vlans
maximum of 256 before configure new
vlans. ones."
CREBNVPIHFIEMAN | 3-Error having problems In band IPC message | - "Try these actions to
deleting vlan [dec] |tothe NMP from the remedy the problem:

on the NMP

router to delete a
vlan has failed.

Check the state of
Vlan 0. Check the
state of the C5IP via
the front panel LED.
Check the state of
the NMP. Reset the
router"
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CSRSP3NMP INIT FALL | 3-Error can't talk to NMP | In band IPC router |- "Try these actions to
during initialization | initialization remedy the problem:
message to the NMP Check the state of
has failed Vlan 0. Check the
state of the C5IP via
the front panel LED.
Check the state of
the NMP. Reset the
router"

CRP3NVP PROGFAL | 3-Error NMP won't allow | Inband IPC message | - "Try these actions to
vlan [dec] to the NMP from the remedy the problem:
configuration router to create a Check the state of

vlan has failed. Vlan 0. Check the
state of the C5IP via
the front panel LED.
Check the state of
the NMP. Reset the
router"

GERVNVPBIFENAD | 3-Error NMP returned NMP returned - "Make sure that the
invalid bridge id invalid bridge id to tr-brf vlan on the
[dec] for [dec]\n the RSM RSM is configured

on the NMP"

GBSVINVRONGVBVALH | 3-Error RSM NMP There is mismatch in | - "Make sure that the
mismatch in config |config for this vlan params for this vlan
for [dec] RSM [dec] | on NMP and RSM are the same on
NMP [dec]\n NMP and on the

RSM"

CRENQCOMNVPIRAG | 3-Error unknown timer for | An unknown timer |- LOG SID NO ACTION
NMP programming |event has expired.

CSRSP-6BRIDGE AFU | 6-Information vlan [dec] A Vlan could not be | - "Try these actions to
could/could not be | reset with the proper remedy the problem:
configured for bridging Configure the vlan
bridging information. with or with

bridging."

C5RSP-6-NOSWIDB

6-Information

vlan [dec] missing
IDB

Internal data
structure of the Vlan
is missing.

LOG_STD_ACTION

CRISLANNOMSNG

6-Information

vlan [dec] info
errant. something
very wrong

Internal information
about the Vlan is
missing.

LOG_STD ACTION
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3-Error

Card type mismatch.
config: [chars] is not
consistent with the
working mode in slot
[dec]

cmts-platform-infra

LOG_STD ACTION
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There are several
scenarios that the
error message will
be reported. Some
cases can be
recovered by CLC
auto reloading. Eg.
Kobal-R can work as
10GE or 100GE
ifmod for DPIC-G2.
If system reload with
card pre-configured
as DPIC-G2-10GE
'card <slot num>/0
CBR-CCAP-LC-G2-R
r-phy
DPIC-G2-10GE'
while .board.conf
was saved as
DPIC-G2 100GE
mode and Kobal
boot up before card
precfg parsing. Some
cases need to shut
down the Ic first then
change the
configuration or
change the pic card
Eg. if the card is
pre-configured as
RPHY with the
command 'card
<slot num>/0
c¢BR-CCAP-LC-40G
r-phy’ but a rf-pic
card was inserted to
the same slot. Or the
card is
pre-configured as
ICMTS with the
command 'card
<slot num>/0
c¢BR-CCAP-LC-40G'
but a dpic card was
inserted to the same
slot. Or DPIC type is
pre-configured as
DPIC-G2 with the
command 'card
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<slot num>/0
CBR-CCAP-LC-G2-R
r-phy
DPIC-G2-10GE' but
a DPIC-G1 card was
inserted to the same
slot. Or DPIC type is
pre-configured as
DPIC-G1 with the
command 'card
<slot num>/0
CBR-CCAP-LC-G2-R
r-phy’ but a
DPIC-G2 card was
inserted to the same
slot.
CBEIGMNIRRIDDW | 3-Error Data conversion An internal software | DDTS COMPONENT | IGGSIDSHTEHACIN
error [chars] 0x%X | error has occured
when converting the
data specified in the
message from one
representation to
another.
QHEQAJGGPRERR | 4-Warning Error parsing logger | The carrier card cmts-platform-infra | LOG_STD ACTION
message: [chars] passed down a
from subslot logger message that
[dec]/[dec] could not be parsed.
QHEAAAGGTIONG | 4-Warning Message too long The carrier card cmts-platform-infra | LOG_STD ACTION
from slot passed down a
[dec]/[dec]: [dec] logger message that
bytes is too long for\n\ the
RP to handle.
HRIA@HRVEIINRG | 4-Warning Logger message The carrier card cmts-platform-infra | LOG STD ACTION
length [dec] bytes | attempted to send a
exceeds the large message to the
maximum allowed |Route Processor
size
BEIGAGRICEMOMD | 5-Notice Carrier Card [dec] | The carrier card was | cmts-platform-infra | LOG STD NO ACTION
removed removed
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(HEUTACNKEER Dynamic Command DDTS COMPONENT | "change the
[chars] invoke pre-config to another
mode" "or replace

the pic card"
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There are several
scenarios that the
error message will
be reported. One
case is line card boot
up mode for
different PIC type
does not match to
pre-configured PIC
type. There two
modes of the line
card :
ICMTS&RPHY and
Kobal-R can work
with DPIC-GI1 or
DPIC-G2 with
different FW. Eg. if
the card is
pre-configured as
RPHY with the
command 'card
<slot num>/0
c¢BR-CCAP-LC-40G
r-phy’ but a rf-pic
card was inserted to
the same slot. Or the
card is
pre-configured as
ICMTS with the
command 'card
<slot num>/0
c¢BR-CCAP-LC-40G'
but a dpic card was
inserted to the same
slot. Or DPIC type is
pre-configured as
DPIC-G2 with the
command 'card
<slot num>/0
CBR-CCAP-LC-G2-R
r-phy
DPIC-G2-<ifmod>'
but a DPIC-G1 card
was inserted to the
same slot. Or DPIC
type is
pre-configured as
DPIC-G1 with the
command 'card
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<slot num>/0
CBR-CCAP-LC-G2-R
r-phy’ but a
DPIC-G2 card was
inserted to the same
slot. Another case is
Kobal-R working
ifmod mismatch to
precfg. Eg. if system
reload with card
pre-configured as
DPIC-G2-10GE
'card <slot num>/0
CBR-CCAP-LC-G2-R
r-phy
DPIC-G2-10GE'
while .board.conf
was saved as
DPIC-G2 100GE
mode and Kobal
boot up before card
precfg parsing then
this error message
will be reported
however it can be
recovered by CLC
auto reloading.

CAC3-MODIFY FAIL

3-Error

CAC is enabled and
per-flow rate
modification results
in CAC
inconsistency.
Remove and reapply
CAC action in the
class.

This is an issue in
CAC. Probable
cause: CAC state
update fails. Check
internal data bases.

qos

LOG_STD ACTION

CACG3Q0s MODIFY AL

3-Error

CAC is already
functioning and
configuration
modification results
in CAC
inconsistency.
Remove and reapply
CAC action in the
class.

This is an issue in
CAC. Probable
cause: CAC state
update fails. Check
internal data bases.

qos

LOG STD ACTION
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CAC-6-MODIFY | 6-Information CAC is already This is a user qos LOG STD ACTION
functioning and modification. Active

configuration of per | CAC flows will all
flow [dec] kbps will | unadmitted till
restart CAC reneg. After reneg
invalidating CAC | flow admit/un-admit
status for all flows. |status may vary.
CAC6QOS MODIFY | 6-Information CAC is already This is a user qos LOG _STD_ACTION
functioning and a modification. Active
configuration CAC flows will all
modification will unadmitted till
restart CAC reneg. After reneg

invalidating current
status for all flows.

flow admit/un-admit
status may vary.

QILANRIZCHIBER | 3-Error ccapi database error | Internal CCAPI voice-callcontrol "Contact your
conference or call technical support
record database representative
error. This message include the full text
represents an of\n\ the error
internal software message."
fault and may
manifest itself as
dropped or hung
calls.

ALOFINALRAVHR | 3-Error An invalid parameter | This is due to coding | voice-callcontrol "No action is

is passed to the error. required for the
function users"

QILONROINRAMKG | 3-Error no free raw msg There were no voice-callcontrol "Check that the

structure available |rawmsg structures voice port for which

from [chars] for remaining in the the event was

signaling message | system pools to alert reported is\n\ still
the\n\ router of a operational. If not
voice or signaling clear the voice port."
event.

AORBAVBMRCRAD | 3-Error Memory corruption | This is due to coding | voice-callcontrol "No action is

detected in error required for the

memory=[hec]
allocated for RTCP
statistic

users"
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6-Information

The requested
application does not
exist any more. The
event for the callid
[dec] is being
discarded.\n

The event points to
a session application
which does not exist
any more. The event
is being discarded.

voice-callcontrol

"No action is
required for the
users"

6-Information

Application [chars]
in dial-peer [dec] not
found. Handing
callid [dec] to the
alternate app
[chars].\n

The inbound
dial-peer points to an
unavailable
application. The call
is being handed to
the alternate
application or is
rejected.

voice-callcontrol

"Reconfigure the
dial-peer to have a
valid application
name or verify " "the
application is
accesible at its
location."

QILAONIROEALIP

6-Information

The incoming call
has a global
identifier already
present in the list of
currently handled
calls. It is being
refused.\n

The incoming call
has a global
identifier already
present in the list of
currently handled
calls. It means that
the voice gateway
has detected a loop
in the call route.

voice-callcontrol

"Please check your
configuration."

6-Information

Maximum number
of connections
reached for dial-peer
[dec]\n

The dial-peer in
question has reached
its maximum
connections
configurations. No
more calls will be
taken on this
dial-peer.

voice-callcontrol

"No action is
required however to
increase the number
of connections "
"allowed to this dial
peer see 'maximum
connections'
configuration under
" "the dial-peer
configuration mode."

6-Information

The called number
numbering type did
not match The event
for the callid [dec] is
being discarded.\n

The event points to
a session application
which does not exist
any more. The event
is being discarded.

voice-callcontrol

"No action is
required for the
users"

6-Information

Request to reset an
uknown external
agent ID [dec]
attempted.

A request to reset an
external agent eg
H323 Gatekeeper or
MGCP CA etc

voice-callcontrol

LOG_STD ACTION
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ALY | 3-Error Failed to enable Failed to enable call-home "Please enable
call-home from call-home from call-home manually
Smart Agent for Smart Agent for according to the
Licensing: [chars] |Licensing. error string."

Call-home and
Smart Licensing
could not work
properly.

ALHMBIXVDRNALD | 3-Error No VTY connection | - - -
available to run CLI
command for event
notification message
ERR [dec] [chars]

ALHVERAEBEIAD | 3-Error Failed to create The call-home event | call-home "Unsubscribe and
[chars] event for creation failed. then subscribe again
profile [chars] to that alert group for

" "the specified
profile."

QUHVENREAFA. | 3-Error Failed to create The call-home "Please check the
diagnostic-signature | diagnostic-signature disk/flash status first
directory [chars] fail | directory creation and then create the "
reason: [chars]. failed. "diagnostic-signature

directory by
yourself."

QILHMEBWHAEAL | 3-Error The call-home The call-home call-home "Please check the
diagnostic-signature | diagnostic-signature \"show call-home
failed to update. failed to update. diagnostic-signature

failure\" " "command
for details."

ALHMATEIBERS | 3-Error Fail to retrieve Fail to retrieve call-home "Please check SCH
device registration | device registration registration status
result. Please check |result. Call-home with \"call-home
SCH registration will abort polling request "
status with progress. "registration-info\"
\call-home request under EXEC mode."
registration-info\
under EXEC mode.

ALHMVEAPREOEAD | 3-Error Failure to send - - -

HTTP request to:
[chars] ERR [dec] :
[chars]
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ALHWBISGHORM | 3-Error XML message size | Unable to create call-home "Please re-config the
over limit failed to | message because destination
send call-home configured message message-size-limit."
message. configured | size limit is smaller
message size limit | than current message
[dec] is less than minimum length
current message required.
3-Error The call-home The call-home call-home "Reconfigure
on-demand message | on-demand message call-home to send
failed to send for failed. call-home
[chars][chars]s on-demand
messages."
ALHMEQEMS(HAD | 3-Error call-home request |- - -
message failed to
send ERR [dec]
[chars]
QILHVEBMPENDIAD | 3-Error Unable to send - - -
notification using all
SMTP servers ERR
[dec] [chars]
4-Warning Http will be or has | Http will be or has | call-home "Please change the
been disabled on benn disabled on http address to https
Smart Call Home Smart Call Home address."
Server please change | Server call-home
the address [chars] to | will fail to send
https address for message to the http
profile [chars]. destination
Otherwise call-home
will fail to send
messages
ALHVMSTESRINAD | 4-Warning message size over | call-home message |call-home "Please re-config the
limit call-home is truncated because destination
message is truncated. | configured message message-size-limit."
configured message | size limit is smaller
size limit [dec] is than current message
less than current total length required.
message
QILHMESATTNMG | 5-Notice Notification message | Notification message | call-home "No action is
from from call-home required."

diagnostic-signature
file [chars]: [chars]

diagnostic-signature
because the message
action defined in it
was performed.
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ALHVBTERNSIFRD | 5-Notice This image version | This image does not | call-home "Please upgrade your
does not support support secure system image to a
HTTPS HTTP although user crypto image which

configures https url supports" "secure
http."

QILHVE MSFAD | 5-Notice Fail to send out - - -

Smart Licensing
message to: [chars]
ERR [dec] : [chars]

ALHMEALHVENGID | 6-Information Call-home is enabled | Call-home is enabled | call-home "No action is
by Smart Agent for | by Smart Agent for required."
Licensing. Licensing.

ALHVESRIBTINIH' | 6-Information The Email transport | The call-home call-home "This message is
method is currently | diagnostic-signature informational only."
selected for the update will not start
Smart Call Home | because the HTTP
service. To transport method is
download the disabled or the URL
Diagnostic Signature | destination is not
from the Smart Call | configured in the
Home Server the diagnostic-signature
HTTP transport profile.
method must be
enabled and a
destination HTTP
URL must be
configured in the
[chars] profile.

GLHMEFBEANATIN | 6-Information The call-home The call-home call-home "No action is

diagnostic-signature
[chars] action was
performed. Device
status such as
configuration or line
card status may be
affected.

diagnostic-signature
remediation actions
were performed

required."
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ALHMVEINKIARIMS | 6-Information There're undeclared | call-home DS file | call-home "Please check
variables referenced | has undeclared undeclared variables
in DS [chars] please | variables.It will not in the DS."
use \show call-home | work until users
diagnostic-signature | configure it.
<ds-id> variables\ to
check it. If they're
environment
variables please
configure them to
make DS work as
expected.

ALHVES I (@S | 6-Information call-home call-home call-home "No action is
diagnostic-signature | diagnostic-signature required."
successfully did downloaded
[chars] download successfully.

[dec] new
diagnostic-signatures
will be added
6-Information call-home request | call-home request | call-home "No action is needed.
message succeeded | message was sent This is informational
successfully. message."

ALVEFHERDNRIRS | 6-Information Device registration | SCH device call-home "No action is
with Smart Call registration is in required."
HomeSCH is in progress after a
progress. Smart licensing

registration message
was received.
Call-home will poll
SCH server for the
registration result.
6-Information Device SCH Call-home retrieved | call-home "No action is

registration result:
[chars]. The result
has no impact on
Smart Licensing
registration. You can
check Smart
Licensing
registration status by
executing command
\show license
summary\.

and printed out the
registration result
from SCH server.

required."
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CALLMOMECALLIBT

1-Alert

[chars]

The specific
message text is
supplied by the Call
Management\n\
software. This
indicates that
internal data was
corrupted\n\ due to a
software error

I0GSDSITEHACIN

AILMMHEMVIQRIL

1-Alert

[chars]

The specific
message text is
supplied by the Call
Management\n\
software. This
indicates a memory
exhaustion
condition.

I0GSIDRDUEACTN

CALL MGMI-HNIISYS

1-Alert

[chars]

The specific
message text is
supplied by the Call
Management\n\
software. This
indicates an
initialization failure.
When this\n\ occurs
the Call
Management
subsystem is not
operational.

LOG_STD ACTION

CALLMOMECALL DRC

4-Warning

[chars]

The specific
message text is
supplied by the Call
Management\n\
software. This
indicates that a call
record is missing
from\n\ active call
list

LOG_STD_ACTION
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CALLPROG3-API INIT

3-Error

api front init failed
for [chars]

Failed to get free
element from front

Call Progress
Notification

"Platform requires
additional free

end queue. elements to properly
function.\n\ Stop
using Call Progress
Notification
applications.\n\ Call
TAC to report the
problem"
3-Error [chars] Terse Mcom Call modem-management | LOG STD NO ACTION
Failed Record
3-Error [chars] Terse Mcom Call modem-management | LOG STD NO ACTION
Record
3-Error [chars] Terse Mica Call modem-management | LOG STD NO ACTION
Failed Record
3-Error [chars] Terse Mica Call modem-management | LOG STD NO ACTION
Record
3-Error [chars] Record Generated | modem-management | LOG STD NO ACTION
Exceeded Syslog
Capability
3-Error [chars] Record Generated | modem-management | LOG STD NO ACTION
Exceeded Syslog
Capability
6-Information [chars] Terse Mica Call modem-management | LOG STD NO ACTION
Failed Record
6-Information [chars] Terse Mica Call modem-management | LOG STD NO ACTION
Record

271



Fedlity-SaarityMnamanic | Severity-M eaning | M essage M essage-Explanation | Component Recommended-Adtion
ARANENBIHR HIOD | 3-Error System experiencing | System does not call-treatment "Ensure that the call
high cpu have enough CPU setup rate is within

utilization.\n

resources available
to allocate \n\ a new
resource.

the supported
capacity of\n\ this
gateway. Enter the
<CmdBold>show
proc
cpu<NoCmdBold>\n\
command to see
which processes are
consuming the most
CPU\n\ capacity and
if appropriate reduce
other system activity
to \n\ ease CPU
demands. By default
the system will reject
calls \n\ if the
five-second CPU
utilization on the
gateway exceeds
89%. \n\ The default
value can be
overridden by
enabling call
treatment \n\ and
entering the
<CmdBold>call
threshold global
cpu-5sec<NoCmdBold>
\n\ command."
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3-Error System experiencing | Based on the average | call-treatment "Ensure that the call
high average cpu CPU utilization over setup rate is within

utilization.\n

a 60-second interval
or an\n\ interval
configured through
the <CmdBold>call
threshold\n\
polkintervalkNoCmdBold>
command the system
does not have \n\
enough CPU
resources available
to accept a new call.

the supported
capacity of\n\ this
gateway. Check to
see if the current call
setup\n\ rate is
supported on this
gateway. Enter the
<CmdBold>show
proc\n\
cpu<NoCmdBold>
command to see
which processes are
consuming the \n\
most CPU capacity
and if appropriate
reduce other
system\n\ activity to
ease CPU demands.
By default the
system will reject \n\
calls if the
five-second CPU
utilization on the
gateway exceeds
98%.\n\ The default
value can be
overridden by
enabling call
treatment and\n\
entering the
<CmdBold>call
threshold global
cpuravg<NoCmdBold>n\
command."
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3-Error

System experiencing
high cpu utilization
over one minute
interval.\n

Based on the average
CPU utilization over
a 60 second interval
\n\ the system does
not have enough
CPU resources
available.

call-treatment

"Ensure that the call
setup rate is within
the supported
capacity of\n\ this
gateway. Enter the
<CmdBold>show
proc
cpu<NoCmdBold>\n\
command to see
which processes are
consuming\n\ the
most CPU capacity
and if appropriate
reduce other
system\n\ activity to
ease CPU demands.
By default the
system will reject \n\
resource allocation if
the five-second CPU
utilization on the
gateway exceeds
98%. "
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3-Error

System running low
on I/O memory.\n

The system does not
have enough free I/O
memory.

call-treatment

"Ensure that the
gateway has the
recommended
amount of I/0
memory\n\ for this
Cisco IOS feature set
and version. Enter
the \n\
<CmdBold>show
mem<NoCmdBold>
and
<CmdBold>show
proc
mem<NoCmdBold>
\n\ commands to see
which processes are
consuming the\n\
most memory.
Check to see if the
memory usage is
appropriate for
these\n\ processes
and if so reduce
other system activity
to ease CPU
demands.\n\ The
high and low
thresholds for I/0
memory utilization
can be\n\ configured
by enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
io-mem<NoCmdBold>
command."
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ARANEVBEMMRIKE | 3-Error System running low | The system does not | call-treatment "Ensure that the
on memory. have enough free gateway has the
memory to allocated recommended
new resource. amount of memory
for\n\ this Cisco 10S

feature set and
version. Enter the \n\
<CmdBold>show
mem<NoCmdBold>
and
<CmdBold>show
proc
mem<NoCmdBold>
\n\ commands to see
which processes are
consuming the\n\
most memory.
Check to see if the
memory usage is
appropriate for
these\n\ processes
and if so reduce
other system activity
to ease CPU
demands.\n\ By
default the system
will reject calls if
there is less than 2%
free\n\ processor
memory on the
gateway. This value
can be overridden by
\n\ enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
totalmem<NoCmdBold>
command."
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3-Error

System running low
on processor
memory.\n

The system does not
have enough free
processor memory.

call-treatment

"Ensure that the
gateway has the
recommended
amount of processor
memory\n\ for this
Cisco IOS feature set
and version. Enter
the \n\
<CmdBold>show
mem<NoCmdBold>
and
<CmdBold>show
proc
mem<NoCmdBold>\n\
commands to see
which processes are
consuming the\n\
most memory.
Check to see if the
memory usage is
appropriate for
these\n\ processes
and if so reduce
other system activity
to ease CPU
demands.\n\ The
high and low
thresholds for
processor memory
utilization can be\n\
configured by
enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
procimem<NoCmdBold>
command."
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3-Error

High call volume.\n

The system is
experiencing a high
call volume.

call-treatment

"Disable call
threshold modify the
call threshold
global\n\ high and
low values or
investigate the cause
of the high
resource\n\
utilization. The high
and low thresholds
for total number of
calls\n\ can be
configured by
enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
procimem<NoCmdBold>
command."
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QIR HIUSIOD

3-Error

System experiencing
high cpu utilization.
Processing for
callID[dec] is
rejected.\n

System does not
have enough CPU
resources available
to accept\n\ a new
call. The specified
call was rejected.

call-treatment

"Ensure that the call
setup rate is within
the supported
capacity of\n\ this
gateway. Enter the
<CmdBold>show
proc
cpu<NoCmdBold>\n\
command to see
which processes are
consuming the most
CPU\n\ capacity and
if appropriate reduce
other system activity
to \n\ ease CPU
demands. By default
the system will reject
calls \n\ if the
five-second CPU
utilization on the
gateway exceeds
89%. \n\ The default
value can be
overridden by
enabling call
treatment \n\ and
entering the
<CmdBold>call
threshold global
cpu-5sec<NoCmdBold>
\n\ command."
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AIRZAHR ARXHOD | 3-Error System experiencing | Based on the average | call-treatment "Ensure that the call
high average cpu CPU utilization over setup rate is within
utilization. a 60-second interval the supported

Processing for
callID[dec] is
rejected.\n

or an\n\ interval
configured through
the <CmdBold>call
threshold\n\
polhinterval<NoCmdBold>
command the system
does not have \n\
enough CPU
resources available
to accept a new call.
The specified \n\ call
was rejected.

capacity of\n\ this
gateway. Check to
see if the current call
setup\n\ rate is
supported on this
gateway. Enter the
<CmdBold>show
proc\n\
cpu<NoCmdBold>
command to see
which processes are
consuming the \n\
most CPU capacity
and if appropriate
reduce other
system\n\ activity to
ease CPU demands.
By default the
system will reject \n\
calls if the
five-second CPU
utilization on the
gateway exceeds
98%.\n\ The default
value can be
overridden by
enabling call
treatment and\n\
entering the
<CmdBold>call
threshold global
cpuravg<NoCmdBold>n\
command."
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AIRABHROBEWNOD | 3-Error System experiencing | Based on the average | call-treatment "Ensure that the call
high cpu utilization | CPU utilization over setup rate is within

over one minute
interval. Processing
for calllD[dec] is
rejected.\n

a 60 second interval
\n\ the system does
not have enough
CPU resources
available to accept\n\
anew call. The
specified call was
rejected.

the supported
capacity of\n\ this
gateway. Enter the
<CmdBold>show
proc
cpu<NoCmdBold>\n\
command to see
which processes are
consuming\n\ the
most CPU capacity
and if appropriate
reduce other
system\n\ activity to
ease CPU demands.
By default the
system will reject \n\
calls if the
five-second CPU
utilization on the
gateway exceeds
98%. "
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3-Error

System running low
on I/O memory.
Processing for
callID[dec] is
rejected.\n

The system does not
have enough free I/O
memory to accept a
new call.\n\ The
specified call was
rejected.

call-treatment

"Ensure that the
gateway has the
recommended
amount of I/0
memory\n\ for this
Cisco IOS feature set
and version. Enter
the \n\
<CmdBold>show
mem<NoCmdBold>
and
<CmdBold>show
proc
mem<NoCmdBold>
\n\ commands to see
which processes are
consuming the\n\
most memory.
Check to see if the
memory usage is
appropriate for
these\n\ processes
and if so reduce
other system activity
to ease CPU
demands.\n\ The
high and low
thresholds for I/0
memory utilization
can be\n\ configured
by enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
io-mem<NoCmdBold>
command."
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3-Error

System running low
on memory.
Processing for
callID[dec] is
rejected.\n

The system does not
have enough free
memory to accept a
new call. \n\ The
specified call was
rejected.

call-treatment

"Ensure that the
gateway has the
recommended
amount of memory
for\n\ this Cisco IOS
feature set and
version. Enter the \n\
<CmdBold>show
mem<NoCmdBold>
and
<CmdBold>show
proc
mem<NoCmdBold>
\n\ commands to see
which processes are
consuming the\n\
most memory.
Check to see if the
memory usage is
appropriate for
these\n\ processes
and if so reduce
other system activity
to ease CPU
demands.\n\ By
default the system
will reject calls if
there is less than 2%
free\n\ processor
memory on the
gateway. This value
can be overridden by
\n\ enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
totalmem<NoCmdBold>
command."
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IRBUHFROVBMS(E | 3-Error System running low | The system does not | call-treatment "Ensure that the
on processor have enough free gateway has the
memory. Processing | processor memory to recommended
for calllD[dec] is accept a new\n\ call. amount of processor
rejected.\n The specified call memory\n\ for this

was rejected.

Cisco IOS feature set
and version. Enter
the \n\
<CmdBold>show
mem<NoCmdBold>
and
<CmdBold>show
proc
mem<NoCmdBold>\n\
commands to see
which processes are
consuming the\n\
most memory.
Check to see if the
memory usage is
appropriate for
these\n\ processes
and if so reduce
other system activity
to ease CPU
demands.\n\ The
high and low
thresholds for
processor memory
utilization can be\n\
configured by
enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
procimem<NoCmdBold>
command."
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QAMRPBHHIOWLCALS | 3-Error High call volume. | The system is call-treatment "Disable call
Processing for experiencing a high threshold modify the
callID[dec] is call volume. There call threshold
rejected.\n are not\n\ enough global\n\ high and
resources to accept a low values or
new call. The investigate the cause
specified call was \n\ of the high
rejected. resource\n\
utilization. The high
and low thresholds
for total number of
calls\n\ can be
configured by
enabling call
treatment and
entering the\n\
<CmdBold>call
threshold global
procimem<NoCmdBold>
command."
QRN LRCHRR | 3-Error [chars] Record Generated | CallTracker LOG SID NO ACTION
Exceeded Syslog
Capability
CALITRKR3NO MEM | 3-Error Memory allocation | Calltracker couldn't | CallTracker "Disable calltracker
failed for CT [chars] | allocate new record [no calltracker
[dec] bytes due to no free enable]. Run show
memory. memory to\n\ find
out where is the
memory been
allocated."
CATTRKR3FRNT BLHR | 3-Error calltrkr cli print calltrkr cli internal | Calltracker "Stop to using
buffer [chars] print buffer calltrkr show
overflow. commands call TAC
to report the
problem"
CALLTRKR-3-PROC | 3-Error can't spawn [chars] |Couldn't spawn CallTracker "Disable calltracker
calltracker process. first [no calltracker
enable] enable it
again."
CATRKREAIL RETRD | 6-Information [chars] Terse CallTracker | CallTracker LOG STD NO ACTION
Call Record
QIURRMIBVIANLRC | 6-Information [chars] Modem Verbose CallTracker LOG SID NO ACTION
CallTracker Call
Record
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AIRBOWNOALRE | 6-Information [chars] Modem Information | CallTracker LOG STD NO ACTION
Verbose CallTracker
Call Record
AIRBOMINEALRC | 6-Information [chars] Modem Line CallTracker LOG SID NO ACTION
Verbose CallTracker
Call Record
AMRSBOBNIALRE | 6-Information [chars] Modem Negotiation | CallTracker LOG SID NO ACTION
Verbose CallTracker
Call Record
RHANEDINAMATP | 4-Warning ERRMSG NOFLAGS | - - -
CAPCHANGEA4-LDP | 4-Warning ERRMSG NOFLAGS | - - -
CPWPRAGENINHHBD | 2-Critical [chars] feature not | Capwap qfp LOG STD ACTION
enabled at interface | Fragmentation
[chars] packet feature as indicated
cannot be processed | not enabled by the
control plane. This is
a critical problem.
PWIRGAWIRKGI RS | 3-Error Capwap Capwap qfp LOG _STD_ACTION
Fragmentation Fragmentation
encountered an encountered a
error: [chars] [chars] | runtime error as
%Iu [chars] %lu indicated in the
message with
parameter data for
debug
CRPVPIRGEAWVPIRHR | 3-Error Capwap Capwap qfp LOG STD ACTION
Fragmentation Fragmentation
encountered an encountered a
error: [chars] runtime error as
indicated
CAPWAPRABNIIATHD | 3-Error Initialization of the |Initialization of the |qfp LOG _STD ACTION
CAPWAP _FRAG |CAPWAP_FRAG
feature in QFP failed | feature in the QFP
failed. This indicates
a software failure.
3-Error Invalid qfp device |Invalid qfp device |qfp LOG_STD_ACTION
no.: [chars] no.
3-Error [dec] IPC handler cpp-ucode LOG STD ACTION

initialization failed.
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3-Error - Increasing of cpp-ucode LOG STD ACTION
Capwap Reassembly
memory pool failed.
3-Error - Initialization of cpp-ucode LOG STD ACTION
Capwap Reassembly
memory pool failed.
4-Warning [hec] Received an invalid | cpp-ucode LOG _STD _ACTION
IPC messages
subtype.
CPWAPREASE NENAHTD | 2-Crritical [chars] feature not | Capwap Reassembly | qfp LOG _STD ACTION
enabled at interface |feature as indicated
[chars] packet not enabled by the
cannot be processed | control plane. This is
a critical problem.
PWPRESSATGCATID | 3-Error Allocation of [chars] | Allocation of qfp LOG_STD_ACTION
memory failed for | memory by the QFP
CAPWAP_REASS |CAPWAP_REASS
feature in QFP feature microcode
failed. The name of
the memory chunk is
specified in the
message. This
indicates a software
failure
CORZSRZS RS | 3-Error Capwap Reassembly | Capwap Reassembly | qfp LOG STD ACTION
encountered an encountered a
error: [chars] [chars] | runtime error as
%Ilu [chars] %lu indicated in the
message with
parameter data for
debug
RIS AAVERASIER | 3-Error Capwap Reassembly | Capwap Reassembly | qfp LOG _STD ACTION
encountered an encountered a
error: [chars] runtime error as
indicated
CAPWPRIASSNTIAIED | 3-Error Initialization of the |Initialization of the |qfp LOG STD ACTION
CAPWAP REASS |CAPWAP_REASS
feature in QFP failed | feature in the QFP
failed. This indicates
a software failure.
CPWPRESSNAIDOQINO | 3-Error Invalid qfp device |Invalid qfp device |qfp LOG _STD ACTION
no.: [chars] no.
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CPVPRASVEVINTIAED | 3-Error - Failure occurred qfp LOG STD ACTION
initializing capwap
reass memory pool.
PWRASVEVIROATD | 3-Error - IPC Failure occurred | qfp LOG _STD_ACTION
when attempting to
request more capwap
reass pool memory.
RO TNRIHATRE | 3-Error For Card protection | DS1844 gsr-oc3_12-pos-spa | "Change the
group: [dec] both potentiometer hardware or copy the
primary and backup | initialization failed. error message
are active It indicates a exactly as it "
hardware failure "appears and report
it to your technical
support
representative."
CARDHOITTINACIME | 4-Warning Card protection whether card - "None - normal
group: [dec] is protection group is situation"
[chars] ACTIVE ACTIVE
[chars]
CROHROEINONGAD | 4-Warning [chars] [dec]/[dec] |New Member added | - "None - normal
Member added to | to Card protection situation"”
Card protection group
group [dec]
ADFOEIMNONGRIP | 4-Warning CARD PROIECTIONGap | Card Protection - "None - normal
[dec] is configured | group is configured situation"”
GRORIEIMONG\RAL | 4-Warning Virtual IM Virtual IM is created | - "None - normal
[dec]/[dec] is created | for Card protection situation"
group
GROFOFINROEN | 4-Warning Card protection Protection - "None - normal
group: [dec] [chars] | Switchover between situation”
[dec]/[dec] is [chars] | members of group
[chars]
QRDSABADUNM IR | 3-Error Card in slot [dec] The linecard inserted | cbr-platform-infra | "Replace the
with type [chars] is | does not supported unsupported card or
not supported in in currently running upgrade to right "
version [dec].[dec] |software. "software."
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CYDSABIYEMBVAH | 3-Error Mismatched card The linecard inserted | cbr-platform-infra | "Replace wrong
type [chars] in slot | does not match the board type with
[dec]. Expected type | currently currently
[chars]. provisioned card provisioned " "board

type. type or type 'no card'
to allow new card "
"type to be
discovered."

CARDSAIBINEHCIHD | 3-Error Unexpected error on | An unexpected error | cbr-platform-infra | LOG STD ACTION
slot [dec]: [chars] has occured while

performing a
linecard OIR action

CARDSAIFHCRERET | 4-Warning Reset slot [dec] for | The SUP forced a | cmts-platform-infra | LOG_STD ACTION
reason: [chars] linecard to reload for

the reason.

CARDSAIEINONSIANT | 4-Warning Gemini version Different Gemini in | cmts-platform-infra | "Replace the Gemini
inconsistant: slot chassis CBR only to let the version "
[dec] daughter board | supports the same "of the Gemini in
[dec] version [chars] | hardware version US two slots be the
slot [dec] daughter |modules. same."
board [dec] version
[chars]

CROSAHEANVAVACH | 4-Warning Leoben version Different Leoben in | cbr-platform-infra | "Replace the Leoben
mismatch: slot [dec] | chassis CBR only to let the version "
version [chars] slot | supports the same "of the Leoben in
[dec] version [chars] | hardware version US two slots be the

modules. same."

CARRIER2CT3 El MIX | 2-Critical Cannot mix E1 PRI | The user has put E1 |- "Remove the extra

and CT3 DFC in
chassis\ do not
power up invalid
card in slot [dec]\n

PRI and CT3 DFC
cards in the same
chassis.

E1 PRI or CT3 DFC
card."

CARRIER2T!1 El MIX | 2-Critical Cannot mix T1 and | The user has put T1 |- "Remove the extra
E1 8PRI DFC cards |and E1 8PRI DFC T1 or E1 8PRI DFC
in chassis\ do not cards in the same card."
power up invalid chassis.
card in slot [dec]\n

CRRRIFENRNOIREN | 2-Critical 3 NP108s were not | Tetryl requires 3 tetryl LOG STD ACTION
found on Tetryl card | NP108s to be present

[dec] detected.
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CARRBRIOOMANY 8RI | 2-Critical Too many 8PRI The user has put too | - "Remove the extra
DFC cards donot | many 8PRI DFC 8PRI DFC card."
power up invalid cards in the chassis.
card in slot [dec]\n

CARRERZIOOMANY CI3 | 2-Critical Too many CT3 DFC | The user has put too | - "Remove the extra
cards do not power |many CT3 DFC CT3 DFC card or
up invalid card in | cards in the chassis. 8PRI DFC card
slot [dec]\n causing problem"

CRRERZOVANYTRIXK | 2-Critical Too many trunk The user has put too | - "Remove the extra
DFC cards do not many trunk DFC trunk DFC card."
power up invalid cards in the chassis.
card in slot [dec]\n

CRREIICNTAREAY | 3-Error DFC is already DFC is already as LOG STD_ACTION
initialized - DFC initialized no need to
[dec] initialize again

CARRIER3DFC INT FALL | 3-Error DFC initialization is | DFC initialization is | as LOG_STD_ACTION
failed - DFC [dec] |failed because of

several reasons

CARRBBIXCFOWMRRNT | 3-Error DFC Power DFC Power is as LOG STD ACTION
Changed - DFC fluctuating
[dec]

CARRIER3INVALID DRC | 3-Error Invalid DFC - DFC | DFC has invalid as LOG_STD_ACTION
[dec] type [dec] board id/type

CARRBRBH AIKRMIXC | 3-Error DFC Carrier DFC Carrier as LOG STD ACTION
Platform Init Failed |Platform Init Failed
- Slot [dec]

CARRIER3POWER DKC | 3-Error DFC Power-On DFC Power-On as LOG _STD ACTION
Failed - DFC [dec] |Failed

CARRIER3RESET DRC | 3-Error DFC Reset Failed - | During OIR as LOG_STD_ACTION
DFC [dec] Removal process

DFC reset failed.

CASA-2-NOMEM | 2-Critical Out of memory: CASA failed to casa IOGSIDRAUEACIN
[chars]\n allocate memory.

CASA-3-BADVER | 3-Error Incoming packet is | A packet was casa "Verify that all

CASA v[dec] this
router is v[dec]

received for the
wrong version of
CASA

CASA devices are
running the same
version \n\of the
protocol"”
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CASA-4-BADMSG | 4-Warning Message parsing Failed to parse an | casa "If this message is
error: [chars] incoming packet occurring repeatedly
enable 'debug ip casa
error"\n\and record
the output call your
Cisco technical
support
representative\n\and
provide the gathered
information."
CASA4PORTCHANGE | 4-Warning Wildcard overlap: | A CASA wildcard |casa LOGSIDREIR ACTON
[chars] received on one port
has been overwritten
\n\by a service
manager sending to
another port. This
message may appear
\n\once if you are
migrating your
service to a new
forwarding-agent
port\n\if it recurs it
could indicate a
configuration
problem.
CASA4SHOURITY FALL | 4-Warning [chars] security Security check casa "Make sure all
information in failed. CASA systems are
CASA packet. configured with the
same password."
CASA4UNEXPECTED | 4-Warning Unexpected error: | An unexpected error | casa LOGSIDREIR ACTION
[chars] occurred while
performing CASA
operation
CASA-4-WARNING | 4-Warning Unexpected An unexpected casa LOGSIDREIR ACION
condition: [chars] condition was
detected while
performing CASA
operation
CBAC C3PL-3-INIT | 3-Error Firewall data plane | The firewall inspect show registry brief

updates are disabled

notification of
objects to the data
plane has failed to\n\
startup and as such
data plane updates
are disabled.
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(BAC CILACH (REATE

4-Warning

Firewall [chars]
object [chars]
creation failed in the
data plane error
[dec]

The notification of
the creation of a
firewall objecte.g. a
parameter\n\ map
has failed to update
the data plane and as
such the
application\n\ of the
parameters contained
within the object will
not be applied to\n\
the data plane. It is
also possible that the
common
classification\n\ may
fail to locate and
bind to the object
rendering the
configuration\n\
incomplete in terms
of application.

inspect

show memory

(BAC CRLACB DHEIE

4-Warning

Firewall [chars]
object [chars]
deletion failed in the
data plane error

[dec]

The notification of
the deletion of a
firewall objecte.g. a
parameter\n\ map
has failed to update
the data plane and as
such the
application\n\ of the
parameters contained
within the object
may continue to
be\n\ applied to the
data plane.

inspect

show memory

(BAC CILACR MCDFY

4-Warning

Firewall [chars]
object [chars]
modification failed
in the data plane
error [dec]

The notification of
the modification of a
firewall object e.g.
a\n\ parameter map
has failed to update
the data plane and as
such the\n\
application of the
parameters contained
within the object will
not be\n\ applied to
the data plane.

inspect

show memory

(BRAVASTEEXTPVIG

3-Error

ERRMSG NOFLAGS
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RICBAHY IS | 3-Error Applying Unable to apply the |cmts-application "Please copy
downstream license | downstream license traceback infomation
failed and report to TAC"
RIBAHYI(HAAIED | 3-Error Enforcement failed | Unable to enforce |cmts-application "Please copy
traceback infomation
and report to TAC"
RIGBAHY (SRAIBD | 3-Error Applying upstream | Unable to apply the |cmts-application "Please copy
license failed upstream license traceback infomation
and report to TAC"
ARIZAHYWINRAIBD | 3-Error Applying upstream | Unable to apply the |cmts-application "Please copy
license failed upstream license traceback infomation
and report to TAC"
RICBIBABNRAIBD | 3-Error Failed to open CPB | Unable to open CPB | cmts-application "Please report to
data file for reading | data file TAC"
and/or writing
RIBIBREADRAIBD | 3-Error Reading CPB data | Unable to read CPB | cmts-application "Please report to
file failed data from file TAC"
RIGBABHEKAID | 3-Error Setting file position | Unable to set file cmts-application "Please report to
failed position for reading TAC"
and/or writing
ARICBIBWREERAID | 3-Error Writing CPB data | Unable to write CPB | cmts-application "Please report to

file failed

data to file

TAC"

CBR LIC3-CSB FAIL

3-Error

[chars] Failed for

An attempt to parse

cmts-application

"Check the linecard

[chars] a license related CLI license details and
failed call TAC"
RIECAVAIGAD | 3-Error [chars] Platform malloc for |cmts-application "Check the mem
Smart License Agent usage and report to
failed TAC"
RIZCANILANPR | 3-Error [chars] Platform gettinga | cmts-application "Report to TAC"
null function pointer
from Smart License
Agent
RIATARHRAITD | 3-Error [chars] Smart License Agent | cmts-application "Check call-home
registr failed pki vrf config and
the IdToken"
RGULIERSHRWBET | 3-Error License entitlement | The DS license DB | cmts-application "Please copy
DB is NULL! is NULL traceback infomation
and report to TAC"
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RIANILIBNENO | 3-Error License DB is The license DB is | cmts-application "Please copy
NULL! NULL traceback infomation
and report to TAC"
RICAIBIESRHIRD | 4-Warning In [chars] [dec] UTC | CPB samples are cmts-application "If it is not the first
CPB samples loss is | less than expected. month apply CPB
more than [dec][dec] feature " "or
hours maintenance window
is no more than 5
hours. Please report
to TAC"
RIHKBNVBVAIH | 4-Warning CPB data will be CPB records were | cmts-application "This is
removed since they |saved in other informational
are from Chassis: Chassis. message."
[chars]. Local
Chassis is: [chars].
RICABEENTIAG | 5-Notice CPB event: [chars] |Important event for |cmts-application "This is
CPB feature. informational
message."
RIEHANNIHTAL | 6-Information [chars] channel [dec] | Unable to no shut | cmts-application "Procure more
no shut is not the channel due to licenses report to
allowed due to insufficient licenses TAC"
insufficient licenses
GREEANINOHTDWN | 6-Information [chars]:[dec] has Restored previously | cmts-application "None"
been restored to no | shutdown channels
shut to no shut state
RUAHAN ST TOAN | 6-Information [chars]:[dec] has Channel shut due to | cmts-application "Buy additional
been shutdown due | enforcement licenses. Please
to deactivated report to TAC"
enforcement
ARITCEBICENRAD | 6-Information enforce en:[dec] License contract cmts-application "Buy consumed
[chars] is [dec] violation! Enforced additional licenses
and report to TAC"
RIMABICREINCHD | 6-Information [chars] [chars]:[dec] | License contract cmts-application "Buy additional
[chars] violation! License licenses and report to
Restricted/Enforced TAC"
6-Information [chars] has been Restored previously | cmts-application "None"
restored to no shut | shutdown channels
to no shut state
REEAEBNMHATON | 6-Information [chars] Channel shut due to | cmts-application "Buy additional
enforcement licenses. Please
report to TAC"
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6-Information

enforce en:[dec]
[chars] is [dec]

License contract
violation! Enforced

cmts-application

"Buy consumed
additional licenses

and report to TAC"
RIATAICRSRID | 6-Information [chars] [chars] License contract cmts-application "Buy additional
violation! License licenses and report to
Restricted/Enforced TAC"
RECAMBOMOSMD | 6-Information [chars] Capped count cannot | cmts-application "Capped count
be set! Consumed cannot be set! "
count is higher "Consumed count is
higher"
6-Information Capped Enforcement | Capped Enforcement | cmts-application "Restore
duration expired. duration expired communication with
Deactivated after an Eval or cisco and add "
Enforced Grace expired "entitlements if
required"
6-Information License [chars] Eval or Grace Period | cmts-application "Restore
period has expired. |has expired. Capped communication with

Capped enforcement
is active. The router

enforced - Will be
deactivated in 90

cisco and add "
"entitlements if out

will be deactivated |days of compliance"
in 90 days
ARIETCONGIAKD | 6-Information [chars] Configuration lock | cmts-application "Configuration lock
in effect! Please in effect! " "Register
register the cBR and the cBR and try"
try
RUACIMINOII R | 6-Information [chars] Don't support cmts-application "License limits
Capped Enforcement cannot be changed
for this license tag for this feature"
RUACIMISTARAY | 6-Information [chars] To change license | cmts-application "License limits
limits disable license cannot be changed "
limits first " without disbling
license limits first"
REAIDRINRD | 6-Information OOC duration OOC duration has | cmts-application "Add entitlements to
expired - Capped expired and hence stay in compliance"
Enforced capped enforced

6-Information

License OOC timer
has started. All
entitlements will be
Capped Enforced in
270 days. Please add
necessary
entitlements

OOC duration timer
has started. All
entitlements will be
Capped Enforced in
270 days.

cmts-application

"Add necessary
entitlements to stay
in compliance"
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RICACAIRHB | 6-Information [chars] License contract is | cmts-application "Report to TAC and
violated. The device add sufficient
is disabled licenses"
RIECAPA B | 6-Information [chars] Eval Period has cmts-application "Restore
expired. License communication with
agent moving to cisco and register " "
eval-expired state the device"
R SBINOEAN | 6-Information [chars] A global notification | cmts-application "None"
about an event
change in the Smart
License Agent was
received
RUEATCARAEERD | 6-Information [chars] Grace Period has cmts-application "Restore
expired. License communication with
agent moving to cisco"
garce-expired state
RUACANCMVEBNE | 6-Information [chars] Smart License Agent | cmts-application "None"
enforcement mode
changed to
Incompliance
CRECSOTAHOMINE | 6-Information [chars] Smart License Agent | cmts-application "Report to TAC and
enforcement mode add sufficient
changed to out of licenses"
compliance
RICACSAOVRAFE | 6-Information [chars] Smart License Agent | cmts-application "Report to TAC and
enforcement mode add sufficient
changed to overage licenses"
ARITATENEBNRE | 6-Information Enforcement mode | License Information | cmts-application "No action required"
set to [chars] has been applied
RICEUT FRANE | 6-Information [chars] is out of License counters cmts-application "Please copy
range:[dec] have reached traceback infomation
boundary condition and report to TAC"
EREEERNNNHTON | 6-Information [chars] has been Restored previously | cmts-application "None"
restored to no shut | shutdown channels
to no shut state
RGIEBNLITOMN | 6-Information [chars] has been Channel shut due to | cmts-application "Buy additional
shutdown due to enforcement licenses. Please
deactivated report to TAC"
enforcement

296




Fedlity-SaarityMnamanic

Severity-Meaning

M essage

M essage-Explanation

Component

Recommended-Adtion

(RICASICENCRID

6-Information

enforce en:[dec]
[chars] is [dec]

License contract
violation! Enforced

cmts-application

"Buy consumed
additional licenses

and report to TAC"
RITEBICREINCH | 6-Information [chars] [chars] License contract cmts-application "Buy additional
[chars] violation! License licenses and report to
Restricted/Enforced TAC"
REWERHNOHTOW | 6-Information [chars] has been Restored previously | cmts-application "None"
restored to no shut | shutdown channels
to no shut state
EREANTENHTDWN | 6-Information [chars] has been Channel shut due to | cmts-application "Buy additional
shutdown due to enforcement licenses. Please
deactivated report to TAC"
enforcement

6-Information

enforce en:[dec]
[chars] is [dec]

License contract
violation! Enforced

cmts-application

"Buy consumed
additional licenses

and report to TAC"
RIBMNICRSRID | 6-Information [chars] [chars] License contract cmts-application "Buy additional
[chars] violation! License licenses and report to
Restricted/Enforced TAC"
RMASBFRHOMR | 3-Error Sfid [dec] Recover | An internal software | cbr-cmts-apps [OGSIDHTHHACTIN
failed on [chars]. error occurred.
GREVHSTKPANIEN | 3-Error Check Point Client |Failed to add ubr-sw LOG STD ACTION
[dec] Add Failed - | checkpoint client
[dec]
REMHSFIDAAPR | 3-Error [chars]: checkpoint | Checkpoint infra get | ubr-sw LOG _STD ACTION
get data pointer error | message data pointer
failed
(BR PLFM HA3REPL | 3-Error Failed to setup Failed to create ubr-sw LOG_STD_ACTION
[chars] chasfs replication manager
reason: [chars] related chasfs entry
which is used to
trigger database sync
(RHARVIHASSIAIFSYNC | 3-Error Redundancy state | A failure occurred in | ubr-sw LOG STD ACTION
synchronization trying to synchronize
failure [dec]/[dec] - | CBR platform
[chars] information
(RHMVHARIBYIPHR | 3-Error Standby FP failed to | Standby FP failed to | ubr-sw LOG _STD ACTION
reach sso-ready reach sso-ready
within tolerated wait | within tolerated wait
time time
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REVHSBRLNIIWK | 3-Error Standby PLL failed |Standby PLL failed |ubr-sw LOG STD ACTION
to lock active within | to lock active within

tolerated wait time | tolerated wait time
(BRARMHAGSIAIE(C | 6-Information Lincard [dec] will be | Lincard is not ready |ubr-sw LOG STD NO ACTION
reloaded - [chars] | for sup-ha
CBR PTP-3-DISPATCH | 3-Error Unable to dispatch | This is an Event cbr-ptp LOG SID NO ACTION
received TDL from RPD
message from PTP
daemon
CBR _PTP-3-INITFAIL | 3-Error Failed to initalize During the cbr-ptp LOG STD_ACTION
required PTP initialization of the
resource: [chars] resources required
by PTP a failure
occured. This has
prevented PTP from
being activated.
CBR _PTP-3-NITFAIL | 3-Error Failed to initalize During the cbr-ptp LOG_STD_ACTION
required PTP initialization of the
resource: [chars] resources required
by PTP a failure
occured. This has
prevented PTP from
being activated.
CBR PTP-5-TOD CHG | 5-Notice The TOD source The source of time | cbr-ptp LOG SID NO ACTION
changed: [chars] of day changed: 1.
from GPS of
SUP-PIC 0/1 2. from
DTI of SUP-PIC 0/1
3. free run mode
(BR SAODPC BVERG | 0-Emergency [chars]-[chars] Receive some - [OGSIDHTHHACTIN
EMERG message
from DPIC
(BR SPA-HDPIC ALERT | 1-Alert [chars]-[chars] Receive some - [OGSIDHTHHACIN
ALERT message
from DPIC
CBR SPA2DPIC CRIT | 2-Critical [chars]-[chars] Receive some - IGGSIDHTHHACIN
CRITICAL message
from DPIC
3-Error [chars] Cortina PHY | Unable to attach - [OGSIDHTHHACTN
device attach error | Cortina PHY device
port object
[dec]/[dec]/[dec]
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3-Error [chars] Cortina PHY | Unable to create - IGGSIDHTHHACIN
device create error | Cortina PHY device
port object
[dec]/[dec]/[dec]
ERPECFRAPYIBNBERR | 3-Error [chars] Cortina PHY | Unable to - LOGSIDHTEHACTN
device init error port | downaload firmware
[dec]/[dec]/[dec] to Cortina PHY
device
RAIHBIOTREAN | 3-Error DPIC [dec]/[dec]: | DPIC Boot Error - [OGSIDHTHHACIN
[chars] Reason
CBR SPA-3-DPIC ERR | 3-Error [chars]-[chars] Receive some ERR |- IGGSIDHTHHACIN
message from DPIC
RPITHCNDBRRR | 3-Error NGIO connection | NGIO is down - [OGSIDHTHHACIN
between IOMd and | between IOMd and
DPIC [dec]/[dec] is | DPIC
down!
RIHCNDKHAME | 3-Error NGIO keepalive NGIO keepalive is |- IGGSIDHTHHACIN
between IOMd and | timeout.
DPIC [dec]/[dec]
timeout! \%lu NGIO
rx %lu ping
successes %lu ping
failures
RPOKININDHRR | 3-Error [chars] DTI Client | Unable to download | - [OGSIDSHTEHACTIN
error DTI client firmware
RPFFAKNIRYER | 3-Error [chars] Falcon ESI | Falcon-ESI clocks |- [OGSIDHTHHACIN
Clocks reg:0x%08x | are NOT Ready
ERPEIOKNIRAYERR | 3-Error [chars] Raptor EST | Raptor-ESI clocks |- IGGSIDHTHHACIN
Clocks reg:0x%08x |are NOT Ready
RPFENORADYHRR | 3-Error [chars] Raptor EST | Raptor-ESI NOT - [OGSIDHTHHACIN
Global Ready Ready
reg:0x%08x
ERPEFPARNEDHR | 3-Error [chars] Falcon SUP |Falcon-ESI PLL not | - [GGSIDHTHHACION
PIC Power not good | locked
CRERTVRNGIDERR | 3-Error [chars] Raptor SUP | Raptor-ESI PLL not | - IOGSIDHTEHACTN
PIC Power not good | locked
RPN FERZDER | 3-Error [chars] unable to Unable to - IGGSIDHTHHACTN
read from Falcon communicate with
ESIPIC STATUS | Falcon Device driver

REG err [dec]
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3-Error [chars] unable to Unable to - IGGSIDHTHHACTN
read from Raptor communicate with
ESI PIC STATUS | Raptor Device driver
REG err [dec]
RPIFRL R IGKER | 3-Error [chars] unable to Falcon-ESI PLL not | - [OGSIDHTHHACIN
lock Falcon ESTPLL | locked
RPFMLCRIWKHRR | 3-Error [chars] unable to Raptor-ESI PLL not | - [OGSIDHTHHACIN
lock Raptor ESI PLL | locked
RPERLORREEDER | 3-Error [chars] unable to Unable to - IGGSIDHTHHACIN
read from Falcon communicate with
ESIPLL CONTROL | Falcon Device driver
REG err [dec]
3-Error [chars] unable to Unable to - [OGSIDHTHHACIN
read from Raptor communicate with
ESIPLL CONTROL | Raptor Device driver
REG err [dec]
CRPEILCR RGWRER | 3-Error [chars] unable to Unable to - IGGSIDHTHHACIN
write to Falcon ESI | communicate with
PLL CONTROL Falcon Device driver
REG err [dec]
ERPHL(RRGVAERR | 3-Error [chars] unable to Unable to - [OGSIDHTHHACTIN
write to Raptor ESI | communicate with
PLL CONTROL Raptor Device driver
REG err [dec]
RPHROYRGREDER | 3-Error [chars] unable to Unable to - [OGSIDHTHHACIN
read Falcon ESI communicate with
READY REG err | Falcon Device driver
[dec]
ERPEFDRERAHRR | 3-Error [chars] unable to Unable to - IGGSIDHTHHACIN
read Raptor ESI communicate with
READY REG err | Raptor Device driver
[dec]
3-Error [chars] unable to Unable to - [OGSIDHTHHACTN
write to Falcon ESI | communicate with
CHASSIS SLOT ID | Falcon Device driver
REG err [dec]
3-Error [chars] unable to Unable to - IGGSIDHTHHACIN
write to Raptor ESI | communicate with
CHASSIS SLOT ID | Raptor Device driver

REG err [dec]
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3-Error

[chars] unable to
write to Falcon ESI
CONTROL REG err
[dec]

Unable to
communicate with
Falcon Device driver

I0GSDSITEHACIN

3-Error

[chars] unable to
write to Raptor ESI
CONTROL REGeerr
[dec]

Unable to
communicate with
Raptor Device driver

I0GSDSITRHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from EGRESS
LOCAL BUF\n\
Module in Falcon
FPGA

I0GSDSITERHACTIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from EGRESS
REMOTE BUF\n\
Module in Falcon
FPGA

IOGSDHTHHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from EGRESS
DISPATCH\n\
Module in Falcon
FPGA

I0GSDSHTRHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from CLOCK\n\
Module in
Falcon-ESI FPGA

IOGSDHTHHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from PCIE
Wrapper\n\ Module
in Falcon-ESI FPGA

I0GSDSITRHACTIN

[chars] [chars]

High Priority
Interrupt received
from FP\n\ EGRESS
SCHDULER TOP
Module in Falcon
FPGA

I0GSDSITEHACIN
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3-Error

[chars] [chars]

High Priority
Interrupt received
from FP\n\
INGRESS PARSER
TOP Module in
Falcon FPGA

I0GSDSITEHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from INGRESS
LOCAL BUF\n\
Module in Falcon
FPGA

I0GSDSITRHACIN

[chars] [chars]

High Priority
Interrupt received
from INGRESS
REMOTE BUF\n\
Module in Falcon
FPGA

I0GSDSITEHACTIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from INGRESS
PARSER\n\ Module
in Falcon FPGA

IOGSDHTHHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from INGRESS
SCHDULER\n\
Module in Falcon
FPGA

I0GSDSHTRHACTIN

3-Error

[chars] Falcon err
[dec]

Falcon driver
initialization error

IOGSDHTHHACIN

3-Error

[chars] Falcon
[chars] mac-filter
entry full drop addr
VAR AR AR/ EPX

Falcon mac filter
entry full

I0GSDSITRHACTIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from LCOAL
MAC\n\ Module in
Falcon FPGA

I0GSDSITEHACIN
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3-Error

[chars] [chars]

High Priority
Interrupt received
from PEER MAC\n\
Module in Falcon
FPGA

I0GSDSITEHACIN

3-Error

SUP-PIC [dec]/1
port [dec] interface
mode mismatched:
QSFP type is [chars]
interface mode is
[chars]

SUP250 backhaul
interface support two
kinds of transceiver:
QSFP28 and QSFP+.
If the backhaul mode
is configured as
100GE mode with
commad 'cable
sup250-ifmod
100GE' but insert a
QSFP+ transceiver.
Or the backhaul
mode is configured
as 10GE mode with
comand 'cable
sup250-ifmod 10GE'
but insert a QSFP28
transceiver. This
error message will
be reported.

"Change
configration to
another backhaul
mode or replace
other type of
transceiver."

3-Error

[chars] [chars]

High Priority
Interrupt received
from PAR RST\n\
Module in
Falcon-ESI FPGA

I0GSDSITERHACTIN

3-Error

[chars]

Falcon PLL LOS

IOGSDHTHHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from PM BIST\n\
Module in Falcon
FPGA

I0GSDSHTRHACTIN

3-Error

[chars] [chars]
err_report_reg
Ox[hec] stat reg
0x[hec]

HIGH Priority
Interrupt received
from SEM\n\
Module in Falcon
FPGA

IOGSDHTHHACIN
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RPEVICEHRGWRERR | 3-Error [chars] unable to Unable to - IGGSIDHTHHACTN
write to Raptor communicate with
MAC RX/TX CFG | Raptor Device driver
REG err [dec]
RPVICIKNORYHER | 3-Error [chars] Falcon MAC | Falcon-MAC clocks | - [GGSIDHTHHACIN
Clocks reg:0x%08x |are NOT Ready
[chars] Raptor MAC | Raptor-MAC clocks | - [OGSIDHTHHACIN
Clocks reg:0x%08x | are NOT Ready
RPVICNOTROYER | 3-Error [chars] Falcon MAC | Falcon-MAC - IGGSIDHTHHACIN
Global reg:0x%08x | Contrpl Plane NOT
Ready
ERPVOOREDHRR | 3-Error [chars] Raptor MAC | Raptor-MAC - [OGSIDHTHHACIN
Global reg:0x%08x | Contrpl Plane NOT
Ready
GERAVAREINIROHER | 3-Error [chars] Falcon MAC | Falcon-MAC PIC |- IGGSIDHTHHACIN
PIC CPLD error CPLD NOT Ready
3-Error [chars] Raptor MAC | Raptor-MAC PIC |- LOGSIDSHTEHACTIN
PIC CPLD error CPLD NOT Ready
3-Error [chars] unable to Unable to - [OGSIDHTHHACIN
write to Falcon communicate with
MAC PIC Falcon Device driver
CONTROL REG err
[dec]
ERARAPCRBONHRR | 3-Error [chars] unable to Unable to - IGGSIDHTHHACIN
write to Raptor communicate with
MAC PIC Raptor Device driver
CONTROL REG err
[dec]
EPAKRADREAER | 3-Error [chars] unable to Unable to - [OGSIDHTHHACTN
read Falcon MAC | communicate with
READY REG err Falcon Device driver
[dec]
3-Error [chars] unable to Unable to - IGGSIDHTHHACIN
read Raptor MAC | communicate with
READY REG err Raptor Device driver
[dec]
R M3NUL A PIR | 3-Error - Pointer to a SPA - IGGSIDHTHHACIN

object is NULL.
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Recommended-Adtion

3-Error

[chars] [chars]

High Priority
Interrupt received
from Clock\n\
Module in
Raptor-ESI FPGA

I0GSDSITEHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from Ingress
Scheduler\n\ Module
in Raptor-ESI FPGA

I0GSDSITRHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from PCIE
Wrapper\n\ Module
in Raptor-EST FPGA

I0GSDSITERHACTIN

3-Error

[chars] [chars]

HIGH Priority
Interrupt received
from ProcBus
Master\n\ Module in
Raptor-ESI FPGA

IOGSDHTHHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
Partial reset\n\
Module in
Raptor-ESI FPGA

I0GSDSHTRHACIN

3-Error

[chars] [chars]

Hign Priority
Interrupt received
from Serdes
PktBus\n\ Module in
Raptor-ESI FPGA

IOGSDHTHHACIN

3-Error

[chars] Raptor err
[dec]

Raptor driver
initialization error

I0GSDSITRHACTIN

3-Error

SUP-PIC [dec]/[dec]
LED err

SUP-PIC LED
initialization error

I0GSDSITEHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from Clock\n\
Module in
Raptor-MAC FPGA

I0GSDHTHHACIN

3-Error

[chars] Raptor-MAC
error

Unable to download
Raptor-MAC
firmware

I0GSDSITEHACTIN
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3-Error

[chars] Raptor
[chars] mac-filter
entry full drop addr
VDR R ARABARX

Raptor mac filter
entry full

I0GSDSITEHACIN

3-Error

[chars] [chars]

HIGH Priority
Interrupt received
from FIFO
Control\n\ Module in
Raptor-MAC FPGA

I0GSDSITRHACIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from MDIO\n\
Module in
Raptor-MAC FPGA

I0GSDSITEHACTIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from ProcBus
Slave\n\ Module in
Raptor-MAC FPGA

I0GSDHTHHACIN

[chars] [chars]

High Priority
Interrupt received
Partial reset\n\
Module in
Raptor-MAC FPGA

I0GSDSHTRHACTIN

3-Error

[chars] [chars]

HIGH Priority
Interrupt received
from RLDRAM\n\
Module in
Raptor-MAC FPGA

IOGSDHTHHACIN

3-Error

[chars] [chars]

HIGH Priority
Interrupt received
from Serdes
PktBus\n\ Module in
Raptor-MAC FPGA

I0GSDSITRHACTIN

3-Error

[chars] [chars]

High Priority
Interrupt received
from XFI\n\ Module
in Raptor-MAC
FPGA

I0GSDSITEHACIN

RIPRAPICRALICS

3-Error

[chars]

Raptor PLL LOS

I0GSDHTHHACTIN
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3-Error Detected continual | SUP160 backhaul |- "Check related link
CRC errors on interface's recover including fiber line
SUP-PIC [dec]/1 service was blocked SFP module etc..."
port [dec] or port because there are
[dec]! continual CRC
errors on
corresponding
interface.
RPRIRIVHNER A | 3-Error [chars] [chars] HIGH Priority - [OGSIDHTHHACIN
err_report_reg Interrupt received
Ox[hec] stat reg from SEM\n
0x[hec]
[chars] Retimer PHY | Unable to attach - [OGSIDHTHHACIN
device attach error | Retimer PHY device
quad object
[dec]/[dec]/[dec]
3-Error [chars] Retimer PHY | Unable to create - IGGSIDHTHHACIN
device create error | Retimer PHY device
quad object
[dec]/[dec]/[dec]
ERPEMREYVIBNHERR | 3-Error [chars] Retimer PHY | Unable to init - [OGSIDHTHHACIN
device init error Retimer PHY device
quad
[dec]/[dec]/[dec]
MRIAIPIBNIHRR | 3-Error [chars] SFP Unable to create SFP | - IGGSIDHTHHACIN
Subblock create sub-block
error
RPFAIRIRRANMNGAT | 3-Error no enough space in | DIGI PIC firmware |- "Free up some space
harddisk to store can not be in harddisk to \store
digital pic image upgraded\n\ due to digital pic image."
\[dec]MB free harddisk is full\n
[dec]MB needed\n
RVPPARLUNTASRERR | 3-Error [chars] SPA Plugin | Unknown SPA Init |- [OGSIDHTHHACIN
Init Abort error phase
RPAFARSVICAILRE | 3-Error 12C failure on An 12C failure error |- IGGSIDHTHHACIN
[dec]/[dec] I2C received from
status:[chars] RFSW PIC\n
ERPIARSVMONRERR | 3-Error Power circuit error | A power circuit error | - [OGSIDHTHHACIN
on [dec]/[dec] received from
voltages:[chars] RFSW PIC\n
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CRPIARBVRHAALRE | 3-Error Relay failure on A Relay failure error | - IGGSIDHTHHACIN
[dec]/[dec] relay received from
status:[chars] RFSW PIC\n
3-Error Temperature Error | A Temperature error | - LOGSIDHTEHACTN
on [dec]/[dec] received from
temperature:[chars] | RFSW PIC\n
unsupported RFSW PIC firmware | - [OGSIDHTHHACIN
firmware upgrade on | can not be
[dec]/[dec] firmware | upgraded\n
version :[hec]\n
RPFAINNNIHERR | 3-Error [chars] Unknown Unknown SPA Init |- IGGSIDHTHHACIN
SPA Init phase error | phase
REOCRVBGINHRR | 3-Error [chars] XCVR Unable to - IGGSIDHTHHACIN
Missing interface downaload firmware
object port to Cortina PHY
[dec]/[dec]/[dec] device
3-Error [chars] XCVR Unable to poulate |- IGGSIDHTHHACIN
Unable to poulate | default XCVR SM
default parameters | parameters
port
[dec]/[dec]/[dec]
GRPBORMANEHRR | 3-Error [chars] XCVR Unable to launch - [GGSIDHTHHACIN
Unable to launch SM | XCVR SM
port
[dec]/[dec]/[dec]
R APPCWARNNG | 4-Warning [chars]-[chars] Receive some - [OGSIDHTHHACIN
WARNING message
from DPIC
RIAAICONHLMS | 4-Warning [chars] Falcon PLL clock |- IGGSIDHTHHACIN
soure not come from
active RP\n
RIRAPIRHLME | 4-Warning [chars] Raptor PLL clock |- [OGSIDHTHHACTN
soure not come from
active RP\n
ERPPESWAETGMET | 4-Warning Watch Dog Timeout | A Watch Dog - IGGSIDHTHHACIN
on [dec]/[dec] Timeout error

received from
RFSW PIC\n
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(BR SASDPC NOICE | 5-Notice [chars]-[chars] Receive some - LOG SID NO ACTION
NOTICE message
from DPIC
(BR SPASDPIC RESET | 5-Notice DPIC [dec]/[dec] DPIC can not be - LOG SID NO ACTION
will be recovered online in 5 min
from unexpected
state
CBR SPA-6DPIC INFO | 6-Information [chars]-[chars] Receive some INFO | - LOG SID NO ACTION
message from DPIC
6-Information unsupported DIGI PIC firmware |- IGGSIDHTHHACIN
firmware upgrade on | can not be
[dec]/[dec]\n upgraded\n
(BR SPAADPC DEBUG | 7-Debug [chars]-[chars] Receive some - LOG SID DBG ACTION
DEBUG message
from DPIC
7-Debug [chars] [chars] Low Priority - IGGSIDHTHHACIN
Interrupt received
from EGRESS
LOCAL BUF\n\
Module in Falcon
FPGA
7-Debug [chars] [chars] Low Priority - [OGSDHTHHACIN
Interrupt received
from EGRESS
REMOTE BUF\n\
Module in Falcon
FPGA
7-Debug [chars] [chars] Low Priority - [OGSIDHTHHACIN
Interrupt received
from EGRESS
DISPATCHER\n\
Module in Falcon
FPGA
CRPAMNIICNER A | 7-Debug [chars] [chars] Low Priority - [GGSIDHTEHACTON

Interrupt received
from ESI FC\n\
Module in
Falcon-ESI FPGA
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7-Debug

[chars] [chars]

Low Priority
Interrupt received
from PCIE
Wrapper\n\ Module
in Falcon-EST FPGA

I0GSDSITEHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from PCIE
Wrapper\n\ Module
in Falcon-ESI FPGA

I0GSDSITRHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from FP 10G\n\
Module in
Falcon-ESI FPGA

I0GSDSITEHACTIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from FP EGRESS
SCHEDULER\n\
Module in Falcon
FPGA

I0GSDHTHHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from FP INGRESS
PARSER TOP\n\
Module in Falcon
FPGA

I0GSDSHTRHACTIN

7-Debug

[chars] [chars]

High Priority
Interrupt received
from GB MDIO\n\
Module in Falcon
FPGA

IOGSDHTHHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from INGRESS
LOCAL BUF\n\
Module in Falcon
FPGA

I0GSDSITRHACTIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from INGRESS
REMOTE BUF\n\
Module in Falcon
FPGA

I0GSDSITEHACIN
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7-Debug

[chars] [chars]

Low Priority
Interrupt received
from INGRESS
PARSER\n\ Module
in Falcon FPGA

I0GSDSITEHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from INGRESS
SCHEDULER\n\
Module in Falcon
FPGA

I0GSDSITRHACIN

7-Debug

Interrupt throttled
for: [chars] [chars]

Interrupt throttled\n

LOG SID DBG ACTION

7-Debug

Interrupt enabled
for: [chars] [chars]

Interrupt
unthrottled\n

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from LOCAL
MAC\n\ Module in
Falcon FPGA

I0GSDSHTRHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from REMOTE
MAC\n\ Module in
Falcon FPGA

IOGSDHTHHACIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from PAR RST\n\
Module in
Falcon-ESI FPGA

I0GSDSITRHACTIN

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from PWM DIST\n\
Module in
Falcon-ESI FPGA

I0GSDSITEHACIN

7-Debug

[chars] [chars]
err_report_reg
Ox[hec] stat reg
0x[hec]

Low Priority
Interrupt received
from SEM\n

I0GSDHTHHACIN
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7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Egress\n\
Header Module in
Raptor-ESI FPGA

LG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Egress\n\
Scheduler Module in
Raptor-ESI FPGA

LOG SID DBG ACTON

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Flow\n\
Control Module in
Raptor-ESI FPGA

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Ingress\n\
Scheduler Module in
Raptor-ESI FPGA

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from PCIE
Wrapper\n\ Module
in Raptor-EST FPGA

LOG STD DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from ProcBus
Master\n\ Module in
Raptor-ESI FPGA

LOG SID DBG ACTON

7-Debug

[chars] [chars]

Low Priority
Interrupt received
Partial reset\n\
Module in
Raptor-ESI FPGA

LOG SID DBG ACTON

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Serdes
PacketBus\n\
Module in
Raptor-ESI FPGA

LOG SID DBG ACTION

7-Debug

Interrupt throttled
for: [chars] [chars]

Interrupt throttled\n

LOG SID DBG ACTON
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7-Debug

Interrupt enabled
for: [chars] [chars]

Interrupt
unthrottled\n

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from 10GE MAC\n\
Module in
Raptor-MAC FPGA

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from FIFO
Control\n\ Module in
Raptor-MAC FPGA

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from FIFO Control
MUX\n\ Module in
Raptor-MAC FPGA

LOG SID DBG ACTON

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Ingress QoS\n\
Module in
Raptor-MAC FPGA

LOG STD DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from MAC
Scheduler\n\ Module
in Raptor-MAC
FPGA

LOG SID DBG ACTON

7-Debug

[chars] [chars]

Low Priority
Interrupt received
from Proc Bus\n\
Module in
Raptor-MAC FPGA

LOG SID DBG ACTION

7-Debug

[chars] [chars]

Low Priority
Interrupt received
Partial reset\n\
Module in
Raptor-MAC FPGA

LOG SID DBG ACTION
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7-Debug [chars] [chars] Low Priority - LOG SID DBG ACTION
Interrupt received
from RLDRAM
Interface\n\ Module
in Raptor-MAC
FPGA
7-Debug [chars] [chars] Low Priority - LOG SID DBG ACIION
Interrupt received
from Serdes Packet
Bus\n\ Module in
Raptor-MAC FPGA
RPRARIMNHERF | 7-Debug [chars] [chars] Low Priority - LOG SID DBG ACIION
err_report_reg Interrupt received
Ox[hec] stat reg from SEM\n
0x[hec]
ERVIIDNORRIRE | 3-Error LED Subsystem Init | Logical Edge Device | video-cp "Verify system
Failed subsystem init failed memory and check
is the image correct."
ERVEEEAHIAME | 6-Information LED [dec] [chars]. |Logical Edge Device | video-cp '"LOG SID NO ACTION'
Process
terminated/restarted
GUBIRPERADER | 3-Error Failed to add cfr for | Mostly caused by cfr | cbrece-sw IGGSIDHTHHACIN
CM [enet] cfr id chunk exhausted or
[dec] sfref [dec] sfid | cm_qos not found
[dec] rc [dec]
AUBERIPDANIBER | 3-Error Failed to commit Mostly caused by cbrcce-sw [OGSIDHTHHACTIN
dynamic qos for CM | dynamic qos bind
[enet] sfid [dec] rc | failure
[dec]
ERBRPHOVADER | 3-Error Failed to add flow | Mostly caused by | cbrcce-sw [OGSIDHTHHACIN
for CM [enet] sfid | flow or cm_qos
[dec] rc [dec] chunk exhausted
GUERRPRMIHHER | 3-Error Failed to set Mostly caused by | cbrece-sw IGGSIDHTHHACIN
forwarding interface | invalid service flow
for CM [enet] sfid |ID
[dec] rc [dec]
EBEBRPBHRITER | 3-Error Failed to set JIB Mostly caused by cbrcce-sw [OGSIDHTHHACTN

header for CM [enet]
sfid [dec] rc [dec]

invalid service flow
ID
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RBIRIPIAKHER | 3-Error Failed to lock Mostly caused by a | cbrcce-sw IGGSIDHTHHACIN
semaphore pid [dec] | process hogging
CPU
3-Error Failed to set qos Mostly caused by | cbrece-sw IOGSIDHTHHACIN
parameters for CM | invalid service flow
[chars] sfid [dec] rc |ID
[dec]
ROBIRIPSAGSER | 3-Error Failed to commit Mostly caused by cbrece-sw [OGSIDHTHHACIN
static qos for CM gos bind failure
[enet] rc [dec]
EEIRIPIVPIH AR | 3-Error Failed to remove Mostly caused by | cbrece-sw IGGSIDHTHHACIN
template from template remove
template_list for CM | failure
[enet]
4-Warning Classifier's Mostly caused by cbrcce-sw "Please do not
parameters conflict: | unsupported configure
[chars] classifier's unsupported
parameters classifier's "
combination "parameters or
unsupported
classifier's
parameters
combination " "as
the error message
indicated."
CBRDTI-5-DTISLOT | 5-Notice DTTI slot [dec]/[dec]: | Change in role of | dti "Check DTI
card role changed to | DTI slot link/cable"
[chars]\n
(BRDIIG(HG A K REF | 6-Information Clock reference The reasons for the |dti "Check reference
source set to [chars] | change in clock source of DTI"
reference. 1Manual
mode configuration
command for DTI
mode
CBUS-3-ADDRFILIR | 3-Error Interface [chars] The specified cbus "Copy the error
address filter [chars] | address filter message exactly as it
command failed command sent to the appears and report it
code %#04x specified\n\ interface to your\n\ technical
failed with the support
displayed error code. representative."
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CBUS-3-AIPINVPLIM | 3-Error Interface [chars] A software error - IGGSIDHTHHACIN
Invalid PLIM occurred.
detected. Interface
downed
(BUS3BADRXBOFVEC | 3-Error [chars] ustatus: Debugging - "Copy the error
[chars] %04x %04x | information when an message exactly as it
%04x %04x %04x | IP panics. appears and report it
to your\n\ technical
support
representative."
(BUS3BADIXEOFVEC | 3-Error [chars] ustatus: Debugging - "Copy the error
[chars] %04x %04x | information when an message exactly as it
%04x %04x %04x | IP panics. appears and report it
to your\n\ technical
support
representative."
CBUS3BADTXSTATE | 3-Error [chars] ustatus: Debugging - "Copy the error

[chars] %04x %04x

information when an

message exactly as it

%04x %04x %04x | IP panics. appears and report it
to your\n\ technical
support
representative."

CBUS-3-BADVC | 3-Error [chars] [dec]/[dec] | An interface - [OGSIDHTHHACIN
got bad VC packet |received a packet
\n%08x %08x %08x | with bad VC
%08x %08x %08x | encapsulation. \n\

%08x %08x This indicates either

a software or
hardware problem.

CBUS-3-BUFFER | 3-Error Controller [dec] An internal software | - LIGGSIDHTEHACTN
Error %-04x error occurred.

Buffersize = [dec]

Bufferpool = [dec]

number [dec]

CBUS-3-CATMCEFG | 3-Error Interface [chars] A software error - "Copy the error
Cannot config occurred. message exactly as it
interface CBus ATM appears and report it
MEM 0x[hec] status to your\n\ technical
[dec] support

representative."

CBUS-3-CATMRSET | 3-Error Interface [chars] A software error - [OGSIDHTHHACIN

Error %-04x [chars]
- aip_reset

occurred.
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CBUS3-CATMRSETU | 3-Error Unit [dec] Error A software error - IGGSIDHTHHACIN
%-04x [chars] - occurred.
cbus_atm_reset
CBUS-3-CBUSBCE | 3-Error Failed to select a A hardware or - IOGSIDHTHHACIN
BCE response software error
0x%04x - occurred.
cbus bce update ifa
(BUS3(BUSBCEPERM | 3-Error Failed to select a A hardware or - [OGSIDHTHHACIN
BCE response software error
0x%04x - occurred.
dos bee pamissions updiie
CBUS3-CCBOMDFALLO | 3-Error Controller [dec] cmd | A command sent - "The system
[dec] failed 0x%-04x | from the system to recovered by
an interface generating an error
processor failed to\n\ code to the
complete requester."
successfully.
(BUS3(CBOMDFAILL | 3-Error Controller [dec] cmd | A command sent - "The system
[dec] 0x%-08x failed | from the system to recovered by
0x%-04x an interface generating an error
processor failed to\n\ code to the
complete requester."
successfully.
CBUS3CCBOMDFAILS | 3-Error Controller [dec] cmd | A command sent - "The system
[dec] 0x%-04x from the system to recovered by
0x%-04x 0x%-04x |an interface generating an error
failed 0x%-04x processor failed to\n\ code to the
complete requester."
successfully.
(BUS3ACBPTIMEOUT | 3-Error CCB handover timed | A hardware or cwpa "Please gather the
out CCB 0x[hec] slot | software error logs and tracebacks
[dec] occurred. " "and contact the

TAC"
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CBUS3-CCBSEMINFO | 3-Error CCB semaphore More information on | - IGGSIDHTHHACIN
acquired the CCB semaphore.

traceback:[chars]\n | The tracebacks
CCB semaphore indicate the program
released counters and stack
traceback:[chars] that point to the code
that was the last to
acquire this
semaphore and the
last to release this
semaphore
respectively

CBUS3-CE3DSX3ERR | 3-Error [chars]lllegal E3 - - -
value - unit is [dec]

BREMIROPD | 3-Error Config queue is full | Sending a config - "Copy the error
command was command was message exactly as it
dropped slot [dec] |retried. The appears and report it

receiving\n\ queues to your\n\ technical
were still full after support

retries therefore the representative."
command was

dropped.

CBUS-3-CMD 3-Error Cmd failed: [chars] | A software or - "Copy the error
response %#04x hardware error message exactly as it
[chars] occurred. appears and report it

to your\n\ technical
support
representative."

CBUS3OMDDROPPED | 3-Error Cmd dropped CCB | A software or - [OGSIDHTHHACIN
0x[hec] slot [dec] hardware error
cmd code [dec] occurred.

CBUS3OMDIIMEQUT | 3-Error Cmd timed out CCB | A software or - IGGSIDHTHHACIN
Ox[hec] slot [dec] | hardware error
cmd code [dec] occurred.

CBUS-3-CORRUPT | 3-Error Controller [dec] A hardware - "Replace the
wrote 0x%-04x read | component failed an malfunctioning
0x%-04x loc internal diagnostic device."
0x%-04x - test.
dci_memtest

CBUS3-CT3DSX3ERR | 3-Error [chars]Illegal dsx3 |- - -

value - unit is [dec]
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CBUS-3-CT3STAT | 3-Error Out of A status information | - "Reduce other
buffers--losing status | message from the system activity to
information for CT3 | VIP was received.\n\ ease memory
on VIP card A memory buffer is demands. If
required to process conditions\n\ warrant
the status upgrade to a larger
information \n\ memory
message but the configuration. If this
memory allocation \n\ message recurs or
routine due to appears regularly
insufficient\n\ contact your Cisco
system buffer technical \n\
memory. Therefore representative to
the status upgrade the memory
information of the system."
message\n\ was not
processed. This
condition may be
caused either by a
heavy \n\ memory
utilization at the time
of the memory
buffer request or
by\n\ insufficient
memory in the
system.
CBUS3-CTRACHECK | 3-Error Interface [chars] The Token Ring high-token "Issue a <Bold>clear
Adapter Check Error | monitor firmware interface<NoBold>
%04x %04x %04x | detected a fatal error command. "
%04x on the\n\ interface LOGSIDREIR ACION
card.
(BUS3CIRBADLOVE! | 3-Error Interface [chars] The system received | high-token [OGSIDHTHHACIN
SRB_COMPLETE |a message from the
lovenote received | Token Ring
with unknown interface\n\ but does
command 0x%04x | not recognize the
message.
A STRBIOE DMV | 3-Error Dump of MEMB The system is high-token IGGSIDHTHHACIN
followsn-SRB_ADDR: | printing codes
%04x %04x %04x | related to a previous
%04x %04x %04x |lovenote error\n\
%04x %04x message.
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(BUS3CIROMDIALED | 3-Error Interface [chars] A command sent high-token IGGSIDHTHHACIN
CTR Command from the system to
[chars] Failed the Token Ring
[chars] %#04x interface failed to\n\
complete
successfully.
BUS3CIRAVDIALHY | 3-Error Interface [chars] A command sent high-token [OGSIDHTHHACIN
CTR Command from the system to
[chars] Failed Code |the Token Ring
%#04x interface failed to\n\
complete
successfully.
CBUS-3-CTRINIT | 3-Error Interface [chars] The Token Ring - "Issue a <Bold>clear
CTR Initialization |interface failed one interface<NoBold>
Failed - [chars] of its internal command. "
self-tests. LOGSIDRHIR ACION
(BUS3CIRIROMDRALO | 3-Error Controller [dec] cmd | A command sent - "The system
[dec] failed 0x%-04x | from the system to recovered by
count [dec] an interface generating an error
processor failed to\n\ code to the
complete requester."
successfully.
(BUS3CIRIROMDIALLL | 3-Error Controller [dec] cmd | A command sent - "The system
[dec] 0x%-08x failed | from the system to recovered by
0x%-04x count [dec] | an interface generating an error
processor failed to\n\ code to the
complete requester."
successfully.
CBUS3-CIRRAMIEST | 3-Error Interface [chars] The Token Ring - "Issue a <Bold>clear
RAM Addressing | interface failed its interface<NoBold>
Test Failed - [chars] | memory diagnostic command. "
tests. LOGSIDREIR ACTION
CBUS-3-CTRRSET | 3-Error Interface [chars] The Token Ring high-token "Issue a <Bold>clear
failed to initialize  |interface failed to interface<NoBold>
insert into the Token command. "
Ring.\n\ The LOGSIDREIR ACTON

interface is placed
into reset state and
will not \n\
automatically try to
re-insert itself.
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CBUS3-CTRUCHECK

3-Error

Interface [chars]
Microcode Check
Error

The Token Ring
interface microcode
detected an
unrecoverable error.

high-token

"Issue a <Bold>clear
interface<NoBold>
command. "
LOGSIDREIR ACION

CBUS-3-DAUGHTER

3-Error

Unit [dec] daughter
controller [dec]
failed [chars] test -
interface disabled

"First check that the
daughter controller
card is properly
seated in\n\ its
Multibus and
ciscoBus connectors.
Next swap daughter
cards and\n\ check
whether the error
follows the daughter
card or the slot. If
the\n\ message
recurs call your
technical support
representative for\n\
assistance."

B EDALHIRNORY

3-Error

Unit [dec] daughter
[dec] not responding
0x%04x - disabled

"First make sure that
the daughter card is
properly seated in
its\n\ Multibus and
ciscoBus connectors.
If this message
recurs copy the \n\
error message
exactly as it appears
on the console or in
the system\n\ log
contact your Cisco
technical support
representative and
provide\n\ the
representative with
the gathered
information"

CBUS3FCICMDFAILO

3-Error

Controller [dec] cmd
[dec] failed 0x%-04x
count [dec]

A command sent
from the system to
an interface
processor failed to\n\
complete
successfully.

"The system
recovered by
generating an error
code to the
requester."
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CBUS3FCICMDFAILL | 3-Error Controller [dec] cmd | A command sent - "The system
[dec] 0x%-08x failed | from the system to recovered by
0x%-04x count [dec] | an interface generating an error
processor failed to\n\ code to the
complete requester."
successfully.
CBUS-3-FDDIRSET | 3-Error Interface [chars] A hardware device |- "Make sure the
Error %-04x [chars] | did not respond device is functioning
- fddi_reset appropriately to a and is configured
request. correctly."
CBUS-3-FDDIRSETU | 3-Error Unit [dec] Error A hardware device |- "Make sure the
%-04x [chars] - did not respond device is functioning
fddi_reset appropriately to a and is configured
request. correctly."
CBUS-3-FSIPRSET | 3-Error Interface [chars] - - "Check FSIP
Error %-04x [chars] electrical
- fsip_reset connections cable
and ciscoBus
connections. An\n\
FSIP microcode
reload will be
required. If the check
of electrical\n\
connections reveals
no problems and the
message recurs call
your\n\ technical
support
representative for
assistance."
CBUS3-HALSDHERR | 3-Error [chars]Illegal sdh - - -
value - unit is [dec]
CBUS-3-HALSTAT | 3-Error Out of An internal software | - IGGSIDHTHHACIN

buffers--losing status
information for
ChSTM-1 on VIP
card

resource has been
exhausted.
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CBUS-3-HSSIRSET | 3-Error Interface [chars] A command to reset | - "Verify that the card
Error %-04x [chars] | an HSSI interface is properly seated. If
- hssi_reset was issued by the this error recurs \n\
RSP\n\ but the then issue the
interface did not <CmdBold>show
respond to the tachssupportNoCmdBold>
command within and\n\
the\n\ expected time <CmdBold>show
delay. The delay is logging<NoCmdBold>
given for the commands contact
processor to\n\ your Cisco \n\
return the buffers technical support
that it has allocated representative and
and to perform provide the
any\n\ necessary representative\n\
cleanup. This with the gathered
condition may be information."
caused by a large
number\n\ of buffers
that have been
allocated by the
interface due to
either\n\ heavy
traffic or a hardware
problem with the
interface.
CBUS-3-INITERR | 3-Error Interface [dec] Error | The switch processor | - IOGSIDHTHHACIN
%-04x idb %08x or ciscoBus
[dec] [chars] - controller signaled
cbus_init an error while\n\
processing a packet
or selecting an
interface. This
indicates a\n\
software problem.
CBUS-3-INTR 3-Error Interface [dec] idb | The switch processor | - [OGSIDHTHHACIN
%08x [dec] [chars] - | or ciscoBus
cbus_interrupt controller returned a
nonsensical\n\ value.
CBUS-3-MODULE | 3-Error Missing [chars] for | A hardware or - IGGSIDHTHHACIN
[chars] software error
occurred.
CBUS-3-NOBUF | 3-Error Buffer allocation A hardware or - [OGSIDHTHHACIN

failure: [chars]

software error
occurred.
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CBUS-3-OUTHUNG | 3-Error [chars]: tx[chars] A transmission - "Check that the
output hung %-04x |attempt on an interfaces are all
- [chars] [chars] interface failed. The connected to the
interface might proper cables. If\n\
not\n\ be attached to that is not the
a cable or there problem call your
might be a software technical support
problem. representative."
CBUS-3-POLLFAIL | 3-Error Interface [chars] A Token Ring - LOGSIDHTEHACTN
failed to respond interface card failed
debug info follows |to respond to
periodic polling.\n\
This can indicate a
software or hardware
problem.\n\ See
CBUS3-POLLFAILDAT
for the syntax of this
message.
CBUS3-POLLFAILDAT | 3-Error Int [dec]: %04X This is the - LOG SID DBG ACTION
%04X %04X %04X | debugging
%04X %04X information for the
CBUS-3-POLLFAIL
error.
CBUS-3-PORTTYPE | 3-Error Unexpected interface | A hardware or - IGGSIDHTHHACIN
type for [chars][dec] | software error
port [dec] type [dec] | occurred.
CBUS-3-POTSTAT | 3-Error Out of An internal software | - [OGSIDHTHHACIN
buffers--losing status | resource has been
information for exhausted.
POTENT on VIP
card
CBUS-3-RESETNXI | 3-Error Reset of removed | An interface reset |- LOG SID NO ACTION
interface [hec] was attempted on an
[chars] interface that was
removed from\n\ the
router. This message
appears if you use
the shutdown
command to\n\ bring
down a removed
interface.
(BUS3SELECIBADVC | 3-Error Select invalid ve An invalid channel |- LOGSIDHTEHACTIN

number [dec].

number is selected
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(BUS3SENDIFOMDHALL | 3-Error Send Ip Cmd Failed. | Sending an ip - "Copy the error
Command dropped |command was message exactly as it

after [dec] retries
CCB 0x[hec] slot

retried. The
receiving queues

appears and report it
to your\n\ technical

[dec] emd code were still\n\ full after support
[dec]\n retries therefore the representative."
command was
dropped.
CBUS-3-SERRSET | 3-Error Interface [chars] A software error - LOGSIDHTEHACTN
Error %-04x [chars] | occurred.
- serial reset
CBUS-3-SRPRSET | 3-Error Interface [chars] A command to reset | - "Verify that the card
Error %-04x [chars] | an SRP interface was is properly seated. If
- srp_reset issued by the RSP\n\ this error recurs \n\
but the interface did then issue the
not respond to the <CmdBold>show
command within techsupportNoCimdBold>
the\n\ expected time and\n\
delay. The delay is <CmdBold>show
given for the logging<NoCmdBold>
processor to\n\ commands contact
return the buffers your Cisco \n\
that it has allocated technical support
and to perform representative and
any\n\ necessary provide the
cleanup. This representative\n\
condition may be with the gathered
caused by a large information."
number\n\ of buffers
that have been
allocated by the
interface due to
either\n\ heavy
traffic or a hardware
problem with the
interface.
CBUS-3-TESTFAIL | 3-Error Unit [dec] failed A hardware - "Check switch

[chars] test -
interface disabled

component failed an
internal diagnostic
test.

settings on the
interface cards.
Check for proper
unit\n\ numbers.
Reset the cards.
Replace the
malfunctioning
device."
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CBUS-3-TXALLOC | 3-Error Error %-04x A hardware device |- "Make sure the
tx_allocate - did not respond device is functioning
cbus_init appropriately to a and is configured
request. correctly."
B BISARIBNYCIME | 3-Error [chars] ustatus: Debugging - "Copy the error
[chars] %04x %04x | information when an message exactly as it
%04x %04x %04x | IP panics. appears and report it
to your\n\ technical
support
representative."
(BUS3TXMIENCAPAL | 3-Error Detected bad tx vc | Board encap failed |- [OGSIDHTHHACIN
encap on [chars] vc |on a transmit packet
[dec]. Board encap |on a channelized
failed [hex] [hex] serial \n\ interface
[hex] which does not have
the vc number
encapsulation
CBUS-3-UNKENC | 3-Error Interface [chars] A packet was - IGGSIDHTHHACIN
unknown encaps received from the
type [hec] CIP with an
unknown
encapsulation
type.\n\ The packet
will be dropped.
CBUS-3-UNKNOWN | 3-Error [chars] ustatus: Debugging - "Copy the error
[chars] %04x %04x | information when an message exactly as it
%04x %04x %04x | IP panics. appears and report it
to your\n\ technical
support
representative."
(BUS4CIRBADLOVE2 | 4-Warning Interface [chars] The system received | high-token LOGSIDREIR ACION
Unexpected an unsolicited
SRB COMPLETE |message from the
lovenote Token Ring
command=0x%04x |interface.\n\ The
result=0x%04x system ignored the
message and
continued normal
processing.
CBUS4FIXBADTXVC | 4-Warning Detected and fixed | A transmit packeton | - [OGSIDSHTEHACTIN

bad tx vc encap on
[chars] bad vc [dec]
fixed vc [dec]

a channelized serial
interface does not\n\
have the vc number
encapsulation
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CBUS4-NOCOOKIE | 4-Warning [chars]-[dec] The controller type |- IGGSIDHTHHACIN
controller missing | was derived from a
configuration data - | hardware probe. The
disabled controller\n\ number

indicates the
ciscoBus relative
slot number. This is
a hardware\n\ error

CBUS-4-RSETFAIL | 4-Warning Interface [chars] An interface reset |- LOGSIDHTEHACTN
failed to reset command failed.
properly in [chars] | This may be a
code [hex] software or

hardware\n\
problem.

(BUSS(BADVCSEIUP | 5-Notice Interface [chars] The TI1570 chip - "Avoid try different
setup vc failed with |reserves 3 RX DMA vci/vpi
vci exceeding channels for OAM combinations."
vc-per-vp - 3 cells. As a result the

last 3 VCIs of the
last VPI block
cannot be used for
regular traffic.

CBUS-5-FDDICMD | 5-Notice '[chars]' is not This command is not | - LOG SID NO ACTION
supported on [chars] | supported on this

FDDI interface.

CBUS-5-INPUTERR | 5-Notice Interface [chars] Interface disabled |- "Inspect condition of
excessive input error | because too many attached network
rate input errors hardware"

occurred.

BESENDROMRHOV | 5-Notice Send Ip Cmd Sending an ip - LOG SID NO ACTION
Succeeded after command was
[dec] retries CCB | retried due to
Ox[hec] slot [dec] |receiving queues
cmd code [dec]\n being full.\n\ But

after some retries
command was send
successfuly.

(ERAPDBTASNAVE | 3-Error Map name [chars] id | - - -

%08X unable to

[chars] string [hec]
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(QCE P PD3FITER I ST

3-Error

Failed to create class
[chars] id %08X
filter list

An operation to
create the filter list
for a particular class
has failed due to a
resource issue. This
may imply that the
resultant notification
via the API was
deferred or dropped.

cce

"show class-map
[type" " <class
type>] <name>"

4-Warning

Failed to [chars]
class group id %08X
class id %08X class
group %08X [chars]
database

An operation to
manipulate the
record of the class
groups and classes
supplied via the
PI/PD API has failed
to perform the
required action on a
class group attached
to a class
successfully. This
may imply that the
resultant notification
via the API was
deferred or dropped.

cce

"show cce cpdp
associations "
"class-group <id>"

(CCE PL PD4CLASS DB

4-Warning

Failed to [chars]
class group id %08X
class id %08X
[chars] database

An operation to
manipulate the
record of the class
groups and classes
supplied via the
PI/PD APT has failed
to perform the
required action on a
class successfully.
This may imply that
the resultant
notification via the
API was deferred or
dropped.

cce

"show cce cpdp
associations " "class
group <id>"
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(EHDIASROPIB

4-Warning

Failed to [chars] id
%08X [chars]
database

An operation to
manipulate the
record of the class
groups and classes
supplied via the
PI/PD API has failed
to perform the
required action on a
class group
successfully. This
may imply that the
resultant notification
via the API was
deferred or dropped.

cce

"show cce cpdp
associations "
"class-group <id>"

((EHDHATREBNDIB

4-Warning

Failed to [chars]
target id %08X class
group %08X class id
%08X feature
[chars] binding
[chars] database

An operation to
manipulate the
record of the binding
of a action within a
policy map class to
a particular target
supplied via the
PI/PD API has failed
to perform the
required action
successfully. This
may imply that the
resultant notification
via the API was
deferred or dropped.

cce

"show cce cpdp
bindings " "target
<id>"

4-Warning

Failed to [chars] id
%08X [chars]
database

An operation to
manipulate the
record of the target
class groups
supplied via the
PI/PD API has failed
to perform the
required action on a
target class group
successfully. This
may imply that the
resultant notification
via the API was
deferred or dropped.

cce

"show cce cpdp
bindings " "target
<id>"
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((EHEXIASUASISIB | 6-Information Class group %08X | The class is cce "show cce cpdp
class %08X [chars] |reporting the associations "
contains a class presence of a class "class-group <id>"
group group upon its

removal. This is
informational.

EAPAASHTR | 6-Information Class [chars] id During the addition |cce "show class-map" "
%08X type [chars] |ofa class an internal [type <type>]
filter list is error was <name>"
unbalanced encountered during

the construction of
the match terms
comprising that
class.

(S STORIASS B | 6-Information Class group %08X | The class group is | cce "show cce cpdp
contains classes reporting the associations "

presence of classes "class-group <id>"
upon its removal.

This is

informational.

(EHDSARFTENNEIB | 6-Information [chars] [chars] The target class cce "show cce cpdp
[chars] target class | group is reporting bindings " "target
group %08X the presence of <id>"
contains feature feature bindings
bindings upon its removal.

This is
informational.

(BIPCOMRAIARYA | 3-Error Dataplane IPV6 Cisco internal cpp-ucode LOG_STD_ACTION
compression software error. The |keyword:cce

classification error
for interface [chars]

dataplane was
unable to complete
processing of an
IPV6 prefix
classification request
due to a miss on a
TCAM lookup. This
is likely due to a data
initialization error
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BENNOMAASY | 3-Error Dataplane Cisco internal cpp-ucode LOG STD ACTION
classification error |software error. The |keyword:cce
for interface [chars] | dataplane was
unable to complete
processing of a
classification request
because an invalid
form of
classification was
selected. This is
likely due to a data
initialization error
(BWAETAMANG | 3-Error Control Plane Cisco internal qfp-infra-internal LOG STD ACTION
classification config | software error. The |keyword:cce
error: TCAM device | dataplane was
not specified: MPLS | unable to complete
or Layer2 [chars] processing of a
[chars] classification request
because the TCAM
device was not
specified. This is
likely due to a data
initialization error
(BEWAEAVIANGPA | 3-Error Control Plane Cisco internal qfp-infra-internal LOG _STD _ACTION
classification config | software error. The |keyword:cce
error: TCAM device | dataplane was
not specified: [chars] | unable to complete
[chars] Ipv4 src %Ci | processing of a
dst %Ci classification request
because the TCAM
device was not
specified. This is
likely due to a data
initialization error
EFWAETAVKNGRG | 3-Error Control Plane Cisco internal qfp-infra-internal LOG STD_ACTION

classification config
error: TCAM device
not specified: [chars]
[chars] IPV6 src
[ipv6_addr], dst
[ipv6_addr],

software error. The
dataplane was
unable to complete
processing of a
classification request
because the TCAM
device was not
specified. This is
likely due to a data
initialization error

keyword:cce
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EWEMOEREOR | 3-Error Control Plane Cisco internal qfp-infra-internal LOG STD ACTION
classification config | software error. The |keyword:cce
error: TCAM device | dataplane was
not specified: [chars] | unable to complete
[chars] IPv6 processing of a
compression src classification request
[ipv6_addr], dst because the TCAM
[ipv6_addr], device was not
specified. This is
likely due to a data
initialization error
BVCEAMOERET | 3-Error Control Plane Cisco internal qfp-infra-internal LOG _STD_ACTION
classification config | software error. The |keyword:cce
error: TCAM device | dataplane was
not specified: [chars] | unable to complete
[chars] IPv6_ext src | processing of a
[ipv6_addr], dst classification request
[ipv6_addr], because the TCAM
device was not
specified. This is
likely due to a data
initialization error
(EWIEMONRIIR | 3-Error Datapath Cisco internal qfp-infra-internal LOG _STD _ACTION
classification software error. The |keyword:cce
program flow error: | dataplane detected a
invalid TCAM classification request
controller 0x%lx providing an invalid
TCAM controller
value. The program
flow Traceback
GBEREFROIRRD | 2-Critical [chars]: E164 Received E164 10s-voice "Report this
address length [dec] | address with the immediately to the
is not supported length that is not technical support
supported. representative."
B2GIKPINRERBIR | 2-Critical Gatekeeper [chars] | Gatekeeper i0s-voice "Verify whether this
requested unregister | requested unreg