
Manage Administrative Tasks

This chapter contains the following topics:

• Manage Certificates, on page 1
• Manage Users, on page 6
• Set Up User Authentication (TACACS+, LDAP, and RADIUS), on page 14
• Monitor System and Application Health, on page 23
• Manage Backups, on page 27
• View System and Network Alarms, on page 30
• View Audit Log, on page 30
• Set the Pre-login Disclaimer, on page 31
• Manage Maintenance Mode Settings, on page 32
• Update Network Access Configuration, on page 32
• Update Collector Capability, on page 33
• Configure Aging, on page 34
• Configure Purging of Archived Plan Files, on page 34
• Configure Static Routes, on page 35

Manage Certificates
What is a Certificate?

A certificate is an electronic document that identifies an individual, a server, a company, or another entity,
and associates that entity with a public key. When a certificate is created with a public key, a matching private
key is also generated. In TLS, the public key is used to encrypt data being sent to the entity and the private
key is used to decrypt. A certificate is signed by an issuer or a "parent" certificate (Certificate Authority), that
is, signed by the parent's private key. Certificates can also be self-signed. In a TLS exchange, a hierarchy of
certificates is used to verify the validity of the certificate's issuer. This hierarchy is called a trust-chain and
consists of three types of entities: a root CA certificate (self-signed), possibly multiple levels of intermediate
CA certificates, and a server (or client) certificate (end-entity). The intermediate certificates act as a “link of
trust” linking the server certificates to the CA’s root certificate and providing additional layers of security.
Starting from the root certificate's private key, the private key for each certificate in the trust chain signs and
issues the next certificate in the chain until finally signing an end entity certificate. The end-entity certificate
is the last certificate in the chain and is used as a client or server certificate.

How are Certificates Used in Cisco Crosswork?
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Communication betweenCisco Crosswork and devices as well as between various Cisco Crosswork components
are secured using the TLS protocol. TLS uses X.509 certificates to securely authenticate devices and encrypt
data to ensure its integrity from source to destination. Crosswork uses a mix of generated and client uploaded
certificates. Uploaded certificates can be purchased from Certificate authorities (CA) or can be self-signed.

The Certificate Management window (Administration > Certificate Management) allows you to view and
upload, and modify certificates. The following figure displays the default certificates provided by Cisco
Crosswork Planning.

Figure 1: Certificate Management Window

Certificate Types and Usage
These certificates are classified into various roles with different properties depending on their use case as
shown in the following table.
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User
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API Client
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Web
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There are two category roles in Crosswork:

• Roles which allow you to upload or download trust chains only.

• Roles that allow upload or download of both the trust chain and an intermediate certificate and key.

Add a New Certificate
You can add certificates for the following role:

• Secure LDAP Communication: The user uploads the trust chain of the secure LDAP certificate. This
trust chain is used by Crosswork to authenticate the secure LDAP server. Once this trust chain is uploaded
and propagated within Crosswork, the user can add the LDAP server (see Manage LDAP Servers, on
page 17) and associate the certificate.

Cisco Crosswork does not receive a web certificate directly. It accepts an intermediate CA and intermediate
Key to create a new web certificate, and apply it to the Web Gateway.

Note

Before you begin

• For information on certificate types and usage, see Certificate Types and Usage, on page 2.

• All certificates that are uploaded must be in Privacy Enhanced Mail (PEM) format. Note where these
certificates are in the system so that you can navigate to them easily.
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• Trust chain files that are uploaded may contain the entire hierarchy (root CA and intermediate certificates)
in the same file. In some cases, multiple chains are also allowed in the same file.

• Intermediate Keys need to be either PKCS1 or PKCS8 format.

Procedure

Step 1 From the main menu, choose Administration > Certificate Management and click .
Step 2 Enter a unique name for the certificate.
Step 3 From the Certificate Role drop-down menu, select the purpose for which the certificate is to be used.

Only the Secure LDAP communication option is applicable for Cisco Crosswork Planning 7.0.Note

Step 4 Click Browse, and navigate to the certificate trustchain.
Step 5 Click Save.

Once uploaded, the Crosswork Cert manager accepts, validates, and generates the server certificate. Upon
successful validation, an alarm ("Crosswork Web Server Restart") indicates that the certificate is about to be
applied. The Certificate Management UI then logs out automatically and applies the certificate to the Web
Gateway. The new certificate can be checked by clicking the lock <Not Secure>/<secure> icon next to the
https://<crosswork_ip>:30603.

Note

Edit Certificates
You can edit a certificate to add or remove connection destinations, upload, and replace expired or
misconfigured certificates. User provided certificates and web certificates can be edited. Other system
certificates that are provided by Cisco Crosswork cannot be modified and will not be available for selection.

Procedure

Step 1 From the main menu, choose Administration > Certificate Management. and check the certificate that you want to
modify.

Step 2 Click on the certificate that you want to modify and select Update certificate.
Step 3 Update the necessary options.
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While updating a Crosswork Web Server Certificate, provide relevant values for the following fields:

• Crosswork web CA: Trust chain file (in PEM format) containing the root CA certificate and zero or more
intermediate certificates.

• Crosswork web intermediate: An intermediate CA certificate signed with the root CA certificate.

• Crosswork web intermediate key: The key associated with the intermediate CA certificate.

• Crosswork web passphrase: This is an optional field.

Upon successful validation, the Certificate Management UI logs out automatically and applies the certificate to
the Web Gateway.

Note

Step 4 Click Save.

Download Certificates
To export certificates, do the following:

Procedure

Step 1 From the main menu, choose Administration > Certificate Management.

Step 2 Click for the certificate you want to download.
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Figure 2: Export Certificates

Step 3 To separately download the root certificate, intermediate certificate, and the private key, click . To download the
certificates and private key all at once, click Export all.

Manage Users
As a best practice, administrators should create separate accounts for all users. Prepare a list of the people
who will use Cisco Crosswork Planning. Decide on their user names and preliminary passwords, and create
user profiles for them. During the creation of a user account, you assign a user role to determine the functionality
to which the user will have access. If you will be using user roles other than "admin", create the user roles
before you add your users (see Create User Roles, on page 9).
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Procedure

Step 1 From the main menu, select Administration > Users and Roles > Users tab. From this window, you can add a new user,
edit the settings for an existing user, and delete a user.

Step 2 To add a new user:

a) Click and enter the required user details.
b) Click Save.

Step 3 To edit a user:

a) Click the checkbox next to the User and click .
b) After making changes, click Save.

Step 4 To delete a user:

a) Click the checkbox next to the User and click .
b) In the Confirm Deletion window, click Delete.

Step 5 To view the audit log for a user:
a) Click the icon under the Actions column, and select Audit log.

The Audit Log window is displayed for the selected user name. For more information, see View Audit Log, on page
30.

Administrative Users Created During Installation
During installation, Cisco Crosswork Planning creates two special administrative IDs:

1. The virtual machine administrator, with the username cw-admin, and the default password admin.
Data center administrators use this ID to log in to and troubleshoot the VM hosting the Crosswork server.

2. The Cisco Crosswork administrator, with the username admin and the default password admin.
Product administrators use this ID to log in to and configure the user interface, and to perform special
operations, such as creating new user IDs.

The default password for both administrative user IDs must be changed the first time they are used. You can
also change the Cisco Crosswork administrator password using the following methods:

• Log in as the admin user and edit the admin user password .

• Enter the following command: admin(config)# username admin <password>

User Roles, Functional Categories and Permissions
The Roles window lets users with the appropriate privileges define custom user roles. As with the default
admin role, a custom user role consists of:

• A unique name, such as “Operator” or “admin”.
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• One or more selected, named functional categories, which control whether or not a user with that role
has access to the APIs needed to perform specific Cisco Crosswork functions controlled by that API.

• One or more selected permissions, which control the scope of what a user with that role can do in the
functional category.

For a user role to have access to a functional category, that category and its underlying API must show as
selected on the Roles page for that role. If the user role shows a functional category as unselected, then users
with this role assigned will have no access to that functional area at all.

Some functional categories group multiple APIs under one category name. For example: The “AAA” category
controls access to the Password Change, Remote Authentication Servers Integration, and Users and Role
Management APIs. With this type of category, you can deny access to some of the APIs by leaving them
unselected, while providing access to other APIs under the category by selecting them . For example: If you
want to create an “Operator” role who is able to change his own password, but not see or change the settings
for your installation’s integration with remote AAA servers, or create new users and roles, you would select
the “AAA” category name, but uncheck the “Remote Authentication Server Integration API” and “Users and
Role Management API” checkboxes.

For each role with a selected category, the Roles page also lets you define permissions to each underlying
functional API:

• Read permission lets the user see and interact with the objects controlled by that API, but not change or
delete them.

• Write permission lets the user see and change the objects controlled by that API, but not delete them.

• Delete permission gives the user role delete privileges over the objects controlled by that API. It is useful
to remember that delete permission does not override basic limitations set by the Crosswork platform
and it applications.

Although you can mix permissions as you wish:

• If you select an API for user access, you must provide at least “Read” permission to that API.

• When you select an API for user access, Cisco Crosswork assumes that you want the user to have all
permissions on that API, and will select all three permissions for you, automatically.

• If you uncheck all of the permissions, including “Read”, Cisco Crosswork will assume that you want to
deny access to the API, and unselect it for you.

Best Practices:

Cisco recommends that you follow these best practices when creating custom user roles:

• Restrict Delete permissions in roles for admin users with explicit administrative responsibility for
maintenance and management of the Crosswork deployment as a whole.

• Roles for developers working with all the Cisco Crosswork APIs will need the same permissions as
admin users.

• Apply at least Read and Write permissions in roles for users who are actively engaged in managing the
network using Cisco Crosswork.

• Give read-only access to roles for users who only need to see the data to help their work as system
architects or planners.
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The following table describes some sample custom user roles you should consider creating:

Table 1: Sample custom user roles

PrivilegesCategories/APIDescriptionRole

Read, WriteAllActive network managerOperator

Read onlyCiscoCrosswork Planning
Design and Collector

Monitors alerts onlyMonitor

AllAllAllAPI Integrator

Admin role needs to include permissions for Read, Write, and Delete, while read-write roles need to include
both Read and Write permissions.

Note

Create User Roles
Local users with administrator privileges can create new users as needed (see Manage Users, on page 6).

Users created in this way can perform only the functions or tasks that are associated with the user role they
are assigned.

The local admin role enables access to all functionality. It is created during installation and cannot be changed
or deleted. However, its privileges can be assigned to new local users. Only local users can create or update
user roles; TACACS, RADIUS and LDAP users cannot.

Follow these steps to create a new user role.

Procedure

Step 1 From the main menu, choose the Administration > Users and Roles > Roles tab.

The Roles window has a Roles table on the left side and a corresponding Global API Permissions tab on the right side
which shows the grouping of user permissions for the selected role.

Step 2 On the Roles table, click to display a new role entry in the table.
Step 3 Enter a unique name for the new role.
Step 4 To define the user role's privilege settings, select the Global API Permissions tab and perform the following:

a) Check the check box for every API that users with this role can access. The APIs are grouped logically based their
corresponding application.

b) For each API, define whether the user role has Read, Write, and Delete permission by checking the appropriate
check box. You can also select an entire API group (such as AAA), and all the APIs under the group will be selected
with Read,Write and Delete permissions pre-selected.

Step 5 Click Save to create the new role.
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To assign the new user role to one or more user IDs, edit the Role setting for the user IDs (see Edit User Roles, on page
10).

Clone User Roles
Cloning an existing user role is the same as creating a new user role, except that you need not set privileges
for it. If you like, you can let the cloned user role inherit all the privileges of the original user role.

Cloning user roles is a handy way to create and assign many new user roles quickly. Following the steps
below, you can clone an existing role multiple times. Defining the cloned user role's privileges is an optional
step; you are only required to give the cloned role a new name. If you like, you can assign it a name that
indicates the role you want a group of users to perform. You can then edit the user IDs of that group of users
to assign them their new role (see Manage Users, on page 6). Later, you can edit the roles themselves to
give users the privileges you want (see Edit User Roles, on page 10).

Follow these steps to clone user roles.

Procedure

Step 1 From the main menu, choose the Administration > Users and Roles > Roles tab.
Step 2 Click on an existing role.

Step 3 Click to create a new duplicate entry in the Roles table with all the permissions of the original role.
Step 4 Enter a unique name for the cloned role.
Step 5 (Optional) Define the role's settings:

a) Check the check box for every API that the cloned role can access.
b) For each API, define whether the clone role has Read, Write, and Delete permission by checking the appropriate

check box. You can also select an entire API group (such as AAA), and all the APIs under the group will be selected
with Read,Write and Delete permissions pre-selected.

Step 6 Click Save to create the newly cloned role.

Edit User Roles
Users with administrator privileges can quickly change the privileges of any user role other than the default
admin role.

Follow these steps toe edit user roles.

Procedure

Step 1 From the main menu, choose the Administration > Users and Roles > Roles tab.
Step 2 Click and select on an existing role from the left side table. The Global API Permissions tab on the right side displays

the permission settings for the selected role.
Step 3 Define the role's settings:
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a) Check the check box for every API that the role can access.
b) For each API, define whether the role has Read, Write, and Delete permission by checking the appropriate check

box. You can also select an entire API group (such as AAA), and all the APIs under the group will be selected with
Read, Write, and Delete permissions pre-selected.

Step 4 When you are finished, click Save.

Delete User Roles
Users with administrator privileges can delete any user role that is not the default admin user role or that is
not currently assigned to a user ID. If you want to delete a role that is currently assigned to one or more user
IDs, you must first edit those user IDs to assign them to a different user role.

Follow these steps to delete user roles.

Procedure

Step 1 From the main menu, choose the Administration > Users and Roles > Roles tab.
Step 2 Click on the role you want to delete.

Step 3 Click .
Step 4 Click Delete to confirm that you want to delete the user role.

Global API Permissions
The Roles window lets users with the appropriate privileges define custom user roles.

The following table is an overview of the various Global API Permissions in Cisco Crosswork Planning.
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Table 2: Global API Permission Categories

DescriptionGlobal API
Permissions

Category

Provides permission to manage passwords. The READ and WRITE
permissions are automatically enabled by default. The DELETE
permission is not applicable to the password change operation. You
cannot delete a password, you can only change it.

Password
Change APIs

AAA

Provides permission to manage remote authentication server
configurations in Cisco Crosswork Planning. You must have READ
permission to view/read configuration, and WRITE permission to
add/update the configuration of any external authentication server (for
example, LDAP, TACACS) into Cisco Crosswork Planning. The Delete
permissions are not applicable for these APIs.

Remote
Authentication
Servers
Integration APIs

Provides permission to manage users, roles, sessions, and password
policies. Supported operations include "Create new user/role", "Update
user/role", "Delete a user/role", "Update task details for a user/role",
"Session management (Idle-timeout, max session)", "update password
policy”, “get password tooltip help text”, “get active sessions”, and so
on.

The READ permission allows you to view the content, the WRITE
permission allows you to create and update, and the DELETE permission
allows you to delete a user or role.

Users and Roles
Management
APIs

Diagnostic
Information
APIs

Administrative
Operations

Allows you to manage system alarms.

The alarms and events associated with the Cisco Crosswork
Planning applications are not supported in Cisco Crosswork
Planning 7.0

Note

Alarms and
Events APIs

Alarms and
Events

Crosswork
Planning
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DescriptionGlobal API
Permissions

Category

The READ permission allows you to fetch the server status, Cisco
Crosswork Planning node information, application health status,
collection job status, certificate information, backup and restore job
status, and so on.

The WRITE permission allows you to

• Enable/disable the xFTP server

• Manage node information (set the login banner, restart a
microservice, and so on)

• Manage certificates (export trust store and intermediate key store,
create or update certificate, configure the web server, and so on)

• Perform normal/data-only backup and restore operations.

• Manage applications (activate, deactivate, uninstall, add package,
and so on)

The DELETE permission allows you to delete a VM (identified by an
ID) and remove applications from the software repository.

Platform APIsPlatform

Views Management in Cisco Crosswork Planning Design.

The READ permission allows you to see views, theWRITE permission
allows you to create/update views, and the DELETE permission will
enable delete capabilities.

View APIs

Manage Active Sessions
As an administrator, you can monitor and manage the active sessions in the Cisco Crosswork Planning UI,
and perform the following actions:

• Terminate a user session

• View user audit log

• Non-admin users with permission to terminate can terminate their own sessions.

• Non-admin users with read-only permission can only collect the audit log for their sessions.

• Non-admin users without read permissions can’t view the Active sessions window.

Attention

Procedure

Step 1 From the main menu, choose the Administration > Users and Roles > Active sessions tab.
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The Active sessions tab displays all the active sessions in the Cisco Crosswork Planning with details such as user name,
login time, and login method.

The Source IP column appears only when you check the Enable source IP for auditing check box and
relogin to Cisco Crosswork Planning. This option is available in the Source IP section of the
Administration > AAA > Settings page.

Note

Step 2 To terminate a user session, click the icon under theActions column, and selectTerminate. A dialog box is displayed
to confirm your action. Select Terminate to terminate the session.

• You are recommended to use caution while terminating a session. A user whose session is terminated
will not receive any prior warning and will lose any unsaved work.

• Any user whose session is terminated will see the following error message: "Your session
has ended. Log into the system again to continue".

Attention

Step 3 To view audit log for a user, click the icon under the Actions column, and select Audit log.

The Audit Log window is displayed for the selected user name. For more information on the Audit Logs, see View Audit
Log, on page 30.

Set Up User Authentication (TACACS+, LDAP, and RADIUS)
In addition to supporting local users, Cisco Crosswork Planning supports TACACS+, LDAP, and RADIUS
users through integration with the TACACS+, LDAP, and RADIUS servers. The integration process has the
following steps:

• Configure the TACACS+, LDAP, and RADIUS servers.

• Create the roles that are referenced by the TACACS+, LDAP, and RADIUS users.

• Configure AAA settings.

• You can also enable Single Sign-on (SSO) for authentication of TACACS+, LDAP, and RADIUS users.
For more information, see Enable Single Sign-on (SSO), on page 20.

• The AAA server page works in bulk update mode wherein all the servers are updated in a single request.
It is advised to give write permission for "Remote Authentication Servers Integration api" only to users
who have the relevant authorization to delete the servers.

• A user with only Read and Write permissions (without 'Delete' permission) can delete the AAA server
details fromCisco Crosswork since delete operations are part of 'Write' permissions. For more information,
see Create User Roles, on page 9.

• While making changes to AAA servers (create/edit/delete), you are recommended to wait for fewminutes
between each change. Frequent AAA changes without adequate intervals can result in external login
failures.

Note
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Please note that any operation you do following the instructions in this section will affect all new logins to
the Cisco Crosswork Planning user interface. To minimize session interruption, Cisco recommends that you
perform all your external server authentication changes and submit them in a single session.

Caution

Manage TACACS+ Servers
Cisco Crosswork Planning supports the use of TACACS+ servers to authenticate users.

You can integrate Crosswork with a standalone server (open TACACS+) or with an application such as Cisco
ISE (Identity Service Engine) to authenticate using the TACACS+ protocols.

Before you begin

• Configure the relevant parameters (user role, device access group attribute, shared secret format, shared
secret value) in the TACACS+ server (standalone or Cisco ISE), before configuring the AAA server in
Cisco Crosswork Planning. For more information on Cisco ISE procedures, see the latest version of
Cisco Identity Services Engine Administrator Guide.

Procedure

Step 1 From the main menu, select AdministrationAAAServersTACACS+ tab. From this window, you can add, edit, and
delete a new TACACS+ server.

Step 2 To add a new TACACS+ server:

a) Click the icon.
b) Enter the required TACACS+ server information.

Table 3: TACACS+ field descriptions

DescriptionField

Specify a unique priority value to assign precedence in the authentication request. The
order can be any number between 10 to 99. Below 10 are system reserved.

By default, 10 is selected.

Authentication order

Enter the IP address of the TACACS+ server (if IP address is selected).IP address

Enter the DNS name (if DNS name is selected). Only IPv4 DNS name is supported.DNS name

The default TACACS+ port number is 49.Port

Shared secret for the active TACACS+ server. Select ASCII or Hexadecimal.Shared secret format
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DescriptionField

Plain-text shared secret for the active TACACS+ server. The format of the text entered
must match with the format selected (ASCII or Hexadecimal).

For Crosswork to communicate with the external authentication server, the Shared
Secret parameter you enter on this screen must match with the shared secret value
configured on the TACACS+ server.

Shared secret / Confirm
shared secret

Enter value of the service that you are attempting to gain access to. For example,
"raccess".

This field is verified only for standalone TACACS+. In case of Cisco ISE, you can
enter a junk value. Do not leave the field blank.

Service

Enter the user role that you created in the TACACS+ server.

If you try to log in to Cisco Crosswork Planning as a TACACS+ user before
creating the required user role, you will get the error message: "Key not
authorized: no matching policy". If this occurs, close the browser.
Log in as a local admin user and create the missing user roles in the TACACS+
server, and log in back to Cisco Crosswork Planning using the TACACS+
user credentials.

Note

Policy ID

Enter the timeout value. Maximum timeout is 30 seconds.Retransmit timeout

Specify the number of authentication retries allowed.Retries

Select the authentication type for TACACS+:

• PAP: Password-based authentication is the protocol where two entities share a
password in advance and use the password as the basis of authentication.

• CHAP: Challenge-HandshakeAuthentication Protocol requires that both the client
and server know the plain text of the secret, although it is never sent over the
network. CHAP provides greater security than Password Authentication Protocol
(PAP).

Authentication type

See the example at the end of this topic for more details.

c) After you enter all the relevant details, click Add.
d) Click Save all changes. You will be prompted with a warning message about restarting the server to update the

changes. Click Save changes to confirm.

Step 3 To edit a TACACS+ server:

a) Click the check box next to the TACACS+ server and click .
b) After making changes, click Update.

Step 4 To delete a TACACS+ server:

a) Click the check box next to the TACACS+ server and click . The Delete server-IP-address dialog box opens.
b) Click Delete to confirm.
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Manage LDAP Servers
Lightweight Directory Access Protocol (LDAP) is a server protocol used to access and manage directory
information. Cisco Crosswork Planning supports the use of LDAP servers (OpenLDAP, Active Directory,
and secure LDAP) to authenticate users. It manages directories over IP networks and runs directly over TCP/IP
using simple string formats for data transfer.

To use secure LDAP protocol, you must add Secure LDAP Communication certificate before adding the
LDAP server. For more details on adding certificates, see Add a New Certificate, on page 3.

Before you begin

• Configure the relevant parameters (Bind DN, Policy baseDN, Policy ID, and so on) in the LDAP server
before configuring the AAA server in Cisco Crosswork Planning.

Procedure

Step 1 From the main menu, choose the Administration > AAA > Servers > LDAP tab. Using this window, you can add, edit,
and delete a new LDAP server.

Step 2 To add a new LDAP server:

a) Click the icon.
b) Enter the required LDAP server details.

Table 4: LDAP field descriptions

DescriptionField

Specify a unique priority value to assign precedence in the authentication request. The
order can be any number between 10 to 99. Below 10 are system reserved.

By default, 10 is selected.

Authentication order

Name of the LDAP handler.Name

LDAP server IP address or host nameIP address/ Host name

Enable the Secure Connection toggle button if you want to connect to the LDAP
server via the SSL communication. When enabled, select the secure LDAP certificate
from the Certificate drop-down list.

The secure LDAP certificatemust be added in the CertificateManagement
screen prior to configuring the secure LDAP server.

Note

This field is disabled by default.

Secure connection

The default LDAP port number is 389. If Secure Connection SSL is enabled, the default
LDAP port number is 636.

Port

Enter the login access details to the database. Bind DN allows user to log in to the
LDAP server.

Bind DN
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DescriptionField

Username and password to login to the LDAP server.Bind credential / Confirm
bind credential

Base DN is the starting point used by the LDAP server to search for user authentication
within your directory.

Base DN

The filter for user search.User filter

The format used to identify the user in base DN.DN format

This value represents the UID attribute in the LDAP server user profile under which
a particular username is organized.

Principal l ID

This value represents the role mapping for user roles within your directory.Policy baseDN

This helps in identifying the user under the policy base DN.

This value maps to the userFilter parameter in your LDAP server attributes.

Policy map attribute

The Policy ID field corresponds to the user role that you created in the LDAP server.

If you try to log in to Cisco Crosswork Planning as a LDAP user before creating
the required user role, you will get the error message: "Login failed,
policy not found. Please contact the Network
Administrator for assistance.". To avoid this error, ensure to
create the relevant user roles in the LDAP server, before setting up a new
LDAP server in Cisco Crosswork Planning.

Note

Policy ID

Enter the timeout value. Maximum timeout is 30 seconds.Connection timeout

See the example at the end of this topic for more details.

c) Click Add.
d) Click Save All Changes. You will be prompted with a warning message about restarting the server to update the

changes. Click Save Changes to confirm.

Step 3 To edit a LDAP server:

a) Select the LDAP server and click .
b) After making changes, click Update.

Step 4 To delete a LDAP server:

a) Select the LDAP server and click .
b) Click Delete to confirm.
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Manage RADIUS Servers
Crosswork supports the use of RADIUS (Remote Authentication Dial-In User Service) servers to authenticate
users. You can also integrate Crosswork with an application such as Cisco ISE (Identity Service Engine) to
authenticate using the RADIUS protocols.

Before you begin

• Similar to TACACS+ server, you must configure the relevant parameters (user role, device access group
attribute, shared secret format, shared secret value) in the RADIUS server before configuring the AAA
server in Cisco Crosswork Planning. For more information on Cisco ISE procedures, see the latest version
of Cisco Identity Services Engine Administrator Guide.

Procedure

Step 1 From the main menu, selectAdministrationAAAServersRADIUS tab. From this window, you can add, edit, and delete
a new RADIUS server.

Step 2 To add a new RADIUS server:

a) Click the icon.
b) Enter the required RADIUS server information.

Table 5: RADIUS field descriptions

DescriptionField

Specify a unique priority value to assign precedence in the authentication request. The
order can be any number between 10 to 99. Below 10 are system reserved.

By default, 10 is selected.

Authentication order

Enter the IP address of the TACACS+ server (if IP address is selected).IP address

Only IPv4 DNS name is supported (if DNS name is selected).DNS name

The default RADIUS port number is 1645.Port

Shared secret for the active RADIUS server. Select ASCII or Hexadecimal.Shared secret format

Plain-text shared secret for the active RADIUS server. The format of the text entered
must match with the format selected (ASCII or Hexadecimal).

For Cisco Crosswork Planning to communicate with the external authentication server,
the Shared Secret parameter you enter on this screen must match with the shared
secret value configured on the RADIUS server.

Shared secret / Confirm
shared secret

Enter value of the service that you are attempting to gain access to. For example,
"raccess".

Service
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DescriptionField

The Policy Id field corresponds to the user role that you created in the RADIUS server.

If you try to login to Cisco Crosswork Planning as a RADIUS user before
creating the required user role, you will get the error message: "Key not
authorized: no matching policy". If this occurs, close the browser.
Log in as a local admin user and create the missing user roles in the RADIUS
server, and log in back to Cisco Crosswork Planning using the RADIUS user
credentials.

Note

Policy ID

Enter the timeout value. Maximum timeout is 30 seconds.Retransmit timeout

Specify the number of authentication retries allowed.Retries

Select the authentication type for RADIUS:

• PAP: Password-based authentication is the protocol where two entities share a
password in advance and use the password as the basis of authentication.

• CHAP: Challenge-HandshakeAuthentication Protocol requires that both the client
and server know the plain text of the secret, although it is never sent over the
network. CHAP provides greater security than Password Authentication Protocol
(PAP).

Authentication type

As RADIUS configuration is very similar to TACACS+, please refer to the detailed example in theManage TACACS+
Servers, on page 15 for more information.

c) After you enter all the relevant details, click Add.
d) Click Save all changes. You will be prompted with a warning message about restarting the server to update the

changes. Click Save changes to confirm.

Step 3 To edit a RADIUS server:

a) Click the checkbox next to the RADIUS server and click .
b) After making changes, click Update.

Step 4 To delete a RADIUS server:

a) Click the checkbox next to the RADIUS server and click . The Delete server-IP-address dialog box opens.
b) Click Delete to confirm.

Enable Single Sign-on (SSO)
Single Sign-on (SSO) is an authentication method that allows you to log in with a single ID and password to
any of several related, yet independent, software systems. It allows you to log in once and access the services
without reentering authentication factors. Cisco Crosswork acts as Identity Provider (IDP) and provides
authentication support for the relying service providers. You can also enable SSO for authentication of
TACACS+, LDAP, and RADIUS users.
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• When Cisco Crosswork Planning is re-installed, you must ensure that the latest IDPmetadata from Cisco
Crosswork Planning is updated to the service provider applications. Failing to do this will result in
authentication failure due to mismatched metadata information.

• First-time login users cannot switch to using a different username before mandatorily changing the
password. The only workaround is for the administrator to terminate the session.

Attention

The Cisco Crosswork Planning login page is not rendered when the Central Authentication Service (CAS)
pod is restarting or not running.

Note

Before you begin

Ensure that theEnable source IP for auditing check box is selected in theAdministration >AAA > Settings
page.

Procedure

Step 1 From the main menu, choose Administration > AAA > SSO. Using this window, you can add, edit settings, and delete
service providers.

Step 2 To add a new service provider:

a) Click the icon.
b) In the Identity Provider window, enter the values in the following fields:

• Name: Enter the name of the service provider.

• Evaluation Order: Enter a unique number which indicates the order in which the service definition should be
considered.

• Metadata: Click the field, or click Browse to navigate to the metadata XML document that describes a SAML
client deployment.

Step 3 Click Add to finish adding the service provider.
Step 4 Click Save all changes. You will be prompted with a warning message about restarting the server to update the changes.

Click Save changes to confirm.

After the settings are saved, when you log into the integrated service provider application for the first time, the application
gets redirected to the Cisco Crosswork server. After providing the Crosswork credentials, the service provider application
logs in automatically. For all the subsequent application logins, you do not have to enter any authentication details.

Step 5 To edit a service provider:

a) Click the check box next to the service provider and click . You can update the Evaluation Order and Metadata
values as required.

b) After making changes, click Update.
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Step 6 To delete a service provider:

a) Click the check box next to the service provider and click .
b) Click Delete to confirm.

Configure AAA Settings
Users with relevant AAA permissions can configure the AAA settings.

Procedure

Step 1 From the main menu, choose Administration > AAA > Settings.
Step 2 Select the relevant setting for Fallback to Local. By default, Cisco Crosswork Planning prefers external authentication

servers over local database authentication.

Admin users are always authenticated locally.Note

Step 3 Select the relevant value for the Logout all idle users after field. Any user who remains idle beyond the specified limit
will be automatically logged out.

The default timeout value is 30 minutes. If the timeout value is adjusted, the page will refresh to apply
the change.

Note

Step 4 Enter a relevant values in the Number of parallel sessions and Number of parallel sessions per user fields.

Cisco Crosswork Planning supports between

• 5 to 400 parallel sessions for concurrent users. If the number of parallel sessions are exceeded, an error
is displayed while logging in to Cisco Crosswork Planning.

• 1 to 400 parallel sessions per user for concurrent sessions.

Note

Step 5 Check the Enable source IP for auditing check box to log the IP address of the user (source IP) for auditing and
accounting. This check box is disabled by default. Once you enable this option and relogin to Cisco Crosswork Planning,
you will see the Source IP column on the Audit Log and Active Sessions pages.

Step 6 Select the relevant settings for the Local password policy. Certain password settings are enabled by default and cannot
be disabled (for example, Change password on first login).

Any changes in the password policy is enforced only the next time when the users change their password.
Existing passwords are not checked for compliance during login.

Note

Local password policy allows administrators to configure the number of unsuccessful login attempts a user
can make before they are locked out of Cisco Crosswork Planning, and the lockout duration. Users can
attempt to login with the correct credentials once the wait time is over.

Note
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Monitor System and Application Health
The Cisco Crosswork Platform is built on an architecture consisting of microservices. Due to the nature of
these microservices, there are dependencies across various services within the Crosswork system. The system
and applications are considered Healthy if all services are up and running. If one or more services are down,
then the health is considered Degraded. If all services are down, then the health status is Down.

From the main menu, choose Administration > Crosswork Manager to access the Crosswork summary
and Crosswork health windows. Each window provides various views to monitor system and application
health. It also supplies tools and information that, with support and guidance from your Cisco Customer
Experience account team, you can use to identify, diagnose, and fix issues with the Cisco Crosswork, Platform
Infrastructure, and installed applications.

While both windows can give you access to the same type of information, the purpose of each summary and
view is different.

Monitor Platform Infrastructure and Application Health
TheCrosswork healthwindow (Administration >Crosswork Manager >Crosswork health tab) provides
health summaries for the Cisco Crosswork Platform Infrastructure and installed applications with the addition
of microservice status details.

Figure 3: Crosswork Health tab

Within this window, expand an application row to view Microservice and Alarm information.

Figure 4: Microservices Tab
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From the Microservices tab:

• View the list of microservices and, if applicable, associated microservices by clicking on the microservice
name.

• Click to restart or obtain Showtech data and logs per microservice.

Showtech logs must be collected separately for each application.Note

From the Alarms tab, you can:

• Click the alarm description to drill down on alarm details.

• Change the status of the alarms (Acknowledge, Unacknowledge, Clear). Select the alarm and select the
required status from the Change status drop-down.

• Add notes to alarms. Select the alarm and click the Notes button.

You can also download all of Cisco Crosswork application or Cisco Crosswork Platform Showtech service
logs and perform installation-related operations from the Application Details window. Click > View
application details at the top to open the Application Details window.

Check System Health Example
In this example, we navigate through the various windows and what areas should be checked for a healthy
Crosswork system.

Procedure

Step 1 Check overall system health.
a) From the main menu, choose the Administration > Crosswork Manager > Crosswork summary tab.
b) Check that all the nodes are in Operational state (Up) and that the System Summary, Platform Infrastructure, and

Crosswork Planning Infrastructure are Healthy.

Figure 5: Crosswork Summary

Step 2 Check and view detailed information about the microservices that are running as part of the Crosswork Platform
Infrastructure.
a) Click the Crosswork Health tab.
b) Expand the Crosswork Platform Infrastructure row, click , and select View application details.

Manage Administrative Tasks
24

Manage Administrative Tasks
Check System Health Example



Figure 6: Crosswork Health

c) From the Application Details window, you can check and review microservice details, restart microservices, and
collect showtech information. You can also perform installation-related tasks from this window.

Figure 7: Application Details

Step 3 Check and view alarms related to the microservices.
a) Click the Alarms tab. The list only displays Crosswork Platform Infrastructure alarms. You can further filter the list

by viewing only active alarms.
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Figure 8: Alarms

Step 4 View which Crosswork applications are installed.
a) From the main menu, choose Administration > Crosswork Manager > Application Management tab and click

Applications. This window displays all applications that have been installed. You can also click Add File (.tar.gz)
to install more applications.

Figure 9: Application Management Window

Step 5 View the status of jobs.
a) Click the Job History tab. This window provides the information regarding the status of jobs and the sequence of

events that have been executed as part of the job process.
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Manage Backups

Backup and Restore Overview
Cisco Crosswork Planning's backup and restore features help prevent data loss and preserve your installed
applications and settings.

Cisco Crosswork Planning offers multiple menu options to backup and restore your data.

From the main menu, click Administration > Backup and Restore to access the Backup and Restore
window.

Table 6: Backup and Restore options

DescriptionMenu option

Preserves the Cisco Crosswork Planning configuration data. The backup file can
be used with the data disaster restore (Restore Cisco Crosswork Planning After a
Disaster, on page 29) to recover from a serious outage.

Actions > Data backup

(See Manage Cisco
Crosswork Planning
Backup and Restore, on
page 27 for details)

Restores the Cisco Crosswork Planning configuration data after a natural or
human-caused disaster has required you to rebuild a Cisco Crosswork Planning
server.

Actions > Data disaster
restore

(See Restore Cisco
Crosswork Planning
After a Disaster, on page
29 for details)

Actions > Data migration

This option is not supported in Cisco Crosswork Planning 7.0.Note

Manage Cisco Crosswork Planning Backup and Restore
This section explains how to perform a data backup and restore operation from the Cisco Crosswork Planning
UI.
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• Building a target machine for the backup is out of scope for this document. The operator is expected to
have the server in place, to know the credentials for the server, and to have a target directory with adequate
space for the backups in place.

• Crosswork does not manage the backups. It is up to the operator to periodically delete old backups from
the target server to make room for future backups.

• The backup process depends on having SCP access to a server with sufficient amount of storage space.
The storage required for each backup will vary based on the applications in the Cisco Crosswork Planning
server and the scale requirements.

• The time taken for the backup or restore processes will vary based on the type of backup and the
applications in the Cisco Crosswork Planning server.

Attention

Before you begin

Before you begin, ensure that you have:

• The hostname or IP address and the port number of the secure SCP server. Ensure that the server has
sufficient storage available.

• A file path on the SCP server, to use as the destination for your backup files.

• User credentials for an account with file read and write permissions to the remote path on the destination
SCP server.

• Made a note of the build version of the installed applications. Before performing the data restore, you
must install the exact versions of those applications. Anymismatch in the build versions of the applications
can result in data loss and failure of the data restore job.

Procedure

Step 1 Configure an SCP backup server:

a) From the main menu, choose Administration > Backup and Restore.
b) Click Destination to display the Add destination dialog box. Make the relevant entries in the fields provided.
c) Click Save to confirm the backup server details.

Step 2 Create a backup:

a) From the main menu, choose Administration > Backup and Restore.
b) Click Actions > Data backup to display the Data Backup dialog box with the destination server details pre-filled.
c) Provide a relevant name for the backup in the Job name field.
d) If you want to create the backup despite any microservice issues, check the Force check box.
e) Complete the remaining fields as needed.

If you want to specify a different remote server upload destination: Edit the pre-filled Host name, Port, Username,
Password and Remote path fields to specify a different destination.
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f) (Optional) Click Verify Backup Readiness to verify that Cisco Crosswork Planning has enough free resources to
complete the backup. If the check is successful, Cisco Crosswork Planning displays a warning about the time-consuming
nature of the operation. Click OK to continue.

g) Click Backup to start the backup operation. Cisco Crosswork Planning creates the corresponding backup job set and
adds it to the job list. The Job Details panel reports the status of each backup step as it is completed.

h) To view the progress of a backup job: Enter the job details (such as Status or Job Type) in the search fields in the
Backup restore job sets table. Then click on the job set you want.

The Job Details panel displays information about the selected job set, such as the job Status, Job name, and Job type.
If there’s a failed job, hover the mouse pointer over the icon near the Status column to view the error details.

i) If the backup fails during upload to the remote server: In the Job Details panel, just under the Status icon, click the
Upload backup button to retry the upload.

The upload can fail due to multiple problems such as incorrect credentials, invalid destination directory,
or lack of space in server. Investigate the problem and fix it (for example, clean old backups to free up
space or use the Destination button to specify a different remote server and path) before clicking the
Upload backup button.

Note

Restore Cisco Crosswork Planning After a Disaster
A disaster recovery is a restore operation that you use after a natural or human-caused disaster has destroyed
a Cisco Crosswork Planning server. You must deploy a new server first, following the instructions in Cisco
Crosswork Planning 7.0 Installation Guide.

When conducting a data disaster recovery, note the following:

• Before performing the Data Disaster Restore, the exact versions of the applications that were present
in your old Cisco Crosswork Planning server (when you made the data backup) must be installed and
available in your new Cisco Crosswork Planning server. Any mismatch in the build versions of the
applications can result in data loss and failure of the restore job.

• The new Cisco Crosswork Planning server must use the same Cisco Crosswork Planning software image
that you used when creating the backup. You can’t restore the server using a backup that was created
using a different version of the software.

• Keep your backups current, so that you can recover the true state of your system as it existed before the
disaster. The restore operation restores all applications that are installed at the time the backup was made.
If you have installed more applications or patches since your last backup, take another backup.

• If the disaster recovery fails, contact Cisco Customer Experience.

• Smart licensing registration for Crosswork applications are not restored during a disaster restore operation,
and must be registered again.

To perform a disaster recovery:

Before you begin

Get the full name of the backup file you want to use in your disaster recovery from the SCP backup server.
This file is normally the most recent backup file you have made. Cisco Crosswork Planning backup file names
have the following format:
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backup_JobName_CWVersion_TimeStamp.tar.gz

Where:

• JobName is the user-entered name of the backup job.

• CWVersion is the Cisco Crosswork Planning platform version of the backed-up system.

• TimeStamp is the date and time when Cisco Crosswork Planning created the backup file.

For example: backup_Wednesday_4-0_2021-02-31-12-00.tar.gz.

Procedure

Step 1 From the main menu of the newly deployed Cisco Crosswork Planning server, choose Administration > Backup and
Restore.

Step 2 Click Actions > Data disaster restore to display the Data Disaster Restore dialog box with the remote server details
pre-filled.

Step 3 In the Backup file name field, enter the file name of the backup from which you want to restore.
Step 4 Click Start restore to initiate the recovery operation.

To view the progress of the operation, click the link to the progress dashboard.

View System and Network Alarms
You can view alarms by navigating to one of the following:

• From the main menu, choose Alerts > Alarms and Events.

• For application specific alarms, choose Administration > Crosswork Manager > Crosswork Health
tab. Expand one of the applications and select the Alarms tab.

From the Alarms tab, you can:

• Click the alarm description to drill down on alarm details.

• Change the status of the alarms (Acknowledge, Unacknowledge, Clear). Select the alarm and select
the required status from the Change status drop-down.

• Add notes to alarms. Select the alarm and click the Notes button.

View Audit Log
The Audit Log window tracks the following AAA-related events:

• Create, update, and delete users

• Create, update, and delete roles
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• User login activites - login, logout, login failure due to maximum active session limit, and account locked
due to maximum login failures.

• Source IP - IP address of the machine from where the action was performed. This column appears only
when you check theEnable source IP for auditing check box and relogin to Cisco Crosswork Planning.
This check box is available in the Source IP section of the Administration > AAA > Settings page.

• Password modification by user

To view the audit log, perform the following steps:

Procedure

Step 1 From the main menu, choose Administration > Audit Log.

The Audit Log window is displayed.

Step 2 Click to filter the results based on your query.

Set the Pre-login Disclaimer
Many organizations require that their systems display a disclaimer message in a banner before users log in.
The banner may remind authorized users of their obligations when using the system, or provide warnings to
unauthorized users. You can enable such a banner for Cisco Crosswork Planning users, and customize the
disclaimer message as needed.

Procedure

Step 1 From the main menu, choose Administration > Settings.
Step 2 Under Notifications, click the Pre-login disclaimer option.
Step 3 To enable the disclaimer and customize the banner:

a) Check the Enable checkbox.
b) Customize the banner Title, the Icon, and the Disclaimer text as needed.
c) (Optional) Check the Enable check box under Require user consent to prompt the user to agree to the disclaimer

before they log in.
d) (Optional) While editing the disclaimer, you can

Click Preview to see how your changes will look when displayed before the Cisco Crosswork Planning login prompt.

Click Discard changes to revert to the last saved version of the banner.

Click Reset to default to revert to the original, default version of the banner.

e) When you are satisfied with your changes, click Save to save them and enable display of the custom disclaimer to
all users.
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Step 4 To turn off the disclaimer display, select Administration > Settings > Pre-Login Disclaimer, then uncheck the Enable
checkbox.

Manage Maintenance Mode Settings
Themaintenancemode provides a means for shutting down the Cisco Crosswork Planning system temporarily.
Cisco Crosswork Planning synchronizes all application data before the shutdown. It can take several minutes
for the system to enter maintenance mode and to restart when maintenance mode is turned off. During these
periods, you should not attempt to log in or use the Cisco Crosswork Planning applications.

• Make a backup of your Cisco Crosswork Planning system before enabling the maintenance mode.

• Notify other users that you intend to put the system in maintenance mode and give them a deadline to
log out. The maintenance mode operation cannot be canceled once you initiate it.

Caution

Procedure

Step 1 To put Crosswork in maintenance mode:
a) From the main menu, choose Administration > Settings > System Settings > Maintenance mode.
b) Drag the Turn on/off maintenance slider to the right, or On position.
c) You will receive a warning message that the system is about to enter maintenance mode. Click Continue to confirm

your choice.

If you wish to reboot, wait for five minutes after system has entered maintenance mode in order to
allow the Cisco Crosswork database to sync, before proceeding.

Note

Step 2 To restart from maintenance mode:
a) From the main menu, choose Administration > Settings > System Settings > Maintenance mode.
b) Drag the Turn on/off maintenance slider to the left, or Off position.

If a reboot or restore was performed when the system was previously put in maintenance mode, the system
will boot up in the maintenance mode and you will be prompted with a pop-up window to toggle the
maintenancemode off. If you do not see a prompt (even when the systemwas rebooted while in maintenance
mode), you must toggle the maintenance mode on and off to allow the applications to function normally.

Note

Update Network Access Configuration
The Network access configuration section specifies the parameters used for network access through SNMP,
Login, and the SAM interface. These parameters can be modified to meet your specific requirements. For
example, you can update the SNMP timeout value according to your needs.
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Before you edit, be aware that your changes will be applied globally and will affect all collections, jobs, and
plan files.

Caution

To edit the network access configuration, do the following:

Procedure

Step 1 From the main menu, choose Administration > Settings > System settings > Collection settings > Network access
configuration.

Step 2 Click theEdit button. An alert window appears informing that modifying the configuration to disable the required service
results in collection failure. If you are changing only the timeout and other parameters, click Confirm.

The page turns editable.

Step 3 Edit the file as per your requirement.
Step 4 Click Save to save the changes.

Download the Network Access Configuration File:

To download the network access configuration file to your local machine, click .

Update Collector Capability
Each collector’s data source and the tables/columns into which they are populating the data are available in
the Collector capability page. In Cisco Crosswork Planning, you can update these configurations as per your
requirement.

Before you update, be aware that your changes will be applied globally and will affect all collections, jobs,
and plan files.

Caution

The collector’s table and column details are configured using the following format:

Collector.table.table-name=ALL/Column list

where ALL indicates that the collector populates all columns in that table. If the collector populates only a
subset of columns, then it is specified as a list of column names separated by comma.

Follow these steps to update the default configurations.

Procedure

Step 1 From themainmenu, chooseAdministration > Settings > System settings > Collection settings > Collector capability.
Step 2 Click the Edit button.

Manage Administrative Tasks
33

Manage Administrative Tasks
Update Collector Capability



The page turns editable.

Step 3 Edit the .txt file as per your requirement.
Step 4 Click Save to save the changes.

Download the Collector Capability Configurations

To download the collector capability configurations to your local machine, click .

Reset to Default Configurations

To reset the configurations to the default values, click Reset default config button at the top right.

Configure Aging
By default, when a circuit, port, node, or link disappears from a network, it is permanently removed and must
be rediscovered. To configure how long Cisco Crosswork Planning retains these elements that have disappeared
before they are permanently removed from the network, complete the following steps.

Before you configure, be aware that your changes will be applied globally and will affect all collections, jobs,
and plan files.

Caution

Procedure

Step 1 From the main menu, choose Administration > Settings > System Settings > Collection Settings > Purge delay.
Step 2 Check the Enable check box to enable aging.
Step 3 Enter the values in the relevant fields:

• L3 port—Enter the time duration for which an L3 port must be kept in the network after it becomes inactive.

• L3 node—Enter the time duration for which an L3 node must be kept in the network after it becomes inactive.

• L3 circuit—Enter the time duration for which an L3 circuit must be kept in the network after it becomes inactive.

The value of L3 node must be greater than or equal to L3 port which in turn must be greater than or
equal to L3 circuit.

Note

Configure Purging of Archived Plan Files
The archived plan files are periodically deleted in Cisco Crosswork Planning to conserve storage space. By
default, the files are retained for 30 days.

Follow these steps to configure the retention period (in days) as per your requirement.

Manage Administrative Tasks
34

Manage Administrative Tasks
Configure Aging



Procedure

Step 1 From the main menu, choose Administration > Settings > System settings > Collection settings > Archive purge.
Step 2 In the Archive retention field, enter the number of days after which the files can be deleted.

For example, if you enter 40 in this field, the plan files older than 40 are deleted.

Step 3 Click Save to save the changes.

Uncheck the Enable check box to disable the purging of archived plan files. Be aware that if you disable it,
storage space will eventually run out.

Note

Configure Static Routes
Static routes are used to reach the devices in a different subset.

Add Static Routes
Follow these steps to add static routes.

Procedure

Step 1 From the main menu, choose Administration > Settings > System settings > Device connectivity management >
Routes.

Step 2 Click . The Add Route IP window appears.
Step 3 Enter the valid IPv4 or IPv6 subnet in CIDR format.
Step 4 Click Add.
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Delete Static Routes
Follow these steps to delete static routes.

Procedure

Step 1 From the main menu, choose Administration > Settings > System settings > Device connectivity management >
Routes.

Step 2 Select the static route you want to delete and click .
Step 3 Click Delete in the confirmation window.
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