
Release Notes for Cisco Smart PHY and Cisco Operations Hub 24.1.1
First Published: 2024-01-31

Last Modified: 2024-03-11

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHERWARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2024 Cisco Systems, Inc. All rights reserved.

https://www.cisco.com/c/en/us/about/legal/trademarks.html


C O N T E N T S

Full Cisco Trademarks with Software License ?

What's New 1C H A P T E R 1

New Features for Cisco Smart PHY and Cisco Operations Hub 24.1.1 1

New Features for Cisco Smart PHY and Cisco Operations Hub 24.1 2

Caveats 5C H A P T E R 2

Open Caveats in Cisco Smart PHY 24.1.1 5

Resolved Caveats in Cisco Smart PHY 24.1.1 5

Open Caveats in Cisco Smart PHY 24.1 6

Resolved Caveats in Cisco Smart PHY 24.1 6

Cisco Bug Search 6

Other Important Information 9C H A P T E R 3

Software Version Compatibility For Cisco Smart PHY 24.1.1 and 24.1 9

Cisco Smart PHY Documentation References 10

Release Notes for Cisco Smart PHY and Cisco Operations Hub 24.1.1
iii



Release Notes for Cisco Smart PHY and Cisco Operations Hub 24.1.1
iv

Contents



C H A P T E R 1
What's New

Explore the Content Hub, the all new portal that offers an enhanced product documentation experience.

• Use faceted search to locate content that is most relevant to you.

• Create customized PDFs for ready reference.

• Benefit from context-based recommendations.

Get started with the Content Hub at content.cisco.com to craft a personalized documentation experience.

Do provide feedback about your experience with the Content Hub.

Note

Cisco is continuously enhancing the product with every release and this section covers a brief description of
key features and enhancements that were added. It also includes links to detailed documentation, where
available.

• New Features for Cisco Smart PHY and Cisco Operations Hub 24.1.1, on page 1
• New Features for Cisco Smart PHY and Cisco Operations Hub 24.1, on page 2

New Features for Cisco Smart PHY and Cisco Operations Hub
24.1.1

DescriptionFeature

Infrastructure and Deployment Enhancements

You can optionally deploy an All in one (AIO) or Multi-node cluster with a single
vNIC.

Single NIC for NB
and SB
communication for
Multi-node cluster

RPD Provisioning
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DescriptionFeature

In this release, we have updated the MAC Domain Split functionality in Smart PHY.
The Modification affects the validations for US Bonding Groups in a Service Group
Profile, where additional validations for US Channels are included in Service Group
Profile.

MAC Domain Split
and US Bonding
Group
Enhancements

Other Enhancements

We have upgraded the Embedded NSO version to 6.1.8.NSO Enhancements

New Features for Cisco Smart PHY and Cisco Operations Hub
24.1

DescriptionFeature

Infrastructure and Deployment Enhancements

You can use guided flows in the Operations Hub Deployer GUI to:

• Install a new cluster.

• Upgrade, patch, and provision NIC on existing clusters.

• Validate a cluster configuration file before using it.

Auto Deployer User
Interface
Enhancements

We have included multiple Security patches, upgraded 3rd party components and
upgraded the Grafana version to 9.2.20.

General Upgrades

RPD Provisioning and NSO Enhancements

Cisco Smart PHY supports 2x4 RPD configurations in addition to 1x1, 1x2, and 2x2
RPD configurations.

Support for 2x4 RPD

• When you create an SSD Profile, you can use a Wildcard character when you
input the RPD Vendor and RPD Model names.

• File Path in SSD profiles is supported.

Support for Using a
Wildcard Character
in the RPD Vendor
and RPD Model
Names

Smart PHY can handle Error Notifications fromRPD. Smart PHY adhers to CableLab
specifications.

NTF-ERR Support

In this release, we have enabled:

• Easier identification of RPD Config Push errors.

• Enhanced retry mechanism for Config Push Errors.

Enhancements for
RPD Config Push
Errors

We have upgraded the Embedded NSO version to 6.1.6.NSO Enhancements

Reconciliation Enhancements

Release Notes for Cisco Smart PHY and Cisco Operations Hub 24.1.1
2

What's New
New Features for Cisco Smart PHY and Cisco Operations Hub 24.1

https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#provisioning-rpds-with-mac-domain-split
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#provisioning-rpds-with-mac-domain-split
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#provisioning-rpds-with-mac-domain-split
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#provisioning-rpds-with-mac-domain-split
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/installguide/b-smart-phy-application-installation-guide-24-1/m-deploying-smartphy.html#auto-deployer-user-interface
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/installguide/b-smart-phy-application-installation-guide-24-1/m-deploying-smartphy.html#auto-deployer-user-interface
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/installguide/b-smart-phy-application-installation-guide-24-1/m-deploying-smartphy.html#auto-deployer-user-interface
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#Cisco_Generic_Topic.dita_2bb1cf12-57dd-4f79-9bb5-4505d4cbba6b
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#secure-software-download-for-rpd
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#secure-software-download-for-rpd
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#secure-software-download-for-rpd
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#secure-software-download-for-rpd
https://www.cisco.com/content/en/us/td/docs/cable/cbr/administration/guide/smartphy/userguide/b-smart-phy-application-user-guide-24-1/m-managing-rpds.html#secure-software-download-for-rpd


DescriptionFeature

Smart PHY’s cBR-8 configuration reconciliation logic is enhanced. You can trigger
reconciliation for multiple cBR-8 simultaneously and perform reconciliation on one
or more selected RPDs for a cBR-8 router. You can also reconcile 2x4 RPDs.

cBR-8Configuration
Reconciliation Logic
Enhancements

We have added enhanced reporting functionalities to review deviation and reconciliation
actions offline.

Reconciliation
Reporting
Enhancements
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C H A P T E R 2
Caveats

This chapter describes open severity 1 and 2 caveats and select severity 3 caveats.

The Open Caveats section lists open caveats that apply to the current release and may apply to previous
releases. A caveat that is open for a prior release and is still unresolved applies to all future releases until it
is resolved.

The bug IDs are sorted alphanumerically.

The Caveats section includes the bug ID and a short description of the bug. For details on the symptoms,
conditions, and workaround for a specific caveat you must use the Bug Search Tool.

• Open Caveats in Cisco Smart PHY 24.1.1, on page 5
• Resolved Caveats in Cisco Smart PHY 24.1.1, on page 5
• Open Caveats in Cisco Smart PHY 24.1, on page 6
• Resolved Caveats in Cisco Smart PHY 24.1, on page 6
• Cisco Bug Search, on page 6

Open Caveats in Cisco Smart PHY 24.1.1
There are no new open caveats in the Cisco Smart PHY 24.1.1 release.

Resolved Caveats in Cisco Smart PHY 24.1.1
HeadlineIdentifier

After a Smart PHY upgrade, cBR-8 is appearing offline in Smart PHY UICSCwi60786

Support overlapping US bonding group with MD Split in Smart PHYCSCwi72496

Incorrect deviation seen after modifying Latitude / Longitude values for Video CoresCSCwi82324

Incorrect reconcile report in 2x4 RPD for DS 1st Logical Pairing RF parametersCSCwi82325

Incorrect deviation report seen for US Port #1 RF Profile in 1x2 RPDCSCwi82326

The primary-vip-ipv6 for any MN setup should have a CIDR value in between the
range 1 to 112

CSCwi87379
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HeadlineIdentifier

Smart PHY generates extra channels in fiber-node that were not defined in service
group profile

CSCwj04290

SSH algorithm mismatch warning seen in cBR8CSCwj15305

Reconciliation shows deviation when 2x2 RPD configured on same data and video
are same

CSCwj15741

cBR8 is not coming online in Smart PHY because of AAA authentication failureCSCwj33102

Reconciliation reports config deviation for 2x4 when none is presentCSCwj35243

Open Caveats in Cisco Smart PHY 24.1
HeadlineIdentifier

After a Smart PHY upgrade, cBR-8 is appearing offline in Smart PHY UICSCwi60786

Support overlapping US bonding group with MD Split in Smart PHYCSCwi72496

Resolved Caveats in Cisco Smart PHY 24.1
HeadlineIdentifier

DSG TgList is not reconciled properlyCSCwh88982

Highlighted Configuration deviation was offset by one line in the reconcile reportCSCwh88989

Service definition 1/3 side bar displays values as "-" when set to "0"CSCwh97305

Health Monitoring & RBAC APIs fail with 500/401 error inconsistentlyCSCwi07723

Cisco Bug Search
Use the Cisco Bug Search Tool to access open and resolved bugs for a release.

The tool allows you to search for a specific bug ID, or for all bugs specific to a product and a release.

You can filter the search results by last modified date, bug status (open, resolved), severity, rating, and support
cases.
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information, see What’s New in Cisco Product Documentation.

To receive new and revised Cisco technical content directly to your desktop, you can subscribe to the What’s
New in Cisco Product Documentation RSS feed. The RSS feeds are a free service.
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C H A P T E R 3
Other Important Information

• Software Version Compatibility For Cisco Smart PHY 24.1.1 and 24.1, on page 9
• Cisco Smart PHY Documentation References, on page 10

Software Version Compatibility For Cisco Smart PHY 24.1.1 and
24.1

The following table shows the supported operating systems, web browsers, and the versions of Cisco cBR-8
router and RPD that are compatible with Cisco Smart PHY Application 24.1.1 and 24.1.

Table 1: Software Version Compatibility For Cisco Smart PHY 24.1.1 and 24.1

Supported VersionsSoftware

• Mac OS 12 and later

• Windows 10 and later

Operating System

• Mozilla Firefox Version 122 and later

• Google Chrome Version 120 and later

• Microsoft Edge Version 120 and later

Browser

• Cisco IOS XE Dublin 17.12.1x

• Cisco IOS XE Cupertino 17.9.1y1

Cisco cBR-8 Router

• Cisco RPD 10.7 (Compatible with Cisco IOS XE Dublin 17.12.1x)

• Cisco RPD 10.6 (Compatible with Cisco IOS XE Cupertino 17.9.1y1)

• Cisco RPD 10.5 (Compatible with Cisco IOS XE Cupertino 17.9.1y1)

Cisco RPD
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Supported VersionsSoftware

Cisco Smart PHY 24.1 Release is upgrade ready. You can upgrade to 24.1
from 23.3, 23.2, 23.1, 22.4, and 22.3.1 releases.

Cisco Smart PHY 24.1.1 Release is upgrade ready. You can upgrade to 24.1.1
from 24.1, 23.3, 23.2, 23.1, 22.4, and 22.3.1 releases.

Smart PHY Upgrade

Cisco Smart PHY Documentation References
We recommend that you view the field notices for this release to see if your software or hardware platforms
are affected. If you have an account at Cisco.com, you can find the field notices at
http://www.cisco.com/en/US/customer/support/tsd_products_field_notice_summary.html.

If you do not have an account at Cisco.com, you can find the field notices at
http://www.cisco.com/en/US/support/tsd_products_field_notice_summary.html.

Cisco Smart PHY is generally available for field deployment. However, we recommend that you validate and
qualify Cisco Smart PHY in a limited field trial with your specific network configuration requirements in
order to ensure a smoother, faster, and successful field deployment.

Note

For information on Cisco Smart PHY, go through the following links:

• Cisco Smart PHY Install and Upgrade Guides

• Cisco Smart PHY User Guide

• Cisco Operations Hub and Smart PHY REST API Guide

• Cisco Smart PHY Other Product Documentation
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