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Introduction

This document describes how to investigate the RCMcChassisReload trap due to RCM Initiated Reload in
StarOS.

Background Information

The Redundancy Configuration Manager (RCM) is a Cisco proprietary node/network function (NF)
that provides redundancy of StarOS-based User Plane (UP) / User Plane Function (UPF). The
RCM provides N:M redundancy of UP/UPFs wherein "N" is the number of Active UP/UPFs and is
less than 10, and "M" is the number of Standby UP/UPF in the redundancy group. The RCM
monitors its UP/UPFs for failures and initiates a switchover to a standby UP/UPFs.

Unplanned switchovers occur due to issues in the UP and it gets rebooted without manual
intervention. When an unplanned switchover happens, the Bidirectional Forwarding Detection
(BFD) monitor Pod detects that the UP has gone down and triggers the RCM Controller to start the
switchover mechanism. The RCM controller chooses a Standby UP and the Redundancy Manager
Pods to push configuration and checkpoints to the new UP.

The manual switchover can be initiated from the RCM with rcm switchover source <source_ip_address>
destination <dest_ip_address> command.

RCMChassisReload Trap

The RCMChassisReload trap due to RCM Initiated Reload IS reported in StarOS.

Similar logs are reported when the reload occurs due to BFD failure and manual command
execution.

Logs due to BFD failure:

2022- Nov- 03+12: 35: 28. 682 [snnp 22002 info] [1/0/6083 <vpnngr:5> trap_api.c:11832] [software
internal systemsyslog] Internal trap notification 1427 (RCMChassisReload) RCM Chassis Reload
Reason: (2) RCM Initiated Reload

2022- Nov- 03+12: 35: 28. 682 [srp 84201 info] [1/0/6083 <vpnngr:5> vpnngr_rcm c: 1492] [context: RCM



contextI D: 5] [software internal systemsyslog] RCM Attenpting to rel oad UPF.

2022- Nov- 03+12: 35: 28. 735 [snnmp 22002 info] [1/0/5271 <cspctrl:0> trap_api.c:17907] [software
internal systemsyslog] Internal trap notification 1521 (CseShut DownNotify) Shutdown reason
"Rel oad chassis requested by CLI command”

Logs due to manual switchover command:

2022- Nov- 03+12: 41: 04. 984 [snnp 22002 info] [1/0/ 6073 <vpnngr:5> trap_api.c: 11832] [software
internal systemsyslog] Internal trap notification 1427 (RCMChassisReload) RCM Chassis Reload
Reason: (2) RCM Initiated Reload

2022- Nov- 03+12: 41: 04.984 [srp 84201 info] [1/0/6073 <vpnngr:5> vpnngr_rcmc: 1492] [context: RCM
contextI D: 5] [software internal systemsyslog] RCM Attenpting to reload UPF.

2022- Nov- 03+12: 41: 05. 014 [snnmp 22002 info] [1/0/5265 <cspctrl: 0> trap_api.c:17907] [software
internal systemsyslog] Internal trap notification 1521 (CseShut DownNotify) Shutdown reason

"Rel oad chassis requested by CLI comrand”

Data Collection and Analysis

The RCM switchovers are shown in the rcm show-statistics switchover command output.

In the example, the latest switchover at15:28:14 on Nov 3
was due to BGP failover on the UP/UPF, while prior switchover was at 15:14:23 on Nov 3 due to manual command switchover from
RCM.

[unknown] rcm# rcm show-statistics switchover
Thu Nov 3 15:39:10.486 UTC+00:00

message :

{

"stats_history": [

{

"status": "Success",

"started": "Nov 3 15:28:12.315",

"ended": "Nov 3 15:28:14.107",
"switchoverreason": "BGP Failure",
"source_endpoint": "192.168.60.3",
"destination_endpoint": "192.168. 60. 4"
H

{

"status": "Success",

"started": "Nov 3 15:13:48.808",
"ended": "Nov 3 15:14:23.670",

"swi t choverreason": "Planned Switchover",
"source_endpoint": "192.168.60.4",
"destination_endpoint": "192.168. 60. 3"

H

{

In case the reason for the RcMchassisReload IS not identified from the log then collect the data:

- Collect show support details from active and standby UP/UPFs.
- Collect syslog information from active and standby UP/UPFs.
. Collect rcm support-summary and syslog information from the RCM.

- Check RCM Pod events: Verify Kubernetes pods
ubunt U@CUPS- RCM- 01: ~$ kubectl get pods -n rcm
NAVE READY STATUS RESTARTS AGE
docunent ati on- 65d698cf bb-1941g 1/1 Running 0 161d
etcd-rcmetcd-cluster-0 2/2 Running 0 161d
gr af ana- dashboar d- et cd-rcm 65bd789-t57pq 1/1 Running 0 161d
ops-center-rcm ops-center-6f946946¢c7-W png 5/5 Running 0 161d



pr onet heus-rul es- et cd-5c5cff47c6-vlzr7 1/1 Running 0 161d
rcm bf dmgr - 7f d47466c¢4- xm@9h 1/1 Running 0 161d

rcm checkpointmgr-0 1/1 Running 0 161d

rcm checkpointnmgr-1 1/1 Running O 161d

rcm checkpointnmgr-2 1/1 Running 0 161d

rcm checkpointmgr-3 1/1 Running 0 161d

rcm confi gngr-569f 6d89¢5-9g7ztg 1/1 Running 0 161d

rcmcontrol |l er-775c4cc7bb-q96n6 1/1 Running 0 161d
smart - agent -rcm ops- cent er - 5¢c475b6bd- 2pl c6 1/1 Running 1 161d

Collect the describe command of the checkpoint manager

ubunt u@CUPS- RCM 01: ~$ kubectl describe pod rcm-checkpointmgr-0 -n rcm
Name: rcm checkpointngr-0

Nanmespace: rcm

Priority: O

Node: rcm 10.10.1.1

Start Tine: Wed, 01 Jun 2022 23:38:40 +0000

Label s: conponent =r cm checkpoi nt ngr

control |l er-revi si on- hash=rcm checkpoi nt ngr - 566cdd886f

rel ease=rcmrcm chkpt ngr

st at ef ul set. kuber net es. i o/ pod- nane=r cm checkpoi nt ngr-0

Annot ati ons: cni.projectcalico.org/containerlD:

Odeal5df 9e41a9195d9827cdb257430bab3257bad3417281f b6c8f 3d3ed146¢cc
cni . projectcalico.org/podl P: 10.42.0.72/32

cni . projectcalico.org/podl Ps: 10.42.0.72/32

promet heus.i o/ port: 8081

promet heus. i o/ scrape: true

sidecar.istio.io/inject: false

Stat us: Runni ng

IP: 10.10.0.72

| Ps:

IP: 10.10.0.72

Control |l ed By: Stateful Set/rcm checkpoi ntngr

Cont ai ners:

rcm checkpoi nt ngr:

Contai ner I D docker://b86826c43e191f 0266a1489ef 6f 0398b21c1801d6a79e40093aed6e3c023ba4dd
I mage: dockerhub. ci sco. conism -fuse-docker-internal/nobile-cnat-rcmrcm
chkpt mgr/v21. 27. x/ rcm chkpt ngr: 0. 0. 5- 38a8de3

I mage | D: docker://sha256: adc4013783f 60f 6413f a8leb2bf 16a652f ddcd8d164e469368c2587560e42hc8
Ports: 9900/ TCP, 9300/ TCP, 8080/ TCP, 8081/ TCP

Host Ports: 0O/ TCP, O/ TCP, 0O/ TCP, 0O/ TCP

Conmmand:

/usr/ 1 ocal /bin/run-app

State: Running

Started: Wed, 01 Jun 2022 23:38:44 +0000

Ready: True

Restart Count: O

Envi ronnent :

K8S_ NAMESPACE: rcm

GODEBUG: nmadvdont need=1

GOGC: 25

GOTRACEBACK: crash

SERVI CE_NAME: rcm checkpoi nt ngr

DATACENTER _NAME: DC

CLUSTER _NAME: Local

APPLI CATI ON_NAME: RCM

RCM_CHKPT_PCD_| P: (v1:status. podl P)

RCM_CHKPT_PCOD_NAME: rcm checkpoi ntngr-0 (v1: net adat a. nane)

| NFRA_PROMETHEUS PORT: 8081

Mount s:

/config/rcmlogging fromrcml oggi ng-vol ume (ro)
/var/run/secrets/kubernetes.iol/serviceaccount from kube-api-access-6828r (ro)
Condi ti ons:

Type Status



Initialized True

Ready True

Cont ai ner sReady True

PodSchedul ed True

Vol unes:

rcm | oggi ng- vol une:

Type: ConfigMap (a vol une popul ated by a Confi ghap)

Nare: infra-1|oggi ng-conf

Optional: fal se

kube- api - access- 6828r:

Type: Projected (a volune that contains injected data fromnultiple sources)
TokenExpi rati onSeconds: 3607

Confi gMapNane: kube-root-ca.crt

Confi gMapOptional : <nil>

Downwar dAPI : true

QS C ass: BestEffort

Node- Sel ect ors: nodeType=RCM

Tol erations: node. kubernet es.i o/ not-ready: NoExecut e op=Exi sts for 300s
node. kuber net es. i o/ unr eachabl e: NoExecut e op=Exi sts for 300s

Events: <none>

Check the current logs of the Pod

ubunt U@UPS- RCM 01: ~$ kubectl logs rcm-checkpointmgr-0 -n rcm | more
2022/ 11/ 09 20: 19: 01. 554 rcm checkpoi nt ngr [ DEBUG [ Topol ogyDat a. go: 295]
[infra.topol ogy.core] Setting state of the application as APP_STARTED
2022/ 11/ 09 20: 19: 01. 558 rcm checkpoi nt ngr [ DEBUG [ Topol ogyDat a. go: 295]
[infra.topol ogy.core] Setting state of the application as APP_STARTED

If a Pod has crashed, the logs from the previous Pod can be collected with -p option
ubunt u@UPS- RCM 01: ~$ kubectl logs <pod name> -n rcm -p

Related Information

RCM Configuration and Administration Guide



https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-user-plane-function/products-installation-and-configuration-guides-list.html
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