Behavior of IDFT Feature in StarOS
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Introduction

This document describes the behavior of the Indirect Forwarding Tunnel (IDFT) Feature in Control
and User Plan Separation (CUPS) and legacy/baremetal setup.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- StarOS
- Serving Gateway(SGW) function related to IDFT

Components Used

The information in this document is based on the SGW - 21.25.9 (in legacy and CUPS) software
and hardware versions.

The information in this document was created from the devices in a specific lab environment. All

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

SGW supports IDFT procedures for creation and deletion, which are applicable for Pure-S and
Collapsed calls with multi-Packet Data Network (PDN) and multi-bearers. This feature is
applicable for IDFT support with or without SGW relocation and collision scenarios.

The IDFT feature supports these functionalities:



- Create IDFT request for Collapsed, Pure-S, a combination of Collapsed and Pure-S multi-
PDN calls with multiple bearers.

- Data transfer on downlink and uplink IDFT bearers.

- Deletion of IDFT request from Mobility Management Engine (MME). Also, timer-based
deletion of IDFT bearer after expiration of a default value of 100 seconds, if the MME does not
send an IDFT request for deletion.

. Deletion of IDFT PDN, which includes Clear/Delete subscribers from MME/P-GW, when
normal PDN goes down.

- Sx-Path Failure Handling in case of Pure-S and collapsed calls at the time of IDFT
Active/IDFT Create Sx-Pending state.

- Message interaction and collision at the time of IDFT PDN establishment or deletion with any
other procedure.

- S11/S5 and Sx-Path Failure Handling on non-IDFT PDN is now supported when IDFT PDN is
Active.

Configure IDFT

This section describes the CLI commands available in support of the IDFT feature.

On Control Plane, use these CLI commands to enable or disable the IDFT feature.

configure
cont ext context_nane
SgwW- servi ce service_nane
[ default | no ] egtp idft-support
end

Problem

SGW Processes the Create IDFT Request even when the feature is off. This behavior is seen in
legacy/baremetal nodes.

Here is the IDFT configuration present in the node:

sgw-servi ce SGW SVC
accounting context EPC gtpp group default
accounti ng node gtpp
associ ate i ngress egtp-service S11- SGWV

associ ate egress-proto gtp egress-context EPC egtp-service S5-S8- SGW



no egtp idft-support

feature is off in the node.

Analysis

S

| DFT

The traces and debug logs are taken through simulation of this scenario in the lab and the
behavior of Create IDFT Request and Create IDFT Response is seen.

1) MME sends the Create IDFT Request to SGW.

PR — 921081200 W wivve
12 9.000. 2822-87-11 19.1.17.1 192.162.1.10a GTPv2
13 10.45. 3032-87-11 192.168.1.109 18.1.17.1 aTevz
14 9,000 2022-97-11 19:49:19. 737000 19,1.17.1 192.168.1. 189 GTPve
15 21,18 2022-07-11 10:49: 10, 924800 192,168,1,300 19.1.17.1 41Pv2
16 8004 J022-87-11 10:40:30. 025800 10.4.4.1 193.168.1.108 are

17 9.088_ 2022-87-11 19:40:30. 025888 16.1.17.1 192.162.1. 188 Gt
18 ©.864_ J822-87-11 18:40:38 0830458 192.168.1.188 18.1.4.1 aTe

19 9.088. 2022-87-11 19:49:39.939900 19.1.4.1 192.168.1.106 aTP

28 38.14. 2822-87-11 18:58:81.131888 18.1.18.1 18.1.9.1 GTPv2

Frame 13: 76 bytes on wire (608 bits), 76 bytes captured (688 bits)
Ethernet 1T, Src: B@:00:00_00:00:00 (09:00:00:00:00:00), Dst: GD:00:00_00:00:00 (00:00:00:00:60:00)
Internet Protocol Version 4, Src: 192.168.1.199, Dst: 10.1.17.1
User Datagram Protocol, Src Port: 10049, Ost Port: 2123
v GPRS Tusaeling Protedsl V2
Flags: Budh
Message Type: Create Indirect Data Forwarding Tunnel Request (166)
Message Length: 36
Tunnel Endpoint Identifier: BuBGGBOOS (2147516421)
Seguence Number: GuBaDo2 (2}
Spare: @
* Bearer Context i [Grouped €]
IE Type: Bearer Contest (93)
I Length: ii
o0 ... = (R Flag: @
... B0 = Ingtance: @
EPS Boarer ID (EBI) : 5
Fully Qualified Tunnel Endpoint Identifier (F.TEID)

Request accepted,Request accepted

Request sccepted,Request accepted

RequEst accepted, Request accepted

: eodeB GTP-U interface for DL data forwarding, TEID/GRE Key: Oul98111ad, IPvd 192.168.1.196

rogLry searer mequest
Wodify Bearer Respomee

Create Indirect Duta Forwarding Tunnel Request
Create Indirect Dota Forwarding Tunnel Response
Modify Bearer Request

Eed Harker

Wadify Bearsr Respomse

End Maricer

Erdl Harker

Echo Request
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2) SGW processes the request and sends the response Create IDFT Response back to MME with

the cause 'Request accepted'.

110,065 2022-07-11 10:49: 09, 266000 152, 1681100 10.1.17.1 oTPvz
11 0,000 FO2I-97-11 10:49:00, 21RO i9.1.47.1 192.1648.1. 109 arevi
13 10,40 2022-87-11 L PIEOM 193, 168.1. 100 10.1.17.1 GTRv2
14 @.801- 1822-87-11 .T3iTe0e 18.1.17.1 192, 168.1. 108 GTPv2
15 11.18_ 2822-87-11 014000 192.163.1.188 18.1.17.1 GTPv2
16 B.081_ 1022.97-11 10:49:30.925008 18.1.4.1 192.168.1.108 TP

17 9.909. 2022-97-11 10:49:30.925000 10.1.17.1 192.168.1.100 GTPYZ
18 .064_ 3022.87-11 10:45:30.359008 152.165.1.188 108.1.4.1 (]

19 9.000_ 2022-87-11 10:49:30.589000 10.1.4.1 192.168.1.106 GTP

20 39.14. 2022-87-11 10:50:01.131000 19.1.10.1 108.1.9.1 GTPv2

Message Lengih: B1
Turmel Endpodnt Identifier: Gwlda10edl {268500993)
Sequence Nusber: Bdd00e2 (1)
Spare: 0
W Caase o Request accepted (16)
IE Types Couse (1)
16 Length: 2
008 ... = CR Flag: ©
oo DO = Tmstance: @
Cause: Requost accepted (16)
8698 8... = Spare bit(s): @
= PCE (PON Conmectlon IE Error): False
& = BCE (Bearer Context IE Error): False
....... & = C3 (Cause Source): Originated by node sending the message
~ Besrer Context : [Grouped IE]
1€ Type: Bearer Context (93)
IE Length: 63
W L. =GB Flags @
vema N = Dmstance: @
£PS Bearer ID (EBI) : 5
w [Cauge @ Eequest accepted (16)
IE Type: Cause (2)
IE Length: 2
eadd .... = (R flag: @
.. BOGD - Instance: B
Cause: Request accepted (16)
0 = Spare bit{s): @
= FCE {PON Connection IE Error): False
= BCE {Bearer Context IE Error): False
. = L5 (Cowse Source): Originated by node sending the message
Fully Qualified Tunsel Endpolnt Tdentifier (F-TEID) : SO GTP-U laterface for doth Forwsrding,
Fully Qualified Tunmel Erdpolnt Idestifies (F-TEID) : Th-U inmerface for data ferwarding, =BIIGMS, 1Pvd
Fully Qualified Tunmel Endpolnt Identifier (F-TEID) : SGW GTP-U interface for date forwarding, XBOOIO0IS, TPvi
Fully Qualified Tunmel Endpolint Identifier (F-TEID) : SGW GTP-U interface for data forwarding, TEID/ORE Key: GxBOGISOOS, IPva

i ExHOSIBNNS, 1Pvi

Request accepted, Request accepted

Request accepted, Request accepted

Request accepted,Request accepted

10.1.4.1
19.1.4.1
10.1.4.1
18.,1.4.1

In this Create IDFT Response it is expected that SGW must send
cause 'Data Forwarding not supported' as this feature is disabled in the configuration.

The same configuration is used in the CUPS setup:

1) MME sends the Create IDFT Request to SGW.

Hodify Bearer Request

Medify Bearer Response

Craat iract Data Fosuardieg Tussal Requast
Create Indirect Data Forwarding Tumeel Response
Hedify Bearer Request

Erdl Harker

Modify Bearer Response

Erd Marker

Erd Marker

Echo Request
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Create IDFT Response with the



B 0113 SBELTUTLY BOIUNIUY. LR LMEL 100 1. L FT TR
5 9.000. 1922-87-15 05:05:99, 174009 1e.1.18.1 152.168.1. 189
6 @.345. 2922-87-15 B:05:99. 519000 192.168.1.188 18.1.28.3
7 @.009. 1922-87-15 08:05:99. 519000 18.1.38.3 152.168.1.188
B 26.29_[3922.97-15 B8:05:135. 726000 |182.168.1.100 18.1.18.1
9 9.009 J022-27-15 @B:05:35.726000 18.1.18.1 192.168.1. 180
18 3752 2022.07-15 A8:05:30. 518000 192.168.1.108 18.1.20.3
11 9.0e0. 2822-07-15 @B:05:39.518000 18.1.20.3 192.168.1.188
12 @.874_ 2022-87-15 @8:05: .38.3 152.168.1.108
13 9.091- 2822-87-15 @6:85: 39.593000 -1.188 18.1.39.3
14 29.52 1022-87-15 B8:06:99.517008 192.168.1.188 18.1.28.3
15 9,000 2022-07-15 @B:06:99.517004 18.1.20.3 192.168.1.188
16 2.002- 1022-87-15 @8 18.1.18.1 152.168.1.189
17 9.610. 2022-07-15 @606 192.168.1.10% 18.1.18.1
18 9.082_ 2832-87-15 88:06:12,131008 18.1.18.1 152.168.1. 188

* Frame B: 76 bytes on wire (688 bits), 76 bytes captured (685 bits)
5 Ethernet 1T, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:20:00:00:04)
> Internet Protocel Versien 4, Sec: 152.168.1.188, Dst: 10.1.18.1
* User Datagram Protocol, Src Port: 18888, Dst Port: 2123
v GPRS Tumamelimg Pratocel V2
3 Flags: Ondg
Massage Type: Create Indirect Data Forvarding Tunmel Request (166)
Meszage Length: 10
Tumnel Endpoint Identifier: GxS0000006 (2147483654)
Sequence Humber: ExdeoBNd (2)
Spare: @
v Bearer Context : [Grouped 1£]
1€ Type: Bearer Context (93}
IE Longth: 18
0000 ... = (R flag: @
... ED00 = Instance: @
EPS Basrer ID (EBI) : 5

wiFve
GTPw2
aTP
GTP
6TPw2
GTPw2
&TP
6P
&TF
aTP
GTP
TP
GTP2
TP
GTP2

Request accepted,fequest accepted

Data forwarding not supported

Request accepted,fequest acceptod

Fully Qualtfied Tunmel Endpolet Identifier (F-TEID) : elioded GIP-U iaterface for DL data forwaeding, TEIDSGRE Key: 92090108089, IPvd 192,158.1.186

2) SGW processes the request and sends the response Create IDFT Response
the cause 'Data Forwarding not supported'.

18.1.28.3

192.168.1.186

B 26.10- 1032-87-15 ©8:05:35.726000 152.168.1. 100 18.1.18.1
9 0000 2922-87-15 08:05:35. 726000 19.1.18.1 192.168.1. 188
18 3,792 J022-07-15 ©8:95:39,.510800 192.163.1, 188 18.1.28.3
11 9,888 2922-07-15 88:85:35.518000 18.1.29.3 192.168.1. 188
12 9,874 1022-27-15 8:05:39.501000 18.1.29.3 192.168.1.18%
13 @801 2023.97-15 88:05:35 503000 192.168.1.108 18.1.28.3
14 29.92- 3022-07-15 ©88:06:09.517000 192.168.1.188 18.1.20.3
15 @.8ea_ 2023.97-15 88 S176a8 18.1.28.3 192_168.1.188
16 2.002- 2923-87-15 88: 519000 19.1.18.1 192.168.1. 184
17 @.616_ 2932-97-15 84:085:12 120000 192.162.1.108 18.1.18.1
18 @.0a2 2022-07-15 98:06:12.131000 19.1.18.1 192.168.1. 188

» Frame 9: 68 bytes on wire (480 bits), 68 bytes captured (480 bits)
> Ethernst 11, Sre: 09:09:00_00:00:00 (00:00:09:00:00:09), Dst: 09:09:90_09:00:00 (08:00:00:09:00:00)
Internet Protocol Version 4, Sre: 10.1.10.1, Dst: 192.168.1.180
» User Datagram Protocel, Sec Perr: 2123, Dst Port: 10899
v GPRS Tumneling Protocol W2
Flags: @xa5
Message Type: Create Indirect Data Forwarding Tunnel Response (167)
Messoge Length: 14
Tunnel Endpoint Identifier: Bx19010001 (268500993}
Sequence Humber: DxB00002Z (2)
Spare: @
~ Cause ; Data forwarding not supported (106)
1€ Type: Cause (2)
IE Length: 2
2000 ..., = CR flag: @
cea. BOBO = Instance: &
Couse: Dats Forwarding rot suppocted (106)
B8 B_.. = Spare bit(s): @
. = PCE (PDN Conmection 1E Ervor): False

ceee .28, = BCE (Baarer Context IE Ervor): False
....... @ = (5 (Cause Source): Originated by node sending the message

&P
GTPvE
GTPwZ
GTP
&P
GTP
&TP
GTP
TP
GTPW2
GTPVZ
GTP2

Data farwarding not supparted

Request accepted, Request accepted

From the admin guide, to enable this feature you need to perform these steps:
On Control Plane, use these CLI commands to enable or disable the IDFT feature.

configure
cont ext context_nane
SgW- servi ce servi ce_namne
[ default | no ] egtp idft-support

end

FODLTY Dearer mequest
Modify Bearer Response

Eche request

Eche response

Ereate Indirect Data Forwarding Tunnel
Create Indirect Dits Forwarding Tunnel.
Echo request

Echo response

Echo request

Echo response

Echo request

Echo respanse

Echo Request

Modify Bearer Request

Modify Bearer Respense

>
o) 03 0D B0 00 00 B0 00 0D 0D 00 B0 BB 00 45
EIER o0 01 00 99 49 11 a4 20 c@ ab 91 64 da
@a 21 27 10 0F 4b 0 22 Bd o5 45 a6 02 le B0
OO 85 0D 80 B 98 54 80 12 99 49 90 81 0 a5
@) 09 00 93 2091 89 89 <D 4B 0 G

back to MME with

Echo response |
Create Indirect Data Forwarding Tumnel-
Create Indirect Data Forwarding Tumnel.
Echo request
Echo response
Echo request
Echo response
Echo request
Echo response
Echa Request
Medify Bearer Haguast
Modify Bearer Response
»

L] 00 89 29 08 90 &
B0 Ze 00 01 00 00 40 11 a2 b0 @0 91 02 81 ©
@1 62 05 40 27 10 09 Ja 31 99 48 a7 00 00 D
B0 91 00 00 92 02 02 B9 B2 00 fa B9

If you follow these steps in legacy to enable/disable the service, you cannot see any options to

toggle it.

[ sgw] TI TAN- ULTRA- 001( confi g- sgw service)# egtp



cause-code - Configuration to related to handling failure response from peer
change-notification-req - Configuration related to handling change notification request

nmodi fy- bearer-req - Configuration related to handling Mdify Bearer Request

[ sgw] TI TAN- ULTRA- 001( confi g- sgw service)# no egtp
cause-code - Configuration to related to handling failure response from peer
change-notification-req - Configuration related to handling change notification request

nmodi fy- bearer-req - Configuration related to handling Mdify Bearer Request

When you try to enable/disable it in the CUPS setup, it shows the option to toggle it.

[ SAEGW saegw cpl(confi g-sgw service)# egtp
cause-code - Configuration to related to handling failure response from peer
change-notification-req - Configuration related to handling change notification request
i df t - support - Enabl e/Di sable the IDFT Feature for CUPS. By default, it is disabled
nodi fy- bearer-req - Configuration related to handling Mdify Bearer Request

[ SAEGW saegw cpl(confi g-sgw service)# egtp
cause-code - Configuration to related to handling failure response from peer

change-notification-req - Configuration related to handling change notification request

i df t - support - Enabl e/ Di sable the |IDFT Feature for CUPS. By default, it is disabled
nmodi fy- bearer-req - Configuration related to handling Mdify Bearer Request
Solution

The reason for this behavior is described here:
Legacy behavior:
- There was no CLI in legacy to control IDFT behavior.

- IDFT is always supported in legacy code.



tent Filt

CUPS behavior:

- The CLlI is license controlled, that is, it is available only with a CUPS license.

- It can be enabled/disabled in CUPS.

ated Content Filtez
icn D i

GW Bundle
CP Bundle
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