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Introduction

This document describes how to configure a custom WebAuth with local authentication on a
Wireless LAN Controller (WLC).

Prerequisites

Requirements
Before you configure and customize WebAuth, ensure that your PC:
- Has an IP address on an open Service Set Identifier (SSID)
. Can ping the default gateway
- Can identify and locate the Domain Name Server (DNS) (ipconfig/all)

- Can resolve names (with nslookup)
- Can access the Internet

Components Used

The information in this document is based on these software and hardware versions:



- A 5760 WLC that runs 3.3 code
- Cisco Aironet 3600 Series Lightweight Access Point
- Microsoft Windows 7 Native Wireless Supplicant

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configure
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Authentication, Authorization, and Accounting (AAA)

Here is the configuration for AAA. This configures the authentication and the authorization profiles
in such a way that the clients who connect are authenticated to the local WLC database.



aaa new node

aaa authentication |login |ocal _webauth |oca

aaa aut horization network default | ocal

aaa aut horization credential -downl oad default |oca

Parameter-Map

Here is the configuration for the Parameter-Map. This section provides insight on the how to
configure the Virtual IP address on the WLC and how to set the parameter type, which helps to
specify the redirect URL, Login Page, Logout page, and Failure page. You must make sure that
the flash has these files.

paraneter-nmap type webaut h gl oba
virtual-ipipvd 1.1.1.1

paranet er-nmap type webaut h custom

type webauth

redi rect on-success http://ww. ci sco. com

banner text "C CC global ip for redirect ~C

cust om page | ogin device flash: webauth_l ogin. htm
cust om page success device flash: webaut h_success. htm
custom page failure device flash:webauth_failure.htm
custom page | ogin expired device flash: webauth_expired. ht

Wireless LAN (WLAN) Configuration

Here is the configuration for WLAN. The WLAN is configured for Layer 3 security. This
configuration maps the authentication list to Local_webauth and ensures that the authentication is
handled by the local net users. This calls the AAA configuration that is in the initial step.

w an webauth 1 webauth

client vlan VI anx
no security wpa
no security wpa akm dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes

security web-auth

security web-auth authentication-list |ocal_webauth

security web-auth paraneter-map custom

session-timeout 1800
no shut down

Global Configuration

Use this for the global configuration. Ensure that you have HTTP/HTTPS and IP device tracking
enabled. If you do not enable HTTP/HTTPS, you do not get the web page.

ip http server
i p device tracking

Create Local Users



Use this in order to create local users.

username <username> password 0 <password>

FTP Configuration for File Transfer

Use this for the FTP configuration for file transfer.

ip ftp usernane <usernane>
ip ftp password <password>

Upload to Flash

Use this in order to upload custom HTML files to the Flash: with command:

5760# copy ftp://x.x.x.x/webauth_login.html flash:
Here is an example of Flash content:

W 5760- 2#dir flash:
Directory of flash:/

64649 -rw 1164 Cct 7 2013 04: 36:23 +00: 00 webauth failure.htnl
64654 -rw 2047 Cct 7 2013 13:32:38 +00: 00 webauth_I ogin. htm
64655 -rw 1208 Cct 7 2013 04:34:12 +00: 00 webauth_success. htni
64656 -rw 900 Cct 7 2013 04:35: 00 +00: 00 webauth_expired. htm
64657 -rw 96894 Cct 7 2013 05:05: 09 +00: 00 web_aut h_| ogo. png
64658 -rw 23037 Cct 7 2013 13:17:58 +00: 00 web_aut h_ci sco. png
64660 -rw 2586 Cct 7 2013 13:31:27 +00: 00 web_auth_aup. htm
L

Sample Webauth_login HTM

If this needs any modification or customization, you must involve a developer who knows HTML,
which is not covered by the Cisco Technial Assistance Center.

<HTML><HEAD>
<TI TLE>Aut henti cati on Proxy Logi n Page</TI TLE>
<script type="text/javascript">
var pxypronmptw ndowl;
var pxysubnmitted = fal se;
function submtrel oad() {
if (pxysubmitted == false) {
pxypr onpt wi ndowl=wi ndow. open('"', 'pxyw ndowl',
'resi zabl e=no, wi dt h=350, hei ght =350, scrol | bars=yes');
pxysubmitted = true;
return true;
} else {
alert("This page can not be subnitted twce.");
return fal se;
}
}
</script>
<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8">
<style type="text/css">
body {
background-col or: #ffffff;

}



</style>

</ HEAD>

<BCDY>

<H1><ing src="http://192.168. 2.91/fl ash: web_aut h_I ogo. png" wi dt h="75" hei ght ="50" alt="GCi sco
Logo" | ongdesc="http://ww. ci sco. cont ></ H1>

<center>

<H2> Wrel ess Guest Access Web Aut hentication</H2>

<center>

<iframe src="http://192.168.2.91/fl ash: web_aut h_aup. ht M " w dt h="950" hei ght =" 250"

scrol ling="aut 0" ></i franme><BR><BR>

<FORM net hod=post action="/" target="pxyw ndowl">
User nane: <input type=text name=unane><BR><BR>
Password: <input type=password name=pwd><BR><BR>
<i nput type=submit name=ok val ue=CK onCick="return submtreload();">
</ FORM><noscri pt >
<BR>
<UL>
<H2><FONT COLOR="r ed" >War ni ng! </ FONT></ H2>
<p>JavaScri pt should be enabled in your Wb browser
for secure authentication</p>
<Ll >Fol | ow the instructions of your Wb browser to enable
JavaScript if you would like to have JavaScript enabl ed
for secure authentication</LI>
<BR>OR<BR><BR>
<Ll > Foll ow these steps if you want to keep JavaScri pt
di sabled or if your browser does not support JavaScri pt
<OL><BR>
<LI> Cl ose this Wb brower w ndow</LI| >
<LI> dick on Reload button of the original browser w ndow</LI>
</ OL></ LI >
</ UL>
</ noscri pt >
<cent er>
<p>&nbsp; </ p>
<ing src="http://192.168.2.91/fl ash: web_aut h_ci sco. png" alt="C sco Powered" w dth="215"
hei ght =" 136" al i gn="mi ddl e" | ongdesc="http://ww. ci sco. coni >
</ center>
</ BODY></ HTM_>

Screenshots

Here are some screenshots from the client:

Client connects to WLAN and is automatically redirected:
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Verity

There is currently no verification procedure available for this configuration.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.



	WLC 5760/3850 Custom WebAuth with Local Authentication Configuration Example
	Contents
	Introduction
	Prerequisites
	Requirements
	Components Used

	Configure
	Network Diagram
	Authentication, Authorization, and Accounting (AAA)
	Parameter-Map
	Wireless LAN (WLAN) Configuration
	Global Configuration
	Create Local Users
	FTP Configuration for File Transfer
	Upload to Flash
	Sample Webauth_login HTML
	Screenshots


	Verify
	Troubleshoot


