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Introduction

This document explains how to configure the Wireless LAN controller (WLC) for Extensible Authentication
Protocol (EAP) authentication with the use of an external RADIUS server such as Access Control Server
(ACS) 5.2.

Prerequisites

Requirements
Make sure that you meet these requirements before you attempt this configuration:
« Have a basic knowledge of the WLC and Lightweight Access Points (LAPS)

« Have a functional knowledge of the AAA server
« Have a thorough knowledge of wireless networks and wireless security issues



Components Used
The information in this document is based on these software and hardware versions:
¢ Cisco 5508 WLC that runs firmware release 7.0.220.0
* Cisco 3502 Series LAP
* Microsoft Windows 7 Native Supplicant with Intel 6300—N Driver version 14.3
* Cisco Secure ACS that runs version 5.2
* Cisco 3560 Series Switch
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:
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These are the configuration details of the components used in this diagram:

* The IP address of the ACS (RADIUS) server is 192.168.150.24.

» The Management and AP—manager Interface address of the WLC is 192.168.75.44.

* The DHCP servers address 192.168.150.25.

* VLAN 253 is used throughout this configuration. Both users connect to the same SSID "goa".
However, userl is configured to authenticate using PEAP-MSCHAPV2 and user2 using EAP-FAST.

* Users will be assigned in VLAN 253:

¢ VLAN 253: 192.168.153.x/24. Gateway: 192.168.153.1
¢ VLAN 75: 192.168.75.x/24. Gateway: 192.168.75.1

Assumptions

» Switches are configured for all Layer 3 VLANS.

» The DHCP server is assigned a DHCP scope.

 Layer 3 connectivity exists between all devices in the network.
» The LAP is already joined to the WLC.

e Each VLAN has /24 mask.

* ACS 5.2 has a Self-Signed Certificate installed.

Configuration Steps
This configuration is separated into three high—level steps:

1. Configure the RADIUS Server.



2. Configure the WLC.
3. Configure the Wireless Client Utility.

Configure the RADIUS Server

The RADIUS server configuration is divided into four steps:
1. Configure network resources.
2. Configure users.
3. Define policy elements.
4. Apply access policies.

ACS 5.x is a policy—based access control system. That is, ACS 5.x uses a rule—based policy model instead
the group—based model used in the 4.x versions.

The ACS 5.x rule—based policy model provides more powerful and flexible access control compared to the
older group—based approach.

In the older group—based model, a group defines policy because it contains and ties together three types of
information:

« ldentity information — This information can be based on membership in AD or LDAP groups or a
static assignment for internal ACS users.
« Other restrictions or conditions — Time restrictions, device restrictions, and so on.
« Permissions — VLANSs or Cisco |G%rivilege levels.
The ACS 5.x policy model is based on rules of the form:
« If condition then result
For example, we use the information described for the group—based model:

« If identity—condition, restriction—condition then authorization—profile.

As a result, this gives us the flexibility to limit under what conditions the user is allowed to access the netwol
as well as what authorization level is allowed when specific conditions are met.

Configure Network Resources
In this section, we configure the AAA Client for the WLC on the RADIUS Server.

This procedure explains how to add the WLC as a AAA client on the RADIUS server so that the WLC can
pass the user credentials to the RADIUS server.

Complete these steps:

1. From the ACS GUI, go to Network Resources > Network Device Groups > Location, and click
Create (at the bottom ).



'é:'lls'élc;' Cisco Secure ACS

Filter: | v| Match if: I v| Go | -

I~ Name a Deascription
I”  Alllocations All Locations

2. Add the required fields, and click Submit.

= Name: |LAB
Description: || AB Devices

« Parent A Locations
&% = Required fields

You will now see this screen:



"cll's'éloh Cisco Secure ACS

.1 Network Resources

Location

3. Click Device Type > Create.

'Iclnls'é'c;' Cisco Secure ACS

Device Group - General

o« Name: |5509

Description: [wireless LAN Controller

o Parent ) Device Types
& = Required fields

4. Click Submit. You will now see this screen:



SV

"cln‘s'é'c;' Cisco Secure ACS

Network Resources > Network Device Groups > Device Type
‘.7 Network Resources

DN RS R T RN P

™ vAiDeviceTwpes  All Device Types
r 5508 Wireless LAN Controller

5. Go to Network Resources > Network Devices and AAA Clients.
6. Click Create, and fill in the details as shown here:

o Name jwc-550
D20l [\egiess AN Contiober

|Location |A1 Lozations LAS Seledt
|Doace Tipe [a1 Dowce Types:sees Salect

b TACACD [~

v RADIUS W
o ﬂlmmldsm
)

™ Enave Keywiap

KeyEnenptonkey |
Message Asherticwer Code ey |
Keylnpt Format © ASCE ¢ HEXADECIMAL

= Single I Address
o P [132 108 75484

1P Range(s)

7. Click Submit. You will now see this screen:

Network Resources > Nework Devices and AAA Clens

e | a1 2!
™ Name a IP/Mask NDG:Location NDG:Device Typs Description
T WLC5508 192.1687544/32 Al Locations:LAB All Davice Types 5508 Wireless LAN Controller

Golv

Configure Users

In this section, we will create local users on ACS. Both users (userl and user2) are assigned in group callec
"Wireless Users".

1. Go to Users and Identity Stores > Identity Groups > Create.



afraln
cisco Cisco Secure ACS

o Name. |Wireinss Users

Fdentdy Groups
— - Descriplon: [vireless Users authenfcating over wireless

o Parent [y Groups
§ = Required ssios

) I ’ I ]
::I'Sé(; Cisco Secure ACS

© Users and Wentity Stores

|aentily Groupe

Idenlity Group Rool
Wirsless Users  Wireless Users authenticating over wirsless

3. Create users userl and user2, and assign them to the "Wireless Users" group.

a. Click Users and Identity Stores > Identity Groups > Users > Create.

"cll's'élc;' Cisco Secure ACS

“ Name lusert Slatus: | Enabled ¥
Descrigion.  PEAP.mEchagn2 users
< Wentiy Group (A1 Groups Wireless Users Select

Password Information
Pasgwore must
® Contan 4 - 32 charackrs

< Pazsnord. essee

o Confirm
Passwore

1™ Change password on ned login

User information
There are no additional dentty altibutes defned for user o

O =Requirec heids

b. Similarly, create user2.



"c|||s'<':lc'>' Cisco Secure ACS

“ Name: luser2 Staus Enabled v| @

Descripghion  [EAPFAST user
4 |denily Group: AT Groups Yireless Users Select |
Password information
Password must
® Contain 4 - 32 charadters
9 P d |~no

< Confirm [_
oo

Chang= password on nest login

Usar Information
There are no additional identity afribules defined for user records

& = Raquired tekls

The screen will look like this:

'::Iuls'élc;' Cisco Secure ACSV _—

> maten i | > _G|w

I~ Stae User Name - Identity Group Description

! r (-} usert Al Groups:wireless Users  PEAP:machapu2 users
] r -] wger Al Groups:Wirelees Users  EAPFAST ueer

Define Policy Elements

Verify that Permit Access is set.

"cllls'élc;' Cisco Secure ACS

Polcy Elements » Authorization end Permiaeions » Network Acosas » Asthorization Profies

| Fater: | > waten i |

[ Name Description
[T PermitAccess

Apply Access Policies

In this section, we will select which Authentication methods are to be used and how the rules are to be
configured. We will create rules based the previous steps.

Complete these steps:



1. Go to Access Policies > Access Services > Default Network Access > Edit; "Default Network
Access".

"cluls'::lc;' Cisco Secure ACS

| General || Allowed Protocols
Ganeral
Name:  [Default Network Access

Desaiplion [Defaull Network Access Service
Senice Type: | Network Access =l

Policy Structure
¥ 1dentity
[ Group Mapping

""""" ¥ Authorization

2. Select which EAP method you would like the wireless Clients to authenticate. In this example, we us
PEAP- MSCHAPV2 and EAP-FAST.

] I . l ]
Iculséc; Cisco Secure ACS

os > Access Services > Defaul Networt Sooess > Edit "Defaul Network Access®

W Process HostLookup
Authentication Profocols
» W alow P&PIASCI

: g Acc:Dokns

: =y » I Allow CHAP
= B0et3ut Network ACLass

» ¥ Allow MS-CHAPV
> M Allow MS-CHAPV2

» W Allow EAP-MDS

> W allowEAP-TLS
» I AllowLEAP
» M AlowPEAP

» W Allow EAP-FAST

I Prefemed EAP protocal | LEAR -]




v [ AlowLERP

El v ¥ AllowPE#R
PEAP Inner Methods
¥ Alow EAP-MS-CHAPV2
¥ Alow Password Change  Retries:

: J0efaul Netwark Acces

M Alow EAP-GTC
W Alow Pazsword Changs  Retries:

I ]

v ¥ Alow ESP-FAST
EAP-FAST Inner Methods
W Alow EAPIS-CHAPZ
¥ Uiow Pazsword Changs  Ratries:
¥ AlowEAP-GTC
™ Aiow Pazsword Change  Ratrias: [z_

.

M Alow TLs-Rensgotiation
@ UsePACs © DontUsePACS
TunnelPACTImeToLwe:  [50  [Cw= )
Proacthe PAC update wil occuratar [10 % of PAC Tima To Live has acpired
~ an InBand PAL F
N Allow sthanticatad in-Band PAC Prowsioning
T Banver Redams ACoass Accap! Mer Aubherticatad Provisioning
[ Allow Machine sum=ctication
Maching PACTImeToLve: [1 [weews -]
™ Enable Statslass Seaslon Resuma

Authorization PAC Time To Live: li lMcu's vI

T Prafomed EAP protocc [LEAF <]

3. Click Submit.
4. Verify the Identity group you have selected. In this example, we use Internal Users, which we
created on ACS. Save the changes.

5.In order to verify the Authorization Profile, go to Access Policies > Access Services > Default
Network Access > Authorization.

You can customize under what conditions you will allow user access to the network and what
authorization profile (attributes) you will pass once authenticated. This granularity is only available in
ACS 5.x. In this example, we selected Location, Device Type, Protocol, Identity Group, and EAP
Authentication Method.



Fiter [ Statue ~Juane[Coms o] [Enatiec ] Clearfier | Go | @

- Condiions Rasulty "o
- MOGLacaton T Ané Date Authonizaton Profles
O Getato O gl

Eap Authenicaton Method

* [~  Detgut 10 s aned O N0 enabled rule MaKhes.  Peimit Acosas 0 o
Craate_.. =] Dupticate_i=| con | Dessts | A | wow | v | cunm'unomq
6. Click OK, and Save Changes.

7.The next step is to create a Rule. If no Rules are defined, the Client is allowed access without any
conditions.

Click Create > Rule-1. This Rule is for users in group "Wireless Users".

- -

Name: Rule-1 Status: [Enabled  ~| @

The Customzs bution In the lower nght area of the polcy Fules SCreen Controls which
policy condtons and resuls are avallable here for use In pOICY rules.

Conditions
¥ NDGLocaten: D =) Locatons L8 Suledt |
W NDG Dence hpe n =] Devce hyses 5500 Seled |
W Protocst [ maxn lRamn Soleat |
P — o
I Eap sumerscston Wamos

Torsits

You may seledt mubple athonzation profiles. Airitutes

éi mc;rmuuumvumun
-.g]
o
" I Dstan rr M m
Creats._ |+| Dusecata o] et | Dot | A | mome | v

ﬁ—_l HtCount



8. Save the changes. The screen will look like this:

Accams Polices » Access Servcms s Delaut Natwort Access » Actberzaben
Standare Polcy: Eaczonon Polcy
Notwork Access Anthorization Polcy
Fiter [0 o Maon it [Eowas =] [Eraties <] Go | *
(coaoas LISTTLY
Stz Nawe : 2 .
NOG Location WOG Dsvce Tios Protoool %0ty Goup £330 sl Caton Nethod agrpezson Profile
s n Al Locatons LAB A Davce Types 2508 maich Rades n Al Groups Wirgless Usars Ay Pawryt Access
£ .
Lstaat o rules Aeined or no enacied e Makhes Porae Access
Creats |~ ta|~| | Customeza | HtCoum |

If you want users not matching the conditions to be denied then edit the default rule to say "deny

access".

9. We will now define Service Selection Rules. Use this page in order to configure a simple or
rule—based policy to determine which service to apply to incoming requests. In this example, a
rule—based policy is used.

ADce4s Poloies » Access Seraices » Service Selection Rukss

” Singe result selecion * Rule based resul sekeciion

Filler. [Statloz v Makchit [Equals =) |Enasled v]|  ClearFiker | Go | =
i R
[ Salus Name CoNmn) pa— Hit Count
Protocol Senice
T 2 Rule-1  match Racius Detaudt NeWOIK ACCess O
2 | @  Bule2 maich Tacacs Detaudt Device Admin 0

This configuration requires these steps:
1. Configure the WLC with the details of the Authentication Server.

2. Configure the Dynamic Interfaces (VLANS).
3. Configure the WLANSs (SSID).

Configure the WLC with the Details of the Authentication Server

It is necessary to configure the WLC so it can communicate with the RADIUS server in order to authenticate
the clients, and also for any other transactions.

Complete these steps:
1. From the controller GUI, click Security.

2. Enter the IP address of the RADIUS server and the Shared Secret key used between the RADIUS
server and the WLC.



This Shared Secret key should be the same as the one configured in the RADIUS server.

bl'lnlllc

MONITOR WILANs CONTROULER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
Sarver Index (Frionty) =]
Server IF Address [192.168.150.24
Shared Secret format [ascir =]
Shared Secret [eenee
Confirm Shared Secrat [sones
Koy Wrep 7 (Designed for FIPS customers and requires a key mrap comphant RADIUS server)
Jsar Logn B Port Number [1012
AP Folicies
Password Polices Server Status [erebied ~|
b Local EAP Suppert for AFC 3378 [Eratiad -]
» Priority Order Server Timeout |z 2econds
} Certificate Netwark User M ensble
b Access Control Lists Management ¥ enatic
) Wireless Protection 19Sac ™ Enable
Policies
b wWeb Auth
} Advanced

Configure the Dynamic Interfaces (VLANS)
This procedure describes how to configure dynamic interfaces on the WLC.
Complete these steps:

1. The dynamic interface is configured from the controller GUI, in the Controller > Interfaces window.

CcIsco MONITOR WLANs CONTROLLER WIRELESS SECLRITY MANAGEMENT
Controller Interfaces > New
Ganaral Interface Name  [visnzss
Inventory

VLAN 1d 253

Interfaces
Interface Groups
Multicast

Network Routes
Internal DHCP Server

-

-

Mobility Managemant
Ports

» NTP

cop

Advanced

-

v

2.Click Apply.

This takes you to the Edit window of this dynamic interface (VLAN 253 here).
3. Enter the IP Address and default Gateway of this dynamic interface.



MONITOR WLAN: CONTROLLER WIRELESS SECURITY MANAGEMENT

Controller Interfaces > Edit
Ceneral
B Ganaral Information
Interfaces
Interface Groups Intarface Name wWan253
Multicast NAC Address 00:24:97:09:03:cf

Network Routes
Configuration

} Internal DHCP Server
Guest Lan r

b Mobility Management

Ports Quarartre |

» NTP Quarartine Van 1d K

b cop Physical Information

» Advenced
The rterface i attached to 3 LAG,
Crable Dynamic AF -
Management :

Interface Address

VLAN [dantifier Bss

19 Addrass [ozies.tsasr
Metmazk Rssasszss0
Gatmmay [19z.168.1533

DHCP Information
Primary DHCP Server [19z2.100.150.25
Secondary DHCP Sarver |

Access Control List

ACL Nama |

Note: Changing the Interface parernsters causes the WLANS to be
temporanly disabled and thus may result in loss of connectinity for
some clhends.

4. Click Apply.
5. The interfaces configured will look like this:

wlaln
cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Interfaces
General
Inventory Interfoce Name VLAN Idemtifier 1P Addross Interface Type Dynamic AP Management
Interfaces manpgement 75 192,168.75 44 Stadc Enabiad
Interface Groups sarvica-port WA 0.0.0.0 Static Nt Supported
Multicast st NA 1801 Static Nt Supported
Notwork Routes wan233 2% 192,100.153.01 Dynamic Disabled [+ ]
b Internal DHCP Sarvar
b Mobility Management
Ports
» NTP
» COP
b Advanced

Configure the WLANS (SSID)
This procedure explains how to configure the WLANSs in the WLC.
Complete these steps:
1. From the controller GUI, go to WLANs > Create New in order to create a new WLAN. The New
WLANSs window is displayed.
2. Enter the WLAN ID and WLAN SSID information.

You can enter any name as the WLAN SSID. This example uses goa as the WLAN SSID.



MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMANDS

WLANS

v WLANSs

WLANS

» Advanced

WLANS > New

Type [wuane |
Frofile Name o0s

551D =1

o |1 -

3. Click Apply in order to go to the Edit window of the WLAN goa.

cisco

MONITOR  W\LANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs

- WLANS
WLANS

- Advanced

AF Groups

WLANSs > Edit "goa’

Conoral | Security | QoS | Advancad

Frofile Name o0
Type WL
3e) oo
Statug I Enatied I
Securty Folcies [WPAZ)[Auth(BOZ.1X + COXM) )

(Modfications done under security tab wil appear after applying the changes.)

Radio Policy [an |
i el
Multicast Van Feature [ mabled
Eroadcast SSID M enabled

MONITOR Nz CONTROLLER WJRELESS SECURITY

WLANs
- WLANS
’ Advanced

WLANSs > Edit 'goa’

|G-I||Seamtv'm8[m'

Lover2 | Layer3 | AAA Servers

Layer 2 Security ¢ |WFA9‘.\'FA2 -I
™ A3NaC hiltering
WPA+WPA2Z Parameters

WPA Palicy r
WPA2 Policy I
WPA2 Encryption Waes  Trae

Auth Key Momt I!C'.‘.'.XJCO(N -




WLANs > Edit 'goa

Ganaral | Security | QoS | Advasced
Layer 2 Layer 3 ARLA Servers

Solect AAA sorvers below 1o override use of default servers on this WLAN

Radius Servers
Radiuz Server Overvrite interface [ enabled

LDAP Servers
Server t [None |
Server 2 [None |
Server 3 [None +]

Authamtication Servers Accouating Servers
¥ tratied N eratied

Sarver 1 [1P:202.162.150.22, Port:1812 | [None =+

Sarver 2 ="

Server 3 lNcr.c

Local EAP Authentication

Local EAP Authertication [~ enabiod

Authentication priority order for

web-auth user

Not Used

Order Used For Authentication

WLANSs > Edit "goa

General  Security QoS | Advoaced

Alow AAA Overmide [ Enabied DHCP

Coverage Hole Detacion ™ Enaiied OHCP Sarvar 7 ouernde
2

Aronet [E M Enabled I OHC? Addr, Assignment ¥ Required l

Ciagnostic Channel ™ enabled Management Frame Protection (MFP)

1PvE Enable 2 r

Ovarrida [rtaracs ACL Nona -]

P2P Blockng Action Dizabled ']
IOvem Exdumon £ I enabled I

Maximum Allowed IG

Cliante ®

Static IP Turneling 2 [ enabled
Off Channel Scanning Defer
Scan Defer Prorty 012
rrri

Scan Dafer Tima{rsecs) 100

34567
vl

[vr: Cliert Frotection ¥ | Disabled -II

DTIM Period (In beacon intervals)

802.11a/n (L - 255) 1

80z.11b/g/n (1 - 255] |1
NAC

nac =ete [Nore o)

Lood Bolancing ond Band Seboct

Client Load Eslanong I
Cient Sand Select [

Passive Clieat

Configure the Wireless Client Utility

PEAP-MSCHAPV2 (userl)

In our test client, we are using Windows 7 Native supplicant with an Intel 6300—N card running 14.3 driver
version. It is recommended to test using the latest drivers from vendors.

Complete these steps in order to create a Profile in Windows Zero Config (WZC):

1. Go to Control Panel > Network and Internet > Manage Wireless Networks.

2. Click the Add tab.

3. Click Manually create a network profile.



How do you want to add a network?

g Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer, You need to know the network name (SSID) and

security key (if applicable).

4 Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

|

4. Add the details as configured on the WLC.

Note: The SSID is case sensitive.
5. Click Next.

Network name:

Security type:

Encryption type:

Security Key: | [T]Hide characters

[¥] Start this connection automatically
[¥] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

[_Net ]| cance |

6. Click Change connection settings in order to double—check the settings.



Successfully added goa

% Change connection settings
Open the connection properties so that I can change the settings.

7. Make sure you have PEAP enabled.



goa erelﬁ Network Properties

Comecton | Secrty

Security type: | WPA2-Enterprise

Encryption type:  |AES

| Advanced settings |

ok [ cancel |




Choose a network authentication method:
| Microsoft: Protected EAP (PEAP)

Remember my credentials for this conne
time I'm logged on

| Advanced settings |

8. In this example, we are not validating the server certificate. If you check this box and are not able to
connect, try disabling the feature and test again.



[ ] Connect to these servers:

| |

Trusted Root Certification Authorities:
AAA Certificate Services -
AddTrust External CA Root El

["] Class 3 Public Primary Certification Authority
["] Class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA

DigiCert High Assurance EV Root CA
DST Root CA X3 -
< | mn "

[ |Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
| Secured password (EAP-MSCHAP v2)

|V| Enable Fast Reconnect
[ | Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
] Enable Identity Privacy |

9. Alternatively, you can use your Windows credentials in order to log in. However, in this example we
are not going to use that. Click OK.

When connecting:

Mandicalyusemy“ﬁndowslogon name and
password (and domain i any).

ok | [ Concel |

10. Click Advanced settings in order to configure Username and Password.



Fﬁ Wireless Network Properties
seaurty

Security type: \WPA2-Enterprise

Encryption type:  |AES

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP)

v) [ setngs

time I'm logged on

[ Advanced settings ]

[¥]Remember my credentials for this connection each

ok J[ concel |




(V] Specify authentication mode:

| User authentication

| | Delete credentials for all users

[] Enable single sign on for this network

@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10 H
[V] Allow additional dialogs to be displayed during single
sign on

[ ] This network uses separate virtual LANs for machine
and user authentication

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

-

Your Client utility is now ready to connect.




EAP-FAST (user2)

In our test client, we are using Windows 7 Native supplicant with an Intel 6300—-N card running 14.3 driver
version. It is recommended to test using the latest drivers from vendors.

Complete these steps in order to create a Profile in WZC:
1. Go to Control Panel > Network and Internet > Manage Wireless Networks.

2.Click the Add tab.
3. Click Manually create a network profile.

How do you want to add a network?

? Manually create a network profile

“®¥5  This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

-4 Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

4. Add the details as configured on the WLC.

Note: The SSID is case sensitive.
5. Click Next.



Security type:

Encryption type:

Security Key: . ' [[] Hide characters

[¥] Start this connection automatically

[V] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

[_Net || cancel |

6. Click Change connection settings in order to double—check the settings.

Successfully added goa

% Change connection settings
Open the connection properties so that I can change the settings.

7. Make sure you have EAP—-FAST enabled.

Note: By default, WZC does not have EAP-FAST as an authentication method. You have to
download the utility from a third—party vendor. In this example, since it is an Intel card, we have Intel
PROSet installed on the system.



Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAP)

Cisco: LEAP

Cisco: PEAP

Cisco: EAPFAST |
Intel: EAP-SIM
Intel: EAP-TTLS
Intel: EAP-AKA

| Advanced settings |




goa Wireless Network Properties 3

Security type: | WPA2-Enterprise v|

Encryption type: [uss v]

Choose a network authentication method:
| Cisco: EAP-FAST

[V|Remember my credentials for this co
time I'm logged on

Advanced settings

ook J[ concel |

8. Enable Allow automatic PAC provisioning and make sure Validate server certificate is unchecked.



(V! Use anonymous outer identity  anonymous

Use Protected Access Credentials (PAC)
(¥ Alow automatic PAC provisioning

(] validate server certificate
Connect to only these servers:

Trusted Root Certificate Authorit

|| AAA Certificate Services -
["] AddTrust External CA Root ﬂ
| Class 3 Public Primary Certification Authority

| Class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

[ DSTRoot CAX3 -

Do not prompt user to authorize new servers or trusted certification authorities.

9. Click the User Credentials tab, and enter the credentials of user2. Alternatively, you can use your
Windows credentials in order to log in. However, in this example we are not going to use that.



() Use certificate on this computer
() Use one-time password

() Use Windows username and password
() Prompt automatically for username and password

10.Click OK.

ok )| cocel || rep |




EAP-FAST Properties

| Connection | User Credentials

Select authentication method:
| Any method v| (Configue...

Enable Fast Reconnect
[ ] Enable Posture validation

<

Lok )| canced J[ hep |

Your Client utility is now ready to connect for user2.

Note: When user2 is trying to authenticate, the RADIUS server is going to send a PAC. Accept the PAC in
order to complete the authentication.

L‘k Automatic PAC previsioning is enabled for this prefile,

“% However, a valid PAC that matches the server to which
the client is connecting could not be found. Do you
wish to obtain a new security credential (PAC)?

> i) (eeine)

Verify

Use this section in order to confirm that your configuration works properly.



The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands

to view an analysis of show command output.

Verify userl (PEAP-MSCHAPV2)

From the WLC GUI, go to Monitor > Clients, and select the MAC address.

Clients > Detail

client Properties AP Properties
MAC Addrase 00:24:d7:30:11:08 AP Addraes 2c:31:38:01:3¢:10
[P Sddress 1S2.160.13 LF Narme IS0
Cliert Type Regular AP Type S02.11an
Usar Narne usarl | wLan Prafile el |
Fort Number 13 Ratus Lssooated
Inerface Aan2s2 Assocetion 1D 1
VLAN 1D s3 802.11 Autherticabion Open System
CCX Version CCXvd Reason Coda 1
E2E ¥ersion EZEvi Status Code
Mobifty Role Local Cr pPolable Mot Implernented
Mobiity Peer [P Addrasz  N/A CF Fol Request Nat Implemented
| Polcy Nanager :-.;.ne LI | Shoet Praambla Net Implemanted
ppagement frame No FOCC Mgt [mplernented
UpTime (Sec) 12 Channel Aglity Nat Implemented
Fower Save Node CeF femnenmeaben 85355
Current TxRateSat ::fl?"::zm_mm_
0.0,9.0,12.0,18.0,24.0,0.0,45.0,34 tmeout
Dats RateSet e WEP State WP trable

Security Information
Securty PFolicy -
Compieted -
Folcy Type REM (WPA2)
Encrypbicn Ciphar CONP (AES)
£aR Type FraE
SNNF NAC State Aocess
Racius NAC State RN

WLC RADIUS Stats:

(Cisco Controller) >show radius auth statistics
Authentication Servers:

Server INAeX........ccocvvvveveiiieeininieens 1

Server ADdress........ccocevevvveeeiiin e, 192.168.150.24
Msg Round Trip Time.......ccccceeeevviieeeenne 1 (msec)
First Requests..........ccccovviieeeeiinnnnnn. 8

Retry Requests........ccccvvvveeeeiiiiiennnnnnn. 0

Accept ResSponses...........coevvvvievivinnnnnns 1

Reject ReSpPONSES.......coovvvveeeeiiiiieeeenne 0

Challenge RespoNnses.........ccccceeevviveeeennn. 7
Malformed MSQS.........ccccooviieiieciniiineen. 0

Bad Authenticator Msgs...........cccveveeennnns 0

Pending Requests..........

Timeout Requests.......

Unknowntype Msgs
Other Drops........cccevvveeeieenniiieeeeens

ACS Logs:

1. Complete these steps in order to view the Hit counts:

. Use the Ol

a.If you check the logs within 15 minutes of authentication, make sure you refresh the Hit

count.



ALocess Polaes » Locess Services » Servios Seiecten Rules

T Singia rasult 2siacion * Rule based resul selecton

| Fitec[Sehs <] maenit[Equals ) [Enatied =] _ClearFita | Go |+

Condiions Results
-
Stale  Name A o Hit Court

a O @  ERugl maich Radius
- - @ Rda-2 malch Tacacs

Dafaul Network Access
Defaul Device Admin  § O

b. You have a tab for Hit Count at the bottom of the same page.

Acosss Pelcies > Scoess Servoas ¥ 4
Standard Poicy| Excepion Doty
* Fiker. [Staus =] Motchif [Equale =] [Enabled =] ClesrFilier | Go | +
Name ! ! it Lo Hit Count
NOGLocation NDG:Deace Trpe Protocol Identty Group Eap Authenbcabon Method  Authonzafion Profles
Rude-1  INANLOCHIONSLAR  in &lIDevics TYpesS508  macnRadus  in Al Groups Wirekss Ussrs  -aY- Permi A0cess 1
J e
{itaus I 0 FUKS 35Ne0 of v enabled rule MEhes. Pemit Apcess \'4
I Create.. | -] Dugticate.1+| Eon | Detee | A | wown | v |

Customize | _HtCoun |
2. Click Monitoring and Reports and a New pop-up window appears. Go to Authentications

Radius Today. You can also click Details in order to verify which Service selection rule was

applied.

154
naming Puge 1 o 3

.

Cote O | .
AAL Protocol » RADIUS Authestication
Asherticaton Statve - Pass o Fal
Ome

Jeruary 26, 2012 0540 PM - Jascary 29, 2012 05 90 PUA { Laat 30 Winwnes | Loot o |Lpet 12 4per | Ty | Faareries | Laat 7 Oovs | Lot Dy )
Canarated en Jarussy 25, M12 61042 PM EST

Pz
v ebass Tebal R alhek % el mater
RADUS Nas Mo AT cHn s
Logpes A3 S ""Mnuom Adress Accans Seracs Wiethod Narwerd Jowce IAGPA‘-MSMDMM ACS naance
Jn D RETITMIPM ¢ st 25T an® 56 Dofaak Noteseh Accaza PEAP (EAPMBCHARR) WAL 203 1RIGR.T544 SALLACSRZ

Verify user2 (EAP-FAST)

From the WLC GUI, go to Monitor > Clients, and select the MAC address.



Chients > Detail

Chent Properties AP Propertias
MAC Address 001248:d71221F1198 AP Address 2e13fi381e 3o
1P Addrass 102.163.153.111 AP Name 35028
Cient Type Regdar AF Type oo2.11an
Uszer Name uger2 l WLAN Profle goa l
Port Numbar 13 Status Agsociatad
Interface vianzs3 Aggodstion 10 1
VLAN ID 253 S02.11 Authenbcstion Cpen System
CCX Varsion CCxvé Reason Coda 1
£2C Version e2evl Status Code o
Mobxlity Role Local CF Pollable Nct Implemented

Mobxlty Peer 10 Address  N/A CF Poll Request Net Implamaented

Policy Manaper Rate RUN Short Preamble Not Implemented

Mer\sou::‘en( Frame No pace Net Implementad
UsTime (Sec) 25 Charral Agilty Net Implamanted
Ra-authantication
Power Seve Mode OFF tmeout 86302
Ramaining
Qurrent TxRateSet mi3 Re-authenbcstion 0
6.0,9.0,12.0,18.0,24.0,356.0,43.0,54. timeout
Outn RetaSet o WEP State WEP Enable

Security Information

i
icy Type RSN (WPA2)
phion Cipher CCMP (RES)
Type EAP-FAST
NMP NAC State Acosss
adius NAC State RUN

ACS Logs:
1. Complete these steps in order to view the Hit counts:

a.If you check the logs within 15 minutes of authentication, make sure you refresh the HIT
count.

Avcsss Pokciss > Access Servioes > Servics Selechan Rulss

" Single result sefection © Rule basad result selection

Fiter | Status  ~| Watchir [Equas | [Enadled  w|  ClaarFiner | G | v
I Sialus  Name e - Ht Count
Frotocol Sevics
= I (-] Rule-1  malch Radus Defauk Network Acce=s
2 ©  Rulg-2 malch Tacacs Defaut Device Admin

b. You have a tab for Hit Count at the bottom of the same page.



Access Polces > Acoess Services > Delalt hetwort Access > Asthorzaten

Standard Policy| Exceniia Polcy

Network Acceas Anmorizatica Policy
Fiter [ Status wimaenit [Equae »] [Eranes ] Go | @
Conditions Resuits i
Name = < Hit Court
NDG:Locaton NOGDewce Trpe Protocal Identy Group Eap Authenbicabon Method Authonzafon Profies
Rulg-1 in Al Localiorss LAB  in Al Devics Types:5508 match Radius  in Al Grougs Wirekesss Usars -ANY- Panmit Accass 2

i | S

1l no ndes defined or no enabled rule matches Fermt Access V

Creata |v[l ! -l E | I fove I | [ Cu:!cr!::} Mt Count
2. Click Monitoring and Reports and a New pop-up window appears. Go to Authentications
Radius Today. You can also click Details in order to verify which Service selection rule was
applied.

- o Lassnch butewactivs Viewss -

wing Pege 1 of Geto Page: o

AAA Prosocol > RADIUS Authennication

sty ertcason Status o o Fad
Data favsary 39, 2012 0083 P04 . Joruary 29, 2012 8620 P ( Last 20 Minetes | Last Mear | L3zt 43 Mouwm | Tocar | Yestsdor | Last 7 Dovs |Leet 20 Dews )
Jererated on Jerwary 29 2012 620 9T PM EST
REOUS NAS (RS S] AgMerteaer 1%
Logyes &1 * Detaes Usearmame Arcass Sansce Navaork Devcd NAS IF Adress NAS Pom 1D . ALS W
" Stwus akre Acdess Metod Secumy Graep

This section provides information you can use to troubleshoot your configuration.

Troubleshooting Commands

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands. Use the Ol
to view an analysis of show command output.

Note: Refer to Important Information on Debug Commands before you use debug commands.
1.If you experience any problems, issue these commands on the WLC:

debug client <mac add of the client>

debug aaa all enable

show client detail <mac addr> — Verify the policy manager state.
show radius auth statistics — Verify the failure reason.

debug disable-all — Turn off debugs.

clear stats radius auth all — Clear radius statistics on the WLC.
2. Verify the logs in the ACS and note the failure reason.

¢
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¢
¢
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