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Introduction

Mobile devices are becoming more computationally powerful and popular among consumers. Millions of
these devices are sold to consumers with high—-speed Wi-Fi so users can communicate and collaborate.
Consumers are now accustomed to the productivity enhancement these mobile devices bring into their lives
and are seeking to bring their personal experience into the workspace. This creates the functionality needs
Bring Your Own Device (BYOD) solution in the workplace.

This document provides the branch deployment for the BYOD solution. An employee connects to a corporat
service set identifier (SSID) with his/her new iPad and gets redirected to a self-registration portal. The Ciscc
Identity Services Engine (ISE) authenticates the user against the corporate Active Directory (AD) and
downloads a certificate with an embedded iPad MAC address and username to the iPad, along with a
supplicant profile that enforces the use of the Extensible Authentication Protocol-Transport Layer Security
(EAP-TLS) as a method for dotlx connectivity. Based on the authorization policy in ISE, the user can then



connect with the use of dotlx and gain access to appropriate resources.

ISE functionalities in Cisco Wireless LAN Controller software releases earlier than 7.2.110.0 did not support
local switching clients that associate through FlexConnect access points (APs). Release 7.2.110.0 supports
these ISE functionalities for FlexConnect APs for local switching and centrally authenticated clients.
Furthermore, Release 7.2.110.0 integrated with ISE 1.1.1 provides (but is not limited to) these BYOD solutic
features for wireless:

« Device profiling and posture
« Device registration and supplicant provisioning
* Onboarding of personal devices (provision iOS or Android devices)

Note: Although supported, other devices, such as PC or Mac wireless laptops and workstations, are not
included in this guide.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

« Cisco Catalyst Switchs

 Cisco Wireless LAN (WLAN) Controllers

« Cisco WLAN Controller (WLC) Software Release 7.2.110.0 and later

* 802.11n APs in FlexConnect mode

* Cisco ISE Software Release 1.1.1 and later

« Windows 2008 AD with Certificate Authority (CA)

* DHCP server

« Domain Name System (DNS) server

* Network Time Protocol (NTP)

* Wireless client laptop, smartphone, and tablets (Apple iOS, Android, Windows, and Mac)

Note: Refer to Release Notes for Cisco Wireless LAN Controllers and Lightweight Access Points for Releas
7.2.110.0 for important information about this software release. Log in to the Cisco.com site for the latest
release notes before you load and test software.

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Topology

A minimal network setup, as shown in this diagram is required in order to properly implement and test these
features:
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For this simulation, you need a network with a FlexConnect AP, a local/remote site with local DHCP, DNS,
the WLC, and the ISE. The FlexConnect AP is connected to a trunk in order to test local switching with
multiple VLANS.

Device Registration and Supplicant Provisioning

A device must be registered so that its native supplicant can provisioned for dotlx authentication. Based on
the right authentication policy, the user is redirected to the guest page and authenticated by employee
credentials. The user sees the device registration page, which asks for their device information. The device
provisioning process then begins. If the operating system (OS) is not supported for provisioning, the user is
redirected to the Asset Registration Portal in order to mark that device for MAC Authentication Bypass
(MAB) access. If the OS is supported, the enrollment process begins and configures the native supplicant of
the device for dotlx authentication.

Asset Registration Portal

The Asset Registration Portal is the element of the ISE platform that allows employees to initiate the
onboarding of endpoints through an authentication and registration process.

Administrators are able to delete assets from the endpoints identities page. Each employee is able to edit,

delete, and blacklist the assets they have registered. Blacklisted endpoints are assigned to a blacklist identit
group, and an authorization policy is created in order to prevent network access by blacklisted endpoints.

Self-Registration Portal
In the Central Web Authentication (CWA) flow, employees are redirected to a portal that allows them to ente
their credentials, authenticate, and enter the specifics of the particular asset they wish to register. This porta

called the Self Provisioning Portal and is similar to the Device Registration Portal. It allows the employees tc
enter the MAC address as well as a meaningful escription of the endpoint.

Authentication and Provisioning

Once employees select the Self-Registration Portal, they are challenged to provide a set of valid employee



credentials in order to proceed to the provisioning phase. After successful authentication, the endpoint can |
provisioned into the endpoints database, and a certificate is generated for the endpoint. A link on the page
allows the employee to download the Supplicant Pilot Wizard (SPW).

Note: Refer to the FlexConnect Feature Matrix Cisco article in order to view the latest FlexConnect feature
matrix for BYOD.

Provisioning for iOS (iPhone/iPad/iPod)

For EAP-TLS configuration, ISE follows the Apple Over—the—Air (OTA) enroliment process:

« After successful authentication, the evaluation engine evaluates client—provisioning policies, which
results in a supplicant profile.

« If the supplicant profile is for the EAP-TLS setting, the OTA process determines whether the ISE is
using self-signed or signed by an unknown CA. If one of the conditions is true, the user is asked to
download the certificate of either ISE or CA before the enrollment process can begin.

« For other EAP methods, ISE pushes the final profile upon successful authentication.

Provisioning for Android

Because of security considerations, the Android agent must be downloaded from the Android marketplace s
and cannot be provisioned from ISE. Cisco uploads a release candidate version of the wizard into the Andrc
marketplace through the Cisco Android marketplace publisher account.

This is the Android provisioning process:

1. Cisco uses the Software Development Kit (SDK) in order to create the Android package with a .apk
extension.
2. Cisco uploads a package into the Android marketplace.
3. The user configures the policy in client provisioning with the appropriate parameters.
4. After registration of the device, the end user is redirected to the client provisioning service when
dotlx authentication fails.
5. The provisioning portal page provides a button that redirects user to the Android marketplace portal
where they can download the SPW.
6. The Cisco SPW is launched and performs provisioning of the supplicant:
1. SPW discovers the ISE and downloads the profile from ISE.
2. SPW creates a cert/key pair for EAP-TLS.
3. SPW makes a Simple Certificate Enroliment Protocol (SCEP) proxy request call to ISE and
gets the certificate.
4. SPW applies the wireless profiles.
5. SPW triggers re—authentication if the profiles are applied successfully.
6. SPW exits.

Dual SSID Wireless BYOD Self—Registration

This is the process for dual SSID wireless BYOD self-registration:

1. The user associates to the Guest SSID.

2. The user opens a browser and is redirected to the ISE CWA Guest Portal.

3. The user enters an employee username and password in the Guest Portal.

4.ISE authenticates the user, and, based on the fact that they are an employee and not a guest, redire
the user to the Employee Device Registration guest page.



5. The MAC address is pre—populated in the Device Registration guest page for the DevicelD. The use
enters a description and accepts the Acceptable Use Policy (AUP) if required.

6. The user selects Accept and begins to download and install the SPW.

7. The supplicant for that user's device is provisioned along with any certificates.

8. CoA occurs, and the device reassociates to the corporate SSID (CORP) and authenticates with
EAP-TLS (or other authorization method in use for that supplicant).

Single SSID Wireless BYOD Self-Registration

In this scenario, there is a single SSID for corporate access (CORP) that supports both Protected Extensible
Authentication Protocol (PEAP) and EAP-TLS. There is no Guest SSID.

This is the process for single SSID wireless BYOD self-registration:

1. The user associates to CORP.

2. The user enters an employee username and password into the supplicant for the PEAP authenticatic

3. The ISE authenticates the user, and, based on the PEAP method, provides an authorization policy o
accept with redirect to the Employee Device Registration guest page.

4. The user opens a browser and is redirected to the Employee Device Registration guest page.

5. The MAC address is pre—populated in the Device Registration guest page for the DevicelD. The use
enters a description and accepts the AUP.

6. The user selects Accept and begins to download and install the SPW.

7. The supplicant for that user's device is provisioned along with any certificates.

8. CoA occurs, and the device reassociates to the CORP SSID and authenticates with EAP-TLS.

Feature Configuration

Complete these steps in order to begin configuration:

1. For this guide, ensure that the WLC version is 7.2.110.0 or later.

CiIsco MONITOR  WiANs CONTROULER WIRELESS SECURITY MANAGEMENT CQ O
Monitor Summary
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2. Navigate to Security > RADIUS > Authentication, and add the RADIUS server to the WLC.
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3.Add the ISE 1.1.1 to the WLC:

¢ Enter a Shared Secret.
¢ Set Support for RFC 3576 to Enabled.

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDSA(

RADIUS Authentication Servers > Edit
Server Index 1
Server Address 10.10.10.60
Shared Secret Format AsCll ¢
Shared Secret ..
Confirm Shared Secret .
Key Wrep (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Port Number 1812
Server Status Enabled
Support for RFC 3576 Enadled
Server Timeout 2 seconds
Network User ™ Enadle
Management ™ Enadle
1PSec Enable

4. Add the same ISE server as a RADIUS accounting server.

MONITOR  WiANs CONTROLLER WJRELESS SECURITY MANA

RADIUS Accounting Servers > Edit
Server Index 1
Server Address 10.10.10.60
Shared Secret Format AsCll *
Shared Secret e
Confirm Shared Secret e
Port Number 1813
Server Status Enadled
Server Timeout 2 seconds
Network User ™ Enable
IPSec Enabic

5. Create a WLC Pre—Auth ACL to use in the ISE policy later. Navigate to WLC > Security > Access
Control Lists > FlexConnect ACLs, and create a new FlexConnect ACL named ACL-REDIRECT
(in this example).



MONITOR WILANsS CONTROLLER WIH

Security FlexConnect Access Control Lists
» AAA
» Local EAP Acl Name

ACL-REDIRECT

v

Priority Order

v

Certificate

w Access Control Lists

Access Control Lists

Daolicias

6. In the ACL rules, permit all traffic to/from the ISE, and permit client traffic during supplicant
provisioning.

a.For the first rule (sequence 1):
¢ Set Source to Any.

O Set IP (ISE address)/ Netmask 255.255.255.255.
¢ Set Action to Permit.

Access Control Lists > Rules > Edit
Sequence 1
Source Any
IP Address Netmask
Destination IR Addcass s 10.10.10.60 265.265.255.255
Protocol Any
psce Any
Direction Any
Action Permit

b. For the second rule (sequence 2), set source IP (ISE address)/ mask 255.255.255.255 to An
and Action to Permit.

General
Access List Name ACL-REDIRECT
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port psce
. perme 0000 10.10.10.60 an an n Ay @
- * 0000 255.255.265.255 d y d '
Permit 10.10.10.60 / 0.0.0.0 An An An An °
® 255.255.255.255  0.0.0.0 ¥ Y ' '

7.Create a new FlexConnect Group named Flex1 (in this example):

a.Navigate to FlexConnect Group > WebPalicies tab.

b. Under the WebPolicy ACL field, click Add, and select ACL-REDIRECT or the FlexConnect
ACL created previously.

c. Confirm that it populates the WebPolicy Access Control Lists field.
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8. Click Apply and Save Configuration.

WLAN Configuration
Complete these steps in order to configure the WLAN:
1. Create an Open WLAN SSID for the dual SSID example:

¢ Enter a WLAN name: DemoCWA (in this example).
¢ Select the Enabled option for Status.

WLANSs > Edit 'DemoCWA'

General | Security | QoS | Advanced |

Profile Name DemoCWA
Type WLAN

SSID DemoCWA
Status W Enabled
Secunty Policies MAC Filtering

(Modifications done under se.

Radio Policy All A

‘lsn't:::?cce)/x i | management ¥ I

Multicast Vlan Feature [~ gnabled
Broadcast SSID W gnabled

2. Navigate to the Security tab > Layer 2 tab, and set these attributes:

¢ Layer 2 Security: None
¢ MAC Filtering: Enabled (box is checked)
¢ Fast Transition: Disabled (box is not checked)



WLANSs > Edit 'DemoCWA'

General | Security | QoS | Advanced

Layer2 | Layer3 | AAA Servers

Layer 2 Security & [ None =
MAC Filtering2 ¥

Fast Transition

Fast Transition [
Over the DS r
Reassociation Timeout|20

3. Go to the AAA Servers tab, and set these attributes:

+ Authentication and Account Servers: Enabled
¢ Server 1: <ISE IP address>

WLANSs > Edit 'DemoCWA'
| General | Security | QoS | Advanced
Layer 2 1 Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers L
Radius Scrver Overwrite interface Enabled

Authentication Servers Accounting Servers

™ Enabled ™ Enabled
Server 1 #:10.10.10.60, Port:1812 = || 1P:10.10.10.60, Poru:1813 ¢
Server 2 None : | None
Server 3 None : || None

4. Scroll down from the AAA Servers tab. Under Authentication priority order for web—auth user, make
sure that RADIUS is used for authentication and the others are not used.

Authentication priority order for
web-auth user

Not Used Order Used For Authentication

LOCAL RADIUS

LDAP - Up
< Down

5. Go to the Advanced tab, and set these attributes:

+ Allow AAA Override: Enabled
+ NAC State: Radius NAC
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Note: RADIUS Network Admission Control (NAC) is not supported when the FlexConnect AP is in
disconnected mode. Thus, if the FlexConnect AP is in standalone mode and loses connection to the
WLC, all clients are disconnected, and the SSID is no longer advertised.

6. Scroll down in the Advanced tab, and set FlexConnect Local Switching to Enabled.

FlexConnect

FlexConnect Local
Switching 4

M Enabled

7. Click Apply and Save Configuration.

Saye Configuration

v oo )

8. Create a 802.1X WLAN SSID named Demolx (in this example) for single and dual SSID scenarios.

WLANS > Edit 'Demo1x’

General | Security | QoS = Advanced

Security Policies

Profile Name Demolx
Type WLAN
SSI1D Demolx
Status F  Enabled

Radio Policy Al -
Bromay s [ranagemer =]
Multicast Vian Feature [ Enabled
Broadcast SSID F Enabled

[WPAZ][Auth(802.1X)]
(Modifications done under secu




9. Navigate to the Security tab > Layer 2 tab, and set these attributes:

¢ Layer 2 Security: WPA+WPA2
¢ Fast Transition: Disabled (box is not checked)
¢ Authentication Key Management: 802.IX: Enable

WLANs > Edit ‘Demo1x’

General | Security | QoS | Advanced
Layer2 | Layer3 | AAA Servers

I Layer 2 Security & | wPA+wPA2 ;"
MAC Filtering® ™

Fast Transition
Fast Transition r
Over the DS r
Reassociation Tumeout[zo_
WPA+WPAZ Parameters

WPA Policy r

WPAZ2 Policy ~

WPA2 Encryption Fas @Me

Authentication Key Management

| 802.1X F gnsble |

CCKM ™ enable
PSK ™ enable

10. Go to the Advanced tab, and set these attributes:

+ Allow AAA Override: Enabled
+ NAC State: Radius NAC

WLANS > Edit '‘Demoix’
. General | Security QoS  Advonced
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11.Scroll down in the Advanced tab, and set FlexConnect Local Switching to Enabled.

FlexConnect

FlexConnect Local

Switching 2 M enabled




12.Click Apply and Save Configuration.

Save Configuration

WLANSs Entries 1 - 5 of !
Current Filter:  None (Shange Fiter] (Clear Filtar) [Create New -] 6o |
r Admin
WLANID Type Profile Name WLAN SSID Status Security Policies
o o » ™ - NIy
- s » » . - -—a L
r 2 WLAN Demolx Demolx Enabled [WPAZ][Auth(802.1%)
™ 4 WLAN DemoCwWA DemoCWA Enasbled MAC Filtering
- s - . - S -

FlexConnect AP Configuration

Complete these steps in order to configure the FlexConnect AP:

1. Navigate to WLC > Wireless, and click the target FlexConnect AP.

MONITOR WLANs CONTROLLER |WIRELESS

All APs

Current Filter None

Number of APs 2

AP Name AP Model

Site-B-FlaxAP AIR-LAPL26ZN-A-K

¥/

2. Click the FlexConnect tab.

CONTROLLER  WIRELESS  SECURITY

MANAGEMENT COMMANDS

All APs > Details for Site-B-FlexAP

L—-;-—;—-:--—.W

3. Enable VLAN Support (box is checked), set the Native VLAN ID, and click VLAN Mappings.




VLAN Support V
Native VLAN ID |1 YLAN Mappin

FlexConnect Group Name Not Configured

4. Set the VLAN ID to 21 (in this example) for the SSID for local switching.

MONITOR WLANs CONTROLLER WIRELESS SECURITY M,

All APs > Site-B-FlexAP > VLAN Mappings

AP Name Site-B-FlexAP
Base Radio MAC  ¢8:04:62:02:68:80

WLAN VLAN
1d SSID ()
3 Demolx 21
B DemoCWA 21

5. Click Apply and Save Configuration.

ISE Configuration
Complete these steps in order to configure the ISE:

1. Log in to the ISE server: <https://ise>.

» I
9

© 50 G S . o, Cont Sy o O S g i st Wttt o Conit Sy . s 80 wlesde.
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@ Identity Services Engine

2. Navigate to Administration > Identity Management > External Identity Sources.

Fdﬂ—m—'m—'—
sls System IR 1dentity Management

External [dentity Sources




3. Click Active Directory.

ofe System | 5% Identity Management i

Identities  Groups | External Identity Sources

External Identity Sources

&~

1
il

4. |n the Connection tab:

a.Add the Domain Name of corp.rf-demo.com (in this example), and change the Identity Store
Name default to AD1.

b. Click Save Configuration.

c. Click Join, and provide the AD Administrator account username and password required to
join.

d. The Status must be green. Enable Connected to: (box is checked).

chive Direciory » ADI
Advanced Settings Groups Attributes
* Domain Name| com.rf-demo.com |
* Identity Store Name[ AD1 ]
One or more nodes may be selected for Join or Leave operasions. i a node 15 joined then a leave operation is requ
Connection
O Leave 9 Test Cormection v
() ISE Node « ISENodeRole  Status
[ﬁ ise11-mar [ STANDALONE & Connected to mmmmumun]

5. Perform a basic connection test to the AD with a current domain user.

CUTITCCIOTY:

O Join  Oc Leave | Oc Test Connection v

(J ISE Node Basic Test {’D [
ise11-mnr Detaled Test  \ dt:
Test Connection X

* User Name: [paul

* Password: Ioooooonl

Q\. Cancel |

6. If the connection to the AD is successful, a dialog confirms that the password is correct.

This djalog shows the detailed logs for the operation for: ise11.mnr.
Statug; SUCCESS|

IPasswudfawer paul s comrect




7. Navigate to Administration > Identity Management > External Identity Sources:

a.Click Certificate Authentication Profile.
b. Click Add for a new Certificate Authentication Profile (CAP).

i
CISCO  1dentity Services Engine

f Home Operations v Policy ¥ Administration v

«'s System 5% Identity Management = || Network Resources  [:4 Web Portal Manage

Identities  Groups | External Identity Sources |  Identity Source Sequences  Settings

Certificate Authentication Profile
External Identity Sources

- B = &
f = = oy e ,’ Edit -{}-w [}“‘_]D\.o'(.:tc K oe
., Certificate Authentication Profile >
S Adive O Name
L LoAP >
] RADIUS Token >
L2 RCA SanurlD) a

8. Enter a name of CertAuth (in this example) for the CAP; for the Principal Username X509 Attribute,
select Common Name; then, click Submit.

Certificate Authentication Profiies Uist > New Certificate Authentication Profile

Certificate Authentication Profile

‘Name[m ]
Descrioti

Principal Username X509 Attribute Common Name =

[C] perform Binary Certificate Comparison with Certificate retrieved from LDAP or Active Directory

LDAP/AD Instance Name

EEIS ( cocel

9. Confirm that the new CAP is added.

nl'lol'll
CISCO  1dentity Services Engine

f Home Operations v FPolicy ¥ Administration v
o's System LR Identity Management [ Network Resources  [i4 Web Portal Management

Identities  Groups | External Identity Sources | Identity Source Sequences  Settings

{ Extornal 1dentity Sources Certificate Authentication Profile
e =E = Sy = =
D Corts . JEdt  ofwadd [{yDuphcate = I Delete
—— ‘Ud”lmwl'ldlb >
0 Neme
“4 Active Directory
. P - e
—
() RADIUS Token >
] RSA SecuriD >

10. Navigate to Administration > Identity Management > Identity Source Sequences, and click Add .



alualn
CISCO  I1dentity Services Engine

ofs System 5% Identity Management = [jij Network Resources  [:4 Web Portal Management
Identities  Groups  External Identity Sources | Identity Source Sequences |  Settings
Identity Source Sequence
,' Edit +Md %Dup:(bﬂ‘ ¥ Dclete
O Name {9 ~  Description

0 Guest_Portal_Sequence
O MyDevices_Portal_Sequence
[0 sponsor_Portal_Sequence

A built-in Identity Sequence for the Guest Portal
A built-in Identity Sequence for the My Devices Po
A built-in Identity Sequence for the Sponsor Portal

11.Give the sequence a hame of TestSequence (in this example).

vl
CISCO  Identity Services Engine

) Home Operations v Polcy
s'= System | i identity Management | [fjj Network Resources

v Administration v

s Web Portal Mana

icentity Source Seguences List > New Identity Source Sequence

Identity Source Sequence

¥ Identity Source Sequence

*Name | TestSequence
Descrios

v Certificate Based Authentication

12.Scroll down to Certificate Based Authentication:

a.Enable Select Certificate Authentication Profile (box is checked).

b. Select CertAuth (or another CAP profile created earlier).

¥ Certificate Based Authentication

Select Certificate Authentication Profile | CertAuth

[~]

¥ Authentication Search List

13. Scroll down to Authentication Search List:

a.Move AD1 from Available to Selected.
b. Click the up button in order to move AD1 to the top priority.



v Authentication Search

A set ofidentity sources that will be accessed in sequence until first authentication succeeds

Avallable Selected

I Internal Users

Internal Endpoints

EE EE

i3
=l
=

14.Click Submit in order to save.

¥ Advanced Search List Settings

Select the action % be performed if a selectod idently $tore cannot be accessed for authentication

(@) Do not access other s10res in the S0GUENce and set the “Aug Status” 10 "ProcessE
() Treat as if the user was not found and proceed 10 the next store in the sequence

g [ Gona |

15. Confirm that the new Identity Source Sequence is added.

alvale
CISCO  Identity Services Engine

ofo System SR identity Management  [if Network Resources  [18, Web Portal Masagement
ldontties  Groups  External Identity Sources | Gentty SOURce Sequences |  Settings

S deasd  (Dowhcate X Dolete
[ Name »  Descrigtion Identity Stores
ﬁ Guest_Portal_Sequence A Dualit-n ldenty Sequence for the Guest Portal Imternal Users
O MyDevices_Poral_Sequence A busit-in IdentRty Sequence for the My Devices Portal Irternal Users
O sporsor_Porai_Sequence A Busit-in IdentRy Sequence for the Sponsor Portal Irternal Users
O TestSequence  sffem ContAutn, Internai Users, “rternal Encponts

16.Use the AD in order to authenticate the My Devices Portal. Navigate to ISE > Administration >
Identity Management > Identity Source Sequence, and edit MyDevices_Portal _Sequence.

f-\ Home Operations v Policy v Administration ¥

o's System 5% Identity Management  fjij NetworkResources  [i WebP)

Identities  Groups  External Identty Sources IWWW j <

Identity Source Sequence

Jedn  ofeadd  Byouphcate  JDelate

[J Name a  Description

O Guest Portal Sequence A Built-in Identity Sequence |
EE MyDevices_Portal_Sequence ] A Built-in Identity Sequence |
[J Sponsor_Portal_Sequence A built-in Identity Sequence |

O Testsequence

17.Add AD1 to the Selected list, and click the up button in order to move AD1 to the top priority.



A set of entty sources that will be accessed in sequence urtl first suthertication succeeds
Avalab‘e ______________________ Selected
Irternal Encipoint - Ei l -
“ ’ _IENomdUs«s _l
=l J|
18.Click Save.
Reset
(2]

19. Confirm that the Identity Store sequence for MyDevices_Portal_Sequence contains AD1.

Ll Cuea Portal Seouence

O MyDevices_Portal_Sequence
=

A Bult-n Identity Sequence For The My Devices Portal AD1,Internal Usars

20.Repeat steps 16-19 in order to add AD1 for Guest_Portal_Sequence, and click Save.

Identity Source Sequence

;.-‘ Edk +Add %::z.‘_,- e
] Name

[ Guest_Portal_Sequence ]
MyDevices_Porta_Sequence

[ Snoncre Doertal Senenco

21.Confirm that Guest_Portal_Sequence contains AD1.

] Name » Description Identity Stores

@ Guest_Portd_Sequence A Bult-n Identity Segquence For The Guest Port

22.1n order to add the WLC to Network Access Device (WLC), navigate to Administration > Network
Resources > Network Devices, and click Add.

m
CISCO  Identity Services Engine

oo System 5L Icentity Manag I Network Resowrces |44, Web Portal Management

| Network Devices | Network Device Groups  External RADIUS Servers  RADIUS Server Sequences S

( Network Devices
v Ui
[(u ] Jede |dbadd  Qyouwlate  Polmpot B
- Q.‘
L Network Devices > =
B Ocfaut Device

23.Add the WLC name, IP address, Subnet Mask, and so forth.



Network Devices LUst > New Network Device
Network Devices

o rra—
) —

{* 1P Adcress: [ 10.10.10.5 | 7[32 ]

voserame [ T7]
) E—

* Network Device Group

Location [l Locations ©] [ setToDefaur |

Device Type [l Device Types (& | | Set To Defaut |

24. Scroll down to Authentication Settings, and enter the Shared Secret. This must match the shared
secret of the WLC RADIUS.

+ Authentication Settngs

Enable Authentication Settings
Protocol RADIUS
* Shared Secret | eeees] | Show
Enable Keywrap [
* Key Encryption Key Show
* Message Authenticator Code Key Show

) s snmp settings
0 sca Aibetes

[ somt BECTTN

25. Click Submit.

26.Navigate to ISE > Policy > Policy Elements > Results.

il
CISCO  1dentity Services Engine

f Home Operations v JESFEREAN Administration v

o'o System 3 Identity | [L, Authentication

FREGRDNEE]) Network | [ Authorization i
|4 Profiling
‘ N % Devi [® Posture /

|y Client Provisioning
L‘; Security Group Access

1
v
¢ Egress Policy [
& Network Devices Network Device Authorization
B Oufok Oaice & Policy Elements
Dictionaries
Conditions

=8




27.Expand Results and Authorization, click Authorization Profiles, and click Add for a new profile.

alvaln
CISCO  1dentity Services Engine

f Home Operations v Policy v Administration v

|4, Authentication |8, Authorization  [£, Profiing @) Posture  [c, Client Provisioning

Standard Authorization Profiles
Resuits
L0
[ P — ] ,. Ed ‘(}'m -?_J Duphicate x Delete
‘i’ = = e 0 @

M

] Blackist_Access
Gisco_IP_Phones
ContractV12
DenvAccess

oo

28. Give this profile these values:

+ Name: CWA

Authorization Profies > New Authorization Profile
Authorization Profile

*Name | cwa |

Description |

* Access Type | accESS ACCEPT -

+ Enable Web Authentication (box is checked):

¢ Web Authentication: Centralized

O ACL: ACL-REDIRECT (This must match the WLC pre—auth ACL name.)
¢ Redirect: Default

¥ Common Tasks

DACL Name

Voice Domain Permission

@ Web Authentication  Centralized v ACL | ACL-REDIRECT] |  Redrect  pefault ~

29. Click Submit, and confirm that the CWA authorization profile has been added.

Standard Authorization Profiles

f edt «fpadd (yDuplicate | I Deled
Name
Blacklist_Access

0 0 00,

Cisco IP Phones

30.Click Add in order to create a new authorization profile.



Standard Authorization Profiles

f Ede | «feAdd Lbcuplm!e b4
Name @

Blacklist_Access

CWA

Cisco_IP_Phones

10000,

31. Give this profile these values:

+ Name: Provision

Authorization Profiles > New Authorization Profile

Authorization Profile

*Name | provision

Description |

* Access Type | ACCESS_ACCEPT

|

¢ Enable Web Authentication (box is checked):

O Web Authentication Value: Supplicant Provisioning

Auto Smart Port Device Registration
moﬁm |
FikerID Supplcant Provisoning o

O ACL: ACL-REDIRECT (This must match the WLC pre—auth ACL name.)

¥ Common Tasks
DACL Name
VLAN
Voice Domain Permission
& Web Authentication

Ause, Sonout Doct

Supplicant Provisioning ACL | AQ-REDIRECT

32.Click Submit, and confirm that the Provision authorization profile was added.




Lumm Authorization Profiles

," Edt +Md %Duphcatc X
(J Name

O Blacklist_Access

O owa

O providier=

33. Scroll down in Results, expand Client Provisioning, and click Resources.

v
» £8 Authentication

» £ Authorization

* £S5 Profiing

» [ Posture

~ [ Client Provisioning

= 23}
» gmm

34. Select Native Supplicant Profile.

Resources

JEdt |spAdd v | [fyDuplicate | HOx
[] Name Agent resources from Cisco site
= , Agent resources from local disk

_, ISE Posture Agent Profile

35.Give the Profile a name of WirelessSP (in this example).

Native Supplicant Profile

"Name | ‘WirelessSP




36.Enter these values:

¢ Connection Type: Wireless

¢ SSID: Demo1x (this value is from the WLC 802.1x WLAN configuration)
¢ Allowed Protocol: TLS

¢ Key Size: 1024

——
* Connection Type [] Wired
[¥] wireless

*SSID | Demoix |
Security | WPA2 Enterprise v
* Allowed Protocol | PEAR| v|
» Optional Settings s &

37.Click Submit.

38.Click Save.

* Allowed Protocol | TLS v]

*Key Size | 1024 v|

39. Confirm that the new profile has been added.

Resources
JEedit opAdd v  [fyDuplicate | I Delete
[C] Name Type
[ Wirelesst=— NativeSPProfile

40. Navigate to Policy > Client Provisioning.



Policy w Administration w

A S -
r ‘ Bl i 1 B
-y
i o - -
H |y Client Provisioning
" e - - -
> v o

41.Enter these values for the provisioning rule of iOS devices:

¢ Rule Name: iOS
¢ Ildentity Groups: Any

Rule Name Identity Groups Operating Systems Other Conditions

@ - e J 1 Cany 5 J3 " croosea.. = |03 conamonts)

{Ehoose an Operating System (0 |
Lo

¢ Operating Systems: Mac iOS All

Operating System Groups
( o)
Ex |

]
il

-_.W
¥ Mac OSX
g MaciOs Al

&

() Windows All >

¢ Results: WirelessSP (this is the Native Supplicant Profile created earlier)

Other Conditions Results
then [ Resut_© %

N

¢ Navigate to Results > Wizard Profile (drop—down list) > WirelessSP.

Native Supplicant Configuration
Wizard Profile: | hoose a Wizard Profile @




WizardProfile
(

B

L)
¥ Cear Selection

g erd&g

[dentity Groups

42.Confirm that the iOS Provisioning Profile was added.

Operating Systems Other Condtions
[(any | Mac 105 A1 Jand [ Conation(s)
above).

Sy Actions -

43.0n the right side of the first rule, locate the Actions drop—down list, and select Duplicate below (or
w« Duplicate above

|then | Weelesssp

.o Duplicate below ({I}N

Rule Name

~ |ios

44.Change the Name of the new rule to Android.

v Android

Operating System Groups

| &= =

p]l
e

|

45.Change the Operating Systems to Android.

46.Leave other values unchanged.

47.Click Save (lower left screen).

Q[ Reset |

48. Navigate to ISE > Policy > Authentication.



il
CISCO  Identity Services Engine

Operations v Administration v

[ Authenticatiory
Metrics [®, Authorization
Active Endpoints [é Profiling s

ﬁ Home Dperatior P v Ackrinistratior
Lo‘Authonzanm [4 Pofing  [7 Poste  [oy Clent)

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate
Poicy Type O Smple  (© Rule-8ased

: v |[ma8 | +1f | wired_maB & < | dow prd

50. Click the Condition Name drop—down list.

CIf | wired_MAB = | alow protocols |p
If [ Add Al Conditions Below to Library

Condition Name Expression
# |wired_MaB %]

51. Select Dictionaries > Compound Condition.

Dictionaries

¢ == ™
(5 Simple Condivon >
[ Compound Condition @

52.Select Wireless_MAB.

Compound Condition

L L)
| e E = |
o Wred_MAB
U Wireless_MAS i
B Wired_802.1X% {7

U Wireless_802.1X

u Switch_Local_Web_Authentication
u WLC_Web_Authentication

1]




53.To the right of the rule, select the arrow to expand.

HIf | wireless_MAB <p | dow protocols | Alowed Protocol : Default Netwé | and... ‘E |

54. Select these values from the drop—down list:

¢ Identity Source: TestSequence (this is the value created earlier)
¢ If authentication failed: Reject

¢ If user not found: Continue

¢ If process failed: Drop

use [ TestSequence = |
Identity Source | TestSequence Q]
Options
If authentication faled [Reject -]
— If user not found[Continue | ~ |
If process faled Drop—-‘

55.Go to the DotlX rule, and change these values:

v [ Dotix | <1f | waced_s021%. @& {‘D alow protocol

Defat Rule (If no match) alow protocols [Alowed Protocol : Defaut Ne

¢ Condition: Wireless_802.1X

Compound Condition
{ o) %

v

Wired_MAB
Wireless_MAB
Wired_802.1X
Wreless_802.1X 2
Switch_Local_Web _ ication
WLC_Web_Authentication

e @ @ & @ @ 4p

SIF | wired_802.1X . = | o
. o [B) Add Al Conditions Below t

Condition Name
W wireless s2.14 @ |

¢ Identity Source: TestSequence



for auther|
Identity Source| TestSequence 1© || Te
If authentication faled[Repct 1 ~] b Ao
If user not found[Reject | + ] { L)
If process faled[orop -] & = =
Note: For authentications using PEAP, LEAP, EAP-FAST or RADIUS = o3 Endponts
it s not possibie to continue processing when authentication fals b & Internal Users
If continue option s selected in these cases, requasts will be rejed! B Guest_Portal .
U Sponsor_Portal_Sequence
g MyDevices_Portal_Sequence
U TestSequence {b
Internal Users < | § Corthuth
u DenyAccess

56.Click Save.

57.Navigate to ISE > Policy > Authorization.

ulllclllo
CISCO  [Identity Services Engine

f Home

Operations Administration v

|4, Authentication
[8) Authorizatiop
|4 Profiling {b
slandard [# Posture

[t Client Praovisioning

58. Default rules (such as Black List Default, Profiled, and Default) are already configured from
installation; the first two can be ignored; the Default rule will be edited later.

Authorization Policy

Define the Aushoreation Polcy by configurng rubis Bused on dently groups ad/or other condtions. Drag ad drop nue 10 changs e ordher

[ Fest Marched fude Acles -

»

Status 80 Nare Condnons (Keenty grougs and othe Conditons) Pormessonrs
Black Lst Detalt Blackint Blackdst_Access
Profied Csco 1P Prooes Ciscor 1P-Phone Cico P _Froes
[ ~] Defait Perrmitacoess

59.To the right of the second rule (Profiled Cisco IP Phones), click the down arrow next to Edit, and
select Insert New Rule Below.

IR O AL PR okl Crit | w
Insert New Rule Above

[Insert New Rule Bejow |
Duplicate Above '
Duplicate Below




A new Standard Rule # is added.

Fude Name onditions (dentity groups and other conditions
2 Black Lt Defat Blackist Blackist_Access
Profiled Gsco 1P Phones Cisco-1P-Phore Csco_IP_Phones
7 B ~ [StandudRue 1 | Any Condtian(s) | [ Amzerom
Defait PRrmRACCRSS

60.Change the Rule Name from Standard Rule # to OpenCWA. This rule initiates the registration proce:

on the open WLAN (dual SSID) for users that come to the guest network in order to have devices
provisioned.

* | OpenCwa |

61. Click the plus sign (+) for Condition(s), and click Select Existing Condition from Library.

Cisco-1P-Phone Cco_iP_Phone

Anry 3 [ Select Condition '{bl AUthZ Pro
Permm

| Select Existing Condition from Liceary | @ o | Create

62.Select Compound Conditions > Wireless_ MAB.

ke conditions. Drag and drop  Compound Conditions

| L)

-

]
il

pe

§ Wired_802.1X

u Wred_MAS

u Wirsless_502.1%
Lps and other conditions) u Wireless MAB {
u Catalyst_Seitch'xocal_Web_Authentica
o WLC_Web_Authentication

[ Select Condition !

N [ Add Al Conditions &

Condition Name

Sedect Condition (0

63.1n the AuthZ Profile, click the plus sign (+), and select Standard.



Profiles
—\

( o)
ficy Elements &= = &
(] Indne Posture Node )
L Secunty Growp >
L] Sancard t} >
yokdst_Access
co_IP_Phones
AuthZ Profil
:Seiect an tem

64. Select the standard CWA (this is the Authorization Profile created earlier).

Standard

e

65. Confirm that the rule is added with the correct Conditions and Authorization.

7 B~ | opencwa

Wil ss_MAS

66. Click Done (on the right side of the rule).
DOFQ

67.To the right of the same rule, click the down arrow next to Edit, and select Insert New Rule Below.

Frlit | v
Insert New Rule sbove

{Insert News Rule Below
Duplicate Above

68.Change the Rule Name from Standard Rule # to PEAPrule (in this example). This rule is for PEAP
(also used for single SSID scenario) to check that authentication of 802.1X without Transport Layer

Security (TLS) and that network supplicant provisioning is initiated with the Provision authorization
profile created previously.



7’ CpenCWa Wireless_MAB

B TEmEw [y

& |9 | Censton(s) $ | then [ aumzProm =

69. Change the Condition to Wireless_802.1X.

Condition(s) = | | Aautnzeoonl., & |

N [ add Al Conditions Below to Library

Condition Name Expression

W|wireless 802.1] @ | | Radus:Service-Type EQUALS Framed AND Radius:NAS-Port

70.Click the gear icon on the right side of the condition, and select Add Attribute/Value. This is an 'and'
condition, not an 'or' condition.

w. N

_Add Attrbute/Value
Add Condition from{'_')ay
Delete

71.Locate and select Network Access.

—— ~| Dictionaries
( L)
¢ E = G
bs and other conditions) 2
Condition(s) = |
taccess
Condition Name Expression |
L] Metwork Access «
w[wreless 802.1X  © | | Radhus:Service-Type B =l
0 [Select Attribute l% !][ | | ]

72.Select AuthenticationMethod, and enter these values:

Network Access

( L)
G E = .
U AuthenticationldentityStore A




¢ AuthenticationMethod: Equals

[Network Access:aut) || | H_l
ot e U

¢ Select MSCHAPV?2.

IS Framed AND Radius:NAS-Port

[Equas  ~] ] [~
CHAP{MDS
Lookup
MSCHAPV1
MSCHAPV2
PAP_ASCII
XS509_PKI

This is an example of the rule; be sure to confirm that the Condition is an AND.

“ | conattion(s) < | o AdhzProfl. <&

Condition Name Expression @

W [wrreless 802.1X__ © | | Radws:Service-Type EQUALS Framed AND Raduus:NAS-Port $bv
0 [Network Accessiau© | [Equss  ~] [mscreevd+] @ .

73.1n AuthZ Profile, select Standard > Provision (this is the Authorization Profile created earlier).

S| aunzeronl,. e | Dore
|Select an item Q| -

Standard !

( 'l

&= = .

a !

Ed

&

»

*

“

*

&R Provision {b

74.Click Done.



D%i@%

75.To the right of the PEAPrule, click the down arrow next to Edit, and select Insert New Rule Below.

Frit | v
Insert New Rule Above
| Insert New Rule Below |

Duplicate Above

76.Change the Rule Name from Standard Rule # to AllowRule (in this example). This rule will be used
in order to permit access to registered devices with certificates installed.

PV oo 1] | Any || condmonts) > |

77.Under Condition(s), select Compound Conditions.

“ Dictionaries
W 2)
£ Smole Condtons » .
Chent Provisioning = M
- SRR T 7‘:} L Compound Conditions: }
L) Time and Date Condtons b
>
jetwork Access:Authentica
=
Cond@on(s) "E
[ 2cd A1 Conditions & |
Condttion Name
Select Condition (0 |

78.Select Wireless_802.1X.

Compound Conditions

|

T
[}
iiil

;
!

79.Add an AND attribute.



Wireless_802.1X = | then | - $ |

u Add Al Conditions Below to Library

Condttion Name Expression

W [wreless_802.1X @ | | Radus:Service-Type EQUALS Framed AND Radius:NAS-Port 6.

80. Click the gear icon on the right side of the condition, and select Add Attribute/Value.

w. N
Add Attribute/Vaue
Add Condition from B_Jary

Delete

81.Locate and select Radius.

|

L)

it
1
L

Jetwork Access: AuthenticationMethod

TI1111
i

Vireless_802.1X Network AccessA.. = | ‘ i Seniew

a -
Conddtion Name Expression L b - s |0
B Racks E
w[wreless 821X © | |RadsServcaType 1 g s -
e
v |

0 [Select Attrbute O.H I

82. Select Calling—Station-ID——[31].

Radius
( L)
| ==
* Bar et W =

. & e e w (W
] C&!Q-S!M\-ID—(M]{.D
. W gy W
. WS e
. ———

83. Select Equals.



Radius:Service-Type EQUALS Framed AND Radius:NAS-Port

[Radus:Caling-Statioi) ][] | FH ] ©
Equals

Not Equals

84.Go to CERTIFICATE, and click the right arrow.

llsmmrd

ad
G i o e
‘ ..

Q@ = 7 e
@
°—~‘-
Q--o

@ e

R Permitaccess

Qe

85. Select Subject Alternative Name.

CERTIFICATE

Subject Alternative Name
R )

86. For the AuthZ Profile, select Standard.



Profiles
L L)
——
- e
Ky Bements
- Pet vwe »
quno'yd &7
to_IP_Phones
A
Wision
AuthZ Profil... =3 I |
|Selact an item

87.Select Permit Access.

Standard

(

= B
aﬁ%
“ -

“- ¥

Sanes
“ . -
@ -

2 Permitaccess

el

* il

88.Click Done.

0

This is an example of the rule:

8 [ ——— -
. e ——— R el e -
LER - e
koo Mowhule 4 mnmw © - Permitaccess
e TE:Subject ARernative Name

89. Locate the Default rule in order to change PermitAccess to DenyAccess.

Pefaut] fno matches, then  PermitAccess

90. Click Edit in order to edit the Default rule.



Edit | v

91. Go to the existing AuthZ profile of PermitAccess.

PermitAccess — ]

|Permitaccess @7]

92. Select Standard.

Profiles
( L)
€ = = & ‘
(] Inine Posture Node >
[ Security Group >
[ Standard 6

93. Select DenyAccess.

Standard

(

v

o

1]
il

:
'

k.
.
< —

. ‘e
(2 DenyAccess ®

K

94.Confirm that the Default rule has DenyAccess if no matches are found.

7 Default fi : | DenyAccess & |

95.Click Done.

DOEe
This is an example of the main rules required for this test; they are applicable for either a single SSIL
or dual SSID scenario.




2 OpenCWA Wireless_MAB WA
PEAPTUe Wireless_B02. 1X /1) Network Access-AuthenticationMathod Provision
EQUALS MSOHAPV2
AlowRse Wireless_602. 1X Rackus:Calng-Staton-ID EQUALS PermitAccess
CERTFICATE Subject Alternative Name
Defatt DenyAccess
96.Click Save.

%Rﬁe‘ J
(2)

97.Navigate to ISE > Administration > System > Certificates in order to configure the ISE server with a
SCEP profile.

llllollla
CISCO  Identity Services Engine

@ Home Operations v Policy v NI el il -

[5, Authentication | [s, Authorization | ol System

Certificates

5 ——— O

98.In Certificate Operations, click SCEP CA Profiles.

P ——
Deployment Licensing | Certificates

Certificate Operations

‘. S

. - e g e

. PR R ——- e o o
o xEPCAmoﬁer"

. > - -

99. Click Add.

SCEP CA Profiles

100.Enter these values for this profile:

¢ Name: mySCEP (in this example)

¢ URL: https://<ca—server>/CertSrv/mscep/ (Check your CA server configuration for the
correct address.)



SEP Cartificate Authorty Certficates > New SCEP Profile

Edit Certificate

SEP Certificate Authority

* Name | mySCEP ]
Description | ]
*WRL [ https://10.10.10.10/certsrv/mscep/ ] [ Test Connectivity

101.Click Test Connectivity in order to test connectivity of the SCEP connection.

Te&(onnectmty }

102.This response shows that the server connectivity is successful.

Server Response

Server connectivity successful

103.Click Submit.

(S

104.The server responds that the CA Profile was created successfully.

Server Response
v P

CA Profile created successfully

105.Confirm that the SCEP CA Profile is added.

SCEP CA Profiles
feat  ofpadd | Hoeets N N b
[ Nere « Desoroton CA Cert Name

qin

User Experience — Provisioning i0OS

Dual SSID

This section covers dual SSID and describes how to connect to the guest to be provisioned and how to cont
to a 802.1x WLAN.

Complete these steps in order to provision iOS in the dual SSID scenario:

1.0n the iOS device, go to Wi—Fi Networks, and select DemoCWA (configured open WLAN on
WLC).



Wi-Fi [ on @
Choose a Network...
- v
Demo1ix T O
|V DemoCwA = 0|
N o v e
Other... >
Ask to Join Networks @ W
Known networks will bo joined

2.Open the Safari browser on the iOS device, and visit a reachable URL (for example, internal/externa
webserver). The ISE redirects you to the portal. Click Continue.

Cannot Verify Server Identity

"N verify th

10 continue anyway

Cancel

Details

Continue

3. You are redirected to the Guest Portal for login.

d Guest
N e

ise11-mnr.corp.rf-demc & -

SE—

4.Log in with an AD user account and password. Install the CA Profile when prompted.



Cancel Install Profile

TR co-RroEMOCA

DR o ro: D

Recelved Mar 24, 2012
Contains Certificate

More Details >

5. Click Install trusted certificate of the CA server.

Cancel Warning stall
Unverified Profile
The authenticity of “corp-RFDEMO- |
CA" cannot be verified. Installing this
profile will change settings on your
iPhone.
Root Certificate

' Installing the certificate “corp-
RFDEMO-CA" will add it to the list of
trusted certificates on your iPhone.

6. Click Done once the profile is completely installed.

% P>

QO Trusted

Received Mar 24, 2012
Contains Certificate

More Details >

7. Return to the browser, and click Register. Make a note of the Device ID that contains the MAC
address of the device.

ise11-mnr.corp.rf-democ &

|||lo||h A . g
CISCO ldentity Services Engine 1.1

Device Registration

This device has not been registered. To reg
format nn:nn:nn:nn:nn:nn where n is either
Please click the 'Register’ button to configu

oescer0 ]

o (




8. Click Install in order to install the verified profile.

Cancel Install Profile

Profile Service

Cisco Systems

@ Verified

Description Provide device information.
Signed ise11-mnr.corp.rf-demo.com
Received Mar 24, 2012
Contains Device enroiment challenge

More Details >

9. Click Install Now.

Cancel Install Now

10. After the process is completed, the WirelessSP profile confirms that the profile is installed. Click
Done.

file Installed

WirelessSP

Cisco

@ Verified

Description ISE Profile desc
Signed ise11-mnr.corp.ri-demo.com
Recelved Mar 24, 2012

Contains Certificate
SCEP enroliment request
Wi-Fi Network

More Details >

11.Go to Wi-Fi Networks, and change the network to Demolx. Your device is how connected and uses
TLS.



settings ~ Wi-Fi Networks

Wi-Fi [ on @)
Choose a Network...
e CR ]
v Demo1x &= ©
DemoCWA ol >}
Nt o v e

12.0n the ISE, navigate to Operations > Authentications. The events show the process in which the
device is connected to the open guest network, goes through the registration process with supplican
provisioning, and is allowed permit access after registration.

| wsrerncatons I Encpore Potecton Servce ) mars Regorts N Ttieshoot

Live Authentications

L Ao o Remove Cohaws = 8 Pafresh Bofrech Every 3 Wcore *  Sow Laest 20 mconds v| witen
! oty ot © Notwork Device  Authorgaton Profles  Identey Groap Postre Stts  Dvent

T v Suns Cetas . ’ .

My 3512 22900 7] Py . PerretAc e e NoACCRCie  Adtherfation weceeded

My 25,12 122 a o W, WA Pt ewce Parcing Mt B ton pEceeed

Mr 2512122 ° w. Dynarw Mthorston suoeeded

My 75,12 B o w, WA by Frofed 2opke Fat o

13.Navigate to ISE > Administration > Identity Management > Groups > Endpoint Identity Groups >
RegisteredDevices. The MAC address has been added to the database.

Operatiorns v Policy v Administration v

of= System 5% Identity Management | i Network Resources [ Weeb Portdl Management

Identities Groups External [dentity Sources Identity Source Sequences Settings

1 1 Endocint Growp List > RegitteredDevices
[ldenmy Sxoups ] Endpoint Group
M L2
—— - *MName  RegisteredDevices
& B = W

Description I Asset Registered Endpoints [dentity Group

» L User IderkRy Groups

v [ Endpoint [dertity Groups Parent Group

ol Blackist e e
» o Profled )
wu RoguteredDevices )
S Undnown Identity Group Endpoints
: .
. 2 Geadd  MRemove v
. MAC Address
O E8:05:88:97:09:41
Single SSID

This section covers single SSID and describes how to connect directly to an 802.1x WLAN, provide AD
username/password for PEAP authentication, provision through a guest account, and reconnect with TLS.

Complete these steps in order to provision iOS in the single SSID scenario:



1.If you are using the same iOS device, remove the endpoint from the Registered Devices.

Endpoint Group List » RegisteredDevices
Endpoint Group
*Name RegisteredDevices
Description | Asset Reqistered Endpoint
Parent Group
Save Reset |

v Endpoints

Identity Group Endpoints
#Add HKremove ~

£5:06:55:9 Remove Al

2.0n the iOS device, navigate to Settings > Generals > Profiles. Remove the profiles installed in this
example.

General Profiles
. = e e .
. e Bt )

th . pi corp-RFDEMO-CA 3

Eead WirelessSP

RWa Cisco

3. Click Remove in order to remove the previous profiles.

Profiles Profile

WirelessSP

Cisco

Description ISE Profile desc
Signed Ise11-mar.corp.rf-demo.com
Received Mar 24, 2012

Contains Certificate
SCEP enroliment request
Wi-Fi Network

~ More Details > |




Received Mar 24, 2012
Contains Certificate

More Details >

4. Connect directly to the 802.1x with the existing (cleared) device or with a new iOS device.

5. Connect to Dotlx, enter a Username and Password, and click Join.

cancel Enter Password

Username paul

Password eeeeceel

Mode Automatic >

6. Repeat Steps 90 and on from the ISE Configuration section until the appropriate profiles are
completely installed.

7. Navigate to ISE > Operations > Authentications in order to monitor the process. This example shows
the client that is connected directly to 802.1X WLAN as it is provisioned, disconnects, and reconnect
to the same WLAN with the use of TLS.

Live Authentications

b Al Ramove Cohaws » ) Rafrets Refresh | Ewiry 3 seconds v| Show Latest 20 reconds

Mooty frcpore © Network Device  Authoriation Profies  dersty Group Potture Sats  Bvent
Term v Suts Detals r r 1 1'r [ 1
My 25,12 1224003 990 AN a o i X 1 W PermtAccens foguteredlevies Notagghc e Authenticston succeeded
My 25,12 12: 3053 353 AM ° . w4l . J 1 W CWA RaguterecdDevions Perang ALZPEOUCION SCCed
My 25,12 1222000 967 am o i ¥ y 1 W Prowmon RaguterecDevion Pararg ASPEOCRON RO

8. Navigate to WLC > Monitor > [Client MAC]. In the client detail, note that the client is in the RUN

state, its Data Switching is set to local, and the Authentication is Central. This is true for clients that
connect to FlexConnect AP.

AP Properties
AP Address ©€8:04:62:02:68:80
AP Name Site-B-FlexAP
AP Type 802.11an
WLAN Profile Demolix
Data Switching Local
Authentication Central
Status Associated




User Experience — Provisioning Android

Dual SSID

This section covers dual SSID and describes how to connect to the guest to be provisioned and how to cont
to an 802.1x WLAN.

The connection process for the Android device is very similar to that for an iOS device (single or dual SSID)
However, an important difference is that the Android device requires access to the Internet in order to acces
Google Marketplace (now Google Play) and download the supplicant agent.

Complete these steps in order to provision an Android device (such as the Samsung Galaxy in this example
in the dual SSID scenario:

1. In the Android device, use Wi-Fi in order to connect to DemoCWA, and open the guest WLAN.

Wi-Fi settings
YWUIRA HIvunicauun

WPS button connection

Wi-Fi networks

DemoCWA

2. Accept any certificate in order to connect to the ISE.

A) Security warning

There are problems with the
security certificate for this site

X This certificate is not from
a trusted authority

" i View |
‘ Continue Il - “ Cancel ‘

3. Enter a Username and Password at the Guest Portal in order to log in.




4. Click Register. The device attempts to reach the Internet in order to access Google Marketplace. Ad
any additional rules to the Pre—Auth ACL (such as ACL-REDIRECT) in the controller in order to

allow access to the Internet.

alualn d’ e
CISCO Identity Services Engine 1.1 Self-Provisioning Portal

Device Registration

This device has £ct Been regitered. To fegater ths Sevice, ploase erter e Device 1D JMAC AGSress 150mat (FCARNATLSNS WHETe B 13
emer AF or 3 SgE 0.9 0N (aptonsd

Picaac URk he Bopiater o 9 Iratall and 1un e Q0 WHN Seiep Aasiant Sopiiation. THG sppicaton will ralall all e neccasary
COrteicates and Configures your evie 10 ULe Secure mfl nehwark. Clcking the Reghter” Button wil recinect you §2 androkd market place,
Where you Lan Comnisad The (1500 W-F1 Senup ASSSIAN S0P A0CN

Device 10 | MACA 403149

Descripton i

5. Google lists Cisco Network Setup as an Android App. Click INSTALL.

[>]@ https://play.google.co...

» Google play  ciscowi-

SHOP

All results n

DID YOU MEAN?:  Cisco Wifi Setup Assistant

Android Apps

Cisco Network Setup

o




6. Sign in to Google, and click INSTALL.

> L>O0QIE . 23@gmail.com

@ Cisco Network Setup Assistant
D

3 3 P lae L4
etw ommunica
rag
System
Cancel
7.Click OK.
» I
> G YOI . 23@gmail.com
g \
ARE &: Cisco Network Setup Assistant  gree
DOWNLOADIN A )
\/ This app will be downloaded to your device shortly

8. 0On the Android device, find the installed Cisco SPW app, and open it.

Cisco SPW

9. Make sure that you are still logged in to the Guest Portal from your Android device.

10.Click Start in order to start the Wi—Fi Setup Assistant.



alialne
CISCO

Wi-Fi Setup Assistant

This application automatically configui
Wi-Fi settings of your device for secure acc

11.The Cisco SPW begins to install certificates.

Wi-Fi Setup Assistant

lnslallmi Certificates

12.When prompted, set a password for credential storage.

Set password

Set a password for credential
storage (At least 8 characters)

New password

Confirm new p:

13.The Cisco SPW returns with a certificate name, which contains the user key and user certificate. Clic
OK in order to confirm.



Certificate name

14.Cisco SPW continues and prompts for another certificate name, which contains the CA certificate.
Enter the name iseca (in this example), then click OK in order to continue.

Certificate name

15. The Android device is now connected.

Wi-Fi networks Scanning

Demo1x =




My Devices Portal

My Devices Portal allows users to blacklist previously registered devices in the event a device is lost or
stolen. It also allows users to re—enlist if needed.

Complete these steps in order to blacklist a device:

1.In order to log in to My Devices Portal, open a browser, connect to https://ise-server:8443/mydevice
(note the port number 8443), and log in with an AD account.

Nmim
CISCO My Devices Portal

Uiarname | pad

Password I sssesnee

e

2. Locate the device under Device ID, and click Lost? in order to initiate blacklisting of a device.

Add a New Device 0 i i nner

* Device D
Detcrpnon
m Corcud
Your Devices {
Stts  DeweD Descrpnon s
E6.06.88:97.09:41 Eae | ;6 | ﬁ

3. When the ISE prompts a warning, click Yes in order to proceed.

@ My Devices Portal xl-‘.'-l

u Marking this device as lost will remove it

from the network and lock it out until
reinstated via this portal. Are you sure
you would like to proceed?

Yesi{} No |
[ S A

4.|SE confirms that the device is marked as lost.

Server Response

Device successfully marked as lost,




5. Any attempt to connect to the network with the previously registered device is now blocked, even if
there is a valid certificate installed. This is an example of a blacklisted device that fails authenticatior

Live Austhentications
S A0t o Remeve Cohaws = 5 Rebesh Sotred | Every 3 sconck *| Show| Latest 20 recorcs ‘
Iertry Erdoore Network Devics  Atoriation Profles  Identety Group Postue Stats  Evert [
Tere v Suns Detals [
|
My AR RSOSSN @ o ad " w41 WAC Tackiet_Accwss Bkt Aushar e Saledt |

Mo 12 2ANET M @ o a1 WL Backien_Access Bkt Ausren i atcn taled

|

6. An administrator can navigate to ISE > Administration > Identity Management > Groups, click
Endpoint Identity Groups > Blacklist, and see the device is blacklisted.

Idernres Grougs Extarnal Identity Sources Identity SOUrce SeQuences Settrgs
Credpnd Grong Lot » Blaciiet
dentity Groups 2
- 2. Endpoint Group
- =)
| )
—— *hame  Blackist
&8 = W
. _ Descrpton | Blackdst idernty Grouol
* L User Wdectty Grops
- P G
v L trdoort ety Groen A
o Mackdst Farat
o Profied .
o RegsteredDevces R
Idertry Group Endpors
ok Unknown
pass WRemove
MAC 233 ess
EB:06:85:97:09:41

Complete these steps in order to reinstate a blacklisted device:

1. From the My Devices Portal, click Reinstate for that device.

gat | Pr‘rr{i:r)r | 8§

2.When ISE prompts a warning, click Yes in order to proceed.

& My Devices Portal x|+|

Reinstating a lost device will allow it
- network access again. Are you sure you

would like to proceed?

Yes] No

dl

3. ISE confirms that the device has been successfully reinstated. Connect the reinstated device to the
network in order to test that the device will now be permitted.

Server Response

Device successfully reinstated.




Reference — Certificates
ISE not only requires a valid CA root certificate, but also needs a valid certificate signed by CA.
Complete these steps in order to add, bind, and import new trusted CA certificate:

1. Navigate to ISE > Administration > System > Certificates, click Local Certificates, and click Add.

A Home Operations v Policy v Administration v

ofe System | &R Identity Management [l Network Resources [t Wb Portal Management

Deployment  Licersing | Certificates | Logong  Mantenance  Admin Access  Settings

? re Eyrort Dodad s
Certificate Operations ‘ R +‘@7 e X oeiete
© Local Certificates |+ [J Friendly Name
© Certificate Sigring Requests | 1 O Defaut self-signed server certificate

9 Certificate Authorky Certificates

2. Select Generate Certificate Signing Request (CSR).

Local Certificates

,' Edit '%}‘-'Md & Export K Delete
0! Friend Import Local Server Certificate
[) Defyy Sonerate Self-Signed Certificate

Bind CA Certificate @ ....

3. Enter the Certificate Subject CN=<ISE-SERVER hostname.FQDN>. For the other fields, you can
use the default or the values required by your CA setup. Click Submit.

Local Cartificates » Generate Certificate Signing Request

Generate Certificate Signing Request

Certificate

* Certificate Subject [ (N=ke11-mne.corp.rf-demo.com

* Key Length [2048 |
* Digest to Sign With [SHAa-256 -]

Submit Cancel

4.|SE verifies that the CSR was generated.

A Certificate Signing Request was
generated and can be viewed in the
"Certificate Signing Requests" page.

(o

“

5.1In order to access the CSR, click the Certificate Signing Requests operations.



Deployment Licensing | Certificates Lo

Certificate Operations
@ Local Certificates

o Certificate Signing Requests [

6. Select the CSR recently created, then click Export.

Certificate Authority Certificates

JEi  <pimpot @ X Delete
(] Friendly Name
ise11-mnr.corp.rf-demo.com#ise11-mnr.cor

7.1SE exports the CSR to a .pem file. Click Save File, then click OK in order to save the file to the loca
machine.

Opening ise 1 1moecorpeldemocomise 1 1.pem x|
You have chosen to cpen

which is 3. pem Ple
froe: hetps://10.10.10.60

© What should Prefox do wth this file?

& SaveFle
™ Do this gutomatically for files lka ths from now on.

i P pownloads SRS
GOOI' ~PauN... ~ Downko... v K23 [ search Dowrloads

Organize ¥ | Open ~v Sharewkh v  New folder =0 e

a -~
W Favorites
| B Desktop
1. Dropbox
1 Work
& Downloads
| Recent Places

9. Copy the entire content of the certificate.



9wl BAQUFA

10.Connect to the CA server, and log in with an administrator account. The server is a Microsoft 2008
CA at https://10.10.10.10/certsrv (in this example).

R——

@ N ls‘:} Fetps://10.10.10.10 cortsrv) p:] % Cor

I Windows Security :-:." _’_‘J
Connecting to 10.10.10.10.

Bl Recramber my credeckisls

|
<

[ ] concs |

11.Click Request a certificate.

Select a task:
Rcauzst&cerimcaj;:-

12.Click advanced certificate request.

Microsoft Active Directory Centificate Senices ~ ¢4

Request a Certificate

Select the certificate type
User Certificate

Or, submit an advanced certificate request

13.Click the second option in order to Submit a certificate request by using a base-64-encoded CMC
or....



Microsoft Active Disoctory Cortiicate Senices — corp RFDEMO-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request Chick one of tH
following options to

e a0 nbrnt 4 ol K P LA

14.Paste the content from the ISE certificate file (.pem) into the Saved Request field, ensure the
Certificate Template is Web Server, and click Submit.

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CV|
Saved Request box

Saved Request:

MA3GA1UADWOEAWICE DAABGNVHQIEF QQUBJaSqgBc a)
Base84.-encoded [VRO1BAVYCGY IKVYBEQUHAVEVEQYIYIZIAYDAQUES
cortiicate request [BQUAR4GBAKS +2 yTCZANKeXIygxHTY japthqudosZ

(CMC or 1/t6SUIOKQAYBRUPZ 1 TpHL+02 7eDTVWNB3IDbCbD 1
PKCS #10 or 03MNBENLCVZZRPOTE4aKtkJeSoHF 10Y/ +vPrbiph
PKCSW)y [-==-- END CERTIFICATE-=~~~ hd
«| | »
Certificate Templ
| Web Server -

Additional Attributes:

Attrbutes

15. Click Download certificate.

Certificate Issued

The certificate you requested was issued to you

@ DER encoded or € Base 64 encoded

Download certificat
Download certificate-Chain

16. Save the certnew.cer file; it will be used later in order to bind with the ISE.

DO you want 1o open or savie certnew.cer (521 bytes) from 10.10,10.10? Open I Save |V

17.From ISE Certificates, navigate to Local Certificates, and click Add > Bind CA Certificate.



A Home Operations

L)

s Systemn Z8 Identity Management B Network Resources  [28) ‘Web Portal Management

Deployment Licensing (Certificates | Logong Mantenance Admin Access Settings

e = Local Certificates

© Local Certificates

i Cortfcute Sring Racusets Jeat Hbaddl | @pepot | Hoekte

& G Signig . e m) mmthocdSavevCemﬁcate
Ficate Authorky Certifi 0O kel Generate Self-Signed Certificate

© SCEP CA Profies T Generate Certificate Signing Request

© OCSP Servies Bnd CA Certificate (i,
\J

rf

18.Browse to the certificate that was saved to the local machine in the previous step, enable both the
EAP and Management Interface protocols (boxes are checked), and click Submit. ISE may take
several minutes or more in order to restart services.

Deployment  Licersng [TCOrUCItEs ] Logong  Mantenance  Admin Access  Settngs

Locd ContBicins » Biad CA Signed Cortificste
Certificate Operations

e | Bind CA Signed Certificate
© Certfate Sorng Requests E Certificate
@ Certfcate Auhorty Certficates | | *Certificate e [CUsers\Paul NguyenDownloads\certnew(4).cer Browse._ |
© SCEP CAProfies
Friendly Name
© OCS Serves

(] Enable Valdation of Certificate Extensions (accept only vald certificate)

Protocol

V] EAP: Use certicate for EAP protocols that use SSUUTLS tunneling
&) Managament Interface: Use cartificate to authenticate the web server (GUI)

Override Polkcy
{1 [ Regixce A cortificate may be determined to aready exist n the syst
| certificate. In 4 Case, selection of the Replace Certcate” option wil |
[j U iscwors ;
| —
!

19.Return to the landing page of the CA (https://CA/certsrv/), and click Download a CA certificate,
certificate chain, or CRL.

[ O D] i contrcn

Microsoft Active Direciory Centificate Senices cop-RFDEMO-CA

Welcome

Use this Web site to request a certficate for your Web browser, e
you communecate with over the Web, sign and encrypt messages,

You can also use this Web site to download a certficate authority
a pending request

For more information about Active Directory Certificate Services,

Select a task:
Request a certificate
View the status of a pending cerificate request
Downioad a CA cerificate, certificate chain, or CRL

20. Click Download CA certificate.



Microsoft Active Directory Certificate Sendces

Download a CA Certificate, Certificate Ch;

ITo trust centificates issued from this certificatyy

ITo download a CA certificate, certficate chail

S

[Encoding method:

@ DER
© Base 64

Lol A %.’v

Cowriel ey bae 0
ol eyl efa G

ICA certificate:

21.Save the file to the local machine.

D0 you want to open of save certnew.cer (921 bytes) from 10.10.10,107 Open l Sove |v| |

22.With the ISE server online, go to Certificates, and click Certificate Authority Certificates.

Deployment Ucersng [ Certifcates |

Certificate Operations

© Local Certificates

© Certificate Signing Requests

© Certiicate Authority Certficates @
© SCEP CA Profies

| @ OCSP Services

23.Click Import.

Deployment Licensing m LoQoing Mantenance Admin Access Settr

P~ SES Certificate Authority Certificates

© Local Certiicates =

© Certfiens R . J ER +W® & Export Kool
© Certficate Aughorty Certificates 0/ Friendly Name

© SCEP CA Profies O se11-mev,corp.rf-camo.com#ise11-mor
© OCSP Services

24.Browse for the CA certificate, enable Trust for client authentication (box is checked), and click
Submit.



: » Import

Import a new Trusted CA (Certificate Authority) Certificate

* Cortiicate Fle I':'\U:L‘l‘.'FeJ] Nguyen\Downloads\certnew < Browse I
Friendy Name

Al Certificate Authority Certificates are avalable for selaction as the Root CA for secure LDAJ
authentication below:

v Trust for chent authentication
() Enable Valdation of Certificate Extensions (accept only vald certificate)

Description

ol |

25. Confirm that the new trusted CA certificate is added.

“

Certificate Authority Certificates
Certificate Operations

@ Local Certficates

@ Certificate Signing Requests

@ Certificate Authority Certificates
& SCEPCA Profiles

€& OCSP Services

ofs System IR Identity Management i Network Resources [z, web Portal Managemer

Deployment Licensing Certificates Loggng Mantenance Admin Access Settings
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