Resolve Rogue Detection and Mitigation in an
Unified Wireless Networ k
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This document describes Rogue Detection and Mitigation on Cisco Wireless Networks.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

¢ Cisco Wireless Lan Controllers.
¢ Cisco Prime Infrastructure.

Components Used

The information in this document is based on these software and hardware versions:
 Cisco Unified Wireless Lan Controllers (5520, 8540 and 3504 Series) that run version 8.8.120.0.
* Wave 2 APs 1832, 1852, 2802 and 3802 series.
* Wave 1 APs 3700, 2700 and 1700 series.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Rogue Overview

Wireless networks extend wired networks and increase worker productivity and access to information.
However, an unauthorized wireless network presents an additional layer of security concern. Less thought is
put into port security on wired networks, and wireless networks are an easy extension to wired networks.
Therefore, an employee who brings his or her own Access Point (Cisco or Non Cisco) into awell-secured
wireless or wired infrastructure and allows unauthorized users access to this otherwise secured network, can
easily compromise a secure network.



Rogue detection allows the network administrator to monitor and eliminate this security concern. Cisco
Unified Network Architecture provides methods for rogue detection that enable a complete rogue
identification and containment solution without the need for expensive and hard-to-justify overlay networks
and tools.

Any device that shares your spectrum and is not managed by you can be considered arogue. A rogue
becomes dangerous in these scenarios:

» When setup to use the same Service Set Identifier (SSID) as your network (honeypot)
* When it is detected on the wired network

» Ad-hoc rogues

* When set up by an outsider, most times, with malicious intent

The best practice is to use rogue detection to minimize security risks, for example, in a corporate
environment.

However, there are certain scenarios in which rogue detection is not needed, for example, in Office Extend
Access Point (OEAP) deployment, citywide, and outdoors.

The use of outdoor mesh APs to detect rogues would provide little value while it would use resources to
analyze.

Finally, it iscritical to evaluate (or avoid altogether) rogue auto-containment, as there are potential legal
issues and liabilitiesif |eft to operate automatically.

There are three main phases of rogue device management in the Cisco Unified Wireless Network (UWN)
solution:

» Detection - A Radio Resource Management (RRM) scan is used to detect the presence of rogue
devices.

 Classification - Rogue Location Discovery Protocol (RLDP), Rogue Detectors (Wave 1 APs only) and
switch port traces are used to identify if the rogue device is connected to the wired network. Rogue
classification rules also assist in the filtration of rogues into specific categories based on their
characteristics.

» Mitigation - Switch port shutting, rogue location, and rogue containment are used in to track down its
physical location and to nullify the threat of the rogue device.
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Rogue Detection

A rogueis essentially any device that shares your spectrum, but isnot in your control. Thisincludes rogue
Access Points, wireless router, rogue clients, and rogue ad-hoc networks. The Cisco UWN uses a number of
methods to detect Wi-Fi-based rogue devices such as an off-channel scan and dedicated monitor mode
capabilities. Cisco Spectrum Expert can also be used to identify rogue devices not based on the 802.11
protocol, such as Bluetooth bridges.

Off-Channel Scan

This operation is performed by Local and Flex-Connect (in connected mode) mode APs and utilizes atime-
dlicing technique which allows client service and channel scan with the usage of the same radio. With the
move to off-channel for a period of 50ms every 16 seconds, the AP, by default, only spends a small
percentage of itstime to not serve clients. Also, note there is a 10ms channel change interval that occurs. In

the default scan interval of 180 seconds, each 2.4Ghz FCC channel (1-11) is scanned at least once. For other
requlatory domains, such as ETSI, the AP is off channel for a slightly higher percentage of time. Both the list of channels and scan interval
can be adjusted in the RRM configuration. This limits the performance impact to a maximum of .5% and intelligence is built into the
algorithm to suspend the scanwhen high-priority (oS frames, such as voice, need to be delivered.
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This graphic is a depiction of the off-channel scan algorithm for alocal mode AP in the 2.4GHz frequency
band. A similar operation is donein parallel on the 5GHz radio if the AP has one present. Each red square
represents the time spent on the APs home channel, whereas each blue square represents time spent on
adjacent channels for scan purposes.

Monitor M ode Scan

This operation is performed by Monitor Mode and Adaptive wiPS monitor mode APs which utilizes 100%
of the radio time to scan all channels in each respective frequency band. This allows a greater speed of
detection and enables more time to be spent on each individual channel. Monitor mode APs are also superior
at the detection of rogue clients as they have a more comprehensive view of the activity that occursin each
channel.

Monitor-Mode AP -802.11b/g/n Scanning AllChannels
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This graphic is adepiction of the off-channel scan algorithm for a monitor mode AP in the 2.4GHz
frequency band. A similar operation isdone in parallel on the 5GHz radio if the AP has one present.

L ocal Mode and Monitor Mode Comparison

A local mode AP splitsits cycles between the service of WLAN clients and the scan of channels for threats.
Asaresult, it takesalocal mode AP longer to cycle through all the channels, and it spends lesstime in the
collection data on any particular channel so that client operations are not disrupted. Consequently, rogue and
attack detection times are longer (3 to 60 minutes) and a smaller range of over-the-air attacks can be
detected than with a monitor mode AP.

Furthermore, detection for bursty traffic, such as rogue clients, is much less deterministic because the AP
has to be on the channel of the traffic at the same time the traffic is transmitted or received. This becomes an
exercise in probabilities. A monitor mode AP spends all of its cycles on the scan of channels to look for
rogues and over-the-air attacks. A monitor mode AP can simultaneously be used for Adaptive wiPS,
location (context-aware) services, and other monitor mode services.



When monitor mode APs are deployed, the benefits are lower time-to-detection. When monitor mode APs
are additionally configured with Adaptive wiPS, a broader range of over-the-air threats and attacks can be
detected.

Local Mode APs Monitor Mode APs

Serves clients with time-glicing off-channel scan |Dedicated Scan

Listens for 50ms on each channel Listensfor 1.2s on each channel

Configurable to scan:

* All channels Scans all channels
» Country channels (default)
* DCA channels

Rogue I dentification

If probe response or beacons from arogue device are heard by either local, flex-connect or monitor mode
APs, then thisinformation is communicated via CAPWAP to the Wireless LAN controller (WLC) for the
process. In order to prevent false positives, a number of methods are used to ensure other managed Cisco-
based APs are not identified as arogue device. These methods include mobility group updates, RF neighbor
packets, and alowed list friendly APs via Prime Infrastructure (P1).

Rogue Records

While the controller’s database of rogue devices contains only the current set of detected rogues, the Pl also
includes an event history and logs rogues that are no longer seen.

Rogue Details

A CAPWAP AP goes off-channel for 50ms in order to listen for rogue clients, monitor for noise, and
channel interference. Any detected rogue clients or APs are sent to the controller, which gathers this
information:

* Therogue AP MAC address

Name of the AP detected rogue

The rogue connected client(s) MAC address

Security Policy

The preamble

The Signal-to-Noise Ratio (SNR)

The Recelver Signal Strength Indicator (RSSI)



» Channel of Rogue detection

» Radio in which rogue is detected

* Rogue SSID (if the rogue SSID is broadcasted)
* Rogue IP address

 First and last time the rogue is reported

* Channel width
To Export Rogue Events

In order to export rogue events to a third-party Network Management System (NMS) for archival, the WLC
permits additional SNMP trap receiversto be added. When arogue is detected or cleared by the controller, a
trap that contains this information is communicated to al SNMP trap receivers. One caveat with the export
of eventsvia SNMP isthat if multiple controllers detect the same rogue, duplicate events are seen by the
NMS as correlation isonly done at PI.

Rogue Record Timeout

Once arogue AP has been added to the WL C records, it remainathere until it isno longer seen. After a user
configurable timeout (1200 seconds default), arogue in the unclassified_category is aged out.

Rogues in other states such as Contained_and Friendly persist so that the appropriate classification is
applied to them if they reappear.

There is a maximum database size for rogue records that is variable across controller platforms:
» 3504 - Detection and containment of up to 600 Rogue APs and 1500 Rogue Clients

» 5520 - Detection and containment of up to 24000 Rogue APs and 32000 Rogue Clients
» 8540 - Detection and containment of up to 24000 Rogue APs and 32000 Rogue Clients

Rogue Detector AP

A rogue detector AP aims to correlate rogue information heard over the air with ARP information obtained
from the wired network. If aMAC addressis heard over the air asarogue AP or client and is also heard on
the wired network, then the rogue is determined to be on the wired network. If the rogue is detected to be on
the wired network, then the alarm severity for that rogue AP israised to_critical_. A rogue detector AP is
not successful at the identification of rogue clients behind a device that uses NAT.

This approach is used when rogue AP has some form of authentication, either WEP or WPA. When aform
of authentication is configured on rogue AP, the Lightweight AP cannot associate because it does not know
the authentication method and credential s configured on the rogue AP.
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Rogue Detector

% Note: Only Wave 1 APs can be configured as Rogue Detectors.

Scalability Considerations

A rogue detector AP can detect up to 500 rogues and 500 rogue clients. If the rogue detector is placed on a
trunk with too many rogue devices, then these limits are exceeded, which causes issues. In order to prevent
this to occurr, keep rogue detector APs at the distribution or access layer of your network.

RLDP

Theaim of RLDP isto identify if a specific rogue AP is connected to the wired infrastructure. This feature
essentially uses the closest AP to connect to the rogue device as awireless client. After the connection asa
client, a packet is sent with the destination address of the WL C to assessif the AP is connected to the wired
network. If the rogue is detected to be on the wired network, then the alarm severity for that rogue AP is
raised to critical.



Managed AP Rogue AP

The algorithm of RLDP islisted here:
1. Identify the closest Unified AP to the rogue by the usage of signal strength values.
2. The AP then connects to the rogue as a WLAN client, attemps three associations before it times oui.
3. If association is successful, the AP then uses DHCP to obtain an |P address.

4. If an IP address was obtained, the AP (that actsasaWLAN client) sends a UDP packet to each of the
controller |P addresses.

5. If the controller receives even one of the RLDP packets from the client, that rogue is marked as on-
wire with a severity of critical.

% Note: The RLDP packets are unable to reach the controller if the filter rules are in place between the
controller network and the network where the rogue device is located.

Caveatsof RLDP

» RLDP only works with open rogue APs that broadcast their SSID with authentication and encryption
disabled.

* RLDP requiresthat the Managed AP that acts as aclient is able to obtain an IP address via DHCP on
the rogue network

* Manua RLDP can be used to attempt and RLDP trace on a rogue multiple times.



* Onthe RLDP process, the AP is unable to serve clients. This negatively impacts performance and
connectivity for local mode APs.

* RLDP does not attempt to connect to arogue AP that operatesin a5GHz DFS channel.
Switch Port Traces

Switch port trace is arogue AP mitigation technique. Although the switch port trace isinitiated at the P, it
utilizes both CDP and SNMP information to track a rogue down to a specific port in the network.

In order for the switch port trace to run, all switchesin the network must be added to the Pl with SNMP
credentials. Although read-only credentials work to identify the port the rogue is on, read-write credentials
allow the Pl to also shut the port down, thusit contains the threat.

At thistime, this feature works only with Cisco switches that run Cisco |OS® with CDP enabled, and CDP
must also be enabled on the Managed APs.

9 CAM | CAM |
Table Table
Jr—— SO

Shnw C DP e

Managed AP

The algorithm for the switch port trace is listed here:
1. The Pl finds the closest AP, which detects the rogue AP over-the-air, and retrievesits CDP neighbors.

2. The PI then uses SNMP to examine the CAM table within the neighbor switch, it looks for a positive
match to identify the rogues location.

3. A positive match is based on the exact rogue MAC address, +1/-1 the rogue MAC address, any rogue client MAC
addresses, or an 0Ul match based on the vendor information inherent in a MAC address.

4. If apositive match is not found on the closest switch, the Pl continues the search in neighbor switches
up to two hops away (by default).



Wired-Side Tracing Techniques

Comparison

How it Works What It Detacts Accuracy
1. AP hears rogue over air *Open APs ‘Moderate
2. Detecting AP advises of nearby *Secured APs

switches *NAT APs

- 3. Trace starts on nearby switches
Switchpon :
Tracin 4. Results reported in order of
a o
probability

3. Administrator may disable port

1. AP hears rogue over air *Open APs =100%
2. Detecting AP connects as clientte  =NAT APs

rogue AP
RLDP 3. Detecting AP sends ELDP packet

4. If RLDP packet seen at WLC, then
on wire

1. Place detector AP on trunk "Open APs *High

Rogue 2. Detector receives all rogue MACs  =Secured APs
3. Detector AP matches rogue MACs
from wired-side ARPs

Rogue Classification

By default, all rogues that are detected by the Cisco UWN are considered Unclassified. As shown in this
graphic, rogues can be classified on a number of criteriathat includs RSSI, SSID, Security type, on/off
network, and number of clients:

Lower Severity Higher Severity
—

On-Network
Open
Our SSID

Off-Network
Secured
Foreign SSID

Weak RSSI
No clients

Strong RSSI
Attracts clients

Rogue Classification Rules



Rogue classification rules, allow you to define a set of conditions that mark a rogue as either malicious or
friendly. These rules are configured at the PI or the WLC, but they are always performed on the controller as
new rogues are discovered.

Read the documentRule Based Rogue Classification in Wireless LAN Controllers (WLC) and Prime
Infrastructure (Pl1)for more information on rogue rules in the WLCs.

HA Facts

If you manually move any rogue device to contained state (any class) or friendly state, thisinformation is
stored in the standby Cisco WL C flash memory; however, the database is not updated. When HA switchover
occurs, the rogue list from the previously standby Cisco WL C flash memory is |oaded.

In aHigh Availability scenario, if the rogue detection security level is set to either High or Critical, the
rogue timer on the standby controller starts only after the rogue detection pend stabilization time, which is
300 seconds. Therefore, the active configurations on the standby controller are reflected only after 300
seconds.

Flex-Connect Facts

A FlexConnect AP (with rogue detection enabled) in the connected mode takes the containment list from the
controller. If auto-contain SSID and auto contain adhoc are set in the controller, then these configurations
are set to all FlexConnect APs in the connected mode and the AP storesit in its memory.

When the FlexConnect AP moves to a standalone mode, the next tasks are performed:
» The containment set by the controller continues.

* If the FlexConnect AP detects any rogue AP that has same SSID as that of infra SSID (SSID
configured in the controller that the FlexConnect AP is connected to), then containment gets started if
auto contain SSID was enabled from the controller before it moves to the standalone mode.

* If the FlexConnect AP detects any adhoc rogue, containment gets started if auto-contain adhoc was
enabled from the controller when it was in the connected mode.

When the standalone FlexConnect AP moves back to the connected mode, then these tasks are performed:
* All containment gets cleared.

» Containment initiated from the controller takes over.
Rogue Mitigation

Rogue Containment

Containment is a method that uses over-the-air packets to temporarily interrupt service on arogue device
until it can physically be removed. Containment works with the spoof of de-authentication packets with the
spoofed source address of the rogue AP so that any clients associated are kicked off.


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/wireless_intrusion_detection_system.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/wireless_intrusion_detection_system.html

Rogue Client

L=

De-Auth
Packets

Rogue Containment Details

A containment initiated on arogue AP with no clients only uses de-authentication frames sent to the
broadcast address:

A containment initiated on arogue AP with client(s) use de-authentication frames sent to the broadcast
address and to the client(s) address:

b SRSORNE | SRR
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sul Al B Rogue CTllent §.0 30 B02.11 Deauth
ga AT W Rague Clisar 8.0 30 E02.11 Deauch

Broadcast and Unicast Deauth frames

Containment packets are sent at the power level of the managed AP and at the lowest enabled datarate.

Containment sends a minimum of 2 packets every 100ms:

| Source | Destinaton | CataRate ]|~ Sae | Protocal [
| W9 Rogue AP EPEcherner Broadcast &.0 144 B802.11 Beacon ]
| Wy Rogue AF BPEchesnet Broadcast 6.0 56 | 202.11 Deauth |
| Wy Rogue AP MPEchernet Broadcast £.0 30 802.11 Deauth |



LI
EPErzeroat Broadond: ; i LoZale

. ——

& -|_-|..|.E'
i
L]

_losswesen 00 oe.| Soe|  GelebvwTes|Fotoel 00000
'u.- - - 5o i i i - .
Bpitoereat Drcadzass . i 3.11 Dasat -._'|D|:'m5
BT T 144 : b

% Note: A containment performed by non-monitor mode APsis sent at an interval of 500ms instead of
the 100ms interval used by monitor mode APs..

* Anindividual rogue device can be contained by 1 to 4 managed APs which work in conjunction to
mitigate the threat temporarily.

» Containment can be performed by the usage of local mode, monitor mode and flex-connect
(Connected) mode APs. For local mode of flex-connect APs, a maximum of three rogue devices per
radio can be contained. For monitor mode APs, a maximum of six rogue devices per radio can be
contained.

Auto-Containment

In addition to manually initiation of containment on arogue device via Pl or the WLC GUI, thereis aso the
ability to automatically launch containment under certain scenarios. This configuration is found
underGener alin theRogue Policiessection of the Pl or controller interface. Each of these featuresis disabled
by default and are to be enabled only to nullify the threats that cause the most damage.

» Rogue on Wire - If arogue deviceisidentified to be attached to the wired network, then it is
automatically placed under containment.

» Useof our SSID - If arogue device uses an SSID which is the same as that configured on the
controller, it isautomatically contained. This feature aims to address a honey-pot attack before it
causes damage.

» Valid client on Rogue AP - If aclient listed in RadiusAAA server isfound to be associated with a
rogue device, containment is launched against that client only, it preventsit from the association to
any non-managed AP.

* AdHoc Rogue AP - If an ad-hoc network is discovered, it is automatically contained.
Rogue Containment Caveats

» Because containment uses a portion of the managed AP radio time to send the de-authentication
frames, the performance to both data and voice clientsis negatively impacted by up to 20%. For data
clients, the impact is reduced throughput. For voice clients, containment can cause interruptionsin
conversations and reduced voice quality.

» Containment can have legal implications when launched against neighbor networks. Ensure that the
rogue device is within your network and poses a security risk before you launch the containment.

Switch Port Shut

Once a switch port istraced by the usage of SPT, there is an option to disable that port in Pl. Administrator
has to do this exercise manually. An option is available to enable the switch port through Pl if rogueis



physically removed from the network.

Configure

Configure Rogue Detection

Rogue detection is enabled in the controller by default.

In order to configure various options, navigate toSecurity > Wireless Protection Policies > Rogue
Policies > General. As Example:

Step 1. Change the timeout for rogue APs.
Step 2. Enable the detection of ad-hoc rogue networks.
Saye Configuration
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From the CLI:
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Configure Channel Scan for Rogue Detection

For alocal/Flex-Connect/Monitor mode AP there is an option under RRM configuration which allows the
user to choose which channels are scanned for rogues. It Depends on the config, the AP scans all
channel/country channel/DCA channel for rogues.

In order to configure this from the GUI, navigate toWireless > 802.11a/802.11b > RRM > General, as
shown in the image.

sl Saye Configuration  Ping  Logout  Befresh
CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS HELP FEEDBACK A Home
Wireless 802.11a > RRM > General _ Apply |
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TRC Set ta Factory Default |

L.;:'.L Foot Notes

Leverage

From the CLI:
<#root>

(Cisco Controller) >

config advanced 802. 11a nonitor channel -list ?

all Monitor all channels

country Monitor channels used in configured country code

dca Monitor channels used by automatic channel assignment

Configure Rogue Classification

Manually Classify a Rogue AP

In order to classify arogue AP asfriendly, malicious, or unclassified, navigate
toMonitor > Rogue > Unclassified APs, and click the particular rogue AP name. Choose the option from
the drop-down list, as shown in the image.
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From theCLI:
<#froot>
(Cisco Controller) >
config rogue ap ?
classify Configures rogue access points classification.
friendly Configures friendly AP devices.
rldp Configures Rogue Location Discovery Protocol.
ssid Configures policy for rogue APs advertsing our SSID.
timeout Configures the expiration time for rogue entries, in seconds.

valid-client Configures policy for valid clients which use rogue APs.

In order to remove arogue entry manually from the rogue list, navigate toM onitor > Rogue > Unclassified
APs, and clickRemove, as shown in the image.
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In order to configure a Rogue AP as afriendly AP, navigate toSecurity > Wireless Protection
Policies > Rogue Policies > Friendly Roguesand add the rogue MAC address.

The added friendly rogue entries can be verified fromM onitor > Rogues > Friendly Roguepage, as shown
in the image.
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Configure a Rogue Detector AP

In order to configure the AP as arogue detector through the GUI, navigate to Wireless > All APs. Choose
the AP name and change the AP mode as shown in the image.
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From the CLI:

<#root>

(Cisco Controller) >

config ap node rogue AP_Managed

Changing the AP's mode cause the AP to reboot.
Are you sure you want to continue? (y/n) y

Configure Switchport for a Rogue Detector AP

interface GigabitEthernetl/0/5
description Rogue Detector
switchport trunk native vlan 100
switchport mode trunk

N Note: The native VLAN in this configuration is one that has | P connectivity to the WLC.

Configure RLDP

In order to configure RLDP in the controller GUI, navigate toSecurity > Wireless Protection
Policies > Rogue Policies > General.
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Befresh
f Home

Security » Rogue Policies __hpply |

Rogue Detection Security Level

| Rogue Location Discovery Protoco l | Dizabile T

Critical * Custom

Mondcrkodeans
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Monitor M ode APs- Allows only APsin monitor mode to participate in RLDP.
All APs- Local/Flex-Connect/Monitor mode APs participate in the RLDP process.

Disabled— RLDP is not triggered automatically. However, the user can trigger RLDP manually for a
particular MAC address through the CL1I.

% Note: Monitor mode AP gets preference over local/Flex-Connect AP to perform RLDP if both of
them detect a particular rogue in excess of -85dbm RSSI.

From the CLI:

<#root>

(Cisco Controller) >

config rogue ap rldp enable

?
alarm-only Enables RLDP and alarm if rogue is detected
auto-contain Enables RLDP, alarm and auto-contain if rogue is detected.

(Cisco Controller) >config rogue ap rldp enable alarm-only ?

monitor-ap-only Perform RLDP only on monitor AP

RLDP schedule and manually trigger is configurable only through command prompt. To Initiate RLDP
manually:



<#root>

(Cisco Controller) >
config rogue ap rldp initiate

?

<MAC addr> Enter the MAC address of the rogue AP (e.g. 01:01:01:01:01:01).

For schedule of RLDP:;

<#root>

(Cisco Controller) >

config rogue ap rldp schedule ?

add Enter the days when RLDP scheduling to be done.

delete Enter the days when RLDP scheduling needs to be deleted.
enable Configure to enable RLDP scheduling.

disable Configure to disable RLDP scheduling.

(Cisco Controller) >

config rogue ap rldp schedule add ?

fri Configure Friday for RLDP scheduling.
sat Configure Saturday for RLDP scheduling.
sun Configure Sunday for RLDP scheduling.
mon Configure Monday for RLDP scheduling.
tue Configure Tuesday for RLDP scheduling.
wed Configure Wednesday for RLDP scheduling.
thu Configure Thursday for RLDP scheduling.

RLDP retries can be configured with the command:

<#root>

(Cisco Controller) >

config rogue ap rldp retries ?

<count> Enter the no.of times(l - 5) RLDP to be tried per Rogue AP.

Configure Rogue Mitigation
Configure Manual Containment

In order to contain arogue AP manually, navigate toM onitor > Rogues > Unclassified, as shown in the
image.
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FromtheCLI:

<#root>
(Cisco Controller) >

config rogue client

?

aaa Configures to validate if a rogue client is a valid client which uses AAA/Tocal databas
alert Configure the rogue client to the alarm state.

contain Start to contain a rogue client.

delete Delete rogue Client

mse Configures to validate if a rogue client is a valid client which uses MSE.

(Cisco Controller) >
config rogue client contain 11:22:33: 44:55: 66

?

<num of APs> Enter the maximum number of Cisco APs to actively contain the rogue client [1-4].

% Note: A particular rogue can be contained with 1-4 APs. By default, the controller uses one AP to
contain aclient. If two APs are able to detect a particular rogue, the AP with the highest RSSI
contains the client regardless of the AP mode.

Auto Containment

To configure auto containment, go toSecur ity>Wir eless Protection PoliciesSRogue Policies>General, and
enable al applicable options for your network.



If you want the Cisco WL C to automatically contain certain rogue devices, check those boxes. Otherwise,
leave the check boxes unselected, which is the default value.

A War ning: When you enable any of these parameters, the message appears.” Use of this feature
has legal consequences. Do you want to continue?’ The 2.4- and 5-GHz frequencies in the Industrial,
Scientific, and Medical (1SM) band are open to the public and can be used without alicense. As such,
the containment of devices on another party’s network could have legal consequences.

These are the Auto Contain Parameters;

Parameter

Description

Auto Containment
Level

Drop-down list from which you can choose the rogue auto containment level from 1 to
4.

Y ou can choose up to four APs for auto containment when arogue is moved to a
contained state through any of the auto containment policies.

Y ou can also choose Auto for automatic selection of the number of APs used for auto
containment. The Cisco WL C chooses the required number of APs based on the RSS|
for effective containment.

The RSSI value that is associated with each containment level is as follows:
* 1—0to-55dBm
e 2——75t0-55dBm
« 3—-85t0o-75dBm

e 4—Lessthan -85 dBm

Auto Containment
only for Monitor
mode APs

Check box that you can select to enable the monitor mode APs for auto containment.
The default is disabled state.

Auto Containment
on FlexConnect
Standalone

Check box that you can select to enable auto containment on FlexConnect APs in the
standalone mode. The default is disabled state. When the FlexConnect APs are in the
standal one mode, you can enable only the Use our SSID or AdHoc Rogue AP auto
containment policies. The containment stops after the standalone AP connects back to
the Cisco WLC.

Rogue on Wire

Check box that you enable to automatically contain the rogues that are detected on the
wired network. The default is disabled state.

Useour SSID

Check box that you enable to automatically contain those rogues that advertises your
network’s SSID. If you leave this parameter unselected, the Cisco WLC only generates
an alarm when such arogue is detected. The default is disabled state.




Parameter

Description

Valid client on
Rogue AP

Check box that you enable to automatically contain arogue access point to which
trusted clients are associated. If you leave this parameter unselected, the Cisco WLC
only generates an alarm when such arogue is detected. The default is disabled state.

Check box that you enable to automatically contain ad-hoc networks that are detected

AdHoc Rogue AP |by the Cisco WLC. If you leave this parameter unselected, the Cisco WL C only

generates an alarm when such a network is detected. The default is disabled state.

Security

* AAA

b Local EAP
Advanced EAP

b Priority Order

b Certificate

F Access Control Lists

Wireless Protection
Policies

MONITOR  WLAMS CONTROLL

192758, W

FEEDBACK
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Detect and report Ad-Hoc Hetworks o Enabled
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Rogue Detection Minimum 551 (-70 o -128) -a0
Reogue Detechion Transsent Interval {0, 120 fo 15040 Sec) Q
Rague Client Threshald [0 to daable, 1 b 256) 2
Rogue contasnment automatic rate selection Enabled
F—)!l.um Contain R
auto Containment Level Autn ¥
At Contairment only for Monitor mode AP « Enabled
fute Contanment on FlexConnedt Standslons | Enabled
Rogue on Wire & Enabled
Upng our SEID o Enabled
Wahid chent on Rogue 49 # Enabled
" AdHoo Regue AP o Enabled y

Click Apply to send data to the Cisco WLC, but the data is not preserved across a power cycle; these
parameters are stored temporarily in volatile RAM.

FromtheCLI:

<#root>

(Cisco Controller) >

config rogue adhoc ?

alert

auto-contain
contain
disable
enable
external

Stop Auto-Containment, generate a trap upon detection of the
adhoc rogue.

Automatically contain adhoc rogue.

Start to contain adhoc rogue.

Disable detection and reporting of Ad-Hoc rogues.

Enable detection and reporting of Ad-Hoc rogues.

Acknowledge presence of a adhoc rogue.




(Cisco Controller) >

config rogue adhoc auto-contain ?
(Cisco Controller) >

config rogue adhoc auto-contain

Warning! Use of this feature has legal consequences
Do you want to continue(y/n) :y

With Prime Infrastructure

Cisco Prime Infrastructure can be used to configure and monitor one or more controllers and associated APs.
Cisco PI hastools to facilitate large-system monitor and control. When you use Cisco Pl in your Cisco
wireless solution, controllers periodically determine the client, rogue access point, rogue access point client,
radio frequency ID (RFID) tag location and store the locations in the Cisco Pl database.

Cisco Prime Infrastructure supports rule-based classification and uses the classification rules configured on
the controller. The controller sends traps to Cisco Prime Infrastructure after these events:

* If an unknown access point moves to the Friendly state for the first time, the controller sends atrap
to Cisco Prime Infrastructure only if the rogue state is Alert. It does not send atrap if theroguestate is
Internal or External.

* |If arogueentry isremoved after the timeout expires, the controller sends a trap toCisco Prime
Infrastructureforrogueaccess points that are categorized as M alicious (Alert, Threat) or Unclassified
(Alert). The controller does not removerogueentries with theseroguestates: Contained, Contained
Pending, Internal, and External.

Verify

In order to find rogue details in a controller in the graphical interface, navigate toM onitor > Rogues, as
shown in the image.
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In this page, different classification for rogues are available:



* Friendly APs— APswhich are marked as friendly by administrator.

» Malicious APs— APswhich are identified as malicious via RLDP or Rogue detector AP.
» Custom APs— APsthat are classified as Custom by Rogue Rules.

» Unclassified APs— By default rogue APs are shown as unclassified list in controller.

* Rogue Clients — Clients connected to Rogue APs.

» Adhoc Rogues — Adhoc rogue clients.

* Rogue AP ignorelist — Aslisted through PI.
% Note: If WLC and autonomous AP is managed by the same PI, WLC lists automatically this

autonomous AP in Rogue AP ignore list. Thereis no additional configuration required in WLC to
enable this feature.

Click aparticular rogue entry in order to get the details of that rogue. Here is an example of a Rogue
detected on wired network:

afrafi Saye Configuration  Pirg  Logoot Refresh
CISCO HONITOR WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK % Home
Monitor Rogue AP Detail <Back | Apply
Summary
b Access Points MAC Address 50:2f188182103!60
¥ Ciseo CleanAir A
Ty ap
b Statistics
b cop lls Rogue On Wired Network? Yes I
¥ R First Time Reported On Men Jum 3 14:12:54 2019

Last Time Reported On Tise Jun & 12115025 2019
Class Typas balicous ¥
Classification Change By Aute
State Threst

Rogue AP ignorne-list

Cliants State Change By Auto

Sleeping Clients

Hulticast Manually Contained Ha

b Applications

Update Status - - Choose Hew Stakus - - 7

P Lync
Local Profiling

b Cloud Services
APs that detected this Rogue

Channel Lacurity
Base Radioc MAC AP Mame 5510 Channel Width (Mhz) Radic Type Palicy Pre-Amble RS5I
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From the CLI:

<#root>

(Cisco Controller) >

show rogue ap sunmary

Rogue Detection Security Level................... custom



Rogue Pending Time. .. ....ccuiiiiiininninnnnnnnenns 180 secs

Rogue on wire Auto-Contain.............couuuun... Disabled
Rogue uses our SSID Auto-Contain................ Disabled
Valid client on rogue AP Auto-Contain............ Disabled
Rogue AP timMEOUL. ...t viie i iae e aaaeneens 1200
Rogue Detection Report Interval.................. 10

Rogue Detection Min RSSi....... oo, -90
Rogue Detection Transient Interval............... 0

Rogue Detection Client Num Threshold............. 0
Validate rogue AP against AAA............coevn... Enabled
Rogue AP AAA validation interval................. 0 secs
Total Rogues(AP+Ad-hoc) supported................ 600
Total Rogues classified.........cccvviiiiian.. 12

MAC Address Class State #Det #Rogue #Highest RSSI #RSSI #Channel

Aps C(Clients det-Ap

00:a3:8e:db:01:a0 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:al Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:a2 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:b0 Malicious Threat 2 1 00:27:e3:36:4d:a0 -27 40
00:a3:8e:db:01:bl Unclassified Alert 2 0 00:27:e3:36:4d:a0 -28 40
00:a3:8e:db:01:b2 Unclassified Alert 2 0 00:27:e3:36:4d:a0 -28 40
50:2f:a8:a2:0a:60 Malicious Threat 1 2 00:27:e3:36:4d:a0 -66 1
50:2f:a8:a2:0d:40 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -65 11
9c:97:26:61:d2:79 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 6
ac:22:05:ea:21:26 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 1,5)
c4:e9:84:c1:c8:90 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 (6,2)
d4:28:d5:da:e0:d4 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -85 13
(Cisco Controller) >
show rogue ap detail ed 50: 2f: a8: a2: Oa: 60
Rogue BSSID. ..ottt e e e 50:2f:a8:a2:0a:60
Is Rogue on Wired Network.............covvuvnunn. Yes
Classification..... ...ttt eeaannnn MaTlicious
Classification change by.......... ... it Auto
Manual Contained.........cciiiiiiiiniiininiiaannnn No
1 - o < Threat
State change by..... ... e Auto
First Time Rogue was Reported.................... Tue Jun 4 13:06:55 2019
Last Time Rogue was Reported..............ccvun.. Wed Jun 5 08:25:57 2019
Reported By
AP 1

MAC Address......cciiiiiiiiii it iaannnn 00:27:e3:36:4d:a0

NaMe . e e tiagoAPcb.98E1.3DEC

2 o o TN 57 o 802.11n2.4G

03 1 1 buterfly

Channel. ... ..ot i it i i e e e eaann 1

RSSI. . s it e, -64 dBm

SNR . L e, 29 dB

Security Policy.. ot WPA2/FT

ShortPreamble. . ...... .. ... Disabled

Last reported by this AP................. Wed Jun 5 08:25:57 2019

Troubleshoot



If The Rogue Is Not Detected

Verify that rogue detection is enabled on the AP. On the GUI:
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e Regulatory Domains 802.11bg:-E  802.11a:-E Power Over Ethernet Settings
802.11b/a/n Country Code BE {(Belgium) i PoE Status Full Power
Dual-Band Radios . ’ 7
Global Configuration joisca Dissoery frotosc) Pre-standard 802.3af
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Inthe CLI:

<#root>

(Cisco Controller) >show ap config general tiagoAPcb.98E1l.3DEC

Cisco AP Identifier.......ouiiiiiiniininnnnnn 13

CisCO AP Name. . oot aae e e aaanas tiagoAPcb.98E1.3DEC
[...]

Administrative State .........c ittt ADMIN_ENABLED
Operation State .....eiii it et aa e REGISTERED
Mirroring Mode . ..........c.iiiiiiinnnnennnnnnnns Disabled

AP Mode ...t e e e e Local

Public Safety ..... i e Disabled

AP SubMode . . ... . Not Configured
Rogue Detection ......... ... ... Enabl ed

Remote AP DebuUg ....viiiii it i e eeeas Disabled
Logging trap severity level ..................... informational
KPI not configured ..........ciiiiiiiinnnnnnnnn

Logging syslog facility .....oeviiiinnnnnnnnnnnn. kern

S/W  Version . ...ttt et 8.8.120.0

BOOt Version .........ciiiiiiiiiieniniiannnennnn 1.1.2.4

[...]

Power Type/Mode. . ... ..ot aeee e ans PoE/Full Power
Number Of STotS.....ciiiiiiiii it i it 3

N 1o Yo T AIR-AP3802I-I-K9
AP Image. . v vttt ittt et AP3G3-K9w8-M
CisCo I0S VerSioN. ..t ii ittt ittt e et e eeeannnn 8.8.120.0
Reset Button...... ..ottt ittt iannn Enabled

AP Serial Number...... ... ... i, FGL2114A4SU

[...]



Rogue detection can be enabled on an AP with this command:

<#froot>
(Cisco Controller) >
config rogue detection enable ?

all Applies the configuration to all connected APs.
<Cisco AP> Enter the name of the Cisco AP.

A local mode AP scans only country channels'DCA channels and depends on the configuration. If the rogue
isin any other channel, the controller is not able to identify the rogue if you do not have monitor mode APs
in the network. Issue this command in order to verify:

<#root>

(Cisco Controller) >

show advanced 802.1l1a nonitor

Default 802.11a AP monitoring

802.11a Monitor Mode........oiiiiiininnnnnnnn enable
802.11a Monitor Mode for Mesh AP Backhaul...... disable
802. 11a Monitor Channels....................... Country channel s

802.11a RRM Neighbor Discover Type............. Transparent
802.11a RRM Neighbor RSSI Normalization........ Enabled
802.11a AP Coverage Interval................... 90 seconds
802.11a AP Load Interval...........covvivvnnnnn. 60 seconds
802.11a AP Monitor Measurement Interval........ 180 seconds
802.11a AP Neighbor Timeout Factor............. 20

802.11a AP Report Measurement Interval......... 180 seconds

» Rogue AP does not be broadcast the SSID.
» Ensurethe rogue AP MAC address is not added in the friendly rogue list or alowed listed through PI.

» Beacons from the rogue AP are not reachable to the AP that detected rogues. This can be verified by
the capture of the packets with a sniffer close to the AP-detector rogue.

* A local mode AP can take up to 9 minutes to detect arogue (3 cycles 180x3).
» Cisco APs are not able to detect rogues on frequencies like the public safety channel (4.9 Ghz).

» Cisco APs are not able to detect rogues that work on FHSS (Frequency Hopping Spread Spectrum).

Useful Debugs

<#root>



(Cisco Controller) >
debug client <rogue_nac_address>

(If rogue mac is known)
(Cisco Controller) >

debug client 50: 2f: a8: a2: 0a: 60

(Cisco Controller) >*apfRogueTask_2: Jun 05 08:46:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:
*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

*apfRogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:

<#root>

(Cisco Controller) >

debug dot 11 rogue enabl e

(Cisco Controller) >*emWeb: Jun 05 08:39:46.828:
Debugging session started on Jun 05 08:39:46.828

*jappSocketTask: Jun 05 08:39:57.104: 00:27:e3:36:

*apfRogueTask_2: Jun 05 08:39:57.104: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:

*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:

57.
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:

Oa:
Oa:

Oa:

Oa:

111: 50:2f:a8:a2:0a:60 Found Rogue AP: 50:2f:a8:a2

60
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60
60
60
60
60
60
60
60
60
60
60

60
60

60

60

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559724417. Detecti
SYNC for Channel (new/old : 1/0) or channel wi
rg changed rssi prev -64, new -55
Updated AP report 00:27:e3:36:4d:a0 rssi -55,
Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSTotId = 2 Receiv
Rogue before Rule Classification : Class malici
Rogue doesnt qualify for rule classification :
Manual Contained Flag = 0, trustlevel = 7
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
This rogue does not use my ssid. Rogue ssid=but

Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo

Checking Impersonation source 50:2f:a8:a2:0a:60
Known AP 0 mfp global O AP Auth Global 0 mfp Im

Rogue Client ssid: buterfly

Rogue Client ssid: buterfly

for WLC AIR-CT3504-K9 Version :8.8.120.0 SN :FCW22
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01:
4d:
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a0
a0
a0
b2
a0
al

b2
a0

Posting Rogue AP Iapp Report from AP for proces

fakeAp check: slot=0, entryIndex=0, (Radio_upTi
entries 5 slotId 0 bssid b0:72:bf:93:e0:d7 src

entries 5 slotId 0 bssid 50:2f:a8:a2:0a:60 src

entries 5 sTotId O bssid 00:a3:8e:db:01:al src
entries 5 sTotId O bssid 00:a3:8e:db:01:b0 src

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
entries 5 sTotId O bssid 00:a3:8e:db:01:b2 src
Found Rogue AP: 00:a3:8e:db:01:al on slot O

Rogue SSID timestmap expired. last update at O
fakeAp check: knownApCount=0, totalNumOfRogueE
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New RSSI report from AP 00:27:e3:36:4d:a0 rssi
fakeAp check: avgNumOfRogues[0]/10=4, rogueAla
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap expired. last update at O
rg changed rssi prev -28, new -28

SYNC for Channel (new/old : 13/0) or channel w
Updated AP report 00:27:e3:36:4d:a0 rssi -28,
Updated AP report 00:27:e3:36:4d:a0 rssi -16,
RadioType: 3 TradInfo->containSlotId = 1 Receiv

Rogue before Rule Classification : Class unclas
Created rogue client table for Rogue AP at Oxff
Rogue 1is Rule candidate for : Class Change by
Added Rogue AP: b0:72:bf:93:e0:d7

Applying Rogue rule to this MAC

Looking for Rogue b0:72:bf:93:e0:d7 in known AP
Rogue AP b0:72:bf:93:e0:d7 is not found either
Rogue After Rule Classification : Class unclass

Manual Contained Flag = 0, trustlevel = 2

Scheduled pending Time 184 and expiry time 1200
ssidLen = 0 min = 0 00:a3:8e:db:01:b2

Change state from 0 to 1 for rogue AP b0:72:bf:
This rogue does not use my ssid. Rogue ssid=

rg change state Rogue AP: b0:72:bf:93:e0:d7
Rogue AP: 00:a3:8e:db:01:b2 autocontain = 2 Mo
Rogue detected by AP: 00:27:e3:36:4d:a0

Checking Impersonation source 00:a3:8e:db:01:b2

RadioType: 3 TradInfo->containSTotId = 2 Receiv

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue 1is Rule candidate for : Class Change by

Send Rogue Info Notificaiton for AP report 00:
Applying Rogue rule to this MAC

Rogue SSID timestmap set to 1559723997. Detecti

rg send new rssi -59

Rogue After Rule Classification : Class unclass

Updated AP report 00:27:e3:36:4d:a0 rssi -59,
Manual Contained Flag = 0, trustlevel = 2

Rogue detected by AP: 00:27:e3:36:4d:a0
ssidLen = 0 min = 0 00:a3:8e:db:01:al

RadioType: 3 TradInfo->containSTotId = 2 Receiv

This rogue does not use my ssid. Rogue ssid=
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Rogue before Rule Classification : Class unconf
Rogue AP: 00:a3:8e:db:01l:al autocontain = 2 Mo
Rogue state is pending or 1rad, cannot apply ro

Rogue doesnt qualify for rule classification :

Checking Impersonation source 00:a3:8e:db:01:al
Manual Contained Flag = 0, trustlevel =1

Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Checking Impersonation source b0:72:bf:93:e0:d7
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Found Rogue AP: 00:a3:8e:db:01:b0 on slot 0

rg new Rogue AP: b0:72:bf:93:e0:d7

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559723997. Detecti
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap set to 1559723997. Detecti
rg changed rssi prev -28, new -26

SYNC for Channel (new/old : 1/0) or channel wi
Updated AP report 00:27:e3:36:4d:a0 rssi -26,
rg changed rssi prev -65, new -63

Rogue detected by AP: 00:27:e3:36:4d:a0

Updated AP report 00:27:e3:36:4d:a0 rssi -63,
RadioType: 3 TradInfo->containSTotId = 1 Receiv

Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSTotId = 2 Receiv

Manual Contained Flag = 0, trustlevel = 7
Rogue before Rule Classification : Class malici
ssidLen = 8 min = 8 00:a3:8e:db:01:b0
Manual Contained Flag = 0, trustlevel = 7
This rogue does not use my ssid. Rogue ssid=bli
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
Rogue AP: 00:a3:8e:db:01:b0 autocontain = 2 Mo
This rogue does not use my ssid. Rogue ssid=but
Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo

Known AP 0 mfp global O AP Auth Global 0 mfp Im

Checking Impersonation source 50:2f:a8:a2:0a:60
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

APF processing Rogue Client: on slot O

Rogue Client IPv6 addr: Not known



*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 APF processing Rogue Client: on slot O
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:b0 Rogue Client ssid: blizzard

*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 Rogue Client IPv6 addr: Not known
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Rogue Client ssid: buterfly

*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 New AP report 00:27:e3:36:4d:a0 rssi -37, snr
*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 rgc change from -38 RSSI -37

*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 rgc change from -39 RSSI -39

*apfRogueTask_3: Jun 05 08:39:57.105: a4:c3:f0:cf:db:18 Updated AP report 00:27:e3:36:4d:a0 rssi -37, s
*apfRogueTask_2: Jun 05 08:39:57.105: b4:82:fe:54:b3:14 Updated AP report 00:27:e3:36:4d:a0 rssi -39, s
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 APF processing Rogue Client: on sTlot O
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Rogue Client IPv6 addr: Not known
*apfRogueTask_2: Jun 05 08:39:57.105: 50:2f:a8:a2:0a:60 Rogue Client ssid: buterfly

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 New AP report 00:27:e3:36:4d:a0 rssi -62, snr
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 rgc change from -61 RSSI -62

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Updated AP report 00:27:e3:36:4d:a0 rssi -62, s
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Looking for Rogue b0:72:bf:93:e0:d7 in known AP
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Rogue AP b0:72:bf:93:e0:d7 is not found either
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Change state from 1 to 2 for rogue AP b0:72:bf:
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 rg change state Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 rg change state Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 Deleting Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 Freed rogue client table for Rogue AP at Oxfff0

*apfRogueTask_2: Jun 05 08:39:57.106: b0:72:bf:93:e0:d7 rg delete for Rogue AP: b0:72:bf:93:e0:d7

Expected Trap Logs

Once arogue is detected/removed from the rogue list:

Rogue client: b4:c0:f5:2b:4f:90 is detected by 1 APs Rogue Client Bssid:
a6:b1:€9:f0:e8:41, State: Alert, Last detecting AP :00:27:e3:36:4d:a0 Rogue Client
gateway mac 00:00:00:02:02:02.

Wed Jun 5 Rogue AP : 9¢:97:26:61:d2:79 removed from Base Radio MAC : 00:27:e3:36:4d:a0
09:00:39 2019 |Interface no:0(802.11n(2.4 GHZz))

Wed Jun 5 Rogue AP : 7c:b7:33:¢0:51:14 removed from Base Radio MAC : 00:27:€3:36:4d:a0
08:53:39 2019 |Interface no:0(802.11n(2.4 GHz))

Wed Jun 5 Rogue client: fc:3f:7c:5f:b1:1bis detected. by 1 APs Rogue Client Bssid: .
08:52:27 2019 50:2f:a8:a2:0a:60, State: Alert, Last detecting AP :00:27:€3:36:4d:a0 Rogue Client
T gateway mac 00:26:44:73:¢c5:1d.

Wed Jun 5 Rogue AP : d4:28:d5:da:e0:d4 removed from Base Radio MAC : 00:27:€3:36:4d:a0
08:52:17 2019 |Interface no:0(802.11n(2.4 GHZz))

Wed Jun 5
09:01:57 2019

o

H

N

w

N

Recommendations



1. Configure the channel scan to all channelsif you suspect potential rogues in your network.

2. The number and location of rogue detector APs can vary from one per floor to one per building and
depends on the layout of the wired network. It is advisable to have at least one rogue detector AP in

each floor of a building. Because arogue detector AP requires atrunk to all layer 2 network broadcast
domains that are to be monitored, placement is dependent on the logical layout of the network.

If the Rogue IsNot Classified

Verify the rogue rules are configured properly.

Useful Debugs

<#root>

(Cisco Controller) >

debug dot 11 rogue rul e enable

(Cisco Controller) >*emWeb:

Jun 05 09:12:27.095:

Debugging session started on Jun 05 09:12:27.095 for WLC AIR-CT3504-K9 Version :8.8.

(Cisco Controller) >
*apfRogueTask_1: Jun
*apfRogueTask_3: Jun

*apfRogueTask_1: Jun
*apfRogueTask_1: Jun

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

Rogue C assification

*apfRogueTask_3: Jun

*apfRogueTask_1: Jun
*apfRogueTask_3: Jun

*apfRogueTask_3: Jun

Recommendations

05 09:12:
05 09:12:

05 09:12:
05 09:13:

05 09:13:
05 09:13:

mal i ci ous

57.
57

57.
27.

27.
27.

135:

.135:

135:

135:
135:
135:

05 09:13:27.136:

05 09:13:57.136:
05 09:13:57.136:

05 09:13:57.136:

00:
00:

ac:
ac:

50:
50:

Rul eNane:

00:

00:
50:

00:

a3:8e:db:
a3:8e:db:

22:05:ea:
22:05:ea:

2f:a8:a2:
2f:a8:a2:

Test Rul e,

a3:8e:db:

a3:8e:db:
2f:a8:a2:

a3:8e:db:

01:a0 Rogue Rule Classify Params:
01l:al Rogue Rule Classify Params:

21:26 Rogue Rule Classify Params:
21:26 Rogue Rule Classify Params:

0d:40 Rogue Rule Classify Params:
0d:40

Rogue Stat e: Cont ai nment Pendi ng

01l:al Rogue Rule Classify Params:

120.0 SN

rssi=-16,
rssi=-15,
rssi=-89,
rssi=-89,
rssi=-62,
rssi=-15,

:FCW2245M0

maxRssiLr
maxRssiLr

maxRssilLr

maxRssilLr
maxRssilLr

maxRssilLr

01:a0 Rogue Rule Classify Params: rssi=-16, maxRssilLr
0d:40 Rogue Classification:malicious, RuleName:TestRu

0l:al Rogue Rule Classify Params: rssi=-15, maxRssilLr

If you have known rogue entries, add them in the friendly list or enable validation with AAA and ensure
known client entries are there in the Authentication, Authorization and Accounting (AAA) database.

RLDP Does Not L ocate Rogues

* If therogueisin the DFS channel, RLDP does not work.
* RLDPworksonly if the rogue WLAN is open and DHCP is available.

« If thelocal mode AP serves the client in the DFS channel, it does not participate in RLDP process.



* RLDPisnot supported on AP model 1800i, 1810 OEAP, 1810W, 1815, 1830, 1850, 2800, and 3800

Series APs.

Useful Debugs

<#root>

(Cisco Controller) >

debug dot11 rldp enable

!-—- RLDP not available when AP used to contain only has invalid channel for the AP country code

*apfRLDP: Jun 05 12:24:41.
*apfRLDP: Jun 05 12:24:41.
*apfRLDP: Jun 05 12:24:41.
*apfRLDP: Jun 05 12:24:41.

nval i d channel

*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05

12:
12:
12:

l--- ROGUE detected

*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05

12:
12:
12:
12:

1 for the

24:41.
24:41.
24:41.

291:
291:
292:
292:

50:2f:a8:a2:0a:61 Received request to detect Rogue
50:2f:a8:a2:0a:61 Entering apfFindClosestLrad
Rogue detected slot :0 Rogue contains SlotId :2
50:2f:a8:a2:0a:61

country IL for AP 00:27:e3:36:4d: a0

292:
292:
292:

50:2f:a8:a2:0a:61 Cannot find any AP to perform RLDP operation
50:2f:a8:a2:0a:61 Exiting apfFindClosestlLrad
Waiting for ARLDP request

on DFS channel

43:16.
43:16.
43:16.
43:16.

659:
659:
660:
660:

50:2f:a8:a2:0d:4e Received request to detect Rogue
50:2f:a8:a2:0d:4e Entering apfFindClosestLrad
Rogue detected slot :1 Rogue contains SlotId :1
50:2f:a8:a2:0d:4e

Qur AP 00: 27: e3: 36: 4d: a0 detected this rogue on a DFS Channel 100

*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05

l-—— RLDP 1is not

*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05

Ski ppi ng RLDP on

*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05

l-—-- Association

*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05
*apfRLDP: Jun 05

12:43:16.660:
12:43:16.660:
12:43:16.660:

supported on

12:
12:
12:

AP

12:
12:
12:

TO

15:
15:
15:
15:
15:

52:41.
52:41.
52:41.

94: d4:

52:41.
52:41.
52:41.

ROGUE

02:49.
02:49.
02:49.
02:49.
02:49.

980:
980:
980:

50:2f:a8:a2:0d:4e Cannot find any AP to perform RLDP operation
50:2f:a8:a2:0d:4e Exiting apfFindClosestlLrad
Waiting for ARLDP request

AP model 1800i, 1810 OEAP, 1810w, 1815, 1830, 1850, 2800, and 3800 Series
9e:97:26:a2:al:1a Received request to detect Rogue

9e:97:26:a2:al:1a Entering apfFindClosestLrad
9e:97:26:a2:al:1a

69:f5:f7:e0 AP Mbdel : Al R-AP1852] - E- K9

980:
980:
980:

AP

602:
602:
602:
602:
602:

9e:97:26:a2:al:1a Cannot find any AP to perform RLDP operation
9e:97:26:a2:al:1a Exiting apfFindClosestLrad
Waiting for ARLDP request

50:2f:a8:a2:0a:61 Received request to detect Rogue

50:2f:a8:a2:0a:61 Entering apfFindClosestLrad

50:2f:a8:a2:0a:61 Skipping RLDP on AP 94:d4:69:f5:f7:e0 AP Model: AIR-AP
Rogue detected slot :0 Rogue contains SlotId :0

50:2f:a8:a2:0a:61



Moni tor Mode AP found b4:de: 31: a4:

*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

Jun 05 15:02:49.602:

Jun
Jun

Jun
Jun

Jun
Jun

05
05

05
05

05
05

15:
15:

15:
15:

15:
15:

02:
02:

02:
02:

02:
02:

ridp started associ ation,

*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun 05 15:02:

Jun 05 15:02:
Jun 05 15:03:

Jun 05 15:03:

*apfOpenDt1Socket: Jun
*apfOpenDt1Socket: Jun

05
05

49.
49.

50.
50.

50.
50.

55.

55.
00.

00.

602:
602:

102:
102:

102:
302:

50:

50:
50:

50:
50:

b4:
50:

at t enpt

346:

346:
390:

390:

50:

50:
50:

50:

e0:

2f:

2f:
2f:

2f:
2f:

de:
2f:

1

2f:

2f:
2f:

2f:

30

as8:

as8:
as8:

as8:
as8:

31:
as8:

as8:

as8:
as8:

as8:

15:03:00.608:
15:03:00.808:

wi th RSSI

a2:0a:61

a2:
a2:

a2:
a2:

a4:
a2:

a2:

a2:
a2:

a2:

Oa:
Oa:

Oa:
Oa:

e0:
Oa:

Oa:

Oa:
Oa:

Oa:

61
61

61
61

31
61

61

61
61

61

-61

found closest monitor AP b4:de:31:a4:e0:30 slot = 0, ¢

Exiting apfFindClosestlLrad
Found RAD: Oxffd682b5b8, slotId = 0, Type=1

AP b4:de:31:a4:e0:30 Client b4:de:31:a4:e0:31 Slot = 0

In rldpSendAddMobile:724 setting Central switched to T

RLDP could not finish the association in time.

rldp started association, attempt 2
RLDP could not finish the association in time.

rldp started association, attempt 3

apfRoguePreamble = 0 mobile b4:de:31:a4:e0:31.

50: 2f: a8: a2: 0a: 61 RLDP state RLDP_ASSOC DONE

3.

*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61

Successfully associated with rogue:

l--- Attempt to get ip from ROGUE

*apfRLDP: Jun 05 15:03

Starting dhcp

*apfRLDP: Jun 05 15:03

Initializing RLDP DHCP

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun 05 15:03
Jun 05 15:03

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05

05

05

05

05

05

05

05

05

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:

03:

03:

03:

03:

03:

03:

03:

03:

:00.870:

:00.870:

for

:00.870: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61

50:2f:a8:a2:0a:61

50:2f:a8:a2:0a:61

50: 2F: A8: A2: 0A: 61

rogue 50: 2f:a8:a2:0a: 61

:00.870: b4:de:31:a4:e0:31 BOOTP[rl1dp] op: REQUEST

00.

00.

00.

00.

00.

00.

00.

00.

00.

870:

870:

870:

870:

870:

870:

870:

870:

870:

b4:

b4:

b4:

b4:

b4:

b4:

b4:

b4:

b4:

de:

de:

de:

de:

de:

de:

de:

de:

de:

31:

31:

31:

31:

31:

31:

31:

31:

31:

a4:

a4:

a4:

a4:

a4:

a4:

a4:

a4:

a4:

e0:

e0:

e0:

e0:

e0:

e0:

e0:

e0:

e0:

31

31

31

31

31

31

31

31

31

htype: Ethernet

hlen: 6

hops: 1

xid: 0x3dalfl3

secs: 0O

flags: 0x0

hw_addr: B4:DE:31:A4:E0:31
client IP: 0.0.0.0

my IP: 0.0.0.0

RLDP St

RLDP St



*apfRLDP: Jun 05 15:03:00.870: b4:de:31:a4:e0:31 server IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:00.870: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:00.870: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:00.870: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:00.870: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:00.870: [0000] 02 40

*apfRLDP: Jun 05 15:03:00.870: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:10.877: 50:2f:a8:a2:0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61

*apfRLDP: Jun 05 15:03:10.877: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 BOOTP[r1dp] op: REQUEST

*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 htype: Ethernet
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 hlen: 6
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 hops: 1
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 xid: 0x3dalfl3
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 secs: 0
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 flags: 0x0
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 hw_addr: B4:DE:31:A4:E0:31
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 client IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 my IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 server IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:10.878: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:10.878: [0000] 02 40

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 BOOTP[r1dp] op: REQUEST

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 htype: Ethernet

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hlen: 6



*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hops: 1

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 xid: 0x3dalfl3

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 secs: 0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 flags: 0x0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hw_addr: B4:DE:31:A4:E0:31
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 client IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 my IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 server IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:20.885: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:20.885: [0000] 02 40

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
I-—- RLDP DHCP fails as there is no DHCP server providing IP address

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCP FAILED state for rogue 50:2f:a8:a2:0a:61

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 DHCP failed
*apfRLDP: Jun 05 15:03:20.885: Waiting for ARLDP request

Recommendations

1. Initiate RLDP manually on suspicious rogue entries.
2. Schedule RLDP periodicaly.

3. RLDP can be deployed on local or monitor mode APs. For most scal able deployments, and to
eliminate any impact on client service, RLDP isto be deployed on monitor mode APs when possible.
However, this recommendation requires that a monitor mode AP overlay be deployed with atypical
ratio as 1 monitor mode AP for every 5 local mode APs. APsin Adaptive wlPS monitor mode can
also be leveraged for this task.

Rogue Detector AP

Rogue entry in arogue detector can be seen with this command in the AP console. For wired rogues, the
flag moves to set status.

<#root>

tiagoAP.6d09.eff0#



show capwap rm rogue detecto

r
LWAPP Rogue Detector Mode

Current Rogue Table:

Rogue hindex = 0: MAC 502f.a8a2.0a61,

flag = 0

, unusedCount = 1
Rogue hindex = 0: MAC 502f.a8a2.0a60,

flag = 0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d41,

flag = 0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d40,

flag = 0

, unusedCount = 1

l--- once rogue is detected on wire, the flag is set to 1

Useful Debug Commandsin an AP Console

<#root>

Rogue_Detector#

debug capwap rm rogue detector

*Jun 05 08:37:59.747: ROGUE_DET: Received a rogue table update of length 170
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lac4
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lac5
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.laca
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacb
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacc
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacd
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacf
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0024.1431.e9ef
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0024.148a.ca2b
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.148a.ca2d
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.148a.ca2f
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.3570
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.3574
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.357b
*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.357c
*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.357d
*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.357f
*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.3dcd
*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.3ff0
*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.3ff2
*Jun 05 08:37:59.774: ROGUE_DET: Got wired mac 0040.96b9.4aec
*Jun 05 08:37:59.774: ROGUE_DET: Got wired mac 0040.96b9.4b77
*Jun 05 08:37:59.774: ROGUE_DET: Flushing rogue entry 0040.96b9.4794



*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

05
05
05
05
05
05

08:
08:
08:
08:
08:
08:

37:
37:
38:
38:
39:
39:

59.
59.
19.
19.
19.
19.

774:
775:
325:
325:
323:
324:

ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:

Rogue Containment

Expected Debugs

<#root>

*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:

*apfRogueTask_3:
*apfRogueTask_3:

*apfRogueTask_3:

Cl ass nali ci ous,

*apfRogueTask_3:

*apfRogueTask_3:

*apfRogueTask_3:

Rogue AP: 00: a3

*apfRogueTask_3:

*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_3:

Jun
Jun
Jun
Jun

Jun
Jun

Jun

06
06
06
06

06
06

06

Change

Jun

Jun 06 13:

Jun 06 13:25:11.840:

Jun

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

Contains rogue with

06

06

06
06
06
06
06
06
06
06
06
06
06
06
06
06
06
06

13:
13:
13:
13:

13:
13:

13:

by

13:

13:

13:
13:
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13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

25:
25:
25:
25:

25:
25:

25:

11

11.
11.

11

11.

11

11.

Flushing rogue entry 0022.0c97.af80
Flushing rogue entry 0024.9789.5710
Got ARP src 001d.alcc.0e9e

Got wired mac 001ld.alcc.0e9e

Got ARP src 001d.alcc.0e9e

Got wired mac 001ld.alcc.0e9e

.840:
840:
840:
.840:

840:
.840:

840:

00:
00:
00:
00:

00:
00:

00:

a3:
a3:
a3:
a3:

a3:
a3:

a3:

Auto State Conta

25:11.840:

25:11.840:

25:

25:
25:
25:
25:
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25:
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25:
25:
25:
25:
25:
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11.

11.
11.
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11.
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11.
11.
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11.

840:
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.840:
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.840:
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.840:
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.840:
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.840:
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00:

00:

00:

:8e:db: 01: b0 autocontain =

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
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00:
00:
00:
00:
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a3:
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a3:
a3:
a3:
a3:
a3:
a3:

8e:
8e:
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db:
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db:

01

01

01:
01:
01:

01:

01:

b0
b0
b0

:b0

b0

:b0

b0

Updated AP report b4:de:31:a4:e0:30 rssi -33, s
Looking for Rogue 00:a3:8e:db:01:b0 in known AP
Rogue AP 00:a3:8e:db:01:b0 is not found either

Rogue in same state as before : 6 ContainmentlLe

Rogue detected by AP: b4:de:31:a4:e0:30
RadioType: 2 TradInfo->containSlotId = 1 Receiv

Rogue before Rule Classification :

ned Change by Auto

8e:db:01:b0 Rogue doesnt qualify for rule classification :

8e:db:01:

8e:db:01:

Mode

8e:

8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
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=6
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:b0
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:b0
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:b0
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:b0
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:b0
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:01
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b0

b0

b0

b0
b0

b0
b0

b0
b0

b0
b0

b0
b0

b0

Manual Contained Flag = 0, trustlevel = 6

apfRogueMode : 6 apfRogueContainmentLevel : 4 1
Trying Containment on 1 band for rogue

Skipping xor radio for 1 band and cont slotid 1
Found 0 channels to try containment for rogue
Trying Containment on 2 band for rogue

Rogue detected on detected slot 0 contains slot
Found 1 channels to try containment for rogue
RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -28
RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -31
RSSI SORTED AP MAC b4:de:31:a4:e0:30 RSSI = -33
Detecting AP MAC 00:27:e3:36:4d:a0 RSSI = -28 t
Detecting AP MAC 00:27:e3:36:4d:a0 RSSI
Detecting AP MAC b4:de:31:a4:e0:30 RSSI = -33 t
Rogue already contained by AP 00:27:e3:36:4d:a0
Rogue already contained by AP 00:27:e3:36:4d:a0
Rogue already contained by AP b4:de:31:a4:e0:30

I

I
w
=
+

3 container AP(s).Requested contai nment |evel : 4



*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Checking Impersonation source 00:a3:8e:db:01:b0
*apfRogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db:01:b0 Known AP 0 mfp global O AP Auth Global 0 mfp Im

Recomendations

1. The local/Flex-Connect mode AP can contain 3 devices at atime per radio, and the monitor mode AP
can contain 6 devices per radio. Asaresult, ensure the AP does not already contain the maximum
number of devices permitted. In this scenario, the client isin a containment pending state.

2. Verify auto containment rules.

Conclusion

Rogue detection and containment within the Cisco centralized controller solution is the most effective and
least intrusive method in the industry. The flexibility provided to the network administrator allows for a
more customized fit that can accommodate any network requirements.

Related I nfor mation

» CiscoWireless Controller Configuration Guide, Release 8.8 - Rogue M anagement

e CiscoWirelessL AN Controller (WL C) Configuration Best Practices

» WL C 3504 Release 8.5 Deployment Guide

e Cisco 5520 Wireless LAN Controller Deployment Guide

» Release Notesfor Cisco Wireless Controllersand L ightweight Access Points, Cisco Wireless
Release 8.8.120.0



https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/wireless_intrusion_detection_system.html?bookSearch=true#d144944e1748a1635
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html#concept_92EE5D2C194D46298103E7F5F258882B
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-5/b_WLC_3504_Release_8_5_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html#topic_0BBAC24D2EBA4FCCA33FF8E1F91DE468
https://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn88mr2.html#not_supported_key_AP_features
https://www.cisco.com/c/en/us/td/docs/wireless/controller/release/notes/crn88mr2.html#not_supported_key_AP_features

