Web Authentication Using LDAP on Wireless
LAN Controllers (WL Cs) Configuration Example
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| ntr oduction

This document describes how to setup a Wireless LAN Controller (WLC) for web authentication. It explains
how to configure a Lightweight Directory Access Protocol (LDAP) server as the backend database for web
authentication to retrieve user credentials and authenticate the user.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:
» Knowledge of the configuration of Lightweight Access Points (LAPs) and Cisco WLCs

» Knowledge of Control And Provisioning of Wireless Access Point protocol (CAPWAP)



» Knowledge of how to set up and configure Lightweight Directory Access Protocol (LDAP), Active
Directory and domain controllers

Components Used

The information in this document is based on these software and hardware versions:
* Cisco 5508 WLC that runs firmware release 8.2.100.0
» Cisco 1142 SeriesLAP
» Cisco 802.11a/b/g Wireless Client Adapter.
* Microsoft Windows 2012 Essentials server that performsthe role of the LDAP server

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Background I nformation

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Web Authentication Process

Web authentication isa Layer 3 security feature that causes the controller to disallow IP traffic (except
DHCP and DNS-related packets) from a particular client until that client has correctly supplied avalid
username and password. When you use web authentication to authenticate clients, you must define a
username and password for each client. Then, when the clients attempt to join the wireless LAN, they must
enter the username and password when prompted by alogin page.

When web authentication is enabled (under Layer 3 Security), users occasionally receive a web-browser
security alert the first time that they attempt to accessa URL.

% Tip: To remove this certificate warning, please revert back to the following guide on how to install a
3rd party trusted certificate http://www.cisco.com/c/en/us/support/docs/wirel ess/4400-series-wirel ess-
lan-controllers/109597-csr-chai ned-certificates-wl c-00.html



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
http://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to th
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

% Continue to this website (not recommended).

® More information

After you click Yesto proceed (or more precisely Continueto thiswebsite (not recommended) for
Firefox browser for example), or if the browser of the client does not display a security aert, the web
authentication system redirects the client to alogin page, as shown in the image:

Login

Welcome to the Cisco wireless network

Zigco is pleased to provide the Wireless LAM infrastructure far your
hetwork. Please login and putyour unified wireless solution to wark.

User Name

Password 11

The default login page contains a Cisco logo and Cisco-specific text. Y ou can choose to have the web
authentication system display one of these:

» The default login page


http://www.cisco.com/c/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-1.gif
http://www.cisco.com/c/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-2.gif

* A modified version of the default login page
» A customized login page that you configure on an external web server
* A customized login page that you download to the controller

When you enter avalid username and password on the web authentication login page and click Submit, you
are authenticated based upon the credentials submitted and a successful authentication from the backend
database (LDAP in this case). The web authentication system then displays a successful login page and
redirects the authenticated client to the requested URL.

Wab Buthentication

Login Successil !l
You canhow Use all regular netwiork senices over the wireless netwiark:

Flease retain this small logout window: in order tologoffwhen done: Mote
thatyou can always Use the following LURL to retrieve this page:
bttt 11 oot il

| ogout

The default successful login page contains a pointer to a virtua gateway address URL :
https://1.1.1.1/Iogout.html. The |P address that you set for the controller virtual interface serves asthe
redirect address for the login page.

This document explains how to use the internal web page on the WL C for web authentication. This example
uses a LDAP server as the backend database for web authentication to retrieve user credentials and
authenticate the user.

Configure

In this section, you are presented with the information to configure the features described in this document.

% Note: Use the Command L ookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:


http://www.cisco.com/c/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-3.gif
https://1.1.1.1/logout.html.
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
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Configurations

Complete these steps in order to successfully implement this setup:

* Configure LDAP Server.

e Configure WLC for LDAP Server.

* Configure the WLAN for Web Authentication.

Configurethe LDAP Server

Thefirst step isto configure the LDAP server, which serves as a backend database to store user credentials
of the wireless clients. In this example, the Microsoft Windows 2012 Essentials server isused asthe LDAP
Server.

Thefirst step in the configuration of the LDAP server isto create a user database on the LDAP server so that
the WLC can query this database to authenticate the user.

Create Userson the Domain Controller

An Organizational Unit (OU) contains multiple groups that carry references to personal entriesin a
PersonProfile. A person can be amember of multiple groups. All object class and attribute definitions are
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LDAP schema default. Each group contains references (dn) for each person that belongsto it.

In this example, anew OU LDAP-USERS is created, and the user Userl is created under this OU. When
you configure this user for LDAP access, the WL C can query this LDAP database for user authentication.

The domain used in this exampleis CISCOSY STEM S.local.

Create a User Database Under an OU

This section explains how to create anew OU in your domain and create a new user on this OU.

1. Open Windows PowerShell and type server manager .exe

2. In the Server Manager window, click on AD DS. Then right-click your server name to choose Active
Directory Usersand Computers.

3. Right-click your domain name, which is CISCOSY STEM S.local in this example, and then navigate
to New > Organizational Unit from the context menu in order to create a new OU.

File Action View Help

e 2E 0B HE T aETER
- Active Directory Users and Computers [WIN-AD\” Name Type * Description
b [l Saved Queries | Builtin builtinDermain
4 |55 CISCOSYSTEMS.local Coranutars Container Default container for up...
b [ Builtin Delegate Control... ... Container Default container for sec...
b Ll Compute Find... e.. Container Default container for ma...
31 Dormain ¢ Change Domain... sta Container Default location For star...
| Foreigns¢ i Contai Bt it
“ TPRS Change Domain Centroller.., antainer uiltin system settings
= ; = : Container Default container for up...
b ] LostAndR Raise domain functional level... )
b 5 M d o . M Ire  infrastructurell...
anage - ;
. g perations MAacters: .. lostAndFound Default container for or...
b [ Program | —— = > i e
p [ System s omputer ications co...
p [ Users All Tasks 3 Contact .
B[] NTDS Qu View " Group tainer for do...
B [ TPM Dev
Refresh InetOIgI?erson
Export List... mislmaging-P5Ps
MSMQ Queue Alias
Properties — -
QOrganizational Unit
RED Printer
User
Shared Folder
£ m >

Active Directory Users and Computers \;Iﬂ-

Create a new object...

4. Assign aname to this OU and click OK, as shown in the image:
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;-g_? | Create in: CISCOSYSTEMS local/

Mame:
LDAP-USERS

[w] Protect cortainer from accidental deletion

Now that the new OU LDAP-USERS is created on the LDAP server, the next step isto create user User 1
under this OU. In order to achieve this, compl ete these steps:

1. Right-click the new OU created. Navigate to LDAP-USERS> New > User from the resultant context
menus in order to create a new user, as shown in the image:



File Action View Help
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© [ Saved Queries
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b [ Computen
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BT
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Move...
Find...
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Help

There are no ftems to show in this view.

2. In the User setup page, fill in the required fields as shown in this example. This example hasUser1in
the User logon namefield.

Thisisthe username that is verified in the LDAP database to authenticate the client. This example
uses Userl in the First name and Full Name fields. Click Next.
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3 Create in: CISCOSYSTEMS local /LDAP-USERS

First name: szerl Initizls:

Last name:

Full name:

User logon name:
User1 @CISCOSYSTEMS Jocal

lzer logon name (pre-Windows 2000):
CISCOSYSTEMS™,

3. Enter apassword and confirm the password. Choose the Passwor d never expires option and click
Next.
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& Createin: CISCOSYSTEMS local /LDAP-USERS

Pazsword: TTITIIL)

Confirm password: sessssnns

[ | User must change password at next logon
| | User cannot change password

|| Password never expires

|| Account is disabled

4. Click Finish.
A new user Userl is created under the OU LDAP-USERS. These are the user credentials;
e username: Userl

» password: Laptop123
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New Object - User -

;_:g Createin: CISCOSYSTEMS local/LDAP-USERS

When you click Finish, the following object will be created:

Full name: Userl

User logon name: User1@CISCOSYSTEMS local

The password never expires.

.................................

< Back i Finish ¢ Cancel

Now that the user is created under an OU, the next step isto configure this user for LDAP access.

Configurethe User for LDAP Access

Y ou can choose either Anonymous or Authenticated to specify the local authentication bind method for the
LDAP server. The Anonymous method allows anonymous access to the LDAP server. The Authenticated

method requires that a username and password to be entered to secure access. The default valueis
Anonymous.

This section explains how to configure both Anonymous and Authenticated methods.

Anonymous Bind

% Note: Using Anonymous Bind is not recommended. An LDAP server that allows anonymous bind does
not require any type of credentialed authentication. An attacker could take advantage of the Anonymous
bind entry to view files on the LDAP director.

Perform the stepsin this section in order to configure anonymous user for LDAP access.
Enable Anonymous Bind Feature on the Windows 2012 Essentials Server

For any third-party applications (in our case WL C) to access Windows 2012 AD on the LDAP, the
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Anonymous Bind feature must be enabled on Windows 2012. By default, anonymous LDAP operations are
not permitted on Windows 2012 domain controllers. Perform these steps in order to enable the Anonymous
Bind feature:

1. Launch the ADSI Edit tool by typing: ADSI Edit.msc in Windows PowerShell. Thistool is part of the
Windows 2012 support tools.

2. Inthe ADSI Edit window, expand the root domain (Configuration [WIN-
AO0V2BUGBLR9.CISCOSY STEMS.locdl]).

Navigate to CN=Services> CN=Windows NT > CN=Directory Service. Right-click the
CN=Directory Service container, and choose Properties from the context menu, as shown in the
image:

- ADSI Edit | = | I

File Action View Help
=

| XE e BE

& ADS Edit

Mame Claaz Distinguished Mame Actions
RS CISCOSWSTEMS Jocal] CM= Directory Senvice nTD5Senvice CH=Directory Service, CN=Windows NT,CN= Senvaces, CN=Configuration D= (15 ™ -
TBUGEL RS, CISCOSYSTEMS Jocal] CN=Windows NT

CISCOSYSTEMS,DC s local

i Domas

gggggg

- selection.
= B=a e
ks 2 | F= ! il | RS s

3. Inthe CN=Directory Service Properties window, under Attributes, click the dsHeuristics attribute
under the Attribute field and choose Edit. In the String Attribute Editor window of this attribute, enter
the value 0000002; click Apply and OK, as shown in the image. The Anonymous Bind feature is
enabled on the Windows 2012 server.

% Note: The last (seventh) character isthe one that controls the way you can bind to LDAP
service. 0 (zero) or no seventh character means that anonymous L DAP operations are disabled.
If you set the seventh character to 2, it enables the Anonymous Bind feature.
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Granting ANONYMOUS LOGON Accessto the User

The next step isto grant ANONYMOUS LOGON access to the user Userl. Complete these stepsin order to

achievethis:

1. Open Active Directory Users and Computers.

2. Ensure that the View Advanced Featuresis checked.

3. Navigate to the user Userl and right-click it. Choose Properties from the context menu. This user is
identified with the first name User1.
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File Action View Help
e 2m s0[XDEEEm3aaTER
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Ta 5 Type Description
& [ Saved Guesies & T ————
4 3 CSCOSYSTEMS.Jocal Copy—
b [ Buittin Add to 3 group...
b [ Computers Disable Account
b 2] Doman Controliers
b ) ForeignSecurityPrincipals Reset Password...
) LDAP-USERS Move...
b (] Managed Service Accounts Open Home Page
[ vsers Send Mail
All Tasks. .
Cut
Delete.
Renre.
| Properties
Help

4. Click the Security tab, as shown in the image:
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% RAS and IAS Servers (CISCOSYSTEMSWRAS and |IAS Servers)
%Mministmtnrs (CISCOSYSTEMS \Administrators)

%A::cnurrt Operators (CISCOSYSTEMS Account Operataors)

% Pre-Windows 2000 Compatible Access (CISCOSYSTEMS \Pre-Wi...
%Wndnws Authorization Access Group (CISCOSYSTEMS W Window...
%Tenﬂinal Server License Servers ([CISCOSYSTEMS\Teminal Serv...
% EMTERPRISE DOMAIN CONTROLLERS

Pemissions for ANONYMOLUS LOGON

Full control

Fead

Write

Create all child objects
Delete all child objects
Allowed to autherticate

i -l

>

£

]DDDD@D%

g]DDDDDDg

For special pemissions or advanced settings, click
Advanced.

L eam about access control and pemissions

OK Cancel

5. Click Add in the resultant window.

6. Enter ANONYMOUS LOGON under the Enter the object names to select box and acknowledge the



dialog, as shown in the image:

Select this object type:

lUsers, Groups, or Builtin securty principals

From this location:
CISCOSYSTEMS local

Enter the object names to select (examples):
ANONYMOUS LOGON]

7. Inthe ACL, notice that ANONYMOUS LOGON has access to some property sets of the user. Click
OK. The ANONYMOUS LOGON accessis granted to this user, as shown in the image:



Fublished Cerificates | Member Of | Password Replication | Dialin | Object
Remote Desltop Services Profile COM+ Attribute Editor
eneral Address | Account Profile Telephones | Organization
Security Environment Sessions Remote control
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52, ANONYMOUS LOGON

52, Everyone

53 SELF

52, Autherticated Users

52 SYSTEM

% Domain Adming (CISCOSYSTEMS\Domain Admins)
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Read

Write

Create all child objects
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For special pemissions or advanced settings, click
Advanced.

Leam about access control and permissions

OK Cancel

Grant List Contents Permission on the OU

The next step isto grant at least List Contents permission to the ANONYMOUS LOGON on the OU in
which the user islocated. In this example, Userl islocated on the OU LDAP-USERS. Complete these steps
in order to achieve this:

1. In Active Directory Usersand Computers, right-click the OU LDAP-USERS and choose



Properties, as shown in the image:

File Action View Help

e nm 0/ XD e BmtearTas

Act and € AONIBUBELRS.CISC Narne Type Deseription
£ [ Saved Gueries B vsen User
a 3 CCOSYSTEMS.Jocal
b [ Builtin
b [ Computers
b &) Domen Contrellers

<] 0

pens the properties dialog b for the cument selection.

2. Click Security.

3. Click Add. In the diaog that opens, enter ANONYMOUS LOGON and Acknowledge the dialog, as
shown in the image:

Select this object type:

Isers, Groups, or Builtin securty principals

From this location:
CISCOSYSTEMS local

Enter the object names to select (examples):

ANONYMOUS LOGON]

Authenticated Bind

Perform the steps in this section in order to configure a user for local authentication to the LDAP server.
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1. Open Windows PowerShell and type server manager .exe

2. In the Server Manager window, click on AD DS. Then right-click your server name to choose Active

Directory Usersand Computers.

3. Right-click Users. Navigate to New > User from the resultant context menus in order to create a new

user.

File Action View Help
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Create a new object...

4. In the User setup page, fill in the required fields as shown in this example. This example has WL C-
admin in the User logon name field. Thisisthe username to be used for local authentication to the
LDAP server. Click Next.

5. Enter apassword and confirm the password. Choose the Passwor d never expires option and click
Next.
6. Click Finish.
A new user WLC-admin is created under the User s container. These are the user credentials:
» username: WL C-admin

» password: Admin123
Granting Administrator privilagesto WL C-admin

Now that the local authentication user is created, we need to grant it Administrator privilages. Complete
these stepsin order to achieve this:

1. Open Active Directory Usersand Computers.




2. Ensure that the View Advanced Featuresis checked.

3. Navigate to the user WL C-admin and right-click it. Choose Properties from the context menu, as
shown in theimage. Thisuser isidentified with the first name WL C-admin.
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Opens the properties dialog box for the current selection.

4. Click the Memeber Of tab, as shown in the image:



Sessions Remote control
COM+ Atribute Editor

Profile Telephones
Published Certificates Password Replication

Member of :

Mame Active Directory Domain Services Folder
Domain Users CISCOSYSTEMS local/Users

Primary group: Domain Users

: There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.

5. Click Add. In the dialog that opens, enter Administratorsand click OK, As shown in the image:
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Use LDP to Identify the User Attributes

This GUI tool isa LDAP client that allows users to perform operations, such as connect, bind, search,
modify, add, or delete, against any L DAP-compatible directory, such as Active Directory. LDP is used to

view objects that are stored in Active Directory along with their metadata, such as security descriptors and
replication metadata.

The LDP GUI tool isincluded when you install the Windows Server 2003 Support Tools from the product
CD. This section explains how to use the LDP utility to identify the specific attributes associated to the user
Userl. Some of these attributes are used to fill in the LDAP server configuration parameters on the WLC,
such as User Attribute type and User Object type.

1. On the Windows 2012 server (even on the same LDAP server), open the Windows PowerShell and
enter LDP in order to access the LDP browser.

2. Inthe LDP main window, Navigate to Connection > Connect and connect to the LDAP server when
you enter the |P address of the LDAP server, as shown in the image.



Connection | Browse View 0

ptions Utilities Help

I Connect... |

Bind... Ctr+B

Disconnect

New Ctrl+N

Connect to :Eec'rfi:d SErVEr

3. Once connected to the LDAP server, choose View from the main menu and click Tree, as shown in

the image:

Connection Browse View Options Utilities Help

defaukNamingContext: DC=CISCOSY STEMS. DC=local, ~

dnsHosthame: WH-A0W2BUGSLRY.CISCOSYSTEMS locat

domainControllerFunctionality: 5;

domainFunclionaity: 5;

dsServiceName: CN=NTDS Settings, CH=\WIN-A0VZBUGSLRY, CN=Servers, CN=Defaul-First-Ste-Name CN=5Sites, CN=Configuration DC=CISCOSY STEMS, DC=lacal,

forestFunctionalty: 5;

highestCommittedUSN: 16580,

isGhbalCatalogReady: TRUE;

isSynchronized: TRUE;

IdapServiceName: CISCOSY STEMS local win-alv2buBBIraS@CISCOSYSTEMS LOCAL;

namingContexts (5): DC=CISCOSYSTEMS, DC=local; CN=Configuration,DC=CISCOSYSTEMS DC=local CN=Schema,CN=Configuration 0C=CISCOSYSTEMS, DC=local;
DC=DomainbnsZones, DC=CISCOSYSTEMS, DC=local, DC=ForestinsZones DC=CISCOSY STEMS,DC=hcal,

rootDomainNamingContext DC=CISCOSYSTEMS DCslocal;

ontext: Cl . CH=C DC=CISCOSYSTEMS DC=local:
serveriame: CH=WN-A0VZBUGELRY, M-Senra's Ch=Default-First-Sie-Name, Ch=5#tes Ch=Configuration, DC=CISCOSY STEMS DC=local,
: C=Aggregate, C| ,CN=Configuration, DC= CISCOSY STEWS, DC=local;

supporiedCapabilties () 1.2.840.113556.1.4.800 = ( ACTWE_DIRECTORY ); 1.2.840.113556.1.4.1670 = { ACTVE_DIRECTORY_V51 ): 1.2.840.113536.1.4.4791 =
ACTWVE_DRECTORY_LDAP_INTEG ); 1.2.840,113556.1,4.1935 = | ACTVE_DRECTORY_VE1 ); 1.2.840.113556.1.4.2080 = ( ACTIVE_DIRECTORY_W61_R2 ),
1.2.840.113558.1.4.2237 » { ACTVE_DRECTORY_WS ),

supporiedControl (35): 1.2.840.113556.1.4.319 = ( PAGED_RESULT ); 1.2.840.113556.1.4.801 = ( SD_FLAGS ); 1.2.840.113556.1.4.473 = { SORT ); 1.2.840.113556.1.4528 = (
NOTFICATION }; 1.2,840.113556,1.4.417 = ( SHOW_DELETED ); 1.2.840,113556.1,4,619 = ( LAZY_COMMIT ), 1.2,840.113556,1.4.841 = (DIRSYNC };
1.2.840.113558.1.4.529 = ( EXTENDED_DM ); 1.2.840.113558.1,4.805 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = { CROSSDOM_WOVE_TARGET };
1.2.840.113558.1.4.970 = ( GET_STATS ); 1.2.840.113556.1.4 1338 = { VERIFY_NAME ), 1.2.840.113556.1.4.474 = { RESP_SORT ; 1.2.840.113558.1.4.1339 = (
DOMAN_SCOPE ); 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS ); 1.2.840.113556.1.4,1413 = ( PERMISSIVE_MODFY ); 2,16.540.1.113730,3.4.9 = { VLVREQUEST );
2.16.840.1.113730.3.4.10 = { VLVRESPONSE }; 1.2.840.113556.1.4.1504 = [ ASQ ); 1.2.840,113556.1.4.1352 = ( QUOTA_CONTROL ); 1.2.840.113556.1.4.802 = (
RANGE_OPTION ); 1.2.840.113558.1.4.1907 = { SHUTDOWN_NOTFY ); 1.2.840.113558.1.4.1948 = ( RANGE_RETREVAL_NOERR ), 1.2.840.113558.1.4.1974 = (
FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = { RODC_DCPROMO }; 1.2.840.113556.1.4.2026 = ( DN_INPUT ); 1.2.840.113556.1.4.2064 = { SHOW_RECYCLED );
1.2.840,113555.1,4.2065 = ( SHOW_DEACTIVATED_LINK ); 1.2.840.112558.1.4,2066 = ( POLICY_HINTS_DEPRECATED ); 1.2.840.113556.1.4.2080 = ( DIRSYNC_EX );
1.2.840.113588.1.4 2205 = ( UPDATE_STATS ), 1.2.840.113556.1.4.2204 = | TREE_DELETE_EX ); 1.2.840.113558.1.4.2208 = { SEARCH_HINTS ); 1.2.840.113586.1.4.2211
= { EXPECTED_ENTRY_COUNT ) 1.2.840.113556.1.4.2239 = (POLICYJ!N'I'S}

ies (15):  Ma  IntRecvTimeout; MaxConnections; MaxCs

MaxBatchReturnilessages: MaxQueryDuration: MaxTempTableSize; MaxResutSetSize; WinResulSets: MaxResultSetsPerConn; HaxNotificationPerConn; MaxVaRange;

supportedLDAPVersion (2): 3 2

supporiedSASLMechanisms (4); GSSAPL GSS5-SPNEGO; EXTERNAL; DIGEST-MDS;

w

4. In the resultant Tree View window, enter the BaseDN of the user. In this example, Userl islocated
under the OU "LDAP-USERS" under the domain CISCOSY STEMS.local. Click OK, as shown in the

image:
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£ Idap://WIN-AOV2BUGBLRY.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local =MIET I

Connection Browse View Options UHilities Help

defaultNamingContext: DC=CISCOSY STEMS, DIC=local .

dnsHosiName; WIN-A0V2BUEELRS CISCOSYSTEMS cal,

domainControberFuncticnalty: 5;

domainFunctionality: 5;

dsServiceName: CH=NTDS Seftings, CN=\WIN-A0V2BUSELRY CN=Servers,CN=Defaul-First-Site-Name, CH=5ites, CN=Configuration DC=CISCOSY STEMS, DC=local,

forestFunctionalty: 5;

highestCommitiedUSN: 18585,

isGlobaiCatalogReady: TRUE

isSynchronized: TRUE;

dapServiceName: CISCOSYSTEMS local win-a0vZbuB8iraS@CISCOSYSTEMS.LOCAL,

namingContexts {5k DC=CISCOSYSTEMS DC=local CN=Configuration, DC=CISCOSYSTEMS, DC=local, CN=Schema CH=Cenfiguration, DC=CISCOSYSTEMS,DC=local;
DC=DomainDnsZones, DC=CISCOSYSTEMS, DC=local DC=ForesiDnsZones DC=CISCOSY STEMS DC=local,

rootDemainNamngContéxt: DC=CISCOSY STEMS, DC=kcal;

schemahlal

serverNan Tree View jon, DC=CISCOSYSTEMS DC=local,
subschem
5 { ACTIVE_ORECTORY_WS1 ); 1.2,840.113556,1.4.1791 = (
ACTIV|| BaseDN: [OUsLDAP-USERS.DC=CISCOSYSTEMS DCslocal | [les0.112555.1.4.2080 = ( ACTIVE_DRECTORY_VE1_R2 );
1284
supporteds l—] AGS ); 1.2.840.113556.1.4.473 = { SORT ) 1.2.840.113556.1.4.528 = (
NOTIF 2l OMMIT §; 1.2.840.113556.1.4.841 = ( DIRSYNC );
1284 3556.1.4.521 = ( CROSSDOM_MOVE_TARGET ); =

1.2840 71050 1.8 900 = | GEI_STAIS |, 1.2.040. 113506, 1.5, 1338 = { WERE T_MNANE |, 1.2.640.113556.1.4.474 = ( RESP_SORT ); 1.2.840,113556.1.4.1330 =
DOMAIN_SCOPE §; 1.2.840.113556.1.4.1340 = | SEARCH_OPTIONS }; 1.2.840.113556.1.4.1413 = { PERMISSIVE_MODIFY J; 2.16.840.1.113730.2.4.9 = { VLVREQUEST J;
2.16.840.1.113730.3.4.10 = { VLVRESPONSE ), 1.2.840.113556.1.4.1504 = ( ASQ J; 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.113556.1.4.802 = (
RANGE_OPTION ); 1.2.840.113556.1.4,1907 = { SHUTDOWN_NOTIFY ); 1.2.840.113556.1.4.1948 = { RANGE_RETREVAL_NOERR ); 1.2.840.113556.1.4.1974 = (
FORCE_UPDATE ); 1.2.840,113586.1.4.1341 = { RODC_DCPROMO }; 1.2.840.113556,1.4. 2026 = { DN_INPUT }; 1.2,840.113556,1.4,2064 = { SHOW_RECYCLED );
1.2.840.113556.1.4. 2065 = ( SHOW_DEACTIVATED_LINK ; 1.2.840.113556.1.4.2085 = ({ POLICY_HINTS_DEPRECATED ). 1.2.840.113556.1.4.2090 = { DIRSYNC_EX ).
1.2.840.113556.1.4. 2205 = ( UPDATE_STATS ), 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ) 1.2.840.113556.1.4.2206 = { SEARCH_HINTS ) 1.2.840.113556.1.4.2211
= ( EXPECTED_ENTRY_COUNT }; 1.2.840.113556.1.4 2230 = { POLICY_HINTS };
supported DAPPolicies (15) MasPoolThreads; MaxDatagramRecy, r.laner.ewsBufrel IniRechmsuut Iﬂamunnsdnns MaxConnldieTime; MaxPﬂqulze
: MaxQuer ) MaxTempTableSize; onn; onn; MaxVaRange;
supportedLDAPVersion (2): 3; 2;
supportedSASLMechanisms (4): GSSAP, GES-SPNEGO, EXTERNAL, DIGEST-MDS,

Ready

5. The left side of the LDP browser displays the entire tree that appears under the specified BaseDN
(OU=LDAP-USERS, dc=CISCOSY STEMS, dc=local). Expand the tree to locate the user Userl. This
user can beidentified with the CN value that represents the first name of the user. In thisexample, it is
CN=Userl. Double-click CN=User 1. In the right-side pane of the LDP browser, LDP displays al the
attributes associated with Userl, as shown in the image:

B Idap://WIN-A0V2BU68LRS.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local = l = -
Connection Browse View Options Utilities Help

= QU=LDAP-USERS, DC=CISCOSYSTEMS, DC=local

N SR A e Expanding base 'ChsUser! OUsLDAP.USERS, DC+CISCOSYSTENS, DCslucal...
- S— b Getting 1 entries

No children Dn: Cl=Usert,0U=LDAP-USERS,DC=CISCOSYSTEMS,DC=local
accountExpires: §2213T2036854TTER0T (never);
badPasswordTime: O (never),
badPwdCount; 0;
cn: Usert;
codePage: 0
countryCode: 0;
displayName: Useri;
distinguishedhams: CH=User) OU=LDAP-USERS DC=CISCOSYSTEMS DC=local,
dSCorePropagationData (3): 1272472015 1:34:53 PM E. Europe Standard Time; 12/24/2015 1:20:39 P E. Europe Standard Time; 0x0 = { }, 0x0=( J;
giventame: Useri;
ingtanceType: 0xd4 = (WRITE );
lastLogoff: O (never);
lastLogon: O (never);
logenCount: 0;
name; Usert;
objectCategory. CN=Person, CN=Schema, CN=Configuration DC=CISCOSY STEMS, DC=local,
obijeciClass (4): top; person; organizationalPerson; user,
- cad! Sbal-41d7-9da1-5. fech;
oh.ects-d 5-1-5-21-986508191-3042038731-3456728873- 1120,
primaryGrouplD; 513 = ( GROUP_RID_USERS J;
pwidLastSet: 12/24/2015 1:19:16 PM E. Eurcpe Standard Time;
sAMAccountiame: Usert;
sAMAccouniType; 805306368 = ( NORMAL_USER_ACCOUNT )
userAccountControk 0x10200 = [ NORMAL_ACCOUNT | DONT_EXPIRE_PASSWD };
userPrincipalName: User 1 @CISCOSY STEMS local,
uSHChanged: 16576,
uSMCreated: 18570,
whenChanged: 12242015 1:20:39 PM E. Europe Standard Time,
whenCreated: 122472015 1:19:15 PM E. Europe Standard Time;

< n > w

Ready

6. When you configure the WL C for the LDAP server, in the User Attribute field, enter the name of the
attribute in the user record that contains the username. From this LDP output, you can see that
SsAMAccountName is one attribute that contains the username "Userl," so enter the
SAMA ccountName attribute that corresponds to the User Attribute field on the WLC.

7. When you configure the WLC for the LDAP server, in the User Object Type field, enter the value of
the LDAP objectType attribute that identifies the record as a user. Often, user records have several
values for the objectType attribute, some of which are unique to the user and some of which are
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shared with other object types. In the LDP output, CN=Person is one value that identifies the record as
auser, so specify Person as the User Object Type attribute on the WLC.

The next step isto configure the WL C for the LDAP server.
Configure WLC for LDAP Server

Now that the LDAP server is configured, the next step isto configure the WL C with details of the LDAP
server. Complete these steps on the WLC GUI:

% Note:This document assumes that the WLC is configured for basic operation and that the LAPs are
registered to the WLC. If you are a new user who wants to setup the WLC for basic operation with
LAPs, refer to Lightweight AP (LAP) Registration to a Wireless LAN Controller (WLC).

1. In the Security page of the WLC, choose AAA > LDAP from the left-side task pane in order to move
to the LDAP server configuration page.

Saye Configuration | Ping  Logout Refrech

MONITOR  WILAN: CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK A Home

ver ccure Mode({via
dex server Address(Ipv4 /1pve) Port Server State TLS) Bind
- 172.16.16.200 389 Enabled Disabled Authenticated [~

Password Policies

b Local EAP

Advance d EAP
¥ Priority Order

b Certificate

In order to add an LDAP server, click New. The LDAP Servers > New page appears.

2. Inthe LDAP Servers Edit page, specify the details of the LDAP server, such as the |P address of
LDAP server, Port Number, Enable Server status, and so on.

» Choose a number from the Server Index (Priority) drop-down box to specify the priority order
of this server in relation to any other configured LDAP servers. Y ou can configure up to
seventeen servers. If the controller cannot reach the first server, it tries the second onein the list
and so on.

o Enter the | P address of the LDAP server in the Server |P Address field.

» Enter the TCP port number of the LDAP server in the Port Number field. The valid rangeis 1
to 65535, and the default valueis 389.

 for the Simple bind, we used Authenticated, for the bind username which is the location of the
WL C admin user that will be used to access the LDAP server and its password

* Inthe User Base DN field, enter the distinguished name (DN) of the subtreein the LDAP
server that contains alist of all the users. For example, ou=organizational unit, .ou=next
organizational unit, and o=corporation.com. If the tree that contains usersisthe base DN, enter
o=corporation.com or dc=corporation, dc=com.
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In this example, the user islocated under the Organizational Unit (OU) LDAP-USERS, which,
inturn, is created as part of the lab.wireless domain.

The User Base DN must point the full path where the user information (user credential as per
EAP-FAST authentication method) is located. In this example, the user islocated under the
base DN OU=LDAP-USERS, DC=CISCOSY STEMS, DC=local.

« |nthe User Attribute field, enter the name of the attribute in the user record that contains the
username.

In the User Object Typefield, enter the value of the LDAP objectType attribute that identifies
the record as a user. Often, user records have several values for the objectType attribute, some
of which are unique to the user and some of which are shared with other object types

Y ou can obtain the value of these two fields from your directory server with the LDAP browser
utility that comes as part of the Windows 2012 support tools. This Microsoft LDAP browser
tool iscalled LDP. With the help of thistool, you can know the User Base DN, User Attribute,
and User Object Type fields of this particular user. Detailed information on how to use LDP to
know these User specific attributes is discussed in the Using LDP to Identify the User Attributes
section of this document.

» |nthe Server Timeout field, enter the number of seconds between retransmissions. The valid
range is 2 to 30 seconds, and the default value is 2 seconds.

* Check the Enable Server Status check box to enable this LDAP server, or uncheck it to disable
it. The default value is disabled.

» Click Apply to commit your changes. Thisis an example already configured with this
information:

Saye Configuration  Ping || Logout | Refrash

cisco MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

Security LDAP Servers > Edit _ <Back | Aoply |

Server Index i

Server Address{lpva/Ipve) 172.16.16.200

Fort Humber 388
Simple Bind Authenticated w
Bind Username CH=wLE-ADMIN,CN=Users, DE=CISCOSYSTEMS,L
Bind Password
Confirm Bind Password
User Base DN CH=Users DC=CISCOSYSTEMS, DCLOCAL
User Attribute shMAccountame
User Object Type Person
Secure Mode(via TLS) Dusabled «
* Local EA Sarver Timeout z second:
Advanced EAP Enable Server Status Enabled =

¢ Priority Order
b Certificate

3. Now that details about the LDAP server are configured on the WL C, the next step isto configure a
WLAN for web authentication.

Configurethe WLAN for Web Authentication

Thefirst step isto create aWLAN for the users. Complete these steps:
1. Click WL ANsfrom the controller GUI in order to create a WLAN.

The WLANs window appears. Thiswindow lists the WLANS configured on the controller.
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2. Click New in order to configure anew WLAN.

In this example, the WLAN is named Web-Auth.

alvaln
CISCO MONITOR  WLANs  CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMAMDS HELP  FEEDBACK
WLANs WLANs > New
B e L0k Typs WLAN >
WLANS
Profile Mame LOAP-TEST
b Advanced
SSID LDAP-TEST
jn} 11 -

3. Click Apply.

4. In the WLAN > Edit window, define the parameters specific to the WLAN.

¢ Configuration | Ping  Logout  Refresh

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY Ma ENT COMMANDS HELP FEEDBACK A Home
WLANS WLANs > Edit 'LDAP-TEST' Zgackl| Essiy|
 WLANE Bl i
2 General [ Security 1 Qos | Policy-Mapping | Advanced |
WLANS T
Eeadiantad profila Mame LDAP-TEST
Type WLAN
SSID LDAP-TEST
Statuz | Enabled
Security Policies [WPAZI[Auth({B02.1%)]

(Modifications done under security tab will appear after applying the changes.)

Radia Policy Al -
Interface/Interface

GI‘Ouﬁ{G} manage ment -
Multicast vian Festure || gnabled
Broadcast SSID V| gnsblad

NAS-ID none

» Check the Status check box to enable the WLAN.
» For the WLAN, choose the appropriate interface from the Interface Name field.
This example maps the management interface that connects to the WLAN Web-Auth.

5. Click the Security tab. In the Layer 3 Security field, check the Web Policy check box, and choose the
Authentication option.
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Save Configuration  Bing  Logout | Refresh

MONITOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home
WLANS WLANs > Edit 'LDAP-TEST" <Back | | apply |
¥ WLth General | Security | QoS | Policy-Mapping | Advanced |
WLANS ¥
¢ Advanced | Layer2 1 Layer 3 |_ RAA Servers

Layer 3 Security & web Policy +
© duthantication
Passthrough =
Conditional Web Redirect
! Splash Page Web Redirect

On MAC Filter failursi

Preauthentication ACL 1Pv4 Mone w  IPve None v  webAuth FlexAd None »
Sleeping Client || Enable
Over-ride Global Configh? Enable

This option is chosen because web authentication is used to authenticate the wireless clients. Check
the Override Global Config check box to enable per the WLAN web authentication configuration.
Choose the appropriate web authentication type from the Web Auth type drop-down menu. This
example uses Internal Web Authentication.

% Note: Web authentication is not supported with 802.1x authentication. This means you cannot
choose 802.1x or aWPA/WPA2 with 802.1x as the Layer 2 security when you use web
authentication. Web authentication is supported with all other Layer 2 security parameters.

6. Click the AAA Serverstab. Choose the configured LDAP server from the LDAP server pull-down
menu. If you use alocal database or RADIUS server, you can set the authentication priority under the
Authentication priority order for web-auth userfield.

Save Configuration | Bin Logout | Bafresh
ll'!ll'll i i 1| Bing Ll B

CISCco MOMITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COM 7S HELP  FEEDBACK
WLANs WLANs > Edit 'LDAP-TEST' <Back | Apply.
PLELANE | General | Security | QoS | Policy-Mapping | Advanced |
WLANS :

» ndvanced | Layer2 | Layer3 | AAA Servers

Interim Update

LDAP Servers

Serverl 1P:172.16.16.200, Port:389 w

Servear 2 None -
Server 3 None -
Local EAP Authentication

Locsl EAF Authentication | |gnabled

Authentication priority order for web-auth user =

Not Used Order Used For Authentication

LOCAL . [ LDAR . [Lup |
RADIUS —

7. Click Apply.

% Note: In this example, Layer 2 Security methods to authenticate users are not used, so choose
Nonein the Layer 2 Security field.

Verify
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Use this section in order to confirm that your configuration works properly.
In order to verify this setup, connect a Wireless client and check if the configuration works as expected.

The wireless client comes up, and the user enters the URL, such as www.yahoo.com, in the web browser.
Because the user has not been authenticated, the WL C redirects the user to the internal web login URL.

The user is prompted for the user credentials. Once the user submits the username and password, the login
page takes the user credentials input and, upon submit, sends the request back to the action_URL example,
http://1.1.1.1/login.html, of the WL C web server. Thisis provided as an input parameter to the customer
redirect URL, where 1.1.1.1 isthe Virtual Interface Address on the switch.

The WL C authenticates the user against the LDAP user database. After successful authentication, the WLC
web server either forwards the user to the configured redirect URL or to the URL with which the client
started, such as www.yahoo.com.

aw There is a problem with this website's security certificate.
>

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to th
s ] 4 .-
Sernver.

We recommend that you close this webpage and do not continue to this website.
& Clidk here to close this webpage.
W Continue to this website (not recommendead).

» More information
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http://1.1.1.1/login.html,
http://www.yahoo.com.
http://www.yahoo.com.
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You can now use all regular nebwiork services
ovel the wirelezz hetwork,

Flease retain this small logout window in order
to logoffwhen done. Mote that vou can ahways
use the following LIEL to retrieve this page;
https 1.1 1 logout himl

Ladgout i

loor 8 @ nternet

Troubleshoot

This section provides information you can use to troubleshoot your configuration.
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Use these commands to Troubleshoot your configuration:
» debug mac addr <client-MA C-address XX:XX:XX:XX:XX:XX>
» debug aaa all enable
» debug pem state enable
» debug pem eventsenable
» debug dhcp message enable
» debug dhcp packet enable

Thisis a sample output from the commands debug mac addr cc:fa:00:17:32:35

debug aaa ldap enable

(Cisco_Controller) >*pemReceiveTask: Dec 24 03:45:23.089: cc:fa:00:f7:32:35 Sent an XID frame

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:

35
35
35

35

35

35
35

35

35
35
35
35
35
35
35
35
35
35
35
35
35
35

35
35
35

35

Processing assoc-req station:cc:fa:00:f7:
Association received from mobile on BSSIL
Global 200 Clients are allowed to AP rad

Max Client Trap Threshold: 0 «cur: 1
Rf profile 600 Clients are allowed to AP

override for default ap group, marking -r
Applying Interface policy on Mobile, role

Re-applying interface policy for client

172.16.16.122 WEBAUTH_REQD (8) Changing 1
172.16.16.122 WEBAUTH_REQD (8) Changing 1
apfApplyWlanPolicy: Apply WLAN Policy ove
In processSsidIE:6246 setting Central swi
In processSsidIE:6249 apVapId = 1 and Sp]
Applying site-specific Local Bridging ove
Applying Local Bridging Interface Policy
processSsidIE statusCode is 0 and status
processSsidIE ssid_done_flag is 0 finiskt
STA - rates (3): 24 16448 0000000
suppRates statusCode is 0 and gotSuppRat
AID 2 1in Assoc Req from flex AP 00:23:eb:
apfMs1xStateDec

172.16.16.122 WEBAUTH_REQD (8) Change stz

pemApfAddMobileStation2: APF_MS_PEM_WAIT._
172.16.16.122 START (0) Initializing pol]
172.16.16.122 START (0) Change state to /

172.16.16.122 AUTHCHECK (2) Change state

*pemReceiveTask: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172.16.16.122 Removed NPU entry.
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 Not Using WMM Compliance code gosCap 00
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:f7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Plumbed
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Change s

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_REQD (8) pemApfAddV



*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:

type
on AP 00:23:eb
IPv4 ACL I

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
type = Airespac

Dec
Dec

Dec
Dec
Dec
Dec

Dec
e AP

24 03:45:
24 03:45:

43.
43.
24 03:

45:43.

24 03:45:43.

24 03:
24 03:45:
24 03:45:
Client -

45:43.
43.

43.

556:
556:

556:
556:
556:
556:

556:
ACL passthru

CccC:
ccC

CccC:

CccC:

CccC:

ccC
CccC:

Airespace AP Client - ACL passthru
:e5:04:10, slot 1, interface

fa:

:fa:

fa:

fa:

fa:

:fa:

fa:

on AP 00:23:eb:e5:04:10, slot 1, interface

IPv4 AC
*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

*pemReceiveTask:
*pemReceiveTask:
*pemReceiveTask:
*pemReceiveTask:

Dec
Dec

Dec

Dec

Dec
Dec

Dec
Dec
Dec

Dec
Dec
Dec

Dec
Dec
Dec
Dec

24 03
24 03

145
145

43.
43.

24 03:45:43.

24 03:45:43.

24
24

03:
03:

45:
45:

43.
43.

24
24
24

03:
03:
03:

45:
45:
45:

43.
43.
43.

24
24
24

03:
03:
03:

45:
45:
45:

43.
43.
43.

24 03:45:43.557:
24 03:45:43.557:
24 03:45:43.557:
24 03:45:43.558:

556:
556:

556:

556:

556:
556:

556:
556:
556:

556:
557:
557:

CccC:
CccC:

CccC:

CccC:

CccC:
CccC:

CccC:
CccC:
CccC:

CccC:
CccC:
ccC

ccC
ccC
ccC
ccC

fa:
fa:

fa:

fa:

fa:
fa:

fa:
fa:
fa:

fa:
fa:

:fa:

00:f7:32:

=1, QOS

00:
00:

00:

00:

00:

00:
00:

f7:
f7:

f7:
f7:
f7:

f7:
f7:

32:
32:

32:

32:

32:

32:
32:

=1, QOS

00:
00:

00:

00:

00:
00:

00:
00:
00:

00:
00:
00:

f7:
f7:

f7:

f7:

f7:
f7:

f7:
f7:
f7:

f7:
f7:
f7:

32:
32:

32:

32:

32:
32:

32:
32:
32:

32:
32:
32:

35

35
35

35

35

35

35
35

35
35

35

35

35
35

35
35
35

35
35
35

0

172.16.16.122 WEBAUTH_REQD (8) Adding Fas

172.
172.

16.
16.

16.
16.

122
122

Fast Path
Fast Path

8
8

WEBAUTH_REQD
WEBAUTH_REQD

172.16.16.122 WEBAUTH_REQD (8) Fast Path

172.16.16.122 WEBAUTH_REQD (8) Fast Path

Successful
pemApfAddV
Replacing

172.
172.
172.

16.
16.
16.

16.
16.
16.

122
122
122

8
8
8

WEBAUTH_REQD
WEBAUTH_REQD
WEBAUTH_REQD

172.
172.

16.
16.

16.
16.

122
122

Fast Path
Fast Path

WEBAUTH_REQD
WEBAUTH_REQD

8
8

172.16.16.122 WEBAUTH_REQD (8) Fast Path

172.16.16.122 WEBAUTH_REQD (8) Fast Path

172.16.16.122 WEBAUTH_REQD
apfPemAddUser2 (apf_policy.

(8) Successful
c:359) Changir

apfPemAddUser2:session timeout forstatior
Scheduling deletion of Mobile Station: (
Func: apfPemAddUser2, Ms Timeout 1800,

Sending assoc-resp with status 0 station:
Sending Assoc Response to station on BSSI
apfProcessAssocReq (apf_80211.c:10187) Ck

:fa:00:f7:32:35 172.16.16.122 Added NPU entry of type 2,
:fa:00:f7:32:35 Sent an XID frame
:fa:00:f7:32:35 172.16.16.122 Added NPU entry of type 2,
:fa:00:f7:32:35 Sent an XID frame

*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP received op BOOTREQUEST (1) (len 3:Z

*DHCP
*DHCP

*DHCP
*DHCP
*DHCP

Socket
Socket
Socket

Task:
Task:
Task:

Socket Task: Dec
Socket Task: Dec

De
De
De

24 03:45:43.708: cc:fa:00:f7:32:35 DHCP (encap type Oxec03) mstype Off:ff:1
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block -

dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP mscbVaplLocalAddr=172.16.16.25 mschb\
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (Ic
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block -

C
C
C

VLAN: 16

dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25

VLAN: 16

*DHCP
*DHCP

*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP

Task:
Task:

Dec
Dec

Socket
Socket

Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

Socket
Socket
Socket
Socket
Socket
Socket
Socket
Socket
Socket

24 03:45:43.709: cc:
24 03:45:43.709: cc:
dhcpServer: 172.16.

fa:00:f7:32:35 DHCP selected relay 2 - NONE
fa:00:f7:32:35 DHCP selecting relay 1 - control block ¢
16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

24 03:45:43.709: cc:fa:00:f7:32:35 DHCP mscbVaplLocalAddr=172.16.16.25 mschb\
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (Ic
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP transmitting DHCP DISCOVER (1)

24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  op: BOOTREQUEST, htype: Ethernet,
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792), sec
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  chaddr: cc:fa:00:f7:32:35

24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, yiaddr: 0.0.0.(
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP  siaddr: 0.0.0.0, giaddr: 172.16.
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block -



*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP

*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP

*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP

Socket Task: Dec
Socket Task: Dec

Socket
Socket
Socket
Socket
Socket
Socket
Socket
Socket
Socket
Socket
Socket

ask:
ask:
ask:
ask:
ask:
ask:
ask:
ask:
ask:

Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:
Task:

ask:
ask:
ask:
ask:
ask:
ask:
ask:
ask:
ask:
ask:

*ewmwebWebauthl:
*aaaQueueReader:

*aaaQueueReader:

*aaaQueueReader:

*aaaQueueReader:

*aaaQueueReader:

*LDAP
*LDAP
*LDAP

*LDAP
*LDAP
*LDAP
*LDAP

DB
DB
DB

DB
DB
DB
DB

Task
Task
Task

Task
Task
Task
Task

1:
1:
1:

e e

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

De
De
De
De
De
De
De
De
De
De
De

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

24
24
24
24
24
24
24
24
24

c 2
c 2
c 2
c 2
c 2
c 2
c 2
c 2
c 2
c 2
c 2

24
24
24
24
24
24
24
24
24
24

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP received op BOOTREQUEST (1) (Ten 3:

03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45:

43.
43.
43.
43.
43.
43.
43.
43.
43.

709:
710:
710:
710:
710:
710:
710:
710:
710:

cc:fa:00:f7:32:35 DHCP received op BOOTREPLY (2) (len 572,\
cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418, port
cc:fa:00:f7:32:35 DHCP transmitting DHCP OFFER (2)

cc:fa:00:f7:32:35 DHCP  op: BOOTREPLY, htype: Ethernet, h]
cc:Ta:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792), secs
cc:fa:00:f7:32:35 DHCP  chaddr: cc:fa:00:f7:32:35

cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, vyiaddr: 172.16.1
cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
cc:fa:00:f7:32:35 DHCP  server id: 1.1.1.1 rcvd server ic

24 03:45:43.714: cc:fa:00:f7:32:35 DHCP (encap type Oxec03) mstype Off:ff:1
24 03:45:43.714: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block -

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
4 03:4
dhcpServer: 17
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
Proxy T
*ewmwebWebauthl:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45:
45:

5:4
5:4
5:4
5:4
5:4
5:4
5:4
5:4
5:4
5:4
5:4

43.
43.
43.
43.
43.
43.
43.
43.
43.
43.

3.714:
3.714:
3.714:
3.714:
3.714:
3.714:
3.715:
3.715:
3.715:
3.715:
3.715:

715:
715:
715:
715:
715:
715:
715:
715:
715:
715:

cc:fa:00:f7:32:35 DHCP mscbVaplLocalAddr=172.16.16.25 mscb\
cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (lc
cc:fa:00:f7:32:35 DHCP transmitting DHCP REQUEST (3)
cc:fa:00:f7:32:35 DHCP op: BOOTREQUEST, htype: Ethernet,
cc:fa:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792), sec
cc:fa:00:f7:32:35 DHCP  chaddr: cc:fa:00:f7:32:35
cc:fa:00:f7:32:35 DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.(
cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 172.16.
cc:fa:00:f7:32:35 DHCP requested ip: 172.16.16.122
cc:fa:00:f7:32:35 DHCP  server id: 172.16.16.25 rcvd ser
cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block
2.16.16.25, dhcpNetmask: 0.0.0.0,

cc:fa:00:f7:32:35 DHCP received op BOOTREPLY (2) (len 572,\
cc:fa:00:f7:32:35 DHCP setting server from ACK (msch=0x40e¢
cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418, port
cc:fa:00:f7:32:35 DHCP transmitting DHCP ACK (5)
cc:fa:00:f7:32:35 DHCP  op: BOOTREPLY, htype: Ethernet, h]
cc:Ta:00:f7:32:35 DHCP  xid: 0x62743488 (1651782792), secs
cc:fa:00:f7:32:35 DHCP  chaddr: cc:fa:00:f7:32:35
cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, vyiaddr: 172.16.1
cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0
cc:fa:00:f7:32:35 DHCP  server id: 1.1.1.1 rcvd server ic

Dec 24 03:46:01.222: cc:fa:00:f7:32:35 Username entry (Userl) created for mobile,
Dec 24 03:46:01.222: cc:fa:00:f7:32:35 Username entry (Userl) created in mscb for
Dec 24 03:46:01.222:

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

Dec
Dec

24
24
24
24
24
24
24
24
24

24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:

03:
03:

46:
46:
46:
46:
46:
46:
46:
46:
46:

46:
46:

01.
01.
01.
01.
01.
01.
01.
01.
01.

01.
01.

222:
222:
222:
222:
222:
222:
223:
223:
225:

225:
225:

AuthenticationRequest: 0x2b6bdc3c

Callback. .o u i e 0x12088c50
ProtoColType. « i vttt e e et a e 0x00000002
ProXyState. ... i vttt i e i e CC:FA:00:F7::

Packet contains 15 AVPs (not shown)

ldapTask [1] received msg 'REQUEST' (2) in state 'IDLE' (1)
LDAP server 1 changed state to INIT
LDAP_OPT_REFERRALS = -1

TdapInitAndBind [1] called lcapi_init (rc = 0 - Success)
TdapInitAndBind [1] configured Method Authenticated Tcapi_bj
LDAP server 1 changed state to CONNECTED

disabled LDAP_OPT_REFERRALS



*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP
*LDAP

DB
DB
DB
DB
DB
DB
DB
DB
DB
DB
DB
DB
DB
DB

Task
Task
Task
Task
Task
Task
Task
Task
Task
Task
Task
Task
Task
Task

*ewmwebWebauthl:

*ewmwebWebauthl:
*LDAP DB Task 1:
*ewmwebWebauthl:

*ewmwebWebauthl:
*ewmwebWebauthl:
*ewmwebWebauthl:
*ewmwebWebauthl:

HR R R R RRRRRRRRPR

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

Dec

Dec
Dec
Dec

Dec
Dec
Dec
Dec

24
24
24
24
24
24
24
24
24
24
24
24
24
24

24

24
24
24

24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

03:

03:
03:
03:

03:
03:
03:
03:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

46:

46:
46:
46:

46:
46:
46:
46:

type = Airespace AP (Client
on AP 00:23:eb:e5:04:10, slot 1, interface =

IPv4 ACL ID =
*ewmwebWebauthl

*ewmwebWebauthl:
*ewmwebWebauthl:
*ewmwebWebauthl:

*ewmwebWebauthl:
*pemReceiveTask:

255,
: Dec
Dec
Dec

Dec

Dec
Dec

01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.

01.

01.
01.
01.

01.
01.
01.
01.

225:
226:
226:
226:
226:
226:
226:
226:
226:
226:
226:
228:
228:
228:

228:

228:
228:
228:

228:
228:
228:
228:

LDAP_CLIENT:
LDAP_CLIENT:
LDAP_CLIENT:
LDAP_CLIENT:
LDAP_CLIENT:
LDAP_CLIENT:
LDAP_CLIENT :

UID Search (base=CN=Users,DC=CISCOSYSTEMS,DC=1c
ldap_search_ext_s returns 0 -5

Returned 2 msgs including 0 references

Returned msg 1 type 0x64

Received 1 attributes in search entry msg
Returned msg 2 type 0x65

No matched DN

LDAP_CLIENT : Check result error 0 rc 1013

LDAP_CLIENT: Received no referrals in search result msg
TdapAuthRequest [1] 172.16.16.200 - 389 called lcapi_query &
Attempting user bind with username CN=Userl,CN=Users,DC=CIS(
LDAP ATTR> dn = CN=Userl,CN=Users,DC=CISCOSYSTEMS,DC=Tocal (
HandTing LDAP response Success

Authenticated bind : Closing the binded session

cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_REQD (8) Change stat

cc:fa:00:f7:32:35 apfMsRunStatelnc
TdapClose [1] called lcapi_close (rc = 0 - Success)
cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_NOL3SEC (14) Change

:fa:00:
:fa:00:
:fa:00:
:fa:00:

f7:
f7:
f7:
f7:

32:35
32:35
32:35
32:35

ccC
ccC
ccC
ccC

Stopping deletion of Mobile Station: (call
Setting Session Timeout to 1800 sec - stat
172.16.16.122 RUN (20) Reached PLUMBFASTP/
172.16.16.122 RUN (20) Replacing Fast Patt

IPve ACL ID

24 03:46:01.228:
24 03:46:01.228:

24 03:46:01.228:

24 03:46:01.228:

24 03:46:01.229:
24 03:46:01.229:

cc:fa:00:
cc:fa:00:

cc:fa:00:

cc:fa:00:

:fa:00:
:fa:00:

ccC
ccC

1,

f7:
f7:

f7:

f7:

f7:
f7:

QoS =0

32:35
32:35

172.
172.

16.
16.

32:35 172.16.

32:35 172.16.

32:
32:

35
35

172.
172.

16.
16.

(Cisco_Controller) >show client detail cc:fa:00:f7:32:35
cc:fa:00:f7:32:35

Client MAC Address

Client Username
AP MAC Address

Client NAC 00B State

Wireless LAN Id

Wireless LAN Network Name (SSID)
Wireless LAN Profile Name

Gateway Address

Client User Group

T o 1= ] <

Association Id

Authentication Algorithm

Reason Code

Userl

16.
16.

16.

16.

16.
16.

122
122

RUN (20)
RUN (20)

(cor
(cor

rule
rule

Fast Path
Fast Path

122 RUN (20) Fast Path rule (cor

122 RUN (20) Fast Path rule (cor

122
122

RUN (20) Successfully plumbe
Added NPU entry of type 1,

00:23:eb:e5:04:10

AP1142-1

Associated
Userl
Access

LDAP-TEST
LDAP-TEST
Not Supported

00:23:eb:e5:04:1f

37 secs

36
172.16.16.122
172.16.16.1
255.255.254.0

Open System



Status Code. .. vvtii ittt ettt ettt 0

--More or (q)uit current module or <ctrl-z> to abort

SESSTON TiMeOUL .« ittt sttt ettt s e 1800
Client CCX VerSiON. .o v vt i et iee s s eannnannnns No CCX support
Q0S Level. . ittt ittt it ittt et Silver
Avg data Rate.......vviiiin ittt it ieennnnenn 0
Burst data Rate.......ouiiiiiiiiiiiiiii i 0
Avg Real time data Rate..........vviiinnnnnnnnnnn 0
Burst Real Time data Rate............. ... 0
802.1P Priority Tag.:uuueeienn s iiennnnnannnnnnns disabled
CTS Security Group Tag....uurrrennnnrennnnennnnns Not Applicable
KTS CAC Capability..cvviriiii it i i ieineen No
Qos Map CapabiTity..vveienn i i i ie i eennnnnnn No
LB T o o o T ol Enabled
APSD ACS. . ittt ittt ettt et BK BE VI VO
Current Rate......iiiiiiiiii it st m7
Supported RatesS......cuuiiiiiinn i iin i iiannnennns 12.0,18.0,24.0
Mobility State.....cuviiiiiii it e i tane e ennnnn Local
MobiTity Move Count......ccuuiiiinnnnrinnnnennnnns 0
Security Policy Completed........ ... Yes
Policy Manager State........cuiiiiiiniinnnnnnnn. RUN
Audit Session ID.........iiiiiiininnnnnnnnnnnnns ac10101900000005567b698
AAA ROTE TYpPE. .ttt it i et eaaa e ennnnenns none
Local Policy Applied.......cciiiiiiiiiinnnnnnnn. none
IPvA ACL Name. ..o v sttt it et it seen s e e ananeenns none

--More or (q)uit current module or <ctrl-z> to abort

FlexConnect ACL Applied Status..........couuvnnn. Unavailable
IPv4 ACL Applied StatusS.....ouviiinnnrinnnnnnnn. Unavailable
IPVO ACL Name. ... v vttt ittt st ee s e nannnennns none

IPv6 ACL Applied StatusS.....ouviiiinninnnnnnnn. Unavailable
Layer2 ACL Name. .. ... .ot iiriin it e seanennnnnnns none

Layer2 ACL Applied Status........ccoiiiriinnnnnnn. Unavailable
Client TyYPe. i ettt i i ittt e e e eana s SimpTleIP
MDNS StatUusS....uiiiiii ittt et e et e e e e e eeeennn EnabTed
mDNS Profile Name............ciiiiiiiiiiiiinnnnnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

PoTicy Type. . it it i e it s N/A
Encryption Cipher..........ciiiiiiiiii i, None
Protected Management Frame .............cc0uuvunn. No
Management Frame Protection................ccuu.. No

EAP Ty, i ittt it ittt e i Unknown
FlexConnect Data Switching............ ... Central
FlexConnect Dhcp Status........vviiiiiiinnnnnnnn. Central
FlexConnect Vlan Based Central Switching......... No
FlexConnect Authentication....................... Central
FlexConnect Central Association.................. No
Interface. . vui it et e e et e management
VLAN. L e 16
Quarantine VLAN. . ..ottt ittt ittt sttt annnannnss 0

--More or (q)uit current module or <ctrl-z> to abort

ACCesSS VLAN. ..ttt it sttt e 16

Local Bridging VLAN. .. ...t 16

Client Capabilities:
CF Pollable. ..ot e e e i eea et Not implemented
CF Poll Request...uuu i inin it iennnnnnn Not implemented
Short Preamble.......... ... Not implemented
3 Not implemented
Channel Agility...cvviiiiiniiiii it i Not implemented

Listen Interval......uuiiiriniininnnnnnnnn 10



Fast BSS Transition...........couuiuuunnnnnn Not implemented

11lv BSS Transition.........ccuuiviinnnnnnnn. Not implemented
Client Wifi Direct Capabilities:

WFD capable..... ..ottt eeens No

Manged WFD capable...........ciiiiiinn... No

Cross Connection Capable................... No

Support Concurrent Operation............... No

Fast BSS Transition Details:
Client Statistics:

Number of Bytes Received................... 16853
Number of Bytes Sent..........cvvviivvnnnnnn 31839
Total Number of Bytes Sent................. 31839
Total Number of Bytes Recv................. 16853
Number of Bytes Sent (last 90s)............ 31839

--More or (q)uit current module or <ctrl-z> to abort

Number of Bytes Recv (last 90s)............ 16853
Number of Packets Received................. 146
Number of Packets Sent..................... 92
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries.........vueuuueeenn. 2
Number of RTS Retries........c.cvvuvuuueennn. 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 0
Number of Policy Errors.................... 0
Radio Signal Strength Indicator............ -48 dBm
Signal to Noise Ratio..........covuuiunnn. 41 dB
Client Rate Limiting Statistics:
Number of Data Packets Received............ 0
Number of Data Rx Packets Dropped.......... 0

--More or (q)uit current module or <ctrl-z> to abort

Number of Data Bytes Received.............. 0
Number of Data Rx Bytes Dropped............ 0
Number of Realtime Packets Received........ 0
Number of Realtime Rx Packets Dropped...... 0
Number of Realtime Bytes Received.......... 0
Number of Realtime Rx Bytes Dropped........ 0
Number of Data Packets Sent................ 0
Number of Data Tx Packets Dropped.......... 0
Number of Data Bytes Sent.................. 0
Number of Data Tx Bytes Dropped............ 0
Number of Realtime Packets Sent............ 0
Number of Realtime Tx Packets Dropped...... 0
Number of Realtime Bytes Sent.............. 0
Number of Realtime Tx Bytes Dropped........ 0

Nearby AP Statistics:
AP1142-1(slot 0)

antennal: 25 secs ago.....cvvrvvrnnennnnn -37 dBm
antennal: 25 SeCS ag0.....curinrrnnnnnnnn -37 dBm

AP1142-1(slot 1)

antennal: 25 secs ago0.....cvvrvvrnnrnnnnn -44 dBm
antennal: 25 SeCsS ag0.....currirrnnrnnnnn -57 dBm



DNS Server details:
DNS server IP ...ttt it ieiennnnn 0.0.0.0

--More or (q)uit current module or <ctrl-z> to abort

DNS server IP ... .ttt e nnnnns 0.0.0.0
Assisted Roaming Prediction List details:

Client Dhcp Required: False



