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This document describes how to set up aWireless Local Area Network (WLAN) with 802.1X and
Extensible Authentication Protocol EAP-TLS.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» 802.1X authentication process
» Certificates

Components Used

The information in this document is based on these software and hardware versions:



* WLC 3504 version 8.10
* |dentity Services Engine (ISE) version 2.7

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information
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1. Wireless Client gets associated with the Access Point (AP). AP does not permit the client to send any
data at this point and sends an authentication request. The supplicant then responds with an EAP-
Response Identity. The WL C then communicates the user-id information to the Authentication Server.
RADIUS server responds back to the client with an EAP-TLS Start Packet. The EAP-TLS
conversation starts at this point.

2. The peer sends an EAP-Response back to the authentication server which containsaclient_hello
handshake message, a cipher that is set for NULL

3. The authentication server responds with an Access-challenge packet that contains:

TLS server_hello
handshake message
certificate
server_key_exchange
certificate request
server_hello_done.



4. Client responds with a EAP-Response message that contains:

Certificate - Server can validate to verify that it is trusted.
client_key_exchange

certificate_verify - Verifies the server is trusted
change_cipher_spec

TLS finished

5. After the client authenticates successfully, the RADIUS server responds with an Access-challenge, which
contains the change_cipher_spec and handshake finished message.

6. When it receives this, the client verifies the hash in order to authenticate the radius server.
7. A new encryption key is dynamically derived from the secret during the TL S handshake.
8/9. EAP-Successiis finally sent from server to authenticator which then is paased to the supplicant.

At this point, the EAP-TL S enabled wireless client can access the wireless network.
Configure

Cisco WirelessLAN Controller

Step 1. Thefirst step isto configure the RADIUS server on the Cisco WLC. In order to add aRADIUS
server, navigate to Security > RADIUS > Authentication. Click New as shown in the image.
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Step 2. Here, you need to enter the | P address and the shared secret <password> that is used in order to
validate the WL C on the ISE. Click Apply in order to continue as shown in the image.
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Step 3. Create WLAN for RADIUS Authentication.

Now, you can create anew WLAN and configure it to use WPA-enterprise mode, so it can use RADIUS for
authentication.

Step 4. Select WL ANs from the main menu, choose Create New and click Go as shown in the image.
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Step 5. Name the new WLAN EAP-TLS. Click Apply in order to continue as shown in the image.
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Step 6. Click General and ensure that the Status is Enabled. The default Security Policiesis 802.1X



authentication and WPA 2 as shown in the image.
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Step 7. Now, navigate to Security> AAA Serverstab, select the RADIUS server that you just configured as
shown in the image.

Save Confiquration  Ping  Logout Refresh

cI5¢o MONITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User-adenin{ReadWrite) A Home
WLANs WLANs > Edit 'EAP-TLS' _<Back | E
* WLANs

WLANS | General | Security | QoS | Policy-Mapping | Advanced
» Advanced Layer 2 I Layer3 | AAA Servers

Select AAA servers below to override use of default servars on this WLAN

RADIUS Servers
RADIVS Stever Overweie interface [ Enabied
Aoy Csco 1SE Default Sextings (] Enabled

A ACA Server A ACA Server

(] Erabled [] Enabiled
Server  Mone v Neew v




Note: It isagood ideato verify that you can reach the RADIUS server from the WL C before you
continue. RADIUS uses UDP port 1812 (for authentication), so you need to ensure that this traffic
does not get blocked anywhere in the network.

| SE with CiscoWLC

EAP-TL S Settings

In order to build the policy, you need to create the alowed protocol list to usein our policy. Since a dotlx
policy iswritten, specify the allowed EAP type based on how the policy is configured.

If you use the default, you alow most EAP types for authentication which are not preferred if you need to
lock down accessto a specific EAP type.

Step 1. Navigate toPolicy > Policy Elements > Results > Authentication > Allowed Protocolsand
clickAdd as shown in the image.
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Step 2. On this Allowed Protocol list, you can enter the name for the list. In this case, Allow EAP-TL S box
is checked and other boxes are unchecked as shown in the image.
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WL C Settingson I SE

Step 1. Open | SE console and navigate to Administration > Networ k Resour ces > Network Devices >
Add as shown in the image.




Step 2. Enter the values as shown in the image.
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Create New User on | SE

Step 1. Navigate to Administration > Identity Management > | dentities> Users> Add as shown in the
image.

Step 2. Enter the information as shown in the image.
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Trust Certificateon | SE

Step 1. Navigate to Administration > System > Certificates > Certificate Management > Trusted
certificates.

Click Import in order to import a certificate to | SE. Once you add aWL C and create a user on I SE, you
need to do the most important part of EAP-TL S that isto trust the certificate on | SE. For that we need to
generate CSR.

Step 2. Navigate to Administrauon > Certificates > Certificate Signing Requests > Gener ate Certificate
Signing Requests (CSR) as shown in the image.



élful:u Iderty Sevices Enging  Home ) CorteVisllty  » Operafons  » Polly [RENITDECUM * Work Canters

Licernse Waring &
~System Wenfity Management ¢ Network Resources ¢ Dewioe Portal Menagement  pwGnd Services  # Feed Service  » Thmal Canbvic NAC

Oegloyment  Licensing  wCerifizales  » Loggng  » Maimenance  Upyade  » Backup SRestors b Admn Access  » Setings

(]
AT Certificate Signing Requests
Trusted Cerifates A\ Cerifeate Signg Reques's (CSRs) must b sert i and sgned by an estemal asterty, Chck "Bipor” 1o dwecad ane s CSRs 5o i ey ay b s by 2 exemal authory, e 2 request s been sqned, ek "o o ind s st e
s ceticae ssied by hal asorty Once a CSR s aeund, e remened rom i st
0CSP Clant ol
Ceic Siing Requests Pren Beme | Xoske | Bnd Cetfcte s 7
Certriane Pariodc Check Sati . [ Frendly Nama Cenificat Subject Keylengh  Poral grouptag  Timastamp & Hast
¥ Certificate Authorty No data avalable

Step 3. In order to generate CSR, navigate to Usage and from the Certificate(s) are used for drop down
options select EAP Authentication as shown in the image.
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Step 4. The CSR generated on | SE can be viewed. Click View as shown in the image.
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Step 5. Once CSR is generated, browse for CA server and click Request a certificate as shown in the
image:

Microsoft Active Directory Certificate Services — fixer-WIN-87TQSHOKPSIG-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform ather security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Step 6. Once you request a certificate, you get options for User Certificate and advanced certificate
request, click advanced certificate request as shown in the image.

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate
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Step 7. Paste the CSR generated in Base-64 encoded certificate request. From the Certificate Template:
drop down option, choose Web Server and click Submit as shown in the image.




| Microsoft Active Directory Certificats Services — fixer-WIN-87Q5HOKPSIG-CA
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To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.
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Step 8. Once you click Submit, you get the option to select the type of certificate, select Base-64 encoded
and click Download certificate chain as shown in the image.
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Step 9. The certificate download is completed for the | SE server. Y ou can extract the certificate, the
certificate contains two certificates, one root certificate and other intermediate. The root certificate can be
imported under Administration > Certifictes> Trusted certificates> Import as shown in the images.
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Step 10. Once you click Submit, the certificate is added to the trusted certificate list. Also, the intermediate
certificate is needed in order to bind with CSR as shown in the image.
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Step 11. Once you click Bind certificate, there is an option to choose the certificate file saved in your
desktop. Browse to the intermediate certificate and click Submit as shown in the image.
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Step 12. In order to view the certificate, navigate to Administration > Certificates > System Certificates



as shown in the image.
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Client for EAP-TLS
Download User Certificate on Client Machine (Windows Desktop)

Step 1. In order to authenticate a wireless user through EAP-TLS, you have to generate a client certificate.

Connect your Windows computer to the network so that you can access the server. Open aweb browser and
enter this address: https.//sever ip addr/certsrv---

Step 2. Note that the CA must be the same with which the certificate was downloaded for I SE.

For this, you need to browse for the same CA server that you used to download the certificate for server. On

the same CA, click Request a certificate as previously done, however, this time you need to select User as
the Certificate Template as shown in the image.


https://sever%20ip%20addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.
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Step 3. Then, click download certificate chain as was done previously for server.
Once you get the certificates, use these steps in order to import the certificate on windows laptop:

Step 4. In order to import the certificate, you need to access it from the Microsoft Management Console
(MMC).

1. In order to open the MMC navigate to Start > Run >MMC.
2. Navigate to File> Add / Remove Snap In
3. Double Click Certificates.
4. SelectComputer Account.
5. Select L ocal Computer > Finish
6. Click OK in order to exit the Snap-In window.
7. Click [+] next to Certificates > Personal > Certificates.
8. Right click on Certificates and select All Tasks> Import.
9. Click Next.

10. Click Browse.

11. Select the .cer, .crt, or .pfx you would like to import.

12. Click Open.

13. Click Next.



14. Select Automatically select the certificate store based on the type of certificate.
15. Click Finish & OK

Once import of certificate is done, you need to configure your wireless client (windows desktop, in this
example) for EAP-TLS.

Wireless Profilefor EAP-TLS

Step 1. Change the wireless profile that was created earlier for Protected Extensible Authentication Protocol
(PEAP) in order to use the EAP-TLS instead. Click EAP wireless profile.

Step 2. Select Microsoft: Smart Card or other certificate and click OK shown in the image.



EAP Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES v

NoosSe d Nelwork dutnentcation metnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

Step 3. Click settings and select the root certificate issued from CA server as shown in the image.




1 ] L]
Smart Card or other Certificate Properties

When connecting:
() Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048) A
Equifax Secure Certificate Authority

|| fixer-WIN-97Q5HOKPSIG-CA__

| ] GeoTrust Global CA

GeoTrust Primary Certification Authority

GeoTrust Primary Certification Authority - G3

GlobalSign
GlobalSign
GlobalSign Root CA v
< >
View Certificate
T i 1

Step 4. Click Advanced Settings and select User or computer authentication from the 802.1x settings tab
as shown in the image.



\dvanced settings

802.1X settings  802.11 settings

/| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Step 5. Now, try to connect again to the wireless network, select the correct profile (EAP, in this example)
and Connect. Y ou are connected to the wireless network as shown in the image.
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. This means that the client has compl eted authentication, obtained IP address and is ready to pass the traffic
shown in the image.

flonitor

Summary
b Access Points
» Cisco CleanAir
b Statistics
¢ CDP
# Rogues
» Redundancy
Clients

Sleeping Clients

Multicast
¢ Applications
» Lync

Local Profiling

Clients > Detail

Max Number of Records

107 Clear AVC Stats

General | AVC Statistics

Client Properties

MAC Address

IPv4 Address
IPv6 Address

Client Type

User Name

Port Number
Interface

VLAN ID
Quarantine VLAN ID
CCX Version

E2E Version

Mobility Role

Mobility Peer IP
Address

Mobility Move Count

34:02:86:96:2f:b7

10.106.32.239
feB0::2818:15a4:65f9:842,

Simple IP
Administrator
1
management
32

0

CCxvl

Not Supported
Local

NfA

0

I Poliﬂ HanaaerStatc RUN I

Management Frame
Protection

UpTime (Sec)

No

146

AP Properties

AP Address

AP Name

AP Type

AP radio slot Id
WLAN Profile
WLAN SSID
Data Switching
Authentication
Status
Association 1D
802.11 Authentication
Reason Code
Status Code

CF Pollable

CF Poll Request
Short Preamble
PBCC

Channel Agility

Re-authentication timeout

Remaining Re-authentication timeout

WEP State

Lync Properties

Lync State
Audio Qos Policy

Central

Central

00:d7:8f:52:db:al
Alpha2802_3rdfloor
802.11bn

0

EAP

EAP

Associated

1

Open System

1

0

Not Implemented
Not Implemented
Not Implemented
Not Implemented
Mot Implemented
1682

0

WEP Enable

Disabled
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Step 2. Also verify the correct EAP method on WL C in the client details page as shown in the image.



Security Policy

Completed ves
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x

Encryption Cipher CCMP (AES)

EAP Type EAP-TLS

SNMP NAC State Access

Radius NAC State RUN

CTS Security Group
1 Tag

AAA Override ACL

Name

AAA Override ACL

Applied Status

AAA Override Flex

ACL

AAA Override Flex

ACL Applied Status

Redirect URL none

Not Applicable
none
Unavailable
none

Unavailable

IPv4 ACL Name none

FlexConnect ACL
Applied Status

4 I_Pv4 ACL Applied Unavailable

Unavailable

Step 3. Here are the client details from CL1 of the controller (output clipped):

(Cisco Controller-Standby) >show client detail 34:02:86:96:2f:b7

Client MAC AdAressS. .. .vvvi ittt it i it eieennnns 34:02:86:96:2f:b7
Client Username .........vuvvrrrrnnnnnennnnnnnnns Administrator

AP MAC AdAresSsS. . v vvvieee it i i eeeeeee s neaanneeenn 00:d7:8f:52:db:a0
AP NamMe. .ttt ittt ettt i i i e, Alpha2802_3rdfloor
AP radio STot Td....uiiniii i i eenenn 0

Client State..uuiiii ittt ittt et ettt ettt e eananns Associated
Wireless LAN Td....uiiiiiniiiiiii i innennnnn 5

Wireless LAN Network Name (SSID)......vvvivvnnrnn EAP

Wireless LAN Profile Name...........c.cviiviunnnn. EAP

HOotspot (802.10U) ittt ittt ittt e eeennnnn Not Supported
BSSID .« i ittt 00:d7:8f:52:db:a4
Connected FOr ...ttt ittt ittt ettt eeeanns 48 secs

L8 = T =0 1

TP AdAressS. . .viiii ettt e iae e e enanaeeens 10.106.32.239
Gateway Address.........viiiiiinnnnnnnnnnnnnnnnns 10.106.32.1

Netmask. ....ovvir i i e e e e 255.255.255.0



PoTicy Manager State......ouieiiinnnnnnnnnnnnnnnn
POty TYpPe. i it e ittt e
Authentication Key Management...............c.....
Encryption Cipher.. ...ttt
Protected Management Frame ............ouuuuvunnn
Management Frame Protection.................c.c....

EAP Type

802.1x

CCMP-128 (AES)

No
No
EAP-TLS

Step 4. On ISE, navigate to Context Vishility > End Points > Attributes as shown in the images.
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" Lacaton Location#All Locations L

MACAddress 34:02:86:96:2F.87
MaichedPolicy Intel-Device
MessageCoda 5200
HAS-IP-Address 10,106,532 223
NAS-identifier HA_Pri
MAS-Fort 1
MAS-Por-Typse: Wireless - [IEEE 802.11
Netwark Device Profile Cisco
NetwarkDeviceGroups Location®All Locations, Device Typefall Devios Types
NitwarkDaviceMama HA_Pri
NetwarkDiavicaProfilild 4A03eaBle-Ta2T-41c3-800b-2THE405 1a08d
NetworkDavicaProfilehame Cisco
1 o imel Corporate

55L alert: code={n230=560 \: sowrce=iocal | type=Tatal \; message="Linknown CA - error unable bo gat

OpanSSLEmorkessage issuae cenificate locally”

OpanSSLEmarStack :ﬁ ﬁ;ﬁﬁ;ﬂmumamm roulines:SSL3_GET_CLIENT_CERTIFICATE:no cartificate

Policy\ersion 0

PastureApplicable Yos

POStMEASSESSmERISIRILS MotAgplicabie

RadiusFlowType WirhessB02_1x

RadiusPackelType AccessReques!

SSID 00-47-81-52-db-a0-EAP

SelectedAccassSarvica Diefault Nabwork Access

SelectedAuthonzationProfles FarmitAcoass

Serial Number 1028 41 78 00 00 00 00 00 11_,
Troubleshoot

Thereis currently no specific information available to troubleshoot for this configuration.



