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Introduction

This document describes the procedure to configure a Point-to-Point connection over Ethernet
(PPPoOE) between a Windows Machine (that acts as a PPPoE Client) and a Cisco Router which
acts as a PPPoE Server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of End-to-End Layer 1 connectivity is User Priority
(UP).

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configure

Network Diagram

This document uses the network setup which is shown in the image:



Go/o/1 , GO/0/0

Client PC RADIUS Server

Configurations

BRAS Configuration

aaa new nodel

! Enabl i ng AAA on router

aaa aut hentication ppp PPPCE- METD group PPPOE- RADI US

I Defining AAA nethod list for PPP Authentication

aaa aut hori zati on network PPPCE- AUTHOR- METD gr oup PPPOE- RADI US

! Defining AAA nethod list for PPP Authorization

aaa accounting network PPPCE- ACCT- METD start-stop group PPPOE-RADI US

I Defining AAA nethod list for PPP Accounting

aaa group server radius PPPOE- RADI US
I Defining AAA Server G oup nanmed PPPCE- RADI US
server-private 10.106. 39. 253 key ci sco

ip radius source-interface G gabitEthernet0/0/0

bba- group pppoe BBA- TEST
virtual -tenplate 10

interface G gabitEthernet0/0/1.47



encapsul ati on dot1Q 1 native
pppoe enabl e group BBA- TEST
end

interface Virtual - Tenpl at e10
i p unnunber ed Loopbackl10
peer default ip address pool | ocal

! Calling three naned AAA Method |ists configured above under this Virtual Tenplate
ppp aut hentication pap chap PPPOE- METD

ppp aut hori zati on PPPOE- AUTHOR- METD

ppp accounti ng PPPOE- ACCT- METD

end

ip local pool local 192.168.1.2 192.168.1.10

interface Loopbackl0
ip address 192.168.1.1 255. 255. 255. 255
end

Windows Machine Configurations and Settings

Complete these steps to initiate PPPoE session from Windows Machine that acts as a PPPoE
Client.

Step 1. Open Network and Sharing Center and click Set up a new connection or network as
shown in the image.
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Step 2. As shown in the image, select Connect to the Internet and click Next.
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Step 3. Select Set up a new connection anyway, as shown in the image:
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Step 4. Select No, create a new connection, as shown in the image:
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Step 5. As shown in the image, click on Broadband (PPPoE):
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Step 6. As shown in the image, enter the User name, Password and a Connection name, and

click Connect.
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This initiates a PPPoE session towards the server. Check the verify section as shown in the
image:
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Verify

Step 1. Open Networks tab again,select the network (named PPPOE-USER in this example) and
verify the status. Click Connect to initiate a session after you enter User name and Password, as
shown in the image:
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Step 2. Open command prompt and run ipconfig /all command to check the negotiated IP

address, as shown in the image:

PPP adapter PPPOE-USER:

Connection—specific DHNS
Dezepription . . .
Phys 1 Address.
DHCE yled. . .

Adda

PPPOE-USER

[ P

Subnet Mask . .
Default Gateway
DHS Servers e = B
HetBIOS over Topip. .

Dizahled

Step 3. Enable debug pppoe event, debug pppoe error and debug ppp negotiation to check
PPPoE session establishment. We can also enable debug radius to see messages exchanged

with Radius server.

BRAS#show debuggi ng

PPP:

PPP pr ot ocol
PPPoE:
PPPoE pr ot ocol
PPPoE pr ot ocol

negoti ati on debugging is on

events debugging is on
errors debugging is on

Radi us protocol debugging is on




Radi us packet protocol debugging is on

Debug sni ppet:

BRASH#
*Sep 19 18:44:14.531: PPPoE 0: | PADI R 0050.56ad. 7206 L:ffff.ffff.ffff G 0/0/1.47

! Receiving PPPoE Active Discovery Initiation (PADI) broadcast packet from W ndows Machi ne (MAC
0050. 56ad. 7206) on Router interface G 0/0/1.47

*Sep 19 18:44:14.531: Service tag: NULL Tag
*Sep 19 18:44:14.531: PPPoE 0: O PADO R d867.d99f. 6601 L:0050.56ad. 7206 G 0/0/1. 47

I Sendi ng PPPOE Active Discovery Ofer (PADO) unicast packet from Router interface G 0/0/1.47
(MAC d867.d99f. 6601 ) to W ndows Machi ne (MAC 0050. 56ad. 7206)

*Sep 19 18:44:14.531: Service tag: NULL Tag
*Sep 19 18:44:14.533: PPPoE 0: | PADR R 0050.56ad. 7206 L:d867.d99f. 6601 G 0/0/ 1. 47

! Receiving PPPoE Active Discovery Request (PADR) unicast packet from Wndows Mchine (MAC
0050. 56ad. 7206) on Router interface G 0/0/1.47

*Sep 19 18:44:14.533: Service tag: NULL Tag

*Sep 19 18:44:14.533: PPPOE : encap string prepared

*Sep 19 18:44:14.533: [76] PPPOE 63: Access |E handl e all ocated

*Sep 19 18:44:14.533: [76] PPPOE 63: AAA get retrieved attrs

*Sep 19 18:44:14.533: [76] PPPOE 63: AAA get nas port details

*Sep 19 18:44:14.533: [76] PPPOE 63: Error adjusting nas port format did

*Sep 19 18:44:14.533: [76] PPPOE 63: AAA get dynamic attrs

*Sep 19 18:44:14.533: [76] PPPOE 63: AAA unique ID 88 allocated

*Sep 19 18:44:14.533: [76] PPPOE 63: No AAA accounting nethod |i st

*Sep 19 18:44:14.534: [76] PPPOE 63: Service request sent to SSS

*Sep 19 18:44:14.534: [76] PPPOE 63: Created, Service: None R d867.d99f.6601 L: 0050. 56ad. 7206
G 0/0/1. 47

*Sep 19 18:44:14.534: [76] PPPOE 63: State NAS_PORT_PCLI CY_I NQUI RY Event SSS MORE KEYS
*Sep 19 18:44:14.534: PPP: Alloc Context [7FE79ECODSCS]

*Sep 19 18:44:14.534: ppp76 PPP: Phase is ESTABLI SH NG

*Sep 19 18:44:14.534: [76] PPPOE 63: data path set to PPP

*Sep 19 18:44:14.534: [76] PPPOE 63: Segnment (SSS class): PROVI SI ON

I W can al so enabl e ' debug sss events' and 'debug sss error' to debug this stage

*Sep 19 18:44:14.534: [76] PPPOE 63: State PROVI SI ON_PPP Event SSM PROVI SI ONED
*Sep 19 18:44:14.534: [76] PPPoE 63: O PADS R 0050. 56ad. 7206 L:d867.d99f.6601 G 0/0/1. 47

I Sendi ng PPPOE Active Discovery Session Confirmation (PADS) unicast packets from Router
interface G 0/0/1.47 (MAC d867.d99f. 6601 ) to W ndows Machi ne (MAC 0050. 56ad. 7206)



*Sep 19 18:44:14.534: [76] PPPOE 63: Unable to Add ANCP Line attributes to the PPPoE Aut hen
attributes

! Access Node Control Protocol (ANCP) is configured between the Digital Subscriber Line Access
Concentrator (DSLAM and Broadband Renpte Access Server (BRAS), which is used to aggregate
traffic frommultiple subscribers and deliver information for any application independently.
More information related to ANCP could be found here. It is expected for the IOS to print this
nessage even if ANCP is not enabl ed.

*Sep 19 18:44:14.534: ppp76 PPP: Using vpn set call direction

*Sep 19 18:44:14.534: ppp76 PPP: Treating connection as a callin

*Sep 19 18:44:14.534: ppp76 PPP: Session handl e[ 8800004C] Session id[ 76]
*Sep 19 18:44:14.534: ppp76 LCP: Event[OPEN] State[lnitial to Starting]
*Sep 19 18:44:14.534: ppp76 PPP LCP: Enter passive node, state[Stopped]
*Sep 19 18:44:14.539: ppp76 LCP: | CONFREQ [Stopped] id O len 21

*Sep 19 18:44:14.539: ppp76 LCP: MRU 1480 (0x010405C8)

*Sep 19 18:44:14.539: ppp76 LCP: Magi cNunber Ox61EB5A46 (0x050661EB5A46)
*Sep 19 18:44:14.539: ppp76 LCP: PFC (0x0702)

*Sep 19 18:44:14.539: ppp76 LCP: ACFC (0x0802)

*Sep 19 18:44:14.539: ppp76 LCP: Call back 6 (0x0D0306)

*Sep 19 18:44:14.539: ppp76 LCP: O CONFREQ [ Stopped] id 1 len 18

*Sep 19 18:44:14.539: ppp76 LCP: MRU 1492 (0x010405D4)

*Sep 19 18:44:14.539: ppp76 LCP: AuthProto PAP (0x0304C023)

*Sep 19 18:44:14.539: ppp76 LCP: Magi cNunber 0x7B063BEA (0x05067B063BEA)
*Sep 19 18:44:14.539: ppp76 LCP: O CONFREJ [Stopped] id O len 7

*Sep 19 18:44:14.539: ppp76 LCP: Call back 6 (0x0D0306)

*Sep 19 18:44:14.539: ppp76 LCP: Event[Receive ConfReq-] State[ Stopped to REQsent]
*Sep 19 18:44:14.540: ppp76 LCP: | CONFACK [REQsent] id 1 len 18

*Sep 19 18:44:14.540: ppp76 LCP: MRU 1492 (0x010405D4)

*Sep 19 18:44:14.540: ppp76 LCP: AuthProto PAP (0x0304C023)

*Sep 19 18:44:14.540: ppp76 LCP: Magi cNunber O0x7B063BEA (0x05067B063BEA)
*Sep 19 18:44:14.540: ppp76 LCP: Event[ Recei ve Conf Ack] State[ REQsent to ACKrcvd]
*Sep 19 18:44:14.540: ppp76 LCP: | CONFREQ [ACKrcvd] id 1 len 18

*Sep 19 18:44:14.540: ppp76 LCP: MRU 1480 (0x010405C8)

*Sep 19 18:44:14.540: ppp76 LCP: Magi cNunber Ox61EB5A46 (0x050661EB5A46)
*Sep 19 18:44:14.540: ppp76 LCP: PFC (0x0702)

*Sep 19 18:44:14.540: ppp76 LCP: ACFC (0x0802)

*Sep 19 18:44:14.540: ppp76 LCP: O CONFACK [ACKrcvd] id 1 len 18

*Sep 19 18:44:14.540: ppp76 LCP: MRU 1480 (0x010405C8)

*Sep 19 18:44:14.540: ppp76 LCP: Magi cNunber Ox61EB5A46 (0x050661EB5A46)
*Sep 19 18:44:14.540: ppp76 LCP: PFC (0x0702)

*Sep 19 18:44:14.540: ppp76 LCP: ACFC (0x0802)

*Sep 19 18:44:14.540: ppp76 LCP: Event[Recei ve ConfReqg+] State[ ACKrcvd to Open]

*Sep 19 18:44:14.541: ppp76 LCP: | IDENTIFY [Open] id 2 |l en 18 magi c Ox61EB5A46MSRASVS. 20
*Sep 19 18:44:14.541: ppp76 LCP: | IDENTIFY [OQpen] id 3 len 24 magi ¢ 0x61EB5A46MSRAS- 0- ADM N- PC
*Sep 19 18:44:14.541: ppp76 LCP: | IDENTIFY [Open] id 4 len 24 magi ¢ 0x61EB5A46sPPY. X | ?Z5SWE} }

*Sep 19 18:44:14.541: ppp76 PPP: Queue PAP code[1] id[78]
*Sep 19 18:44:14.563: ppp76 PPP: Phase is AUTHENTI CATI NG by this end
*Sep 19 18:44:14.564: ppp76 PAP: Redirect packet to ppp76
*Sep 19 18:44:14.564: ppp76 PAP: | AUTHREQid 78 len 11 from "ci sco”

! I ncom ng Authentication Request from W ndows Machi ne using User nane "cisco"

*Sep 19 18:44:14.564: ppp76 PAP: Authenticating peer cisco
*Sep 19 18:44:14.564: ppp76 PPP: Phase is FORWARDI NG, Attenpting Forward
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ppp76 LCP: State is Open

ppp76 PPP: Phase is AUTHENTI CATI NG Unaut henticated User

RADI US/ ENCODE( 00000088) : Ori g. conponent type = PPPoE

RADI US: DSL line rate attributes successfully added

RADI US/ ENCODE: Ski p encoding O | ength AAA Cisco vsa password

RADI US(00000088) : Config NAS I P: 10.106. 39. 212

RADI US(00000088) : Config NAS | Pv6:

RADI US/ ENCODE: No idb found! Franed |IP Addr might not be included
RADI US/ ENCODE( 00000088) : acct _session_id: 125

RADI US(00000088) : Config NAS I P: 10.106. 39. 212

RADI US( 00000088) : sendi ng

RADI US(00000088): Send Access-Request to 10.106. 39. 253: 1645 id 1645/ 106,

I Sendi ng an Access-Request to Radius Server at 10.106.39.253 on port 1645.
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RADI US: aut henticator ClL 5B AA 62 1D E1 31 6C - 16 A5 CE 92 D6 9C 12 E7
RADI US: Franed-Protocol [7] 6 PPP [1]

RADI US: User-Name [1] 7 "cisco"

RADI US: User - Password [2] 18 *

RADI US: NAS-Port-Type [61] 6 Virtual [5]

RADI US: NAS-Port [5] 6 0

RADI US: NAS-Port-1d [87] 9 "0/0/1/1"

RADI US: Vendor, Cisco [26] 41

RADI US: Cisco AVpair [1] 35 "client-nac-address=0050.56ad. 7206"

RADI US: Service-Type [6] 6 Framed [2]

RADI US: NAS-1P-Address [4] 6 10.106.39.212

RADI US: Acct-Session-1d [44] 10 "0000007D"

RADI US: Nas-ldentifier [32] 12 "BRAS"

RADI US(00000088): Sendi ng a | Pv4 Radi us Packet

RADI US(00000088): Started 5 sec timeout

RADI US: Received fromid 1645/106 10.106. 39. 253: 1645, Access-Accept, |en

I Receiving an Access-Accep from Radius Server

*Sep 19 18:44:14. 566:
*Sep 19 18:44:14. 566:
*Sep 19 18:44:14. 566:

00 00 00 00 00 00 00
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RADI US: aut henticator CO OD 6C 33 F1 A3 04 27 - FO C2 76 F5 54 FD E2 42
RADI US: C ass [25] 32
RADI US: 4A 83 05 60 00 00 01 37 00 01 OA 6A 27 FD 01 D2 12 2E 98 DO 4F BO

14 [ 37'.0

RADI US(00000088): Received fromid 1645/ 106

ppp76 PPP: Phase is FORWARDI NG Attenpting Forward

[ 76] PPPOE 63: State LCP_NEGOTI ATI ON Event SSS CONNECT LOCAL
[ 76] PPPOE 63: Segnent (SSS cl ass): UPDATED

[ 76] PPPOE 63: Segnent (SSS cl ass): BOUND

[ 76] PPPOE 63: data path set to Virtual Acess

[ 76] PPPOE 63: State LCP_NEGOTI ATI ON Event SSM UPDATED
Vi 2.1 PPP: Phase is AUTHENTI CATI NG Aut henticated User
Vi2.1 PAP: O AUTHACK id 78 len 5

Vi 2.1 PPP: Reducing MIU to peer's MU

[ 76] PPPOE 63: AAA get dynamic attrs

Vi2.1 PPP. Phase is UP

Vi 2.1 | PCP: Protocol configured, start CP. state[lnitial]
Vi2.1 IPCP: Event[OPEN] State[lnitial to Starting]

Vi2.1 IPCP: O CONFREQ [Starting] id 1 len 10

Vi2.1 | PCP: Address 192.168.1.1 (0x0306C0A80101)

Vi2.1 |PCP: Event[UP] State[Starting to REQsent]
[ 76] PPPOE 63: State PTA _BINDI NG Event STATI C Bl ND RESPONSE



*Sep 19 18:44:14.569: [76] PPPOE 63: Connected PTA

<sni p>

*Sep 19 18:44:14.572: Vi2.1 | PCP: Event[Receive ConfReq+] State[ ACKrcvd to Open]

*Sep 19 18:44:14.595: Vi2.1 |PCP: State is Open

*Sep 19 18:44:14.595: PPPoE : ipfib_encapstr prepared

*Sep 19 18:44:14.596: Vi2.1 Added to neighbor route AVL tree: topoid O, address 192.168.1.2
*Sep 19 18:44:14.596: Vi2.1 IPCP: Install route to 192.168.1.2

I Installing route to PPPoE client

BRAS#sh pppoe sess
1 session in LOCALLY_TERMINATED (PTA) State
1 session total

Unigq ID PPPoE RemMAC Port VT VA State
SID LocMAC VA-s5t Type
76 63 0858.56ad.7206 Gids0/1.47 10 vi2.1 PTA
dB867.d991.6601 up
BRAS#]|

BRAS#sh cal ler ip

Line User | P Address Local Nunmber Renote Nunber <->

Vi2.1 cisco 192.168.1.2 - - in

BRAS# ping 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.1.2, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

Troubleshoot

There is currently no specific troubleshooting information available for this configuration. However,
we can apply standard troubleshooting techniques related to PPP and PPPoE with help of related
debugs.

Related Information

. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/c/en/us/support/index.html
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