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Introduction

This document describes how to establish IPsec connectivity between the Cisco Unified Communications
Manager (CUCM) nodes within a cluster.

Note: By default, the IPsec connection between the CUCM nodes is disabled.

Prerequisites

Requirements

Cisco recommends that you have knowledge of the CUCM.

Components Used
The information in this document is based on the CUCM Version 10.5(1).
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sui
that you understand the potential impact of any command.

Configure

Use the information that is described in this section in order to configure the CUCM and establish IPsec
connectivity between the nodes in a cluster.



Configuration Overview
Here are the steps that are involved in this procedure, each of which is detailed in the sections that follow:
1. Verify the IPsec connectivity between the nodes.
2.Check the IPsec certificates.
3. Download the IPsec root certificates from the Subscriber node.
4. Upload the IPsec root certificate from the Subscriber node to the Publisher node.

5. Configure the IPsec policy.

Verify IPsec Connectivity
Complete these steps in order to verify the IPsec connectivity between the nodes:
1. Log into the Operating System (OS) Administration page of the CUCM server.
2. Navigate to Services > Ping.
3. Specify the remote node IP address.
4. Check the Validate IPsec check box and click Ping.

If there is no IPsec connectivity, then you see results similar to this:



Ping Configuration
g Ping
—Status

@ Status: Ready

—Ping Settings

Hostname or IP Address™® 10.106.110.8

Ping Interval™® 1.0
Packet Size™* 56
Ping Iterations 1

Validate IPSec

—Ping Results

IPSec connection failed..
Reasons :
a)No IPSec Policy on 10.106.110.8
b)Invalid Certificates IPSec connection failed..
Reasons :
a)No IPSec Policy on 10.106.110.8
b)Invalid Certificates

Check IPsec Certificates
Complete these steps in order to check the IPsec certificates:
1.Log into the OS Administration page.
2. Navigate to Security > Certificate Management.
3. Search for the IPsec certificates (log into the Publisher and Subscriber nodes separately).

Note: The Subscriber node IPsec certificate is not usually viewable from the Publisher node; however, you
can see the Publisher node IPsec certificates on all of the Subscriber nodes as an IPsec—Trust certificate.

In order to enable IPsec connectivity, you must have an IPsec certificate from one node set as an ipsec—tru:
certificate on the other node:
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Download IPsec Root Certificate from Subscriber

Description
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Complete these steps in order to download the IPsec root certificate from the Subscriber node:

1. Log into the OS Administration page of the Subscriber node.
2. Navigate to Security > Certificate Management.

3. Open the IPsec root certificate and download it in .pem format:

N .
HJ(IPSEC Root ce rtmcatesl
-
Il
§ S LR A
Cestificate List  (1-20f2) Rows
—'w:/Cnllxl'-:"dn- List whare Cartificals » begins wilth  « osac I Find ] Clesar Filler ] || = |
l’ - Cormmen Kems Trou Datbibution [sauwd By Expraton Duatnplion

poac 2emllad Salf-zigned cucmilsub cucm1lsub 1211452019 Self-cignec cartif cate gerarated oy system
psoc-trust auom9i2puh Salf-signed cucmSi2pub cucma12pab 03/20/201% Truast Certéicate

: Generate Salt-signad l Lplaac Camhcate)/Cartifcate chain [ Genarate CSR |



Certificate Details for cucm10sub, ipsec E
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—Status

® Status: Ready

— Certificate Settings

File Name ipsec.pem
Certificate Purpose ipsec
Certificate Type certs
Certificate Group product-cpi

Description(friendly name) Self-signed certificate generated by system

— Certificate File Data
[

Version: V3
Serial Number: 6B71952138766EF415EFES31AEBSF943
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: L=blr, ST=karnataka, CN=cucm10sub, OU=cucm, O=cisco, C=IN
Validity From: Mon Dec 15 23:26:27 IST 2014

To: Sat Dec 14 23:26:26 IST 20189
Subject Name: L=blr, ST=karnataka, CNscucm10sub} OU=cucm, O=cisco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100a376b6ad7825abe3069a421538¢c851a32d815321de77791985f95f2f9a
4b695016352b98cc72b26461cc629d0d2b35fc774d20fal3aebcd76164b7ccca82eb73034
7b6ad7e5069d732468f501ba53a018f9bbed22f6c76a4e4023fbadSbcf2f7d122cbe681375
feb7adb41068344a97a4f9b224180c6f8b223f75194ec7d987b0203010001

Extensions: 3 present
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Upload IPsec Root Certificate from Subscriber to Publisher

1. Log into the OS Administration page of the Publisher node.

2. Navigate to Security > Certificate Management.

3. Click Upload Certificate/Certificate chain, and upload the Subscriber node IPsec root certificate as

an ipsec—trust certificate:

Complete these steps in order to upload the IPsec root certificate from the Subscriber node to the Publisher
node:
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4. After you upload the certificate, verify that the Subscriber node IPsec root certificate appears as

shown:
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Note: If you are required to enable IPsec connectivity between multiple nodes in a cluster, then you must
download the IPsec root certificates for those nodes as well, and upload them to the Publisher node via the
same procedure.

Configure IPsec Policy

Complete these steps in order to configure the IPsec policy:
1. Log into the OS Administration page of the Publisher and the Subscriber nodes separately.
2. Navigate to Security > IPSEC Configuration.

3. Use this information in order to configure the IP and certificate details:

*kkkk

PUBLISHER : 10.106.122.155 & cucm912pub.pem
SUBSCRIBER: 10.106.122.15 & cucm10sub.pem

*kkkk
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Verify

Complete these steps in order to verify that your configuration works and that the IPsec connectivity betwee
the nodes is established:

1.Log into the OS Administration of the CUCM server.
2. Navigate to Services > Ping.

3. Specify the remote node IP address.

4. Check the Validate IPsec check box and click Ping.

If the IPsec connectivity has been established, then you see a message similar to this:
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9 Ping
—Status

@ Status: Ready

—Ping Settings

Hostname or IP Address* 10.106.122.159

Ping Interval* 1.0
Packet Size™* 56
Ping Iterations 1

Validate IPSec

-Ping Results

Successfully validated IPSec connection to 10.106.122.159Successfully validated IPSec
connection to 10.106.122.159

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Related Information

« Cisco Unified Communications Operating System Administration Guide, Release 8.6(1) Set Up a
New IPsec Policy
» Technical Support & Documentation — Cisco Systems
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