Configure SIP TLS Between CUCM-
CUBE/CUBE-SBC With CA Signed
Certificates
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Introduction

This document describes how to configure SIP Transport Layer Security (TLS) between Cisco
Unified Communication Manager (CUCM) and Cisco Unified Border Element (CUBE) with
Certificate Authority (CA)-signed certificates.

Prerequisites

Cisco recommends having knowledge of these subjects

SIP protocol
Security Certificates

Requirements

- Date and time must match on the endpoints (it is recommended to have the same NTP
source).

- CUCM must be in mixed mode.

- TCP connectivity is required (Open port 5061 on any transit firewall).

- The CUBE must have the security and Unified Communication K9 (UCK9) licenses installed.

Note: For Cisco I0S-XE version 16.10 onawards the platform has moved to smart licensing.

Components Used

- SIP



- Certificate Authority signed certificates

- Cisco I0S and I0S-XE Gateways2900 / 3900 / 4300 / 4400 / CSR1000v / ASR100X Versions:
15.4+

- Cisco Unified Communications Manager (CUCM)Versions: 10.5+

Configure

Network Diagram

SIP

Configuration

Step 1. You are going to create an RSA key matching the certificate length of the Root certificate
using command:

Crypto key generate rsa | abel Test RSAkey exportabl e nodul us 2048
This command creates an RSA key with a length of 2048 bits (maximum is 4096).

Step 2. Create a trustpoint to hold our CA-signed certificate using commands:

Crypto pki trustpoint CUBE_CA CERT

seri al - number none

fqdn none

i p- address none

subj ect - name cn=I SR4451-B. cisco.lab !(this has to match the router’s hostnane
[ host nane. domai n. nane])

revocation-check none

rsakeypair Test RSAkey ! (this has to match the RSA key you just created)

Step 3. Now that you have our trustpoint, you are going to generate our CSR request with the
commands below:

Crypto pki enroll CUBE_CA CERT
Answer the questions on the screen, then copy the CSR request, save it to a file and then send it
to the CA.



Step 4. You need to find out if the Root certificate chain has any intermediate certificates; in case
there are no intermediate certificate authorities, jump to step 7, otherwise, continue on step 6.

Step 5. Create a trust point to hold the Root certificate, plus, create a trust point to hold any
intermediate CA until the one that is signing our CUBE certificate (see image below).

| General | Details | Certification Path |

Certification path

] Root CA
-] Intermediate CA
'-q‘.J Intermediate CA
L5l 1dentity Certificate

In this example, the 15! level is the Root CA, the 2" level is our first intermediate CA, the 3™ level
is the CA that is signing our CUBE certificate, and thus, you need to create a trustpoint to hold the
first 2 certificates with these commands.

Crypto pki trustpoint Root_ CA CERT
Enrol | nent terminal pem
Revocat i on-check none

Crypto pki authenticate Root_ CA CERT
Paste the X. 64 based certificate here

Crypto pki trustpoint |Internediate_CA
Enrol | ment term nal
Revocati on-check none

Crypto pki authenticate Internedi ate_CA
<Paste the X.64 based certificate here>

Step 6. After receiving our CA-signed certificate, you are going to authenticate the trustpoint, the
trustpoint needs to hold the certificate of the CA right before CUBE certificate; the command that
allows to import the certificate is,

Crypto pki authenticate CUBE_CA CERT
<Paste the X.64 based certificate here>

Step 7. Once you have our Certificate installed, you need to run this command in order to import
our CUBE certificate

Crypto pki import CUBE_CA CERT cert
<Paste the X.64 based certificate here>

Step 8. Configure SIP-UA to use the trustpoint you created

si p-ua



crypto signaling default trustpoint CUBE_CA CERT
Step 9. Configure dial peers as shown below:

di al - peer voice 9999 voip
answer - address 35..
destination-pattern 9999

session protocol sipv2

session target dns:cucnl0-5
session transport tcp tls

voi ce-cl ass sip options-keepalive
srtp

With this, the CUBE configuration is complete.

Step 10. Now, you are going to generate our CUCM CSR, follow the instructions below

- Log in to CUCM OS administrator
- Click on security
- Click on certificate management.
- Click on generate CSR
The CSR request needs to look as the one below:



. bl

awa Generate Certificate Signing Request - Google Chrome

& 5./ foucm10-5.cisco.lab/cmplatform/certificateGenerateMewCsr.do
|

Generate Certificate Signing Request
- -
L), cenerare [} Close

r Status
!5 Warning: Generating & new CSR for & specific certificate type will averwrite the existing CSR for that type
= Generate Certificate Signing Request
Certificate Purpose * CallManager v
Distribution * cwcm10-5.cisco.lab v
Common Name* cucmi-58.cisco.lab
Subject Alternate Names (SANs)
Parent Diomamn s kak
J | Key Length* [ 2048 v I
Hash Algorithm* SHAZES v
Generate | | Close
@ ®. indicates required item,
o S5 Central Time: 11:26 am S Eastern Time: 12:26 pm S35 Pacific Time: 9:26 am S5 Mountain Time: 10:26 am
e e o

Step 11. Download the CSR and send it to the CA.

Step 12. Upload the CA-signed certificate chain to the CUCM , steps are:

- Click on security and then certificate management.
- Click on upload certificate/certificate chain.
- On the certificate purpose drop-down menu, select call manager.
- Browse to your file.
- Click on upload.
Step 13. Log in to the CUCM CLI and run this command

utils ctl update CTLFile
Step 14. Configure a CUCM SIP trunk security profile

- Click on system, then security and then sip trunk security profile
. Configure the profile as shown in the image,



SIP Trunk Security Profile Configuration

QS&U& xDe.lete Cu:m' %Hﬂet & Aoy Config EﬁiﬁddNew

—SIP Trunk Security Profile Information

Name™* \CUBE_CA Secure SIP Trunk Profile |
Description ESecurE SIP Trunk Profile authenticated by null S-t-rlng |
Device Security Mode | Encrypted v
Incoming Transport Type * |__'!1__5_, T |
Outgoing Transport Type [TLS Y|

| | Enable Digest Authentication

Monce Validity Time (mins)* 500 |
¥.509 Subject Name icucmlU-S.ciscD.lah |
Incoming Port¥ §_5|:|61 |

[ Enable Application level authorization
4 Accept presence subscription

v Accept out-of-dialog refer®*

] Accept unsolicited notification

¥ pccept replaces header

¥ Transmit security status

L allow charging header
SIP V.150 Outbound SDP Offer Filtering™® | Use Default Filter ¥

Note:In this case, the X.509 subject name has to match the CUCM certificate subject name
as shown in the highlighted portion of image.



Certificate Details for cuocm10-5.cisco.lab, CallManager

[_% Regensrate @;IJ Generate GSR |'g':] Download PEMFie | @11 Download .DER File

— Certificate Settings

Locally Uploaded 10/02f16

File Mame CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Certificate Signed by AD-CONTROLLER-CA

— Certificate File Data
[ .
Version: V3 =
Serial Number: 1D255E00000000000007
Signaturealgorithm; SHA2S56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: CN=AD-CONTROLLER-CA, DC=cisco, DC=lah

Validity From: Wed Feb 10 10:45:23 C5T 2016

To: FriFeb 10 10:55:23 CST 2017
Subject Mame: CN=cucml0-5.cisco.lab, OU=TAC, O=CISCO, L=RICHARSON, ST=TEXAS, C=US
Key: RSA (1.2.840.113549.1.1.1)
key value:

3082010a02820101008e8db062881c35163f1b6eedbed4951158fdb3495d3c8032170cofb8bafb385a2
27b00ecl1024807f0adc49dfe75189779c7delacle7endba5enfI917fabcas687d2aeaf20d70018e8d5
58a832360bA2702249fc98855012c7d2cc29eealf92fad9e739d73b0fa24d7dd4bdafc96be 7 75fda937 -
fi3ad40645ada4faofia3edi5445e200187dda775aa543b2bab11a5e223e23ef03bbacbbafd969h3d9
|3ba2550c35ea06ed5149aef2253c2455a622122e0aa3b649a090911995069a2cfddabdabife15b242 |

Step 15. Configure a SIP trunk as you would normally do on the CUCM

- Ensure the SRTP Allowed check box is checked.
- Configure the proper destination address and ensure to replace port 5060 with port 5061.
- On the SIP trunk security profile, ensure to select the SIP profile name created on step 14.
SIP | nformation -

&
~ Destimathon -
Deatwaticn Addresd @ a6 SRV
[kl inatican fddrans Chestimation Address 1Pt [heatination Port
1*  eeeesss—— 5061

MTP Prefermed Onginating Codec® s

BLF Presence Group® Standard Presende Qroup o
SIP Trunk Seounty Prodie ISR445] -0 Secure SIP Trunk Profie -
Rerouting Calng Search Space £ None -
Out-Of- Dualog Refer Caling Sednch Space < Mone > -
SUBSCRIBE Caling Search Space < None > -
SIP Profie” Standand SIF Profike- ophons = Witw Deliils

DTMF Sigraling Method * Mo Preference -



Verify

At this time, if all configuration is OK,

On CUCM the SIP trunk status shows Full Service , as shown in the image,

(= ]

e R
Parbition .
pi

Device Facl ikt

Cionarplan

{EP LR et

On CUBE the dial peer shows this status:

TAG TYPE MN OPER PREFI X DEST- PATTERN
KEEPALI VE
9999 voip up up 9999

Trai

Fofi
Lo Full Servie
Tk

Frnonty SIF Trnank SEshm S0P Trurik Do afcen

Tamse B FUll Service: O day 0 o O
R

FER THRU SESS- TARGET STAT PORT

0 syst dns:cucnl0-5 active

This same process applies to other routers, the only difference is that instead of step to upload the
CUCM certificate, upload the certificate provided by third party.

Troubleshoot

Enable these debugs on CUBE

debug crypto pki ap

debug crypto pki call backs
debug crypto pki nessages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl nsg

debug ssl openssl states
debug ip tcp transactions
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