Install a VCS Release Key via the Web
Interface and CLI Configuration Example
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Introduction

This document describes the installation of a release key to a Cisco Video Communication Server
(VCS) via the web interface and the Command Line Interface (CLI).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
VCS Installation

Have Installed successfully the VCS and applied a valid IP address that is reachable via web
interface and or CLI.

Have applied for and received a release key valid for the VCS serial number.
Have access to the VCS with both root (by CLI) and the admin account by web interface or CLI.

Have downloaded a VCS software upgrade image from Cisco.com.

Note: Installation guides can be found here: http://www.cisco.com/c/en/us/support/unified-
communications/telepresence-video-communication-server-vcs/products-installation-guides-
list.html

Components Used
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The information in this document is based on these software versions:
VCS Version x8.6.1 and x8.7.3

VCS Control x7.X and x8.X releases

VCS Expressway x7.X and x8.X releases

PUTTY (terminal emulation software)

---Alternatively, you could use any terminal emulation software that supports SSH such as Secure
CRT, TeraTerm and so on.

PSCP (PuTTY Secure Copy Protocol client)
---You can use any client that supports SCP.
Licensing email with a Release Key or Upgrade Key.

A web browser. In this example, Firefox is used, Internet Explorer and Chrome should work
equally well.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configure

Web Interface Release Key Installation Example

Here you have two options:
Option one, you can set the release key.
Option two, you can add the release key as part of the upgrade process.

Either option works and we will show the set option first followed by the upgrade option next.

Note: Both options require a VCS restart.

Note: Both options use the same licensing email example.

Option one, shows the set option. This web interface example video supplements this document.

Step 1: Once you have installed your VCS, have your serial number and applied for your release
key using your PAK and serial number, you receive a license email from the Cisco licensing team
which may or may not contain a release key and option keys. In the example email, you can see

the release key used for this document.



Note: Examples of PAK are outside the scope of this document.

EMAIL EXAMPLE

You have received this email because your emall address was provided to Cisco Systems during the
Serial Humber Lookup proces= for zoftware license activation key/file. Flea=ze read thi=z email
carefully and forward it with any attachment=z to the proper aystem administrator if you are not the
COrrect person.

Sy=tem Serial Number : 0B&16767
Hardware Serial NHumber : OB&l&TET

MAC Address g QDOOOOO00000
Service Contrack F

5C End Date H

L-YC5-FINDME:

o
L-VCS-FINDME:WCS - Enable User Poliesy feature "'"'"F'{ﬁ Release
Cey

Software Part Name
Tandberg Item No
Shipped Veraion
Shipped Veraion Key
Shipped Image URL
Upgrade To

Upgrade To Key
Upgrade To Image URL

116341000=-1=-1C328T745

75134920284 75672 o —

Options

Cizco Option MName s LIC-VC5-300:

Tandberg Option Hame 111634 1X300: W08 - add 300 non-traver=zal calla
Option Key 1116341 300-1-TDOFBS5E

Opticns

Cizco Option Hame : LIC-YC5=-DEVEROV:

Tardberg Option Hame 111634 1F00:¥VCS - Enable Device Proviaioning
Option Key $1118341F00-1-1FEEGEAL

Opticns

Cizco Option Name tLEC-VWCE-GW:

Tardberg Option Hame 11163410G00:VCE - Enable GW feature

Option ey 111634 1G00-1-96554215

Step 2: Access the web interface of the VCS with a web browser. Log in with an admin account
and you are taken to the VCS Status screen.

Note: Some digits purposely blurred throughout this document.
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Step 3: Navigate to the appropriate screen in order to install your release key. Hover over the
maintenance tab.
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Step 4: When the menu pops up, click on Option Keys:
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Step 5: Observe the Release key section and if this is a new install, there is a blank release key



field. The Release key field for an existing VCS installation is pre-populated with the current
release key value. You use the Upgrade option to set the release key in that case.

Note: The release key does not change between minor version upgrades. The release key
only changes between major version upgrades such as x7.X to x8.X.

Copy and paste your release key into the Release key field:

CISCO Cisco TelePresence Video Communication Server Control m
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Option keys
MR 1000-1-1ETDREDE MecroseR Inberoperabdty e ] Urdemefiod -
11638 1G00-1-08554 115 HAZE-SIP Irberveditany Gabvwiy At Uit =
11634 1P 00-1- 1IFEESRA1 Deaica Privsionng ACtive Urdemitend
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Step 6: You can see the release key pasted into the Release key field.
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Step 7: Now click on Set release key:
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Step 8: Click on the restart hyperlink in the prompt that appears at the top of the page to restart
the VCS:
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Option Two: Upgrade option to install your release key

Step 1: From the Web interface, Click on Maintenance as before and then Upgrade in the menu
pop-up.
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Step 2: On the Upgrade screen, you see an Upgrade Component section.

Note: This document assumes you have downloaded a VCS software upgrade image to
your local computer.

Click on Browse to locate your downloaded VCS upgrade image:
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Step 3: Enter the release key value into the Release key field when prompted. Copy and paste

from the email or if this is a minor upgrade such as in this case, x8.6.1 to x8.7.3, copy and paste it
from the same screen:
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Step 4: Click the Upgrade button. Watch the processes that follow and do not navigate away from

the process or you have to start over. The image will upload, then it will install. Click on restart
when prompted.

stfrat]
CISCO Cisco TelePressnce Vides Communication Server Control

[ e s

A Ve ool

Rt Sywlisy Corflguralon Fpplic ations: Uimrs Maintenance

o) @ P B rdinan i ¢ Liponad

§ B3 1A e =
BOHUA Senace 31568 T St s e
: HAgeET the narer saftears versien. This i
colacidppeort 512 ok required if you ane upgrading Lo

B 33 releEme, far fecem: 1.0

L 5128 Wi s
srnpeEno e n Do
Birviam elabke £ A TEET
ES ST

e [
EDEFRLIDET

o —

Upggride Soemponant

Once the release key is pasted, you can chck upgrade and Bwen
Tolcey thie sleps feom thane. Do nol ke e sorsens of you will e
P I T i ko start ceer. The image will first uplasd. Swen it gebs instaled and
Booimb.., | WP T3 b 2 finadly you restard B WES. Once R s restaried and comws back up, it
T MGAITRE TEAT 7 ‘_ should be on the new mleate and S releate ey can ba verified
pxacty the seme a5 with & fresh insial.

“l*_—_—”—_ )

Verify the release has installed properly, once the VCS has restarted. Use the two methods noted
in the VERIFY section of this document.

CLI Release Key Installation Example



Install a release key via the CLI. This is a two part process that involves the use of a SCP client
(PSCP in this example from command (CMD) prompt in Windows and a terminal emulation
software application such as PuTTY.

Step 1: Copy your release key into a plain ASCII text file. Ensure there are no spaces before or
after the release key value. Copy the release key into your text editor application save the file as
release-key.txt:

""'”"""WW&F -
Wiew Help

File Edit Foomat

7513492028475672) \

First, open a plain text editor such as in this examgle, notepad. Be caseful not to
uze an editor that saves the file in RTF format. |t MUST be plain ASCII test.
Paste the 16 digit release key from your email or Web Imerface as noted
praviously in this article and save the file with the narme “rélease-key bd”. Note the
ralease key and filename syntmx to the |eft

Step 2: Place the release-key.txt file and PSCP.exe in the same directory on your computer.
Navigate to that directory using a command (CMD) prompt in Windows and copy the release key
to a temp directory on the VCS. Use the root account for the PSCP transaction. Enter the root
account password when prompted. Verify the transfer completed as indicated by 100%. Here is an
example:



‘jawall\Desktoprpscp release-key.txt rooct@ L1871 : ftmp/release-kKey

PR BN T —— N NS - -m—
AT W LITTEET O L LVE OWLTTerTTe I -a0 1UT.

I 8@ kKB | 9.0 kB/s | ETA: 00:00:00 | 100%

7h\\Users) jawall\Desktopspscp sh&/bUxe_r_J.tar.gz rootld 187 : /ftmp,/ tandbersy
timage.tar.gz

sing kKeyboard-interactive authentication.

assword:

g2 0dxe_7_3.tar.gz I 82684 KB | S579.1 KB/s ETAR: BUTT: 8T [ TO&

Mote in the first circle above, we are using a Windows CMD prompt where |'ve saved
the release-key.bd file to my desktop. In the first line, I've navigated to my desktop
with the CMD command "cd desktop” and then am copying the file over to the VCS
using free ware putty PSCP. |In the next circle, | am copying over the image to the

VCS using PSCP. and the third circled item is showing the progress. Once complete,

| will use putty SSH shell to restart the VCS.

Step 3: Copy the image you want to upgrade to, such as 8.7.3 used here. Copy this image over
using PSCP. Verify the status shows at 100%, the software image has finished copying over to the
VCS and you are ready to reboot the VCS:

C:\Users)jawalliDesktop>pscp release-kKey. txt rootd 87 : ftmp/release-Key
Using keyboard-interactive authentication.

Password:

release-key. txt | @ ki | 0.0 kB/s | ETA: ©0:00:00 | 100%

IE'HUSﬁFﬁHjaHalIHDEﬁhtﬂp}pﬁtp s427T00x8_T7_3.tar.gz root@ 01 /tep/tandberg
=image.tar.gz

Using keyboard-interactive authentication.

Password:

s42700x8 7 _3.tar.qz ( 454854 kB | S84.6 kB/s | ETA: £0:00:00 | 100%

C:\Users\jawall\Desktop>

MNote, the installation is complete. Now we go to Putty
and reboot the VCS via CLI from an SSH session.
Alternatively, you can reboot the VCS from the Web
Interface.

Step 4: Reboot the VCS via an SSH session to the VCS. Open PuTTY and type in the IP address
of the VCS. Click SSH to open:
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Step 5: Click Open and log in to the VCS with an admin account when prompted. Enter the admin
account password when prompted. Verify you have the right command to reboot the VCS. Enter
the command followed by a space and question mark to ensure you have it correct. The VCS
confirms that xCommand Boot will restart the VCS. Enter the command xCommand Boot to

reboot the VCS.
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The VCS flashes that it is rebooting and your PUTTY session closes. This behavior is normal
because the connection is terminated when the VCS reboots. The VCS takes about five minutes
to reboot. Once complete, verify the release key installed correctly either via the web interface or
the CLI as noted in the VERIFY section of this document.

Verify

Web interface Verification of Release Key Installation

There are two ways you can verify the Release Key installed in the web interface:

Option 1: Look at the Options Key Page as noted previously and check the Release key field.
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Option 2: Check the Upgrade Page as noted previously:
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CLI Interface Verification of Release Key Installation

Verify the Release Key installed via the CLI interface by an SSH session to the CLI. Log in with an
admin account as noted previously in this document. Once there, you issue the command
xStatus SystemUnit Software. You observe the upgrade was successful and the release key is

installed:
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Troubleshoot

You should not have any issues when you install a release key onto a Cisco VCS. Enter an
option key in the Release key field of the VCS or enter an option key when you upgrade are the
most common causes for failure. The email example cited at the beginning of this article shows

option keys in addition to the release key. An error occurs when an option key is entered in the
Release Key field:
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A VCS accepts any value in the Release key field. Reboot the VCS with an incorrect value
entered and you receive an error "Invalid release key":
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Install a release key as noted in this document to correct this conditon.

Engage Cisco TAC for assistance for any other types of failure.
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