Download Jabber Problem Report (PRT) L ogs
Using Web-Server.
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| ntroduction

This document describes how to setup a Web Server on a Windows machine and also has steps to transfer
the Jabber PRT to aweb server.

Prerequisites

Cisco recommends that you have knowledge of these topics.

* Cisco Unified Communication Manager (CUCM)
* Cisco Jabber

Requirements

Components Used

The information in this document is based on these software versions:

CUCM version - 12.5.1.13900-152



Cisco Jabber version - 12.9.2.54247
XAMPP (Web Server) version - 7.4.10

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Network Diagram
Cisco Jabber > Windows PC (with web-server XAMPP software)
Configurations

These configuration steps help you to transfer the Jabber PRT to aweb server using 'Hypertext Transfer'
(HTTP - port 80) and also using 'Hypertext Transfer Protocol Secure' (HTTPS - port 443) Protocols.

1. XAMPP software installation on the Windows PC.

2. Initial configuration on XAMPP.

3. Setting up a 'Folder' to store the Jabber PRTs on the Windows server.

4. Create a"UC Service" and assign it to the " Service Profile" on the CUCM.
5. Assign the "Service Profile" to the Jabber End User.

6. Collecting the Jabber - PRT.

If you want to configure HTTPS (secured) based Web-Server, please configure these additional steps.
7. Generate "Server Key" and "Certificate Signing Request” (CSR) on the XAMPP.

8. Sign the CSR using Certificate Authoriy (CA) and get the CA signed certificate.

9. Upload the certificate and restart the Apache service.

10. Modify the URL on the"UC Service"
11. Collecting the Jabber - PRT.

1. XAMPP softwareinstallation on the Windows PC.

Download XAMPP software (for windows) by clicking here.

The steps mentioned in these screenshots help you in installing the XAMPP on the Windows machine.


https://www.apachefriends.org/download.html

Click the Next button in the setup wizard.
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Select the mentioned components and click the Next button.



Choose the installation folder and click the Next button.



Language

XAMPP Control Panel for Windows supports different languages.
Language Engish [v]

Choose the language and click the Next button.



Brinars for (AMPP provades Fres rstalers that can rstal
Drupal, Jocenla!, WordPress and many other popular open
source apps on top of your existing XAMPP instalaton.

hubpeg: / AwSruwms. Com fampn

Learn more sbout Bitrami for XAMPP | |

Click the Next button.



Ready to Install

Setup s now ready o begn instaling XAMPP on your computer.

Click the Next button to proceed with installation.



Setup =

L2 bitnami for XAMPP

Bitnami for XAMPP provides free installers that can install
Drupal, Joomla!, WordPress and many other popular open source
apps on top of your existing XAMPP installation.

Instaling

Unpacking files

LAMPR s tader

Installationisin progress.

Bk Mext > Cancel




= Setup S

Completing the XAMPP Setup Wizard
Setup has fireshed rstaling XAMPP on your computer,
o D you wan? to start the Control Panel now?

Click the Finish button.
2. Initial configuration on XAMPP.

Open "XAMPP Control Panel" as an Administrator.



Pim to S4art

Pin to Taskbar

Uninstall

Open in new window

Fun as administrator I

Open file location

Run the "XAMPP Control Panel' as an administrator.

Click on the Config button.



XAMPP Control Panel v3.24 [ Compiled: Jun 5th 2019 ]
[=] XAMPP Control Panel v3.2.4
Lodaws
Serveie  Mlodule Pl &) Porljs] AClons
Apache Samt A Contg Logs
m i — ;]
Fielia . ) .
EarTiary E g ¥
Tioesc i Ar 1
T PLE | emaen] Al prereguesites found -
AT PN [emaen] indiahzing Modulss
i7 P4 [rmain] The MyS( moduls 5 disabled
17 PA [emaen] The FileZilla module 15 disabled
17 P [egen) The Mercury module 13 disabled
L [rraen] The Tomcat module i desabled
L5 | maen] Starting Check. Timer
L5 [rmaen] Control Panel Ready

Click on the Config button.

Select the marked options and click the Save button.
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Select the mentioned components and click the Save button.

Start the Apache service by clicking the highlighted " X" button.
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Open the php file.

Ensure the "upload_max_filesize" valueis set as 40M.

i Temporary directory for HITP sploaded files (will wse syutem default iF not
: specified).

i https S iphp.net fuplosd - tep-dir

uplosd_tep dir="C(:%xaapp tep™

; Maximm allowed slze for uploaded ¥lles.
i herp: fiphp. net fuplosd -max-fileslze
upload max_#ilesize<{IL5
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Set the value of upload_max_filesize to 40M.

Start the Apache service by clicking the Start button.
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Satus messages display that the Apache service is running.



3. Setting up a'Folder' to storethe Jabber PRTs on the Windows server.

Create anew folder "Jabber PRT" inside the location " C:\xampp\htdocs'. Thisfolder is used to store the
Jabber PRTs.
Also create a PHP script as shown in this screenshot.
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Soecify the folder location to store the Jabber's PRT logs.

Create afile "uploadprt.php” inside the location >> "C:\xampp\htdocs" and write these lines inside the
.phpfile

<?php $uploaddir = 'C:\xampp\htdocs\JabberPRT\\'; $uploadfile = $uploaddir . date("Y_m_d_H_i_s) .
basename($_FILES]['zipFileName]['name]); move_uploaded file($_FILESY'zipFileName]['tmp_name], Suploadfile); 2>

4. Createa" UC Service" and assign it to the " Service Profile" on the CUCM.

Log in to the CUCM Administration web page and navigate : User Management > User Settings> UC
Service.

Create anew UC Service.
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Open 'UC Service' on the CUCM Administration web page.

Choose "Jabber Client Configuration (jabber-config.xml)" and choose appropriate values.
Give the webserver and PHP file details in the URL as shown in this screenshot.

Section : Client
Parameter : PrtL ogServer URL

Value: http://[<WebServer _|P/FQDN>:80/uploadprt.php
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Configuring the Web Server's details in Jabber Client Configuration (jabber-config.xml) .

Navigate : User Management > User Settings > UC Service.



Assign the created UC services to the Service Profile.
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Open 'Service Profile’ on the CUCM Administration web page.

aliali.  Cisco Unified CM Administration
cisco For Csco Unified Commupnications Solutions

Systom = Cal Roubng +  Madin Rosouroes « mrﬁ-v Dovies + Apphcabion =  User Manngement »  Bul Adrrensiralion

Service Profile Configuration

Tertiary o MO >

CTI Profile
Primary cuemlds -
Secondary  <MNone >
Tertiary

“Video Conference Scheduling Portal Profils -
Primary  cMone>

Secondary <P

Tertiary

Iabber Client Configuration [jabber-eonfig.xmil) Profile
Common labbserConfig

Daesktop  labberConlig

Mirlal b JabbserConiflg -

Assign the created Jabber Client Configuration to the 'Service Profile' and click the Save button.
5. Assign the" Service profile" to the Jabber End User.

Ensure this Service Profile is associate to the Jabber End User.
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Assign the Service profile to the Jabber End User.

6. Collecting the Jabber - PRT.

For collecting the Jabber PRT, Y ou can choose Jabber and click on the button "Gener ate PRT for
selected".

Chico Unified CH Administration ~ | Go |

sdmin Abwit gt

alial.  Cisco Unified CM Administration

CISC0 oy Ciurn Umified © TR

Systom v Call Routing »  Mada Resosces » m—ur-;-u- Devecw = Applcabon »  User Management »  Dulk Admsbistion »  Help «

Find and List Phones

:I']-mm %mmr«nm [T seecma [ Cowrra -umm-e %mm & Mev Conteg o Selecten
- Status

®1rﬂwd||m

Phone  (1-2ofi) Rows per Page
Find Mwane where  Device Mame | bsegins with | Find Ol Fille =

St ILisy oF eeriled soarch Dest

- T s { | e | [ ] D Last Last S
1 = e g o Pontocel Stabus Rt o et M e daddieas Copy ooy
I F3 CHFAGENTL Coefault E] Registercd  Now axml ¥ ramebalsimp.com  10.200.251.189 [y s a

B
Adled Nerwt Add Mew From Templale Select Al Clear AN Dl Sl R, Sl B Apply Config to Selected Gerarate PRT for Selected

Collect the Jabber PRT.

Y ou can find the Jabber PRT in the Web server (the location is configured in the PHP script).
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The Web server contains the downloaded Jabber PRT file.

If you run a Wireshark capture on the Web Server during PRT transfer event, you see this information.
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Wireshark capture on the Web server shows the PRT file transactions.

If you want to configure HTTPS (secured) based Web-Server, please configure these additional steps.

These steps help in installing Certificate Authority (CA) signed certificate on the WebServer and also, has



Cisco CallManager (CCM) configurations for transferring the Jabber PRT via TLS1.2.
7. Generate" Server Key" and " Certificate Signing Request” (CSR) on the XAMPP.

Open Shell in the XAMPP Control panel (webserver) and type openssl command and hit enter.
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Generate a Certificate Signing Request (CSR) by running these commands.
genrsa -out server.key 2048

req -new -shal -nodes -key server.key -out server.csr -days 0000
Provide the relevant info under these fields:

* Country Name.

» State or Province Name.
» Locality Name.

» Organization Name.

* Organizational Unit.

e Common Name.

* Email Address.

» Extraattributes.
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Y ou can find the CSR in this location.

C:\xampp\
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Generated Certificate Signing Request (CSR) location.

Copy the server.csr to this folder location.

C:\xampp\apachée\conf\ssl.csr
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Copy the CSR file to a new folder location.

Copy the server key file to the mentioned location:-

From
C:\xampp\apache

To
C:\xampp\apache\conf\ssl.key
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Copy the server.key to a new folder location.
8. Sign the CSR using Certificate Authority (CA) and get the CA signed certificate.

Get the CSR (server.csr) signed by the CA (LAB CA server - ADFSCAIMP) and get the CA-signed
Webserver certificate "server.crt”.




Note: Ensure you save the cert in .crt format (and not as .cer or .der). This screenshot shows how to
save the cert in .crt format using the Windows CA server (when downloading the signed cert)
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Sgn the CSR by Certificiate Authority (CA) server and get the signed certificate.

' General L1::-&.]l:.-rlalnzmnr-nl="||l-+

Mmm

Windows does not have enough mformaton to verify
this certificate.

Isswed to:  agent].ramebalaenp. com

Issued by: ADFSCAIME
E—

Valid from 10/14/2020 to 10/14/2022

Sgned Certificate.

9. Upload the certificate and restart the Apache service.



Upload the server .crt in thislocation.

C:\xampp\apache\conf\ssl.crt

Home Share

Date moddued

A0 225

Upload the signed certificate.

After uploading the KEY/CSR/CERT, restart the Apache service.

The Mercury moduls i3 disabled
The Tomcast module is disablad
Starting Chack-Timer

Control Panel Ready

Attempting to start Apache senice
Attempting to stan Apache serice

Attempting 1o star Apache serice
Status change detected running
—

Restart the Apache service by pressing the Sop & Sart button.

On the CUCM, ensure the Tomcat certificate is signed by the same CA (Here the CA server is
ADFSCAIMP).
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Tomcat certificate signed by the same CA server.
10. M odify the URL on the" UC Service"

Log in to the CUCM Administration web page and navigate : User Management > User Settings> UC
Service.

Modify the Web Server URL accordingly as shown in this UC Service section.
Section : Client
Parameter : PrtL ogServer URL

Value: https://<WebServer  FQDN>:443/uploadprt.php
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Configuring the Web Server's details in Jabber Client Configuration (jabber-config.xml) .

11. Collecting the Jabber - PRT.

After that, generate PRT via CCM page.
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Collect the Jabber PRT.

From the packet capture you can confirm that the traffic between Jabber and Web Server are encrypted via
TLS1.2 (HTTPS-443):

Web server |P: 10.88.11.218
Jabber PC 1P : 10.201.251.189
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Wireshark capture on the Web server shows the PRT file transactions happened securely.
Verify

Y ou can find the Jabber PRT in the Web server (the location is configured in the PHP script).
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3. Recent places

The Web server contains the downloaded Jabber PRT file.

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.

Related I nfor mation

* Collect PRT Logs Remotely

| hope this articleis helpful !


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_9/cjab_b_feature-configuration-for-jabber-129/cjab_b_feature-configuration-for-jabber-129_chapter_0100.html#task_45B71794AFE9D22124548562A1845D6F

