What to do on Expressway on DST Root CA
X3 Certificate Expiration on 30 September
2021
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Introduction

This document describes how to replace DST Root CA X3 which is set to expire on September 30,
2021. That means those older devices that don't trust "ldenTrust DST Root CA X3" will start
getting certificate warnings and TLS negotiations will break.On September 30 2021, there will be
a change in how older Software and devices trust Let's Encrypt certificates.

Components Used

The information in this document is based on these software and hardware versions:

- Cisco Expressway x12.6

Background Information

- Cross-signed CA certificates are used by new public CAs, so that existing devices can trust
their certificates via an existing CA certificate that is commonly available.

- When Let’s Encrypt “ISRG Root X1” CA certificate was first issued in Jun 2015, most devices
did not yet have that certificate in their trust store, so they had their “ISRG Root X1” CA
certificate cross-signed by the well-trusted “DST Root CA X3” CA certificate which had been in
circulation since Sep 30, 2000.

- Now that most devices should trust the “ISRG Root X1” root CA certificate, we should be able
to easily update the CA chain without any need to regenerate the server certificate.

- For example, Cisco did not add the “ISRG Root X1” self-signed CA certificate to our intersect
trust store bundle until Aug 2019, but most of our older devices could still easily trust certificates

issued by the cross-signed “ISRG Root X1” CA certificate because they all trusted the “DST Root
CA X3" root CA certificate.

- This is important because IP Phones and CE Endpoints software will most likely not have the
“ISRG Root X1” self-signed CA certificate in their embedded trust store, so we’ll want to make



sure IP Phones are on 12.7+ and CE Endpoints are on CE9.8.2+ or CE9.9.0+ in order to

make sure they trust the “ISRG Root X1” root CA certificate. Reference links below
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/all_models/ca-list/ CA-Trust-
List.pdf

https://www.cisco.com/c/en/us/td/docs/voice ip comm/dx/series/admin/1024/DX00 BK C12F3FF
5 00 cisco-dx-series-aq1024/DX00 BK C12F3FF5 00 cisco-dx-series-
agl1024 appendix 01111.html

Problem

The "ldenTrust DST Root CA X3" root expiring on 9/30/2021, which must be replaced with the
"ldenTrust Commercial Root CA 1"

Root CA Expiring on 30 Sept 2021

g  Certificate >

General Details Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

= Proves your identity to a remote compu'ter .
= Alows data on disk to be encrypted

* Protects emaill messages

s Ensures the identity of a remote computer

= Alows data to be signed with the current time

+ Al issuance polcies o

Issued to: D5T Root CA X3

Issued by: DST Root CA X3

valid from 30/09/2000 to 30/09/2021

Issuer Statement

o]


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/all_models/ca-list/CA-Trust-List.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/all_models/ca-list/CA-Trust-List.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/dx/series/admin/1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024_appendix_01111.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/dx/series/admin/1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024_appendix_01111.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/dx/series/admin/1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024_appendix_01111.html

g Certificate X

General Details Certification Path

Show: | <All> v
Field Value A
| |version V3
|- | serial number 44afb080d6a327ba89303986. .
| _Isignature algorithm sha IRSA
| |signature hash algorithm shal
|- |1ssuer DST Root CA X3, Digital Signat...
' 30 September 2000 22:12:19
30 September 2021 15:01:15
NST Brnd CA ¥ Dinital Sionat ul

30 September 2021 15:01:15

 EditProperties...  Copy to File...

Solution

Delete the old Acme root CA from Expressway E trust store and update the latest root certificates
Download links: (copy and paste)

https://letsencrypt.org/certs/isrgrootxl.pem

https://letsencrypt.org/certs/lets-encrypt-r3.pem



https://letsencrypt.org/certs/isrgrootx1.pem
https://letsencrypt.org/certs/lets-encrypt-r3.pem

Just to be on safer side make sure browser is updated
How to update Root certificate on Expressway servers

Navigate to Maintenance > Security > Trusted CA certificate

llllnllll
CISCO Cisco Expressway-E

Status» System» Configuration » Applications » Users »

Trusted CA certificate Upgrade
Type Issuer <. Logging -ation da
O=Temporary CA f80fac88-644e- Smart licensin
48e8-b15¢-38a1483%d12, 9
. OU=Temporary CA f80fac88-644e- Email Notifications
O Certificate 4868-b15¢-38a14830d12, L e
CN=Temporary CA f80fac88-64de- Option keys
48e8-b15¢c-38a14839%d12
Tools »
[0 certificate CN=federation-AD-CA-1 M e
) O=QuoVadis Limited, CN=QuoVadis
[0 Certiicate Root CA 2 Backup and restore Server certificate
[ certificate 8;;?;12‘.;%%:: lle:r;Tmst Mat Diagnostics > CRL management
Show all (decoded)| Show all (PEM file)| Delete| Selectall| Lnseiect al Maintenance mode Client certificate testing
Language Certificate-based
) authentication configuration
| Upload } Restart options
Domain certificates
Select the file containing trusted CA certificates + | Browse... | No file selected. il Ciohers

Click on Browse and choose the downloaded certificate (mentioned above in this document).
Click Append CA certificate after choosing the file

CISCO Cisco Expressway-E

Status » System> Configuration » Applications » Userss Maintenance »
Trusted CA certificate You are hare: Mainlenance » Secu
Expiratio
Type Issuer Subject s
O=Temporary CA f80fac88-644e-48e8-b15¢-38a1483%ed 12, OU=Temporary CA 180fac8B-644e-4Be8-b15¢-38a1483%ed12, CN=Temporary CA f80facB8-644e-48e8- Matches
O certiicate |\ veatag3vedt2 lssuer (Pl e
[0 Cerificate CMN=federation-AD-CA-1 MI et Apr 01 2022
[J Cerificate ©=QuoVadis Limited, CN=QuoVadis Root GA 2 @ Fle Lplosi
.
Stmdlldwudod]| Show all (PFEM fls)| Ucctci Selectall| Unselect a||| & v 4 & » ThisPC > Downloads v | B 0 Search Downloads
Upload | | Organize = Mew folder - [ 0 L

; ~ - T
Select the file containing trusted CA certificates il 692243340 Marme Date modified

diagnostic_log_c

~ Today (2)
= My DATA
Append c.nmam| Reset to defaull CA certificate Y _ & lets-enorypt-r3 cer 972772021 .07 PM
KElrootiexpirg o iisrgrootel cer 9/27/2021 7:07 PM
| Related tasks : | @ OneDrive - Cisco w Last week (11) b
Adtivation code onboarding trusted CA cartificates W Thie BC € >
- File name: |lets-encrypt-r3 .cer ~ | |All Files (*.%) v L

Open Cancel

Validate after the update of certificates in trust store.



vl
CISCO Cisco Expressway-E

Status » System» Configuration » Applications » Users » Maintenance »

Trusted CA certificate Youare t
|\ File uploaded: CA cerlificate file uploaded, File contents - Cerificales: 1, CRLS: 0.

Expiration date
[ cerificate CN=federation-AD-CA-1 Matches Issuer Apr 012022 valid
O cenificate O=Cuovadis Limited, CN=QuoVadis 1.y y0e 1ssyer Nov 24 2031 Valid
Root CA 2

. O=lIntemet Security Research Group, - r
| certficate R G O=Let's Encrypt, CN=R3 Sep 152025 Valid

. D=Internet Security Research Group, .
] cerificate CNoISRG Root X1 Matches Issuer Jun 04 2035 Valid

Show all decoded)  Show all PEM fle)| [ 1cic| Selectall] 1ociccia]

Upload |

Select the file containing trusted CA certificates 1 No file selected. i
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