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Introduction

This document describes how Cisco Webex will move to a new Certificate Authority, IdenTrust
Commercial Root CA 1. Customers who use Expressway to dial into Webex meetings, or one of
the connectors that leverages Expressway, must upload the new certificate to their Expressway
devices before 2021-03-31.

Components Used

The information in this document is based on Video Communication Server (VCS)-Expressway or
Expressway.

Problem

If Root CA certificates are not uploaded on Expressway truststore, TLS negotiation with Webex
might fail for these deployments:

- You use endpoints to connect to the Cisco Webex Video Platform through a VCS-Expressway
or Expressway Edge. You must add the new certificate into the Trusted Root Store of the VCS
or Expressway.

- You use a Connector or Hybrid Service on a VCS-Control or Expressway Core and have not
opted into Cloud Certificate Management. You must add the new certificate into the Trusted
Root Store of the VCS.

- You use Cisco Webex Edge Audio through a VCS-Expressway or Expressway Edge. You
must add the certificate into the trusted root store of the VCS or Expressway.

. 2021-03-23 update: Customers that leverage Cloud Certificate Management will not see the
new IdenTrust certificate in their list of certificates currently. The existing Quovadis
(O=QuoVadis Limited, CN=QuoVadis Root CA 2) certificate is still valid. The ldenTrust
certificate will become available to Cloud Certificate Management at a future TBD time.
Customers who utilize Cloud Certificate Management will not experience any service
interruptions as a result of this announcement and do not need to take any actions at this
time.

- You have restricted access to URLSs for checking Certificate Revocation Lists. You must allow



Webex clients to reach the Certificate Revocation List hosted at
http://validation.identrust.com/crl/hydrantidcaol.crl.
Cisco has also added *.identrust.com into the list of URLs that must be allowed for certificate
verification.

- You do not use the default Certificate Trust Stores for your operating systems. You must add
the certificate into your trusted root store. This certificate is contained within the default trust
store of all major operating systems by default.

Solution

These steps are also explained in the March 2021 Cisco Webex Root CA Certificate update for
Expressway video.

In order to upload the new certificate onto a VCS-Control, VCS-Expressway, Expressway-Core,
and Expressway Edge, complete these steps.

Step 1: Download the IdenTrust Commercial Root CA 1 and save it as identrust_ RootCAl.pem
or identrust_RootCA1l.cer.

a. Access IdenTrust Commercial Root CA 1.

b. Copy the text inside the box.

c. Save the text on Notepad and save the file. Name the file identrust_RootCAl.pem or
identrust_RootCA1l.cer.

IdenTrUSt My Buying Community Certificates

part of HID Global

Home - |denTrust Commercial Root CA 1

Copy and Paste the following DST Root certificate into a text file on your computer.

IFYDCCAQigAwIBAgIQCgFCgAAAAUUYESTAAAAAJANBgkqhkiGIWOBAQSFADBK
QswCQYDVQQGEWJVUzESMBAGA1UEChMJSWRIbIRydXNOMScwJQYDVQQDEX5.

QYDVQQDEx5JZGVuVHJ1c3QgQ29ibWVyY2IhbCBSb290IENBIDEwggliMAOGCSqG
SIb3DQEBAQUAA4ICDWAwWggIKAoICAQCNUBneP5k91DNGBWIRYYKyqU+PZ4IdhNIT
BQwo2dfw/66VQ3KZ+bVdfirBQUEXUHTRgQ18zZshqgOPirK1ehm7zCYofWjK9ouuU

ehcCuz/mNKvcbO0US90h++SvL3sTzIwiEsXXIFEUBL2ApeN2WIrvyQfYo3fw7gp
S0l4PJNgiCL8mdo2yMKi1CxUAGc1bnO/AljwpN3isKimesrgNgqUZFvX9t++uP0OD1
bVoE/c40yiTcdCMbXTMTEISEASX2MNOCXZ/g1Ue9t0sbobtJSdifWwLziuQkkORi

0/Br4s0dBeo0XKlanoBScyORnnGF7HamB4HW{p11YVI3ZBWzvurpWCdxJ35UrCL



http://validation.identrust.com/crl/hydrantidcao1.crl
https://video.cisco.com/video/6241489762001
https://video.cisco.com/video/6241489762001
https://www.identrust.com/identrust-commercial-root-ca-1
https://www.identrust.com/identrust-commercial-root-ca-1

On all your Expressway devices, choose Maintenance > Security > Trusted CA Certificate.

Step 2: Upload the file on Expressway Trust Store.
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a. In order to upload the CA certificate on Expressway Trust Store, click Append CA certificate.

b. Click Browse. Upload the identrust_RootCAl.pem or identrust_RootCALl.cer file. Append the
CA certificate.
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Step 3: Verify the certificate successfully uploaded and is present in the VCS / Expressway Trust
Store.
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No reboot or restart is required after this operation for the changes to take effect.
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